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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —
Ethernet interconnection

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization compri
bl national electrotechnical committees (IEC National Committees). The object of IEC isrfo_promote internati
Co-operation on all questions concerning standardization in the electrical and electronic-fields. To this end
n addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Rep
Publicly Available Specifications (PAS) and Guides (hereafter referred to as. Y{EC Publication(s)”). T|
breparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt
may participate in this preparatory work. International, governmental and non-gevernmental organizations liai
vith the IEC also participate in this preparation. IEC collaborates closely_with the International Organizatior]

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an internati
consensus of opinion on the relevant subjects since each technical committee has representation from
nterested IEC National Committees.

EC Publications have the form of recommendations for international use and are accepted by IEC Nati
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for
misinterpretation by any end user.

n order to promote international uniformity, IECNational Committees undertake to apply IEC Publicat
ransparently to the maximum extent possible in*their national and regional publications. Any divergence betw
hny |[EC Publication and the corresponding national or regional publication shall be clearly indicated in the la

EC itself does not provide any attestation~of conformity. Independent certification bodies provide confor
bssessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for
services carried out by independent cetrtification bodies.

Al users should ensure that they-have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts
members of its technical committees and IEC National Committees for any personal injury, property damag
pther damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)
bxpenses arising out~of'the publication, use of, or reliance upon, this IEC Publication or any other
Publications.

ndispensableyfar the correct application of this publication.
EC draw$ aftention to the possibility that the implementation of this document may involve the use of

espectthereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), w
may/be required to implement this document. However, implementers are cautioned that this may not repre

hevlatest information. which may be obtained from the patent database available at https://patents.iec.ch.

Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.
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Attention is drawn.to the Normative references cited in this publication. Use of the referenced publications is

(a)

batent(s)lEC takes no position concerning the evidence, validity or applicability of any claimed patent righ{s in

hich
ent
IEC

shall not be held responsible for identifying any or all such patent rights.

This commented version (CMV) of the official standard IEC 61162-450:2024 edition 3.0
allows the user to identify the changes made to the previous IEC 61162-450:2018
edition 2.0. Furthermore, comments from IEC TC 80 experts are provided to explain the
reasons of the most relevant changes, or to clarify any part of the content.

A vertical bar appears in the margin wherever a change has been made. Additions are in
green text, deletions are in strikethrough red text. Experts' comments are identified by a
blue-background number. Mouse over a number to display a pop-up note with the
comment.

This publication contains the CMV and the official standard. The full list of comments is
available at the end of the CMV.
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IEC 61162-450 has been prepared by IEC technical committee 80: Maritime navigation and
radiocommunication equipment and systems. It is an International Standard.

This third edition cancels and replaces the second edition published in 2018. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) clarification of serial to network gateway function (SNGF) in 4.5 with the addition of two new
figures;

b) |addition of further destination multicast addresses and port numbers in 6.2;

c) |clarification of TAG block parameters in 7.2 together with Annex B, a new Annex H and
associated tests in 8.9.4;

d) [clarification of the sender process for binary files in 7.3.6 and the receiver grocess for binjary
files in 7.3.7 with updated Figure 6 and Figure 7;

e) |clarifications of SFI collision detection and use of SRP sentence in_7.5‘together with a new
Annex G;

f) |revision of tests for handling malformed data received on the serial line in 8.5.5.

The text of this International Standard is based on the following)documents:

Draft Reporton voting

80/1094/FDIS 80/1098/RVD

Full information on the voting for its approval €an be found in the report on voting indicated in
thel above table.

The¢ language used for the developmept of this International Standard is English.

This document was drafted in aecordance with ISO/IEC Directives, Part 2, and developed in
acgordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, availgble
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC jre
degcribed in greater detail*at www.iec.ch/publications.

A list of all parts in.the 1EC 61162 series, published under the general title Maritime navigation
and radiocommunication equipment and systems - Digital interfaces, can be found on the |IEC
website.

stapiljty_date indicated on the IEC website under webstore.iec.ch in the data related to the
spqcifiec’document. At this date, the document will be

Th} commiitee has decided that the contents of this document will remain unchanged until the

e reconfirmed,
e withdrawn, or

e revised.

IMPORTANT - The "colour inside" logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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Thi

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —
Ethernet interconnection

Scope

corpmunication between shipboard navigation and radiocommunication equipment as well

Sui

between devices on a shipboard Ethernet network.

Thi
me

Thi
infe

5sages from any sender with the following properties.

according to IEC 61162-1, for example position fiXes and other measurements, as well

and VDR, and also includes provisions for muiticast distribution of information forma
according to IEC 61162-3, for example position fixes and other measurements.

infrastructure).

for transmission of IEC 61162-{)sentences, IEC 61162-3 PGN messages and general bin
file data, these requirements will guarantee interoperability between equipm
implementing this document as well as a certain level of safe behaviour of the equipm
itself.

This document permits equipment using other protocols than those specified in

satisfy the requirements described for ONF.

This document includes provisions for filtering of the network traffic in order to limit
amount(of traffic to manageable level for each individual equipment.

s document does not contain any system requirements other than the ones that can

rred from the sum of individual equipment requirements. An associated standad

provisions for transmission of general data blocks)(binary file), for example between rahfar

s part of IEC 61162 specifies interface requirements and methods of test fer'high spe¢ed

as

begween such systems and other ship systems that need to communicate withvhavigation and
radio-communication equipment. This document is based on the application-of an appropriate
e of existing international standards to provide a framework for implementing data trangfer

s document specifies an Ethernet based bus type network where any listener can recqgive

This document includes provisions for multicast distribution of information formafted

as

ed

This document is limited to protocols forequipment (network nodes) connected to a single
Ethernet network consisting only of ‘OSI level one or two devices and cables (netwjrk

This document provides requirements only for equipment interfaces. By specifying protodols

ry
Ent
nt

his

document to share)a network infrastructure, provided that it is supplied with interfaces which

the

be
rd,

IEC©TT62-460, Turther addresses system requirements.

2

Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any

am

endments) applies.

IEC 60825-2, Safety of laser products — Part 2: Safety of optical fibre communication systems
(OFCSs)
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IEC 60945, Maritime navigation and radiocommunication equipment and systems — General
requirements — Methods of testing and required test results

IEC 61162-1:2046, Maritime navigation and radiocommunication equipment and systems —
Digital interfaces — Part 1: Single talker and multiple listeners 1

IEC 61162-3:2008, Maritime navigation and radiocommunication equipment and systems —
Digital interfaces — Part 3: Serial data instrument network | 1

IE

1SC

1SC

»
O

E Std 802.3-20152022, IEEE Standard for Ethernet 2

C RFC 768, User Datagram Protocol, Standard STD0006

C RFC 791, Internet Protocol (IP), Standard STD0005 (and updates)

C REC 792 Infarnaet Control Messa
oo LS5 ARt O RHerMesSa

[¢2]

i

1S

1SQ
(ing

1SC
1SC

1SQ
He

1SC
1SC
1SC
1SC
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C RFC 1918, Address Allocation for Private Intérnets, Best Current Practice BCP0005
C RFC 2236, Internet Group Management Protocol, Version 2
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Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminology databases for use in standardization at the following
addresses:

IEC Electropedia: available at https://www.electropedia.org/

ISO Online browsing platform: available at https://www.iso.org/obp


http://www.ietf.org/
http://www.rfc-editor.org/rfcsearch.html
https://www.electropedia.org/
https://www.iso.org/obp
Dated reference not needed by IEC rules

Dated reference not needed by IEC rules

Updated to newer edition

Moved to Bibliography
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Moved to Bibliography
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3.1
ASCII
printable 7 bit character encoded in one byte

3.2
binary file

data block without formatting known to this protocol, i.e., non IEC 61162-1 formatted data,

which can be transmitted with the protocol defined in 7.3 or in 7.5

Note 1 to entry: The term "binary file" is used to differentiate the general data transfer protocol (which may or

command-response pair

may

mepsages exchanged between parties that synchronize state changes on both sides throligh

thel exchange

Not¢ 1 to entry: CRP are defined in Annex A.

Notg 2 to entry: Both the command and the reply message mayalso be used as a sensor broadcast messag
somle cases. Thus, the implementation of the semantics of the'\message exchange is somewhat different bet
diffgrent users of the exchange.

e in
een

ard

Not¢ 1 to entry: The types*of Ethernet media that can be used for implementation of this document are defined in

puUm

of requirements to the function blocks it implements. Function blocks are defined in Clause 4.

3.8

Internet Group Management Protocol

IGMP

communications protocol used by hosts and adjacent routers on IPv4 networks to estab
multicast group memberships

Note 1 to entry: The IGMP is an integral part of IP multicast.

3.9
IGMP snooping
process of listening to Internet Group Management Protocol (IGMP) network traffic

lish
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3.10

Internet assigned number authority

IANA

global coordination of the Domain Name Server (DNS) Root, IP addressing, and other Internet
protocol resources, including UDP and TCP port numbers

Note 1 to entry: The currently assigned numbers are listed in http://www.iana.org/assignments/port-numbers.

3.11

Internet protocol
IP
sighalling protocol used and defined in ISOC RFC 791 (and updates)

3.1
mejssage
collection of one or more sentences that are grouped by use of the TAG block greuping protdcol
or |4 mechanisms internal to the sentence, for instance by sequence numpbers”as in the TXT
sertence

Noté 1 to entry: A stand-alone sentence is a message.

3.13
mejssage type
clapsification of IEC 61162-1 sentence formatters into SBM,\MSM and CRP types

Note 1 to entry: SBM, MSM and CRP types are defined in Annex/A.

Note 2 to entry: This document defines different requirements’to’the transmission of different message types.

logjcal group of messages and/or sentences where the full meaning of the group is dependent
on fthe receiver reading the full group

Note 1 to entry: Multi-sentence messages that are grouped together with a TAG construct are also a sentgnce
groyp.

Note¢ 2 to entry: MSM are defined’in Annex A.

physical Ethernet network with one Internet address space, consisting only of the netwprk

function block responsible for physical connectivity to the network and connectivity to the
transport layer as described in 4.3

3.17
network infrastructure
part of the network that provides a transmission path between network nodes

Note 1 to entry: The network nodes are not part of the network infrastructure.


http://www.iana.org/assignments/port-numbers
Added new alternative how to group
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3.18
network node
physical device connected to the network and which have an Internet address

Note 1 to entry: A network node is also called an "Internet host".

Note 2 to entry: A network node will normally correspond to equipment. "Equipment” is used in this document.

3.19
other network function block
ONF
funiction block that interfaces to the network, but which is not using the protocol definition in
Clduse 5, Clause 6 and Clause 7

EXAMPLE Real time streaming of radar and CCTV image transfer, or VDR sound transfer.

1 to entry: Requirements as defined in 4.7 ensure that an ONF can co-reside with SF network nodes [and

funfction block that enables transfer of sentences between the metwork and devices that pre

3.21

sage consisting of an 8-bit or 16-bit number that identifies each parameter group

Notg¢ 1 to entry: The parameter group number (PGN) is analogous to the three-character sentence formattgr in
IEC|61162-1. By definition, parameter groups identified by 16-bit parameter group numbers are broadcast tq all
addfesses on the network. Parameter groups identified by 8-bit parameter group numbers may be used to direct data
for Yise by a specific address.

[SOQURCE: IEC 61162-3:2008, 3.1.2%, modified — The word "message" has been added to [the
term, and the definition has beenirephrased.]

3.2
semsor broadcast message

SB

mefsage consisting\.of only one sentence

Noté 1 to entry;~SBMs are sent with a sufficiently high update rate to ensure that the receiver can maintain|the
correct status,evén in environments where some messages may be lost.

Not¢ 2 to-eniry: SBMs are defined in Annex A.

3.2
sentence
standard information carrying unit as described in IEC 61162-1

3.24
sentence group

logical group of sentences-{which-may-censist-of-only-one) that need to be processed together

to give full meaning to the information contained in the sentence(s)

Note 1 to entry: A sentence group may consist of only one sentence.
Note 2 to entry: The grouping of sentences into sentence group is done by TAG block mechanisms.
Note 3 to entry: This document allows the explicit grouping of sentences by using coding in a datagram. This

document does not enforce any relationship between datagram and sentence group. Thus a datagram may contain
more than one sentence group, or a sentence group may be split over two or more datagrams.
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3.25

serial to network gateway function block

SNGF

function block that enables transfer of sentences between the network and devices that are
compliant with the IEC 61162-1 and IEC 61162-2 serial line interface

Note 1 to entry: One SNGF may contain several system function blocks which each have their own SFI.
Furthermore, the SNGF itself has an SFI for administrative purposes. |5

funiction block, identified by a unique system function ID (SFl), which is the only functien‘blpck

Not¢ 1 to entry: The transmission groups are defined in Table 4, and“Annex A defines default transmission grqups

atted block of data, defined in NMEA“0183, which adds parameters to |IEC 6116p-1
sertences

Not¢ 1 to entry: Annex B gives an overview.of the TAG blocks used in this document.

3.3

usEr datagram protocol
ubD
cornnection-less datagram.protocol defined by ISOC RFC 768

Notg 1 to entry: ISOC RFC 768 makes no provision for transport-layer acknowledgement of packets received.
4 | Generalnetwork and equipment requirements

4.1 Network topology example

sho e C-6 6 opology—consisting—of-onetRlocalarea
network (LAN) and a number of different network nodes, each containing different function
blocks. This diagram is informal and does not imply any requirements other than the ones
defined in Clause 4.


Clarify that one physical equipment may contain more than one SNGF function
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[61162-1 ] [ 61162-1 ]
SF3 ] T SF4
GhE GES SF 1 SF2 SNGF SF5 | SF6
NF 1 NF 2 NF 3 NF 4
[ | l |
Network
[ 611623 | [ 61162-3 | SF7 | | SF8 [ 61162-3 ] [ 61162-3 ] [ 61162-3 |
PNGF
NE 5

Key]
SF
NF
SN(

ONF

PN(

Soime examples of network nodes are (see Figure 1):

4.2

system function block

network function block
BF  serial to network gateway function block
other network function block

bF PGN to network gateway function block

Figure 1 — Network topology example

a sensor, for example a GNSS receiver that is also'a network node (SF2 and NF2);

as well as other types of information onto the network, for example an ECDIS that can 3
load chart data from another device (SF1; ONF2 and NF1);

two independent functions, such as a gyrocompass also approved as a rate of turn sen
that are implemented in one networkihode (SF5, SF6 and NF4);

connected to a serial to network’gateway function (SNGF); in this case, the SNGF will for
outgoing sentences according to requirements in this document (SF3, SF4, SNGF and NF

connected to network gateway function (PNGF); in this case, the PNGF will format outgo
sentences according to requirements of this document (SF7, SF8, PNGF and NF5);

a device that does not send or receive IEC 61162-450 compliant data (sentences ang
network (ONF1).

Basic requirements

4.2,

a system device function block® represented by an IEC 61162-1 compliant equipmllint

IEC

a device that sends or receives IEC 61162-45Q0 compliant data (sentences and/or binary file)

Iso

sor

at
3);

a system device function block presented by an IEC 61162-3 compliant equipmient

ing

lor

binary file); . but which satisfies minimum requirements for compatible use of the sdme

1 Requirements for equipment to be connected to the network

(see 8.2.1)

The requirements for equipment connected to the network are as follows.

All equipment connected to the network, including network infrastructure equipment, shall

satisfy the relevant physical and electrical requirements defined in 5.1.

All equipment that implements one or more of SF and/or SNGF shall implement the NF. This
equipment shall satisfy the requirements to the function blocks they implement as defined

in 4.3 (NF), 4.4 (SF), 4.5 (SNGF) and 4.6 (PNGF).

All other equipment that is not network infrastructure equipment and that shares the network

infrastructure shall comply with requirements to an ONF as defined in 4.7.

Network infrastructure equipment, i.e., switches, shall satisfy requirements in 4.2.2.
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All equipment connected to a network shall satisfy the requirements of IEC 60945.

NOTE This requirement applies only to devices on the network when the network is in normal operation. Du

ring

commissioning or maintenance, when the system is not being used for safety-related navigation, other equipment

can be temporarily connected to the network that does not comply with IEC 60945.

Any other equipment is not allowed to be connected to the network.

4.2

.2 Additional requirements for network infrastructure equipment

(see 8.2.2)

To
not

NOT
ontd

NOT
datd

Sw

IGMP snooping. When the IGMP snooping is enabled and whenva multicast datagrani

reg
gro
sndg

In
pen
floV

Se¢ Annex D for IGMP snooping compatibility issues of nodes based on IEC 61162-450:20111

An

4.3

4.3,

All

avoid potential problems with certain network infrastructure equipment, repeater hubs''s
be used to interconnect components of an IEC 61162-450 network.

'E 1 Repeater hubs are network infrastructure devices without internal storage that repeat inceming datagr
all outgoing connections.

[E 2 Switches are network infrastructure devices that, based on forwarding tables, can“process and fory
grams between nodes on the same network, using intermediate storage in the switch\béfore retransmission

eived, the switch shall forward it only to the ports which have joined the same multig
up. The means which shall be provided to support mulficast data filtering using 1G
oping are the following:

IGMP snooping shall be provided based on IGMPy1,-IGMPv2 or IGMPv3; the selectior
the IGMP version shall be based on highest version supported by all the connected nod

multicast traffic filtering shall be provided based on IP multicast address;

multicast data filtering shall not be enabledfor the address range of 224.0.0.1 to 224.0.0.:
as recommended in RFC 4541.

mitted to configure manually individual ports of the switches to block unnecessary trg
v (for example to isolate simple-sensors from ECDIS and radar).

bther possible methad to filter and control network traffic is described in Annex E.

Network function (NF) requirements

1 General requirements

equipment that implements a NF shall satisfy the requirements in Clause 5 and Clause 6.

hall

ard

tches used in an IEC 61162-450 network shall have means to filter network traffic uging

is
ast
MP

of
es;

P55

bddition to or instead of multicast filtering techniques, such as IGMP snooping, it is dlso

ffic

4.3

(see 8.3.1)

The manufacturer shall specify the maximum input rate under which the equipment can still
perform all functions required by its performance standards except for the equipment applicable

sta

1

ndards or functions otherwise specified by the manufacturer. [7

This publication has been withdrawn.


The compatibility issue is: For a network to work with IGMP snooping, all equipment in the network will need to incorporate the same version of IGMP

Manufacturer is not allowed to specify below the applicable equipment standards
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Ma

a)
b)

c)

NOTE 1

to.

NO7

ximum input rate shall be specified as:
the maximum number of datagrams per second received, intended for and processed by
equipment,

the maximum number of datagrams per second received by, but not intended for,
equipment, and

the maximum number of datagrams per second received by, but not intended for,
equipment at 50 % of the maximum load for item a).

the

the

the

"Received by" means datagrams that are received on all transmission groups that the equipment listens

[E 2 "Intended for" are datagrams that are processed by the equipment as part of its specified functien\

The maximum data rates shall be the mean rate over a 10 s measurement period.

4.3.3 Error logging function
(seq 8.3.2)
4.3.3.1 Internal logging

Me

ans shall be provided in each NF to record errors that occuriin the NF itself as well as

and SNGF using it. Subclauses 4.5.2, 7.1.2, 7.2.5 and 7.3.9,give minimum requirements as

wh

As
by

bt shall be logged.

A minimum, the manufacturer shall provide mechanisms by which error logs can be inspec|

is dqone through a simple network mechanism, such as a terminal emulator, as defined in
dogument or any other reasonable method.

Th
ma

reset itself by a manufacturer specified method.

4.3.3.2 External logging

SF
5 to

ted

B human operator, for example by trained serviee.engineer. It is allowed that the inspecfion

his

minimum requirements for the log are*to count the number of each occurrence. The counter

A NF may be configured to support external logging, where non-trivial information is sent tp a

log

Syq

514 and the multicast address defined in Table 6. Error messages defined in this docum
shgll be reported.through a simplified message as described in Table 1, where italicised wo
are place-hofders for data explained in the right hand column. Other characters shall

tra

nsmitted as shown, including spaces.

ging server. In this case, a "syslog" message as defined in ISOC RFC 5424 shall be use(d.

o

log messages shallbe formatted as ASCII text messages and sent as UDP packets on port

lent
rds
be
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Table 1 — Syslog message format

Element Description

<pri> The combined priority and facility code (number from 0 to 199 inclusive) enclosed in pointed
brackets. For the errors defined in this document, the value 131 shall be used (facility "local
use 0" and priority "error condition").

Version The version code. The code 1 (one) shall be used for messages from this document.
Space One space character.
Timestamp Timestamp, containing date and time and optional UTC offset, in a valid format, for example

1985-04-12T23:20:50-03:00. The example shows date, followed by upper case "T", then locs
time and finally offset from UTC (3 h west — negative, east offsets shall be prefixed by a "+";

UTC offset can be abbreviated to a single upper case "Z", without leading "-" or "+").
Alternatively, the timestamp field may be nil ("-", a single dash character).

Shace One space character.

Hqstname The host name of the network node, represented as the IP address in dotted decimal notation.
Alternatively, this field may be nil ("-", a single dash character).

Shace A space character.

Adpname The application name. This shall be the string "450-" followed by the eonfigured SFI code if

the error originates in the SF or SNGF, "NF" if the error originateS-from the network function
block or "ONF" if it originates in the ONF function block.

Sfdace A space character.

Prpcid Normally, this field should be nil ("-" a dash character). Other values as defined in the syslog
standard may be used.

Sdace A space character.

Mggid For errors defined in this document, this field shall be the error code as defined in
Table 2.

Shace A space character.

Sttuctured This field can be nil ("-", a single dash character) or contain information as defined in
ISOC RFC 5424.

Shace A space character.

Mgg A free format message inJASCII format.

Itaflicised words are place-holders for(data explained in the right hand column. | 8

A "syslog" packet shall'not exceed 480 bytes and shall be sent as a single UDP datagram. The
"syglog" packet for muyltiple occurrences of same message identity shall not be reported mpre
oftgn than once peryminute. The "syslog" packet for any occurrence of message identity shall
nofl be delayed.more than 10 min.

This document does not specify requirements for equipment receiving syslog messages. Tlhis
type of(équipment would fall into the category of ONF. As Table 1 is a subset of the full ISOC
RF[C. %424 specification, implementers of such equipment shall refer to ISOC RFC 5424 and
ma 2 hat—systeg other—ONF—eanr—be Free 5 ;

problems.

To facilitate the use of the syslog protocol, the errors defined in this document have been
assigned a message identity as defined in Table 2.


Clarify use of italics in this table
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Table 2 — Syslog error message codes

Message identity Description Subclause
101 SNGF buffer overflow 4.5.2
102 Datagram header error 7.1.2
103 TAG or sentence format error 7.2.5
104 Binary file error 7.3.9
201 PNGF buffer overflow 4.6.2
20p PSN-message-errors Fh-2-are—F—4-
20pB No available address for devices 7.4.3.2

Addlitional information can be given in the "Msg" field, if available.

4314 Provisions for network traffic filtering - IGMP

NOTE The purpose of the IGMP for this document is to provide the possibility to perform network traffic filtefing

basgd on IGMP snooping.

The¢ manufacturer shall specify the version of IGMP as defined im)ISOC RFC 1112, RFC 2236

and RFC 3376 that the NF supports. At least version 1 as defined in ISOC RFC 1112 shall
implemented.

Se¢ Annex D for compatibility issues of nodes based-on IEC 61162-450:2011.

4
4.
(seq 8.4.1 and 8.2.3)

Equipment that implements an SF shall satisfy the following requirements:

11 System function block (SF) requirements
1

General requirements

requirements in 6.2 shall belsatisfied for all equipment implementing SF;

implements at least on€ ,of the datagram types defined in Clause 7, but does not havg
implement all of them;

implemented datagram types shall be specified in the manufacture's documentation (
7.1.1);

requirements.in 7.2 shall be satisfied for all equipment implementing IEC 61162-1 sente
transmitting or receiving function blocks;

be

to

bee

nce

requirements in 7.3 shall be satisfied for equipment that implements an SF that can trangmit
orreceive binary file data;

4.4.2 Implementing configurable transmission groups

(see 8.4.3)

As default, each SF shall be assigned a single transmission group/multicast address for all
outgoing messages. The default for this transmission group is determined by the SFI as
described in Annex A.

For each SF that the equipment implements, the manufacturer shall document the default
transmission groups the SF listens to and what sentences it expects to receive on each group.
The default transmission groups can be selected by the manufacturer from the list of groups in
6.2.2.
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Means shall be provided to configure all transmission groups and the SFs which are assigned
to them within the valid range of multicast addresses defined in 5.4. A system integrator may,
for example, split an SF into different transmission groups to support optimal load balancing for
a given system. Where non-default configurations of SF and transmission groups are utilised,
the details should be documented by the system integrator.

4.4.3 Assignment of unique system function ID (SFI)
(see 8.4.2)

The format of the SFI| parameter string shall be "ccxxxx", where "cc" is two valid characters as
defined in IEC 61162-1 and "xxxx" is four numeric characters.

An|SF implementing the functionality of an equipment that has been given a talker mnemdgnic
code in IEC 61162-1 shall use this talker mnemonic as the "cc" characters in the*SFl. If the
talger mnemonic is proprietary (i.e. consists of character "P" followed by a.three-charagter
mahufacturer's mnemonic code), then two first characters are used as the-"c¢” characters in
the| SFI.

Other SF may have their SFI string format defined in other standards er'the manufacturer may
haye to choose a code. In the latter case, the already defined talker'mnemonic codes shalllbe
avqgided.

ThI numeric character string "xxxx" will be an instance numbeér in the range "0001" to "9999".
The numeric character string "9999" is reserved for an unsconfigured SF and shall not be uged
by pny transmitting SF during normal operation. Howegver, all receiving equipment shall accept
the| "9999" string.

Dufing normal operation, the SFI parameter string shall be unique for all SF in |an
IECG 61162-450 network. For implementatiofsof interface redundancy (i.e. a single devicg is
avgilable through multiple paths in the netwerk), the SF and related SFI shall be the same. The
combination of source parameter codes's" shall be unique for each path (see 7.2.3.4). |9

It is recommended that all SF ona ship, independent on whether they are residing on ¢ne
corpmon network or not, are given a ship unique SFI.

There may be multiple SF;“each communication with their own SFI, assigned to a singleg IP
address or MAC address.

Mepns shall be pravided by the manufacturer to configure the SFI for each SF (see 7.2.3.4).

4.5 Serial\to network gateway function (SNGF) requirements

4.5(1 General requirements

(see-8-51)

The SNGF shall implement all relevant functionality defined in 4.4 for each SF it supports.

The SNGF may support one or more serial ports (see Figure 2).-Unless-the SNGFimplements



Specify how interface redundancy is implemented
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GP 1 (for GPS 1

— 21 -

GP 2 (for GPS 2

GP 3 (for GPS 3

Eagh serial port shall be implemented as a separate SF andlassigned a separate SFI, unl
SNGF implements multi-SF serial port (see 4.5.4 and\Figure 3) or the SNGF implemgnts
rface redundancy. If practical, the "cc" part of the 8FIShall be based on the talker identi
se by the serial port; otherwise, an appropriate _Xalker Identifier shall be used.

the
intd
in

as sensor) as sensor) as sensor)
SNGF 3 as SNGF 6 as
equipment equipment
SF of SNGF
SF 1 is optional to SF 1 SF 2
implement.

SFI = GP0001 Itis needed if SFI = GP0002 SFI = GP0003
| SFOfSNGF3 | communicate l SF of SNGF 6 |
el N ——| using-450 L \— 7 reooo—ood :

1 SFlof SNGF 3 ! protocol, for SFl of SNGF 6 !
| ___=SIo00s3 E example HBT, =GI0006
alert
message, etc.

)

SF of SNGFE
is optionalto
implement.
Itis’needed if
SNGF itself
communicate
using -450
protocol, for
example HBT,
alert
message, etc.

A J/

Figure 2 — SNGF examples

GPS 3 and\Gyro 1 combined as single
serial line (multi SF serial port)

SNGF 7 as
equipment

SF 1 SF 2

SFI = GP0003

SFI = HE0001

- SF of SNGF 7

SFl of SNGF 7
= S10007

ESS

Fier

IEC

Figure 3 — SNGF example, multi SF serial port

The SNGF may implement different types of filtering with regard to what serial line sentences
are retransmitted as datagrams and what datagrams will result in a serial line sentence being
sent. Any filtering methods shall be described in the installation manual.

NOTE A typical filtering method would be to use the destination TAG “d” to determine what sentences in incoming
datagrams need to be sent on the serial line. 10



Clarification: Previous short specification has been replaced by figures and longer text
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All sentences, including those with unidentified or illegal content, as well as proprietary
sentences shall be transmitted, unless subject to filtering 41, from the SF associated with the
serial port. Sentences with unidentified or illegal content shall be sent with a legal transport
annotate and group (TAG) block as defined in 7.2.3, but with the raw received serial data
following the TAG block.

As a destination, each serial port shall be associated with the corresponding SFI. Outgoing
sentences shall be transmitted exactly as received in the datagram.

The SNGF may support one or more sources distinguished by different talker mnemonics at
ealh serial port. Each source in a shared serial port shall be implemenied as a separale|SF

and assigned a separate SFI. If practical, the "cc" part of the SFI shall be based on the talker
mnemonic in use by each source in a shared serial port. As a destination, each source ip a
shgred serial port shall be based on the SFI. Proprietary sentences include no talker-identifier
and, based on setup parameters, they shall use the same SFI as standardized séntences frlom
thel same source. The STN sentence is an additional qualifier for the following'sentence. The
STN sentence and the following sentence belong to the same SF and shall Use the same SFI.

Prdanrietarv _cantences helona o
—rgpHetad SEMENCES—HDEIONG } at

ool bt e STN _

ort or to-the ISE
oHt—0O—o0—tHe o1

Prdprietary sentences received from serial port shall be assgciated with the SF of the serial
port based on

e |talker mnemonic used by non-proprietary sentences (see above paragraph), or
e [the SF determined by the preceding STN sentedce, or

e |optionally, the SF set by the configuration forthe serial port.

Malformed sentences (see 4.5.5) received ffom a serial port shall be associated with the |SF
either

e |of the talker mnemonics, if availak{e, of the malformed sentence, or
o |of the talker mnemonic used b§H)non-malformed sentences for the serial port, or

e |set by the configuration forthe malformed sentences.

Theé manufacturer shall deefare in the installation manual which alternatives have been used
for|association with the\SF for malformed sentences. 12

The¢ TAG block forsource identification "s" shall be based on the SFI. If available, routing f:lom
a 450-13 network to serial ports shall be based on the TAG block for destination identificafion
lldll

The-defaut 14 SFI of a SNGF used for administrative purposes, such as syslog, heartbleat
(HBTR)\of SNGF itself, etc., 15 shall use the talker mnemonic "SI".

4.5.2 Serial line output buffer management

(see 8.5.2)


Simplification of the content: Before two paragraphs in the end of this subclause, now a few words

Clarification: More detailed description how to handle proprietary sentences

Not needed

There is no “default SFI”, just “SFI used for administrative purposes”

More examples of “administrative purposes”

Simplification of the content: Before two paragraphs in the end of this subclause, now a few words, see 5th paragraph of this subclause
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An SNGF function block shall provide an independent buffer for each separate SF implemented
for each serial port it can send sentences onto. The manufacturer shall specify the maximum
buffer capacity for each port. The maximum capacity may be configurable at installation.

The buffer shall be implemented as a FIFO (first in, first out) buffer. In case of a full buffer,
newly arrived sentences shall be discarded, unless these sentences are specified as prioritized
(see below). Newly arrived sentences will be inserted into the buffer when buffer space is
available. The method of treatment of sentences grouped by the TAG "g" (see 7.2.3.3) may be
configurable or specified in the manufacturer's documentation.

Th¢ SNGF may implement a priority-based funclionality for some seniences with speciiied
sentence formatters. The prioritised formatters may be configurable or specified tin® the
mahufacturer's documentation.

Prdcessing of prioritized sentences shall be as follows.

e |Only one sentence with identical talker ID and sentence formatter shall\exist in the buffer.
Exception is a multi-sentence message or a TAG block group of sentences: they shall dnly
be replaced in their entirety.

NOTE When prioritizing AIS VDM and VDO sentences, the string beginning.with the "!I" character and endling
with the 7t character of the encapsulation field is used for comparison to identify identical sentences. A match
of this string from a newly arrived sentence with one in the buffer means the sentence contains the sgme
ITU-R M.1371 message from the same MMSI as the sentence already in the buffer, and can then replace|the
older sentence at its position in the queue.

e [If a single sentence, multi sentence message oy ,a~TAG block grouped sentences With
identical talker ID and sentence formatter exiSts in the buffer, the new sentence| or
sentences will replace the existing sentence ofsentences at its position in the queue. Tlhis
replacing shall not cause logging of an errorinor sending anything to syslog.

When prioritizing TAG block grouped septences, several fields within the TAG block ng¢ed
to be compared as well as the sentence comparisons. All of the compared componegnts
should match those of the current TAG block group in order to the replace TAG block group
in the queue. The components to c@mpare are: the TAG block source parameter code value,
the "number of lines" portion of'the TAG block group parameter code, and the sentenges
within the TAG block group.

o |Otherwise, the new sentence shall follow the FIFO principle as described above.

If 8 sentence is discarded from the queue, this event shall be logged as an error internally in
thel equipment as defined in 4.3.3. The equipment shall have separate error counts for each
serjal port.

4.5.3 Datagram output requirements

(seq 8.5.3)

ThT SNGF shall format outgoing datagrams as defined in 7.2.

The SNGF shall either transmit one |IEC 61162-1 sentence or, if part of a multi sentence
sequence, may transmit multiple |IEC 61162-1 sentences per outgoing IEC 61162-450
datagram. The multi sentence sequence includes the case described in IEC 61162-1:2016;
7-3-9 Multi-sentence messages 47, and the cases for which IEC 61162-1 requires a sentence
sent prior sending another sentence. The datagram shall include the correct SFI, source
identification (s:) and, if required, destination identification (d:).

4.5.4 Multi SF serial port
(see 8.5.4)

The SNGF is allowed to implement more than one SFs for any single serial line. Received
sentences on this serial line with a valid talker mnemonic will be transmitted from one of the
associated SFs dependent on the talker mnemonics. Each SF shall be assigned a separate SFI


Amended style to avoid dated reference by IEC rules
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and, as a destination, transmit outgoing sentences on the serial line according to the rules in
4.5.1.

Proprietary sentences received on the serial line include no talker identifier. It shall be
determined by setup parameters from what SF they shall be transmitted.

Unidentified data from the serial line shall be sent from all SFs associated with the serial port.
This sending of unidentified data shall not cause logging of an error nor sending anything to
syslog.

4.5(5 Handling malformed data received on serial line

(seq 8.5.5)

The¢ SNGF is intended as a remote serial data converter with minimum data processing. For
eagh of the cases below, the SNGF shall send a datagram with the malformed(data as required
by #.5.1 and 4.5.4. If the formatted message exceeds the maximum datagram-length (see 6.2|4),
the|data shall be truncated from the end. The following cases shall cause a'méssage containing
the| malformed data to be sent:

1) |if data has been received before a start character;

2) |if data has been received after a valid start character and the‘maximum sentence and TIAG
block length has been exceeded;

3) |if data has been received after a valid start character and end of line (CR,LF) has not bgen
received after 1 s;

4) [if a reserved character has been received and not having been appropriately escaped,;
5) |if random binary data is received on the seriakline.

"Sthrt character" is a valid start of sentence ($", "!") or TAG block start character.

4.6/ PGN to network gateway function (PNGF) requirements

(seq 8.12)

4.6/.1 General requirements

(seq 8.12)

The PNGF shall implement all relevant functionality for each SF it supports as defined in 4.4.

The¢-defaut 14 SFI of a PNGF used for administrative purposes, such as syslog, heartbleat
(HBT) of PNGElitself, etc., 15 shall use the talker mnemonic "SI".

IECG 84162-3 network. Any filtering methods shall be described in the manufacturer's

documentation

Th(; PNGE may implement different types of filtering based on the PGN messages from and to

NOTE The accurate timing between PGN messages available in the IEC 61162-3 network is not supported when
the same is converted into IEC 61162-450 network.

4.6.2 Output buffer management from IEC 61162-450 network to IEC 61162-3 network
(see 8.12)

A PNGF function block shall provide an independent buffer for each IEC 61162-3 network it can
send into. The manufacturer shall specify the maximum buffer capacity for each port. The
maximum capacity may be configurable at installation.

PNGF buffer management shall be based on the IEC 61162-3 priority included into each
message. The manufacturer shall describe the method in documentation.


There is no “default SFI”, just “SFI used for administrative purposes”

More examples of “administrative purposes”
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If the buffer is full and a PGN message is discarded, it shall be recorded as specified in 4.3.3.

4.6

3 Datagram output requirements

(see 8.12)

The PNGF shall format outgoing messages as defined in 7.4.1.

The PNGF shall transmit one IEC 61162-3 PGN message per outgoing IEC 61162-450

dat

agram to minimise delays.

4.6.4 PGN group number

(seq 8.12)

A PGN group is defined as a logical group of devices that can share the information and

me
gro
gro

4.7
(seé€

Th
ne

sage. A message from a device is broadcasted to all devices that belong ig,the same P
up. A device may belong to more than one PGN groups. The maximum number of P
ups is no more than four. The PGN group may be used for filtering of messages (see 4.6

Other network function (ONF) requirements
8.6)

ONF represents a function that is allowed to share the 'same network infrastructure as
ork function blocks (NF) on an IEC 61162-450 netwaork.

The ONF shall conform to the requirements givendn 4.2.1.

de

Do

Th; ONF equipment shall not use any IP multicast address reserved by this document

ned in 5.4.

dafagrams or byte steams, for instance UDP, TCP/IP or other.

Do

5

5.1

(seé€

cumentation shall be provided describing the impact of the ONF to the network.

Low level network requirements

Electrical and mechanical requirements

8.7.1)

GN
GN

1).

the

as

cumentation shall be provided desgribing the network protocols used by the ONF to s¢nd

The¢ cable;and connectors used shall at least meet the specifications listed in Table 3 when

usHq

ddn“protected environment as defined in IEC 60945.

Fibre optic interfaces shall comply with the laser safety requirements for Class 1 devices
specified in IEC 60825-2.

The physical layer requirement for IEC 61162-3 ports of the PNGF shall be compliant with
IEC 61162-3:2008, Clause 4.


Agreed to remove these installation related requirements
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Table 3 — Interfaces, connectors and cables 19

IEEE 802.3 Max. Mechanical device Pin Cable category, minimum
interface network interface connector type assignment
segment (protected environment)
link
distance
100BASE-TXSTX 100 m IEC 60603-7-3, 8-way CAT5 STP
shielded modular connector ) ) )
IEEE Std 802.3- Two shielded twisted pairs
2015, 147 and Refer to tEEE-Std-802.3- ANSITIA 568-A
2015, Clause-3; - FEHA- i
zlozchlauses 2 I.LUL!U, rigurub’ IiElICIIS?Jf]IOIB ANSITTIA __568-B or
802.3:2022, Clause 25
(ngt specified) a Terminal block CAT5 STP
Two shielded twisted paifs
100BASE-SX 550 m IEC 61754-20 Two multimode optical
fibres
IEEE Std 802.3- LC type duplex optical
201152022, connectord Shott wavelength 850 nnj
Clauses 24 and
26
1000BASE-T 100 m IEC 60603-7-7, 8-way CAT5 STP
| shielded modular connector . . ]
IEEE Std Four shielded twisted paifrs
80p.3:20152022, Refer to-lEEE-Std-802-3-
Clhuse 40 2015 Clause 3, and ANSI/TIA/EIA-568-A,
IEC 60603-7:2020, Figures ANSI/TIA/EIA-568-B or
1 through 5. ISO/IEC 11801 (Class D).
See lEEE-Std-802.3/25
1000BASE-SX 220 m IEC 61754-20 Two multimode optical
| (62/125 pum, ) fibres
IEEE Std 802.3- low modal LC type duplex optical
201152022, Clause bw) connectord Short wavelength 850 nnj
38
550 m
(50/125 pm,
high modal
bw)
Fdr use in exposed environments, additional provisions are necessary. Consideration should be given to the M1{2-
type specified in IEC 61076-2-101.for copper network cable. And similar rugged connector should be considered
fol external fibre optic connections.
2 | In this case, the maxifmum operating distance should be specified by the manufacturer.
b | The 8-way modular;connector specified in IEC 60603-7 is the "8P8C" type that has commonly been used|in
desktop computer LAN connections and incorrectly but widely referred to as "RJ45". Wires are in the order|1,
2, 3, 6, 4, 5,78 on the modular jack; the same at each end of a cable. The color-order from wire 1 to 8 shall
be green/white, green, orange/white, blue, blue/white, orange, brown/white, brown; the same at both ends|of
the cable. Refer to IEEE Std 802.3-20452022, 25.4.3, and IEC 60603-7-3.
¢ | Thel 8sway modular connector specified in IEC 60603-7 is the "8P8C" type that has commonly been used|in
desktop computer LAN connections and incorrectly but widely referred to as "RJ45". Wires are in the order|1,
2,23 6.4 5 7 8 on the modular jack; the same at each end of a cable. The color-order from wire 1 to 8 shiall
be green/white, green, orange/white, blue, blue/white, orange, brown/white, brown; the same at both ends of
the cable. Refer to IEEE Std 802.3-20452022, 40.8.1, and IEC 60603-7-7.
4 See TIA/EIA-604-10-A:2002.
5.2 Network protocol requirements
(see 8.7.2)

Equipment shall implement IPv4 as generally described in ISOC RFC 5000 with a minimum
requirement of support for the following specific network protocols:

e ARP — Address Resolution Protocol as described in ISOC RFC 826 and as updated in ISOC

RFC 5227;


Updated to the latest editions
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e |P — Internet Protocol as described in ISOC RFC 791 and as updated in ISOC RFC 2474;
The following protocols may be supported depending upon the requirements of the equipment: 20

e UDP — User datagram Protocol as described in ISOC RFC 768;

NOTE 1 For equipment that is purely an ONF (neither SF nor SNGF), this is not necessarily required. Such an
ONF device can communicate only over TCP or only over UDP, or perhaps even with raw IP or ICMP packets. 21

e UDP Multicast — Host groups as described in ISOC RFC 966 and Host extensions as
described in ISOC RFC 1112;

NOTE 2 For equipment that is purely an ONF (neither SF nor SNGF), this is not necessarily required. Such an
ONF device can communicate only over TCP or only over UDP, or perhaps even with raw IP or ICMP packets |22

e [TCP — Transmission Control Protocol as described in ISOC RFC 793;

NOTE 3 TCP is generally not required for SF and SNGF functions. Whilst it can make sense fonsegme equipnment
to support TCP, this document does not require TCP to be used. 23

e [ICMP - Internet Control Message Protocol as described in ISOC RFC 792;

NOTE 4 There is no requirement in this document relating to ICMP. 24

e |IGMP - Internet Group Management Protocol as described in'f\SOC RFC 1112, RFC 2236
or RFC 3376;

NOTE 5 It is sensible to support IGMP snooping particularly for SK,and SNGF devices, but it is not str|ctly
required within this document. See D.2.1. 25

5.3] IP address assignment for equipment

(seq 8.7.3)

Mepns shall be provided to configure the equipment to any of the addresses reserved for yise
in private networks as described in ISOC‘RFC 1918 with any valid network address mask. The
deflault sub-net mask shall be set appropriately for 192.168.0.0/24 (legacy class C). The
asdigned IP address shall remain fixed during normal operation of the equipment, including
powering the equipment down and_up.

450 -Node aa a
-NOC u-Q a v tHO a a a tHo

infernal-to-the-equipmenti-which-shall- be-documented—A 450-Node may reserve sub-nets|for
non-450 use, for example, for internal use (internal to the equipment) or for other interfaces | All
resferved sub-nets shall\be documented 26. The following sub-nets shall always be availablg¢ to
the| IEC 61162-450-network: 192.168.0.0/24 — 192.168.10.0/24 and 172.16.0.0/16 (class B)

5.4 Multicast'address range

(seq 8.7.4)

The¢ range 239.192.0.1 to 239.192.0.64 is reserved for current and future use in the applicallion
Iaytppr-e{eeels-ésee-a 223

=T

The multicast address range 239.192.0.57 to 239.192.0.64 is used for interconnection with
IEC 61162-3 networks.

ONF equipment shall not use multicast addresses in the range 239.192.0.1 to 239.192.0.64.

NOTE 1 ISOC RFC 2365 defines the multicast address range 239.192.0.0 to 239.192.63.255 as the IPv4
Organization Local Scope, and is the space from which an organization-sheuld-allecate allocates sub-ranges when
defining scopes for private use.

NOTE 2 FhedefaultFTL{i-e—numberofhops)istformulticast—The multicast time to live (TTL i.e. number of hops)
is adaptable to allow transmission over multiple network routers. The default TTL value is 64 27. The sub-net mask
is set appropriately for a class C (local area network).



First two bullet points are applicable for all use cases of this standard. Five bullet points below are optional depending of the use case

Explains when UDP may not be needed

Explains when UDP multicast may not be needed

Explains when TCP may not be needed

Explains when ICMP may not be needed

Explains when IGMP may not be needed

Clarification of existing requirement

Explanatory note is improved for the most common industry practice
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5.5 Device address for instrument networks

Means shall be provided to assign a device address range from 0 to 251 when the PNGF
transmits to an IEC 61162-3 network. The device address may be set automatically.

6 Transport layer specification

(see 8.8)

6.1 General

CIJuse 6 specifies how UDP multicast messages are used to communicate between equipmient

ovegr an Ethernet network.
Equipment may implement functionality for sending, receiving or both. The-provisions| of
Clguse 6 applies to both, but shall be tested independently as described in 7.6|
An|example of the structure of an Ethernet frame with a IEC 61162-450/sentence is given in
Figure 4. The uppermost block shows the full Ethernet frame with the-UDP user available data
blogk shown in white. The IP and UDP headers are included in the grey blocks. The lower blpck
shqws the UDP user available data block with an IEC 61162-450Q formatted sentence included.
Theé numbers above the Ethernet frame gives the size of each block. The numbers in front of
the| UDP user data block gives the offset from the start of the’block (0 — zero).
6 6 2 20 8 0-1472 4
dmac smac type ip U@Q\ IEC 61162-450 message | crc32
0 U d P b }
IEC 61162-450 header

4 C 70,

6 \ s T )

10 I 0 0 0

14 1 ’ n

18 3 3 4 *

22 1 9 \ $

IEC 61162-450 payload

26 T I R (0]

30 T ) 1 2

34 3 4 5

38 * 6 7 <CR>

42 <LF> )

\s:T10001,1n:334*19\$TIROT,123.45*67<CR><LF >

IEC

Figure 4 — Ethernet frame example for a SBM
from a rate of turn sensor
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6.2

6.2.

UDP messages

1 UDP multicast protocol

UDP Multicast — IP multicast is a technique for many-to-many communication over an IP
infrastructure in a network. The destination nodes send join and may send leave messages. IP
multicast scales to a larger receiver population by not requiring prior knowledge of who or how
many receivers there are. Multicast uses network infrastructure efficiently by requiring the
source to send a packet only once, even if it needs to be delivered to a large number of
receivers. The nodes in the network take care of replicating the packet to reach multiple
receivers only when necessary. The most common transport layer protocol to use multicast

add

Se
ang

6.2,

Po

authority (IANA) has reserved for dynamic and/or private port numbers (range 49152 to 655

inc

ressing is User Datagram Protocol (UDP).

nders and receivers shall as a minimum be able to use UDP as defined by ISOC RFC
as further specified in this document.

2 Use of multicast addresses and port numbers

t numbers shall be allocated from the dynamic port range that the interriet assigned num

usive).

768

ber
35,

Table 4 defines multicast addresses and destination port numbers that shall be used when
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the
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exa
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up is described in Annex A. If provided by the equipment, the default-multicast-address
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Clarification: Clearer version of the requirement
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Table 4 — Destination multicast addresses and port numbers

Trar;s;’?li;sion Category l\:::;:z:zt Destination port
MISC SF not explicitly listed below 239.192.0.1 60001
TGTD Target data (AIS), tracked target messages (Radar) 239.192.0.2 60002
SATD High update rate, for example ship heading, attitude 239.192.0.3 60003
data.
NAVD Navigational output other than that of TGTD and 239.192.0.4 60004
SATD groups
VIIRD Data required for the VDR according to IEC 61996-1 239.192.0.5 60005
R¢OM Radio communication equipment 239.192.0.6 60006
TIME Time transmitting equipment 239.192.0.7 60007
PROP Proprietary and user specified SFs 239.192.0.8 60008
U$R1 User defined transmission group 1 239.192.0.9 60009
UJR2 User defined transmission group 2 239.192.0.10 60010
UJR3 User defined transmission group 3 239.192-9"11 60011
UJR4 User defined transmission group 4 239492.0.12 60012
UJR5 User defined transmission group 5 239.192.0.13 60013
UJR6 User defined transmission group 6 239.192.0.14 60014
U$R7 User defined transmission group 7 239.192.0.15 60015
UgR1+te-USR8 User defined transmission group-4-te 8 239-192.0.9-t0 80009-to0
239.192.0.16 60016 29
BAM1-to-BAM2 Optienally;-BAM compliant alert sourcé,reporting to 239.192.0.17te | 60017-to-6001§
CAM group 1 239.192.0.18
BAM2 BAM compliant alert source reporting to CAM group 2 | 239.192.0.18 60018
CAM1-teo-CAM2 | CAM of the BAM group 1 239.192.0.19-te | 60019-te-60020
CAM2 CAM of the BAM gro@p, 2 239.192.0.20 60020 29
NETA Network administration, e.g. SFI collision detection 239.192.0.56 60056
PGP1-teRPGP4 Primary-PGN Group 1-te-PGN-Group4 239.192.0.57t0 | 60057-t0-60069
PGP2 PGN-Group 2 239.192.0.58 60058
PGP3 PGN Group 3 239.192.0.59 60059
PGP4 PGN Group 4 239.192.0.60 60060 29
P¢B1-te-RPGB4 Backup PGN group 1-to-PGN-Greup-4 239.192.0.61te | 60061-to-60064
P¢B2 Backup PGN group 2 239.192.0.62 60062
PGB3 Backup PGN group 3 Z39.192.0.63 BUUG3
PGB4 Backup PGN group 4 239.192.0.64 60064 29
NOTE 1 The USR1 to USR8 transmission groups can be used, for example, for proprietary data in binary format.

NOTE 2 To balance the traffic or to provide backward compatibility, in addition to the implementation of
mandatory use of BAM1/BAM2 and CAM1/CAM2, BAM related communication can be configured to use e.g. SATD

or NAVD transmission groups. 30

Table 5 defines multicast addresses and destination port numbers that shall be used when
transmitting binary file data. If provided by the equipment, the default multicast address or



Clarification: Change single line into separate lines

Clarification: Change single line into separate lines

Clarification: Change single line into separate lines

Clarification: Change single line into separate lines

Clarification: Clearer version of the description
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destination port number can be changed by the parameter setup system of the equipment to
the multicast addresses or destination port numbers of the transmission groups USR1 to USRS,
RCOM, PROP in Table 4 or any in Table 5 (for example to support use of same transmission
group for both "binary file" and related sentences).

Table 5 — Destination multicast addresses and port numbers
for binary data transfer

Category Multicast Destination port
address

Ndn re-transmittable binary file transfer group 12 239.192.0.27+e 6002716680025
Ndn re-transmittable binary file transfer group 2 @ 239.192.0.22 60022
Ndn re-transmittable binary file transfer group 3 @ 239.192.0.23 60023
Ndn re-transmittable binary file transfer group 4 @ 239.192.0.24 80024
Ndn re-transmittable binary file transfer group 5 @ 239.192.0.25 60025 29
Rd-transmittable binary file transfer group 1 © 239.192.0426%e 60026-t0-60030
Rd-transmittable binary file transfer group 2 © 239.192.0.27 60027
Rd-transmittable binary file transfer group 3 © 230.192.0.28 60028
Rd-transmittable binary file transfer group 4 © 239.192.0.29 60029
Rd-transmittable binary file transfer group 5 ° 239.192.0.30 60030 29
a | Address 239.192.0.25, port 60025 is the default for ECDJIS route transfer (see IEC 61174).
b | Address 239.192.0.26, port 60026 is the default for VDR image transfer (see IEC 61996-1).

ﬁ\zdgrgﬁ?i.’s;gﬂ 92.0.30, port 60030 is the default for ECDIS re-transmittable data blocks for route transfer (see

Talple 6 lists other multicast addresses and ports reserved by this document.

Table 6 — Destination multicast addresses and port numbers
for other services

Category Multicast Destination pojrt
address
Syfslog 239.192.0.254 514

Sgnding to syslag'can use multicast or UDP unicast.

Sdme switeches can support only UDP unicast.

Theaadresses 239192703110 239192055 are reserved for future expansion.

H-may-be-noted-that-IANA has defined that port range 49152 to 65535 is reserved for dynamic
and private use. The specific ports for this document are within this IANA range.-ltshould-be
noted-that Operating systems also use this IANA range for their internal use as ephemeral ports.
This double use may cause port number conflicts resulting for lost communication of IEC 61162-
450 messages. Itis recommended to consider limiting the ephemeral port range of the operating
system of equipment connected to an IEC 61162-450 network to avoid port number conflicts.

6.2.3 UDP checksum

All devices shall calculate and check the UDP checksum as defined by ISOC RFC 768. It is not
permitted to set the checksum field to zero (no checksum).



Clarification: Change single line into separate lines

Clarification: Change single line into separate lines
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atagram that has an incorrect or missing checksum shall be discarded by the receiver.

4 Datagram size

The network function block shall not transmit more than 1 472 bytes of data in each datagram,
including header as defined in Clause 7.

Receiving equipment is allowed to discard datagrams that have a size larger than the maximum
specified size.

NO7

7
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7.1

'[E UDP datagrams can be up to 64 kB in size when they are sent as a number of IP fragments.
Application layer specification

Datagram header
8.9.2)
L1 Valid header

UDP multicast datagrams shall contain one of the following:strings, followed by a
racter (all bits set to zero) as the first six bytes of the datagram:

"udpbC" for transmission of IEC 61162-1 formatted sententes as described in 7.2;
"RaUdP" for transmission of binary files as described'in 7.3;
"RrUdP" for transmission of re-transmittable bipary files as described in 7.3;

"NkPgN" for transmission of IEC 61162-3 PGN-messages as described in 7.4;

TCP/IP datagrams shall contain the followihg string, followed by a null character (all bits
rero) as the first six bytes of the datagram:

"RrTcP" for transmission of binary-files as described in 7.6.
E 1 Datagram means packet in thisscontext.

pbming datagrams with an‘unknown header-shoeuld shall be discarded without processing
tent beyond the header:

[E 2 Future editions of IEC 61162-450 can define other header codes. Any such header code will be diffe
the ones alreadyiinjuse and will at least contain six bytes, possibly including a trailing null character.

L2 Erraerlogging

The¢ equipment shall maintain a count of received datagrams that do not have a valid hea

and

make this available as defined in 4.3.3.

hull

set

the

rent

der

7.2

7.2

General IEC 61162-1 sentence transmissions

A Application of this protocol

(see 8.9.1)

This protocol provides a mechanism by which IEC 61162-1 sentences can be sent to one or
more receivers on the network. The protocol allows several sentences to be merged into one

dat

7.2

agram.

.2  Types of messages for which this protocol can be used

(see 8.9.3)
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This protocol shall be used for SBM and MSM (see Annex A) type messages. The protocol shall
also be used for CRP message exchanges with provisions specified in Annex C.

7.2.3 TAG block parameters for sentences transmitted in the datagram
(see 8.9.4)

7.2.3.1 Valid TAG block

Ea¢h sentence shall be preceded with one or more TAG blo Ks.as defined in Anney B,

containing one or more of the parameter codes described in 7.2@ to 7.2.3.8. Adding of TIAG

blogks with parameter codes happens after the last existing&/ﬁg block.
N

Anlexample of applying one and more parameter code s‘os\e as follows.

N
Original source = GP0001 QQ

\4:GP0001*hh\$GPGLL, 5057.970,N,00146. ,@\,E, 142451 ,A*27<CR><LFE>
\g:GP0001*hh\\s:ABO0O01*hh\$GPGLL, 505%.970,N,00146.110,E,142451, A*27<CR><LF

\ g :GPOOOl*hh\\S:ABOOOl*hh\\S:TT(&G‘& hh\$GPGLL,5057.970,N,00146.110,E,142457,A
*QT<CR><LF>

)

If 8 parameter code is assigned a va\\ue more than once in all TAG blocks and only one Vj:ue
is ¢xpected, the parameter code\%lue closest to the start of the IEC 61162-1 sentence and
IEG 61162-450 conformant (sge~7.2.3.4) shall be used.
N\

NOTE The IEC 61162-450 co.ng\)mant parameter code "s" can be added by SNGF or ONF.

In case of multipl ﬁrce parameter codes "s", the original source is the right most|“s
pafameter in the(l most TAG block from the start of the IEC 61162-1 sentence and
IEG 61 162—450§9nformant (see 7.2.3.4).

If g cks
cof bck
cof the

mokiik

It is possible that a TAG block, or a group with two or more TAG blocks, may contain multiple
destinations. Each listener is responsible for recognizing its own identifier, and each listener
would treat the TAG block line (see Clause B.5) or group of TAG block lines as addressed to
that unit.

e First example

Two valid datagrams are shown below. The second datagram shows two occurrences of
parameter code "s", where the first occurrence (AC1000) is the original source and the
second occurrence closest to the sentence (BC1000) identifies the device that this sentence
passed through.
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\d:AB0001,d:AB0002,s:BC1000*hh\!BSVDM,1,1,,A,3Cu>2;002nQHi0 R=23BTB3F00Uh,

0*7C

\s:AC1000,c:1558090544462*hh\\d:AB0001,d:AB0002,s:BC1000*hh\!BSVDM,1,1,,A

3Cu>2;002nQHi0 R=23BTB3F00Uh, 0*7C

Second example

The datagram below shows the case when one parameter code "s" (002300000) is from a
non |IEC 61162-450 conformant source. A receiver can use or ignore this non IEC 61162-
450 conformant source. Note that parameter code "s" (BC1000) closest to the sentence is

IEC 61162-450 conformant.

Fol
ins

NOT

7.2
On

Al

receiver. Further there may be multiple occurrences parameter code. The examples be

ass

If th
as

\

7.2
acq
ung

\q:

NOT

of irf

Whlen the "s" ameter code is available twice, only the closest to the start of the IEC 611

1s

\ g

If the "s" parameter code is avallabl% ice, the first instance encoded as in this document (
o

=43BTB3F00Uh, 0*7

\s:002300000,c:1558090544462*hh\\d:AB0001,d:AB0002,s:BC1000*hh\ !BSVDM,A,
,A,3Cu>2;002nQHi0 R=23BTB3F00Uh,0*7C

compliance with this document, all TAG block parameter codes are set a‘l/hhe tim¢g
allation and shall not be dynamically configurable during normal operatlonq/

.

SV

3.2 TAG block checking N\

ist in correct interpretation. Q

n this document (see 7.2.3.4), then the niessage shall be ignored, for example:
:002300000*hh\ !BSVDM, 1,1, ,A,3Cid>2;002nQHi0 R=23BTB3F00Uh, 0*7C
.3.4) and the second instancg understood by the receiver, then the message shall

epted based on the param \code understood by the receiver and the existence of the
erstood parameter code\ nored, for example

-

E The above exn@ could be the result of a node adding its TAG block in front of existing TAG blocks insf
front of the start he sentence (see 7.3.2.1).

-

Eenten used (in the example below s:Al0001) and the other is ignored, for example.

E The control sentences for changing parameter codes in NMEA 0183 are not used dur@ormal operation. 3l

y sentences preceded by valid TAG blocks as defined in 7.2@)'} shall be processed by the

receiver. <</C)

AG block may contain parameter codes and their v@es known and/or not known by [the

e value of the "s" parameter code is not und@ood by the receiver, for example not encodled

AB0001,d:AB0002,s:BC1000*hh\\s:002300000*hh\!BSVDM, 1,1,,A,3Cu>2;002nQHiq"

[y
~

of

ow

bee
be
not

23

BT

é@o 01,d:AB0002,s:BC1000*hh\\s:AI0001*hh\!BSVDM,1,1,,A,3Cu>2;002nQHi0" RS
0Uh, 0*7C

If the message contains known (for instance

c" defined in this document, but not implemented by the receiver), then the message shall
accepted and the unknown parameter code shall be ignored, for example:

"s") and unknown parameter codes (for instance

be

\s:BC1000,c:1558090544462*hh\!BSVDM,1,1,,B,1D80CBO03HQi5WPR71;PnhgD8@Ip, 0*37

If all parameter codes are unknown for the receiver (for instance "h" is not defined in this
standard and "c" is not implemented by the receiver), then the message shall be ignored, for
example:

\h:002300000,c:1558090544462*hh\ !BSVDM,1,1,,B, 1D80CB003HQi5WPR71; PnhgD8@Ip, 0*
37 32


Clarification: Longer description including examples

Clarification: What is detailed content of the requirement in the first paragraph of this subclause
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7.2.3.3 Grouping control — g

The "g" parameter code shall be used by talkers to group TAG blocks and/or sentences. As a
minimum, it shall be used to group sentences that are classified as belonging to message type
"MSM" in Table A.2, when the multi-sentence group consists of more than one message. It is

not required to include the "g" parameter code for single line sentences.

NOTE An example of optional use is to associate or link related sentences together, for example GGA and VTG
sentences from a GNSS receiver could be grouped together. 33

Receivers shall accept the "g" parameter code for all message types.

A vialid MSM type sentence where internal data fields specify that it belongs to a groupsef*mpre

than one message shall be discarded if the "g" group is missing or contains incohsistent
infgrmation.

The¢ value of the "g" parameter code is divided into three fields. The fields” within the |"g
paflameters are separated using "-".as delimiter. The uses of each field (fte left to right) afe:

1) |the line number for this particular TAG block and associated sentenee;
2) |the total number of lines;

3) |the group code. This is used to differentiate between différent groups of TAG blocks and
sentences.

Theé group code is determined by the sending device. TheJinitial group code value shall be ¢ne
("1]) and the group code increment value shall be on&.("1"). The group code shall be resef to
ong ("1") after-it reaches100+e- 99 is used, herncevthe valid range is 1 to 99, inclusive. The
receiver shall make no assumption about the initial value of the group code.

When used, the "g" parameter code shall bethe first parameter code in the TAG block.

Alllgrouped sentence of type MSM of @message shall be included in the same group of linked
lindgs, but the group of linked lines may include also other than the MSM type sentences.

It i§ recommended that grouped'§entences are sent in as few datagrams as possible to mininfise
the| probability of out of orderpackets being received.

Below is an example-&ficompliant use. In this example, four VDM sentences are grouped (fiirst
2 gfe individual and\ast 2 are part of MSM).

\d:1-4-45,de«AB0001,d:AB0002, s:BC1000*hh\

1§SVDM, 1,K¢54, 3Cu>2;002nQHi0 R=23BTB3F00Uh, 0*7C
\d:2-4-48§,)4:AB0001,d:AB0002,s:BC1000*hh\
'HSVDMNIT 1, ,B, 1D80CBO03HQi5WPR71; PnhgD8RIp, 0*37
\q:3~54745,d:AB0001,d:AB0002,s:BC1000*hh\
'Hoy®DM, 2,1,3,A,5CLBG7T28e0dt "4V2205E862222222222222220t3HK8440Ht ; BCRCp88884, 0
*1E

\g:4-4-45*hh\!BSVDM,2,2,3,A,88888888880,2*3E

Below is an example of non-compliant use of grouping. In this example, the grouping of the first
three lines does not include the second part of the MSM message.

\g:1-3-45,d:AB0001,d:AB0002,s:BC1000*hh\

IBSVDM, 1,1, ,A,3Cu>2;002nQHi0 R=23BTB3F 00Uh, 0*7C
\g:2-3-45,d:AB0001,d:AB0002,s:BC1000*hh\

'BSVDM, 1,1,,B,1D80CB003HQi5WPR71; PnhgD 8@Ip,0*37
\g:3-3-45,d:AB0001,d:AB0002,s:BC1000*hh\

!'BSVDM,2,1,3,A,5CLBG7T28e0dt "4V2205E862222222222222220t3HK8440Ht; BCRCp88888,0
*1E

\d:AB0001, d:AB0002,s:BC1000*hh\!BSVDM,2,2,3,A,88888888880,2*3E



Clarification of the use case
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The following example shows the "g" parameter code used to group sentences in two different
groups, each consisting of two sentences:

\g:1-2-34,s:IN0001*3A\!ABVDM,1,1,1,B,100000?0?wJdm4: GMUrf40g604:4,0*04
\g:2-2-34,s:INO0O01*39\$ABVSI, r3669961,1,013536.96326433,1386,-98,,*14

\g:1-2-46,s:IN0001*3F\!ABVDM,1,1,1,B,15N1u<PPlcdnFj:GV4>:MOw:0<02,0*2D
\g:2-2-46,s:INO0O01*3C\$SABVSI, r3669962,1,013538.05654921,1427,-101,,*20

Additional requirements for use of "g" parameter code are:

1)

all grouped TAG block lines shall be sent in increasing sequence as indicated by the first

2)

Re

An
wit
\g
\ g

7.2

numeric value in the "g" parameter code,

grouped TAG block lines shall not be sent with more than one second delay betweemeach
TAG block line.

Ceivers may ignore the complete group if the above two requirements are notnmet.

example of non-compliant use of the first requirement is a variant of theprevious example
h an incorrect sequence (two lines are sent in the wrong order):
:2-2-34,5:IN0001*39\SABVST, r3669961,1,013536.9632643351386,-98,,*14
:1-2-34,s:IN0001*3A\!ABVDM,1,1,1,B,100000202wdm4: @MOwrf40g604:4,0%04 34

3.4 Source identification — s

funiction ID (SFI, see 4.4.2) corresponding to thesfunction block from where the sentefpce

Th}'s" parameter code-is-mandatery shall be provided for'talkers and shall contain the sysfem

originates.

Re

rig
eqy
me

Fol
me
corf

7.2

Mu'ltiple "s" parameter codes may be uskd to indicate the path a message takes. The firs{ or

Ceived messages without any known "s" parameter code shall be ignored. 35

t-most “s” parameter code is the SEI of the device which creates the message. Subsequjent
ipment SFls for source parameter codes may be added to the left to indicate the path fthe
5sage takes.

example, a SNGF mayadd its SFI as a source parameter to a message to indicate that fthe
5sage originates from*a particular SNGF, see Figure 2 and Figure 3 for an example for fthe
figuration of sensorsSFI and SNGF SFI. 36

3.5 Destination identification — d

The¢ "d" parameter code-is shall be provided for CRP type sentences and optional for other

typ
intd

s 37.and shall, if used, contain the system function ID (SFI, see 4.4.2) corresponding to the
nded recipient of the sentence.

If no destination parameter code is present, then all devices that receive this sentence shall
process it.

Mu

Itiple "d" parameter codes may be specified, if more than one-receiver intended recipient

exists. All "d" parameter codes in a TAG block group apply collectively to all sentences
associated with the TAG block group. Listed recipients shall process and react on the content
of the associated sentences.

NOTE This can be the case for redundant control functions.

take-action-on-thecontentofthe sentence- Other receivers-may also read the message, for example for voyage data

recording purposes, but-shal are not intended to take any further action on the contents. 38


Clarification: More detailed description of how to use “g” parameter code

New requirement

Clarification for the case that a message contains more than one “s” parameter code

New requirement is that command (CRP type sentences) shall use “d” parameter code

Clarification for the case that a message contains more than one “d” parameter code
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If there is a need to specify more "d" parameter codes than can fit into a single TAG block, the
list of "d" parameter codes shall be divided over more than one TAG block. If these TAG blocks

are

g" parameter code.

in the same TAG block line, there is no need to link them using the

example, two TAG blocks, one with 7 and another with 2 "d" parameter codes:

For

\s:IN0001,d:AB0001,d:AB0002,d:AB0003,d:AB0004,d:AB0005,d:AB0006,d:AB0007*hh\\

d:AB0008,d:AB0009*hh\$ABVST, r3669961,1,013536.96326433,1386,-98,,*14 38
7.2.3.6 Line count parameter — n
(see 8.9.4.1)
The "n" parameter code may be used to assign a sequence number to-each selected sentenfes
trapsmitted from a system function block. The format of the parameter value is a_pesifive
integer. The value shall start at one ("1") and shall be incremented by one ("1") for-each
seftence-or TAG-block the selected sentences 39 transmitted from this system function blgck.
Th¢ parameter value shall be reset to one ("1")-when-it reaches1-000,+-e- after|999 is used,
hence the valid range is 1 to 999, inclusive. 40
Eod funection hlaoecke that tranemit dataaram to maora than Aane tranemicecidin” araoun dactinatinn
Fof-function-blocks-that-transmit-datagram—to-more-than-one-transmissidr-group-destination;
EXAMPLE 1 A GPS receiver sends its sentences to everybody. Selected senténces, all sentence or a sub-sgt of
senf sentences, can be supported by a single line counter.
EXAMPLE 2 An equipment implements ECDIS and track control. Select€d sentences sent from the track control
fundtion to the autopilot can be supported by a line counter. All other Sentences sent by the equipment are without
the |ine count parameter code.
EXAMPLE 3 A central display dimming controller sends DDC\ sentences separately for multiple monitors. Hach
morlitor is identified using the d parameter code. Each flow of DDC sentences can be supported by separate [ine
coufters. 41
7.213.7 Text string parameter — t (proprietary data)
The¢ "t" parameter code is a free text field. This document reserves coding for proprietary TIAG
codes with the fields defined below\where the leading "p" and the three letter manufactyrer
mnemonic code is required for this\type of text string.

t Jp<manufacturer mnemonicicode in lower case><proprietary data>
An| example used for, proprietary authentication of lines using grouping and source |for
mahufacturer "mmm"might be

\g:1-2-34,s5:TT10001,n:333*6B\STIROT, 123.45%67

\g:2-2-34,5¢0130001,n:334, t:pmmma;MD5;0x12345678*0D\
7.2,3.8 General authentication — a
(seq 8(9:5)

The authentication parameter code is used to sign a message with a password. Just sending a
password with the message would reveal the password to anyone listening to the traffic.
Sending a signature digest instead keeps the password secret.

Any kind of messages may be signed using the authentication parameter code. The
authentication parameter code does not change the original message in any way. It is always
possible to ignore this TAG and use the rest of the message.

EXAMPLE Sign configuration commands for devices or commands to the autopilot.

The authentication parameter code provides a standardized mechanism for passing the digest
with the message. Password management is outside of the scope of this document. One way

is t

o use pre-shared keys (PSK) on the participating devices.



Clarification for the case that a message contains more than one “d” parameter code

Change: Use of “n” is totally free, not so that if used once then shall be used by every

Clarify that value “1000” is newer used

Removed hard requirement replaced by example of optional use cases
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NOTE 1 The pre-shared key could be 32 alphanumeric characters, for example "Alea iacta est 1234567890".

This parameter code is optional and should only be used where special safety concerns make
it useful. If this TAG is provided, then the manufacturer's documentation shall describe which
of the optional types of methods available to calculate a signature are supported by the
equipment and shall describe how to share keys.

The format of the TAG block is:

\a:c-h--h*hh\

; hick
In writen

c | is the type of optional method to calculate signature

1) MD5,

2) SHA-256, and 42

P) proprietary;

h-H is the hexadecimal representation of the signature, for example 32 hexacodes for MD5

Anlexample of the TAG block is:
\a:1-123456789abcdef67890123456789012*hh\
Types of methods to calculate signature are as follows.

1) |[MD5

The signature is a MD5 digest of the passwordyplus the message. MD5 is a one-way
message-digest algorithm (RFC 1321). The “ull’ length of the signature is 128 bits| or
32 hexadecimal codes. The MD5 is commaonly:used for storing passwords in Unix-systeins.
Revealing the digest does not expose the password.

NOTE 2 See http://tools.ietf.org/html/rfc1321 and http://en.wikipedia.org/wiki/MD5.

The security provided in 2023, by* MD5 is weak. For new design, the SHA-256| is
recommended. 43

2) |SHA-256

The signature is a SHA-256 digest of the password plus the message. The full length of the
signature is 256 bits or_64 hexadecimal codes. Revealing the digest does not expose [the
password. 42
P) |Proprietary

The signature ‘is a proprietary digest of the password plus the message. This alternafive
requires thatboth parties use the same manufacturer specified proprietary method.

The¢ authentication parameter code value is calculated by concatenating a pre-shared key and
all TAG blocks and sentences in the message as a single string to be used by the method of

When the authentication parameter code "a" is used, it shall be in its own authentication TAG
block, with no other parameter codes. For a grouped message consisting of several lines of
TAG blocks and sentences, the authentication TAG block shall be placed on the first line of the
group. Within the first line, the authentication TAG block shall be placed as the last TAG block,
and before any sentence on that line. This also applies to a single line TAG block and sentence
with no grouping.

An example of use of authentication TAG block:

Message consisting of two grouped sentences to be protected by authentication:
\g:1-2-23,s:IN0001*3C\/ABVDM,1,1,1,B,15N1u<PP1cJnFj:GV4>:MOw:0<02,0*2D


http://en.wikipedia.org/wiki/MD5
Added alternative

Added alternative

Explains why use of MD5 may not be sufficient
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\g:2-2-23,s:IN0001*3F\$ABVSI,r3669962,1,013538.05654921,1427,-101,,*20
Pre-shared key to be used for signature calculation:

Alea iacta est 1234567890

Resulting input string for signature calculation:

Alea iacta est 1234567890\g:1-2-
23,s:IN0001*3C\!ABVDM,1,1,1,B,15N1u<PP1cJnFj:GV4>:MOw:0<02,0*2D\g:2-2-
23,s:IN0001*3F\$ABVSI,r3669962,1,013538.05654921,1427,-101,,*20

Message to be sent including signature, method MD5:

Me
of

If t

authentication shall be dropped.

\g:1-2-23,s:INO001"sC\\a:2-
851E40CC1CB7E3B39D961D7CF10BD8D3*44\|ABVDM,1,1,1,B,15N1u<PP1cJnkj:G
>:MOw:0<02,0*2D

\g:2-2-23,s:IN0001*3F\$ABVSI,r3669962,1,013538.05654921,1427,-101,,*20

he receiver are explicitly set to require authentication on incoming packets.

ne device is set to require authentication on incoming packets, then packets without v

V4

sages without authentication parameter codes are accepted unless the set-up parameters

alid

NOTE 3 SNGF are advised to avoid transmitting passwords in the clear frolm SPW sentences received over a s¢rial
confpection.

7.213.9 Destination cluster identification — x

(seq4 8.9.4.1 and 8.9.4.2)

Th¢ parameter code "x" is optional unless required by an equipment standard (e.g. BAM related
communication). See Annex H for cluster identifiers. 44

7.213.10 Source cluster identification — z

(seq 8.9.4.1)

The¢ parameter code "z" is optignal unless required by an equipment standard. See Annex H|for
clupter identifiers. 44

7.214 Requirements.for processing incoming datagrams

Forl datagrams inténded for processing by the SF, any syntax error in a TAG block or ip a
sentence shall make the receiving equipment discard the complete datagram without any other
furfher processing than specified in 7.2.5. The exception is a SNGF which-shall may retrangmit
the| faulty sentences 45 to the appropriate serial-SE port, if it can be determined from a valid

deq

tinatien*field, or to all connected serial-SEs ports, if no destination field is specified.

7.2

5 Error logaina f inq incoming datagrams

(see 8.10)

The equipment shall maintain counts of errors detected in processing datagrams containing
IEC 61162-1 sentences. As a minimum, the following errors shall be counted and made
available as defined in 4.3.3:

any TAG block formatting errors as defined in 7.2.3.1;
TAG checksum error;
TAG syntax error (line length, use of delimiters, invalid characters);

TAG framing error (incorrect start or termination of TAG block);

any sentence syntax errors, including formatting, length or checksum as defined in 7.2.3.9.



New parameter codes to identify “cluster”

New parameter codes to identify “cluster”

Change in requirement: SNGF may or may not retransmit faulty sentences
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7.3 Binary file transfer using UDP multicast — Single transmitter, multiple receivers
(see 8.11)
7.31 Application of this protocol

This protocol provides a mechanism by which non IEC 61162-1 formatted data, for instance
radar images as files, can be transmitted to one or more receivers. This protocol supports the
transmission of files from zero bytes up to 4 billion files blocks.

Equipment using this mechanism shall be able to use one or both of the following forms of
binpry file transfer:

e |non re-transmittable transfers where sender sends the complete binary file withoutany feged-
back from receiver;

¢ [re-transmittable transfers where limited feed-back from one receiver identified by DedtID
can be used to re-transmit certain parts of the binary file while other-parallel receivers
operate as passive receive-only receivers of the binary file.

NOTE The advantage of non-re-transmittable and re-transmittable binary file transfer methods over the TCP/IP is
the possibility of multiple parallel receivers of the same transmission.

Talble 7 gives a description of terms used in this application.

Table 7 — Description of terms

Term Description

DWORD Double Word. One unsigned 32-bit integer (in range 0 to 4294967295). The DWORD is
constructed from four consecutivelyransmitted BYTE, where the transmission order on
the network is most significant BXTE first followed by next most significant BYTE until the
least significant BYTE.

NyIl character A BYTE with the value zeré,

Rgserved bytes A number of bytes in the~datagram that may be ignored by the receiver. The reserved
bytes may be additioniat’header information that only has meaning for newer versions of
the protocol.

WPRD One unsigned (16-bit integer (in range 0 to 65535). The WORD is constructed from two
consecutively transmitted BYTES, where the transmission order on the network is the
most significant BYTE followed by the least significant BYTE.

STRING[n] A sequence of exactly n BYTE, interpreted as a string of characters. The transmission
order'on the network is left-most character first. If the string is shorter than », additiona
trajling bytes shall be set to null character. All strings in the header are encoded in
ISO/IEC 8859-1 (ISO Latin 1).

7.3.2 Binary file structure

7.31.241 General

The binary files are transmitted over the network in one or more datagrams. The binary file
structure is a sequential and unpadded stream of bytes divided into three main groups: header,
binary file descriptor and binary file data (see Table 8 and Table 9). The header is needed for
synchronisation and data integrity validation. The binary file descriptor is needed for the
description of the binary file data and is only used in the first datagram for each binary file
transfer.

7.3.2.2 Non re-transmittable and re-transmittable transfers

Table 8 — Binary file structure

61162-450 header (see 7.3.3)

Binary file descriptor (only in first datagram) (see 7.3.4)
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Binary file data fragment (see 7.3.5)

61162-450 header (zero or more)

Binary file data fragment (zero or more)

A minimum binary file transmission using non re-transmittable or re-transmittable transfer will
consist of the three first blocks where the binary file fragment may have zero length.

The header shall be repeated as the first element of any datagram that contains binary file data

fragments.

7.3.3 61162-450 header

7.3.3.1 Header format

The purpose of the header is to provide the data transfer status to recejvers. This allows a
receiver to identify if there is any data loss during binary file transfers, and'‘bow much data Ipss
ocqurs. In addition, the header is used to provide a re-transmission mechanism for |re-

trapsmittable binary file transfer.

Th¢ 61162-450 header format is defined in Table 9.

Table 9 — 61162-450 header<format

Data item TYPE Description

Token STRING[6] Identifier as ASCII string with a length of 5 bytes followed by a null character
(see 7.1.1).

Vdrsion WORD Defines the header yersion. The header version with value 2 is defined in this
document. Extensions and/or modified versions may update this value.

HdaderLength WORD Defines the length of the header in bytes. This is at least the length of the
header. Future editions of IEC 61162-450 may append additional fields to thig
header as-long as these additional fields are compatible with the definition of
the header in this document. Receivers which are not aware of these additiongl
fields shall ignore them.

SreID STRING[6] Define the source system identifier in format "ccxxxx" (see 4.4.2).

D4gstID STRING[6] For re-transmittable, defines the destination system identifier in format
"cexxxx", for example "VR0001" for VDR (see 4.4.2).

When Destid = "XXXXXX", then there is no assigned destination.

Type WORD Identifies the information in the header.

BlpckID DWORD Binary file block identifier. The initial value is randomly generated within a
range 0 to (232 — 1 = 4294967295) and is incremented by 1 after a whole blodk
is transmitted.

SqquénceNum DWORD Defines the sequence number of the binary file block. In ACK, this is used to
inform the sender what block was last received.

MaxSequence DWORD The number of datagrams needed for the transmission of this binary file data
block. When SequenceNum is equal to MaxSequence, it means that this
datagram is the last datagram of the data block. The-Maxseg MaxSequence is
used only for DATA type message. For other messages (QUERY,ACK), this
field shall be 0.

Device BYTE Data source (device) as binary value, 1 for equipment 1, 2 for equipment 2, etc.
The value can be between 1 and 255

Channel BYTE Subdivision according to data source (device), values from 1 to 255, default = 1

The Device and Channel fields are defined by the application and may be used by receivers to
determine how to process the binary file data.
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7.3.3.2 Use of header token

Header token is used to identify both the type of data block and transfer mode not be used to
accept or reject transmissions. Two tokens are defined in 7.1.1:

¢ "RaUdP" — Simple binary file transfer service with UDP Multicast;

e "RrUdP" — Re-transmittable binary file transfer service with UDP Multicast.

7.3.3.3 Version

Defines the header version It shall he set ta 2 for this document

7.3.3.4 Destination identifier

Fof transmissions to one specific receiver, the field shall contain the destination SFt. The field
shgll be "XXXXXX" for no specific destination.

7.313.5 Message type
Meksage type gives the information about which information is contaipred in the datagram:

o [DATA (0x01) — This type is used for transmission of binary filé-data including file descriptor.

¢ [QUERY (0x02) — This type is used by the sender to query the reception status from fthe
receiver. The length of this message payload is always'zéero (0). It is recommended that a
binary file sender sends a QUERY message if there iSyno ACK message for 1 s after a last
datagram of the binary file block is sent or after a QUERY message is sent.

e |ACK (0x03) — This message is used as antacknowledgement from the receiver. This
message is transmitted by the receiver eitherxwhen a whole binary file is received withput
any error or when errors occurred during thé.binary file reception, for example one sequence
number is skipped. Also, when a receivef’receives a QUERY message from the sendey, it
also responds with an ACK message.

Nop re-transmittable transfer makes\use of only DATA message but re-transmittable trangfer
usgs all messages.

7.313.6 Binary file block:identifier

Block identifier is usedo identify each binary file block. Since a binary file block is fragmenjted
into several datagrams;*the block identifier is used to assemble one or more datagrams into a
binpry file block in-a-receiver.

7.3(3.7 Sequence number and maximum sequence number

Sequence-number (SequenceNum) and maximum sequence number (MaxSequence) is used
for[segmentation and re-assembly purposes. When a receiver gets a datagram, it checks fthe
sequence number and maximum sequence number to determine if any errors have occurred or
if it has received a whole message.

The sequence number is also used in ACK messages. In ACK messages, the sequence number
identifies the last message the receiver receives without any error. The maximum sequence
number is not used for control (Query) messages.

7.3.3.8 Identification of separate binary file transfer

Each single binary file transfer shall be identified by a unique combination of SrcID, Device,
Channel and BlockID (see Table 9).

NOTE |If a single SrclD has multiple needs to send binary files (e.g. ECDIS sending screen image, chart source
information and route exchange), then each single binary file transfer is identified, for example: ECDIS number 1
send screen image as Device = 1 and Channel = 1, and Chart source information as Device = 1 and Channel = 2.
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7.3.4
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Binary file descriptor structure

The binary file descriptor format is defined in Table 10.

Table 10 — Binary file descriptor format

document, UDP header checksum is mandatory.

NQTE 2 MIME is Multipart Internet Mail Extensions. The MIME content type was originally used for email servid
buft is widely used for many other applications including Web. Also, it has flexibility to support new media typ¢s.
The specification of the MIME content type apd-registration is defined in ISOC RFC 4288 and ISOC RFC 4289

Data item TYPE Description
Defines the binary file descriptor length in bytes. This is at least the length of
the header including the reserved bytes. Future editions of IEC 61162-450 may
Length DWORD append additional fields to this file descriptor as long as these additional fields
are compatible wi initi i i i i
Receivers which are not aware of these additional fields shall ignore them.
fildLength DWORD Defmgs the length of the full binary file content in bytes, excluding headers and
descriptor.
sthtus of The status for the data return. A zero is returned for normal operation. Non-
L WORD zero value is used to indicate an error condition. A descriptive text'may be put
acpuisition ) . . )
in the status and information text field.
Port number to be used to acknowledge. Allowed port numbers are within the
AdkDestPort | WORD range from 60006, 60008 to 60016, 60021 to 60030 (se&:7.3.8.9).
TypelLength BYTE The length of the DataType field.
This string defines the data block encoding by ‘assigning a MIME content typ¢
D4dtaType STRING[n] to the data block for the server followed by ndl) character. For example,
"image/jpeg" is used for JPEG image type.
StatusLength WORD The length of the "Status and informatien’text" field in bytes.
Status and . . . .
information STRING[n] Status |nformat|on (e.g. supcessful oper.atlon or error codes). This may be onge
text or more strings, each terminated'by a binary null
NQTE 1 There is no error check for the binary file header\contents as this is handled by the UDP layer. In this

DataType shall be encoded by'the MIME content-type which is "type/sub-type", and is defi
illustrates some examples of MIME content type for binary file
More~updated

by [IANA. Table 11
compressed data.
http://www.iana.org/assignments/media-types/.

Table’11 — Examples of MIME content type for DataType codes

information is available on the IANA web s%te,

Content type File extension MIME type/sub-type
GIF gif image/gif
Migresoft Windows bitmap bmp image/x-ms-bmp
Gnu tar format gtar application/x-gtar
4.3BSD tar format tar application/x-tar
DOS/PC - Pkzipped archive zip application/zip
XML xml application/xml
7.3.5 Binary file data fragment

The package data format is defined in Table 12.

ed
nd
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Table 12 — Binary file data fragment format

Data item TYPE Description

Datablock BYTE[datalength] This item is the data either split into pieces or in one block.

The length of the binary file fragment is the length of the UDP datagram (as obtained from the
UDP header) minus any headers that are inserted in front of the binary file fragment. All
datagrams, except the first datagram of the binary file which requires two headers (Header +
binary File Descriptor), carry only one header (Header).

The binary file fragment length is allowed to be zero for one or more datagrams.
NO7
7.3
7.3

The¢ following steps are performed for the basic sending process (see(Figure 5):

a)
b)

[E There is no error check for the data contents as this is handled by the UDP layer.
6 Sender process for binary file transfer
6.1 Non re-transmittable sender process

a sender process waits until it gets a binary file block;

a block identifier is assigned for the binary file block (if this“is the first binary file, then it is

assigned randomly; otherwise, the instance identifier of the previous binary file block +
used). The BlockID shall be unique for each binary filetransfer from the same SrclID, De
and Channel combination;

a binary file descriptor is composed according t0 Table 10;

a binary file block is split into datagrams whaose size is not more than 1 472 bytes and e
datagram is put into the sending buffer;

get the first datagram of the binary file ‘block;
assign a sequence number, which'is assigned to one initially;

compose a header including ctoken, source ID, destination ID and maximum seque
number according Table 9;

send a datagram to the-hetwork;

if all datagrams of the binary file block are not transmitted, get the next datagram and gq
step f);

otherwise, then go to step a).

1 is
ice

hch

nce

to
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Get a binary file block

A\ 4 A\ 4
BlockID = random() BlockID + 1
] ]

A

6.2 Re-transmittable sender process

v

Compose a binary file descriptor
according Table 10

!

Split data into datagrams with not
more than 1 472 bytes

!

SequenceNum = 1 l—

> SequenceNum + 1

A 4

Compose a header
according Table 9

!

Send a datagram.to. network

No

SequenceNum <
MaxSequence?

IEC

Figure'5 — Non re-transmittable sender process

sender processing steps for re-transmittable binary file transfer is as follqws
Figure 6);

a sender-process waits until it gets a binary file block;

a block identifier (BlocklID) is assigned for the binary file block (if this is the first binary flle,
then it is assigned randomly; otherwise, the block identifier of the previous binary file blpck

+ 1 is used). The BlockID shall be unique for each binary file transfer from the same SrclD;
a binary file descriptor is composed according to Table 10;

set re-transmission counter to zero (0), set query counter to zero (0), set query sequence
number to 1, set final counter to zero (0);

a binary file block is split into datagrams whose size is less than 1 472 bytes and each
datagram is put into the sending buffer. Let the maximum number of retransmissions to be
as defined in 7.3.8.7; 46

get the first datagram of the binary file;
assign a sequence number, which is set to one initially;
compose a header according Table 9;

send a datagram to the network and set an ACK timer to 500 ms; 47


Existing requirement, but added to be available in the relevant process step

New standardized value for timeout
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if the sender receives an ACK message, whose DestID is not equal to own SFI and whose
SourcelD is not equal to own actual DestID, go to step k);

1)

2)

if the sequence number of ACK message is less than the maximum sequence number
and lower than the sequence number of the last transmitted datagram, increase re-
transmission count by one;

if re-transmission count is greater than the maximum number of retransmissions (see
7.3.8.7), go to step k);

if sequence number in ACK message is identical to query sequence number, increase
query counter with 1, and if query counter is more than 3, set query counter to zero (0)

if all datagrams of the binary file block have not been transmitted,

1)
2)

otherwise, wait for an ACK message;

al 4 Lo
ana—goO 1O R7,
if sequence number in ACK message is not identical to query sequence number; |set
query counter to 1;

get a datagram whose sequence number is sequence number in ACK message plus one;
set query sequence number to sequence number;
go to step h);

get a next datagram and increase sequence number by one,
go to step h);

if the sender receives an ACK message whose DestID_is not equal to own SF| and whose

SourcelD is not equal to own actual DestID , then go'to step (n);

1)

2)

if ACK Timer expires and final counter is not more than three, then

1)
2)
3)
4)

transfer not successful; 48

1)
2)

if the sequence number of the ACK message is less than the maximum sequence
number, then go to step j);

if the sequence number of the ACK message is equal to the maximum sequence numper
(i.e. transfer successful), then go to_step a);

increase the final counter,

compose a QUERY datagram and send it to the network,
set an ACK timer to 500:ms, 47

go to step |);

clear the sending buffer,
go to step.a).



New standardized value for timeout

Figure 6 has always had this. It was just missing from the related textual description
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First binary? (b)

—bl Sequ.Num + 1 (k) 1) | |

Sequ.Num =1 (g)

BlockID +1 (b)

(k) 2)

y

Compose a header according Table 9; (h)
Send datagram to network (i)

A

[ BlockiD = random() (b) | |
[

v

Compose a binary file descriptor according Table 10; (c)
retransm.cnt = 0; query cnt = 0; query sequ = 1; final cnt = 0 (d)

Split data into datagrams with not more than 1 472 bytes (e)

and set ACK timer (i)

P

Receive ACK
message (j)

Yes

Yes Sequ.Num < MaxSegu?

(datagrams to transmit)
k

ACKDestID ! = own SFI
or

ACKSrcID ! = binary DstID?
0]

ACKsequ < MaxSequ

and
ACKsequ < Sequ.Num
of last transmitted?

(OR)]

Retransm.cnt + 1 (j) 1)

Yes Retransm.cnt >

Receive ACK
message (1)

ACK timer
expires? (n)

| Final cnt +1 (n) 1) |
v

ACKDestID ! = own SFI
or

ACKSrcID ! = binary DstiD?
(m)

max retransm.?

mmn

ACKsequ ==
Query sequ?

[ aueryent=1()4) —
Ty

| aueryent+1()3) |

IEC

Compose a QUERY datagram
and send it to nerwork (n) 2) :
; Sequ.Num = ACKsequ + 1 (j) 5);
(n) 4 Set ACK timer (n) 3) Query sequ = Sequ.Num () 6)
™ Transfer not successful, (o) ¢ (m) 2) v
- (0)2 Clear sending buffeg, (o) 1) 4| Query cnt = 0 (j) 3)
{ Transfer sugeessful (m) 2) }4
(m) 2}
Figure 6 — Re-transmittable sender process
7.37 Receiver process for binary file transfer
7.3.71 Non re-transmittable receiver process

The receiver process steps of the non re-transmittable binary file transfer, including passive
receivers of a re-transmittable binary file transfer, is as follows:

a)
b)

waits for receiving new datagram;

if the BlockID of the received datagram for same source identified by the combination of

SrclD, Device and Channel is not equal to that of the previous datagram,

o if there is any data in the receiver buffer, it is delivered to the SF,

e the receiver buffer is cleared;

c) put a datagram into the receiver buffer;
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if the sequence number is the same as the maximum sequence number,
o the-all data in the received buffer is delivered to the SF,
e the receiver buffer is cleared;

go to step a).

7.3.7.2 Re-transmittable receiver process

The re-transmittable receiver process steps are performed only by the receiver whose SFl is
same as the DestID in the Header as follows (see Figure 7):

f)

waits for receiving a new datagram;

if the token is not "RrUdP" or if DestID of received datagram is not equal to own SE} or
received datagram is an ACK message 49, go to step a);

if the received datagram is a QUERY message, then

1) if no previous datagram is available, go to step a),

the

2) if the sequence number of the previous datagram is not equal to,maximum sequence

number, go to step a),

3) ifall sequences flag is false (not all sequences of the previous'binary block are receiv
go to step a),

4) compose a Header with type = ACK, the BlockID and,sequence number of the previ
datagram,

5) send an acknowledge datagram to the sender,

6) go to step a);

if the sequence number is 1,

1) analyse file image descriptor and header,

2) if file image descriptor or header or‘token is invalid, go to step a),

3) set re-transmission counter and-query counter to zero (0), set query sequence nunj
to 1, set all sequences flag to\true,

4) go to step g);
if no previous datagram is(available, go to step g);

bd),

ber

if the BlockID of the received datagram for same source identified by the combination of

SrcID, Device and €hannel is not equal to that of the previous datagram,
1) if there is any data in the receiver buffer, it is delivered to the SF,

2) the receiverbuffer is cleared. Set re-transmission counter and query counter to zero
Set query’sequence number to 1, set all sequences flag to true; 50

if the sequence number is not 1 and not the same as the sequence number of the previ
datagram plus one,

(0).

pus

Nincrease re-transmission count by one,

2) if re-transmission count is greater than the maximum number of retransmissions (see

7.3.8.7), set all sequences flag to false and go to step a),

3) if previous sequence number is identical to query sequence number increase query

counter with 1, else go to step g) 6), 51
4) if query counter is more than 3, set query counter to zero (0) else go to step g) 8), 5
5) set all sequences flag to false and go to step a),

1

6) if previous sequence number is not identical to query sequence number, set query

counter to 1,
7) set query sequence number to previous sequence number,

8) compose a Header with type = ACK, the block identifier and sequence number of
previous datagram,

the


Clarify the role of ACK message

Clarify what is clearing of receiver buffer

Clarify the textual description

Clarify the textual description
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k)

9) send an acknowledge datagram to the sender,

10)go to step (a);
put a datagram into the receiver buffer;

— 49 —

if the sequence number is same as the maximum sequence number,

1) all the data in the receive buffer is delivered to the SF,

2) the receiver buffer is cleared,
3) the re-transmission count is set to zero (0);

A) else go to anlh 9)' 51

if all sequences flag are true,

go to step a).

N

2) send an acknowledge datagram to the sender;

»| Wait for new datagram (a) [«

Token ! = RrUdP

es or DstiD ! = own SFI?

or ACK mesage?
b

Analyse file image descriptor
and header (d.1)

BlockID ! = previous
BlockID? (f)

Invalid
header or descriptor
values? (d.2)

No
Retransmecht.= 0; query
cnt = 0; query sequ = 1; all
sequences flag = true (d.3)

(d-2)

Recv buffer not
empty? (f.1

d4

Retransm.cnt + 1 (g.1)

(9-2and Q.-s) | All sequences flag = false

h (g.2and g.5)
SequNum =1
and SequNum != prey,
SequNum+1? (g) v

| Put datagram into recv buffer (h)l

SequNum ==
max SequNum?

Yes
No (i)

| Deliver recv buffer data to SF (i.1)|

¥ All sequences Yes

}‘7‘

No (c.1)

Previous
datagram?(e’1)

Yes

Yes
PrevSequ | = ©2)
MaxSequ? (c.2
No No
Received all ©3)
datagrams? (c.3)

Yes

Send an ACK datagram to
the sender (.5, g.9 and j.2)

Compose an ACK header
with BlockID and sequence
number of previous
datagram (c.4 and g.8)

Y

Retransm.cnt >
max retransm.?
(9)

N

[o]

(93)_—
Yes

Query cnt > 3?7

Prev SequNum No
== query sequ?

>
»

Query sequ = prev
SequNum (g.7)

Query cnt =1 (g.6)

1) compose a Header with type = ACK, the block identifier and maximum sequence numher,

(c.6, g.10 and k)

94)

Query cnt =07 (g.4)

Retransm.cnt = 0 (i.3)

I Clear recv buffer; (i.2) g ==ttt
No (K)

7.3.8
7.3.8.1

Figure 7 — Re-transmittable receive process

Other requirements

Re-transmittable messages that cannot be processed

Compose an ACK header
i d max
sequence number (j.1)

IEC

Both receiver and sender shall silently ignore messages that are related to the retransmit
process that they cannot process themselves.


Clarify the textual description
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7.3.8.2 Multiple binary file blocks

A receiver that receives a binary file block more than once shall ignore all but one of the
transmissions.

It is allowed both to ignore the first (overwrite buffer) or the last (ignore).

7.3.8.3 Retransmissions size

If a sender retransmits one or more binary file blocks, each of the blocks shall have the same

size—amd—sametreader-nfornration:

7.38.4 Maximum outgoing rate

The¢ data volume for each binary file source shall not exceed 2 MBytes/s.

NOTE This provision is included to guarantee spare network capacity for other transmissions in*between the blqcks
of g large binary file. When the binary file is transmitted as multicast, it will flood the ‘network and can inhibit
transmissions of other data.

7.3/8.5 End of transmission for non re-transmittable and re-transmittable binary file
transfer

The receiver shall assume that a transmission has ended unsuccessfully when it gets a bin|ary
file| block from the same source identified by the combination of SrclD, Device and Channel
(sefe Table 9 and Table 10) with a new BlockID. Then the receiver stops the current receiving
process and becomes ready for the new binary file bleck being received. The transmission shall
alsp be considered finished when the last block 45 signalled by the SequenceNum from fthe
serjder. When a re-transmittable receiver identified by the DestID gets the last block after
sudcessful reception of all previous blocks, then it sends an ACK message to the sender to
indjcate successful transfer and so as to start, new binary file block transmission. The receiver
of mon-re-transmittable binary file transfer<and a receiver of re-transmittable binary file trangfer
notlidentified by DestID shall not send ACK message to the sender.

receives an ACK message with”the SequenceNum which is equal to the MaxSequenice;
othlerwise, a transmission has.ended unsuccessfully. When a transmission is ended, a senfder
starts a new transmission if necessary.

Th(;E re-transmittable sender assumes that the transmission is successfully finished only |f it

7.3/8.6 Gaps between ACK messages for re-transmittable binary file transfer

In general, a receiver shall, immediately after loss detection, transmit an ACK message to the
sernder if a binary file block has been lost by having a gap in sequence numbers. Since therg is
a time delay between the reception of the ACK message and re-transmission of lost data at [the
serder, a-feceiver waits for the sender's response. For this purpose, a receiver should waiwat

leapt 200 ms before it sends another ACK message for-thefellowing—datagrams another
idehticdl datagram 33. However, when a receiver receives all messages correctly, it shall s¢nd
an ACK message immediately to the sender.

NOTE ACK message is used both for positive and negative acknowledge. See 7.3.3.5 for the description of the
ACK message.

7.3.8.7 Maximum retransmissions for re-transmittable binary file transfer

The sender shall not retransmit the same datagram identified by sequence number of a binary
file more than three times (i.e. totally four transmissions) 52. After three retransmissions, the
sender shall ignore any additional retransmission requests for this datagram identified by
sequence number and continue transmitting the next datagram identified by sequence number.
The receiver shall not query the same datagram identified by sequence number of a binary file
more than three times.


Clarification of the use case

Clarify that 1 + 3 = 4
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The maximum number of re-transmission requests for a binary file shall be limited to 10 % of
the maximum sequence number for the binary file but shall be not lower than three times. If the
sender of a binary file receives more re-transmission queries than the maximum number, it shall
ignore all further retransmission queries and continue to transmit the binary file until the last
datagram identified by sequence number. In the case the receiver did not successfully receive
all datagrams identified by sequence numbers of binary file, the receiver shall not acknowledge
the last received datagram identified by sequence number with sequence number equal to
maximum sequence number. The receiver shall not query datagrams in the same binary file
more than the maximum number of retransmissions.

enever the canfrol

.riii' o—Crata—11e E STOT,—CO™T v O C
in gase the control message is lost. The re-transmission counter increases wh
megsage is transmitted.

7.3(8.8 Timer management for re-transmittable binary file transfer

The re-transmission timer is managed at the sender. A sender sets the resttansmission timer
when either a whole binary file block is transmitted and waits for an ACK méssage, or a control
mepsage (QUERY) message is transmitted. When the re-transmission timer expires, the senfder
(ret) transmits a QUERY message and sets the timer again unless theyre-transmission counter
regches three.

7.38.9 UDP port and IP addresses for non re-transmittable and re-transmittable
binary file transfer

MuJticast addresses and ports for the service type areqiven in Table 5. As a default, addresges
for|non re-transmittable and re-transmittable binaryfile transfer service shall be 239.192.0,.21
and 239.192.0.26 respectively. As a default,. the port for non re-transmittable and |re-
trapsmittable binary file transfer shall be 60021.'and 60026 respectively.

The receiver shall reply with ACK to thesender using the incoming datagram's AckDestRort
and multicast address corresponding ta‘this port number.

7.3(9 Error logging

Equipment shall maintain a_ count of the events of invalid binary file structures processed and
make the count available. As*a minimum, the following events shall be logged:

e |the number of binaryfile blocks where errors occur;

¢ |missing datagrams;

e |unrecognized header.

7.4 General IEC 61162-3 PGN message transmissions

(seq 812)

7.4.1 Message structure

The message structure for transporting IEC 61162-3 PGN messages into IEC 61162-450
networks is illustrated in Table 13.

Table 13 - Structure for PGN message

Header (see Table 9)

PGN message descriptor

IEC 61162-3 message fragment

IEC 61162-3 message fragment (zero or more)
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The maximum message size of the PGN is 1 785 bytes. The PGN message shall be transmitted
using one or two IEC 61162-450 datagrams. When there is a missing datagram, then the PGN
message will be ignored as an error since the re-transmission of the lost datagram is not
required.

7.4.2 Message format

The message format for transporting IEC 61162-3 PGN messages into IEC 61162-450 networks
is illustrated in Table 14. The PGN message descriptor length for PGN messages is 32 bytes.

Table T4 — PGN message descriptor
Field Name Size Description

Squrce NAME (SNAME) 8 bytes of characters Name of source. NAME shall \be complignt
with IEC 61162-3.

Sdurce Device Identifier 2 byte of numeric number Address of source devicewhich is

(SpID) 2 compliant with IEC_61162-3.

Dgstination NAME 8 bytes of characters Name of destination. NAME shall be

(DNAME) compliant with IEC 61162-3.

Dgstination Device 2 byte of numeric number Address pf destination device which is

Id¢ntifier (DDID) @ compliant with IEC 61162-3.

P@N number 4 byte of numeric number P@N.number of IEC 61162-3.

Pr{ority 1 byte of numeric number Priority of IEC 61162-3. Bit 0-2 are used
and Bit 3 to Bit 7 are reserved.

Rgserved (REVD) 7 bytes Reserved bytes.

2 | Two bytes are specified to allow for future expansion.

7.:[3 Address translation requirements
7.4.3.1 PGN group identification

A PGN group is defined as a legical group of devices that can share the information and
mepsage. Each PNGF shall pe-assigned a PGN group to communicate with devices in the
group. The device address-inya PGN group shall be unique in the network.

A BRNGF may be registered with more than one PGN group if some of devices are required to
copmunicate with devices in different PGN groups.

Mepns shall be provided to configure PGN groups at each PNGF.

7.13.2 Device identification

The¢ '‘PNGF shall represent all IEC 61162-3 equipment which are uniquely identified in fthe
network.

A virtual device in an IEC 61162-3 network is identified by the source address. Each virtual
device shall be identified by SFI of PNGF where it is connected, its PGN group number, its
IEC 61162-3 source address and NAME. When there is no address available, then the address
cannot be mapped until a new address is available. When a new address is not available, this
event shall be recorded as specified in 4.3.3.

7.4.3.3 Address resolution

When a PNGF receives a query (i.e. Address Claim Message) about the device address with
NAME and it has the information about the device, it shall respond with the address without
forwarding the message to the IEC 61162-3 network.
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7.4.4 Message processing

7.4.41 From IEC 61162-3 to IEC 61162-450

The PNGF shall have the capability of representing IEC 61162-3 devices as gateway device
address and PNGF's SFI except for device address 0 which is always mapped to the device

address 256. This is because the PNGF's device address of 0 represents PNGF itself on
IEC 61162-450.

The PNGF shall have the capability to represent it as at least an IEC 61162-3 device
obt ining its r‘nrrnqpnnding IEC 61162-3 source address from the IEC 61162-3 netwaork

the

by

When a PGN message is received from the IEC 61162-3, the PNGF extracts the information of

soyrce address, destination address, priority and PGN and it creates a message and fills up

the

corresponding fields. It also looks up the field of SFI and NAME of the destination address, and

filld it out. When the received PGN message is not valid, then it will be discardedy.and this eV
sh3ll be recorded as specified in 4.3.3.

7.14.2 From IEC 61162-450 to IEC 61162-3

Th¢ PNGF shall have the capability to map 251 IEC 61162-3 source addresses
IEG 61162-450 device address and vice versa. The value of 251 is based on IEC 6116
address where the PNGF consumes 1 for the PNGF itself leating 251 for mapping.

The address at IEC 61162-3 is source and destination device address. When a PNGF recei
a nmessage from an IEC 61162-450 network, it extracts\the SDID and DDID information and p
it im the IEC 61162-3 PGN message and transmitshinto the |IEC 61162-3 network. When

ent

to
P-3

ves
uts
the

received PGN message is not valid, then it will be discarded, and this event shall be recorded

as ppecified in 4.3.3.

7.4.4.3 Address conflicts

When there is a PNGF assigned address conflict in the address translation table of PNGF

for

mapping IEC 61162-3 network devices available as 450-nodes in the 450-network (i.e. when

the| same device address is assigned to more than one device), it shall be resolved. Whe
PNGF finds out that there are address conflicts, it re-assigns IEC 61162-3 device addr
mapping.

The¢ address re-assighment process shall be done within 1 min.
7.4.5 Additional management requirements

7.45.1 Field configurable capability

Th¢ PNGF may also have the field configurable capability to change this default address
that the’address is not claimed for a particular IEC 61162-3 device.

na
PSS

SO

7.4.5.2 Non-volatile memory

The PNGF shall maintain configuration data in non-volatile memory. This ensures that fi
configurable settings are maintained across power cycles.

7.5 System function ID resolution

(see 8.13)

eld
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1 General

At the construction of a 450-network of a ship, the assignment of SFI (system function ID) may
be clearly defined. However, as the equipment of the ship is amended, replaced, repaired and
serviced, the assignment of SFIs may not be as clear. This protocol assists in the detection of
SFI collisions.

NOTE The receiver functions are covered in IEC 61162-460.

7.5

.2 Transmitter functions

Thése functions apply to-all-450-Nedes nodes which implement SF. 53

For
at

each SF, including every instance identified by a combination of SFI and instance number
ansmitter in a 450-network shall, as a minimum after boot up, 1 min after boot up, 5

after boot up and after reconfiguration which changes any fields in an SRP sententce, send

adq

ress 239.192.0.56 port 60056 an SRP sentence to assist detection of collision of the

(see Annex F and Annex G). On receiving an SRP sentence with all fields¢being null fields

equ

ne

A
and

NOT
mor

7.6

(seé€

7.6}

Thi
tra

ipment shall respond with an SRP sentence with the fields populated.

Mu[l;tviple sending of SRP is needed as different devices can have faster boot up time than

ork monitoring performing the collision detection based on SRP sentences.

ode may periodically send an SRP sentence populated\Wwith at least its own MAC addr
IP address at a suitable period determined by the magufacturer.

[E The usage of the SRP sentence for SFI collision moniteping is specified in IEC 61162-460 — SFI colli
itoring. 54
Binary file transfer using TCP point-to-point
8.14)
1 Definition

s protocol provides a mechanism by which non IEC 61162-1 formatted data can
nsmitted from a sender to @,'Single receiver. The protocol emphasizes the reliability of

data transmission betweentwo linked systems by using the TCP protocol.

NO7

[E The TCP standardtis\RFC 793. The IP standard is RFC 894. The Ethernet standard is IEEE Std 802.3.

Table 15 describes_the terminology used.

53,
min
on
SFI
33,

the

1%

PSS

Eion

be
the



Clarify the applicable use case

Clarify the applicable use case

Clarification of the use case

Guidance for the case that IEC 61162-450 compliant equipment is also intended to be IEC 61162-460 compliant
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Table 15 — Description of terms

Term Description

BYTE The lowest level data element consisting of 8 ordered bits (sometimes called an octet). Bit
order is as determined by the computer implementation. Nete-that-The implementation shall
make any necessary conversion between network bit order and computer bit order.

Data packet A number of bytes that contains a header, an optional sequence of reserved bytes and the
actual message content. The header specifies the length of header itself, of reserved bytes
and data and will also contain information that allows a number of data packets to be re-
assembled into a presentation.

Data element One or more bytes that forms a stand-alone information carrier, i.e. a time stamp, an integer
or a character.
DWORD Double word. One unsigned 32-bit integer (in range 0 to 4294967295). The DWORD is

constructed from four consecutively transmitted BYTES, where the transmission order on thq
network is the most significant BYTE first followed by the next most significant BY. TEwuntil th
least significant BYTE.

1

File One group of bytes that forms a stand-alone data set.

M¢ssage data The data contents of a data package.

Rgserved A number of bytes in the data packet that may be ignored by the receiver’/ The reserved bytgs

bytes may be additional header information that only has meaning for newer*versions of the protodol
or they may also be used for manufacturer specific purposes.

WOPORD One unsigned 16-bit integer (in the range 0 to 65535). The WORD is constructed from two
consecutively transmitted BYTES, where the transmission arder on the network is the most
significant BYTE followed by the least significant BYTE.

STRINGIN] A sequence of exactly n BYTES, interpreted as a strifig’of characters. The transmission ordgr
on the network is the left-most character first. If theistring is shorter than », additional trailing
bytes shall be set to zero. All strings in the headef are encoded in ISO/IEC 18859-1 (ISO Latin
1).

7.6(2 Data field structure for transfer of files
7.6/.2.1 General

The files are transmitted over the network in packets. The data field is defined as a sequential

ang
shd

wn in Table 16. The header is'needed for synchronisation and data integrity validation.

unpadded stream of octets divided into two main groups — header and package data,| as

Table 16 — Binary file structure

Header (see 7.6.2.2)

Package data (see 7.6.2.3)

7.6}

2.2 Elements of the header structure

Th
iteiu

header format is defined in the Table 17. The first column specifies the name of the data
inside the header (starting from offset zero). The second column specifies the data type

and size. The third column describes the data item and its purpose.
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Table 17 — Header structure

Data item Type Description

token STRINGI6] It shall always contain the string "RrTcP" including a trailing NULL
character. Identifier as ASCII string with a length of 5 bytes. This
token defines the beginning of a new data block.

crcHeader WORD Cyclic redundancy check for the header according to CRC-16/CCITT-
FALSE. The CRC is calculated from and including headerversion to
and including any reserved bytes. The CRC is calculated from the
sequence of bytes after formatting into transmission byte order.

Thunp\r\p heRrertat-s= 16;[\12* S g

hefpderversion WORD Defines the header version. The headerversion with value 1 is
defined in this document. Extensions and/or modified versions will
update this value.

hepderlength DWORD Defines the binary file descriptor length in bytes. Thisis at least thg
length of the header including the reserved bytes. Future editions g
IEC 61162-450 may append additional fields to this file descriptor
without incrementing the header version as long\as these additiona
fields are compatible with the definition of thé.file descriptor in this
document. Receivers which are not aware~of'these additional fields
shall ignore them.

=

sr¢ID STRING[6] Define the source system identifier_innformat "ccxxxx" (see 4.4.2).

dafalength DWORD Defines the data content of thisrdata package in octets. This may b
the full (oversized) data in on€, package or a typical size for networ
transfer (1 280 octets). In thelatter case, maxnum, actnum and
streamlength will be used-te synchronize data packets into a
complete data transfer.

T

timeSec DWORD Seconds part of time stamp. Timestamp is constructed both of time|in
seconds and naneseconds at the grabbing instant. If required by the
application (e.g.Nimage transmission to the VDR), the timestamp shpll

be made at'‘the’source immediately at data recording.

If the application allows the timestamp to be optional and no
timestamp is available, the value 0 shall be used for timeSec and
timeNsec.

The time representation is the number of seconds since January 1°
1970, not including leap seconds (i.e. in astronomic/GMT
representation).

This information is only needed with the first packet of each file or
data stream. Time stamps in the following data packages belonging
to the same data transfer shall be discarded by the receiver.

It is only practicable to use this value if the synchronization betwee
the destination device (e.g. VDR) and the source device (e.g. Rada|
unit) is sufficiently precise (in the range of milliseconds). The difftinpe
data item may be used as an alternative method for synchronisation.
If difftime is non-zero, this field shall be ignored.

-]

timeNsec DWORD Nanosecond part of time stamp. See timeSec for details.

3

difftimel WORD Time difference in milliseconds between data recording instant (e.g|
grabbing instant) and transmission of the first packet of the file.

A timestamp wIth a resolution of at least in the millisecond range 1s
made immediately before the source generation (e.g. screenshot)
and the second timestamp is made immediately before the first
packet is transmitted. The difference is entered as "difftime" and the
packet is then sent.

The destination device (e.g. VDR) uses this difftime value together
with its system time to determine the timestamp for the transmitted
data. Time tolerances between destination device and source device
may be neglected, because the time reference of the destination
device is always the system time of the destination device.

maxnum DWORD Number of packets needed for transmission of the corresponding file
or data stream. The value can be 1 or more.

actnum DWORD This packet number (range from 1 to maxnum).

streamlength DWORD Defines the length of the (full) stream/presentation content in octets
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Data item Type Description

device BYTE Data source (device) as binary value, 1-= for equipment 1, 2-= for
equipment 2, etc. The value can be between 1 and 255.

channel BYTE Subdivision according to data source (device), values from 1 to 255,
default = 1.

deviceip DWORD IP of transmitting device; optionally used. The IP address is entered
in Network Byte Order Format (DWORD).

deviceport WORD That port the transmitting device has used. It may be used optionally.

typelength BYTE The length of the datatype field.

dagtatype STRING[46n] This string defines the datablock encoding by assigning a MIME
content type to the datablock for the server followed by a null
character. For example, image/png is used for PNG image files*and
application/zip is used for zip-files.
This document has the datatype specified as STRINGJn]./Previous
editions had STRING[16]. Transmitters shall have a,s€tlip parametg¢r
to use the length as "n” or "16” to maintain compatibitity with previolus
editions of IEC 61162-450. In the compatibilityzihs}ance, receivers
may receive padding at the end of datatype Sting. 59

Status of WORD The status for the data return. A zero iscteturned for normal

acpuisition operation. Non-zero value is used to indicate an error condition. A
descriptive text may be put in the status and information text field.

StatusLength WORD The length of the "Status and information text" field in bytes.

Status and STRING[n] Status information (e.g. suceessful operation or error codes). This

information text may be one or more strings.terminated by a binary null.

7.6}

2.3

Elements of the package data structure

Th¢ package data format is defined in Table 18> The first column specifies the name of the djata

iter]
iten]

The package data structure size is.set to zero if only status information is transmitted.

Table 18 — Package data structure

h. The second column specifies the data'type and size. The third column describes the data
h and its purpose.

Data item Type

Description

daablock

BYTE[datalength]

This item is the data either split into pieces or in one block. Size is
defined by datalength in the header.

Th

re is no.CRC for the data contents as this is partly handled by the TCP/IP layer or by other

meghanisms in the contents format. The header has a separate CRC as it is deemed mpre

critical for the correct operation of the system.

7.6

7.6

.3 Structure of the transfer stream

3.1

General

The complete binary file is split into a number of datablocks. Each header and datablock is
transmitted in increasing order, beginning with the first datablock and ending with the last
datablock. Synchronisation is achieved with data items actnum and maxnum.

7.6

3.2

Unknown data types

A receiver that does not understand an incoming data type shall ignore all incoming data without
closing the connection if the receiver is a server.


A change in specification. Note how to be downward compatible
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If the receiver is a client and does not understand incoming data, it shall immediately close the
connection.

7.6.3.3 Maximum outgoing rate

The data volume for each transmit client of binary file shall not exceed 2 MBytes/s.

NOTE This provision is included to guarantee spare network capacity for other transmissions in between the blocks
of a large binary file. When the binary file is transmitted as multicast, it will flood the network and can inhibit
transmissions of other data.

7.614 TCP port and IP addresses

The¢ IP address shall be freely selectable outside the addresses assigned for other purpdses in
thig document and the IP address is depending on the network configuration” of fhe
corresponding equipment manufacturer.

Thx)lP address of each file source and the file receiver has to be coordinated)and set manually
beforehand to be in the same IP address range.

Eqliipment unable to perform an address look-up service should be*configured to the samg IP
suly-net. A router may be used if the equipment is connected on different IP sub-nets.

The¢ default TCP port between sender and receiver for the\{ransfer shall be 7097. Sender and
receiver shall support configuration of the port number anpd.IP address.

7.6|5 Implementation guidance
7.6.5.1 General

In fhe examples in 7.6.5.2, 7.6.5.3 and 7.6(54, it is assumed that the TCP client is the sender
and the TCP server is the receiver. In general, both TCP server and TCP client may send or
receive data. 33

7.6.5.2 Receiver as server and sender as client

Thils setup is used for example for VDRs where the VDR as the file receiver has to be configuled
as |a passive listening device. The file sender is the active transmit client connecting and
trapsferring the data.

Depending on the‘application, the file receiver may be set up to accept multiple transmit clignts
on [the same jnput port. This is necessary if more than one transmit client is assumed to s¢nd
its files to thedreceiver server.

7.6.5.3 Connection management from sender client

ThetramsmmitclientshattestabtistracommectiomtotheTeceiver server immediatety aftersystem
initialisation. Once the connection is established, the transmit client is responsible for the
connection and streaming of data packet to the receiver server.

If the connection attempt fails or connection is lost, the transmit client shall try to establish the
connection again. The interval between attempts shall not exceed 30 s.

7.6.5.4 Connection management from receiver server

The receiver server shall make the listening port available for data transfers during initialisation.

The manufacturer shall specify the maximum number of transmit client connections for the
receiver server. The receiver server shall receive data individually from connected transmit
clients and detect any loss of connection from transmit clients.


Clarification of the use case
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The equipment test and performance standard may require alerts to be raised for loss of
connection.

The receiver server may in some cases only detect a failed connection by timeout since data
was received last time. The receiver server shall reinitialise the listening port and the receiver
software module after timeout for the transmit client.

7.6.

The receiver shaII ensure data |ntegr|ty at receptlon by verlflcat|on of the header mcludlng

alldg

8

8.1

Th
da
equ
equ

de

Simulation equipment is required to be capable of:

Thx test equipment shall ‘be configured to transmit UDP broadcast messages for the pq

5.5 Error handling

e client transmission of a file may occur at any time when the connection is open. ]
ssage header information is sufficient for the server to decode|the data stream and
ssemble the file and its associated header information data.

5.7 Device identification

clients shall be configured with a unique source SFI and'device identification (1 to 255
w the server to unambiguously identify the source of the received packets.

Methods of test and required results

Test set-up and equipment

grams over the Ethernet interface and the use of a network protocol analyser. The f{
ipment shall be capable of supporting the Ethernet interface appropriate for the EUT. T
ipment shall also be capable of generating invalid data.

ned in 6.2.2.

generation-of test UDP datagrams containing unique and numbered content, syntactic

IEC61162-1 and IEC 61162-2 channel capacity;

hall

ining

'he

to

following test methods require testequipment capable of transmitting and receiving UDP

est
'he

rts

ally

correcti\and incorrect sentences with datagram intensity that can be varied to excg¢ed

Ces

ifithe EUT implements support for PGN, generation of IEC 61162-3 PGN test senten

containing unique and numbered content, syntactically correct and Incorrect with variable

length and correct, incorrect and missing checksum;

generation of IEC 61162-1 test sentences containing unique and numbered content,
syntactically correct and incorrect with variable length and correct, incorrect and missing

checksum;
generation and reception of non re-transmittable and re-transmittable binary files.
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Basic requirements

8.2.1 Equipment to be connected to the network

(see

4.2.1)

Verify through inspection of test documentation that the EUT has been tested against the
relevant requirements contained in IEC 60945.

For

the purposes of IEC 60945, the following definitions apply.

8.2,

(seé€

Conpfirm by inspection of manufacturer provided information that the ' EUT does not provide
funictions of a repeater hub.

Performance check

A performance check is the successful transmission and reception of data.
Performance test

A performance test consists of evaluating performance under different test scenarios.

2 Network infrastructure equipment

4.2.2)

the

Confirm by inspection of documented evidence that the EUTvsupports IGMP protocol and that

the|

If the EUT is a switch,

Us
to J

8.2,

(seq

Co
typ

8.3

8.3,

version of IGMP support is documented.

confirm by inspection of documented evidence that it supports IGMP snooping, and

confirm by inspection of documented-.evidence that the IGMP snooping based multic
traffic filtering is supported per each_multicast address.

e a simulation arrangement to generate multicast datagrams with address range of 224.0,

3 Documentation
4.41,71.1)

nfirm by inspection of manufacture's documentation that all of the implemented datagr
s are specified-

Network function (NF)

1 Maximum data rate

P24.0.0.255 and confirm by observation that the EUT does not filter out those datagrams].

ast

0.1

40O

(se

o.0.2)

Confirm by inspection that the manufacturer has specified the maximum datagram input rates
as specified in 4.3.2, a) to c).

After activating all NF ports of the equipment under test with the specified maximum aggregate
datagram rate as specified in 4.3.2, check that the performance of the equipment is not
degraded in any way.

8.3

.2 Error logging function

(see 4.3.3)

Confirm that the manufacturer has provided means to inspect a log of detected errors.
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NOTE Tests for the errors to be logged are given in 8.5.2, 8.9.2, 8.10 and 8.11.4.

Confirm that, if external data logging capability is provided, the output of syslog messages
conforms to the manufacturer's documentation and the requirements of 4.3.3.2.

If reception of syslog message capability is provided, confirm by analytic evaluation that the
reception and logging of syslog messages conforms to the manufacturer's documentation and
the requirements of 4.3.3.2.

8.4 System function block (SF)

8.4|.1 General
(seq 4.4.1)

Fof SFs that implement IEC 61162-1 interfaces, verify compliance in accordange |with the fest
methods and required test results of IEC 61162-1.

Fon SFs that implement IEC 61162-2 interfaces, verify compliance in accerdance with the fest
mefhods and required test results of IEC 61162-2.

8.4(2 Assignment of unique system function ID (SFI)
(seq 4.4.2)

Check that means are provided to assign and configure the SFI, as described in 4.4.2.

Check that manufacturer's documentation include ifistructions how to select "cc" and "xxxx" part
of the SFI so that the SFI is unique at least withinthe IEC 61162-450 network.

8.4/3 Implementing configurable transmission groups

(seq4 4.4.2)

Check that means are provided to.assign and configure the transmission groups. Check that
dogumentation has been provided-describing the transmission groups supported by the device.

8.5/ Serial to network gateway function (SNGF)
8.5/1 General
(seq 4.5.1)

Check that itlis*possible to enter unique SFls for all sources distinguished by different talker
mngemonic (per each serial port of the device and that the mapping of SFI to sourges
distinguishied by different talker mnemonic per each serial port is correctly implemented| by
analysing the UDP datagrams.

Check that TAG block source identification “s” is correctly implemented to sources distinguished
by different talker mnemonic per each serial port by analysing the UDP datagrams.

Check that TAG block destination identification "d" is correctly implemented for routing from
450-network to serial ports.

Check that documentation is available describing any filtering used in the device.
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8.5.2 Serial line output buffer management
(see 4.5.2)

Verify the output routing by feeding the network under test with datagrams containing sentences
for all available serial outputs and check that sentences are routed to the output ports having
the set SFls.

Verify output buffer overflow handling by increasing the datagram data rate until possible
capacity of the serial lines are exceeded and check that

e |prioritized sentences are correctly replaced, maintaining the FIFO order and not affecting
sentence integrity, and

e |in case buffer overflow sentences are discarded, the FIFO order is maintained, not.affeciing
sentence integrity, and the buffer overflow events are logged as required.

Verify required functionality for prioritized messages by repeating the test with.the unit set|for
prigritized messages and check that behaviour is correct.

Vetify message buffer integrity by repeating the test also with grouped messages and check
that overflow handling maintains group integrity, meaning that whole groups are discarded,
redardless of the prioritized message setting.
8.5.3 Datagram output

(seq 4.5.3)

Vetify datagram conversion by feeding the input pérts’of the network under test with sentenges
and check that these are transmitted in UDP.datagrams with correct syntax, SFI, source
ideptification "s" and, if required, destination identification "d".

The test sentences should include TAG blocks and grouped messages.

Test configuration should include™single source per serial port and multiple sourges
disfinguished by different talker mnemonics per shared serial port.

8.5.4 Datagram-outpuft-Multi SF serial port

(seq 4.5.4)

Vetify datagram conversion by feeding the input ports of the network under test with sentenges
and check that'these are transmitted in UDP datagrams with correct syntax, SFI, source
ideptification’s™ and, if required, destination identification "d".

Test canfiguration should be configured for multiple sources distinguished by different talker
identifiers and manufacturer mnemonic codes (for proprietary sentences) per shared serial input

pore ot tH—ShottePbe—tconHgurea—torSstHagre—aestA Syoan

Check the test cases below:
1) received sentences with configured talker identifiers and manufacturer mnemonic codes will
transmit datagrams with the configured SFI;

2) received sentences without a configured talker identifier or manufacturer mnemonic code
will transmit datagrams for each configured SFI;

3) received datagrams with configured destination SFls will be transmitted on configured serial
port;

4) received datagrams with a valid destination that is an unknown SFI will not be transmitted
on any serial port;

5) received datagrams with no destination specified will be transmitted to all serial ports.
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In the test cases below, the SNGF-serial-port-default SFl is "SI0001" 56, the configured SFls of
serial ports 33 are TI0001 (for Talker Identifier "T1") and VD00O1 (for Talker Identifier "VD"). A
proprietary sentence "PMANMSG” is configured for SFI VDO0001. The typical received
sentences will then include rate-of-turn ("$TIROT") and speed ("$VDVBW").

Test case 1: An example of simple SFI conversion:
"$TIROT,123.45*67<CR><LF>$VDVBW,10.00,,A,,,V,,V,,V*hh<CR><LF>"

"SPMANMSG, proprietary contents*hh<CR><LF>"

will generate three datagrams, one for each SFI:

8.5,

(seé€

Ve
intq

SSTFF O T SS SHT S R T R O 2 S A R~
"\s:VD0001,n:111*hh\$VDVBW,10.00,,A,,,V,,V,,V*hh<CR><LF>"
"\s:VD0001,n:111*hh\>$PMANMSG, proprietary contents*hh<CR><LF>"
with the IEC 61162-450 Header("UdPbC'0™).

Test case 2: An example of un-configured talker identifier:
"$SDDPT,123.4,,400*hh<CR><LF>"

will generate one datagram for each configured SFI:
"\s:TI0001,n:222*hh\$SDDPT,123.4,,400*hh<CR><LF>"
"\s:VD0001,n:222*hh\$SDDPT,123.4,,400*hh<CR><LEF>"

with the IEC 61162-450 Header("UdPbC'0™).

Test case 3: An example of simple SFI conversion, noxTAG block support:
Datagram "\s:IN0001,d:TI0001,n:333*hh\$INTLQ, ROT*hh<CR><LF>"

will generate transmission of the sentence on ¢hé/serial port configured for the destinafion

SFI TIO001:
"$INTIQ, ROT*hh<CR><LEF>"

Test case 4: An example of a specified'destination but un-configured SFI conversion:
Datagram "\s:IN0001,d:GN0001,n%833*hh\SINGNQ, ZDA*hh<CR><LF>"

will not generate transmission oniany serial ports.
Test case 5: An example of no-specified destination:

Datagram "\s:IN0001,n*333*hh\S$SINGNQ, ZDA*hh<CR><LF>"
will generate transmission of the sentence on all serial ports.
"SINGNQ, ZDA*hh<CRI<LE>"

5 Handling malformed data received on serial line

4.5.5)

ify, dafagram conversion by feeding the SNGF input ports under test with valid senten
rleaved with malformed data according to 4.5.5.

Ces

Confirm that the valid sentences are correctly converted into datagrams.

Each test shall include test cases for all of the start characters. Check that the test cases below

will

generate a datagram transmission:

when data has been received before a start character;

when data has been received after a valid start character and the maximum sentence and

TAG block length has been exceeded;

when data has been received after a valid start character and end of line (<CR><LF>) has

not been received within 1 s;

when a reserved character has been received and not having been appropriately escaped,;


Clarification of the use case

There is no “default”, just the given value “SI0001”
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5) when random binary data is sent on serial line.

In the test cases below, the SNGF serial port is configured as SFI TI0001 and default S10001
is-the- SFlof the SNGF the SNGF SFl is SI0001, the configured SFI of serial port is TIO001 (for

Talker Identifier "TI1”). 87

e Test case 1: An example of data before start character:
Serial data "127,333*6B<CR><LEF>$TIROT,123.45*67<CR><LF>"

will generate two datagrams:

either

"\s:5I0001,n:444*hh\127,333*6B<CR><LEF>" (if SFI for malformed sentences\f$et
by configuration to be SI0001)

or "\s:TI0001,n:444*hh\127,333*hh<CR><LF>" (if SFI for malformed,sentent¢es
set to follow non-malformed sentences)

and 58
"\s:TI0001,n:445*hh\STIROT, 123.45*hh<CR><LF>"

and with the IEC 61162-450 Header ("UdPbC'0™).

o [Test case 2: An example of too long line:

Serial data "S$TIALR,123456,906,A,V,Sensor fault witth a too long descriptlon
to violate serial data maximum line length limitation*hh<CR><LE>"

will generate one datagram, i.e. no change to content;

either

"\s:TI0001,n:446*hh\$STIALR,123456,906,A,4,Sensor fault with a too 1¢ng
description to violate serial data maximum line length limitation*hh<CR><LF>"
(if SFI for malformed sentences set baged on talker mnemonic or set to follow
non-malformed sentences)

or

"\s:U20001,n:446*hh\$STIALR,1234%6,906,A,V,Sensor fault with a too 1l¢ng
description to violate seriall@ata maximum line length limitation*hh<CR><LF>"

(if SFI for malformed senténces set by configuration to be U20001) 58
and with the IEC 61162-450 Header ("UdPbC'0").

e |Test case 3: An example of timeout:

Serial data "STIALR,123456,906,A,V,"

<1.1 s delay>

Serial data ("Sensor fault*hh<CR><LE>"

will generate‘two datagrams:

either

"\sfTT0001,n:447*nn\STIALR,123456,906,A,V," (if SFI for malformed senteng¢es
S€t based on talker mnemonic or set to follow non-malformed sentences)

or

"\s:S5I0001,n:447*nn\$TIALR,123456,906,A,V," (if SFI set by configuration to
be S10001) 58

and either

"\s:5I0001,n:448*nn\Sensor fault*hh<CR><LF>" (if SFI for malformed sentences
set by configuration to be SI0001)

or

"\s:TI0001,n:448*nn\Sensor fault*hh<CR><LF>" (if SFI for malformed sentences
set to follow non-malformed sentences) 58

and with the IEC 61162-450 Header ("UdPbC'0").


There are no “defaults”, just used values “SI0001” and “TI0001”

Example improved for alternative ways to handle this case

Example improved for alternative ways to handle this case

Example improved for alternative ways to handle this case

Example improved for alternative ways to handle this case
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Test case 4: An example of incorrect escape:
"$STITXT,01,01,01,Incorrect * escape*hh<CR><LE>"
will generate a datagram (i.e. no change to content):
either

"\s:TI0001,n:449*nn\$STITXT,01,01,01,Incorrect * escape*hh<CR><LF>" (if SFI
for malformed sentences set based on talker mnemonic or set to follow non-

malformed sentences)

or

" < SI0001 n-440%nn STIT T 0l 0l 0l Incorrecit * og :pa*hh CR > (i f SFT
for malformed sentences set by configuration to be SI0001) 58

and with the IEC 61162-450 Header ("UdPbC'0™).

Test case 5: An example of random serial data including start characters "$" thatwill initiate

a new-buffer datagram:

Thi i | :

"\ 5+ SFB-0-0 a4 50 e Sk Efda k£ 088738 F 34 HeFasd

"kfajds..3efbnajfu93hn$lkfdajkf9o8873tq87784 ((/kfajd.

The above random data will generate two datagrams:

either

"\s:8I0001,n:449*nn\kfajds...3efbnajfu93hn" (#AF SFI for malformed senten¢es
set by configuration to be SI0001)

or

"\s:TI0001,n:449*nn\kfajds...3efbnajfy83hn" (if SFI for malformed senten¢es
set to follow non-malformed sent&ies)

followed by either

"\s:SI0001,n:450*nn\$1kfdajkf98873tg87784 ((/kfajd.." (if SFI for malformhed
sentences set by configutda®ion to be SI0001)

or

"\s:TI0001,n:450*nn\S$1kEdajkfo98873tg87784 ((/kfajd.." (if SFI for malforhed
sentences set to_fe¥low non-malformed sentences)

or

"\s:1k0001,n:459ann\$1kfdajkfo98873tg87784 ((/kfajd.." 1if SFI for malforhed
sentences,sef based on talker mnemonic)

and with thel\EC 61162-450 Header ("UdPbC'0™).

In the test cases below for Multi SF serial port, the SNGF SFl is SI0001, the configured SFl$ of
the| serigtport are TIO001 (for Talker Identifier "TI1”) and VD00O1 (for Talker Identifier "VD") |59
Test case 6: An example of data before start character:

Serial data
$VDVBW, 10.00,,47,,,V,,V,,V*hh<CR><LF>127,333*6B<CR><LEF>$STIROT,123.45*67<CR><LF>

will generate three datagrams:
"\s:VD0001,n:443*hh\$VDVBW,10.00,,A7,,,V,,V,,V*hh<CR><LF>"

and either

"\s:VD0001,n:444*hh\127,333*hh<CR><LF>" (if SFI for malformed sentences set
to follow non-malformed sentences, and there were no preceding STN

sentence)

or

"\s:U20001,n:444*hh\127,333*hh<CR><LEF>" (if SFI for malformed sentences set

by configuration to be U20001)



Example improved for alternative ways to handle this case

Improved example
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and
"\s:TI0001,n:445*hh\STIROT,123.45*hh<CR><LEF>"

and with the IEC 61162-450 Header ("UdPbC'0"). 60

Other network function (ONF)

(see 4.7)

Verify by inspection of the manufacturer's documentation that information for the use of ONF is
provided as described in 4.7.

Velify—using—the—test—equipment—described—in—8-4 by inspection of the manufagturer's
dogumentation that the ONF does not use any of the multicast IP addresses reserved-in5.4.
NOTE Thetestequipment-to-confirm-the source-and-destination-of general ONF traffic-could-be-a-netwopk-analyser:| 61
8.7 Low level network

8.711 Electrical and mechanical requirements

(seq 5.1)

Verify by observation that one of the connectors specified~in~Table 3 is available on fthe
equipment.

Verify by inspection of manufacturer documentation that one or more of these interfaces meets
thel requirements of Table 3.

Vetify by inspection of manufacturer documentation that the laser safety requirements |for
clags 1 devices are met.

8.7.2 Network protocol

(seq 5.2)

Confirm by inspection of documiented evidence that the relevant IEEE 802.3 data link protgcol

is 4

Ve

sed.

ify using the network protocol analyser that IP (version 4) protocol is used and that-ng

oplionis—used the EUT does not send packets with IP options set; except for IGMP packd

wh

Co
usi

bre |P options are used for the correct functioning of IGMP protocol. 33

nfirm by, generating an example of each relevant (see 5.2) packet and analysing this pad
hg-pirgprogram packet capture software to confirm that-each-device the EUT supports

nefwork protocols specified. 62

a4

ts,

ket
the

8.

.3 IP address assignment for equipment

(see 5.3)

Confirm by observation that means are provided to configure an IP address for the device.

Confirm that an IP address for the device is configured within the ranges reserved for private
networks as described in ISOC RFC 1918.

Confirm that any excluded IP ranges reserved for internal sub-nets (internal to the equipment)

are

documented and those are not in the range given by 5.3.


Added new example

Requirement change: Verification by documentation instead of test using physical equipment

Clarification of the use case

Requirement change
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Using the test equipment described in 8.1 and documentation provided by the manufacturer,
verify by transmitting and receiving data that the equipment does not change its IP address and
IP port settings after an OFF/ON power cycle.

8.7.4 Multicast address range

(see 5.4)

Verify, using the network protocol analyser, that each datagram is transmitted and received with
the multicast address 239.192.0.1 to 239.192.0.64.

8.8 Transport layer
(seg Clause 6)

Verify that UDP-messages datagrams are transmitted and received at each of the appropriate
pont numbers as defined in Table 4 and Table 5.

Vetify that UDP datagrams are discarded if the received UDP checksum is:invalid.
Vetify that each transmitted UDP datagram contains no more than, 1472 bytes.

8.9 Application layer
8.91 Application
(seq4 7.2.1)

Using the test equipment described in 8.1 and «documentation provided by the manufacturer,
verjfy by transmitting and receiving data that @ach SF and SNGF port of the equipment ungder
tesf can send and receive IEC 61162-1 senténces and allows several sentences to be merged
intg one datagram if applicable.
8.9/2 Datagram header

(seq 7.1)

Check that all UDP multicast\datagrams are headed by
e |"udpbc" for transmission of IEC 61162-1 formatted sentences,
e |"RaUAP" for transmission of binary files,

e |"RrUdP" forfransmission of re-transmittable binary files, and

e |"NkPgN{" for transmission of IEC 61162-3 PGN messages,

follpbwed_by a null character (all bits set to zero) as the first six bytes of the datagram.

Check that all TCP/IP datagrams are headed by "RrTcP" for transmission of binary files as
described in 7.6 followed by a null character (all bits set to zero) as the first six bytes of the
datagram.

Check that incoming datagrams with an unknown header are discarded without processing the
content beyond the header.

Verify that, as part of error logging, the count of received datagrams without valid datagram
header (see 7.1) is increased if datagram header is unrecognized or invalid.
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8.9.3 Types of messages
(see 7.2.2)

Using the test equipment described in 8.1, and documentation provided by the manufacturer,
verify by transmitting and receiving data that each SF and SNGF port of the equipment under
test can send and receive each of the message types specified by the manufacturer; one or
more of SBM, MSM and CRP. For CRP messages, verify that the requirements of Clause C.4
are met by inspection of recorded datagrams and, in the case of timeout handling, the
equipment's error log data.

8.9/4 TAG block parameters

(sed 7.2.3)

8.9.4.1 Test of the transmitter

Verify using a receiving protocol analyser that

o |if provided, 63 all members of group have same group code value,
e |[if provided, 63 next group code value after 99 is 1,

o |the EUT transmits the source identifier (two separate test cases'— default and configurefd),
o [if provided, the EUT transmits valid source cluster identification, 64

o |if-used provided, the EUT transmits valid destination code,

e |if provided, the EUT transmits valid destination cluyster identification, 64

e |if provided, 63 line count value increments for €ach line and resets after 999 to 1,

o |if provided, the heartbeat sentence (HBT) is transmitted at least once every 60 s, and
e |the EUT only feeds sentences preceded by a valid TAG block (for example
"\s:110001,n:23*31\$LCGLL,5420.123,N,01030.987,E,,A,A*58<CR><LF>") into the netwark.
8.904.2 Test of the receiver

Vetify, using a transmitting protocol analyser, that

e |lines without a TAG blockare not used as defined in 7.2.3.1,

e |adding a TAG black. containing syntactically correct parameter codes (for example
Nz ¥23684-56\"A\D1Y23G81*4E\" 65) not defined in this document is transparent to normal
operation,

e |only complefe.-sentence groups are used, and

e [TAG blgtk-lines with the EUT as destination are processed. Destination is a combination of

parametér codes destination code "d" and, if available, destination cluster identification [x

NOJTE 1 Not available destination cluster identification can mean navigation cluster as destination. 66

NOTE 2 Processing can also mean that data is dropped.
8.9.4.3 Test for bidirectional communication

If the network under test supports CRP, then, using a bidirectional protocol analyzer, verify that
source and destination are correct in the CRP communication.

8.9.4.4 Configuration

Verify by inspection of documentation that it is not possible to dynamically configure any
identities after installation.


Added as the use case is optional

Added as the use case is optional

Added as the use case is optional

Added test of a new option

Added test of a new option

Fix

Clarify use case of destination
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8.9.5 General authentication
(see 7.2.3.8)

These tests apply to a EUT that includes transmission of authentication.

Confirm by inspection of manufacturer's documentation which signature methods the EUT

provides.

Confirm by analytic evaluation that the EUT transmits sentence or message with correct

au hentication-co0de-as-gess I -‘:5:- ne S a 3 stanature-method aYaYa'

tha, if the EUT is set to require authentication, the EUT discards all sentences or messages.

Us¢ simulation arrangement to create same validveXamples of sentences or messages as

ted

jes
uT

or

in

prelvious test, but with intentionally incorrect value in the authentication parameter code, and

cornffirm by observation that, if the EUT is set\o require authentication, the EUT discards
sentences or messages. Repeat the test forall signature methods supported by EUT.

8.10 Error logging
(segq 7.2.5)

By ffeeding test sentences with variable contents into the network, verify that the network un
tes} processes only sentences preceded by a valid TAG block as defined in 7.2.3.1 and ve
thalt

¢ |lines with TAG-checksum errors increase the corresponding error log count as defined i

4.3.3,

¢ [lines with(TAG syntax errors increase the corresponding error log count as defined in 4.3.

and

o [line§ with TAG framing errors (i.e. missing "\" character at start, stop and between adjac
TAG blocks) increase the corresponding error log count as defined in 4.3.3.

all

der
rify

ent

Check handling of incorrect messages by feeding the network under test with sentences having

e incorrect syntax,
e incorrect checksum, and

e incorrect message length.

Verify that these sentences are discarded and that the network's error logs are updated.
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8.11 Binary file transfer using UDP multicast — Single transmitter, multiple receiver
(see 7.3)
8.11.1 Sender process test

8.1

1.1.1  Non re-transmittable binary file transfer

Using a test set-up with non re-transmittable binary files, verify that

8.1
Us

header token is set correctly,

header version is set according the Table 9,

SrclD is set according to Table 9,

DestlID is correctly set according to Table 9,

unique BlockID is correctly set,

BlockID, SequenceNum and MaxSequence are correctly set,
device is correctly set,

channel is correctly set,

the IP address and port numbers are assigned by one of the addresses for nonire-
transmittable binary file transfer,

the SequenceNum of first datagram is set to 1, and

there is no response when a receiver sends any ACK-messages.
1.1.2 Re-transmittable binary file transfer
ng a test set-up with re-transmittable binary files, verify that

header token is set correctly,

header version is according to Table>9,

SrcID and DestID are correctly.set by "ccxxxx”,

unique BlocklID is correctly.set;,

BlocklID, SequenceNunrahd MaxSequence are correctly set,
device is correctly set,

channel is correcCtly set,

the IP address;”’port number and AckDestPort are assigned by one of the addresses|for
binary file-transfer,

the maximal re-transmission count is calculated correctly according 7.3.8.7,

the \SequenceNum of the first datagram is set to 1,

ACK messages are received from multicast group. Qpnr‘ifind from Arknnefpnr’r,

ACK messages are only processed if the DestlD of ACK message is equal to own SFI and
if the SourcelD of ACK message is equal to actual DestID, otherwise the ACK message is
ignored,

the binary transfer is finished and marked as successful after an ACK message is received,
whose SequenceNum is equal to the MaxSequence, after all data is transmitted,

a QUERY message is sent when there is no ACK message received, after all data are
transmitted,

not more than-three four QUERY messages at all are sent when there is no ACK message
received after a QUERY message is transmitted,

binary file data from SequenceNum one higher as SequenceNum of ACK is re-transmitted
when an ACK message whose SequenceNum is less than the MaxSequence is received,
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8.1
8.1

Us

8.1

Us

the same SequenceNum is retransmitted not more than three times, otherwise the re-
transmittable sender continues with normal transfer and ignores ACK message,

the number of all re-transmissions is not more than the maximal re-transmission count,
otherwise the re-transmittable sender continues with normal transfer and ignores ACK
messages,

the binary transfer is finished and marked as not successful after all data is transmitted, if
three QUERY messages are sent and no ACK message whose SequenceNum is equal to
the MaxSequence is received, and

log messages are correct.

1.2 Receiver process test
1.2.1 Non re-transmittable binary file transfer
ng a test set-up with non re-transmittable binary files, verify that

messages are received correctly on given IP and port address,
message is only processed if the header token is equal to "RaUdP*or "RrUdP",
message is only processed with valid header and valid binary-irtage file descriptor,

each separate binary file transfer is identified by the combination of SrcID, BlockID, DeVice
and Channel,

a new receiving process starts when a message with*new BlockID is received for [the
combination of SrcID, Device and Channel,

the received messages are the same as that of.the transmitted data when there is no logs,
any log information is provided if there is anyJloss, and

log messages are correct.
1.2.2 Re-transmittable binary file\transfer
ng a test set-up with re-transmittable binary files, verify that

messages are received correctly on given IP and port address,

message is only processed if the header token is equal to "RrUdP",

message is only processed with valid header and valid binary-image file descriptor,
message is only(processed if DestID is equal to own SFl,

each separate ‘binary file transfer is identified by the combination of SrcID, BlockID, De\ice
and Channel;

the maximal re-transmission count is calculated correctly according 7.3.8.7,

ACK messages are generated with the correct token = RrUdP, SrcIlD = own SFI, DestID =

SrclD of received message, BlockID and without binary-image file descriptor and withjout

ddla DIOCK,

ACK messages are transmitted to the multicast group corresponding to the AckDestPort of
the actual received binary file block,

the receive process is marked as successful and an ACK message is transmitted when the
received SequenceNum is equal to the MaxSequence with the same instance identifier and
if all sequences of the actual binary file block are received,

an ACK message for a successful received binary file block is not more than three times
repeated if query messages are received,

if no complete binary file block is received, the transfer is marked as not successful and no
ACK message after the last received sequence with SequenceNum equal to MaxSequence
is transmitted, either directly after received last sequence or after received query messages,
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an ACK message is transmitted with the last received SequenceNum before a gap when the
re-transmittable receiver detects that there is a gap in the SequenceNum between two

consecutive messages,

an ACK message for the same requested SequenceNum is not more than three times

repeated for the same binary file block,

the number of all ACK messages for retransmission request is not more than the maximal

re-transmission count for the same binary file block,

a new receiving process starts when a message with new BlockID is received for the

combination of SrcID, Device and Channel,

8.1
Us

8.1
Us

8.1

Co
the

8.1
(sed
8.1
Ch

the received messages are the same as that of the transmitted data,

the re-transmittable receiver does not send any ACK message when a re-trapsmittable

sender sends a binary file block with different DestID, and

log messages are correct.
1.3 Binary file descriptor test
ng a test set-up with binary files, verify that

the AckDestPort field is correctly set,
the Length field, the TypeLength field and the StatusLength field are correctly set,
binary file length in the descriptor is the same as the size\of the received data, and

the received data format is the same as that of the-data type in the descriptor.
1.4 Binary file transfer error logging
ng a test set-up with binary files, verify thatithe following events can be logged:

number of binary file blocks where errers occur;
missing datagrams;

unrecognized headers (see 8.9.2).
1.5 Maximum outgoing rate

nfirm by inspection of decumented evidence that the EUT has an effective method to |
outgoing rate to betwithin the given limit of 2 Mbytes/s (see 7.3.8.4). 67

2 PGN to network gateway function (PNGF)
7.4)
2.1 _‘General

bek.that it is possible to enter unique SFlis for all sources distinguished by different devi

mit

Ces

an

that the mapping of SFI to sources distinguished by different device identifier 1s correctly
implemented by analysing the UDP datagrams.

Check that documentation is available describing any filtering used in the device.

8.1

2.2 Output buffer management

Verify the output routing by feeding the network under test with datagrams containing PGNs for
all IEC 61162-3 networks and check that PGNs are routed to the network having the set device

ide

ntifier.

Check that documentation is available describing the maximum buffer capacity.


Value added into the test for more easy reading
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Check that the means are provided to configure the maximum buffer capacity.

Check that the overflow is logged as required.

8.1

2.3 Datagram output

Verify datagram conversion by feeding the input ports of the network under test with PGNs and
check if these are transmitted in UDP datagrams as described in 7.4.1.

Verify a single IEC 61162-3 PGN message transmission per each feeding |IEC 61162-450

mepsage.

8.12.4 PGN group

Vetify PGN group filtering by transmitting four PGN groups and check that theldevice ¢
receives the PGN group messages to which it belongs.

8.1

Co
tra
add

8.1
(seq

Co
wh
rec

2.5 Address conflicts

nfirm by observation that the EUT assigns new IEC 61162-3 'addresses at the addr
hslation table within 1 min when IEC 61162-3 addresses @t the EUT conflict with
resses in IEC 61162-3 Network.

3 System function ID resolution
7.5)

nfirm by observation that the EUT sends SRP-sentences to address 239.192.0.56 port 60
en boot up, 1 min after boot up, 5 min aftertboot up and after reconfiguration, including bj
onfiguration of setup parameters and_¢econfiguration based on a change caused

redundancy arrangements.

NO]
to th

Co
fiel

8.1
(sed
8.1
8.1

[E The boundaries of test for redundancy\afrangements are the connections from each of its physical interf3
eir immediate switches only. 68

hfirm by observation that.when the EUT receives an SRP sentence with all fields being
s the EUT responds wjthvan SRP sentence with the fields populated. 69

4 Binary file transfer using TCP point-to-point
7.6)
4.1 Test.of transmit client

4.1.4-<"Description

nly

bSS
the

56
oth

by

ces

hull

The ‘test set-up is a controllable receiver server and the equipment under test. The follow

ing

tests shall be performed and passed.

8.1

4.1.2 Connection establishment test

Remove receiver server from the network and power up the transmit client. Confirm by
observation that the transmit client performs reconnection attempts as specified.

Connect receiver server and confirm by observation that connection is established.


Added guidance for testing

Test of clarified requirement
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8.14.1.3 Lost connection test

Power down or physically remove receiver server from the network and confirm by observation
that the transmit client detects connection failure. This will normally require the transmission of
some data from the transmit client.

Reconnect receiver server and confirm by observation that the transmit client reconnects the
receiver server. Confirm by observation that the transmit client sends data as specified. Confirm
by observation that the headers are according to the data format specification. Confirm by
observation that time stamp is increased.

Brgak connection in the middle of a transfer. Confirm by observation that the transmit clilent
continues to operate and tries to reconnect.

8.14.2 Test of receiver server
8.14.2.1 Test set-up

The test set-up is a controllable transmit client and the equipment undertest. The transmit cI:Ient
shall be able to generate the following, and tests shall be made~that check the correct
funictioning of the receiver server in these cases.

8.14.2.2 Connection establishment test

Remove transmit client(s) from the network and power up receiver server. Confirm|by
obgervation that receiver server starts up as specified:

Cohnect transmit client(s) and confirm by observation that receiver server enters normal
operation.

8.14.2.3 Lost connection test

Brgak connection in the middle of a\transfer. Confirm by observation that the receiver server
continues to operate.

8.14.2.4 Message transfer test

Trgnsfer at least one file with a content type which is supported by the receiver server, streamed
as p sequence of at Jeast 5 datablocks. Confirm by observation that the receiver server correg¢tly
processes the file;

8.14.2.5 Mdultiple transmit client test

If the receiver server supports simultaneous connections from multiple transmit clients,
estpblish’ the maximum number of connections according to the manufacturer. Send f|les
sinultaneously over all connections. Confirm by observation that the receiver server corregtly
processes all received files.

8.14.2.6 Erroneous input test

Send a file with datalength in the header set to a value which is smaller than the actual size of
transmitted data. Confirm by observation that the receiver server detects the error and indicates
it according to the individual equipment standard.

Send a file with an invalid crcHeader value in the header. Confirm by observation that the
receiver server detects the error and indicates it according to the individual equipment standard.
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Send a file which is streamed as at least 5 packets. Discard the 3 packet. Confirm by
observation that the receiver server detects the error and indicates it according to the individual
equipment standard.

8.14.2.7 Undefined header test

Send a file with the header version set to a value higher than defined in this document. Confirm
by observation that the receiver server ignores the unknown part of the header based on the
implemented header version and that the receiver server processes the file.

8.14.3  Maximum outgoing rate

Confirm by inspection of documented evidence that the EUT has an effective methpdiio limit
thel outgoing rate to be within the given limit.

8.14.4 TCP port and IP addresses

Copfirm by inspection of manufacturer's installation documentation that'the default porg is
spgcified as 7097 and that there are instructions to set both sender and'receiver in the same
IP address range.
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Annex A
(normative)

Classification of IEC 61162-1 talker identifier
mnemonics and sentences

A.1 General

Ta
bel

ble A.2 gives default classification of each of the IEC 61162-1 sentence formatters
pnging to one of the following three types of message:

sensor broadcast message (SBM), see 3.22;

multi-sentence message (MSM), see 3.14;

command-response pair (CRP), see 3.4.

If provided by the equipment, the default transmission group and(elassification can be chan

by
or

A.

Ta
ide

ny in Table 5.

Talker identifier mnemonic to transmission group mapping

ntifier mnemonic, to the default transmission group the SF shall use for transmit

sentences. For the two character codes listed’in Table A.1, the transmission group is identi

in
tra

traf oUp

Fol

as
tra

Pra

tra

column three. For two character codes not in this table, the SF shall use the M
hsmission group ieati

y
a nemi ion-aroun-b ad-on hla_A
O a on-group ba ad o anb =

default or, if in additien\eoptional configuration of transmission groups is provided,
hsmission group in Table’4 and Table 5.

hsmission group-by the manufacturer.

Table A.1 — Classification of IEC 61162-1 talker identifier mnemonics

as default.—For-alericommunication—purposes—an—-alertsource—may—yse

024

for

as

ed

the parameter setup system of the equipment to USR1 to (USR8, RCOM, PROP in Table 4

le A.1 maps the two first characters of the SFI, which is normally the IEC 61162-1 talker

ing
ied
SC

alert communication purposes, an alert source shall use transmission group BAM1 or BAM2

hny

prietary sentences that do not use a talker identifier mnemonic can be given a default

Type of equipment ) Tallfe.r Transmissioh
identifier group
Heading/track controller (autopilot) general AG NAVD
magnetic AP NAVD
Automatic identification system Al TGTD
Bilge system Bl MISC
Bridge navigational watch alarm system BN VDRD
CAM of BAM CA CAM1 or CAM2
Communications: digital selective calling (DSC) CD RCOM
data receiver CR RCOM
satellite CS RCOM
radio-telephone (MF/HF) CT RCOM
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Type of equipment . Tallfe.r Transmission
identifier group
radio-telephone (VHF) CcVv RCOM
scanning receiver CX RCOM
Direction finder DF NAVD
Duplex repeater station DU MISC
Electronic chart system (ECS) EC NAVD
Electronic chart display and information system (ECDIS) El NAVD
Enfergency position indicating radio beacon (EPIRB) EP RCOM
Enfine room monitoring system ER MISC
Fire door controller/monitoring system FD VDRD
Firg extinguisher system FE V.DRD
Firg detection system FR VDRD
Firg sprinkler system FS VDRD
Galileo positioning system GA NAVD
Glgbal positioning system (GPS) GP NAVD
GLIONASS positioning system GL NAVD
Glgbal navigation satellite system (GNSS) GN NAVD
Hepding sensors: compass, magnetic HC NAVD
gyro, north seeking HE SATD
fluxgate HF NAVD
gyro, non-north seeking HN SATD
Hul|l door controller/monitoring system HD VDRD
Hull stress monitoring HS VDRD
Integrated instrumentation I MISC
Integrated navigation IN NAVD
LORAN: LORAN-C LC NAVD
Nefwork device ND NETA
Nayigation light controller NL MISC
Rapar and/or radar plotting RA TGTD
Prgpulsion machinery including remote control RC MISC
Sopnder, depth SD NAVD
Stgering gear/steering engine SG MISC
Elgctronie positioning system, other/general SN NAVD
Sopnder; scanning SS MISC
Turn rate indicator Tl SATD
Microprocessor controller UP MISC
(0<=#<=9) User configured talker identifier U# MISC
Velocity sensors: Doppler, other/general VD NAVD
speed log, water, magnetic VM NAVD
speed log, water, mechanical VW NAVD
Voyage data recorder VR MISC
Watertight door controller/monitoring system WD VDRD
Water level detection system WL VDRD
Transducer YX MISC
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Tvoe of equipment Talker Transmission
yp quip identifier group
Timekeeper, time/date: atomic clock ZA TIME
chronometer ZC TIME
quartz ZQ TIME
radio update yAY TIME
Weather instrument Wi NAVD
Serial to Network Gateway Function?® Si MISC
a - 70
A.3 List of all sentence formatters and the sentence type
Talble A.2 classifies the existing IEC 61162-1 formatters. The rightmost column lists related
sentence formatters for MSM and CRP sentences.
Table A.2 - Classification of IEC 61162-1 sentences
Description SBM MSM CRP Related sentence
formatters
Q Query sentence X Any reply message
AAM Waypoint arrival alarm X
AIS addressed and binary broadcast ABK, ABM, AIR,
ABK X
acknowledgement BBM
; ABM
ABM AIS Addressed binary and safety related X X
message Sometimes single
ACA, ACS
ACA AIS channel assignment message X
Sometimes single
ACK Acknowledge alarm X ALR-ACK
ACN Alert command X X AGL 71, ALC, ALF
ARC
ACS AIS Channel management information source X ACA, ACS
AGL 71 | Alert group.list X ALC, ALF
AIR AIS Interrogation request X ABK
AKD Acknowledge detail alarm condition X ALA-AKD
ALA Report detailed alarm condition X ALA-AKD
ALC Cyclic alert list CANACN
ALE Alart santence. X CANACNH
ALR Set alarm state X X ALR-ACK
APB Heading/track controller (autopilot) X
sentence B
ARC Alert command refused X X GANACN
AUC Automated procedure control X
AUQ Automated procedure query X
AUS Automated procedure-status X
BBM
BBM AIS Broadcast binary message X X
Sometimes single



This talker has been included into the 6th edition of IEC 61162-1
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Description SBM MSM CRP Related sentence
formatters
BEC rBeiigrr:?nan distance to waypoint — dead X
BOD Bearing origin to destination X
BWC cI?::c:jllreing and distance to waypoint — great X
BWR Bearing and distance to waypoint — rhumb line
BWW | Bearing waypoint to waypoint
¢BR 72 StaHeFFMessag&Gemmand x x M
CUR Water current layer — multi-layer water current X
data
¢y 72 | Cyclic-procedure list X
DBT Depth below transducer
DDC Display Dimming Control
DOR Door status detection X DOR
DPT Depth X
DSC Digital selective calling information X
DSE Expanded digital selective calling X
DTM Datum reference X
EClL 72 | Enhanced-selective-calling-information X
dem 74 \E:;T:wnd or report long equipment property X
EPV Command or report equipment propertyvalue
ETL Engine telegraph operation status
EVE General event message
FIR Fire detection X FIR
FSI Frequency set information X
ESS 72 | Freguency-selostion-set X
GBS GNSS satellite fault detection X
GDC 71 | GNSS\differential correction X
GEN Generic binary information X
GFA GNSS fix accuracy and integrity X
GGA Global positioning system (GPS) fix data X
GLLC Geographic position — lattude/iongiiude X
GNS GNSS fix data X
GRS GNSS range residuals X
GSA GNSS DOP and active satellites X
GSN 71 | GNSS SBAS navigation message X
GST GNSS pseudorange noise statistics X
GSV GNSS satellites in view X
HBT Heartbeat supervision sentence X
HCR Heading correction report X
HDG Heading, deviation and variation X



Added new sentence

Added new sentence

Added new sentence

Removed as not applicable

Removed as not applicable

Removed as not applicable

Removed as not applicable
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Description SBM MSM CRP Related sentence
formatters

HDT Heading true X

HMR Heading monitor receive X HMS

HMS Heading monitor set X HMR

HRM Heel angle, roll pgriod and roll amplitude X

measurement device

HSC Heading steering command

HSS Hull stress surveillance systems

HTC Heading/track control command X HTD

HTD Heading /track control data X HTC

LR1 AIS long-range reply sentence 1 X X LRF, LRI

LR2 AIS long-range reply sentence 2 X X LRF\LRI

LR3 AIS long-range reply sentence 3 X X LRF, LRI

LRF AIS long-range function X X LR1, LR2, LR3, LRF

LRI AIS long-range interrogation X X LR1, LR2, LR3, LRF
MEB 72 | Message-inputforbroadcastcommand X X gjjehmee—sm@e

MOB Man over board notification X

MSK MSK receiver interface X

MSS MSK receiver signal status X

MTW Water temperature X

MWD | Wind direction and speed X

MWV | Wind speed and angle X

NAK Negative acknowledgment X ALR, NAK
fLS 71 | Navigation light status X

NRM NAVTEX receiver mask X NRX

NRX NAVTEX received mesSage X

NSR Navigation status report
dCC T2 | Ocsupationcontrol

OSsD Own ship~data X

POS Devi.ce pqsition and ship dimensions report or X

configuration command

PRC Rropulsion remote control status

RLM Return link message

ohWa Recommended minimum specific LORAN-C v

RMA——— <

RMB il?]?gronr:;rngzded minimum navigation X

RMC Recommended minimum specific GNSS data X

ROR Rudder order status X

ROT Rate of turn X

RPM Revolutions X

RRT Report route transfer X

RSA Rudder sensor angle X

RSD Radar system data X

RTE Routes X



Added new sentence

Removed as not applicable
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Description SBM MSM CRP Related sentence
formatters
SEL |71 | Selection report X
SFI Scanning frequency information X
SSD 72 | AlS-ship-static data V'
SLM 71 | Steering location/mode X
SM1 SafetyNET message, All ships/NavArea X
SM2 SafetyNET message, Coastal warning area X
SM3 SafetyNET message, Circular area address X
SM4 SafetyNET message, Rectangular area X
address
SMB IMO SafetyNET message body X
duv 71 ﬁ]?;?z;\ltlifoz message, Vessel in distress X
SPW Security password sentence X
SRP System function ID resolution protocol X
$SD 71 | AlS ship static data X
STN Multiple data ID X
THS True heading and status X
TLB Target label X
TLL Target latitude and longitude X
TRC Thruster control data X TRD
TRD Thruster response data X TRC
TRL AIS transmitter-non-functioning log X
TTD Tracked Target Data X
TT™M Tracked target message X
TUT Transmission of multi-langtiage text
TXT Text transmission Sometimes single
uiD User identification ‘code transmission X
BC 71 X\gitlfir;gesfz;eendc§itznd ground-referenced X
VBW Dual ground/water speed X
VDM AISHVHF data-link message X Sometimes single
VDO AlS VHF data-link own-vessel report X Sometimes single
VDR Set and drift X
VER Version X X Sometimes single
VHW | Water speed and heading
VLW Dual ground/water distance
VPW Speed measured parallel to wind
VSD AIS voyage static data X
VTG Course over ground and ground speed X
WAT Water level detection X
WCV Waypoint closure velocity X
WNC Distance waypoint to waypoint X
WPL Waypoint location X
XDR Transducer measurements X
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Description SBM MSM CRP Related sentence
formatters

XTE Cross-track error, measured

XTR Cross-track error, dead reckoning

ZDA Time and date

ZDL Time and distance to variable point

ZFO UTC and time from origin waypoint

XX | X | X|X|X

ZTG UTC and time to destination waypoint
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Annex B
(normative)

TAG block definitions

B.1 Validity

on
not
AG

B. Valid TAG block characters

The¢ "\" (back-slash) character is designated as the "TAG block delimiter.”A TAG block shall
begin and end with a TAG block delimiter.

The¢ closing delimiter character is always preceded by the che¢ksum (*hh) of the TAG blpck
content. The TAG block closing "\" appears before a symbol beginning a sentence, either a|"$"
or !"; another Tag Block, "\"; or the <CR><LF> symbols.

The beginning TAG block "\" symbol shall follow the*<CR><LF>" symbols at the end of the
prelceding sentence or before any other character jis\transmitted.

Th¢ maximum number of characters in a TAG<block shall be 80 characters including the TIAG
blork delimiters.

IEG 61162-1 requires that the maximum number of characters in a sentence shall|be
79 characters between the starting delimiter "$" or "!" and terminating delimiter <CR><LF>. The
"$"[or "I" is always recognized as’the beginning of an IEC 61162-1 sentence. The charagter
content of a TAG block, plus the TAG block delimiters, is not included in the sentence charagter
coynt.

any valid character(see "Valid characters" table in IEC 61162-1:2046—"Fable-2 17) and sgme

Thg} contents of the TAG block (valid characters between the two "\" characters) may confain
of the reserved characters (see "Reserved characters" table in IEC 61162-1:20146,-TFable1+ 17).

Thé¢ TAG block shall not contain either the TAG block delimiter, or the start of sentenpce
deljmitersy*$" or "!", or characters reserved for future use; the "~" or <del> characters.

¢ rémaining reserved characters (<CR>, <LF>, ",", ™" and """, found in the "Reseryed

a aple D O /- T I amHe

IEC 61162-1:2016 A7.

Additional rules are described in Clause B.3. 73

B.3 TAG block format

Each TAG block may contain one or more parameters consisting of a "parameter-code" and
"parameter value." Each parameter value may be either a numeric value or a character string
constructed of valid IEC 61162-1 characters as discussed in Clause B.2. The parameter-code
consists of alphabetic characters only. Parameter-code and parameter value are separated by
a colon (":").
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The syntax for a TAG block is described below, in Extended Backus-Naur Form (EBNF)
notation. The format is the same as that used in the XML specification and a brief explanation
is given below.

parameterCode::= [a-zA-Z0-9]+

numericValue::= '-'? [0-9]+ ('.'[0-9]+)?

characterString::= [-. A-Za-z0-9]+

checksum::= [0-9A-F] [0-9A-F]

parameterPair::= parameterCode ":' (numericValue | characterString)

An

apy
ret

Tw

Ab
in

An

Thé square brackets denote exactly one character from the set of characters listed within.

das
F]ll
itsq

The plus sign means that the immnediately preceding character can be repeated one or m

tim

parameterList::= parameterList ',' parameterPair | parameterPair

TagBlock::= '\' parameterList "*' checkSum "\'

ears, it shall be followed by another TAG block, a valid IEC 61162-1 sentence or a carri
irn and line feed pair.

b examples of syntactically valid TAG blocks are listed below:

\a:0.23,b:All the kings men — but jack.,c:-23*hh\

h ("-"), unless appearing as the first character, defines a range of characters, i.e. "[0-
is one character in the range zero to_nine or A to F. A dash as the first character repres¢g
If in the selection.

es. Thus, "[0-9]+" specifies-a-integer number, possibly with leading zeros.

additional constraint for the TAG block is that it shall be 80 or less characterssong. Wht1n it

ge

\d:A*hh\
rief description of the EBNF notation follows below. The‘complete description can be found
V3C XML.

character in single quotes is itself, i.e., ':" is just & colon.

"he
DA-
nts

pre

The vertical bar ("|") specifies a selection. Either the left or right hand side expression is valid.

Or(
or

B.

In

inary parentheses/ group an expression and can be used in conjunction with the plus §
he horizontal\bar.

TAG-block "hexadecimal checksum™" (*hh)

ign

)Rll

rder to improve the integrity of the parameters in a TAG block, the "Exclusive (

hexadecimal checksum (*hh), that is calculated for every I[EC 61162-1 sentence shall also be
used for the content of each TAG block—{see-examples—below). The checksum is the 8-bit
Exclusive OR (no start or stop bits) of all characters in the TAG block, including the "," and ""
delimiters, between but not including the beginning "\" character and the "*" checksum delimiter.

B.5 TAG block "line"

A TAG block "line" can be formed in three ways.

1)

The TAG block can appear alone to form a "line".

2) The TAG block may precede a sentence to form a "line" with an associated IEC 61162-1

sentence.
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3) Multiple TAG blocks may appear one after another to form a "line" or they may precede a
sentence to form a "line" with an associated IEC 61162-1 sentence.

A TAG block "line" is only valid when either a <CR><LF> immediately follows the last TAG block
closing "\" symbol, or when a valid IEC 61162-1 sentence immediately follows the TAG block
closing "\" symbol. TAG blocks are linked with a sentence when no <CR><LF> or any characters
separate the TAG block and sentence.

B.6 TAG block parameter-code dictionary

Table B.1 lists the currently defined parameter-codes that are required when using TAG_blpck
within this document. All codes are one lower case character.

Table B.1 — Defined parameter-codes

H

arameter-code

Description

Form of parameter,value

General authentication

Alphanumeric string (32 é¢har. maximum)

c POSIX time Positive integer

d Destination-identification Alphanumeric stning™(15 char. maximum)

g Sentence-grouping Grouped numerie string (alphanumeric)

n Line-count Positive,.integer

r Relative time Positjve.integer

s Source-identification Alphanumeric string (15 char. maximum)

t Text Free text, including proprietary information
a General authentication Alphanumeric string (32 char. maximum)

Destination cluster identificatién

Alphanumeric string (3 char.)

Source cluster identification

Alphanumeric string (3 char.) 74



Added new parameters codes
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Annex C
(normative)

Reliable transmission of command-response pair messages

C.1  Purpose

The rules that are listed in Annex C are included to promote reliable bidirectional exchanges of

ISe

sentences classified as r‘nmmand-rpqlnnngp pair ((‘.RP) in Annex A All pquipmpnf mnking
of CRP message exchanges shall follow these rules.

Th¢ requirements of Annex C are not applicable for SNGF and PNGF as they only act
conpverter between original sender and original receiver(s).

C.2 Information exchange examples

as

Examples of bidirectional communication where command-response pair'typically occur inclyide

e [query for sentences,
e J|alarm and acknowledge,
e |equipment initialisation with response success or fail,-and

e |command followed by data or status as response.

Although the content differs, the information exchange is similar in structure.

C.3 Characteristics

Twp parties exist in the communication (see Figure C.1). The Network device 1 (ND1
trapsmitting the command and the ND2 is transmitting a response as a result of the process
of the command.

N

ND2
|
Send command |

b Send response

TR

IEC

Figure C.1 - Command response communications

C.4  Requirements

The requirements for reliable communication are the following:

e TAG block parameter "s" shall be used to uniquely identify the source of the sentence;

ing

e TAG block parameter "d" shall be used to uniquely identify the destination of the sentence;

o TAG block parameter "g" shall be used to group sentences if required;

e optionally, TAG block parameter "n"-shall may be used to assign a sequence number to

each sentence transmitted from a system function block;-ifreguired;
e timeout handling to detect loss of messages;

e optional timestamp to limit the effect of time delays for transmission.
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C.5 Data flow description

C.51 Heartbeat message

The heartbeat sentence (HBT) is intended to inform that the unit is in normal operation, if no
other requirements specify other messages for this purpose. It shall be sent by each
450-node at a stated interval. The example below transmits interval set to 60 s and shows the
sequential sentence identifier incremented from 3 to 4 to distinguish sentences.

\s:YX0001,n:123*01\SYXHBT, 60,A, 3*07<CR><LF>

\g:YX0001,n:231*01\$SYXHBT, 60,A,4*00<CR><LF>

C.j.2 Command response pair

This example is for command-response to set NAVTEX receiver mask from an INS.
\d:IN0001,d:NRO001,n:123*68\SINNRM, 2,1, 00001E1F,00000023,C*38<CR><LF>

The¢ response within timeout from the NAVTEX receiver is if operation'is,successful
\d:NR0O001,d:IN0001,n:234*6D\SNRNRM,2,1,00001E1F, 00000023, R*32<CR><LF>

or if unsuccessful operation
\g:NR0O001,d:IN0001,n:234*6D\SNRNAK, IN, NRM, NRO0OL 2, Unvalid setting*16<CR><IF>

or if a bad checksum in the TAG block or any TAG black in a grouped TAG block

\94:NR00O01,d:INO001,n:234*6D\SNRNAK, IN, NRM,/NRO0O1, 6,Checksum failure in TAG
Block*58<CR><LFE>

or if a bad checksum in the sentence or any sentence in a TAG block group of sentences

\94:NROOO1,d:IN0001,n:234*6D\SNRNAKYIN,NRM,NROOO1, 6,Checksum failure in
sgntence*62<CR><LF>



https://iecnorm.com/api/?name=a670f014878dcd96ef698f4abbcf211a

- 88 - IEC 61162-450:2024 CMV © IEC 2024

Annex D
(informative)

Compatibility between-lEC 61162-450 nodes based on IEC 61162-450:2011

connected to a network which uses methods based on later editions of
IEC 61162-450:2018

D.1 General

The hosts (i.e. 450-nodes) in IEC 61162-450:2011 are not required to implement IGMP proto¢ol.
When the IGMP snooping introduced in IEC 61162-450:2018 is enabled, a switch snoeps'IGMP
join message for multicast groups and maintains per port information of multicast,greups into
which the port belongs. When a multicast message is received, the IGMP enabled switch
foryvards the message only to ports which belong to this multicast group. Since)the multidast
traffic filtering at the switch is based on the snooping of IGMP join messages;.the 450-nodes of
IEG 61162-450:2011, which do not implement IGMP protocol, will)hot receive fthe
IEG 61162-450 traffic. The IGMP snooping prevents only reception of the messages. It dpes
notl cause any problem for the transmission of the messages by the 458<node.

D. Alternative methods for compatibility

D.4.1 Use of IGMP proxy node

Ong method for a 450-node based on IEC 61162-450:2011, which is non-IGMP capable]| to
receive the multicasting messages when IGMP snogping is enabled in the IEC 61162-450:2018
network is IGMP proxy node.

mepsages without sending an IGMP joiRy\message from the 450-node to the switch. A spegial
node, an IGMP proxy node, which sefids an IGMP join (and IGMP leave) message instead of
thel non-IGMP capable 450-node is required to be between the 450-node and the switch. This
mepns that all non-IGMP capable 456-nodes should be connected to an IGMP snoopling
enabled switch through a virtual IGMP agent. An IGMP proxy node collects the multidast
membership information ~from the non-IGMP capable network (automatically or |by
conjfiguration), and sends tGMP join (and maybe IGMP leave) messages periodically for fthe
defected multicast groups. The IGMP proxy node also replies to IGMP membership regort

D.4.2 Use ofivirtual LAN (VLAN)

D.2.2.1 Method

network is VLAN.

IGMP snooping could be configured with per VLAN at a switch. This is only related with the
setup of the switch and requires nothing to do with the 450-node. When a port at a switch is
connected directly or indirectly to nodes with non-IGMP capable nodes, then the ports are
allocated the specific VLAN ID(s), which is configured to disable the IGMP snooping. The
system designer or integrator may assign a special VLAN ID for the non-IGMP capable
450-nodes in the networks.

VLAN can be used to avoid the burden of receiving all binary file transfers from ports in Table 5.
A VLAN ID can be assigned to each binary file transfer port or some ports of the binary file
transfer. This means that the system integrator could plan the system so that binary file
transfers are not shared by all users who are not interested in the binary file transfers.
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D.2.2.2 Requirements for switches
The following are required at a switch to support IGMP snooping compatibility based on VLAN:

a) means to configure VLAN for each Ethernet port;

b) means to enable or to disable IGMP snooping per each VLAN.
D.2.3 Use of static multicast switch configuration

A th|rd method for a 450-node based on IEC 61162- 450 2011 WhICh is non-IGMP capable to

nefwork is to use static multicast switch configuration.

Mapaged switches typically provide the ability to define at switch port level which\ports will
receive data from multicast groups. This is often referred to as static multicast or static multigast
routing and involves configuring the IP/MAC address of a multicast group to which“a non-IGMP
capable device wishes to receive data from and associating it with the network pett of the de\fice
on fthe switch. As multicast data is received at the IP/MAC address on the §witch, it is provided
to the device without any explicit IGMP join requests.
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Annex E
(informative)

Use of switch setup configuration to filter network traffic

Typically, a simple network consisting of only IEC 61162-1 sentences and screen capt
images from radars and ECDIS to VDR, and ECDIS route exchange transmitted over LAN us

ure
ing

IEC 61162-450 protocol would not need any filtering of the network traffic. Often, there is a
need to share the same LAN mfrastructure for thmgs I|ke raw radar video, CCTV plctures

Th issue is that such addltlonal trafflc may cause too hlgh a CPU load for some of the sim
450-nodes connected to the shared network infrastructure. There are many possibilifies
address the issue of the filtering of the network traffic.

Annex E explains one family of methods. This family of methods uses netwerkJinfrastruct

elements namely swﬂches to perform the flltermg ﬁ%%%umen%&s#—e#%@-hdedesﬂqu

ure

Ongk method to filter or control network traffic is to use setup configuration of the managed

switches. Such setup would typically allow traffic filtering based on any combination of

e [the physical port,

e |the logical port number,

e |the protocol type,

e [the source IP address,

e [the source MAC address,

e [the destination IP address,

e [the destination MAC address, and
e [the VLAN.

method called Access Control List (ACL). Typical of all methods used to control the setu
tha
intg the switch. Therefere, such methods offer a high level of manageability for an organiza
that makes system'design or service and support (for example a company could create
enyironment in which experts prepare setup configurations as files, the setup files are centr

Th(Ere are no international standards by IEEE, IETF, etc. to do this setup, but there is a de f

cto
is

the setup configuration can be stored as a simple text file which could be fed by a computer

ion
an
ally

stofed to be available in a cloud and the service and support persons can utilize these sefup

filep while performing service and support).



Change, for all nodes, not limited to those officially called “450-Nodes”
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Annex F
(normative)

Sentence to support SFI collision detection

F.1 General

Annex F describes details of a-rew sentence used to support implementation of a 450-network.

NOTE Referto IEC 61162-1 for possible later versions of this sentence.

F.2 SRP - System function ID resolution protocol

This sentence is used to assist detection of possible system function ID (SFI)-€arflicts collisi
Thils sentence is transmitted as specified in this document (see 7.5). ThisxsSentence cannof]
qugried.
* < aDD hrhhhhhhhhhh ] * fakv) T
= e e hh<CR><LFE
|
L e
T
S 2
SF- of the transmitzer
\spcexxxx*hh\$--SRP, x, hhhhhhhhhhhh,€¢=-c*hh<CR><LF>
\‘ |~— IP address 4
—MAC address 3)
— Instante number 2)
— SFI of the transmitter 1)
Comments:
1) |Reported SFI of the transmitter.
2) i _ Ate
n o-skipping —3~—) Instance numbe

3) |Reported"MAC address used by SFI, 48bit hexadecimal number, for example 32613C4EB605.
4) |Reportéd IP address used by SFI as text string, for example-239-492.0.1 192.168.0.10. 59

available interfaceswith the same SFI (i.e. number of physical port for identical SFI), null field if there is
one interface with.identical SFI available. In case there is more than one interface using intentionally the iden

SFI, the nufgbering starts with 1. The instance numbers shall be ordinal with no skipping (1, 2, 3, etc.). 33

be

for
bnly
ical



Clarification of the use case

Improved example
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Annex G 76
(informative)

Examples for SRP sentences and SFI collision detection

G.1 SFl collision detection

For the case where, in two SRP messages, the pair of SFI and instance number is equal and
the, pair of MAC address and the |IP address is dpviating there is 5 (pn‘rpntial) conflict of SFI

numbering in the system. A

O@

™
a) [redundancy based on multiple SF available in a single network for the san}@q{rpose;
b) [redundancy based on reuse of SFI but using separate MAC addresses; Q

There could be at least three kinds of redundancy:

c) |redundancy based on multiple isolated networks.

The¢ SFI collision detection is intended to detect conflicts within yaSngIe network. Multiple
isolated networks may or may not reuse the same SFI value, se%ﬁ\A.Z.

A potential SFI collision is detected within a single network n in two SRP messages the pair
of $FI and instance number is equal and the MAC addres‘s\o the IP address is not equal.

There could be also a need to use separate physicié <<rfaces for different but related purpoges
for|which there is a need to use a common SFI. example, traffic related to the functiondlity
of the equipment and traffic related to alert agement could be available from separjate
physical interfaces. This could be the case all physical interface types, but it is assunmed
thalt this is more common in the case of Q@é?cal interfaces based on serial lines, for example
IEG 61162-1 or IEC 61162-2. $

¥
G.2 Examples for SRP serg@\ces

-
G.2.1 Redundancy on@&zork level only

G.2.1.1 Two netwosk interfaces provide the same information

In this use case Qe are two separate network interfaces connected to the same single
network, see Figure G.1.

%OQ~ 450-Network
O
4

Equipment

[d<——[ Network switch e

L

[<—— Network switch 0

IEC

Figure G.1 — Two separate network interfaces connected to the same single network
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Two active physical network interfaces with identical payload in data transfer. No link
aggregation (also known as teaming/bonding, see G.2.1.3) is present. The EUT sends the same
packet but either with the same source IP address or a different source |IP address or a different
source parameter code or some combination from each connected network interface to the
same multicast group. The receiving device decides which of two identical packets to process
and which should be discarded.

The data is transmitted on the same IEC 61162-450 network.

e Example 1: two equipment (i.e. two sets of the cas es in Figure G.1) both reporting using
EIVY ahavaiac Lictaorfa o a2 Nl [l =il BF2PN T H o
I.VVU Vllyolvul IIIl\lIIuU\l, \)\l\/ T qul\.l NI TVOU T UUIIIOIUII.
450-Network
[I Network switch I >
Equipment 1
O Network switch 1y
. 1
Equipment 2
O

IEC

Figure G.2 — An example of two equipment

SRP equipment 1, interface 1

\s:GPO001*5F\$GPSRP,1,0Q0)A581E364,192.168.0.11*41<CR><LF>
SRP equipment 1, interface/2

\s:GPO001*5F\SGPSRP,\, 0091A5814187,192.168.0.12*3F<CR><LF>
SRP equipment 2, interface 1

\s:GP0002*5C\$&RSRP, 1,02004F68901C,192.168.0.21*%46<CR><LF>
SRP equipment?,)interface 2

\s:GP0002%5CX$GPSRP,2,02003D41FCB3,192.168.0.22*47<CR><LF>
o |Example2=two equipment both reporting using two physical interface, see Figure G.2. 5FlI
collisionds same SFl is shared by two separate equipment:
SRR_équipment 1, interface 1

\: GPO001*5F\SGPSRP,1,0091A581E364,192.168.0.11*41<CR><LF>
SRP equipment 1, interface 2

\s:GPO001*5F\$SGPSRP,2,0091A5814187,192.168.0.12*3F<CR><LF>
SRP equipment 2, interface 1

\s:GP0001*5F\$GPSRP,1,05A3CE170137,192.168.0.53*34<CR><LF>
SRP equipment 2, interface 2

\s:GP0001*5F\$SGPSRP, 2, 86FD61AC2802,192.168.0.30*41<CR><LF>
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G.2.1.2 Two network interfaces provide the same information

This style may be called link, teaming, etc.

In this use case, there are two separate networks interfaces connected to the same single
network but only one of the network interfaces is sending at any one time (this sending is
controlled by the equipment), see Figure G.3.

450-Network

=

Network switch 0

Equipment

1 P— M Network switch < ¥

IEC

Figure G.3 — Two separate networks interfaces connected to’the same single networ
but only one of the network interfaces is sendingtat any one time

kol

receiving equipment in the network, the equipment is identified as only "one connection'. A
switching over between the separate physical interfaces to be sender is managed by fhe
equipment based on missing traffic from one of the€)physical interfaces.

Bocl‘z physical interfaces of the equipment provides/pro¢esses identical information. To fthe

e |Example 1: two equipment (i.e. two sets @fithe cases in Figure G.3) both reporting usging
two physical interface, see Figure G.4. N@;SFI collision.

450-Network

Network switch i<

Equipment 1 1

— / Network switch O

=

Equipment 2 Y

IEC

Figure G.4 — An example of two equipment

SRP equipment 1, interface 1. Note that, if this is sent, then interface 2 is not sending.

\s:GP0001*5F\$SGPSRP,,0091A581E364,192.168.0.11*70<CR><LF>
SRP equipment 1, interface 2. Note that, if this is sent, then interface 1 is not sending

\s:GP0001*5F\$GPSRP,,0091A581E364,192.168.0.11*70<CR><LF>
SRP equipment 2, interface 1. Note that, if this is sent, then interface 2 is not sending

\s:GP0002*5C\$GPSRP,, 02004F68901C,192.168.0.21*77<CR><LF>
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SRP equipment 2, interface 2. Note that, if this is sent, then interface 1 is not sending
\s:GP0002*5C\SGPSRP, ,02004F68901C,192.168.0.21*77<CR><LF>
Example 2: two equipment (i.e. two sets of the cases in Figure G.3) both reporting using

two physical interface, see Figure G.4. SFI collision occurs as the same SFl is shared by
two separate equipment.

Equal SFI on all interfaces, for equipment 2 deviating pair of MAC address and IP address

SRP equipment 1, interface 1

\s:GPO0001*5F\SGPSRP, ,0091A581E364,192.168.0.11*70<CR><LF>
SRP equipment 1 _interface 2

\s:GPO0O0O1*5F\$GPSRP,,0091A581E364,192.168.0.11*70<CR><LF> ®

SRP equipment 2, interface 1

\s:GP0001*5F\$GPSRP, ,05A3CE170137,192.168.0.53*05<CR><LF> ™
SRP equipment 2, interface 2 Qq/

\s:GP0001*5F\$GPSRP,,05A3CE170137,192.168.0.53*05<CR><LF>

Q‘.
N

G.2.1.3 Link aggregation/teaming mode q/’
In this use case, there are two separate network interfaces cou(%cted to the same single
nefwork, but a network switch controls the traffic so that the equiyfment is seen as one interfgce,
seq Figure G.5. Q/C)
;\\
450-Network
;. O etworl
\
) i an I\@kswitch
Equipment 0
Q 1y
g
$ N
A’\Q) IEC
O

Both physical interfﬁs’
eqlipmentin the ne@ , the equipment is identified as only "one connection". A network switch

ma

Higure G.5 - Two separate\Q.’e}work interfaces connected to the same single network

intgrfaces of t@quipment is available in the network.

but a netwod}@lvitch makes the equipment to be seen as one

-

of the equipment provide/process identical information. To fhe

hages that the €gu|pment is seen as one logical interface. Note that traffic from both physjcal

Exam : two equipment (i.e. two sets of the cases in Figure G.5) both reporting uging
two %ical interfaces, see Figure G.6. No SFI collision.

NS
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G.2

450-Network
[<——— .
Equipment 1 Network switch
1
A———0
im unl
Equipment 2 T T Network switch
i<
Me———-

IEC

Figure G.6 — An example of two equipment

SRP equipment 1, interface 1

\s:GPO001*5F\$GPSRP,,0091A581E364,192.168.0.11*70<BR><LF>
SRP equipment 1, interface 2

\s:GPO001*5F\$GPSRP,,0091A581E364,192.168.0.14X0<CR><LF>
SRP equipment 2, interface 1

\s:GP0002*5C\$SGPSRP, ,02004F68901C,192.168¢0.21*77<CR><LF>
SRP equipment 2, interface 2

\s:GP0002*5C\$GPSRP, ,02004F68901C, 198%168.0.21*77<CR><LF>

Example 2: two equipment (i.e. two sets,of the cases in Figure G.5) both reporting uging
two physical interface, see Figure G.6X(SFI collision occurs as the same SFl is shared| by

two separate equipment.

SRP equipment 1, interface 1

\s:GPO001*5F\$GPSRP,, 009(B581E364,192.168.0.11*70<CR><LF>
SRP equipment 1, interface(2

\s:GPO001*5F\$GPSRP\N\NJ091A581E364,192.168.0.11*70<CR><LF>
SRP equipment 2, interface 1

\s:GP0001*5F\$GRSRP, ,05A3CE170137,192.168.0.53*05<CR><LF>
SRP equipment,)interface 2

\s:GPOOO1ASENSGPSRP, ,05A3CEL70137,192.168.0.53*05<CR><LF>

.2 Examples for redundancy on network and serial (to network) level

.24 One equipment with redundant serial interfaces is connected to two differ
SNGFs

Tnt

In this use case, there are two separate serial interfaces connected through two separate SNGF
to the same single network, see Figure G.7.
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Tw
chd
twa
cor

G.3

In {

450-Network
<———@ sNGF fe
Equipment
M<———MM snerF i<
IEC
Figure G.7 — One equipment with two separate serial interfaces Q
connected through separate SNGFs to the network C)®
b active physical serial interfaces with identical data transfer. The recipient carrpgbide wHhich
nnel he would like to process. For redundancy reasons, it is connected to NGFs. The
SNGFs distribute the identical information with the same SFI to network. The
hbination of two source parameter codes "s" is unique within the 450- ork.
4
EXAMPLE 1: one equipment reporting using two physical interface{é]see Figure G.7. No BFI
collision: ,\'\
SRP SNGF 1, (serial interface 1) CO
\s:GP0001*5F\\s:5I0001*hh\$GPSRP, 1, 0091A581E36Q5)92 .168.0.11%41<CR><LF>
SRP SNGF 2, (serial interface 2) S\
\s:GPO001*5F\\s:5I0002*hh\$GPSRP, 2, OO91A5Q1 87,192.168.0.12*3F<CR><LF>
NOTE Although the second interface is providing the@ serial line information, it is important that|the
will

instance number on SNGF 2 for the second serial interfac&lis increased. Otherwise, the SFI failure detection|
detect a SFI configuration error. The processing of @&G
system integration level by the recipient.

Example 2: one equipment reporting w(gﬁg two physical interfaces, see Figure G.7.
collision as instance numbers of the }1

Correctly equal SFl on all interfa& and deviating pair of MAC address and IP address
the SNGFs, but null fields in ti6 instance fields.

SRP SNGF 1, (serial interfage\'ﬂ

\s:GP0001*5F\$GPSRP,N\NV091A581E364,192.168.0.11*70<CR><LF>
SRP SNGF 2, (serial interface 2)

\S:GPOOOl*SF\$@RP, ,0091A5814187,192.168.0.12*0D<CR><LF>

2.2 On a source has two different serial interfaces on which it provides
ent information to different SNGFs

his }J(?S;se, there are two separate serial interfaces connected through two separate SN

to fhe,samie single network, see Figure G.7.
N

are not available (instance number-field is null):

ndant serial line information needs to be handleq on

GF

Two active physical serial interfaces with different information, e.g., one for data and another

for

NOTE 1

BAM. Both are connected to different SNGFs.

needs to be handled by this SNGF.

The case that one data source (device) provides different information on separate serial lines to one SNGF

Example 1: one equipment reporting using two physical interfaces, see Figure G.7. No SFI

collision:

SRP SNGF 1, (serial interface 1)

\s:GP0001*5F\$GPSRP,1,0091A581E364,192.168.0.11*%41<CR><LF>
SRP SNGF 2, (serial interface 2)

\s:GPO001*5F\$GPSRP,2,0091A5814187,192.168.0.12*3F<CR><LF>
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NOTE 2 It is important that the instance number on SNGF 2 for the second serial interface is increased.
Otherwise, the SFI failure detection will detect a SFI configuration error. The processing of redundant serial line
information needs to be handled on system integration level.

Example 2: one equipment reporting using two physical interfaces, see Figure G.7. SFI
collision as instance numbers of the SFI are not available (instance number-field is null):

SRP SNGF 1, (serial interface 1)

\s:GP0001*5F\$GPSRP, ,0091A581E364,192.168.0.11*70<CR><LF>
SRP SNGF 2, (serial interface 2)

\s:GP0001*5F\$GPSRP,,0091A5814187,192.168.0.12*0D<CR><LF>

G.
W

nui

me

me

If im this case, there is a SRP message with a SFI and instance ‘1’ and @responding SRP

If ip this case, there is a SRP message with a SFI and ié(ance ‘2’ and a corresponding SRP

Other uses of SRP sentence ®
O

en a source is redundantly available and redundant traffic is identified by(tbe instance
nbers. It is possible to monitor the correct configuration or healthy of the s?{@ .

-

5sage with an instance ‘2’ is missing: ’

e the device with instance ‘2’ is switched off, is defective (i.e,\mQRealthy); or

e the device transmitting instance ‘1’ is wrongly configur@cﬁhd has to send a null field in
the instance field. Q/

5sage with an instance ‘1’ is missing:

e the device with instance ‘1’ is switched of(j% defective (i.e. unhealthy); or

e the device transmitting instance 2’ is \k@gly configured and has to send a null field in
the instance field.
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Annex H 77
(normative)

Reserved cluster identifiers

The reserved cluster identifiers are specified in Table H.1.

Table H.1 — List of reserved cluster identifiers

Identifier Cluster name Description Operator (example)

N3 Navigation Navigation bridge Navigator

Cq Communication Ship’s communication Radio operator

A Automation Engine room domain Engineer

Cd Cargo Regarding the payload of Chief offices/Supercargo
the ship

Ht Hotel Passenger related Hotelfmanager (passenge
services véssels)

ICIr ICT Office network ICT manager

S§ Safety/Security Access monitoring Ship security officer

Position control

Dynamic position&r
mooring contraf

DP/mooring operator

Remote operated vehicle

ROV contrel centre

ROV operator



New annex to standardize cluster identifiers for the new “cluster” feature added into this edition
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and required test results

IEG 62388:2007, Maritime navigation and radiocommunication equipment and system$ —
Shipborne radar — Reérformance requirements, methods of testing and required test resultsd

ISQ/IEC 118015-Information technology — Generic cabling for customer premises

ISQ/IEC 8859-1, Information technology — 8-bit single-byte coded graphic character sets —
Paft 1:\Latin alphabet No. 1

ITU-R Recommendation M.1371, Technical characteristics for an automatic identification
system using time division multiple access in the VHF maritime mobile band

IEEE 802, IEEE standard for local and metropolitan area networks: Overview and architecture
ISOC RFC 792, Internet Control Message Protocol (ICMP), Standard STD0005 (and updates) (8

ISOC RFC 793, Transmission control protocol

2 This publication has been withdrawn.
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ISOC RFC 894:1984, A Standard for the Transmission of IP Datagrams over Ethernet Network,
Standard STD0041 (and updates)

ISOC RFC 966, Host Groups: A Multicast Extension to the Internet Protocol 78
ISOC RFC 1321, The MD5 Message-Digest Algorithm

ISOC RFC 2365, Administratively Scoped IP Multicast, Best Current Practice BCP0023

ISO(‘ REC 2929299002 Accicnad Aiipmahara: DM 4700 /o Danlanad hi, on On lina
O O OO OIS orgrC OO o CTS I T O 11T oo o CrratCCtoy—arn— o1

ISQC RFC 4288, Media Type Specifications and Registration Procedures

ISQC RFC 4289, Multipurpose Internet Mail Extensions (MIME) — Part 4. |Registrafion
Prqcedures

ISQC RFC 4541, Internet Group Management Protocol (IGMP) and Multicast listener discoviery
(MLD) snooping switches

IMO resolution MSC.252(83), Adoption of the Revised Performance Standards for Integrated
Nayigation Systems (INS)

NMEA 0183:2008, Standard for interfacing marine electrogic devices, Version 4.00 (8
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List of comments

Dated reference not needed by IEC rules
Updated to newer edition

Moved to Bibliography

Added new alternative how to group

Clarify that one physical equipment may contain more than one SNGF function

The compatibility ISSU€ IS: For a network 1o work with TGMP snooping, all equipmen
the network will need to incorporate the same version of IGMP

Manufacturer is not allowed to specify below the applicable equipment standards
Clarify use of italics in this table

Specify how interface redundancy is implemented

Clarification: Previous short specification has been replaced by figurés and longer tex

Simplification of the content: Before two paragraphs in the end-of/this subclause, no
few words

Clarification: More detailed description how to handle prop¥ietary sentences
Not needed

There is no “default SFI”, just “SFI used for administrative purposes”

More examples of “administrative purposes”

Simplification of the content: Before two paragraphs in the end of this subclause, no
few words, see 5th paragraph of this subclause

Amended style to avoid dated referencé by IEC rules
Agreed to remove these installation related requirements

Updated to the latest editions

—

First two bullet points are applicable for all use cases of this standard. Five bullet points

below are optional depending of the use case
Explains when UDP ‘may not be needed

Explains when UDP multicast may not be needed
Explains when-TCP may not be needed
Explainsswhén ICMP may not be needed
Expldins when IGMP may not be needed

Cfarification of existing requirement

Explanatory note is improved for the most common industry practice

Clarification: Clearer version of the requirement
Clarification: Change single line into separate lines
Clarification: Clearer version of the description

Clarification: Longer description including examples

Clarification: What is detailed content of the requirement in the first paragraph of this

subclause
Clarification of the use case

Clarification: More detailed description of how to use “g” parameter code

New requirement
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36  Clarification for the case that a message contains more than one “s” parameter code
37 New requirement is that command (CRP type sentences) shall use “d” parameter code
38 Clarification for the case that a message contains more than one “d” parameter code
39 Change: Use of “n” is totally free, not so that if used once then shall be used by every
40  Clarify that value “1000” is newer used

41 Removed hard requirement replaced by example of optional use cases

42  Added alternative

43| Explains why use of MD5 may not be sufficient

44| New parameter codes to identify “cluster”

45| Change in requirement: SNGF may or may not retransmit faulty sentences
46| Existing requirement, but added to be available in the relevant process step
47| New standardized value for timeout

48| Figure 6 has always had this. It was just missing from the related textual description
49| Clarify the role of ACK message

50| Clarify what is clearing of receiver buffer

51 Clarify the textual description

52| Clarifythat1 +3 =4

53| Clarify the applicable use case

54| Guidance for the case that IEC 61162-450 ‘ecompliant equipment is also intended to|be
IEC 61162-460 compliant

55| A change in specification. Note how toche downward compatible
56| There is no “default”, just the given value “SI0001”

57| There are no “defaults”, just used values “S10001” and “TI0001”
58| Example improved for alternative ways to handle this case

59 Improved example

60| Added new example

61 Requirement change: Verification by documentation instead of test using physj|cal
equipment

62| Requiremént change

63| Added-asthe use case is optional
64| Added test of a new option

65 | SFix

66 Clarify use case of destination

67 Value added into the test for more easy reading

68 Added guidance for testing

69 Test of clarified requirement

70  This talker has been included into the 6th edition of IEC 61162-1
71 Added new sentence

72 Removed as not applicable

73  Clarification

74  Added new parameters codes
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Change, for all nodes, not limited to those officially called “450-Nodes”
New annex providing guidance

New annex to standardize cluster identifiers for the new “cluster” feature added into this
edition

Useful reference
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1)

2)

3)

4)

5)

6)

7)

8)

9)

INTERNATIONAL ELECTROTECHNICAL COMMISSION

MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 4507 Multiple talkers and muiltiple listeners —
Ethernet interconnection

FOREWORD

[he International Electrotechnical Commission (IEC) is a worldwide organization for standardization compri
bll national electrotechnical committees (IEC National Committees). The object of IEC is to_promote internati
Co-operation on all questions concerning standardization in the electrical and electronic.fields. To this end
n addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Rep
Publicly Available Specifications (PAS) and Guides (hereafter referred to as. "/EC Publication(s)”). T|
breparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt
may participate in this preparatory work. International, governmental and non-goevernmental organizations liai
vith the IEC also participate in this preparation. IEC collaborates closely with the International Organizatior
Standardization (ISO) in accordance with conditions determined by agreement between the two organization

he formal decisions or agreements of IEC on technical matters express, as nearly as possible, an internati
Consensus of opinion on the relevant subjects since each technical committee has representation from
nterested IEC National Committees.

EC Publications have the form of recommendations for international use and are accepted by IEC Nati
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for
misinterpretation by any end user.

n order to promote international uniformity, IECNational Committees undertake to apply IEC Publicat
ransparently to the maximum extent possible in*their national and regional publications. Any divergence betw
hny |IEC Publication and the corresponding national or regional publication shall be clearly indicated in the la

EC itself does not provide any attestation~of conformity. Independent certification bodies provide confor
hssessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for
ervices carried out by independent certification bodies.

Il users should ensure that they-have the latest edition of this publication.

No liability shall attach to IEC jor its directors, employees, servants or agents including individual experts
members of its technical committees and IEC National Committees for any personal injury, property damag
bther damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)
bxpenses arising out~of'the publication, use of, or reliance upon, this IEC Publication or any other
Publications.

ndispensableyfar the correct application of this publication.
EC draw$ attention to the possibility that the implementation of this document may involve the use of
espectthereof. As of the date of publication of this document, IEC had not received notice of (a) patent(s), w

may/be required to implement this document. However, implementers are cautioned that this may not repre
he.latest information, which may be obtained from the patent database available at https://patents.iec.ch.
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Attention is drawn.fo the Normative references cited in this publication. Use of the referenced publications is

(a)

batent(s).EC takes no position concerning the evidence, validity or applicability of any claimed patent righ{s in

hich
bent
IEC

shall not be held responsible for identifying any or all such patent rights.

IEC 61162-450 has been prepared by IEC technical committee 80: Maritime navigation and
radiocommunication equipment and systems. It is an International Standard.

This third edition cancels and replaces the second edition published in 2018. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) clarification of serial to network gateway function (SNGF) in 4.5 with the addition of two new

figures;
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b)
c)

d)
e)

f)

Th¢ text of this Tnfernational Standard is based on the following documents:

Ful
the

The¢ language used for the development of this International Standard is English.

Thi
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addition of further destination multicast addresses and port numbers in 6.2;

clarification of TAG block parameters in 7.2 together with Annex B, a new Annex H and
associated tests in 8.9.4;

clarification of the sender process for binary files in 7.3.6 and the receiver process for binary
files in 7.3.7 with updated Figure 6 and Figure 7;

clarifications of SFI collision detection and use of SRP sentence in 7.5 together with a new
Annex G;

revision of tests for handling malformed data received on the serial line in 8.5.5.

Draft Report on voting

80/1094/FDIS 80/1098/RVD

information on the voting for its approval can be found in the report of-voting indicated in
above table.

s document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in

acdordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available

at

degcribed in greater detail at www.iec.ch/publications:

Ali

www.iec.ch/members_experts/refdocs. The main document types developed by IEC gre

st of all parts in the IEC 61162 series, published under the general title Maritime navigation

and radiocommunication equipment and systems - Digital interfaces, can be found on the |[EC

we

DSite.

Th¢ committee has decided that the contents of this document will remain unchanged until the

sta

spgcific document. At this date, the)document will be

bility date indicated on the IEC-website under webstore.iec.ch in the data related to the

reconfirmed,
withdrawn, or

revised.

that it contains colours which are considered to be useful for the correct understanding
ofl its, contents. Users should therefore print this document using a colour printer.

PORTANT — The "colour inside" logo on the cover page of this document indicates
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MARITIME NAVIGATION AND RADIOCOMMUNICATION
EQUIPMENT AND SYSTEMS -
DIGITAL INTERFACES -

Part 450: Multiple talkers and multiple listeners —
Ethernet interconnection

Thi
con

sui
bet

Thi
me

Thi
infe

be
rac:mJ-communication equipment. This document is based on the application-of an appropri

Scope

s part of IEC 61162 specifies interface requirements and methods of test for'high speged

hmunication between shipboard navigation and radiocommunication equipment as well

as

een such systems and other ship systems that need to communicate withhavigation and

e of existing international standards to provide a framework for implementing data trans
ween devices on a shipboard Ethernet network.

5 document specifies an Ethernet based bus type network where any listener can rece
5sages from any sender with the following properties.

ate
fer

ive

This document includes provisions for multicast distribution of information formafted

according to IEC 61162-1, for example position fixes and other measurements, as well
provisions for transmission of general data blocks)(binary file), for example between ra
and VDR, and also includes provisions for multicast distribution of information format
according to IEC 61162-3, for example position fixes and other measurements.

This document is limited to protocols forequipment (network nodes) connected to a sin
Ethernet network consisting only of ‘OSI level one or two devices and cables (netw|
infrastructure).

This document provides requirements only for equipment interfaces. By specifying protog
for transmission of IEC 61162-0)sentences, IEC 61162-3 PGN messages and general bin
file data, these requirements will guarantee interoperability between equipm
implementing this document as well as a certain level of safe behaviour of the equipm
itself.

This document permits equipment using other protocols than those specified in f
document to share)a network infrastructure, provided that it is supplied with interfaces wh
satisfy the requirements described for ONF.

This document includes provisions for filtering of the network traffic in order to limit
amount/of traffic to manageable level for each individual equipment.

5 document does not contain any system requirements other than the ones that can

as
dar
ted

gle
ork

ols
ary
ent
ent

his
ich

the

be
rd,

rred” from the sum of individual equipment requirements. An associated standa

IE

2

0 T16Z-40U, TUrther addresses sysiem requirements.

Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 60825-2, Safety of laser products — Part 2: Safety of optical fibre communication systems
(OFCSs)
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IEC 60945, Maritime navigation and radiocommunication equipment and systems — General
requirements — Methods of testing and required test results

IEC 61162-1, Maritime navigation and radiocommunication equipment and systems — Digital
interfaces — Part 1: Single talker and multiple listeners

IEC 61162-3, Maritime navigation and radiocommunication equipment and systems — Digital
interfaces — Part 3: Serial data instrument network

IEEE Std 802.3-2022. |[EEE Standard for Ethernet

ISQC RFC 768, User Datagram Protocol, Standard STD0006
ISQC RFC 791, Internet Protocol (IP), Standard STD0005 (and updates)
ISQC RFC 826, An ethernet Address Resolution Protocol

ISQC RFC 1112, Host Extensions for IP Multicasting, Standard STP0005 (and updatgs),
(inglude IGMP version 1)

ISQC RFC 1918, Address Allocation for Private Internets, Best Current Practice BCP0005
ISQC RFC 2236, Internet Group Management Protocol, Version 2

ISQC RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6
Hegaders

ISQC RFC 3376, Internet Group Managemetit Protocol, Version 3
ISQC RFC 5000, Internet Official Protocol Standards, Standard 0001
ISQC RFC 5227, IPv4 Address Cenflict Detection

ISQC RFC 5424, The Syslog Protocol

NOTE The standards of-the' Internet Society (ISOC) are available on the IETF websites http://www.ietf.org. Lpter
updptes can be tracked at-http://www.rfc-editor.org/rfcsearch.html.

3 | Terms and definitions

Forl thespurposes of this document, the following terms and definitions apply.

(N el I - .| () £ H 4 (D 4 ) ol anad
ISCJ ditu TEC  TIalftdinm terTimiuTtuoygy  Udldldstts TUT UST 1T StaliuaruiZativll dt i TUTTUV Ing

addresses:

e |EC Electropedia: available at https://www.electropedia.org/

e |SO Online browsing platform: available at https://www.iso.org/obp
3.1

ASCII
printable 7 bit character encoded in one byte
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3.2
bin

data block without formatting known to this protocol, i.e.,

ary file

which can be transmitted with the protocol defined in 7.3 orin 7.5

Note 1 to entry:

not be in ordinary text format) from the transmission of sentences that is always in 7 bit ASCII format.

non IEC 61162-1 formatted data,

The term "binary file" is used to differentiate the general data transfer protocol (which may or may

3.3

byte

group of 8 bits treated as one unit

Not¢ 1 to entry: This corresponds to what is also sometimes called an "octet".

3.4

command-response pair

CRP

mepsages exchanged between parties that synchronize state changes on both sides throligh
thel exchange

Note 1 to entry: CRP are defined in Annex A.

Not
somnj
diffd

3.5
dat
ato
els

3.6
Eth
car|
as

Not
Cla

3.7
fun
Spe

Not
of r

3.8

b 2 to entry: Both the command and the reply message may also be used as a sensor broadcast messag
e cases. Thus, the implementation of the semantics of the message exchange is somewhat different bet
rent users of the exchange.

agram

bwhere in this document

ernet
rier sense, multiple access collision-detect (CSMA/CD) local area network protocol stand
Hefined in IEEE Std 802.3 and laterrevisions and additions to IEEE 802

e 1 to entry:  The types of Ethernét.media that can be used for implementation of this document are defing
se 5.

ction block
cified functionality)implemented by equipment

e 1 to entry: ~Eguipment normally implements multiple function blocks. Requirements to equipment are the
bquirements to the function blocks it implements. Function blocks are defined in Clause 4.

Int

IGMP

rnet"-Group Management Protocol

e in
een

mic UDP transmission unit on the Ethernet as déefined in ISOC RFC 768 and as constrained

ard

d in

suMm

communications protocol used by hosts and adjacent routers on IPv4 networks to establish

mu

lticast group memberships

Note 1 to entry: The IGMP is an integral part of IP multicast.

3.9

IGMP snooping
process of listening to Internet Group Management Protocol (IGMP) network traffic
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3.10

Internet assigned number authority

IANA

global coordination of the Domain Name Server (DNS) Root, IP addressing, and other Internet
protocol resources, including UDP and TCP port numbers

Note 1 to entry: The currently assigned numbers are listed in http://www.iana.org/assignments/port-numbers.

3.1

Internet protocol
IP
sighalling protocol used and defined in ISOC RFC 791 (and updates)

3.1
mefjssage
collection of one or more sentences that are grouped by use of the TAG block grouping protdcol
or mechanisms internal to the sentence, for instance by sequence numbersas in the TXT
serjtence

Note 1 to entry: A stand-alone sentence is a message.

3.1B
mefssage type
clagsification of IEC 61162-1 sentence formatters into SBM,ANMISM and CRP types

Note 1 to entry: SBM, MSM and CRP types are defined in Annex/A.

Noté 2 to entry: This document defines different requirements’to’the transmission of different message types.

logjcal group of messages and/or sentences where the full meaning of the group is dependent
on fthe receiver reading the full group

Note 1 to entry: Multi-sentence messages that are grouped together with a TAG construct are also a sentgnce
grodp.

Note 2 to entry: MSM are defined’'in Annex A.

physical Ethernet network with one Internet address space, consisting only of the netwprk

function block responsible for physical connectivity to the network and connectivity to the
transport layer as described in 4.3

3.17
network infrastructure
part of the network that provides a transmission path between network nodes

Note 1 to entry: The network nodes are not part of the network infrastructure.
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3.18
network node
physical device connected to the network and which have an Internet address

Note 1 to entry: A network node is also called an "Internet host".

Note 2 to entry: A network node will normally correspond to equipment. "Equipment” is used in this document.

3.19
other network function block
ONF
funfction block that interfaces to the network, but which is not using the protocol definition in
Clguse 5, Clause 6 and Clause 7

EXAMPLE Real time streaming of radar and CCTV image transfer, or VDR sound transfer.

1 to entry: Requirements as defined in 4.7 ensure that an ONF can co-reside with SFnetwork nodes [and

function block that enables transfer of sentences between the metwork and devices that pre

1 to entry: The parameter group number (PGN) is analogous to the three-character sentence formattgr in
IEC|61162-1. By definition, parameter groups identified by 16-bit parameter group numbers are broadcast tq all
addfesses on the network. Parameter groups identified by 8-bit parameter group numbers may be used to direct ¢lata

[SQURCE: IEC 61162-3:2008, 3.1.2%, modified — The word "message" has been added to the

term, and the definition has beenwrephrased.]
3.2

sensor broadcast message

SB

1 to entry:;~SBMs are sent with a sufficiently high update rate to ensure that the receiver can maintain|the
ct status,evén in environments where some messages may be lost.

2 to-eniry: SBMs are defined in Annex A.

sentence
standard information carrying unit as described in IEC 61162-1

3.24

sentence group

logical group of sentences that need to be processed together to give full meaning to the
information contained in the sentence(s)

Note 1 to entry: A sentence group may consist of only one sentence.
Note 2 to entry: The grouping of sentences into sentence group is done by TAG block mechanisms.
Note 3 to entry: This document allows the explicit grouping of sentences by using coding in a datagram. This

document does not enforce any relationship between datagram and sentence group. Thus a datagram may contain
more than one sentence group, or a sentence group may be split over two or more datagrams.
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3.25

serial to network gateway function block

SNGF

function block that enables transfer of sentences between the network and devices that are
compliant with the IEC 61162-1 and IEC 61162-2 serial line interface

Note 1 to entry: One SNGF may contain several system function blocks which each have their own SFI.
Furthermore, the SNGF itself has an SFI for administrative purposes.

3.26

system function block
SF

funiction block, identified by a unique system function ID (SFI), which is the only functiof.blpck
that can send information in a datagram format as defined in Clause 7

3.2

system function ID

SF

parfameter string as defined in 4.4.2

3.2
trahsmission group
paif of a multicast address and a port number that are used by an SF to transmit sentences

Note 1 to entry: The transmission groups are defined in Table 4, and-Annex A defines default transmission grdups
for fhe SF.

3.2
trahsport annotate and group
TA
formatted block of data, defined in NMEAZ0183, which adds parameters to IEC 6116R-1
serntences

Note 1 to entry: Annex B gives an overview\of the TAG blocks used in this document.

3.3

usE‘ datagram protocol

ubD

cornection-less datagram protocol defined by ISOC RFC 768

Note 1 to entry: ISOEC-REC 768 makes no provision for transport-layer acknowledgement of packets received.
4 | General’network and equipment requirements

4.1 Network topology example

Figure1 shows a possible IEC 61162-450 network topology consisting of one IP local area
network (LAN) and a number of different network nodes, each containing different function
blocks. This diagram is informal and does not imply any requirements other than the ones
defined in Clause 4.
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[61162-1 ] [ 61162-1 ]
SF3 ] T SF4
GhE GES SF 1 SF2 SNGF SF5 | SF6
NF 1 NF 2 NF 3 NF 4
[ | l |
Network
[ 611623 | [ 61162-3 | SF7 | | SF8 [ 61162-3 ] [ 61162-3 ] [ 61162-3 |
PNGF
NF 5

Key
SF
NF
SN(

ONFk

PN(

system function block

network function block
bF  serial to network gateway function block
other network function block

bF PGN to network gateway function block

Figure 1 — Network topology example

Some examples of network nodes are (see Figure 1):

4.2
4.2

a sensor, for example a GNSS receiver that is also‘a network node (SF2 and NF2);

IEC

a device that sends or receives IEC 61162-45Q compliant data (sentences and/or binary flile)

as well as other types of information onto the network, for example an ECDIS that can 3
load chart data from another device (SF1,; ONF2 and NF1);

two independent functions, such as a gyrocompass also approved as a rate of turn sen
that are implemented in one networkihode (SF5, SF6 and NF4);

Iso

sor

a system device function block® represented by an IEC 61162-1 compliant equipmllﬁnt

connected to a serial to network’‘gateway function (SNGF); in this case, the SNGF will for
outgoing sentences according to requirements in this document (SF3, SF4, SNGF and NF

a system device function block presented by an IEC 61162-3 compliant equipm
connected to network’'gateway function (PNGF); in this case, the PNGF will format outgo
sentences according'to requirements of this document (SF7, SF8, PNGF and NF5);

a device that does not send or receive IEC 61162-450 compliant data (sentences ang

at
3);

ent
ing

lor

binary file), but which satisfies minimum requirements for compatible use of the same

network (ONF1).

Basic requirements

1 Requirements for equipment to be connected to the network

(see 8.2.1)

The requirements for equipment connected to the network are as follows.

All equipment connected to the network, including network infrastructure equipment, shall

satisfy the relevant physical and electrical requirements defined in 5.1.

All equipment that implements one or more of SF and/or SNGF shall implement the NF. This
equipment shall satisfy the requirements to the function blocks they implement as defined

in 4.3 (NF), 4.4 (SF), 4.5 (SNGF) and 4.6 (PNGF).

All other equipment that is not network infrastructure equipment and that shares the netw
infrastructure shall comply with requirements to an ONF as defined in 4.7.

Network infrastructure equipment, i.e., switches, shall satisfy requirements in 4.2.2.

ork
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e All equipment connected to a network shall satisfy the requirements of IEC 60945.

NOTE This requirement applies only to devices on the network when the network is in normal operation. During
commissioning or maintenance, when the system is not being used for safety-related navigation, other equipment
can be temporarily connected to the network that does not comply with IEC 60945.

Any other equipment is not allowed to be connected to the network.

4.2.2 Additional requirements for network infrastructure equipment

(see 8.2.2)

To |avoid potential problems with certain network infrastructure equipment, repeater hubs ‘'shall
noff be used to interconnect components of an IEC 61162-450 network.

NOTE 1 Repeater hubs are network infrastructure devices without internal storage that repeat incoming datagrams
ontq all outgoing connections.

NOTE 2 Switches are network infrastructure devices that, based on forwarding tables, can‘\process and foryard
datggrams between nodes on the same network, using intermediate storage in the switch\béfore retransmission

Swijtches used in an IEC 61162-450 network shall have means to filter network traffic using
IGMP snooping. When the IGMP snooping is enabled and when\a multicast datagram is
received, the switch shall forward it only to the ports which have joined the same multigast
group. The means which shall be provided to support multicast data filtering using IGMP
snqoping are the following:

e |IGMP snooping shall be provided based on IGMPy1,-IGMPv2 or IGMPv3; the selection of
the IGMP version shall be based on highest version supported by all the connected nodgs;
o [multicast traffic filtering shall be provided based on IP multicast address;

e |multicast data filtering shall not be enabledfor'the address range of 224.0.0.1 to 224.0.0.255
as recommended in RFC 4541.

In addition to or instead of multicast filtering techniques, such as IGMP snooping, it is dlso
permitted to configure manually individual ports of the switches to block unnecessary traffic
flow (for example to isolate simple-sensors from ECDIS and radar).

1-

—_

Se¢ Annex D for IGMP snooping compatibility issues of nodes based on IEC 61162-450:201
Another possible methad fo filter and control network traffic is described in Annex E.

4.3 Network function (NF) requirements
4.31 General requirements

All lequipment that implements a NF shall satisfy the requirements in Clause 5 and Clause §.

4.3 2—Maximum-dataratereqtHirements

(see 8.3.1)

The manufacturer shall specify the maximum input rate under which the equipment can still
perform all functions required by its performance standards except for the equipment applicable
standards or functions otherwise specified by the manufacturer.

T This publication has been withdrawn.


https://iecnorm.com/api/?name=a670f014878dcd96ef698f4abbcf211a

IEC 61162-450:2024 © IEC 2024 -17 -

Maximum input rate shall be specified as:

a)
b)

c)

NOTE 1

the maximum number of datagrams per second received, intended for and processed by the

equipment,

the maximum number of datagrams per second received by, but not intended for, the

equipment, and

the maximum number of datagrams per second received by, but not intended for, the

equipment at 50 % of the maximum load for item a).

to.

NOTE 2 "Intended for" are datagrams that are processed by the equipment as part of its specified functien\

The¢ maximum data rates shall be the mean rate over a 10 s measurement period.

4.3
(seq

4.3

Mepns shall be provided in each NF to record errors that occurlin the NF itself as well as

and

what shall be logged.

As g minimum, the manufacturer shall provide mechanisms by which error logs can be inspec
B human operator, for example by trained serviece.engineer. It is allowed that the inspection

by
is g
dog

Th¢ minimum requirements for the log are*to count the number of each occurrence. The cour

ma

4.3

A N
log

Syg
514
sha
are

trapsmitted as' shown, including spaces.

3 Error logging function
8.3.2)

3.1 Internal logging

SNGF using it. Subclauses 4.5.2, 7.1.2, 7.2.5 and 7.3.9,dive minimum requirements ag

one through a simple network mechanism, such as a terminal emulator, as defined in {
ument or any other reasonable method.

y reset itself by a manufacturer spegified method.

3.2 External logging

F may be configured to support external logging, where non-trivial information is sent t

log messages shalkbe formatted as ASCII text messages and sent as UDP packets on
and the multicast address defined in Table 6. Error messages defined in this docum
Il be reported.through a simplified message as described in Table 1, where italicised wo
place-holders for data explained in the right hand column. Other characters shall

ging server. In this cas€, a "syslog" message as defined in ISOC RFC 5424 shall be use(d.

"Received by" means datagrams that are received on all transmission groups that the equipment listens

SF

ted

his

ter

o

ort
ent
rds
be



https://iecnorm.com/api/?name=a670f014878dcd96ef698f4abbcf211a

- 18 — IEC 61162-450:2024 © IEC 2024

Table 1 — Syslog message format

Element Description

<pri> The combined priority and facility code (number from 0 to 199 inclusive) enclosed in pointed
brackets. For the errors defined in this document, the value 131 shall be used (facility "local
use 0" and priority "error condition").

Version The version code. The code 1 (one) shall be used for messages from this document.

Space One space character.

Timestamp Timestamp, containing date and time and optional UTC offset, in a valid format, for example
1985-04-12T23:20:50-03:00. The example shows date, followed by upper case "T", then local
time and finally offset from UTC (3 h west — negative, east offsets shall be prefixed by a "+";
UTC offset can be abbreviated to a single upper case "Z", without leading "-" or "+").
Alternatively, the timestamp field may be nil ("-", a single dash character).

Sdace One space character.

Hdgstname The host name of the network node, represented as the IP address in dotted decimal notation.
Alternatively, this field may be nil ("-", a single dash character).

Sdace A space character.

Adpname The application name. This shall be the string "450-" followed by the configured SFI code if
the error originates in the SF or SNGF, "NF" if the error originateS-from the network function
block or "ONF" if it originates in the ONF function block.

Sdace A space character.

Prpcid Normally, this field should be nil ("-" a dash character). Other values as defined in the syslog
standard may be used.

Sdace A space character.

Mggid For errors defined in this document, this field shall be the error code as defined in
Table 2.

Sdace A space character.

Stfuctured This field can be nil ("-", a single dash character) or contain information as defined in
ISOC RFC 5424.

Sdace A space character.

Mgg A free format message inJASCII format.

Italicised words are place-holders for,data explained in the right hand column.

A "syslog" packet shallthot exceed 480 bytes and shall be sent as a single UDP datagram. The
"syglog" packet for multiple occurrences of same message identity shall not be reported mpre

oftgn than once per,minute. The "syslog" packet for any occurrence of message identity shall

not/ be delayed more than 10 min.

This document does not specify requirements for equipment receiving syslog messages. Tlhis
type of ,equipment would fall into the category of ONF. As Table 1 is a subset of the full ISOC
RF[C 6424 specification, implementers of such equipment shall refer to ISOC RFC 5424 and

makersure that syslog messages from other ONF can be received and processed withlout

problems.

To facilitate the use of the syslog protocol, the errors defined in this document have been
assigned a message identity as defined in Table 2.
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Table 2 — Syslog error message codes

Message identity Description Subclause
101 SNGF buffer overflow 4.5.2
102 Datagram header error 7.1.2
103 TAG or sentence format error 7.2.5
104 Binary file error 7.3.9
201 PNGF buffer overflow 4.6.2
20p RSN-message-efrors F4-2-ane—F—4-
208 No available address for devices 7.4.3.2

Additional information can be given in the "Msg" field, if available.

4.314 Provisions for network traffic filtering — IGMP

NOTE The purpose of the IGMP for this document is to provide the possibility to perform network traffic filte|
basgd on IGMP snooping.

The¢ manufacturer shall specify the version of IGMP as defined im)ISOC RFC 1112, RFC 21
and RFC 3376 that the NF supports. At least version 1 as defined in ISOC RFC 1112 shall
impglemented.

Se¢ Annex D for compatibility issues of nodes based-on IEC 61162-450:2011.

4.4] System function block (SF) requirements

4.4{1 General requirements

(seg 8.4.1 and 8.2.3)

Eqliipment that implements an SF shall satisfy the following requirements:

requirements in 6.2 shall belsatisfied for all equipment implementing SF;

implements at least on€ ,of the datagram types defined in Clause 7, but does not havg
implement all of them;

implemented datagram types shall be specified in the manufacture's documentation (§
7.1.1);

requirements\in 7.2 shall be satisfied for all equipment implementing IEC 61162-1 sente
transmitting-or receiving function blocks;

ring

P36
be

to

pee

nce

requirements in 7.3 shall be satisfied for equipment that implements an SF that can trangmit
orsreceive binary file data;

4.4.2 Implementing configurable transmission groups

(see 8.4.3)

GN

As default, each SF shall be assigned a single transmission group/multicast address for all
outgoing messages. The default for this transmission group is determined by the SFI as
described in Annex A.

For each SF that the equipment implements, the manufacturer shall document the default
transmission groups the SF listens to and what sentences it expects to receive on each group.
The default transmission groups can be selected by the manufacturer from the list of groups in
6.2.2.
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Means shall be provided to configure all transmission groups and the SFs which are assigned
to them within the valid range of multicast addresses defined in 5.4. A system integrator may,
for example, split an SF into different transmission groups to support optimal load balancing for
a given system. Where non-default configurations of SF and transmission groups are utilised,

the

4.4

details should be documented by the system integrator.

.3 Assignment of unique system function ID (SFI)

(see 8.4.2)

The format of the SFI parameter string shall be "ccxxxx", where "cc" is two valid characters as

defined in IEC 61162-1 and "xxxx" is four numeric characters.

An

coq
talk
ma
the

Oth
ha
avd

Th

by
the

Du

IEC
avg
cor

Iti
con

SF implementing the functionality of an equipment that has been given a talker mnemag
e in IEC 61162-1 shall use this talker mnemonic as the "cc" characters in the*SFI. If
er mnemonic is proprietary (i.e. consists of character "P" followed by a.three-charag
hufacturer's mnemonic code), then two first characters are used as the."c¢” characterg
SFI.

er SF may have their SFI string format defined in other standards er'the manufacturer n
e to choose a code. In the latter case, the already defined talkermnemonic codes shall
ided.

ThI numeric character string "xxxx" will be an instance numbeér in the range "0001" to "99¢

numeric character string "9999" is reserved for an un=configured SF and shall not be u
any transmitting SF during normal operation. However, all receiving equipment shall acc
"9999" string.

ing normal operation, the SFI parametér string shall be unique for all SF in
61162-450 network. For implementatio,of interface redundancy (i.e. a single devicg
ilable through multiple paths in the network), the SF and related SFI shall be the same. ]

nbination of source parameter codest's" shall be unique for each path (see 7.2.3.4).

5 recommended that all SF ona ship, independent on whether they are residing on ¢
nmon network or not, are given a ship unique SFI.

The¢re may be multiple SFs“each communication with their own SFI, assigned to a single]

add

Me

4.5

4.5

ress or MAC address.

ans shall be pravided by the manufacturer to configure the SFI for each SF (see 7.2.3.4).

Serialto network gateway function (SNGF) requirements

1 General requirements

nic
the
ter

in

hay

9".
sed
ept

an
is
'he

ne

(see€

8% 1)

The SNGF shall implement all relevant functionality defined in 4.4 for each SF it supports.

The SNGF may support one or more serial ports (see Figure 2).
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GP 1 (for GPS 1
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GP 2 (for GPS 2

GP 3 (for GPS 3

Eac¢h serial port shall be implemented as a separate SF and.assigned a separate SFI, unl
SNGF implements multi-SF serial port (see 4.5.4 and\Figure 3) or the SNGF implemg¢
rface redundancy. If practical, the "cc" part of the SFIshall be based on the talker identi
se by the serial port; otherwise, an appropriate _Talker Identifier shall be used.

the
intd
in
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SNGF 3 as SNGF 6 as
equipment equipment
SF of SNGF
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implement.
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Figure 2 — SNGF examples

GPS 3 and.Gyro 1 combined as single
serial line (multi SF serial port)

SNGF 7 as
equipment

SF 1

SF 2

SFI = GP0003

SFI = HE0001

-

-~ SF of SNGF 7

SFl of SNGF 7
= S10007

{

/

IEC

PSS
nts
fier

IEC

Figure 3 — SNGF example, multi SF serial port

The SNGF may implement different types of filtering with regard to what serial line sentences
are retransmitted as datagrams and what datagrams will result in a serial line sentence being
sent. Any filtering methods shall be described in the installation manual.

NOTE A typical filtering method would be to use the destination TAG “d” to determine what sentences in incoming
datagrams need to be sent on the serial line.
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All sentences, including those with unidentified or illegal content, as well as proprietary
sentences shall be transmitted, unless subject to filtering, from the SF associated with the serial
port. Sentences with unidentified or illegal content shall be sent with a legal transport annotate
and group (TAG) block as defined in 7.2.3, but with the raw received serial data following the
TAG block.

As a destination, each serial port shall be associated with the corresponding SFI. Outgoing
sentences shall be transmitted exactly as received in the datagram.

The SNGF may support one or more sources distinguished by different talker mnemonics at
eadh serial port. Each source in a shared serial port shall be implemenied as a separale|SF
and assigned a separate SFI. If practical, the "cc" part of the SFI shall be based on the.talker
mnemonic in use by each source in a shared serial port. As a destination, each seurce ih a
shgred serial port shall be based on the SFI. Proprietary sentences include no talker-identifier
and, based on setup parameters, they shall use the same SFI as standardized séntences frlom
thel same source. The STN sentence is an additional qualifier for the following'sentence. The
STN sentence and the following sentence belong to the same SF and shall Use'the same SflI.

Prdprietary sentences received from serial port shall be associated with the SF of the seial
port based on

e |talker mnemonic used by non-proprietary sentences (see above paragraph), or
¢ [the SF determined by the preceding STN sentence, or

e |optionally, the SF set by the configuration for the serial*port.

Malformed sentences (see 4.5.5) received from a,serial port shall be associated with the |SF
either

e |of the talker mnemonics, if available, of the'malformed sentence, or
o |of the talker mnemonic used by non-malformed sentences for the serial port, or

e |set by the configuration for the malformed sentences.

Th¢ manufacturer shall declare in_the installation manual which alternatives have been used
for [association with the SF for'malformed sentences.

The TAG block for source identification "s" shall be based on the SFI. If available, routing flom
a network to serial ports.shall be based on the TAG block for destination identification "d".

The¢ SFI of a SNGF.used for administrative purposes, such as syslog, heartbeat (HBT) of SNGF
itsglf, etc., shalt-use the talker mnemonic "SI".

4.52 Serial line output buffer management

(seq 835.2)

An SNGF function block shall provide an independent buffer for each separate SF implemented
for each serial port it can send sentences onto. The manufacturer shall specify the maximum
buffer capacity for each port. The maximum capacity may be configurable at installation.

The buffer shall be implemented as a FIFO (first in, first out) buffer. In case of a full buffer,
newly arrived sentences shall be discarded, unless these sentences are specified as prioritized
(see below). Newly arrived sentences will be inserted into the buffer when buffer space is
available. The method of treatment of sentences grouped by the TAG "g" (see 7.2.3.3) may be
configurable or specified in the manufacturer's documentation.

The SNGF may implement a priority-based functionality for some sentences with specified
sentence formatters. The prioritised formatters may be configurable or specified in the
manufacturer's documentation.
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Processing of prioritized sentences shall be as follows.

e Only one sentence with identical talker ID and sentence formatter shall exist in the buffer.
Exception is a multi-sentence message or a TAG block group of sentences: they shall only
be replaced in their entirety.

NOTE When prioritizing AIS VDM and VDO sentences, the string beginning with the "!I" character and ending
with the 7t character of the encapsulation field is used for comparison to identify identical sentences. A match
of this string from a newly arrived sentence with one in the buffer means the sentence contains the same
ITU-R M.1371 message from the same MMSI as the sentence already in the buffer, and can then replace the
older sentence at its position in the queue.

identical talker ID and sentence formatter exists in the buffer, the new senteneg| or
sentences will replace the existing sentence or sentences at its position in the queue. Tlhis
replacing shall not cause logging of an error nor sending anything to syslog.

should match those of the current TAG block group in order to the replace)TAG block group
in the queue. The components to compare are: the TAG block source parameter code value,
the "number of lines" portion of the TAG block group parameter code, and the sentenges
within the TAG block group.

e |Otherwise, the new sentence shall follow the FIFO principle as,described above.

If 8 sentence is discarded from the queue, this event shallbeTogged as an error internally in
thel equipment as defined in 4.3.3. The equipment shall have separate error counts for each
serjal port.

4.5/3 Datagram output requirements

(seg 8.5.3)

Th¢ SNGF shall format outgoing datagrams: as defined in 7.2.

The¢ SNGF shall either transmit one~TEC 61162-1 sentence or, if part of a multi sentence
sequence, may transmit multiple IEC 61162-1 sentences per outgoing IEC 61162-450
datagram. The multi sentence “sequence includes the case described in IEC 6116R-1
Multi-sentence messages, and-the cases for which IEC 61162-1 requires a sentence sent pfior
serjding another sentence{The datagram shall include the correct SFI, source identification (s:)
and, if required, destination identification (d:).

4.54 Multi SF(serial port
(seg 8.5.4)

The SNGE is allowed to implement more than one SFs for any single serial line. Receiyed
sentences' on this serial line with a valid talker mnemonic will be transmitted from one of the
asdociated SFs dependent on the talker mnemonics. Each SF shall be assigned a separate BFlI
an , do d UIUbtilldt;Ull, tldllblllit UutyU;llg bUIItGIIbGD UTl tilc bcl;di “IIU dbbUldillg tU “IU IuiUo in

4.5.1.

Proprietary sentences received on the serial line include no talker identifier. It shall be
determined by setup parameters from what SF they shall be transmitted.

Unidentified data from the serial line shall be sent from all SFs associated with the serial port.
This sending of unidentified data shall not cause logging of an error nor sending anything to
syslog.
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.5 Handling malformed data received on serial line

(see 8.5.5)

The SNGF is intended as a remote serial data converter with minimum data processing. For
each of the cases below, the SNGF shall send a datagram with the malformed data as required
by 4.5.1 and 4.5.4. If the formatted message exceeds the maximum datagram length (see 6.2.4),
the data shall be truncated from the end. The following cases shall cause a message containing

the
1)

malformed data to be sent:

if data has been received before a start character;

2)
3)
4)
5)
"St

4.6

(seé€
4.6

(seé€

The¢ PNGF shall implement all relevant functionality for each SF it supports as defined in 4.4.

if data has been received after a valid start character and the maximum sentence and\T
block length has been exceeded;

AG

if data has been received after a valid start character and end of line (CR,LF) has.not bg¢en

received after 1 s;
if a reserved character has been received and not having been appropriatély-escaped;
if random binary data is received on the serial line.

hrt character” is a valid start of sentence ("$", "!") or TAG block start|character.

PGN to network gateway function (PNGF) requirements
8.12)
1 General requirements

8.12)

The SFI of a PNGF used for administrative purposes, such as syslog, heartbeat (HBT) of PN

itsq

If, etc., shall use the talker mnemonic¢,"SI".

Th¢ PNGF may implement differept types of filtering based on the PGN messages from ang

IEQ
dog

NO]
the

4.6
(seq

AR
ser
ma

61162-3 network. Any filtefing methods shall be described in the manufacturs
umentation.

[E The accurate timing, between PGN messages available in the IEC 61162-3 network is not supported
same is converted intoddE€ 61162-450 network.

2 Output buffer management from IEC 61162-450 network to IEC 61162-3 netwo|
8.12)

NGF function block shall provide an independent buffer for each IEC 61162-3 network it
d jinto.” The manufacturer shall specify the maximum buffer capacity for each port. T

can
[he

Kitnum capacity may be configurable at installation.

PNGF buffer management shall be based on the |IEC 61162-3 priority included into each
message. The manufacturer shall describe the method in documentation.

If the buffer is full and a PGN message is discarded, it shall be recorded as specified in 4.3.3.

4.6

3 Datagram output requirements

(see 8.12)

The PNGF shall format outgoing messages as defined in 7.4.1.

The PNGF shall transmit one IEC 61162-3 PGN message per outgoing IEC 61162-450
datagram to minimise delays.
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4.6.4 PGN group number

(see 8.12)

A PGN group is defined as a logical group of devices that can share the information and
message. A message from a device is broadcasted to all devices that belong to the same PGN
group. A device may belong to more than one PGN groups. The maximum number of PGN
groups is no more than four. The PGN group may be used for filtering of messages (see 4.6.1).

4.7 Other network function (ONF) requirements

(seq 8.6)

Th
ne

ONF represents a function that is allowed to share the same network infrastructure-as
ork function blocks (NF) on an IEC 61162-450 network.

The¢ ONF shall conform to the requirements given in 4.2.1.

Th
de

Do

ONF equipment shall not use any IP multicast address reserved by’ this document
ned in 5.4.

datagrams or byte steams, for instance UDP, TCP/IP or other(

Do

5

5.1

cumentation shall be provided describing the impact of\the ONF to the network.

Low level network requirements

Electrical and mechanical requirements

(seg 8.7.1)

the

as

cumentation shall be provided describing the network protocels used by the ONF to s¢nd

The cable and connectors used shalhat least meet the specifications listed in Table 3 when
usgd in protected environment asdefined in IEC 60945.

Fibre optic interfaces shallhkeomply with the laser safety requirements for Class 1 devi
spdcified in IEC 60825-2.

The¢ physical layer requirement for IEC 61162-3 ports of the PNGF shall be compliant v

IEG 61162-3:2008, Clause 4.

ces

th
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Table 3 - Interfaces, connectors and cables

IEEE 802.3 Max. Mechanical device Pin Cable category, minimum
interface network interface connector type assignment
segment link (protected environment)
distance
100BASE-TX 100 m IEC 60603-7-3, 8-way CAT5 STP
shielded modular connector ) ) .
IEEE Std Two shielded twisted pairs
802.3-2022 Refer to IEC 60603-7:2020, ANSI/TIA-568-A ANSI/TIA
Clauses 24 Figures 1 through 5, and IO :
and 25 IEEE Std 802.3:2022, 568-B or ISO/IEC 11801
A oF (class D)
wlidUsST Z£9
(n¢t specified) | @ Terminal block CAT5 STP
Two shielded twisted pairs
10PBASE-SX 550 m IEC 61754-20 Two multimode 'optical
fib
IEEE std LC type duplex optical fores
80pR.3-2022, connectord Short wavelength 850 nm
Clauses 24
and 26
10P0BASE-T 100 m IEC 60603-7-7, 8-way CAT5 STP
hielded modul t
IEEE Std shielded modutar connector Four shielded twisted pairp
80pR.3:2022, Refer to IEC 60603-7:2020,
Clause 40 Figures 1 through 5. ANSI/TIA-568-A, ANSI/TIA-
568-B or ISO/IEC 11801
(Class D).
1000BASE-SX | 220 m IEC 61754-20 Two multimode optical
| (62/125 ym, ) fibres
IEEE Std low modal LC type duplex optical
80R.3-2022, bw) connectord Short wavelength 850 nm
Clause 38
550 m
(50/125 pum,
high modal
bw)

Fdr use in exposed environments, additional provisions are necessary. Consideration should be given to the M1

ty
fo

pe specified in IEC 61076-2-101 for copper'network cable. And similar rugged connector should be consider
external fibre optic connections.

2-
ed

In this case, the maximum operating distance should be specified by the manufacturer.

The 8-way modular connectos specified in IEC 60603-7 is the "8P8C" type that has commonly been used
desktop computer LAN connections and incorrectly but widely referred to as "RJ45". Wires are in the order]
2,3,6,4, 5,7, 8 on the\modular jack; the same at each end of a cable. The color-order from wire 1 to 8 sh
be green/white, grefeny ‘orange/white, blue, blue/white, orange, brown/white, brown; the same at both ends
the cable. Refer to |[EEE Std 802.3-2022, 25.4.3, and IEC 60603-7-3.

The 8-way mioedular connector specified in IEC 60603-7 is the "8P8C" type that has commonly been used
desktop computer LAN connections and incorrectly but widely referred to as "RJ45". Wires are in the order
2,3,6,4, 577, 8 on the modular jack; the same at each end of a cable. The color-order from wire 1 to 8 sh
be green/white, green, orange/white, blue, blue/white, orange, brown/white, brown; the same at both ends
the (caple. Refer to IEEE Std 802.3-2022, 40.8.1, and IEC 60603-7-7.

in

=N

ali
of

in

-

all
of

Se€ TIA-604-10.

5.2 Network protocol requirements

(see 8.7.2)

Equipment shall implement IPv4 as generally described in ISOC RFC 5000 with a minimum
requirement of support for the following specific network protocols:

e ARP - Address Resolution Protocol as described in ISOC RFC 826 and as updated in ISOC

RFC 5227;

e |P — Internet Protocol as described in ISOC RFC 791 and as updated in ISOC RFC 2474;
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The following protocols may be supported depending upon the requirements of the equipment:

e UDP — User datagram Protocol as described in ISOC RFC 768;

NOTE 1 For equipment that is purely an ONF (neither SF nor SNGF), this is not necessarily required. Such an
ONF device can communicate only over TCP or only over UDP, or perhaps even with raw IP or ICMP packets.

e UDP Multicast — Host groups as described in ISOC RFC 966 and Host extensions as
described in ISOC RFC 1112;

NOTE 2 For equipment that is purely an ONF (neither SF nor SNGF), this is not necessarily required. Such an
ONF device can communicate only over TCP or only over UDP, or perhaps even with raw IP or ICMP packets.

e [TCP — Transmission Control Protocol as described in ISOC RFC 793;

NOTE 3 TCP is generally not required for SF and SNGF functions. Whilst it can make sense for some"equipment
to support TCP, this document does not require TCP to be used.

e |ICMP - Internet Control Message Protocol as described in ISOC RFC 792;

NOTE 4 There is no requirement in this document relating to ICMP.
e [IGMP - Internet Group Management Protocol as described in ISOC RFC 1112, RFC 2236
or RFC 3376;

NOTE 5 It is sensible to support IGMP snooping particularly for SF and_SNGF devices, but it is not strjctly
required within this document. See D.2.1.

5.3] IP address assignment for equipment
(seg 8.7.3)

Mepns shall be provided to configure the equipment\to any of the addresses reserved for lise
in grivate networks as described in ISOC RFC 1918 with any valid network address mask. The
deflault sub-net mask shall be set appropriately for 192.168.0.0/24 (legacy class C). The
asdigned IP address shall remain fixed during normal operation of the equipment, including
powering the equipment down and up.

A 450-Node may reserve sub-nets for\non-450 use, for example, for internal use (internal to the
equipment) or for other interfaces~ All reserved sub-nets shall be documented. The following
sul-nets shall always be available to the IEC 61162-450 network: 192.168.0.0/24 -
192.168.10.0/24 and 172.16:0.0/16 (class B).
5.4 Multicast address range

(seq 8.7.4)

The¢ range 239:192.0.1 to 239.192.0.64 is reserved for current and future use in the applicafion
layger protocals(see 6.2.2).

ith

The¢ multicast address range 239.192.0.57 to 239.192.0.64 is used for interconnection \
IEQ 6€1162-3 networks.

ONF equipment shall not use multicast addresses in the range 239.192.0.1 t0 239.192.0.64.

NOTE 1 ISOC RFC 2365 defines the multicast address range 239.192.0.0 to 239.192.63.255 as the IPv4
Organization Local Scope, and is the space from which an organization allocates sub-ranges when defining scopes
for private use.

NOTE 2 The multicast time to live (TTL i.e. number of hops) is adaptable to allow transmission over multiple network
routers. The default TTL value is 64. The sub-net mask is set appropriately for a class C (local area network).

5.5 Device address for instrument networks

Means shall be provided to assign a device address range from 0 to 251 when the PNGF
transmits to an IEC 61162-3 network. The device address may be set automatically.
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6 Transport layer specification

(see 8.8)
6.1 General

Clause 6 specifies how UDP multicast messages are used to communicate between equipment
over an Ethernet network.

Equipment may implement functionality for sending, receiving or both. The provisions of

An|example of the structure of an Ethernet frame with a IEC 61162-450 sentence is given in
Figure 4. The uppermost block shows the full Ethernet frame with the UDP user available data
blogk shown in white. The IP and UDP headers are included in the grey blocks. The lower blpck
shqws the UDP user available data block with an IEC 61162-450 formatted sentence included.
The¢ numbers above the Ethernet frame gives the size of each block. The, nunibers in frong of
thel UDP user data block gives the offset from the start of the block (0 — zef0).
6 6 2 20 8 0-1472 4
dmac smac type ip udp IEC 61162-450 message | crc32
0 U d P b
IEC 61162-450 header

4 C 70’

6 \ s T )

10 I 0 0 0

14 1 ’ n

18 3 3 4 *

22 1 9 \ $

IEC 61162-450 payload

26 T I R (0]

30 T ’ 1 2

34 3 4 5

38 * 6 7 <CR>

42 <LF> )

\s:T10001,1n:334*19\$TIROT,123.45*67<CR><LF >

IEC

Figure 4 — Ethernet frame example for a SBM
from a rate of turn sensor
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6.2 UDP messages

6.2.1 UDP multicast protocol

UDP Multicast — IP multicast is a technique for many-to-many communication over an IP
infrastructure in a network. The destination nodes send join and may send leave messages. IP
multicast scales to a larger receiver population by not requiring prior knowledge of who or how
many receivers there are. Multicast uses network infrastructure efficiently by requiring the
source to send a packet only once, even if it needs to be delivered to a large number of
receivers. The nodes in the network take care of replicating the packet to reach multiple
receivers only when necessary. The most common transport layer protocol to use multicast

addressing is User Datagram Protocol (UDP).

Senders and receivers shall as a minimum be able to use UDP as defined by ISOC RFC 768

and as further specified in this document.

6.2[2 Use of multicast addresses and port numbers

Poft numbers shall be allocated from the dynamic port range that the internet assigned numper
authority (IANA) has reserved for dynamic and/or private port numbers (range 49152 to 65535,

inclusive).

Table 4 defines multicast addresses and destination port numbers that shall be used when
trapsmitting sentences from a system function block. The mapping of SFI to default transmiss|ion
grojup is described in Annex A. If provided by the equipment, the default transmission group
car| be changed by the parameter setup system of the’equipment to any transmission group in

Table 4 or any in Table 5 (for example to supportéuse of same transmission group for bpth
"bimary file" and related sentences, for example ECDIS route exchange and RRT-sentence)|.
NOTE The purpose of the port differentiation is to provide a mechanism that allows a certain level of load redudtion
for fhe receiving equipment.
Table 4 — Destination multicast addresses and port numbers
Trangsrr:li‘spsion Category Ig::itirzaszt Destination pqrt

MISC SF not explicitly listed below 239.192.0.1 60001

TGTD Target data (AlS), tracked target messages (Radar) 239.192.0.2 60002

SATD High.update rate, for example ship heading, attitude 239.192.0.3 60003

data.
NAVD Navigational output other than that of TGTD and 239.192.0.4 60004
SATD groups

VORD Data required for the VDR according to IEC 61996-1 239.192.0.5 60005

RG¢OM Radio communication equipment 239.192.0.6 60006

TIME Time transmitting equipment 239.192.0.7 60007

PROP Proprietary and user specified SFs 239.192.0.8 60008

USR1 User defined transmission group 1 239.192.0.9 60009

USR2 User defined transmission group 2 239.192.0.10 60010

USR3 User defined transmission group 3 239.192.0.11 60011

USR4 User defined transmission group 4 239.192.0.12 60012

USR5 User defined transmission group 5 239.192.0.13 60013

USR6 User defined transmission group 6 239.192.0.14 60014

USR7 User defined transmission group 7 239.192.0.15 60015

USR8 User defined transmission group 8 239.192.0.16 60016

BAM1 BAM compliant alert source reporting to CAM group 1 | 239.192.0.17 60017
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Transmission Category Multicast Destination port
group address

BAM2 BAM compliant alert source reporting to CAM group 2 | 239.192.0.18 60018

CAM1 CAM of the BAM group 1 239.192.0.19 60019

CAM2 CAM of the BAM group 2 239.192.0.20 60020

NETA Network administration, e.g. SFI collision detection 239.192.0.56 60056

PGP1 PGN Group 1 239.192.0.57 60057

PGP2 PGN Group 2 239.192.0.58 60058

PGP3 PGN Group 3 239.192.0.59 60059

PGP4 PGN Group 4 239.192.0.60 60060

P&B1 Backup PGN group 1 239.192.0.61 60061

PgB2 Backup PGN group 2 239.192.0.62 60062

P&B3 Backup PGN group 3 239.192.0.63 60063

PB4 Backup PGN group 4 239.192.0.64 60064

NQTE 1 The USR1 to USR8 transmission groups can be used, for example, for proprietary data in binary formpt.
NQPTE 2 To balance the traffic or to provide backward compatibility, in addition to the implementation |of
mandatory use of BAM1/BAM2 and CAM1/CAM2, BAM related communicationiean be configured to use e.g. SATD
or[NAVD transmission groups.

Tamle 5 defines multicast addresses and destination{port numbers that shall be used when
trapsmitting binary file data. If provided by the edquipment, the default multicast address| or
degtination port number can be changed by the.parameter setup system of the equipment to
thelmulticast addresses or destination port numbers of the transmission groups USR1 to USR8,
RCIOM, PROP in Table 4 or any in Table 5 (for example to support use of same transmissjion
grojup for both "binary file" and related sentences).

Table 5 — Destination.multicast addresses and port numbers
for binary data transfer

Category Multicast Destination pofrt
address
Ngn re-transmittable binary, file transfer group 1 2 239.192.0.21 60021
Ngn re-transmittable binary file transfer group 2 2 239.192.0.22 60022
Ngn re-transmittable ‘binary file transfer group 3 2 239.192.0.23 60023
Ngn re-transmittable binary file transfer group 4 2 239.192.0.24 60024
Ngn re-transmittable binary file transfer group 5 2 239.192.0.25 60025
Rd-transmittable binary file transfer group 1 © 239.192.0.26 60026
Re-transmittablebinary-fitetransfergroup2 239192027 60027
Re-transmittable binary file transfer group 3 © 239.192.0.28 60028
Re-transmittable binary file transfer group 4 ° 239.192.0.29 60029
Re-transmittable binary file transfer group 5 ° 239.192.0.30 60030

a8 Address 239.192.0.25, port 60025 is the default for ECDIS route transfer (see IEC 61174).
b Address 239.192.0.26, port 60026 is the default for VDR image transfer (see IEC 61996-1).

Address 239.192.0.30, port 60030 is the default for ECDIS re-transmittable data blocks for route transfer (see
IEC 61174).

Table 6 lists other multicast addresses and ports reserved by this document.
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Table 6 — Destination multicast addresses and port numbers
for other services

Category Multicast Destination port
address
Syslog 239.192.0.254 514

Sending to syslog can use multicast or UDP unicast.

Some switches can support only UDP unicast.

ThJa addresses 239.192.0.31 to 239.192.0.55 are reserved for future expansion.

IANA has defined that port range 49152 to 65535 is reserved for dynamic and private-dse. 1

S

pgcific ports for this document are within this IANA range. Operating systemsfalso use {

IANA range for their internal use as ephemeral ports. This double use may cause port num
corflicts resulting for lost communication of IEC 61162-450 messages. It issrecommended
corjsider limiting the ephemeral port range of the operating system of equipment connected

a

6

n |[EC 61162-450 network to avoid port number conflicts.

213 UDP checksum

All devices shall calculate and check the UDP checksum as defined by ISOC RFC 768. It is

p

enmitted to set the checksum field to zero (no checksum).

A datagram that has an incorrect or missing checksunmishall be discarded by the receiver.

6

2|4 Datagram size

'he
his
ber
to
to

not

The¢ network function block shall not transmitmore than 1 472 bytes of data in each datagram,
including header as defined in Clause 7.

Regeiving equipment is allowed to discard datagrams that have a size larger than the maxim

S

N

7

7

pgcified size.

OTE UDP datagrams can be up\fe64 kB in size when they are sent as a number of IP fragments.
Application layer'specification

.1l Datagram header

(seg 8.9.2)

7

Al Valid header

All lUDP_multicast datagrams shall contain one of the following strings, followed by a

c

null

haracter (all bits set to zero) as the first six bytes of the datagram:

"UdPbC" for transmission of IEC 61162-1 formatted sentences as described in 7.2;
"RaUdP" for transmission of binary files as described in 7.3;
"RrUdP" for transmission of re-transmittable binary files as described in 7.3;

"NkPgN" for transmission of IEC 61162-3 PGN messages as described in 7.4;

All TCP/IP datagrams shall contain the following string, followed by a null character (all bits set
to zero) as the first six bytes of the datagram:

N

"RrTcP" for transmission of binary files as described in 7.6.

OTE 1 Datagram means packet in this context.
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Incoming datagrams with an unknown header shall be discarded without processing the content
beyond the header.

NOTE 2 Future editions of IEC 61162-450 can define other header codes. Any such header code will be different
from the ones already in use and will at least contain six bytes, possibly including a trailing null character.

7.1.2 Error logging

The equipment shall maintain a count of received datagrams that do not have a valid header
and make this available as defined in 4.3.3.

7.2 General IEC 61162-1 sentence transmissions

7.211 Application of this protocol
(seg 8.9.1)

This protocol provides a mechanism by which IEC 61162-1 sentences can-be”“sent to ondg or
mofe receivers on the network. The protocol allows several sentences to'be merged into ¢ne
datagram.

7.2|2 Types of messages for which this protocol can be useéed
(seq 8.9.3)

This protocol shall be used for SBM and MSM (see Annex A)'type messages. The protocol shall
alsp be used for CRP message exchanges with provisions' specified in Annex C.

7.213 TAG block parameters for sentences transmitted in the datagram
(seq 8.9.4)
7.213.1 Valid TAG block

Ea¢h sentence shall be preceded :with one or more TAG blocks as defined in Annex B,
containing one or more of the parameter codes described in 7.2.3.3 to 7.2.3.8. Adding of TAG
blopks with parameter codes happens after the last existing TAG block.

Anlexample of applying one @and more parameter code "s" is as follows.

Original source = GPQ001

\4:GP0001*hh\$GPGLL, 5057.970,N,00146.110,E,142451,A*27<CR><LF>
\4:GP0001*%h\\s:AB0001*hh\$GPGLL,5057.970,N,00146.110,E,142451,A*27<CR><LF

\9:GP00QL*¥hh\\s:AB0001*hh\\s:TT0001*hh\$GPGLL, 5057.970,N,00146.110,E,142451,A
*QT<CR>}LE>

If g parameter code is assigned a value more than once in all TAG blocks and only one value
is m—mmmm—ﬁvmﬁm—mmﬁ—mmmi- nd

IEC 61162-450 conformant (see 7.2.3.4) shall be used.

NOTE The IEC 61162-450 conformant parameter code "s" can be added by SNGF or ONF.

In case of multiple source parameter codes "s", the original source is the right most “s”
parameter in the left most TAG block from the start of the IEC 61162-1 sentence and
IEC 61162-450 conformant (see 7.2.3.4).

If a device modifies the content of a received IEC 61162-1 sentence, then the TAG blocks
containing source parameter codes "s" shall be removed and replaced by a TAG block
containing a source parameter code "s" based upon the SFI of the device which did the
modification.
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It is possible that a TAG block, or a group with two or more TAG blocks, may contain multiple
destinations. Each listener is responsible for recognizing its own identifier, and each listener
would treat the TAG block line (see Clause B.5) or group of TAG block lines as addressed to
that unit.

o First example

Two valid datagrams are shown below. The second datagram shows two occurrences of
parameter code "s", where the first occurrence (AC1000) is the original source and the
second occurrence closest to the sentence (BC1000) identifies the device that this sentence
passed through.

\d:AB0001,d:AB0002,s:BC1000*hh\!BSVDM,1,1,,A,3Cu>2;002nQHi0 R=23BTB3F0QUh,
0*7C

\s:AC1000,c:1558090544462*hh\\d:AB0001,d:AB0002,s:BC1000*hh\!BSVDMNY, 1, A,
3Cu>2;002nQHiO0 R=23BTB3F00Uh, 0*7C

e |Second example

The datagram below shows the case when one parameter code "s" (002300000) is from a
non |IEC 61162-450 conformant source. A receiver can use or ignore this non IEC 611p2-
450 conformant source. Note that parameter code "s" (BC1000) closest to the sentence is
IEC 61162-450 conformant.

\s:002300000,c:1558090544462*hh\\d:AB0001,d:AB0002,s:BC1000*hh\!BSVDM, 1,[1,
,A,3Cu>2;002nQHi0 R=23BTB3F00Uh, 0*7C

Fol compliance with this document, all TAG block parameter codes are set at the timg of
insfallation and shall not be dynamically configurable~during normal operation.

NOTE The control sentences for changing parameter codessin NMEA 0183 are not used during normal operatipn.
7.2/3.2 TAG block checking

Only sentences preceded by valid TAG.blocks as defined in 7.2.3.1 shall be processed by the
receiver.

A TAG block may contain parameter codes and their values known and/or not known by the
receiver. Further there may bé_multiple occurrences of a parameter code. The examples below
asdist in correct interpretation.

If the value of the "s’parameter code is not understood by the receiver, for example not encoded
as |n this document (see 7.2.3.4), then the message shall be ignored, for example:

\4:002300060&hh\!BSVDM,1,1,,A,3Cu>2;002nQHi0 R=23BTB3F00Uh, 0*7C

If the "s" parameter code is available twice, the first instance encoded as in this document ($ee
7.213.4)-and the second instance not understood by the receiver, then the message shall|be
acdepied based on the parameter code understood by the receiver and the existence of the jhot
understood parameter code is ignored, for example

\d:AB0001,d:AB0002,s:BC1000*hh\\s:002300000*hh\!BSVDM,1,1,,A,3Cu>2;002nQHi0 R
=23BTB3F00Uh,0*7C

NOTE The above example could be the result of a node adding its TAG block in front of existing TAG blocks instead
of in front of the start of the sentence (see 7.3.2.1).

When the "s" parameter code is available twice, only the closest to the start of the IEC 61162-
1 sentence is used (in the example below s:Al0001) and the other is ignored, for example.

\d:AB0001,d:AB0002,s:BC1000*hh\\s:AI0001*hh\!BSVDM,1,1,,A,3Cu>2;002nQHi0 R=23
BTB3F00Uh, 0*7C
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If the message contains known (for instance "s") and unknown parameter codes (for instance
"c" defined in this document, but not implemented by the receiver), then the message shall be
accepted and the unknown parameter code shall be ignored, for example:

\s:BC1000,c:1558090544462*hh\!BSVDM,1,1,,B,1D80CBO003HQi5WPR71;PnhgD8@Ip, 0*37

If all parameter codes are unknown for the receiver (for instance "h" is not defined in this
standard and "c" is not implemented by the receiver), then the message shall be ignored, for
example:

\h:002300000,c:1558090544462*hh\!BSVDM, 1,1,,B,1D80CB003HQi5WPR71; PnhgD8@Ip, 0*
37

7.2

3.3 Grouping control — g

The

mir
IIM
not

NO]
sen

Re

AV
thal
infq

The¢ value of the

paf
1)
2)
3)

In one message shall be discarded if the

g" parameter code shall be used by talkers to group TAG blocks and/or sentencés. A
imum, it shall be used to group sentences that are classified as belonging to message ty
BM" in Table A.2, when the multi-sentence group consists of more than one méssage. |

required to include the "g" parameter code for single line sentences.

[E An example of optional use is to associate or link related sentences together, for'example GGA and
ences from a GNSS receiver could be grouped together.

ceivers shall accept the "g

parameter code for all message types.

alid MSM type sentence where internal data fields specify/that it belongs to a group of m
"g" group s missing or contains inconsist

rmation.

g
ameters are separated using

parameter code is dividedhinto three fields. The fields within the
"-".as delimitersThe uses of each field (from left to right) a

the line number for this particular TAG.block and associated sentence;

the total number of lines;

sentences.

The¢ group code is determined by the sending device. The initial group code value shall be ¢

("1

) and the group code inhcrement value shall be one ("1"). The group code shall be rese

S a

pe
It is

TG

bre
ent

[e:

the group code. This is used to_differentiate between different groups of TAG blocks and

ne
to

ong ("1") after 99 is usged, hence the valid range is 1 to 99, inclusive. The receiver shall make
no pssumption about the initial value of the group code.

When used, thet'g" ' parameter code shall be the first parameter code in the TAG block.

All lgrouped sentence of type MSM of a message shall be included in the same group of linked
lings, butithe group of linked lines may include also other than the MSM type sentences.

It isrecommended-thatgrouped-sentencesaresentirasfew datagramsaspeossiblete-minidise
the probability of out of order packets being received.

Below is an example of compliant use. In this example, four VDM sentences are grouped (first
2 are individual and last 2 are part of MSM).

\g:1-4-45,d:AB0001,d:AB0002,s:BC1000*hh\

'BSVDM, 1,1, ,A,3Cu>2;002nQHi0 R=23BTB3F00Uh, 0*7C
\g:2-4-45,d:AB0001,d:AB0002,s:BC1000*hh\

!'BSvVDM,1,1,,B,1D80CBO03HQi5WPR71; PnhgD8@Ip, 0*37
\g:3-4-45,d:AB0001,d:AB0002,s:BC1000*hh\

!BSVDM, 2,1,3,A,5CLBG7T28e0dt "4V2205E862222222222222220t3HK8440Ht;BCRCp88888,0
*1E

\g:4-4-45*hh\!'BSVDM,2,2,3,A,88888888880,2*3E
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Below is an example of non-compliant use of grouping. In this example, the grouping of the first
three lines does not include the second part of the MSM message.

\g:1-3-45,d:AB0001,d:AB0002,s:BC1000*hh\
'BSVDM, 1,1, ,A,3Cu>2;002nQHi0 R=23BTB3F 00Uh, 0*7C
\g:2-3-45,d:AB0001,d:AB0002,s:BC1000*hh\
!BSvDM,1,1,,B,1D80CBO03HQi5WPR71; PnhgD 8@Ip,0*37
\g:3-3-45,d:AB0001,d:AB0002,s:BC1000*hh\
!BSVDM, 2,1,3,A,5CLBG7T28e0dt "4V2205E862222222222222220t3HK8440Ht;BCRCp88888,0

*1

E

\d:AB0001, d:AB0002,s:BC1000*hh\!BSVDM,2,2,3,A,88888888880,2*3E

Th«la following example shows the

gro

\g:
\g:
\g:
\g:

Ad
1)

2)

Re

An
wit
\ g
\ g

7.2

The "s" parameter code shall'be provided for talkers and shall contain the system function

(SH
Re

Mu

right-most “s*¢parameter code is the SFI| of the device which creates the message. Subsequ

equ
me

ups, each consisting of two sentences:
1-2-34,s:IN0001*3A\!ABVDM,1,1,1,B,10000020?wJm4: "GMUrf40g604:4,0%04
2-2-34,5:IN0O001*39\$ABVSI, r3669961,1,013536.96326433,1386,-98 7414
1-2-46,s:IN0001*3F\!ABVDM,1,1,1,B,15N1u<PPlcdnFj:GV4>:MOw:0<02,0%2D
2-2-46,s:IN0001*3C\SABVSI, r3669962,1,013538.05654921,1427,4101,,*20
litional requirements for use of "g" parameter code are:

numeric value in the “g” parameter code;

grouped TAG block lines shall not be sent with more tharn one second delay between e
TAG block line.

Ceivers may ignore the complete group if the abovetwo requirements are not met.

example of non-compliant use of the first requirement is a variant of the previous exam
N an incorrect sequence (two lines are sent in the wrong order):

:2-2-34,s:IN0O001*39\$ABVSI, r3669961,1,013536.96326433,1386,-98,,*14
:1-2-34,s:INO001*3A\!'ABVDM,1,3;1,B,100000?0?wdm4: "GMUrf40g604:4,0*04

3.4 Source identification=s

I, see 4.4.2) corresponding to the function block from where the sentence originates.
ceived messages without any known "s" parameter code shall be ignored.

tiple "s" parameter codes may be used to indicate the path a message takes. The firs

ipment.SFls for source parameter codes may be added to the left to indicate the path
5sage takes.

"g" parameter code used to group sentences in two different

all grouped TAG block lines shall be sent in increasing sequence as indicated by the fjirst

hch

ple

D

or
ent
the

For

the

message originates from a particular SNGF, see Figure 2 and Figure 3 for an example for the
configuration of sensor SFI and SNGF SFI.

7.2

.3.5 Destination identification — d

The "d" parameter code shall be provided for CRP type sentences and optional for other types
and shall, if used, contain the system function ID (SFI, see 4.4.2) corresponding to the intended

rec

ipient of the sentence.

If no destination parameter code is present, then all devices that receive this sentence shall

pro

cess it.
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Multiple "d" parameter codes may be specified, if more than one intended recipient exists. All
"d" parameter codes in a TAG block group apply collectively to all sentences associated with
the TAG block group. Listed recipients shall process and react on the content of the associated
sentences.

NOTE This can be the case for redundant control functions. Other receivers also read the message, for example
for voyage data recording purposes, but are not intended to take any further action on the contents.

If there is a need to specify more "d" parameter codes than can fit into a single TAG block, the
list of "d" parameter codes shall be divided over more than one TAG block. If these TAG blocks
are in the same TAG block line, there is no need to link them using the "g" parameter code. For
exgmple, two TAG blocks, one with 7 and another with 2 "d" parameter codes:

\4:IN0001,d:AB0001,d:AB0002,d:AB0003,d:AB0004,d:AB0005,d:AB0006,d:ABOOOT*hH\\
d4AB0008,d:AB0009*hh\$ABVSI, r3669961,1,013536.96326433,1386,-98,,*14

7.2/3.6 Line count parameter — n

(seg¢ 8.9.4.1)

The "n" parameter code may be used to assign a sequence number, to"selected sentenges
trapsmitted from a system function block. The format of the parameter value is a posifive
intgger. The value shall start at one ("1") and shall be incremented,by-one ("1") for the selected
serjtences transmitted from this system function block. The parameter value shall be resef to
ong ("1") after 999 is used, hence the valid range is 1 to 999, in¢lusive.

EXAMPLE 1 A GPS receiver sends its sentences to everybody. Selected sentences, all sentence or a sub-sgt of
senf sentences, can be supported by a single line counter.

EXAMPLE 2 An equipment implements ECDIS and track centrel. Selected sentences sent from the track control
fungtion to the autopilot can be supported by a line counten, Al other sentences sent by the equipment are without
the Jine count parameter code.

EXAMPLE 3 A central display dimming controller, sends DDC sentences separately for multiple monitors. Hach

morjitor is identified using the d parameter code. Each flow of DDC sentences can be supported by separate |line
coupters.

7.2|3.7 Text string parameter =+t (proprietary data)

The¢ "t" parameter code is a freé-text field. This document reserves coding for proprietary TAG
codes with the fields defined-below where the leading "p" and the three letter manufactyrer
mngemonic code is required-for this type of text string.

t Jp<manufacturer.mnemonic code in lower case><proprietary data>
An| example used for proprietary authentication of lines using grouping and source |for
mahufacturer’2 mmm" might be

\q:1-2<34,s:TI0001,n:333*6B\STIROT,123.45*67
\q:2-2-534,s:TI0001,n:334, t:pmmma;MD5;0x12345678*0D\

7.2.3.8 General authentication — a

(see 8.9.5)

The authentication parameter code is used to sign a message with a password. Just sending a
password with the message would reveal the password to anyone listening to the traffic.
Sending a signature digest instead keeps the password secret.

Any kind of messages may be signed using the authentication parameter code. The
authentication parameter code does not change the original message in any way. It is always
possible to ignore this TAG and use the rest of the message.

EXAMPLE Sign configuration commands for devices or commands to the autopilot.
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The authentication parameter code provides a standardized mechanism for passing the digest
with the message. Password management is outside of the scope of this document. One way
is to use pre-shared keys (PSK) on the participating devices.

NOTE 1 The pre-shared key could be 32 alphanumeric characters, for example "Alea iacta est 1234567890".

This parameter code is optional and should only be used where special safety concerns make
it useful. If this TAG is provided, then the manufacturer's documentation shall describe which
of the optional types of methods available to calculate a signature are supported by the
equipment and shall describe how to share keys.

TheL format of the TAG block is:

\a:c-h--h*hh\

in which

c | is the type of optional method to calculate signature

1) MDS5,

2) SHA-256, and

P) proprietary;

h-h| is the hexadecimal representation of the signature, for example 32 hexacodes for MD5

Anlexample of the TAG block is:
\a:1-123456789abcdef67890123456789012*hh\
Types of methods to calculate signature are as follows.

1) [MD5

The signature is a MD5 digest of the('‘password plus the message. MD5 is a one-way
message-digest algorithm (RFC 1321). The full length of the signature is 128 bits| or
32 hexadecimal codes. The MD5-is’commonly used for storing passwords in Unix-systems.
Revealing the digest does not expose the password.

NOTE 2 See http://tools.ietf.orgihtml/rfc1321 and http://en.wikipedia.org/wiki/MD5.

The security provided-'in 2023 by MD5 is weak. For new design, the SHA-256| is
recommended.

2) |SHA-256

The signature (s,a SHA-256 digest of the password plus the message. The full length of the
signature is 256 bits or 64 hexadecimal codes. Revealing the digest does not expose [the
password;

P) |Proprietary

The.signature is a proprietary digest of the password plus the message. This alternafive

requires that both parties use the same manufacturer specified proprietary method.

The authentication parameter code value is calculated by concatenating a pre-shared key and
all TAG blocks and sentences in the message as a single string to be used by the method of
the signature calculation to produce the signature digest. "Carriage returns" and "line feeds"
from the sentences are not included into the input string.

When the authentication parameter code "a" is used, it shall be in its own authentication TAG
block, with no other parameter codes. For a grouped message consisting of several lines of
TAG blocks and sentences, the authentication TAG block shall be placed on the first line of the
group. Within the first line, the authentication TAG block shall be placed as the last TAG block,
and before any sentence on that line. This also applies to a single line TAG block and sentence
with no grouping.
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example of use of authentication TAG block:

Message consisting of two grouped sentences to be protected by authentication:
\g:1-2-23,s:IN0001*3C\!ABVDM,1,1,1,B,15N1u<PP1cJdnFj:GV4>:MOw:0<02,0*2D
\g:2-2-23,s:IN0001*3F\$ABVSI,r3669962,1,013538.05654921,1427,-101,,*20
Pre-shared key to be used for signature calculation:

Alea iacta est 1234567890

Resulting input string for signature calculation:

Me

Alea facta est 1234567390197 1-2-
23,s:IN0001*3C\IABVDM,1,1,1,B,15N1u<PP1cJnFj:GV4>:MOw:0<02,0*2D\g:2-2+
23,s:IN0001*3F\$ABVSI,r3669962,1,013538.05654921,1427,-101,,*20

Message to be sent including signature, method MD5:

\g:1-2-23,s:IN0001*3C\\a:2-
851E40CC1CB7E3B39D961D7CF10BD8D3*44\!ABVDM,1,1,1,B,15N41u<PP1cJnFj:Q
>:MOw:0<02,0*2D

\g:2-2-23,s:IN0001*3F\$ABVSI,r3669962,1,013538.05654921,1427,-101,,20

V4

5sages without authentication parameter codes are accepted unless the set-up parameters
of the receiver are explicitly set to require authentication on incoming packets.

If the device is set to require authentication on incoming.packets, then packets without valid
authentication shall be dropped.

NOTE 3 SNGF are advised to avoid transmitting passwords in/thé clear from SPW sentences received over a s¢rial
conpection.

7.213.9 Destination cluster identification -~ x

(seg 8.9.4.1 and 8.9.4.2)

The¢ parameter code "x" is optional unless required by an equipment standard (e.g. BAM related
cormmmunication). See Annex H farccluster identifiers.

7.213.10 Source cluster.identification — z

(seg¢ 8.9.4.1)

The parameter code."z" is optional unless required by an equipment standard. See Annex H|for
clugter identifiers.

7.2|4 Requirements for processing incoming datagrams

Forl datagrams intended for processing by the SF, any syntax error in a TAG block or ip a
sentence shall make the receiving equipment discard the complete datagram without any other
furt the

faulty sentences to the appropriate serial port, if it can be determined from a valid destination
field, or to all connected serial ports, if no destination field is specified.

7.2

.5 Error logging for processing incoming datagrams

(see 8.10)

The equipment shall maintain counts of errors detected in processing datagrams containing
IEC 61162-1 sentences. As a minimum, the following errors shall be counted and made
available as defined in 4.3.3:

any TAG block formatting errors as defined in 7.2.3.1;
TAG checksum error;
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e TAG syntax error (line length, use of delimiters, invalid characters);
e TAG framing error (incorrect start or termination of TAG block);

e any sentence syntax errors, including formatting, length or checksum as defined in 7.2.3.9.

7.3 Binary file transfer using UDP multicast — Single transmitter, multiple receivers

(see 8.11)

7.3.1 Application of this protocol

Thl PTOTOCO rovides—a—mect ;””iv'V""i’ cu—data, Ot TSTa
radar images as files, can be transmitted to one or more receivers. This protocol supparts the
smission of files from zero bytes up to 4 billion files blocks.

Eqlipment using this mechanism shall be able to use one or both of the followihg formg of
binpry file transfer:

e |non re-transmittable transfers where sender sends the complete binary.file without any fepd-
back from receiver;

e [re-transmittable transfers where limited feed-back from one receiver identified by DedtID
can be used to re-transmit certain parts of the binary file while other parallel receivers
operate as passive receive-only receivers of the binary file:

NOTE The advantage of non-re-transmittable and re-transmittable bipary“file transfer methods over the TCP/IP is
the possibility of multiple parallel receivers of the same transmission.

Table 7 gives a description of terms used in this appglication.

Table 7 — Description of terms

Term Description

DWORD Double Word. One unsighied 32-bit integer (in range 0 to 4294967295). The DWORD is
constructed from fourgonsecutively transmitted BYTE, where the transmission order on
the network is most significant BYTE first followed by next most significant BYTE until the
least significant,BY/TE.

NIl character A BYTE with-the value zero.

Rgserved bytes A number of bytes in the datagram that may be ignored by the receiver. The reserved
bytes may be additional header information that only has meaning for newer versions of
the_protocol.

WPRD Qne unsigned 16-bit integer (in range 0 to 65535). The WORD is constructed from two
consecutively transmitted BYTES, where the transmission order on the network is the
most significant BYTE followed by the least significant BYTE.

STRING[n] A sequence of exactly n BYTE, interpreted as a string of characters. The transmission
order on the network is left-most character first. If the string is shorter than », additiona
trailing bytes shall be set to null character. All strings in the header are encoded in
ISO/IEC 8859-1 (ISO Latin 1).

7.3.2 Binary file structure
7.3.2.1 General

The binary files are transmitted over the network in one or more datagrams. The binary file
structure is a sequential and unpadded stream of bytes divided into three main groups: header,
binary file descriptor and binary file data (see Table 8 and Table 9). The header is needed for
synchronisation and data integrity validation. The binary file descriptor is needed for the
description of the binary file data and is only used in the first datagram for each binary file
transfer.
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7.3.2.2 Non re-transmittable and re-transmittable transfers

Table 8 — Binary file structure

61162-450 header (see 7.3.3)

Binary file descriptor (only in first datagram) (see 7.3.4)

Binary file data fragment (see 7.3.5)

61162-450 header (zero or more)

Binary file data fragment (zero or more)

A minimum binary file transmission using non re-transmittable or re-transmittable transfer
corsist of the three first blocks where the binary file fragment may have zero length,

The¢ header shall be repeated as the first element of any datagram that contains binary file d
fragments.

7.313 61162-450 header

7.313.1 Header format

The purpose of the header is to provide the data transfer<{status to receivers. This allow
receiver to identify if there is any data loss during binary file transfers, and how much data |
ocdqurs. In addition, the header is used to provide, d_re-transmission mechanism for
trapsmittable binary file transfer.

The¢ 61162-450 header format is defined in Table.9.

will

ata

1)
[V)

DSS
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Table 9 — 61162-450 header format

Data item TYPE Description

Token STRING[6] Identifier as ASCII string with a length of 5 bytes followed by a null character
(see 7.1.1).

Version WORD Defines the header version. The header version with value 2 is defined in this
document. Extensions and/or modified versions may update this value.

HeaderLength WORD Defines the length of the header in bytes. This is at least the length of the
header. Future editions of IEC 61162-450 may append additional fields to this
header as long as these additional fields are compatible with the definition of
the-headerinthis—-document—Receivers-which-are-not-aware-of these-additional
fields shall ignore them.

SrgID STRING[6] Define the source system identifier in format "ccxxxx" (see 4.4.2).

DgstID STRING[6] For re-transmittable, defines the destination system identifier in format
"ccxxxx", for example "VR0001" for VDR (see 4.4.2).

When Destid = "XXXXXX", then there is no assigned destination.

Type WORD Identifies the information in the header.

BlpckID DWORD Binary file block identifier. The initial value is randomly‘generated within a
range 0 to (232 — 1 = 4294967295) and is incremefted by 1 after a whole blog
is transmitted.

SdqquenceNum | DWORD Defines the sequence number of the binary file block. In ACK, this is used to
inform the sender what block was last received.

MaxSequence DWORD The number of datagrams needed for the’transmission of this binary file data
block. When SequenceNum is equakto MaxSequence, it means that this
datagram is the last datagram of the’data block. The MaxSequence is used
only for DATA type message /For other messages (QUERY,ACK), this field
shall be 0.

Ddvice BYTE Data source (device) as.binary value, 1 for equipment 1, 2 for equipment 2, efc.
The value can be between 1 and 255

Channel BYTE Subdivision according to data source (device), values from 1 to 255, default 4 1

The¢ Device and Channel fields are_defined by the application and may be used by receivers to
determine how to process the binary file data.

7.313.2 Use of header(token

Hegder token is used«ta identify both the type of data block and transfer mode not be used to

acd

7.3

ept or reject transmissions. Two tokens are defined in 7.1.1:

"RaUdP" —«Simple binary file transfer service with UDP Multicast;

"RrUdP/"%*Re-transmittable binary file transfer service with UDP Multicast.

3.3 Version

4lo

De

7.3

: 1o ol H L el s o £ ot ol 4
IMIcS i 11cauct VEISIULL. TU STidll U STLU LU £ TUT 1S UOUCUUTTICTIL.

3.4 Destination identifier

For transmissions to one specific receiver, the field shall contain the destination SFI. The field
shall be "XXXXXX" for no specific destination.

7.3.3.5 Message type

Message type gives the information about which information is contained in the datagram:

DATA (0x01) — This type is used for transmission of binary file data including file descriptor.
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QUERY (0x02) — This type is used by the sender to query the reception status from the
receiver. The length of this message payload is always zero (0). It is recommended that a
binary file sender sends a QUERY message if there is no ACK message for 1 s after a last
datagram of the binary file block is sent or after a QUERY message is sent.

ACK (0x03) — This message is used as an acknowledgement from the receiver. This
message is transmitted by the receiver either when a whole binary file is received without
any error or when errors occurred during the binary file reception, for example one sequence
number is skipped. Also, when a receiver receives a QUERY message from the sender, it
also responds with an ACK message.

No
usH

7.3

Blo
intd
bin

7.3

T Te-transmittabletransfer makes useof oMy DATA Message but Te=transmittabletramgfer

s all messages.

3.6 Binary file block identifier
ck identifier is used to identify each binary file block. Since a binary file block-is fragmented

several datagrams, the block identifier is used to assemble one or moré\datagrams intp a
ary file block in a receiver.

3.7 Sequence number and maximum sequence number

Sequence number (SequenceNum) and maximum sequence number (MaxSequence) is used

for
sed
if it

segmentation and re-assembly purposes. When a receiyer-gets a datagram, it checks fthe
uence number and maximum sequence number to determine if any errors have occurred or
has received a whole message.

The sequence number is also used in ACK messagés¥In ACK messages, the sequence numper

ide
nur

7.3

Ea
Ch

NOT

info
sen

7.3

The binary file descriptor format is defined in Table 10.

ntifies the last message the receiver receives, without any error. The maximum sequence
nber is not used for control (Query) messages.

3.8 Identification of separate binary file transfer

th single binary file transfer shall'be identified by a unique combination of SrclD, Device,
hnnel and BlockID (see Table 9),

E |If a single SrclD has multiple’needs to send binary files (e.g. ECDIS sending screen image, chart solirce
mation and route exchangel), then each single binary file transfer is identified, for example: ECDIS numbgr 1
I screen image as Device = 1 and Channel = 1, and Chart source information as Device = 1 and Channel = P.

4 Binary file(descriptor structure
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Table 10 — Binary file descriptor format

Data item TYPE Description
Defines the binary file descriptor length in bytes. This is at least the length of
the header including the reserved bytes. Future editions of IEC 61162-450 may
Length DWORD append additional fields to this file descriptor as long as these additional fields
are compatible with the definition of the file descriptor in this document.
Receivers which are not aware of these additional fields shall ignore them.
fileLength DWORD Deflngs the length of the full binary file content in bytes, excluding headers and
descriptor.
s The-status—forthe-datatreturn—A-zero-istetuned-fornormal-operation—Non
tatu.s‘qf WORD zero value is used to indicate an error condition. A descriptive text may be put
acfuisition . : ; .
in the status and information text field.
Port number to be used to acknowledge. Allowed port numbers are within the
AdkDestPort | WORD range from 60006, 60008 to 60016, 60021 to 60030 (see 7.3.8.9).
TypelLength BYTE The length of the DataType field.
This string defines the data block encoding by assigning a MIME content typg
DdtaType STRING[n] to the data block for the server followed by null character. For example,
"image/jpeg" is used for JPEG image type.
StatusLength WORD The length of the "Status and information text" field“in bytes.
Status and . . . .
information STRING[n] Status |nfO|_'mat|on (e.g. su_ccessful oper_atlon or error codes). This may be ong
tedt or more strings, each terminated by a binary null
NQTE 1 There is no error check for the binary file header contents ‘as ‘this is handled by the UDP layer. In this
document, UDP header checksum is mandatory.
NOTE 2 MIME is Multipart Internet Mail Extensions. The MIME, content type was originally used for email serviges
buf is widely used for many other applications including Web{ Also, it has flexibility to support new media typ¢s.
The specification of the MIME content type and registrationnis defined in ISOC RFC 4288 and ISOC RFC 4289

Da

by
compressed data.

More updated

information

aType shall be encoded by the MIME\ content-type which is "type/sub-type", and is defi
IANA. Table 11 illustrates someCexamples of MIME content type for binary file
is available on

the IANA web

ed
$nd
slite,

http://www.iana.org/assignmentsimedia-types/.

Table 11 — Examples of MIME content type for DataType codes

Content type File extension MIME type/sub-type
GIF gif image/gif
Microsoft Windows\ bitmap bmp image/x-ms-bmp
Gnu tar format gtar application/x-gtar
4.3BSD tarformat tar application/x-tar
DQS/PC= Pkzipped archive zip application/zip
XML X appttcatton/xmt
7.3.5 Binary file data fragment

The package data format is defined in Table 12.

Table 12 — Binary file data fragment format

Data item TYPE Description

Datablock

BYTE[datalength] This item is the data either split into pieces or in one block.
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The length of the binary file fragment is the length of the UDP datagram (as obtained from the
UDP header) minus any headers that are inserted in front of the binary file fragment. All
datagrams, except the first datagram of the binary file which requires two headers (Header +
binary File Descriptor), carry only one header (Header).

The binary file fragment length is allowed to be zero for one or more datagrams.

NOTE There is no error check for the data contents as this is handled by the UDP layer.

7.3.

7.3

6 Sender process for binary file transfer

6.1 Non re-transmittable sender process

The following steps are performed for the basic sending process (see Figure 5):

a)
b)

a sender process waits until it gets a binary file block;

a block identifier is assigned for the binary file block (if this is the first binary file, then it is

assigned randomly; otherwise, the instance identifier of the previous binary file block +
used). The BlockID shall be unique for each binary file transfer from.the*same SrcID, Dey
and Channel combination;

a binary file descriptor is composed according to Table 10;

is
ice

a binary file block is split into datagrams whose size is not(more than 1 472 bytes and each

datagram is put into the sending buffer;
get the first datagram of the binary file block;
assign a sequence number, which is assigned to-ene initially;

compose a header including token, source IB, destination ID and maximum seque
number according Table 9;

send a datagram to the network;

if all datagrams of the binary file block are not transmitted, get the next datagram and ggd
step f);

otherwise, then go to step a).

nce

to
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b)

c)
d)

e)
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Get a binary file block

A

A\ 4

\ 4

BlockID = random()

BlockID + 1

v

Compose a binary file descriptor

according Table 10

!

Split data into datagrams with not

more than 1 472 bytes

!

SequenceNum = 1 l—

SequenceNum + 1

A 4

Compose a header
according Table 9

!

Send a datagram.to. network

Figure 5 — Non re-transmittable sender process

SequenceNum < No

MaxSequence?

6.2 Re-transniittable sender process

sender
Figure 6).

processing steps for

a senderprocess waits until it gets a binary file block;

re-transmittable binary file transfer

IEC

is as follg

WS

a_block identifier (BlockID) is assigned for the binary file block (if this is the first binary flile,
then it is assigned randomly; otherwise, the block identifier of the previous binary file blpck

+ 1 is used). The BlockID shall be unique for each binary file transfer from the same SrclID;

a binary file descriptor is composed according to Table 10;

set re-transmission counter to zero (0), set query counter to zero (0), set query sequence
number to 1, set final counter to zero (0);

a binary file block is split into datagrams whose size is less than 1 472 bytes and each
datagram is put into the sending buffer. Let the maximum number of retransmissions to be

as defined

in 7.3.8.7;

get the first datagram of the binary file;

assign a sequence number, which is set to one initially;

compose a header according Table 9;

send a datagram to the network and set an ACK timer to 500 ms;
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if the sender receives an ACK message, whose DestID is not equal to own SFI and whose
SourcelD is not equal to own actual DestID, go to step k);

1)

2)

3)

if the sequence number of ACK message is less than the maximum sequence number
and lower than the sequence number of the last transmitted datagram, increase re-
transmission count by one;

if re-transmission count is greater than the maximum number of retransmissions (see
7.3.8.7), go to step k);

if sequence number in ACK message is identical to query sequence number, increase
query counter with 1, and if query counter is more than 3, set query counter to zero (0)

4)

5)
6)
7)

if all datagrams of the binary file block have not been transmitted,

1)
2)

otherwise, wait for an ACK message;

| + [PAY
anmagoOTto ),
if sequence number in ACK message is not identical to query sequence number; |set
query counter to 1;

get a datagram whose sequence number is sequence number in ACK message plus one;
set query sequence number to sequence number;

go to step h);

get a next datagram and increase sequence number by one,
go to step h);

if the sender receives an ACK message whose DestlID. is not equal to own SFI| and whose

SourcelD is not equal to own actual DestID , then go to step (n);

1)

2)

if ACK Timer expires and final counter is not more than three, then

1)
2)
3)
4)

transfer not successful;

1)
2)

if the sequence number of the ACK message is less than the maximum sequence
number, then go to step j);

if the sequence number of the ACK message is equal to the maximum sequence numper
(i.e. transfer successful), then go to _step a);

increase the final counter,

compose a QUERY datagram and send it to the network,
set an ACK timer to 500:ms,

go to step I);

clear the sending buffer,
go to step.a).
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First binary? (b)

—bl Sequ.Num + 1 (k) 1) | |

Sequ.Num =1 (g)

BlockID +1 (b)

(k) 2)

y

Compose a header according Table 9; (h)
Send datagram to network (i)

A

[ BlockiD = random() (b) | |
[

v

Compose a binary file descriptor according Table 10; (c)
retransm.cnt = 0; query cnt = 0; query sequ = 1; final cnt = 0 (d)

Split data into datagrams with not more than 1 472 bytes (e)

and set ACK timer (i)

P

Receive ACK
message (j)

Yes

Yes Sequ.Num < MaxSegu?

(datagrams to transmit)
k

ACKDestID ! = own SFI
or

ACKSrcID ! = binary DstID?
0]

ACKsequ < MaxSequ

and
ACKsequ < Sequ.Num
of last transmitted?

(OR)]

Retransm.cnt + 1 (j) 1)

Yes Retransm.cnt >

Receive ACK
message (1)

ACK timer
expires? (n)

| Final cnt +1 (n) 1) |
v

1 Transfer suceessful (m) 2)

l‘

ACKDestID ! = own SFI
or

ACKSrcID ! = binary DstiD?
(m)

Compose a QUERY datagram
and send it to nerwork (n) 2) :
; Sequ.Num =ACKsequ + 1 (j) 5); |||
(n) 4 Set ACK timer (n) 3) Query sequ = Sequ.Num () 6)
Transfer not successful, (o) v
N (0)2 Clear sending buffeg, (o) 1) S (m)2) 4| Query cnt = 0 (j) 3)

[*

max retransm.?

mmn

ACKsequ ==
Query sequ?

[ aueryent=1()4) —
Ty

| aueryent+1()3) |

7.3

7.3.71

IEC
Figure 6 — Re-transmittable sender process

7 Receiver process for binary file transfer

Non re-transmittable receiver process

The receiver process steps of the non re-transmittable binary file transfer, including passive
receivers of a re-transmittable binary file transfer, is as follows:

a)
b)

c)

waits for receiving new datagram;

if the BlockID of the received datagram for same source identified by the combination of
SrcID, Device and Channel is not equal to that of the previous datagram,

if there is any data in the receiver buffer, it is delivered to the SF,
]

the receiver buffer is cleared;

put a datagram into the receiver buffer;
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if the sequence number is the same as the maximum sequence number,
o the data in the received buffer is delivered to the SF,

e the receiver buffer is cleared;

go to step a).

7.3.7.2 Re-transmittable receiver process

The re-transmittable receiver process steps are performed only by the receiver whose SFI is
same as the DestID in the Header as follows (see Figure 7):

a)
b)

c)

d)

e)

g)

waits for receiving a new datagram;

if the token is not "RrUdP" or if DestID of received datagram is not equal to own SFi*or
received datagram is an ACK message, go to step a);

if the received datagram is a QUERY message, then
1) if no previous datagram is available, go to step a),

2) if the sequence number of the previous datagram is not equal to,maximum seque
number, go to step a),

3) if all sequences flag is false (not all sequences of the previous'binary block are receivs
go to step a),

4) compose a Header with type = ACK, the BlockID and,sequence number of the previ
datagram,

5) send an acknowledge datagram to the sender,

6) go to step a);

if the sequence number is 1,

1) analyse file image descriptor and header;

2) if file image descriptor or header ortoken is invalid, go to step a),

3) set re-transmission counter and:-query counter to zero (0), set query sequence num
to 1, set all sequences flag to\true,

4) go to step g);
if no previous datagram is(available, go to step g);

if the BlockID of the received datagram for same source identified by the combinatior]
SrclD, Device and €hannel is not equal to that of the previous datagram,

1) if there is any data in the receiver buffer, it is delivered to the SF,

2) the receiverbuffer is cleared. Set re-transmission counter and query counter to zero
Set query'sequence number to 1, set all sequences flag to true;

if the sequence number is not 1 and not the same as the sequence number of the previ
datagram plus one,

the

nce

d),

pus

ber

of

0).

pUS

N <increase re-transmission count by one,

2) if re-transmission count is greater than the maximum number of retransmissions (see

7.3.8.7), set all sequences flag to false and go to step a),

3) if previous sequence number is identical to query sequence number increase qu
counter with 1, else go to step g) 6),

4) if query counter is more than 3, set query counter to zero (0) else go to step g) 8),
5) set all sequences flag to false and go to step a),

6) if previous sequence number is not identical to query sequence number, set qu
counter to 1,

7) set query sequence number to previous sequence number,

8) compose a Header with type = ACK, the block identifier and sequence number of
previous datagram,

ery

ery

the
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h)
i)

k)

9) send an acknowledge datagram to the sender,

10) go to step (a);
put a datagram into the receiver buffer;

— 49—

if the sequence number is same as the maximum sequence number,

1) all the data in the receive buffer is delivered to the SF,

2) the receiver buffer is cleared,
3) the re-transmission count is set to zero (0);

4) else goto step a):

if all sequences flag are true,

go to step a).

N

2) send an acknowledge datagram to the sender;

»| Wait for new datagram (a) [«

Token ! = RrUdP

es or DstiD ! = own SFI?

or ACK mesage?
b

Analyse file image descriptor
and header (d.1)

BlockID ! = previous
BlockID? (f)

Invalid
header or descriptor
values? (d.2)

No
Retransmecht.= 0; query
cnt = 0; query sequ = 1; all
sequences flag = true (d.3)

(d-2)

Recv buffer not
empty? (f.1

d4

Retransm.cnt + 1 (g.1)

(9-2 and Q.-s) | All sequences flag = false

h (g.2and g.5)
SequNum =1
and SequNum != prey,
SequNum+1? (g) v

| Put datagram into recv buffer (h)l

SequNum ==
max SequNum?

Yes
No (i)

| Deliver recv buffer data to SF (i.1)|

¥ All sequences Yes

}‘7‘

No (c:1)

Previous
datagram?(e’1)

Yes

Yes
PrevSequ | = ©2)
MaxSequ? (c.2
No No
Received all ©3)
datagrams? (c.3)

Yes

Send an ACK datagram to
the sender (.5, g.9 and j.2)

Compose an ACK header
with BlockID and sequence
number of previous
datagram (c.4 and g.8)

Y

Retransm.cnt >
max retransm.?
(9)

N

[o]

Prev SequNum No
== query sequ?

(93)_—
Yes

Query cnt > 3?7

>
»

Query sequ = prev
SequNum (g.7)

Query cnt =1 (g.6)

1) compose a Header with type = ACK, the block identifier and maximum sequence number,

(c.6, g.10 and k)

94)

Query cnt =07 (g.4)

Retransm.cnt = 0 (i.3)

I Clear recv buffer; (i.2) - =
No (K)

7.3.8
7.3.8.1

Compose an ACK header
i d max
sequence number (j.1)

Figure 7 — Re-transmittable receive process

Other requirements

Re-transmittable messages that cannot be processed

IEC

Both receiver and sender shall silently ignore messages that are related to the retransmit
process that they cannot process themselves.
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7.3.8.2 Multiple binary file blocks

A receiver that receives a binary file block more than once shall ignore all but one of the
transmissions.

It is allowed both to ignore the first (overwrite buffer) or the last (ignore).

7.3.8.3 Retransmissions size

If a sender retransmits one or more binary file blocks, each of the blocks shall have the same

pu | la -l H £ -
SIZg—anu—Ssame neadermMiormation:

7.318.4 Maximum outgoing rate

The¢ data volume for each binary file source shall not exceed 2 MBytes/s.

NOTE This provision is included to guarantee spare network capacity for other transmissions in°between the blqcks
of g large binary file. When the binary file is transmitted as multicast, it will flood the \network and can inhibit
transmissions of other data.

7.3/8.5 End of transmission for non re-transmittable and re-transmittable binary file
transfer

The receiver shall assume that a transmission has ended unsuccessfully when it gets a binjary
file| block from the same source identified by the combination of SrclD, Device and Channel
(see Table 9 and Table 10) with a new BlockID. Then thereceiver stops the current receivjing
process and becomes ready for the new binary file bleck being received. The transmission shall
alsp be considered finished when the last block 4ssignalled by the SequenceNum from fthe
senjder. When a re-transmittable receiver identified by the DestID gets the last block after
sudcessful reception of all previous blocks, then it sends an ACK message to the sender to
ind|jcate successful transfer and so as to start,new binary file block transmission. The receiver
of pon-re-transmittable binary file transfer<and a receiver of re-transmittable binary file trangfer
noffidentified by DestID shall not send ACK message to the sender.

receives an ACK message with”the SequenceNum which is equal to the MaxSequence;
otherwise, a transmission has.ended unsuccessfully. When a transmission is ended, a senfer
starts a new transmission if necessary.

ThE re-transmittable sender assumes that the transmission is successfully finished only |f it

7.3(8.6 Gaps between ACK messages for re-transmittable binary file transfer

serjder if a binary file block has been lost by having a gap in sequence numbers. Since therg is
a time delay between the reception of the ACK message and re-transmission of lost data at the
serder, a-teceiver waits for the sender's response. For this purpose, a receiver should wail at
leapt 200’ ms before it sends another ACK message for another identical datagram. Howeyer,
wheh@receiver receives all messages correctly, it shall send an ACK message immediately to
the sender.

In {:neral, a receiver shall, immediately after loss detection, transmit an ACK message to the
d

NOTE ACK message is used both for positive and negative acknowledge. See 7.3.3.5 for the description of the
ACK message.

7.3.8.7 Maximum retransmissions for re-transmittable binary file transfer

The sender shall not retransmit the same datagram identified by sequence number of a binary
file more than three times (i.e. totally four transmissions). After three retransmissions, the
sender shall ignore any additional retransmission requests for this datagram identified by
sequence number and continue transmitting the next datagram identified by sequence number.
The receiver shall not query the same datagram identified by sequence number of a binary file
more than three times.
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The maximum number of re-transmission requests for a binary file shall be limited to 10 % of
the maximum sequence number for the binary file but shall be not lower than three times. If the
sender of a binary file receives more re-transmission queries than the maximum number, it shall
ignore all further retransmission queries and continue to transmit the binary file until the last
datagram identified by sequence number. In the case the receiver did not successfully receive
all datagrams identified by sequence numbers of binary file, the receiver shall not acknowledge
the last received datagram identified by sequence number with sequence number equal to
maximum sequence number. The receiver shall not query datagrams in the same binary file
more than the maximum number of retransmissions.

ACC v v grata TTESS € € a U y U ay A \J - Ak“l
ase the control message is lost. The re-transmission counter increases whenever the canfrol
mepsage is transmitted.

7.3/8.8 Timer management for re-transmittable binary file transfer

The re-transmission timer is managed at the sender. A sender sets the restransmission timer
when either a whole binary file block is transmitted and waits for an ACK méssage, or a confrol
mepsage (QUERY) message is transmitted. When the re-transmission timer expires, the senfer
(ret) transmits a QUERY message and sets the timer again unless theré-transmission cournter
reaiches three.

7.3/8.9 UDP port and IP addresses for non re-transmittable and re-transmittable
binary file transfer

Multicast addresses and ports for the service type areqgiven in Table 5. As a default, addresges
for[non re-transmittable and re-transmittable binaryfile transfer service shall be 239.192.0[21
and 239.192.0.26 respectively. As a default,. the port for non re-transmittable and |re-
trapsmittable binary file transfer shall be 60021, and 60026 respectively.

The receiver shall reply with ACK to the“sender using the incoming datagram's AckDestHort
and multicast address corresponding toithis port number.

7.39 Error logging

Equipment shall maintain a_.cqunt of the events of invalid binary file structures processed and
make the count available. As*a minimum, the following events shall be logged:

e |the number of binary*file blocks where errors occur;

e |missing datagrams;

e |unrecognizedheader.

7.4 General IEC 61162-3 PGN message transmissions

(seq 8.12)

7.4.1 Message structure

The message structure for transporting IEC 61162-3 PGN messages into IEC 61162-450
networks is illustrated in Table 13.

Table 13 — Structure for PGN message

Header (see Table 9)

PGN message descriptor

IEC 61162-3 message fragment

IEC 61162-3 message fragment (zero or more)
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The maximum message size of the PGN is 1 785 bytes. The PGN message shall be transmitted
using one or two IEC 61162-450 datagrams. When there is a missing datagram, then the PGN
message will be ignored as an error since the re-transmission of the lost datagram is not
required.

7.4.2 Message format

The message format for transporting IEC 61162-3 PGN messages into IEC 61162-450 networks
is illustrated in Table 14. The PGN message descriptor length for PGN messages is 32 bytes.

Table T4 — PGN message descriptor

Field Name Size Description

Squrce NAME (SNAME) 8 bytes of characters Name of source. NAME shall be complignt
with IEC 61162-3.

Sdurce Device Identifier 2 byte of numeric number Address of source devicewhich is
(SpID) @ compliant with IEC_641162-3.
Dgstination NAME 8 bytes of characters Name of destination. NAME shall be
(DNAME) compliant with IEC 61162-3.
Dgstination Device 2 byte of numeric number Address pf destination device which is
Id¢ntifier (DDID) @ compliant with IEC 61162-3.
PGN number 4 byte of numeric number P@N.number of IEC 61162-3.
Prlority 1 byte of numeric number Priority of IEC 61162-3. Bit 0-2 are used

and Bit 3 to Bit 7 are reserved.

Rgserved (REVD) 7 bytes Reserved bytes.

2 | Two bytes are specified to allow for future expansion.

7.4.3 Address translation requirements
7.4.3.1 PGN group identification
A PGN group is defined as a legical group of devices that can share the information and

mepsage. Each PNGF shall be~assigned a PGN group to communicate with devices in the
grojup. The device address-inva PGN group shall be unique in the network.

A BRNGF may be registered with more than one PGN group if some of devices are required to
cormmunicate with, devices in different PGN groups.

Mepns shall be‘provided to configure PGN groups at each PNGF.

7.4.3.2 Device identification

The¢ 'PNGF shall represent all IEC 61162-3 equipment which are uniquely identified in fthe
network.

A virtual device in an IEC 61162-3 network is identified by the source address. Each virtual
device shall be identified by SFI of PNGF where it is connected, its PGN group number, its
IEC 61162-3 source address and NAME. When there is no address available, then the address
cannot be mapped until a new address is available. When a new address is not available, this
event shall be recorded as specified in 4.3.3.

7.4.3.3 Address resolution

When a PNGF receives a query (i.e. Address Claim Message) about the device address with
NAME and it has the information about the device, it shall respond with the address without
forwarding the message to the IEC 61162-3 network.
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7.4.4 Message processing

7.4.41 From IEC 61162-3 to IEC 61162-450

The PNGF shall have the capability of representing IEC 61162-3 devices as gateway device
address and PNGF's SFI except for device address 0 which is always mapped to the device
address 256. This is because the PNGF's device address of 0 represents PNGF itself on the
IEC 61162-450.

The PNGF shall have the capability to represent it as at least an IEC 61162-3 device by
obtaining its corresponding IEC 61162-3 saurce address from the |[EC 61162-3 network

Whlen a PGN message is received from the IEC 61162-3, the PNGF extracts the information
soyrce address, destination address, priority and PGN and it creates a message and fills up

con

filld it out. When the received PGN message is not valid, then it will be discarded;.and this ev
shgll be recorded as specified in 4.3.3.

7.404.2 From IEC 61162-450 to IEC 61162-3

Th

¢ PNGF shall have the capability to map 251 IEC 61162-3 source addresses

IEG 61162-450 device address and vice versa. The value of 251 is based on IEC 6116
address where the PNGF consumes 1 for the PNGF itself leaving 251 for mapping.

Th

¢ address at IEC 61162-3 is source and destination device address. When a PNGF recei

a message from an IEC 61162-450 network, it extractsithe SDID and DDID information and pj

it i

n the IEC 61162-3 PGN message and transmitshinto the IEC 61162-3 network. When

received PGN message is not valid, then it will be discarded, and this event shall be recor

as

specified in 4.3.3.

7.4,4.3 Address conflicts

Whlen there is a PNGF assigned addréss conflict in the address translation table of PNGF
mapping IEC 61162-3 network deyices available as nodes in the network (i.e. when the sa
deVice address is assigned to more than one device), it shall be resolved. When a PNGF fi
ouf|that there are address conflicts, it re-assigns IEC 61162-3 device address mapping.

Th

¢ address re-assignment process shall be done within 1 min.

7.4/5 Additionalymanagement requirements

7.4/5.1 Field configurable capability

Th

that the _address is not claimed for a particular IEC 61162-3 device.

of
the

responding fields. It also looks up the field of SFI and NAME of the destination-address, and

ent

-3

es
uts
the
led

for
me
nds

SO

T PNGEsmay also have the field configurable capability to change this default address

7.4.5.2 Non-volatile memory

The PNGF shall maintain configuration data in non-volatile memory. This ensures that field
configurable settings are maintained across power cycles.

7.5 System function ID resolution

(se

e 8.13)
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7.5.1 General

At the construction of a network of a ship, the assignment of SFI (system function ID) may be
clearly defined. However, as the equipment of the ship is amended, replaced, repaired and
serviced, the assignment of SFIs may not be as clear. This protocol assists in the detection of

SFI

collisions.

NOTE The receiver functions are covered in IEC 61162-460.

7.5.2 Transmitter functions

These functions apply to nodes which implement SF.

For
at
boq
add

each SF, including every instance identified by a combination of SFI and instance numH
ansmitter in a network shall, as a minimum after boot up, 1 min after boot up,’5 min a
t up and after reconfiguration which changes any fields in an SRP sentence, send
ress 239.192.0.56 port 60056 an SRP sentence to assist detection of collision of the

(sep Annex F and Annex G). On receiving an SRP sentence with all fields-being null fie

eqy

Mu

ipment shall respond with an SRP sentence with the fields populated.

tiple sending of SRP is needed as different devices can have faster boot up time than

network monitoring performing the collision detection based on SRP sentences.

A n
and

ode may periodically send an SRP sentence populated\with at least its own MAC addr
IP address at a suitable period determined by the manufacturer.

NOTE The usage of the SRP sentence for SFI collision monitering is specified in IEC 61162-460 — SFI colli
morjitoring.

7.6] Binary file transfer using TCP point-to-point

(seq 8.14)

7.6{1 Definition

Thi
tra
da

NO]

s protocol provides a mechanism by which non IEC 61162-1 formatted data can
smitted from a sender to a‘single receiver. The protocol emphasizes the reliability of
transmission between-two linked systems by using the TCP protocol.

[E The TCP standarduis\RFC 793. The IP standard is RFC 894. The Ethernet standard is IEEE Std 802.3.

Table 15 describes the terminology used.

er,
fter
on
SFI
ds,

the

14

PSS

Eion

be
the
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Table 15 — Description of terms

Term Description

BYTE The lowest level data element consisting of 8 ordered bits (sometimes called an octet). Bit

order is as determined by the computer implementation. The implementation shall make any
necessary conversion between network bit order and computer bit order.

Data packet A number of bytes that contains a header, an optional sequence of reserved bytes and the

actual message content. The header specifies the length of header itself, of reserved bytes
and data and will also contain information that allows a number of data packets to be re-
assembled into a presentation.

Data element One or more bytes that forms a stand-alone information carrier, i.e. a time stamp, an integer

or a character.

DWORD Double word. One unsigned 32-bit integer (in range 0 to 4294967295). The DWORD is

constructed from four consecutively transmitted BYTES, where the transmission order on thg
network is the most significant BYTE first followed by the next most significant BY TE.until th
least significant BYTE.

1)

1).

Fille One group of bytes that forms a stand-alone data set.

Mgssage data The data contents of a data package.

Rgserved A number of bytes in the data packet that may be ignored by the receiver/ The reserved bytgs

bytes may be additional header information that only has meaning for newer“versions of the protoqgol
or they may also be used for manufacturer specific purposes.

WOPRD One unsigned 16-bit integer (in the range 0 to 65535). The WORD is constructed from two
consecutively transmitted BYTES, where the transmission arder on the network is the most
significant BYTE followed by the least significant BYTE.

STRINGIN] A sequence of exactly n BYTES, interpreted as a stritfig’of characters. The transmission ordgr
on the network is the left-most character first. If theistring is shorter than », additional trailing
bytes shall be set to zero. All strings in the headef are encoded in ISO/IEC 18859-1 (ISO Latin

7.6(2 Data field structure for transfer of files
7.6(2.1 General
The¢ files are transmitted over the network in packets. The data field is defined as a sequential
and unpadded stream of octets divided into two main groups — header and package data,| as
shgwn in Table 16. The header is'needed for synchronisation and data integrity validation.
Table 16 — Binary file structure
Header (see 7.6.2.2)
Package data (see 7.6.2.3)
7.6(2.2 Elements of the header structure
ta

ite

Thq:;I header format is defined in the Table 17. The first column specifies the name of the d

inside the header (starting from offset zero). The second column specifies the data type

and size. The third column describes the data item and its purpose.
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Table 17 — Header structure

Data item Type Description

token STRING[6] It shall always contain the string "RrTcP" including a trailing NULL
character. Identifier as ASCII string with a length of 5 bytes. This
token defines the beginning of a new data block.

crcHeader WORD Cyclic redundancy check for the header according to CRC-16/CCITT-
FALSE. The CRC is calculated from and including headerversion to
and including any reserved bytes. The CRC is calculated from the
sequence of bytes after formatting into transmission byte order.

The CRC nalunormialic: 316 o 12 L 05 o 4
RCpetrertas: X -

hefpderversion WORD Defines the header version. The headerversion with value 1 is
defined in this document. Extensions and/or modified versions will
update this value.

hepderlength DWORD Defines the binary file descriptor length in bytes. This is at least the
length of the header including the reserved bytes. Future editions g
IEC 61162-450 may append additional fields to this file descriptor
without incrementing the header version as long\as these additiona
fields are compatible with the definition of the.file descriptor in this
document. Receivers which are not aware-of'these additional fields
shall ignore them.

==

sr¢ID STRING[6] Define the source system identifier innformat "ccxxxx" (see 4.4.2).

datalength DWORD Defines the data content of thisrdata package in octets. This may b
the full (oversized) data in on€, package or a typical size for networ|
transfer (1 280 octets). In thelatter case, maxnum, actnum and
streamlength will be used-te synchronize data packets into a
complete data transfer.

w

ti

nmeSec DWORD Seconds part of time stamp. Timestamp is constructed both of time|in
seconds and naneseconds at the grabbing instant. If required by thge
application (e.g.\image transmission to the VDR), the timestamp shpll
be made at‘the’source immediately at data recording.

If the application allows the timestamp to be optional and no
timestamp is available, the value 0 shall be used for timeSec and
timeNsec.

The time representation is the number of seconds since January 1%
1970, not including leap seconds (i.e. in astronomic/GMT
representation).

This information is only needed with the first packet of each file or
data stream. Time stamps in the following data packages belonging
to the same data transfer shall be discarded by the receiver.

=

It is only practicable to use this value if the synchronization betwee|
the destination device (e.g. VDR) and the source device (e.g. Rada
unit) is sufficiently precise (in the range of milliseconds). The difftime
data item may be used as an alternative method for synchronisation.
If difftime is non-zero, this field shall be ignored.

=

ti

meNsec DWORD Nanosecond part of time stamp. See timeSec for details.

difftime WORD Time difference in milliseconds between data recording instant (e.gj}
grabbing instant) and transmission of the first packet of the file.

A timestamp with a resofution of at feast in the mitliisecond range 1s
made immediately before the source generation (e.g. screenshot)
and the second timestamp is made immediately before the first
packet is transmitted. The difference is entered as "difftime" and the
packet is then sent.

The destination device (e.g. VDR) uses this difftime value together
with its system time to determine the timestamp for the transmitted
data. Time tolerances between destination device and source device
may be neglected, because the time reference of the destination
device is always the system time of the destination device.

maxnum DWORD Number of packets needed for transmission of the corresponding file
or data stream. The value can be 1 or more.

actnum DWORD This packet number (range from 1 to maxnum).

streamlength DWORD Defines the length of the (full) stream/presentation content in octets
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Data item Type Description

device BYTE Data source (device) as binary value, 1 for equipment 1, 2 for
equipment 2, etc. The value can be between 1 and 255.

channel BYTE Subdivision according to data source (device), values from 1 to 255,
default = 1.

deviceip DWORD IP of transmitting device; optionally used. The IP address is entered
in Network Byte Order Format (DWORD).

deviceport WORD That port the transmitting device has used. It may be used optionally.

typelength BYTE The length of the datatype field.

dalatype STRING[n] This string defines the datablock encoding by assigning a MIME
content type to the datablock for the server followed by a null
character. For example, image/png is used for PNG image files‘and
application/zip is used for zip-files.
This document has the datatype specified as STRING[n]./Previous
editions had STRING[16]. Transmitters shall have a,setup parametér
to use the length as "n” or "16” to maintain compatibility with previous
editions of IEC 61162-450. In the compatibilitysinstance, receivers
may receive padding at the end of datatype string.

Status of WORD The status for the data return. A zero is returned for normal

acpuisition operation. Non-zero value is used to indicate an error condition. A
descriptive text may be put in the status'and information text field.

StatusLength WORD The length of the "Status and information text" field in bytes.

Status and STRING[n] Status information (e.g. successful operation or error codes). This

information text may be one or more strings terminated by a binary null.

7.612.3

Elements of the package data structure

The¢ package data format is defined in Table 18- The first column specifies the name of the data
ite. The second column specifies the data-type and size. The third column describes the data
item and its purpose.

The¢ package data structure size is set to zero if only status information is transmitted.

Table 18 — Package data structure

Data item

Type

Description

dafablock

BYAE[datalength]

This item is the data either split into pieces or in one block. Size is
defined by datalength in the header.

There is nd GRC for the data contents as this is partly handled by the TCP/IP layer or by other
mefhanisms in the contents format. The header has a separate CRC as it is deemed mpre

critjcal for the correct operation of the system.

7.6.3
7.6.3.1

General

Structure of the transfer stream

The complete binary file is split into a number of datablocks. Each header and datablock is
transmitted in increasing order, beginning with the first datablock and ending with the last
datablock. Synchronisation is achieved with data items actnum and maxnum.

7.6.3.2

Unknown data types

A receiver that does not understand an incoming data type shall ignore all incoming data without
closing the connection if the receiver is a server.
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If the receiver is a client and does not understand incoming data, it shall immediately close the
connection.

7.6.3.3 Maximum outgoing rate

The data volume for each transmit client of binary file shall not exceed 2 MBytes/s.

NOTE This provision is included to guarantee spare network capacity for other transmissions in between the blocks
of a large binary file. When the binary file is transmitted as multicast, it will flood the network and can inhibit
transmissions of other data.

7.6/4 TCP port and IP addresses

The IP address shall be freely selectable outside the addresses assigned for other purposes in
thig document and the IP address is depending on the network configuration” of fthe
corresponding equipment manufacturer.

Thx)lP address of each file source and the file receiver has to be coordinated and set manually
beforehand to be in the same IP address range.

Eqlipment unable to perform an address look-up service should he“configured to the samgq IP
sul}-net. A router may be used if the equipment is connected on different IP sub-nets.

The¢ default TCP port between sender and receiver for thetransfer shall be 7097. Sender and
receiver shall support configuration of the port number apd.IP address.

7.6/5 Implementation guidance
7.6/5.1 General

In fhe examples in 7.6.5.2, 7.6.5.3 and 7.6(54, it is assumed that the TCP client is the senfder
and the TCP server is the receiver. In general, both TCP server and TCP client may send or
receive data.

7.615.2 Receiver as server and sender as client

This setup is used for example for VDRs where the VDR as the file receiver has to be configufed
as |a passive listening device. The file sender is the active transmit client connecting and
trapsferring the data.

Depending on the‘application, the file receiver may be set up to accept multiple transmit clignts
on fthe same input port. This is necessary if more than one transmit client is assumed to send
its files to thedeceiver server.

7.6]5.3 Connection management from sender client

Thetransmitthentshattestabtishacommectionmtothe Teceiver server immediatety aftersystem
initialisation. Once the connection is established, the transmit client is responsible for the
connection and streaming of data packet to the receiver server.

If the connection attempt fails or connection is lost, the transmit client shall try to establish the
connection again. The interval between attempts shall not exceed 30 s.

7.6.5.4 Connection management from receiver server

The receiver server shall make the listening port available for data transfers during initialisation.

The manufacturer shall specify the maximum number of transmit client connections for the
receiver server. The receiver server shall receive data individually from connected transmit
clients and detect any loss of connection from transmit clients.
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The equipment test and performance standard may require alerts to be raised for loss of

con

nection.

The receiver server may in some cases only detect a failed connection by timeout since data
was received last time. The receiver server shall reinitialise the listening port and the receiver
software module after timeout for the transmit client.

7.6.

5.5 Error handling

The receiver shaII ensure data |ntegr|ty at receptlon by verlflcat|on of the header mcludlng

tokET
be processed and indicated according to |nd|V|duaI equipment standard

NOT

illegal characters, message sequence numbers can be checked, etc.

7.6

me
re

7.6
A

8

8.1

Th
da
equ
equ

e

Sin

e |generation~of test UDP datagrams containing unique and numbered content, syntactic

Th;E client transmission of a file may occur at any time when the connection is open. ]

Ilclients shall be configured with a unique source SFI and'device identification (1 to 255
allgw the server to unambiguously identify the source of the received packets.

E Consistency of data fields can depend on application. However, strings can be checked againstcontaifping

5.6 Transmission of a file

'he

sage header information is sufficient for the server to decodelthe data stream and

semble the file and its associated header information data.

5.7 Device identification

Methods of test and required results

Test set-up and equipment

following test methods require test~equipment capable of transmitting and receiving UtI
grams over the Ethernet interface” and the use of a network protocol analyser. The
ipment shall be capable of supporting the Ethernet interface appropriate for the EUT. T
ipment shall also be capable of generating invalid data.

test equipment shall ‘be configured to transmit UDP broadcast messages for the pq
ned in 6.2.2.

ulation equipment is required to be capable of:

to

DP
est
(he

rts

ally

correct\and incorrect sentences with datagram intensity that can be varied to excged

IEC61162-1 and IEC 61162-2 channel capacity;
ifithe EUT implements support for PGN, generation of IEC 61162-3 PGN test senten

ces

containing unique and numbered content, syntactically correct and incorrect with varia
length and correct, incorrect and missing checksum;

ble

e generation of IEC 61162-1 test sentences containing unique and numbered content,
syntactically correct and incorrect with variable length and correct, incorrect and missing

checksum;

e generation and reception of non re-transmittable and re-transmittable binary files.
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Basic requirements

8.2.1 Equipment to be connected to the network

(see

4.2.1)

Verify through inspection of test documentation that the EUT has been tested against the
relevant requirements contained in IEC 60945.

For

the purposes of IEC 60945, the following definitions apply.

8.2

(seé€

Confirm by inspection of manufacturer provided information that the ' EUT does not provide
funictions of a repeater hub.

Performance check

A performance check is the successful transmission and reception of data.
Performance test

A performance test consists of evaluating performance under different test scenarios.

2 Network infrastructure equipment

4.2.2)

the

Confirm by inspection of documented evidence that the EUTsupports IGMP protocol and that

the

If the EUT is a switch,

Us
to ?

8.2
(seé€

Co
typ

8.3
8.3

version of IGMP support is documented.

confirm by inspection of documented evidence that it supports IGMP snooping, and

confirm by inspection of documented.evidence that the IGMP snooping based multig
traffic filtering is supported per each_multicast address.

3 Documentation
4.41,71.1)

nfirm by inspection of manufacture's documentation that all of the implemented datagn
s are specified-

Network function (NF)

1 Maximum data rate

e a simulation arrangement to generate multicast datagrams with address range of 224.0.0.
P24.0.0.255 and confirm by observation that the EUT does not filter out those datagrams|

ast

(Sv

4.2 9\
o2 )

Confirm by inspection that the manufacturer has specified the maximum datagram input rates
as specified in 4.3.2, a) to c).

After activating all NF ports of the equipment under test with the specified maximum aggregate
datagram rate as specified in 4.3.2, check that the performance of the equipment is not
degraded in any way.

8.3

.2 Error logging function

(see 4.3.3)

Confirm that the manufacturer has provided means to inspect a log of detected errors.
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NOTE Tests for the errors to be logged are given in 8.5.2, 8.9.2, 8.10 and 8.11.4.

Confirm that, if external data logging capability is provided, the output of syslog messages
conforms to the manufacturer's documentation and the requirements of 4.3.3.2.

If reception of syslog message capability is provided, confirm by analytic evaluation that the
reception and logging of syslog messages conforms to the manufacturer's documentation and

the

8.4

requirements of 4.3.3.2.

System function block (SF)

8.4
(seé€

For
me

Fof
me

8.4
(seé€

Ch

Ch

1 General

4.4.1)

thods and required test results of IEC 61162-1.

thods and required test results of IEC 61162-2.

2  Assignment of unique system function ID (SFI)
4.4.2)

bck that means are provided to assign and configure the SFI, as described in 4.4.2.

pck that manufacturer's documentation include ifstructions how to select "cc" and "xxxx" g

of the SFI so that the SFl is unique at least within.the IEC 61162-450 network.

8.4
(seq

Ch
dog

8.5
8.5
(seé€

Ch
mn
dis
ang

3 Implementing configurable transmission groups
4.4.2)

pck that means are provided to.assign and configure the transmission groups. Check f{
umentation has been provided-describing the transmission groups supported by the devi

Serial to network gateway function (SNGF)
1 General
4.5.1)

bck that itlispossible to enter unique SFls for all sources distinguished by different tal
emonic (per each serial port of the device and that the mapping of SFI to sour
inguished by different talker mnemonic per each serial port is correctly implemented
lysing the UDP datagrams.

SFs that implement IEC 61162-1 interfaces, verify compliance in accordancé lwith the test

SFs that implement IEC 61162-2 interfaces, verify compliance in accordance with the test

art

hat

ker
Ces
by

Check that TAG block source identification “s” is correctly implemented to sources distinguished
by different talker mnemonic per each serial port by analysing the UDP datagrams.

Check that TAG block destination identification "d" is correctly implemented for routing from
network to serial ports.

Check that documentation is available describing any filtering used in the device.
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8.5.2 Serial line output buffer management
(see 4.5.2)

Verify the output routing by feeding the network under test with datagrams containing sentences
for all available serial outputs and check that sentences are routed to the output ports having
the set SFls.

Verify output buffer overflow handling by increasing the datagram data rate until possible
capacity of the serial lines are exceeded and check that

e |prioritized sentences are correctly replaced, maintaining the FIFO order and not affecfing
sentence integrity, and

¢ [in case buffer overflow sentences are discarded, the FIFO order is maintained, not.affecting
sentence integrity, and the buffer overflow events are logged as required.

Vetify required functionality for prioritized messages by repeating the test with.the unit set|for
prigritized messages and check that behaviour is correct.

Verify message buffer integrity by repeating the test also with grouped messages and check
thaLoverrow handling maintains group integrity, meaning that whole groups are discarded,
reglardless of the prioritized message setting.

8.5/3 Datagram output
(seq 4.5.3)

Verify datagram conversion by feeding the input pérts’of the network under test with sentences
and check that these are transmitted in UDP.datagrams with correct syntax, SFI, soufce
identification "s" and, if required, destination identification "d".

The test sentences should include TAG blocks and grouped messages.

Tegt configuration should include™single source per serial port and multiple sourges
distinguished by different talker mnemonics per shared serial port.

8.5/4 Multi SF serial port

(seg 4.5.4)

Vetify datagram conversion by feeding the input ports of the network under test with sentenges
and check that\these are transmitted in UDP datagrams with correct syntax, SFI, source
identification{Us™ and, if required, destination identification "d".

Test canfiguration should be configured for multiple sources distinguished by different tal
ideptifiers and manufacturer mnemonic codes (for proprietary sentences) per shared serial input

port—re-ettpy rotHaBe-coRrHgUrea—+o reHe—aestHhattenrbYy aen

Check the test cases below:
1) received sentences with configured talker identifiers and manufacturer mnemonic codes will
transmit datagrams with the configured SFI;

2) received sentences without a configured talker identifier or manufacturer mnemonic code
will transmit datagrams for each configured SFl;

3) received datagrams with configured destination SFls will be transmitted on configured serial
port;

4) received datagrams with a valid destination that is an unknown SFI will not be transmitted
on any serial port;

5) received datagrams with no destination specified will be transmitted to all serial ports.
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In the test cases below, the SNGF SFI is "SI0001", the configured SFls of serial ports are
T10001 (for Talker Identifier "TI1") and VD0O0O1 (for Talker Identifier "VD"). A proprietary sentence
"PMANMSG” is configured for SFI VD0001. The typical received sentences will then include
rate-of-turn ("$TIROT") and speed ("$VDVBW").

Test case 1: An example of simple SFI conversion:
"S$TIROT,123.45*67<CR><LF>$VDVBW,10.00,,A,,,V,,V,,V*hh<CR><LF>"
"SPMANMSG, proprietary contents*hh<CR><LE>"

will generate three datagrams, one for each SFI:

ﬁﬁﬁﬁﬁﬁ Cdei

8.5
(seq

Ve
intd

F

H

= 2 o o 4 N
LUUUL,IT.Oo00 I \Yy TIRUL, 1T O e T J O CIN

H

==
"\s:VD0001,n:111*hh\$VDVBW,10.00,,4,,,V,,V,,V*hh<CR><LF>"
"\s:VD0001,n:111*hh\>SPMANMSG, proprietary contents*hh<CR><LF>"
with the IEC 61162-450 Header("UdPbC'0").

Test case 2: An example of un-configured talker identifier:
"$SDDPT,123.4,,400*hh<CR><LEF>"

will generate one datagram for each configured SFlI:
"\s:TI0001,n:222*hh\$SDDPT,123.4,,400*hh<CR><LF>"
"\s:VD0001,n:222*hh\$SDDPT,123.4,,400*hh<CR><LF>"

with the IEC 61162-450 Header("UdPbC'0").

Test case 3: An example of simple SFI conversion, noxTAG block support:
Datagram "\s:IN0001,d:TI0001,n:333*hh\$INTLQ,ROT*hh<CR><LE>"

will generate transmission of the sentence on the/serial port configured for the destinafion

SFI T10001:
"SINTIQ,ROT*hh<CR><LEF>"

Test case 4: An example of a specified‘destination but un-configured SFI conversion:
Datagram "\s:IN0001l,d:GN0001,n%833*hh\$INGNQ, ZDA*hh<CR><LF>"

will not generate transmission onlany serial ports.
Test case 5: An example of no-Specified destination:

Datagram "\s:IN0001l,n:333*hh\$INGNQ, ZDA*hh<CR><LF>"
will generate transmission of the sentence on all serial ports.
"SINGNQ, ZDA*hh<CRIILE>"

5 Handling malformed data received on serial line
4.5.5)

ify, datagram conversion by feeding the SNGF input ports under test with valid senten
rleaved with malformed data according to 4.5.5.

ces

Confirm that the valid sentences are correctly converted into datagrams.

Each test shall include test cases for all of the start characters. Check that the test cases below

will

1)
2)

3)

4)

generate a datagram transmission:

when data has been received before a start character;

when data has been received after a valid start character and the maximum sentence and

TAG block length has been exceeded;

when data has been received after a valid start character and end of line (<CR><LF>) has

not been received within 1 s;

when a reserved character has been received and not having been appropriately escaped;
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5) when random binary data is sent on serial line.

In the test cases below, the SNGF SFl is SI0001, the configured SFI of serial port is TIO001 (for
Talker Identifier "TI”).

e Test case 1: An example of data before start character:
Serial data "127,333*6B<CR><LF>$STIROT,123.45*67<CR><LE>"
will generate two datagrams:
either

LL -CIﬂﬁﬁl,n-444*hh 1’7’7,’.2’2’2*EB oR i nENLL} (

+£SET for motformed AEen et
by configuration to be SI0001)

or "\s:TI0001,n:444*hh\127,333*hh<CR><LF>" (if SFI for malformed senteng¢es
set to follow non-malformed sentences)

and

"\s:TI0001,n:445*hh\$TIROT,123.45*hh<CR><LE>"
and with the IEC 61162-450 Header ("UdPbC'0™).

o |Test case 2: An example of too long line:

Serial data "S$TIALR,123456,906,A,V,Sensor fault with 'a"too long descriptlon
to violate serial data maximum line length limitation¥hh<CR><LE>"

will generate one datagram, i.e. no change to content:

either

"\s:TI0001,n:446*hh\$TIALR,123456,906,A,V , Sensor fault with a too 1l¢ng
description to violate serial data maximum~hine length limitation*hh<CR><LF>"
(if SFI for malformed sentences set bas€d™dn talker mnemonic or set to follow
non-malformed sentences)

or

"\s:U20001,n:446*hh\$STIALR,123456,,906,A,V,Sensor fault with a too 1l¢ng
description to violate serial datd maximum line length limitation*hh<CR><L¥>"
(1f SFI for malformed sentenceges set by configuration to be U20001)

and with the IEC 61162-450 Header ("UdPbC'0™).

e |Test case 3: An example of timeout:
Serial data "STIALR~M23456,906,A,V,"

<1.1 s delay>
Serial data "Sensor fault*hh<CR><LEF>"

will generate two datagrams:

either

"\s:TIO001,n:447*nn\S$STIALR,123456,906,A,V," (if SFI for malformed senteng¢es
s&t+*based on talker mnemonic or set to follow non-malformed sentences)

Qr.
S:51000L,n:442 7 "nn\yT1ALK, 123456, 9006,4,V, " (1If SFl Set by configuratcion to
be SI0001)

and either

"\s:35I0001,n:448*nn\Sensor fault*hh<CR><LF>" (if SFI for malformed sentences
set by configuration to be SI0001)

or

"\s:TI0001,n:448*nn\Sensor fault*hh<CR><LF>" (if SFI for malformed sentences
set to follow non-malformed sentences)

and with the IEC 61162-450 Header ("UdPbC'0"™).
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e Test case 4: An example of incorrect escape:
"$TITXT,01,01,01,Incorrect * escape*hh<CR><LEF>"

will generate a datagram (i.e. no change to content):
either

"\s:TI0001,n:449*nn\$TITXT,01,01,01,Incorrect * escape*hh<CR><LF>" (if SFI
for malformed sentences set based on talker mnemonic or set to follow non-

malformed sentences)

or

" :ST0Q001 n-440*nn\STTTXT 01 01 01 Tncorrect * o F‘Qp@*hh CR LEp>" (if SFT

for malformed sentences set by configuration to be SI0001)

and with the IEC 61162-450 Header ("UdPbC'0™).

e |Test case 5: An example of random serial data including start characters "$" thatwill initi
a new datagram:

"kfajds..3efbnajfu93hns$1kfdajkf98873tg87784 ((/kfajd..”

The above random data will generate two datagrams:

either

"\s:SI0001,n:449*nn\kfajds...3efbnajfud93hn" if SFI jfor¥ malformed senten
set by configuration to be SI0001)

or

"\s:TI0001,n:449*nn\kfajds...3efbnajfu93hn”" ¢(if>» SFI for malformed senten
set to follow non-malformed sentences)

followed by either

"\s:SI0001,n:450*nn\$1kfdajkf98873tg87784 ((/kfajd.." (if SFI for malforr
sentences set by configuration tpo ®e SI0001)

or

"\s:TI0001,n:450*nn\$1kfdajkf988%3tgq87784 ((/kfajd.." (if SFI for malforr
sentences set to follow non=malformed sentences)

or

"\s:1k0001,n:450*nn\$1kfAdajkf98873tg87784 ((/kfajd.." if SFI for malforr

sentences set based-6enh talker mnemonic)

and with the IEC 61162-450 Header ("UdPbC'0"™).

In the test cases below-for Multi SF serial port, the SNGF SFl is SI0001, the configured SFI{
the|serial port are 710001 (for Talker Identifier "TI”) and VD0O0O1 (for Talker Identifier "VD")
e |Test case B6:-An example of data before start character:

Serial data
$VDYBW, 10.00, ,A,,,V,,V,,V*hh<CR><LF>127,333*6B<CR><LF>$TIROT, 123.45*67<CR><LF>

will generate three datagrams:

res

es

hed

ed

hed

5 of

"\s:VD0001,n:443*hh\$VDVBW,10.00,,4,,,V,,V,,V*hh<CR><LEF>"

and either

"\s:VD0001,n:444*hh\127,333*hh<CR><LEF>" (if SFI for malformed sentences set
to follow non-malformed sentences, and there were no preceding STN

sentence)

or

"\s:U20001,n:444*hh\127,333*hh<CR><LEF>" (if SFI for malformed sentences set

by configuration to be U20001)

and
"\s:TI0001,n:445*hh\STIROT,123.45*hh<CR><LF>"

and with the IEC 61162-450 Header ("UdPbC'0™).
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8.6 Other network function (ONF)
(see 4.7)

Verify by inspection of the manufacturer's documentation that information for the use of ONF is
provided as described in 4.7.

Verify by inspection of the manufacturer's documentation that the ONF does not use any of the
multicast IP addresses reserved in 5.4.

8.7—Low level network
8.71 Electrical and mechanical requirements
(seq 5.1)

Verify by observation that one of the connectors specified in Table 3 is available on fhe
equyipment.

Verify by inspection of manufacturer documentation that one or more of)these interfaces meets
the|requirements of Table 3.

Vetify by inspection of manufacturer documentation that the |aser safety requirements |for
claps 1 devices are met.

8.712 Network protocol
(seg 5.2)

Confirm by inspection of documented evidence\that the relevant IEEE 802.3 data link protqgcol
is ysed.

Vetify using the network protocol analyser that IP (version 4) protocol is used and that the HUT
dogs not send packets with IP options'Set; except for IGMP packets, where IP options are used
for|the correct functioning of IGMP protocol.

Confirm by generating an example of each relevant (see 5.2) packet and analysing this padket
usipg packet capture software to confirm that the EUT supports the network protocols specified.

8.713 IP address assignment for equipment
(seqg 5.3)

Copfirm by(observation that means are provided to configure an IP address for the device.

Copfirm-that an IP address for the device is configured within the ranges reserved for priviate
networks as described in ISOC RFC 1918

Confirm that any excluded IP ranges reserved for internal sub-nets (internal to the equipment)
are documented and those are not in the range given by 5.3.

Using the test equipment described in 8.1 and documentation provided by the manufacturer,
verify by transmitting and receiving data that the equipment does not change its IP address and
IP port settings after an OFF/ON power cycle.
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8.7

4 Multicast address range

(see 5.4)

Verify, using the network protocol analyser, that each datagram is transmitted and received with

the

8.8

multicast address 239.192.0.1 to 239.192.0.64.

Transport layer

(see Clause 6)

Ve
as

Ve

Ve

8.9
8.9
(seé€

Usi
ver
tes
intd

8.9
(seq
Ch

foll

Ch
deq

£
I

e +1 | = =Y (] e 5 bt (] (! - ('l e L
Iy Urtdt Uur Udidyralllis are trarsifiteu diid TeLeiveUu al ©dllilT U

Hefined in Table 4 and Table 5.

ify that UDP datagrams are discarded if the received UDP checksum is invalid.

ify that each transmitted UDP datagram contains no more than 1 472 bytes|
Application layer

1 Application

7.2.1)

ng the test equipment described in 8.1 and documentation provided by the manufactu

fy by transmitting and receiving data that each SF and*SNGF port of the equipment un

one datagram if applicable.

2 Datagram header

7.1)
bck that all UDP multicast datagrams™are headed by

"UdpPbC" for transmission of IEC 61162-1 formatted sentences,
"RaUdP" for transmission of,binary files,
"RrUdP" for transmission of re-transmittable binary files, and

"NkPgN" for transmission of IEC 61162-3 PGN messages,

bwed by a null ‘eharacter (all bits set to zero) as the first six bytes of the datagram.

pck that“all TCP/IP datagrams are headed by "RrTcP" for transmission of binary files
cribed-in 7.6 followed by a null character (all bits set to zero) as the first six bytes of

dallagram.

theappropriateportmum

rs

er,
der

I can send and receive IEC 61162-1 sentences and.allows several sentences to be merged

as
the

Check that incoming datagrams with an unknown header are discarded without processing the
content beyond the header.

Verify that, as part of error logging, the count of received datagrams without valid datagram
header (see 7.1) is increased if datagram header is unrecognized or invalid.
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8.9.3 Types of messages
(see 7.2.2)

Using the test equipment described in 8.1, and documentation provided by the manufacturer,
verify by transmitting and receiving data that each SF and SNGF port of the equipment under
test can send and receive each of the message types specified by the manufacturer; one or
more of SBM, MSM and CRP. For CRP messages, verify that the requirements of Clause C.4
are met by inspection of recorded datagrams and, in the case of timeout handling, the
equipment's error log data.

8.9/4 TAG block parameters

(seg 7.2.3)

8.914.1 Test of the transmitter

Vetify using a receiving protocol analyser that

e |if provided, all members of group have same group code value,
o |if provided, next group code value after 99 is 1,

e |the EUT transmits the source identifier (two separate test cases'— default and configuref),
o |if provided, the EUT transmits valid source cluster identification,

o |if provided, the EUT transmits valid destination code,

e |if provided, the EUT transmits valid destination cluster identification,

o |if provided, line count value increments for each lihe and resets after 999 to 1,

o |if provided, the heartbeat sentence (HBT) is transmitted at least once every 60 s, and

e |the EUT only feeds sentences preceded by a valid TAG block (for example
"\s:110001,n:23*31\$LCGLL,5420.123,N,01030.987,E,,A,A*58<CR><LF>") into the netwqrk.

8.914.2 Test of the receiver
Vetify, using a transmitting protocol analyser, that

e [lines without a TAG block:are not used as defined in 7.2.3.1,

e |adding a TAG black. containing syntactically correct parameter codes (for example
"\b:Y23G81*4E\").not defined in this document is transparent to normal operation,

e |only complete(sentence groups are used, and

e |TAG blocklines with the EUT as destination are processed. Destination is a combination of

parameter.codes destination code "d" and, if available, destination cluster identification x".

NOTE I Not available destination cluster identification can mean navigation cluster as destination.

NQ@TE 2 Processing can also mean that data is dropped.

8.9.4.3 Test for bidirectional communication

If the network under test supports CRP, then, using a bidirectional protocol analyzer, verify that
source and destination are correct in the CRP communication.

8.9.4.4 Configuration

Verify by inspection of documentation that it is not possible to dynamically configure any
identities after installation.
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8.9.5 General authentication
(see 7.2.3.8)

These tests apply to a EUT that includes transmission of authentication.

Confirm by inspection of manufacturer's documentation which signature methods the EUT

provides.

Confirm by analytic evaluation that the EUT transmits sentence or message with correct

authentication-code-as-desc a SO Repea he-fes a an e-meihod ala¥a

thaf, if the EUT is set to require authentication, the EUT discards all sentences or message

Us¢ simulation arrangement to create same validveXamples of sentences or messages as

ted

jes
uT

or
ire
ure

in

prejvious test, but with intentionally incorrect value in the authentication parameter code, and

confirm by observation that, if the EUT is set\to require authentication, the EUT discards
sertences or messages. Repeat the test forall signature methods supported by EUT.

8.10 Error logging
(seg 7.2.5)

By feeding test sentences with variable contents into the network, verify that the network un
tes} processes only sentences preceded by a valid TAG block as defined in 7.2.3.1 and ve
thaf

e |lines with TAG-checksum errors increase the corresponding error log count as defined i

4.3.3,

¢ |lines with(FAG syntax errors increase the corresponding error log count as defined in 4.3.

and

e |line§ with TAG framing errors (i.e. missing "\" character at start, stop and between adjac
TAG blocks) increase the corresponding error log count as defined in 4.3.3.

all

der
rify

ent

Check handling of incorrect messages by feeding the network under test with sentences hav

e incorrect syntax,
e incorrect checksum, and

e incorrect message length.

Verify that these sentences are discarded and that the network's error logs are updated.

ing
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8.11 Binary file transfer using UDP multicast — Single transmitter, multiple receiver
(see 7.3)
8.11.1 Sender process test

8.1
Usi

1.1.1 Non re-transmittable binary file transfer
ng a test set-up with non re-transmittable binary files, verify that

header token is set correctly,

8.1

Usi

header version is set according the Table 9,

SrclD is set according to Table 9,

DestID is correctly set according to Table 9,

unique BlocklID is correctly set,

BlockID, SequenceNum and MaxSequence are correctly set,
device is correctly set,

channel is correctly set,

the IP address and port numbers are assigned by one of the addresses for non
transmittable binary file transfer,

the SequenceNum of first datagram is set to 1, and

there is no response when a receiver sends any ACK\messages.
1.1.2 Re-transmittable binary file transfer
ng a test set-up with re-transmittable binary-files, verify that

header token is set correctly,

header version is according to Table\9,

SrcID and DestID are correctly set by "cexxxx",

unique BlocklID is correctly.set;

BlocklID, SequenceNum-and MaxSequence are correctly set,
device is correctly set,

channel is correctly set,

the IP address;’port number and AckDestPort are assigned by one of the addresses
binary fileAransfer,

the maximal re-transmission count is calculated correctly according 7.3.8.7,

the (SequenceNum of the first datagram is set to 1,

AC€K messages are received from multicast group. specified from AckDestPort

for

ACK messages are only processed if the DestID of ACK message is equal to own SFI and
if the SourcelD of ACK message is equal to actual DestID, otherwise the ACK message is

ignored,

the binary transfer is finished and marked as successful after an ACK message is received,

whose SequenceNum is equal to the MaxSequence, after all data is transmitted,

a QUERY message is sent when there is no ACK message received, after all data are

transmitted,

not more than four QUERY messages at all are sent when there is no ACK message

received after a QUERY message is transmitted,

binary file data from SequenceNum one higher as SequenceNum of ACK is re-transmitted
when an ACK message whose SequenceNum is less than the MaxSequence is received,
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the same SequenceNum is retransmitted not more than three times, otherwise the
transmittable sender continues with normal transfer and ignores ACK message,

re-

the number of all re-transmissions is not more than the maximal re-transmission count,
otherwise the re-transmittable sender continues with normal transfer and ignores ACK

messages,

the binary transfer is finished and marked as not successful after all data is transmitted, if

three QUERY messages are sent and no ACK message whose SequenceNum is equa
the MaxSequence is received, and

log messages are correct.

| to

8.1
8.1

Usi

8.1
Usi

1.2 Receiver process test
1.2.1 Non re-transmittable binary file transfer
ng a test set-up with non re-transmittable binary files, verify that

messages are received correctly on given IP and port address,
message is only processed if the header token is equal to "RaUdP/or "RrUdP",
message is only processed with valid header and valid binary file descriptor,

each separate binary file transfer is identified by the combination of SrclD, BlockID, DeV
and Channel,

a new receiving process starts when a message with~hew BlockID is received for
combination of SrcID, Device and Channel,

the received messages are the same as that of .the transmitted data when there is no lo
any log information is provided if there is any.loss, and

log messages are correct.
1.2.2 Re-transmittable binary file.transfer
ng a test set-up with re-transmittable binary files, verify that

messages are received correctly on given IP and port address,

message is only processed’if the header token is equal to "RrUdP",
message is only processed with valid header and valid binary file descriptor,
message is only(processed if DestID is equal to own SFl,

each separate‘binary file transfer is identified by the combination of SrcID, BlocklID, De\
and Channgl

the maximal re-transmission count is calculated correctly according 7.3.8.7,

ACK messages are generated with the correct token = RrUdP, SrcID = own SFI, Destl

ice

the

ice

D =

SrclD of received message, BlockID and without binary file descriptor and without dlata

lal 1
DTOCK;

ACK messages are transmitted to the multicast group corresponding to the AckDestPort of

the actual received binary file block,

the receive process is marked as successful and an ACK message is transmitted when

the

received SequenceNum is equal to the MaxSequence with the same instance identifier and

if all sequences of the actual binary file block are received,

an ACK message for a successful received binary file block is not more than three times

repeated if query messages are received,

if no complete binary file block is received, the transfer is marked as not successful and

no

ACK message after the last received sequence with SequenceNum equal to MaxSequence

is transmitted, either directly after received last sequence or after received query messag

es,
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an ACK message is transmitted with the last received SequenceNum before a gap when

the

re-transmittable receiver detects that there is a gap in the SequenceNum between two

consecutive messages,

an ACK message for the same requested SequenceNum is not more than three times

repeated for the same binary file block,

the number of all ACK messages for retransmission request is not more than the maximal

re-transmission count for the same binary file block,

a new receiving process starts when a message with new BlockID is received for
combination of SrclD, Device and Channel,

the

8.1

Usi

8.1
Usi

8.1

Co
the

8.1
(sed
8.1
Ch

the received messages are the same as that of the transmitted data,

sender sends a binary file block with different DestID, and

log messages are correct.
1.3 Binary file descriptor test
ng a test set-up with binary files, verify that

the AckDestPort field is correctly set,
the Length field, the TypeLength field and the StatusLength field are correctly set,
binary file length in the descriptor is the same as the size\of the received data, and

the received data format is the same as that of the.data type in the descriptor.
1.4 Binary file transfer error logging
ng a test set-up with binary files, verify that.the following events can be logged:

number of binary file blocks where errefs occur;
missing datagrams;

unrecognized headers (see 8.9.2).
1.5 Maximum outgoing rate

nfirm by inspection of documented evidence that the EUT has an effective method to li
outgoing rate to betwithin the given limit of 2 Mbytes/s (see 7.3.8.4).

2 PGN to network gateway function (PNGF)
7.4)

2.1 General

an

the re-transmittable receiver does not send any ACK message when a re-trapsmittable

mit

ces

bekthat it is possible to enter unique SFlIs for all sources distinguished by different devi

implemented by analysing the UDP datagrams.

Check that documentation is available describing any filtering used in the device.

8.1

2.2 Output buffer management

ctly

Verify the output routing by feeding the network under test with datagrams containing PGNs for
all IEC 61162-3 networks and check that PGNs are routed to the network having the set device

ide

ntifier.

Check that documentation is available describing the maximum buffer capacity.
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Check that the means are provided to configure the maximum buffer capacity.
Check that the overflow is logged as required.

8.12.3 Datagram output

Verify datagram conversion by feeding the input ports of the network under test with PGNs and
check if these are transmitted in UDP datagrams as described in 7.4.1.

Verify a single IEC 61162-3 PGN message transmission per each feeding IEC 61162-450
mepgsage.

8.12.4 PGN group

Verify PGN group filtering by transmitting four PGN groups and check that thel/device dnly
receives the PGN group messages to which it belongs.

8.12.5 Address conflicts

Conpfirm by observation that the EUT assigns new IEC 61162-3 laddresses at the address
tramslation table within 1 min when IEC 61162-3 addresses @f the EUT conflict with the
addresses in IEC 61162-3 Network.

8.13 System function ID resolution

(seq 7.5)

Confirm by observation that the EUT sends SRP-sentences to address 239.192.0.56 port 60056
when boot up, 1 min after boot up, 5 min after¢boot up and after reconfiguration, including both
recpnfiguration of setup parameters and_reconfiguration based on a change caused|by
redundancy arrangements.

NOTE The boundaries of test for redundancy~arrangements are the connections from each of its physical interfdces
to their immediate switches only.

Copfirm by observation that when the EUT receives an SRP sentence with all fields being null
fields the EUT responds with;ah SRP sentence with the fields populated.

8.14 Binary file transfer using TCP point-to-point
(seg 7.6)
8.1|:.1 Test of transmit client

8.14.1.1<—Description

Thef test set-up is a controllable receiver server and the equipment under test. The followjing
tests shall be performed and passed.

8.14.1.2 Connection establishment test

Remove receiver server from the network and power up the transmit client. Confirm by
observation that the transmit client performs reconnection attempts as specified.

Connect receiver server and confirm by observation that connection is established.

8.14.1.3 Lost connection test

Power down or physically remove receiver server from the network and confirm by observation
that the transmit client detects connection failure. This will normally require the transmission of
some data from the transmit client.
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Reconnect receiver server and confirm by observation that the transmit client reconnects the
receiver server. Confirm by observation that the transmit client sends data as specified. Confirm
by observation that the headers are according to the data format specification. Confirm by
observation that time stamp is increased.

Break connection in the middle of a transfer. Confirm by observation that the transmit client
continues to operate and tries to reconnect.

8.14.2 Test of receiver server

8.1g-21 rTestset-up

The test set-up is a controllable transmit client and the equipment under test. The transmit client
shgll be able to generate the following, and tests shall be made that check  the’ cornect
functioning of the receiver server in these cases.

8.14.2.2 Connection establishment test

Remove transmit client(s) from the network and power up receiver” server. Confirm|by
obgervation that receiver server starts up as specified.

Connect transmit client(s) and confirm by observation that-reeceiver server enters normal
opegration.

8.14.2.3 Lost connection test

Brgak connection in the middle of a transfer. Confirm by observation that the receiver seryer
cortinues to operate.

8.1Jd.2.4 Message transfer test

Trgnsfer at least one file with a content type which is supported by the receiver server, streamed
as p sequence of at least 5 datablocks."Confirm by observation that the receiver server corre¢tly
processes the file.

8.14.2.5 Multiple transmit.client test

If {he receiver server, supports simultaneous connections from multiple transmit clients,
estpblish the maximum number of connections according to the manufacturer. Send fijles
simultaneously over-all connections. Confirm by observation that the receiver server corregtly
processes all received files.

8.14.2.6 .(Erroneous input test

Send,a\file with datalength in the header set to a value which is smaller than the actual size of
tra$smitted data. Confirm by observation that the receiver server detects the error and indicates
it according to the individual equipment standard.

Send a file with an invalid crcHeader value in the header. Confirm by observation that the
receiver server detects the error and indicates it according to the individual equipment standard.

Send a file which is streamed as at least 5 packets. Discard the 3" packet. Confirm by
observation that the receiver server detects the error and indicates it according to the individual
equipment standard.
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8.14.2.7 Undefined header test

Send a file with the header version set to a value higher than defined in this document. Confirm
by observation that the receiver server ignores the unknown part of the header based on the
implemented header version and that the receiver server processes the file.

8.14.3 Maximum outgoing rate

Confirm by inspection of documented evidence that the EUT has an effective method to limit
the outgoing rate to be within the given limit.

8.1|4.4 TCP port and IP addresses

Conpfirm by inspection of manufacturer's installation documentation that the default por{ is
spgcified as 7097 and that there are instructions to set both sender and receiver it the same
IP gddress range.
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Annex A
(normative)

Classification of IEC 61162-1 talker identifier
mnemonics and sentences

A.1 General

Tal
bel

If p
by

ble A.2 gives default classification of each of the IEC 61162-1 sentence formatters
bnging to one of the following three types of message:

sensor broadcast message (SBM), see 3.22;

multi-sentence message (MSM), see 3.14;

command-response pair (CRP), see 3.4.

or

A.

Ta
ide
ser
in

Fof
as

trapsmission group in Table*4 and Table 5.

Prg

ny in Table 5.

Talker identifier mnemonic to transmission group mapping

tences. For the two character codes listed’in Table A.1, the transmission group is identi

default or, if in addition eptional configuration of transmission groups is provided, a

Table*A.1 — Classification of IEC 61162-1 talker identifier mnemonics

for

as

rovided by the equipment, the default transmission group and(elassification can be changed
the parameter setup system of the equipment to USR1 to (USR8, RCOM, PROP in Table 4

le A.1 maps the two first characters of the SFI, which is normally the IEC 61162-1 talker
ntifier mnemonic, to the default transmission group the SF shall use for transmitﬂing

ied
column three. For two character codes not in this table, the SF shall use the MISC
trapsmission group as default.

alert communication purposes;-an alert source shall use transmission group BAM1 or BAM2

ny

prietary sentences-that do not use a talker identifier mnemonic can be given a default
trapsmission group.by the manufacturer.

Type of equipment ) Tallfe_r Transmissiop
identifier group

Hepding/track controller (autopilot) general AG NAVD
magnetic AP NAVD
Automatic identification system Al TGTD
Bilge system Bl MISC
Bridge navigational watch alarm system BN VDRD

CAM of BAM CA CAM1 or CAM2
Communications: digital selective calling (DSC) CD RCOM
data receiver CR RCOM
satellite CS RCOM
radio-telephone (MF/HF) CT RCOM
radio-telephone (VHF) CcVv RCOM



https://iecnorm.com/api/?name=a670f014878dcd96ef698f4abbcf211a

IEC 61162-450:2024 © IEC 2024

- 77 —

Type of equipment ) Tallfe_r Transmission
identifier group

scanning receiver CX RCOM
Direction finder DF NAVD
Duplex repeater station DU MISC
Electronic chart system (ECS) EC NAVD
Electronic chart display and information system (ECDIS) El NAVD
Emergency position indicating radio beacon (EPIRB) EP RCOM
Enfine room monitoring system ER MISC
Firg door controller/monitoring system FD VDRD
Firg extinguisher system FE VDRD
Firg detection system FR \V\DRD
Firg sprinkler system FS VDRD
Galileo positioning system GA NAVD
Glgbal positioning system (GPS) GP NAVD
GLIONASS positioning system GL NAVD
Glgbal navigation satellite system (GNSS) GN NAVD
Hepding sensors: compass, magnetic HC NAVD

gyro, north seeking HE SATD

fluxgate HF NAVD

gyro, non-north seeking HN SATD
Hul|l door controller/monitoring system HD VDRD
Hull stress monitoring HS VDRD
Integrated instrumentation I MISC
Integrated navigation IN NAVD
LORAN: LORAN-C LC NAVD
Nefwork device ND NETA
Napigation light controller NL MISC
Rapar and/or radar plotting RA TGTD
Prgpulsion machinery including remote control RC MISC
Sopinder, depth SD NAVD
Stgering gear/steering engine SG MISC
Elgctronic positioning system, other/general SN NAVD
Sopinder~scanning SS MISC
Tugn fate indicator TI SATD
Microprocessor controller UP MISC
(0<=#<=9) User configured talker identifier U# MISC
Velocity sensors: Doppler, other/general VD NAVD

speed log, water, magnetic VM NAVD

speed log, water, mechanical VW NAVD
Voyage data recorder VR MISC
Watertight door controller/monitoring system WD VDRD
Water level detection system WL VDRD
Transducer YX MISC
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Type of equipment ) Tallfe_r Transmission
identifier group
Timekeeper, time/date: atomic clock ZA TIME
chronometer ZC TIME
quartz ZQ TIME
radio update yAY, TIME
Weather instrument Wi NAVD
Serial to Network Gateway Function Si MISC

A.3 List of all sentence formatters and the sentence type

Table A.2 classifies the existing IEC 61162-1 formatters. The rightmost column“lists related
serjtence formatters for MSM and CRP sentences.

Table A.2 — Classification of IEC 61162-1 sentences

Description SBM MSM CRP Related sentence
formatters
D Query sentence X Any reply message
AAM | Waypoint arrival alarm X
ABK ,:(I:inaotivdlree;sgs:rgeanntd binary broadcast X ABK, ABM, AIR, BBM
ABM AlIS Addressed binary and safety related X X ABM
message Sometimes single
ACA, ACS
ACA | AIS channel assignment message X
Sometimes single
ACK | Acknowledge alarm X ALR
ACN | Alert command X AGL, ALC, ALF, ARC
ACS | AIS Channel management inférmation source X ACA, ACS
AGL | Alert group list X ALC, ALF
Al AIS Interrogation request X ABK
A Acknowledge _detail alarm condition X ALA
ALA | Report detailed alarm condition X AKD
ALC | Cyclicéalert list X ACN
ALF | Alertssentence X ACN
ALR , [\Set alarm state X X ACK
APB™ | Heading/track controller (autopilot) sentence B X
ARC | Alert command refused X ACN
BBM
BBM | AIS Broadcast binary message X X
Sometimes single
BEC Feei:al\(g?]?nznd distance to waypoint — dead X
BOD | Bearing origin to destination X
BWC | Bearing and distance to waypoint — great circle X
BWR | Bearing and distance to waypoint — rhumb line X
BWW | Bearing waypoint to waypoint X
CUR Z\;atl;er current layer — multi-layer water current X
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Description SBM MSM CRP Related sentence
formatters
DBT | Depth below transducer
DDC | Display Dimming Control X
DOR | Door status detection X DOR
DPT | Depth X
DSC | Digital selective calling information X
DSE | Expanded digital selective calling X
DTM | Datum reference X
EPM Command or report long equipment property X
value
EPV | Command or report equipment property value X
E[FTL | Engine telegraph operation status X
E General event message X
FIR | Fire detection X FIR
FISI | Frequency set information X
GBS | GNSS satellite fault detection X
GDPC | GNSS differential correction X
GE Generic binary information X
GFA | GNSS fix accuracy and integrity X
GE5A | Global positioning system (GPS) fix data X
GLL | Geographic position — latitude/longitude X
GNS | GNSS fix data X
GRS | GNSS range residuals X
GPA | GNSS DOP and active satellites X
GPN | GNSS SBAS navigation message X
GBT | GNSS pseudorange noise statistics X
GPV | GNSS satellites in view X
HBT | Heartbeat supervisign sentence X
HECR | Heading correction report X
HDG | Heading, deviation and variation X
HPT | Heading-true X
HIMR | Heading monitor receive X HMS
HMS, |\Heading monitor set X HMR
Hit Heel angle, roll ogriod and roll amplitude x
measurement device
HSC | Heading steering command X
HSS | Hull stress surveillance systems
HTC | Heading/track control command X HTD
HTD | Heading /track control data X HTC
LR1 | AlIS long-range reply sentence 1 X X LRF, LRI
LR2 | AIS long-range reply sentence 2 X X LRF, LRI
LR3 | AlIS long-range reply sentence 3 X X LRF, LRI
LRF | AIS long-range function X X LR1, LR2, LR3, LRF
LRI AIS long-range interrogation X X LR1, LR2, LR3, LRF
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Description SBM MSM CRP Related sentence
formatters
MOB | Man over board notification X
MSK | MSK receiver interface X
MSS | MSK receiver signal status X
MTW | Water temperature X
MWD | Wind direction and speed X
MWV | Wind speed and angle X
NAK [ Negatfive acknowledgment X ALR, NAK
NLS [ Navigation light status X
NRRM | NAVTEX receiver mask X NRX
NRX | NAVTEX received message X
NER | Navigation status report X
OBD | Own ship data X
POS Devipe pqsition and ship dimensions report or X
configuration command
PRC | Propulsion remote control status
REM | Return link message X
rRiA (Ij?aet(;ommended minimum specific LORAN-C X
RMB | Recommended minimum navigation information X
RMC | Recommended minimum specific GNSS data X
ROR | Rudder order status X
RPT | Rate of turn X
RIPM | Revolutions X
RRT | Report route transfer X
RBA | Rudder sensor angle X
RED | Radar system data X
R[FE | Routes X
SE Selection report X
SFl | Scanning frequency'information X
SLM | Steering location/mode X
SM1 | SafetyNET-message, All ships/NavArea X
SM2 | SafetyNET message, Coastal warning area X
SM3 |[SafetyNET message, Circular area address X
SM4<{|/SafetyNET message, Rectangular area address X
SMB | IMO SafetyNET message body X
SMV ﬁl?:;e”tz;\ltliEOTn message, Vessel in distress X
SPW | Security password sentence X
SRP | System function ID resolution protocol X
SSD | AlS ship static data X
STN | Multiple data ID X
THS | True heading and status X
TLB | Target label X
TLL | Target latitude and longitude X
TRC | Thruster control data X TRD
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formatters

TRD | Thruster response data X TRC

TRL | AIS transmitter-non-functioning log X

TTD | Tracked Target Data X

TTM | Tracked target message X

TUT | Transmission of multi-language text

TXT | Text transmission Sometimes single

UID [ User identification code fransmission X

vBeC Watgr-referenced and ground-referenced X

docking speed data

VBW | Dual ground/water speed X

VDM | AIS VHF data-link message X Sometimes single

VDO | AlS VHF data-link own-vessel report X Sometimes single

VDR | Set and drift X

VE Version X X Sometimes single

VHW | Water speed and heading

VLW | Dual ground/water distance

VPW | Speed measured parallel to wind X

VED | AlIS voyage static data X

VTG | Course over ground and ground speed X

WRAT | Water level detection X

WLV | Waypoint closure velocity X

WNC | Distance waypoint to waypoint X

WPL | Waypoint location X

XPR | Transducer measurements X

XTE | Cross-track error, measured X

XTR | Cross-track error, dead reckoning X

ZPA | Time and date X

ZDPL | Time and distance %o variable point X

ZFO | UTC and time_from origin waypoint X

ZTG | UTC and time to destination waypoint X
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Annex B
(normative)

TAG block definitions

1 Validity

The material in Annex B is a subset of a definition of a parameter structure from NMEA 0183

int

on

ended for adding information to IEC 61162-1 sentences Confaormance with this documen

the| sending side will guarantee conformance to NMEA 0183, but the description herein_is

co

mplete and a receiver that only implements Annex B will not be able to process all valid T

blopk structures.

B.

Th
be

Th
co
or

Th
pr

Th

2 Valid TAG block characters

¢ "\" (back-slash) character is designated as the "TAG block delimiter.”A TAG block s
gin and end with a TAG block delimiter.

¢ closing delimiter character is always preceded by the cheéksum (*hh) of the TAG bl
ntent. The TAG block closing "\" appears before a symbol beginning a sentence, either a
'"; another Tag Block, "\"; or the <CR><LF> symbols.

beginning TAG block "\" symbol shall follow the®’<CR><LF>" symbols at the end of
eding sentence or before any other character is\transmitted.

maximum number of characters in a TAG<block shall be 80 characters including the T

block delimiters.

IEG 61162-1 requires that the maximum number of characters in a sentence shall

79
Il$|
co
co

characters between the starting delimiter "$" or "!" and terminating delimiter <CR><LF>.
or "I" is always recognized as the beginning of an IEC 61162-1 sentence. The charag
ntent of a TAG block, plus the TAG block delimiters, is not included in the sentence charag
ynt.

not
AG

nall

bck

ll$ll

the

AG

be
'he
ter
ter

The contents of the TAG block (valid characters between the two "\" characters) may confain

an
ch

Th
de

Th
ch

y valid character((see "Valid characters" table in IEC 61162-1) and some of the reser
gracters (see "Reserved characters" table in IEC 61162-1).

¢ TAG block shall not contain either the TAG block delimiter, or the start of sente
limitersy*$" or "!", or characters reserved for future use; the "~" or <del> characters.

non nikn

ed

nce

ed

I remaining reserved characters (<CR>, <LF>, "", , and "A", found in the "Reser
- CoTTOoZ-T.

Additional rules are described in Clause B.3.

B.

3 TAG block format

Each TAG block may contain one or more parameters consisting of a "parameter-code" and
"parameter value." Each parameter value may be either a numeric value or a character string
constructed of valid IEC 61162-1 characters as discussed in Clause B.2. The parameter-code
consists of alphabetic characters only. Parameter-code and parameter value are separated by
a colon (":").
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The syntax for a TAG block is described below, in Extended Backus-Naur Form (EBNF)
notation. The format is the same as that used in the XML specification and a brief explanation
is given below.

parameterCode::= [a-zA-Z0-9]+

numericValue::= '-'? [0-9]+ ('.'[0-9]+)?

characterString::= [-. A-Za-z0-9]+

checksum::= [0-9A-F] [0-9A-F]

parameterPair::= parameterCode "' (numericValue | characterString)

parameterList::= parameterList ',' parameterPair | parameterPair

TagBlock::= "\' parameterList ™' checkSum '\'
An[additional constraint for the TAG block is that it shall be 80 or less charactersclong. Wheh it

appears, it shall be followed by another TAG block, a valid IEC 61162-1 sentepce) or a carriage
retyirn and line feed pair.

Twp examples of syntactically valid TAG blocks are listed below:

\a:0.23,b:All the kings men — but jack.,c:-23*hh\
\d:A*hh\

A Hrief description of the EBNF notation follows below. The‘complete description can be folind
in \V3C XML.

Any character in single quotes is itself, i.e., "' is just @ colon.

The¢ square brackets denote exactly one character from the set of characters listed within. The
dagh ("-"), unless appearing as the first character, defines a range of characters, i.e. "[0-DA-
F1"| is one character in the range zero to nine or A to F. A dash as the first character represents
itsglf in the selection.

The¢ plus sign means that the immediately preceding character can be repeated one or mpre
times. Thus, "[0-9]+" specifies-a-integer number, possibly with leading zeros.

The vertical bar (

) specifies a selection. Either the left or right hand side expression is vajid.

Ordinary parenthesés’/group an expression and can be used in conjunction with the plus slign
or the horizontalbar.

B.4 TAGblock "hexadecimal checksum" (*hh)

In order to improve the integrity of the parameters in a TAG block, the "Exclusive QR"
hexadecimal checksum (*hh), that is calculated for every IEC 61162-1 sentence shall also be
used for the content of each TAG block. The checksum is the 8-bit Exclusive OR (no start or
stop bits) of all characters in the TAG block, including the "," and "A" delimiters, between but
not including the beginning "\" character and the "*" checksum delimiter.

B.5 TAG block "line"

A TAG block "line" can be formed in three ways.

1) The TAG block can appear alone to form a "line".

2) The TAG block may precede a sentence to form a "line" with an associated IEC 61162-1
sentence.
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3) Multiple TAG blocks may appear one after another to form a "line" or they may precede a

sentence to form a "line" with an associated IEC 61162-1 sentence.

A TAG block "line" is only valid when either a <CR><LF> immediately follows the last TAG block
closing "\" symbol, or when a valid IEC 61162-1 sentence immediately follows the TAG block
closing "\" symbol. TAG blocks are linked with a sentence when no <CR><LF> or any characters

separate the TAG block and sentence.

B.6 TAG block parameter-code dictionary

Table B.1 lists the currently defined parameter-codes that are required when using TAG_hl
within this document. All codes are one lower case character.

Table B.1 — Defined parameter-codes

bck

R

arameter-code

Description

Form of parameter value

General authentication

Alphanumeric string (32 ¢har. maximum)

POSIX time

Positive integer

Destination-identification

Alphanumeric stning(15 char. maximum)

«Q [oR o]

Sentence-grouping

Grouped numerie string (alphanumeric)

Line-count

Positive, integer

Relative time

Positjve.integer

Source-identification

Alphanumeric string (15 char. maximum)

Text

Free text, including proprietary information

Destination cluster identification

Alphanumeric string (3 char.)

Source cluster identification

Alphanumeric string (3 char.)
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Annex C
(normative)

Reliable transmission of command-response pair messages

C.1 Purpose

The rules that are listed in Annex C are included to promote reliable bidirectional exchanges of

sen

tences classified as command-response pair (CRP) in Annex A _All equipment making use

of

CRP message exchanges shall follow these rules.

The requirements of Annex C are not applicable for SNGF and PNGF as they only act|as

con

c.2

verter between original sender and original receiver(s).

) Information exchange examples

Exgamples of bidirectional communication where command-response pairtypically occur inclide

Although the content differs, the information exchange is similar in structure.

C.3

Tw

query for sentences,
alarm and acknowledge,
equipment initialisation with response success or fail,.and

command followed by data or status as response.

b Characteristics

tra
of

D parties exist in the communication (see Figure C.1). The Network device 1 (ND1) is
smitting the command and the ND2 is transmitting a response as a result of the processfing
he command.

N

ND2
I
|

b Send response

Send command

TR

IEC

Figure C.1 — Command response communications

C.

Requirements

The requirements for reliable communication are the following:

TAG block parameter "s" shall be used to uniquely identify the source of the sentence;
TAG block parameter "d" shall be used to uniquely identify the destination of the sentence;

TAG block parameter "g" shall be used to group sentences if required;

optionally, TAG block parameter "n" may be used to assign a sequence number to each
sentence transmitted from a system function block;

timeout handling to detect loss of messages;

optional timestamp to limit the effect of time delays for transmission.
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C.5 Data flow description

C.5.1 Heartbeat message

The heartbeat sentence (HBT) is intended to inform that the unit is in normal operation, if no
other requirements specify other messages for this purpose. It shall be sent by each node at a
stated interval. The example below transmits interval set to 60 s and shows the sequential
sentence identifier incremented from 3 to 4 to distinguish sentences.

\s:YX0001,n:123*01\SYXHBT, 60,A,3*07<CR><LF>

\4:YX0001,n:231*01\$YXHBT, 60,A,4*00<CR><LF>

C.5.2 Command response pair

This example is for command-response to set NAVTEX receiver mask from an INS.
\4:IN0001,d:NR0001,n:123*68\$INNRM,2,1,00001E1F,00000023,C*38<ICR><LF>
The¢ response within timeout from the NAVTEX receiver is if operation'is,successful
\g:NR0O001,d:TN0001,n:234*6D\SNRNRM, 2,1, 00001E1F, 00000023, R*32<CR><LF>
or if unsuccessful operation
\g:NR0O001,d:TIN0001,n:234*6D\SNRNAK, IN, NRM, NRO0OQ1 2, Unvalid setting*16<CR><IF>
or if a bad checksum in the TAG block or any TAG block in a grouped TAG block

\94:NR0001,d:IN0O001,n:234*6D\SNRNAK, IN, NRM/NRO0O1, 6,Checksum failure in TAG
Block*58<CR><LF>

or if a bad checksum in the sentence or any sentence in a TAG block group of sentences

\94:NR0OOO1,d:IN0001,n:234*6D\SNRNAKYIN,NRM,NROOO1, 6,Checksum failure in
sgntence*62<CR><LF>
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Annex D
(informative)

Compatibility between nodes based on IEC 61162-450:2011 connected to a
network which uses methods based on later editions of IEC 61162-450

D.1 General

traffic filtering at the switch is based on the snooping of IGMP join messages,)the nodeg of
IEG 61162-450:2011, which do not implement IGMP protocol, will ~not receive the
IEG 61162-450 traffic. The IGMP snooping prevents only reception of thé~messages. It dpes
noff cause any problem for the transmission of the messages by the node!

D.2 Alternative methods for compatibility

D.2.1 Use of IGMP proxy node

Ong method for a node based on IEC 61162-450:2011, which is non-IGMP capable, to recdive
thelmulticasting messages when IGMP snooping is enabled in the IEC 61162-450:2018 netwprk
is IGMP proxy node.

When switches are enabled to do IGMP snooping, there is no way to receive multicasting
mepsages without sending an IGMP join message from the node to the switch. A special node,
an [IGMP proxy node, which sends an IGMP join (and IGMP leave) message instead of the
non-IGMP capable node is required tocbe between the node and the switch. This means thaf all
non-IGMP capable nodes should be-connected to an IGMP snooping enabled switch through a
virtual IGMP agent. An IGMP prexy node collects the multicast membership information frlom
thel non-IGMP capable networkl(automatically or by configuration), and sends IGMP join (and
malbe IGMP leave) messages’periodically for the detected multicast groups. The IGMP propxy
node also replies to IGMP'membership report requests from the switch.

D.3.2 Use of virfual LAN (VLAN)
D.2.2.1 Method

An¢ther méthod for a node based on IEC 61162-450:2011, which is non-IGMP capable| to
receive the*multicasting messages when IGMP snooping is enabled in the IEC 61162-450:2018
network-is VLAN.

IGMP snooping could be configured with per VLAN at a switch. This is only related with the
setup of the switch and requires nothing to do with the node. When a port at a switch is
connected directly or indirectly to nodes with non-IGMP capable nodes, then the ports are
allocated the specific VLAN ID(s), which is configured to disable the IGMP snooping. The
system designer or integrator may assign a special VLAN ID for the non-IGMP capable nodes
in the networks.

VLAN can be used to avoid the burden of receiving all binary file transfers from ports in Table 5.
A VLAN ID can be assigned to each binary file transfer port or some ports of the binary file
transfer. This means that the system integrator could plan the system so that binary file
transfers are not shared by all users who are not interested in the binary file transfers.


https://iecnorm.com/api/?name=a670f014878dcd96ef698f4abbcf211a

- 88 — IEC 61162-450:2024 © IEC 2024

D.2.2.2 Requirements for switches
The following are required at a switch to support IGMP snooping compatibility based on VLAN:

a) means to configure VLAN for each Ethernet port;
b) means to enable or to disable IGMP snooping per each VLAN.

D.2.3 Use of static multicast switch configuration

A third method for a node based on IEC 61 162 450 2011 WhICh is non-IGMP capable to receive

Mahaged switches typically provide the ability to define at switch port level which\ports will
receive data from multicast groups. This is often referred to as static multicast or static multigast
routing and involves configuring the IP/MAC address of a multicast group to which"a non-IGMP
capable device wishes to receive data from and associating it with the network pott of the de\giice

on the switch. As multicast data is received at the IP/MAC address on the §witch, it is provided

to the device without any explicit IGMP join requests.
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Annex E
(informative)

Use of switch setup configuration to filter network traffic

Typically, a simple network consisting of only IEC 61162-1 sentences and screen capture
images from radars and ECDIS to VDR, and ECDIS route exchange transmitted over LAN using
IEC 61162-450 protocol would not need any filtering of the network traffic. Often, there is a
need to share the same LAN infrastructure for things like raw radar video, CCTV pictures,
trams H#i fo— i his—de

nodes connected to the shared network infrastructure. There are many possibilities tosaddress
the|issue of the filtering of the network traffic.

Annex E explains one family of methods. This family of methods uses netweork.infrastructure
elements, namely switches, to perform the filtering.

Ong method to filter or control network traffic is to use setup configuration of the managed
switches. Such setup would typically allow traffic filtering based on any combination of
e |the physical port,

e |[the logical port number,

e |the protocol type,

e |the source IP address,

e [the source MAC address,

e |the destination IP address,

e [the destination MAC address, and

e [the VLAN.

There are no international standards by IEEE, IETF, etc. to do this setup, but there is a de falcto
meIhod called Access Control List’ (ACL). Typical of all methods used to control the setup is
that the setup configuration can'be stored as a simple text file which could be fed by a compgter
intg the switch. Therefore,(such methods offer a high level of manageability for an organizatfjion
that makes system design or service and support (for example a company could create|an
environment in whicheXperts prepare setup configurations as files, the setup files are centrally
stofred to be available in a cloud and the service and support persons can utilize these seftup
filep while performing service and support).
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Annex F
(normative)

Sentence to support SFI collision detection

General

Annex F describes details of a sentence used to support implementation of a network.

NOT

F.2

E Referto IEC 61162-1 for possible later versions of this sentence.

SRP - System function ID resolution protocol

This sentence is used to assist detection of possible system function ID (SF1)‘collision.

This sentence is transmitted as specified in this document (see 7.5). ThisxSentence cannot

qug

\'s

Con

1)
2)

3)
4)

ried.

cexxxx*hh\$--SRP, x, hhhhhhhhhhhh, c--c*hh<CR><LE>

\‘ |~— IP add¥ess %)
— MAC address 3)

— Instance number 2)
— SFI of the transmitter b

ments:
Reported SFI of the transmitter.

Instance number for available interfaces with,the same SFI (i.e. number of physical port for identical SFI),
field if there is only one interface with identical SFI available. In case there is more than one interface u
intentionally the identical SFI, the numbeting'starts with 1. The instance numbers shall be ordinal with no skip
(1, 2, 3, etc.).

Reported MAC address used by SFI\48bit hexadecimal number, for example 32613C4EBG605.
Reported IP address used by SElsas text string, for example 192.168.0.10.

be

null
5ing
bing
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G.

Annex G
(informative)

Examples for SRP sentences and SFI collision detection

1 SFI collision detection

For the case where, in two SRP messages, the pair of SFI and instance number is equal and
the_pair of MAC address and the IP address is deviating, there is a (potential) conflict of SFI

numbering in the system.

There could be at least three kinds of redundancy:

a)
b)
c)

redundancy based on multiple SF available in a single network for the same purpose;
redundancy based on reuse of SFI but using separate MAC addresses;

redundancy based on multiple isolated networks.

The¢ SFI collision detection is intended to detect conflicts within )@‘single network. Mult
isolated networks may or may not reuse the same SFl value, see-4:4.2.

A plotential SFI collision is detected within a single network when in two SRP messages the

of

$FI and instance number is equal and the MAC address or the IP address is not equal.

There could be also a need to use separate physicalinterfaces for different but related purpo
for|which there is a need to use a common SFI. For example, traffic related to the functiong

of

phy

he equipment and traffic related to alert management could be available from separ

thaf this is more common in the case of physical interfaces based on serial lines, for exam
IEG 61162-1 or IEC 61162-2.

G.

G.
G.

In

2 Examples for SRP sentences

21 Redundancy on network level only
211 Two network interfaces provide the same information

his use case ithere are two separate network interfaces connected to the same sin

network, see Figure G.1.

450-Network

L

d<——If Network switch [

ple

air

5es
lity
ate

sical interfaces. This could be the case for all physical interface types, but it is assumed

ple

gle

Equipment

'y

<M Network switch 0

IEC

Figure G.1 — Two separate network interfaces connected to the same single network
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Two active physical network interfaces with identical payload in data transfer. No link
aggregation (also known as teaming/bonding, see G.2.1.3) is present. The EUT sends the same
packet but either with the same source IP address or a different source IP address or a different
source parameter code or some combination from each connected network interface to the
same multicast group. The receiving device decides which of two identical packets to process
and which should be discarded.

The data is transmitted on the same IEC 61162-450 network.

Example 1: two equipment (i.e. two sets of the cases in Figure G.1) both reporting using
twephystcaHnterface—seeHeaure- G2 No-SH-—eollision-

450-Netwark

1 Network switch 115
Equipment 1
O Network switch i<
) [l
Equipment 2
O

IEC

Figure G.2 — An example of two equipment

SRP equipment 1, interface 1

\s:GP0001*5F\$GPSRP,1,009)A581E364,192.168.0.11*%41<CR><LF>
SRP equipment 1, interface/2

\s:GP0001*5F\$GPSRP,2, 0091A5814187,192.168.0.12*3F<CR><LF>
SRP equipment 2, interface 1

\s:GP0002*5C\$GPSRP,1,02004F68901C,192.168.0.21*%46<CR><LF>
SRP equipment2,Jinterface 2

\s:GP0002*%5CN$GPSRP,2,02003D41FCB3,192.168.0.22*47<CR><LF>

Example2:-two equipment both reporting using two physical interface, see Figure G.2.

collision.as same SFl is shared by two separate equipment:

SRPR_equipment 1, interface 1
\&:GP0001*5F\$GPSRP,1,0091A581E364,192.168.0.11*41<CR><LF>

SRP equipment 1, interface 2

\s:GP0001*5F\$GPSRP,2,0091A5814187,192.168.0.12*3F<CR><LF>
SRP equipment 2, interface 1

\s:GP0001*5F\$GPSRP, 1, 05A3CE170137,192.168.0.53*34<CR><LF>
SRP equipment 2, interface 2

\s:GP0001*5F\SGPSRP, 2, 86FD61AC2802,192.168.0.30*%41<CR><LEF>
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G.2.1.2 Two network interfaces provide the same information

This style may be called link, teaming, etc.

In this use case, there are two separate networks interfaces connected to the same single
network but only one of the network interfaces is sending at any one time (this sending is
controlled by the equipment), see Figure G.3.

450-Network

rec
Swi
equ

LJ

Network switch 0

Equipment

1 P— M Network switch <

IEC

Figure G.3 — Two separate networks interfaces connected to'the same single networ

but only one of the network interfaces is sending-at any one time

iving equipment in the network, the equipment is identified as only "one connection'|.
ching over between the separate physical interfaces to be sender is managed by

ipment based on missing traffic from one of the physical interfaces.

BOF physical interfaces of the equipment provides/processes identical information. To
I

x

the
A
the

Example 1: two equipment (i.e. two sets 6f.the cases in Figure G.3) both reporting usiing

two physical interface, see Figure G.4. N©@;SFI collision.

= |

450-Network

Network switch O

Equipment 1

e

Network switch O

Equipment 2

Figure G.4 — An example of two equipment

SRP equipment 1, interface 1. Note that, if this is sent, then interface 2 is not sending.

\s:GP0001*5F\$GPSRP, ,0091A581E364,192.168.0.11*70<CR><LF>

SRP equipment 1, interface 2. Note that, if this is sent, then interface 1 is not sending

\s:GPO001*5F\$GPSRP,,0091A581E364,192.168.0.11*70<CR><LF>

SRP equipment 2, interface 1. Note that, if this is sent, then interface 2 is not sending

\s:GP0002*5C\$GPSRP,, 02004F68901C,192.168.0.21*77<CR><LF>

IEC
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SRP equipment 2, interface 2. Note that, if this is sent, then interface 1 is not sending
\s:GP0002*5C\$SGPSRP, , 02004F68901C,192.168.0.21*77<CR><LF>
Example 2: two equipment (i.e. two sets of the cases in Figure G.3) both reporting using

two physical interface, see Figure G.4. SFI collision occurs as the same SFI is shared by
two separate equipment.

Equal SFI on all interfaces, for equipment 2 deviating pair of MAC address and IP address

SRP equipment 1, interface 1

\s:GPO0001*5F\$GPSRP, ,0091A581E364,192.168.0.11*70<CR><LF>
SRP equipment 1 _interface 2

G.2

In

\s:GP0O001*5F\$GPSRP, ,0091A581E364,192.168.0.11*70<CR><LF>

SRP equipment 2, interface 1

\s:GP0001*5F\$GPSRP, ,05A3CE170137,192.168.0.53*05<CR><LF>
SRP equipment 2, interface 2

\s:GP0001*5F\$GPSRP, ,05A3CE170137,192.168.0.53*05<CR><LF>

1.3 Link aggregation/teaming mode

his use case, there are two separate network interfaces connected to the same sinlgle

network, but a network switch controls the traffic so that the equipfMent is seen as one interface,

seq

Figure G.5.
450-Network
) i an Network switch
Equipment
0
f<—— -}
IEC
igure G.5 — Two separate-network interfaces connected to the same single network

but a network.switch makes the equipment to be seen as one

Both physical interfaces  of the equipment provide/process identical information. To fthe

equ
ma
intd

ipment in the network, the equipment is identified as only "one connection". A network switch
hages that the equipment is seen as one logical interface. Note that traffic from both physjcal
rfaces of the\equipment is available in the network.

Example 1. two equipment (i.e. two sets of the cases in Figure G.5) both reporting usiing
two physical interfaces, see Figure G.6. No SFI collision.
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450-Network

Equipment 1 : : Network switch
pe
<———M
18 at
Equipment 2 Network switch
o
f——M

IEC

Figure G.6 — An example of two equipment

SRP equipment 1, interface 1

\s:GP0001*5F\$GPSRP,, 0091A581E364,192.168.0.11*70<ER><LF>
SRP equipment 1, interface 2

\s:GP0001*5F\$GPSRP, , 0091A581E364,192.168.0.11X70<CR><LF>
SRP equipment 2, interface 1

\s:GP0002*5C\$GPSRP,, 02004F68901C,192.168¢0.21*77<CR><LF>
SRP equipment 2, interface 2

\s:GP0002*5C\$GPSRP,, 02004F68901C, 192%168.0.21*77<CR><LF>
e [Example 2: two equipment (i.e. two sets,of the cases in Figure G.5) both reporting using
two physical interface, see Figure G.6:(SFI collision occurs as the same SFl is shared| by
two separate equipment.

SRP equipment 1, interface 1

\s:GP0001*5F\$GPSRP, , 009TA581E364,192.168.0.11*70<CR><LF>
SRP equipment 1, interface(2

\s:GP0001*5F\$GPSRP,\"\0091A581E364,192.168.0.11*70<CR><LF>
SRP equipment 2, interface 1

\s:GP0001*5F\SGRSRP,, 05A3CE170137,192.168.0.53*05<CR><LF>
SRP equipment 2,)interface 2

\s:GPO001*%5EN$GPSRP, ,05A3CEL70137,192.168.0.53*05<CR><LF>

r

G.2.2 Examples for redundancy on network and serial (to network) level

G.2.21 One equipment with redundant serial interfaces is connected to two differTnt
SNGFs

In this use case, there are two separate serial interfaces connected through two separate SNGF
to the same single network, see Figure G.7.
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450-Network

B<——M SNGF O

L=

Equipment

==

Me———I sneF O

IEC

Figure G.7 — One equipment with two separate serial interfaces
connected through separate SNGFs to the network

nbination of two source parameter codes "s" is unique within the 450-Network.

collision:

SRP SNGF 1, (serial interface 1)

\s:GP0001*5F\\s:SI0001*hh\$GPSRP,1,0091A581E36@,192.168.0.11*41<CR><LF>
SRP SNGF 2, (serial interface 2)

\s:GP0001*5F\\s:3I0002*hh\S$SGPSRP,2,0091A5814187,192.168.0.12*3F<CR><LF>

NOTE Although the second interface is providing the same serial line information, it is important that
instance number on SNGF 2 for the second serial interfacélis increased. Otherwise, the SFI failure detection

system integration level by the recipient.

Example 2: one equipment reporting using two physical interfaces, see Figure G.7.

Correctly equal SFI on all interfaces and deviating pair of MAC address and IP address
the SNGFs, but null fields in the instance fields.

SRP SNGF 1, (serial interface™)

\s:GPO001*5F\$GPSRE,\"\0091A581E364,192.168.0.11*70<CR><LF>
SRP SNGF 2, (serial interface 2)

\s:GP0001*5F\$GPSRP, ,0091A5814187,192.168.0.12*0D<CR><LF>

2.2 Onewdata source has two different serial interfaces on which it provides
different information to different SNGFs

his use'case, there are two separate serial interfaces connected through two separate SN

EXAMPLE 1: one equipment reporting using two physical interfaces, isee Figure G.7. No B

collision as instance numbers of the SF1 are not available (instance number-field is null):

D active physical serial interfaces with identical data transfer. The recipient can"decide which
nnel he would like to process. For redundancy reasons, it is connected to two SNGFs. The
SNGFs distribute the identical information with the same SFI to (the” network. The

the
will

detect a SFI configuration error. The processing of redundant serial line information needs to be handleq on

GF

Two active physical serial interfaces with different information, e.g., one for data and anot

for

NOTE 1

BAM. Both are connected to different SNGFs.

needs to be handled by this SNGF.

her

The case that one data source (device) provides different information on separate serial lines to one SNGF

Example 1: one equipment reporting using two physical interfaces, see Figure G.7. No SFI

collision:

SRP SNGF 1, (serial interface 1)

\s:GPO001*5F\$GPSRP,1,0091A581E364,192.168.0.11*41<CR><LF>
SRP SNGF 2, (serial interface 2)

\s:GP0001*5F\$GPSRP,2,0091A5814187,192.168.0.12*3F<CR><LF>
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NOTE 2 It is important that the instance number on SNGF 2 for the second serial interface is increased.

Otherwise, the SFI failure detection will detect a SFI configuration error. The processing of redundant serial
information needs to be handled on system integration level.

line

e Example 2: one equipment reporting using two physical interfaces, see Figure G.7. SFI
collision as instance numbers of the SFI are not available (instance number-field is null):

SRP SNGF 1, (serial interface 1)

\s:GPO001*5F\$GPSRP, ,0091A581E364,192.168.0.11*70<CR><LF>
SRP SNGF 2, (serial interface 2)

\s:GP0001*5F\$GPSRP, ,0091A5814187,192.168.0.12*0D<CR><LF>

G. Other uses of SRP sentence

When a source is redundantly available and redundant traffic is identified by-the insta
nurbers. It is possible to monitor the correct configuration or healthy of the sourekg.

If ip this case, there is a SRP message with a SFI and instance ‘1’ and avcorresponding S
mepsage with an instance ‘2’ is missing:

e the device with instance ‘2’ is switched off, is defective (i.e; Unhealthy); or

the instance field.

If in this case, there is a SRP message with a SFI and instance ‘2’ and a corresponding §
mepsage with an instance ‘1’ is missing:

e the device with instance ‘1’ is switched off, is defective (i.e. unhealthy); or

the instance field.

nce

RP

o the device transmitting instance ‘1’ is wrongly configured and has to send a null field in

RP

e the device transmitting instance ‘2’ is wtehgly configured and has to send a null field in
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Annex H

(normative)

Reserved cluster identifiers

The reserved cluster identifiers are specified in Table H.1.

IEC 61162-450:2024 © IEC 2024

Table H.1 — List of reserved cluster identifiers

Identitier Cluster name Description Operator (example)

Ngv Navigation Navigation bridge Navigator

Cdm Communication Ship’s communication Radio operator

Adt Automation Engine room domain Engineer

Cdo Cargo Regarding the payload of Chief officer/Supercargo
the ship

Ht Hotel Passenger related Hotel‘manager (passenge
services vessels)

ICfr ICT Office network ICT manager

S§e Safety/Security Access monitoring Ship security officer

Pds Position control Dynamic position<®or DP/mooring operator
mooring control

RQV Remote operated vehicle ROV contrel centre ROV operator
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DE RADIOCOMMUNICATION MARITIMES -
INTERFACES NUMERIQUES -

Partie 4507 Emetteurs multiples et recepteurs multiples —
Interconnexion Ethernet

AVANT-PROPOS

| a Commission Electrotechnique Internationale (IEC) est une organisation mondiale de normalisation compd
e I'ensemble des comités électrotechniques nationaux (Comités nationaux de I'lEC).)L'IEC a pour 9
le favoriser la coopération internationale pour toutes les questions de normalisation dans les doma
He I'électricité et de I'électronique. A cet effet, I''EC — entre autres activités — publie.des Normes internationd
les Spécifications techniques, des Rapports techniques, des Spécifications accessibles au public (PAS]

bux travaux desquels tout Comité national intéressé par le sujet traité.peut participer. Les organisat
nternationales, gouvernementales et non gouvernementales, en liaison{avec I'lEC, participent égalen]

Hes conditions fixées par accord entre les deux organisations.

L es décisions ou accords officiels de I'lEC concernant les questions techniques représentent, dans la me
Hu possible, un accord international sur les sujets étudiés, étant“donné que les Comités nationaux de |
ntéressés sont représentés dans chaque comité d'études.

| es Publications de I'lEC se présentent sous la forme de recommandations internationales et sont agrg
comme telles par les Comités nationaux de I'lEC. Tous\les efforts raisonnables sont entrepris afin que |
'assure de I'exactitude du contenu technique de sés_publications; I'lEC ne peut pas étre tenue respons
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L 'IEC elle-méme ne fournit aucunexattestation de conformité. Des organismes de certification indépend
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He conformité de I'lEC. L'IEC n!est responsable d'aucun des services effectués par les organismes de certifica
ndépendants.

[ous les utilisateurs doivent,s'assurer qu'ils sont en possession de la derniére édition de cette publication.

Aucune responsabilité~ne*doit étre imputée a I'lEC, a ses administrateurs, employés, auxiliaires ou mandatai

compris ses experts_particuliers et les membres de ses comités d'études et des Comités nationaux de I'l
bour tout préjudice.causé en cas de dommages corporels et matériels, ou de tout autre dommage de que
hature que ce soit; directe ou indirecte, ou pour supporter les colts (y compris les frais de justice) et les déper
Hécoulant d€ Ja_publication ou de I'utilisation de cette Publication de I'lEC ou de toute autre Publication de I'
bu au crédit\qui lui est accordé.
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L'IlEC 61162-450 a été établie par le comité d'études 80 de I'lEC: Matériels et systémes
de navigation et de radiocommunication maritimes. Il s'agit d'une Norme internationale.

Cette troisieme édition annule et remplace la deuxieme édition parue en 2018. Cette édition
constitue une révision technique.
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Cette édition inclut les modifications techniques majeures suivantes par rapport a I'édition
précédente:

a) clarification de la fonction de passerelle série-réseau (SNGF) au 4.5 avec l'ajout de deux
nouvelles figures;

b) ajout d'adresses de multidiffusion de destination et de numéros d'acces supplémentaires
au 6.2;

c) clarification des parameétres du bloc TAG au 7.2 ainsi qu'a I'Annexe B, dans une nouvelle
Annexe H et dans les essais associés au 8.9.4;

d) clarification-du-processus-denvol-desfichiersbinaires-ad7-3-6-etduprocessus
des fichiers binaires au 7.3.7 avec mise a jour de la Figure 6 et de la Figure 7;

de+réception

e) |clarification de la détection de collision du SFI et de I'utilisation de la sentence SRPTau [7.5
ainsi que dans une nouvelle Annexe G;

f) |révision des essais de traitement des données mal formées recues surla’ligne sgrie
au 8.5.5.

Le texte de cette Norme internationale est issu des documents suivants:

Projet Rapport de vote
80/1094/FDIS 80/1098/RV.D
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abguti a son approbation.
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Le [présent document a été rédigé selon le§’Directives ISO/IEC, Partie 2, il a été développé
selpn les Directives ISO/IEC, Partie 1 et les Directives ISO/IEC, Supplément IEC, disponibjles
soys www.iec.ch/members_experts/refdocs. Les principaux types de documents développés
pain I'lEC sont décrits plus en détail sptrs www.iec.ch/publications.

Une liste de toutes les parties de la série IEC 61162, publiées sous le titre général Matériel$ et
syqtemes de navigation et de-radiocommunication maritimes — Interfaces numériques, se trolive
sur|le site web de I'lEC.

Le fomité a décidé que‘le contenu de ce document ne sera pas modifié avant la date de stabilité
indjquée sur le site web de I'lEC sous webstore.iec.ch dans les données relatives au document
recherché. A cetterdate, le document sera

e |reconduit)

e |supprimé, ou

e |révise.

IMPORTANT - Le logo "colour inside" qui se trouve sur la page de couverture de ce
document indique qu'il contient des couleurs qui sont considérées comme utiles a une
bonne compréhension de son contenu. Les utilisateurs devraient, par conséquent,
imprimer ce document en utilisant une imprimante couleur.
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MATERIELS ET SYSTEMES DE NAVIGATION ET
DE RADIOCOMMUNICATION MARITIMES -
INTERFACES NUMERIQUES -

Partie 450: Emetteurs multiples et récepteurs multiples —
Interconnexion Ethernet

1 | Domaine d'application

La [présente partie de I'lEC 61162 spécifie les exigences d'interface et les méthodes d'egsai
deJa communication a grande Vvitesse entre les matériels de .‘navigation | et
de radiocommunication embarqués, et entre ce type de systéme et dlautres systémes
de jhavigation qui nécessitent de communiquer avec les matériels(~de navigation| et
de radiocommunication. Le présent document repose sur l'application_dine série appropifiée
de [Normes internationales existantes visant a définir le cadre de mise.en ceuvre du transfert
de [données entre les dispositifs sur un réseau Ethernet embarqué,

Le [présent document spécifie un réseau de type bus Ethermet dans lequel un récepteur
peyt recevoir des messages d'un émetteur avec les propriétés’ suivantes.

o |Le présent document comporte les dispositions en’matiére de distribution de multidifojion

des informations mises en forme selon I''EC(61162-1 (relevés de position et aufres
mesurages, par exemple) et en matiére de transmission de blocs de données générgles
(fichier binaire) entre un radar et un VDR, par exemple. Enfin, il contient les dispositipns
relatives a la distribution de multidiffusion des informations mises en forme seflon
I''EC 61162-3 (relevés de position et autres mesurages, par exemple).

e [Le présent document se limite aux: protocoles pour les matériels (noeuds de résepu)
connectés a un seul réseau Ethérnet composé uniquement d'un ou de deux dispositifg et
cables de niveau OSI (Infrastructure de réseau).

o |Le présent document fournitles exigences relatives aux interfaces de matériel uniquement.
En spécifiant les _protocoles de transmission des sentences |EC 61162-1,
des messages PGN [EC 61162-3 et des données générales de fichier binajre,
ces exigences assurent l'interopérabilité entre le matériel mettant en ceuvre le présent
document, ainsi gu'un certain niveau de comportement sir du matériel lui-méme.

e |Le présent document permet au matériel utilisant d'autres protocoles que ceux qu'il spédifie
de partager\~une infrastructure de réseau comportant des interfaces conformes
aux exigences décrites pour I'ONF.

e |Le présent document comporte les dispositions en matiére de filtrage du trafic réseau afin
de limiter la quantité de trafic & un niveau gérable par chaque matériel.

Le préesent document Ne COMpOrte aucune eXIgence SySteme autre que Celles qui peuvent etre
déduites a partir de la somme des exigences relatives au matériel seul. La norme connexe
IEC 61162-460 traite davantage des exigences systéeme.

2 Références normatives

Les documents suivants sont cités dans le texte de sorte qu'ils constituent, pour tout ou partie
de leur contenu, des exigences du présent document. Pour les références datées, seule
I'édition citée s'applique. Pour les références non datées, la derniére édition du document
de référence s'applique (y compris les éventuels amendements).

IEC 60825-2, Sécurité des appareils a laser— Partie 2: Sécurité des systemes
de télécommunication par fibres optiques (STFO)
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IEC 60945, Matériels et systémes de navigation et de radiocommunication maritimes —
Spécifications générales — Méthodes d'essai et résultats exigibles

IEC 61162-1, Matériels et systéemes de navigation et de radiocommunication maritimes —
Interfaces numériques — Partie 1. Emetteur unique et récepteurs multiples

IEC 61162-3, Matériels et systemes de navigation et de radiocommunication maritimes —
Interfaces numériques — Partie 3: Réseau par liaison de données série d'instruments

IEEE Std 802.3-2022. |[EEE Standard for Ethernet

ISQC RFC 768, User Datagram Protocol, Standard STD0006
ISQC RFC 791, Internet Protocol (IP), Standard STD0005 (and updates)
ISQC RFC 826, An ethernet Address Resolution Protocol

ISQC RFC 1112, Host Extensions for IP Multicasting, Standard STDP0005 (and updates)
(inglut IGMP version 1)

ISQC RFC 1918, Address Allocation for Private Internets, Best Current Practice BCP0005
ISQC RFC 2236, Internet Group Management Protocol, Version 2

ISQC RFC 2474, Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6
Hegaders

ISQC RFC 3376, Internet Group Managemeut Protocol, Version 3
ISQC RFC 5000, Internet Official Protocol Standards, Standard 0001
ISQC RFC 5227, IPv4 Address Cenflict Detection

ISQC RFC 5424, The Syslog Protocol

NOTE Les normes de~lInternet Society (ISOC) sont disponibles sur les sites web de I'lETF a l'adrgsse
httpf//www.ietf.org. Les derniéres mises a jour peuvent étre consultées a I'adrgsse
httpf//www.rfc-editor.oxg/rfcsearch.html.

3 | Termes\et définitions

Porr les-besoins du présent document, les termes et définitions suivants s'appliquent.

L'ISO et I'lEC tiennent a jour des bases de données terminologiques destinées a étre utilisées
en normalisation, consultables aux adresses suivantes:

e |EC Electropedia: disponible a I'adresse https://www.electropedia.org/
e |SO Online browsing platform: disponible a I'adresse https://www.iso.org/obp
3.1

ASCII
caractére imprimable de 7 bits codé sur un octet


http://www.ietf.org/
http://www.rfc-editor.org/rfcsearch.html
https://www.electropedia.org/
https://www.iso.org/obp
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3.2

fichier binaire
bloc de données sans mise en forme connue de ce protocole (c'est-a-dire données non mises
en forme selon I'lEC 61162-1) qui peut étre transmis au moyen du protocole défini au 7.3

ou

Note 1 a l'article:

au 7.5

Le terme "fichier binaire" est utilisé pour distinguer le protocole de transfert de données générales

(qui peut ne pas étre au format texte ordinaire) de la transmission des sentences toujours au format ASCII 7 bits.

3.3

octet

grojupe de 8 bits traité comme une seule unité

3.4

paire commande-réponse

CRP

mepsages eéchangés entre des parties qui synchronisent les changements d'état.des deux cdtés
paf I'échange

Note 1 a l'article: Les CRP sont définis a I'Annexe A.

Noté¢ 2 a l'article: Dans certains cas, les messages de commande et de réponse peuvent également étre util|sés
conmme un message de diffusion de capteur. Par conséquent, la mise en_cetivre de la sémantique de I'échgnge
de message est, a certains égards, différente selon les utilisateurs qui participent & I'échange.

Not¢ 3 a l'article: L'abréviation "CRP" est dérivée du terme anglais développé correspondant "command-respdnse
pairf'.

3.5

daffagramme

unifé de transmission UDP atomique sur Ethernget, définie dans I'lISOC RFC 768 et contrainte
dans le présent document

3.6

Ethernet

norfme de protocole de réseau loecal a acces multiple a écoute de porteuse avec détectfion
de [collision (CSMA/CD) définie dans I'lEEE Std 802.3 et les révisions et ajouts ultérieurs
a I'|EEE 802

Note 1 a l'article: Les types de supports Ethernet qui peuvent étre utilisés pour la mise en ceuvre du présgent
docpment sont définis a I'Article 5.

3.7

bldc fonctionnel

fonctionnalitéspécifiée mise en ceuvre par le matériel

Note 1 & I'article: En principe, le matériel met en oceuvre plusieurs blocs fonctionnels. Les exigences relat|ves
au materiel sont égales a la somme des exigences relatives aux blocs fonctionnels qu'il met en ceuvre. Les b|ocs
fondtionnels sont définis a I'Article 4.

3.8

protocole Internet de gestion de groupe
IGMP

protocole de communication utilisé par les hbtes et les routeurs adjacents sur les réseaux |IPv4
pour établir des adhésions a un groupe de multidiffusion

Note 1 a I'article: L'IGMP fait partie intégrante de la multidiffusion IP.

Note 2 a l'article:

Management Protocol".

3.9

surveillance du trafic IGMP

pro

cessus d'écoute du trafic réseau IGMP (protocole Internet de gestion de groupe)

L'abréviation "IGMP" est dérivée du terme anglais développé correspondant "Internet Group
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3.10
Internet Assigned Number Authority
IANA

coordination globale de la racine du serveur de noms de domaine (DNS), de I'adressage IP et

d'autres ressources de protocole Internet, y compris les numéros d'accés UDP et TCP

Note 1 a I'article: Les numéros actuellement attribués sont indiqués a I'adresse
http://www.iana.org/assignments/port-numbers.

3.11
protocole Internet

IP
protocole de signalisation utilisé et défini dans I''SOC RFC 791 (avec les mises a jour)

Note 1 a l'article: L'abréviation "IP" est dérivée du terme anglais développé correspondant "Interngt|\protocol”.

3.1
message
engemble d'une ou de plusieurs sentences regroupées par I'emploi du protog
de regroupement de blocs TAG ou de mécanismes internes a la senhtence, par exem
par numéros de séquence comme dans la sentence TXT

Note 1 a l'article: Une sentence autonome est un message.

3.13
type de message

clapsification des données de formatage de sentences IEC 61162-1 en types SBM, M
et CRP

Not¢ 1 a I'article: Les types SBM, MSM et CRP sont définis a I'Annexe A.

Noté 2 a l'article: Le présent document définit différéntes exigences en matiére de transmission de différents ty
de rhessages.

3.1
mejssage multisentences
MSM

ole
ple

SM

pes

grojupe logique de messages_et/ou de sentences dont la signification compléte du grodipe

dépend du récepteur qui lit I'ensemble du groupe

Note 1 a l'article: Les messages multisentences qui sont regroupés avec une construction TAG sont égalen|
un dgroupe de sentences:

Not¢ 2 a I'article: «.Les' MSM sont définis a I'Annexe A.

Note 3 a l'article: L'abréviation "MSM" est dérivée du terme anglais développé correspondant "multi-sentg
megsage".

3.1

ent

nce

réseat

réseau Ethernet physique avec un espace adresse Internet, uniquement composé de nceuds
de réseau, de commutateurs, de cables et de matériels (des blocs d'alimentation, par exemple)

3.16
bloc fonctionnel de réseau
NF

bloc fonctionnel chargé de la connectivité physique au réseau et de la connectivité a la couche

de transport, comme cela est décrit au 4.3

Note 1 a I'article: L'abréviation "NF" est dérivée du terme anglais développé correspondant "network function

block".
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3.17
infrastructure réseau
partie du réseau qui fournit une voie de transmission entre les nceuds de réseau

Note 1 a I'article: Les noeuds de réseau ne font pas partie de l'infrastructure réseau.

3.18
nceud de réseau
dispositif physique connecté au réseau et qui dispose d'une adresse Internet

Note 1 a l'article: _Un nceud de réseau est également appelé "héte Internet".

2 a l'article: Un nceud de réseau correspondant en principe au matériel. Ce dernier terme est-ut|lisé
le présent document.

3.1

aufre bloc fonctionnel de réseau

ON[F

blop fonctionnel qui assure l'interface avec le réseau, mais qui n'utilisepas la définifion
de jprotocole de I'Article 5, de I'Article 6 et de I'Article 7

1 al'article: Les exigences définies au 4.7 permettent de s'assurer qu'un\ONF peut cohabiter avec des noduds
éseau SF et des blocs fonctionnels qui utilisent le protocole du présent document.

Note 2 a l'article: L'abréviation "ONF" est dérivée du terme anglais“développé correspondant "other netWork
fungtion block".

1 a l'article: L'abréviation "PNGF" est dérivée du terme anglais développé correspondant "PGN to network

mejssage PGN
mejssage de numéro de groupe de paramétres
mepsage composé d'un numéro a 8 bits ou 16 bits qui identifie chaque groupe de parametrgs

Note 1 a I'article: Le numéro de groupe de parametres (PGN) est analogue aux données de formatage de sentgnce
a trgis caractéres de I'|[EC 61162-1. Par définition, les groupes de paramétres identifiés par des numéros de groudpes
de paramétres a 16 bits sont diffusés vers toutes les adresses du réseau. Les groupes de paramétres ident|fiés
par [des numéros-de groupes de parameétres a 8 bits peuvent étre utilisés pour diriger les données vers une adrgsse
spégifique.

Notg 2 a larticle: L'abréviation "PGN" est dérivée du terme anglais développé correspondant "parameter grjoup

number".

[SOBREEHEC61H162-3:2008 312 modifié—tLemot—"message—ea—¢té—ajoutéavterme, et
la définition a été reformulée.]

3.22

message de diffusion de capteur

SBM

message composeé d'une seule sentence

Note 1 a l'article: Les SBM sont envoyés avec un taux de mise a jour suffisamment important pour s'assurer
que le récepteur peut maintenir un état correct, méme au sein d'environnements dans lesquels certains messages
peuvent étre perdus.

Note 2 a l'article: Les SBM sont définis a I'Annexe A.

Note 3 a l'article: L'abréviation "SBM" est dérivée du terme anglais développé correspondant "sensor broadcast
message".
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3.23
sentence
unité de transport d'informations normalisée, décrite dans I'lEC 61162-1

3.24

groupe de sentences

groupe logique de sentences qu'il est nécessaire de traiter ensemble pour donner
la signification compléte des informations contenues dans la ou les sentences

Note 1 a l'article: Un groupe de sentences peut étre composé d'une seule sentence.

Notg¢ 2 a l'article: Le regroupement de sentences en groupe de sentences est assuré par les mécanisines
de Qloc TAG.

Note 3 a l'article: Le présent document permet le regroupement explicite de sentences a l'aide_d'Un codage
danp un datagramme. Le présent document n'établit aucune relation entre le datagramme et le groupg'de sentenges.
Par|conséquent, un datagramme peut contenir plusieurs groupes de sentences, ou un groupe de.senténces peut gtre
divisé en deux datagrammes ou plus.

3.2
bldc fonctionnel de passerelle série/réseau
SNIGF

2 a l'article: L'abréviation "SNGF" est dérivée du terme‘anglais développé correspondant "serial to netyork

blop fonctionnel identifié par un ID de-fonction systeme (SFI) unique, et qui est le seul hloc
fonctionnel pouvant envoyer des inforthations dans le format de datagramme défini a I'Article 7

Note 1 a l'article: L'abréviation "SF".est dérivée du terme anglais développé correspondant "system function bldck".
3.2
ID e fonction systéme

grqupe de transmission
pairetadresse de multidiffusion/numéro d'acces utilisée par un SF pour émettre des sentenges

Note 1 a l'article: Les groupes de transmission sont définis dans le Tableau 4, et I'Annexe A définit les groupes
de transmission par défaut pour le SF.

3.29

annotation et groupe de transport

TAG

bloc de données mis en forme, défini dans la NMEA 0183, qui ajoute des parameétres
aux sentences IEC 61162-1

Note 1 a I'article: L'Annexe B donne une vue d'ensemble des blocs TAG utilisés dans le présent document.

Note 2 a l'article: L'abréviation "TAG" est dérivée du terme anglais développé correspondant "transport annotate
and group".
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3.3

0

protocole de datagramme utilisateur

(§]»)
pro

P
tocole de datagramme sans connexion défini par I''SOC RFC 768

Note 1 a l'article: L'ISOC RFC 768 ne formule aucune disposition en matiére d'acquittement de couche de transport

des

paquets regus.

Note 2 a [l'article: L'abréviation "UDP" est dérivée du terme anglais développé correspondant "user datagram

prot

ocol".

4

4.1

La

loc
diff
cel

Exigences générales relatives au réseau et au matériel

Exemple de topologie de réseau

Figure 1 représente une topologie de réseau IEC 61162-450 possible composéed'un résg¢au
Bl (LAN) IP et d'un certain nombre de nceuds de réseau différents contenant chag¢un
grents blocs fonctionnels. Ce schéma est informel et n'implique aucune autre exigence que
es définies a I'Article 4.

[ 61162-1 ] [ 61162-1 ]
SF3 | i ) SF4
ONF 1 ONF 2 SF 1 SF 2 SNGE SF5 | SF6
NF 1 NF 2 NF'3 NF 4
I I I I
Réseau
H . , H |
l61162-3 | [ 61162-3 | SF7 i | SF8 [ 61162-3 | | 61162-3 | [ 61162-3 |
PNGF
NF 5
IEC

Légende
SF bloc fonctionnel de systéme
NF bloc fonctionnel de réseau
SNGF bloc fonctionnel de_passerelle série/réseau
ONK autre bloc fonctiennel de réseau
PNGF bloc fonctionne) de passerelle PGN/réseau

Ex¢mples.de nceuds de réseau (voir la Figure 1):

Figure 1 — Exemple de topologie de réseau

un“capteur, par exemple un récepteur GNSS qui est également un nceud de résg¢au

(SF2 et NF2);

un dispositif qui envoie ou recoit des données conformes a I'lEC 61162-450
(sentences et/ou fichier binaire) et d'autres types d'informations sur le réseau, par exemple
un ECDIS qui peut également charger des données de carte provenant d'un autre dispositif
(SF1, ONF2 et NF1);

deux fonctions indépendantes, comme un compas gyroscopique également approuvé
comme un capteur de vitesse angulaire mis en ceuvre dans un nceud de réseau
(SF5, SF6 et NF4);

un bloc fonctionnel de dispositif du systéeme représenté par un matériel conforme
al'lEC 61162-1 connecté a un bloc fonctionnel de passerelle série/réseau (SNGF).
Dans ce cas, le SNGF met en forme les sentences sortantes selon les exigences du présent
document (SF3, SF4, SNGF et NF3);
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un bloc fonctionnel de dispositif du systéme représenté par un matériel conforme
al'lEC 61162-3 connecté a une fonction de passerelle réseau (PNGF). Dans ce cas,
le PNGF met en forme les sentences sortantes selon les exigences du présent document
(SF7, SF8, PNGF et NF5);

un dispositif qui n'envoie ni ne recgoit des données conformes a I'lEC 61162-450
(sentences et/ou fichier binaire), mais qui satisfait aux exigences minimales
pour une utilisation compatible du méme réseau (ONF1).

Exigences fondamentales
I Exi ok toriets—a . o
le 8.2.1)

Tous les matériels connectés au réseau, y compris les matériels d'infrastructure réseau,
doivent satisfaire aux exigences physiques et électriques correspondantes-définies au §.1.

Tous les matériels qui mettent en ceuvre au moins un SF et/ou SNGF doivent meftre
en ceuvre le NF. Ces matériels doivent satisfaire aux exigences relatives aux blpcs
fonctionnels qu'ils mettent en ceuvre définies au 4.3 (NF), au 4:47(SF), au 4.5 (SNGF) et
au 4.6 (PNGF).

Tous les autres matériels qui ne sont pas des matériels d'infrastructure réseau| et
qui partagent cette infrastructure doivent satisfaire .aux” exigences relatives a un ONF
définies au 4.7.

Les matériels d'infrastructure réseau, c'est-a-diré les commutateurs, doivent satisfd
aux exigences définies au 4.2.2.

re

Tous les matériels connectés a un réseau doivent satisfaire aux exigences de I'lEC 6094 5.
NOTE Cette exigence s'applique uniquementcaux dispositifs sur le réseau lorsque ce dernier fonctignne
normalement. Lors de la mise en service ou de la'maintenance, si le systeme n'est pas utilisé pour la navigdtion

liée a la sécurité, d'autres matériels peuvent étre provisoirement connectés au réseau sans étre conformes
al'lEC 60945.

2 Exigences supplémentaires relatives aux matériels d'infrastructure réseau

le 8.2.2)

Polr éviter d'éventuels problémes avec certains matériels d'infrastructure résejau,

des
d'u

NOT
qui

concentrateurs-répéteurs ne doivent pas étre utilisés pour interconnecter des composants
N réseau |[BC61162-450.

[E 1 ~Les” concentrateurs-répéteurs sont des dispositifs d'infrastructure réseau sans stockage intgrne
épetent les datagrammes entrants sur toutes les connexions sortantes.

NOT
qui
inte

FE2—tescommutateurs—sonmt—des dispositifsdimfrastrocture TeseauTeposant—sur des—tabtes de—tramnstert,
peuvent traiter et transférer des datagrammes entre des nceuds du méme réseau au moyen d'un stockage
rmédiaire dans le commutateur avant la retransmission.

Les commutateurs utilisés dans un réseau IEC 61162-450 doivent disposer des moyens

de
du

filtrage du trafic réseau a l'aide de la surveillance du trafic IGMP. Si la surveillance
trafic IGMP est activée et si un datagramme de multidiffusion est regu, le commutateur doit

le transférer uniquement sur les accés qui ont rejoint le méme groupe de multidiffusion.
Les moyens qui doivent étre fournis pour assurer le filtrage des données de multidiffusion
a l'aide de la surveillance du trafic IGMP sont les suivants:

la surveillance du trafic IGMP doit étre effectuée selon IGMPv1, IGMPv2 ou IGMPv3;
la version IGMP doit étre choisie en fonction de la version la plus élevée prise en charge
par tous les nceuds connectés;
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le filtrage du trafic multidiffusion doit étre effectué en fonction de I'adresse

de multidiffusion IP;

le filtrage de données de multidiffusion ne doit pas étre activé pour la plage d'adresses

comprise entre 224.0.0.1 et 224.0.0.255, comme cela est recommandé dans le docum
RFC 4541.

ent

En plus ou a la place des techniques de filtrage de multidiffusion (surveillance du trafic IGMP,
par exemple), il est également admis de configurer manuellement les différents accés
des commutateurs pour bloquer le flux de trafic inutile (pour isoler les capteurs simples d'ECDIS
et du radar, par exemple).

Voifr I'Annexe D pour les questions de compatibilité de la surveillance du trafic IGMP des noe

fon

Un

4.3
4.3

Tolis les matériels qui mettent en ceuvre une fonction de réseau (NF) doivent satisfa
auX exigences définies a I'Article 5 et a I'Article 6.

4.3
(voi

Le

I'erlsemble des fonctions exigées par ses normes de performances, excepté dans le
deg normes de matériel pertinentes ou des fonctions spécifiées autrement par le fabricant.

Le
a)

b)
c)

NOT
par

NOT
spé

Le

1

dés sur I'lEC 61162-450:20117.
b autre méthode possible de filtrage et de contrdle du trafic réseau est décrite\a’l'Annexgq

Exigences de fonction de réseau (NF)

1 Exigences générales

2 Exigences de débit maximal des données
le 8.3.1)
fabricant doit spécifier le débit d'entrée maximal auquel le matériel peut toujours exécy

débit d'entrée maximal doit étre spgcifié comme suit:

par celui-ci;
nombre maximal de datagrammes regus par seconde, mais non destinés au matériel; ef

nombre maximal de datagrammes regus par seconde, mais non destinés au matériel, a 5(
de la charge maximale du point a).

[E 1 L'expressiof "recus par" concerne les datagrammes regus sur tous les groupes de transmission éco
e matériel.

[E 2 L'expression "destinés au" concerne les datagrammes traités par le matériel dans le cadre de sa fong
Cifiée.

débit-maximal de données doit étre le débit moyen sur une période de mesure de 10 s.

ids

re

ter
cas

nombre maximal de datagrammes recus par seconde, destinés au matériel et traités

%

ités

tion

Cette publication a été annulée.
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4.3.3 Fonction de consignation des erreurs

(voir le 8.3.2)
4.3.3.1 Consignation interne

Des moyens doivent étre prévus dans chaque NF afin de consigner les erreurs qui se produisent
dans le NF lui-méme et dans le SF et le SNGF qui l'utilisent. Les 4.5.2, 7.1.2, 7.2.5 et 7.3.9
spécifient les exigences minimales concernant les éléments qui doivent étre consignés.

Le fabricant doit au moins fournir les mécanismes par lesquels un opérateur humain,
pall exemple un ingénieur de service formé, peut consulter les journaux d'erreurs. Il est adnis
de [procéder a la consultation par un simple mécanisme de réseau, tel qu'un émulateur
de terminal, comme cela est indiqué dans le présent document ou par toute autre"méthode
raigonnable.

Leg exigences minimales relatives au journal concernent le comptage de chaque occurrence.
Le compteur peut se remettre a zéro selon une méthode spécifiée par le fabricant.

4.3(3.2 Consignation externe

Un[NF peut étre configuré pour prendre en charge la consignation externe, lorsque
deg informations non essentielles sont envoyées a un serveur de consignation. Dans ce das,
un message "syslog" doit étre utilisé, comme cela est indiqué dans I''SOC RFC 5424.

Leg messages syslog doivent étre mis en forme cemme des messages de texte ASCI| et
enyoyés sous forme de paquets UDP sur l'accés 514 ‘et a I'adresse de multidiffusion définie
dans le Tableau 6. Les messages d'erreur définis dans le présent document doivent étre
corlsignés par l'intermédiaire d'un message simplifié, comme cela est décrit dans le Tableay 1,
les|mots en italique étant des espaces réserves pour les données expliquées dans la colomne
de |droite. Les autres caractéres doivent(@tre transmis de la maniére indiquée, y com;llris
les|espaces.
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Tableau 1 — Format de message syslog

Elément Description

<pri> Code de priorité et d'installation combiné (numéro entre 0 et 199 inclus) placé entre chevrons.
Pour les erreurs définies dans le présent document, la valeur 131 doit étre utilisée (installation
"utilisation locale 0" et priorité "condition d'erreur").

Version Code de version. Le code 1 (un) doit étre utilisé pour les messages issus du présent
document.

Space Un caractere d'espace.

Timestamp Horodatage contenant la date, I'heure et le décalage UTC facultatif, dans un format valide, par

exemple 1985-04-12T23:20:50-03:00. L'exemple indique la date, suivie du "T" majuscule, pyis
de I'heure locale et enfin du décalage par rapport a UTC (3 h ouest — négatif, les décalages
Est doivent étre précédés du préfixe "+"; le décalage UTC peut étre abrégé par un "Z"

majuscule, sans "-" ou "+" de début). En variante, le champ d'horodatage peut étre nul/("-", ¢in
tiret).

Sdace Un caractere d'espace.

Hgstname Le nom d'héte du nceud de réseau, représenté par I'adresse IP en notation\decimale. En
variante, ce champ peut étre nul ("-", un tiret).

Sdace Un caractere d'espace.

Adpname Nom de I'application. Il doit s'agir de la chaine "450-" suivie du'code SFI configuré si 'erreu

provient de SF ou de SNGF, "NF" si I'erreur provient du bloe fonctionnel de réseau ou "ONF
si elle provient du bloc fonctionnel ONF.

Sdace Un caractere d'espace.

Prpcid En principe, il convient que ce champ soit nul ("-",-Un tiret). D'autres valeurs définies dans I3
norme syslog peuvent étre utilisées.

Sdace Un caractere d'espace.

Mggid Pour les erreurs définies dans le présentdocument, ce champ doit contenir le code d'erreur
défini dans le Tableau 2.

Sdace Un caractere d'espace.

Stfuctured Ce champ peut étre nul ("-", un tiret) ou contenir les informations définies dans
I''SOC RFC 5424.

Sdace Un caractere d'espace.

Mgg Un message au format libre au format ASCII.

Lep mots en italique sont des espaces réservés pour les données expliquées dans la colonne de droite.

Un| paquet "syslog®_ne doit pas dépasser 480 octets et doit étre envoyé sous la forme
d'up simple datagramme UDP. Le paquet "syslog" correspondant a plusieurs occurrenges
de J]a méme idéntité de message ne doit pas étre consigné plus d'une fois par minute. Le paquet
"syglog" correspondant a une occurrence de l'identité de message ne doit pas étre retaydé
plup de 10\min.

Le | présent document ne spécifie pas les exigences relatives aux matériels recevjant
les messages syslog. Ce type de matériel reléeve de Ia catégorie des ONF. Le Tableau 1 éfant
un sous-ensemble de la spécification ISOC RFC 5424 intégrale, les implémenteurs de tels
matériels doivent se référer a I'lSOC RFC 5424 et s'assurer que les messages syslog provenant
d'autres ONF puissent étre regus et traités sans problémes.

Pour faciliter I'utilisation du protocole syslog, une identité de message a été attribuée
aux erreurs définies dans le présent document, comme cela est indiqué dans le Tableau 2.
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Tableau 2 — Codes de message d'erreur syslog

Identité de message Description Paragraphe
101 Dépassement de mémoire tampon SNGF 4.5.2
102 Erreur d'en-téte de datagramme 7.1.2
103 Erreur de format de bloc TAG ou de sentence 7.2.5
104 Erreur de fichier binaire 7.3.9
201 Dépassement de mémoire tampon PNGF 4.6.2
20 Erretrs—de-message PRGN FA4-2-etF44
208 Aucune adresse disponible pour les dispositifs 7.4.3.2
Des informations supplémentaires peuvent étre données dans le champ "Msg", {e, cas échéant.
4.314 Dispositions en matiére de filtrage du trafic réseau — IGMP
NOTE Pour le présent document, I'lGMP a pour objet d'offrir la possibilité de procéder|a un filtrage du trafic régeau
repgsant sur la surveillance du trafic IGMP.
Le [fabricant doit spécifier la version d'IGMP définie dans I'SOCRFC 1112, I''ISOC RFC 2236
et |I''SOC RFC 3376 que Ile NF prend en charge. Au_moins la version 1 définie
dans I''SOC RFC 1112 doit étre mise en ceuvre.
Voir  I'Annexe D pour les questions de Compatibilité des nceuds fondgés
surl'lEC 61162-450:2011.
4.4l Exigences relatives au bloc fonctionnel de systéme (SF)
4.4{1 Exigences générales
(voif le 8.4.1 et le 8.2.3)
Le matériel qui met en ceuvre unxSF doit satisfaire aux exigences suivantes:

en ocsuvre un SF;

mise en ceuvre d'au'moins l'un des types de datagrammes définis a I'Article 7, sans a
a mettre en ceuvre la totalité d'entre eux;

les types dendatagrammes mis en ceuvre doivent étre spécifiés dans la documentaf
du fabricant\(voir le 7.1.1);

fonctionnels;

4.4

(voi

les exigences définies au6.2 doivent étre respectées pour tous les matériels qui mettent

oir

ion

les exigences définies au 7.2 doivent étre respectées pour tous les matériels qui mettent
en cguvre la transmission de sentences IEC 61162-1 ou qui regoivent des blpcs

les exigences définies au 7.3 doivent étre respectées pour les matériels qui mettent

en ceuvre un SF qui peut transmettre ou recevoir des données de fichier binaire;

les exigences définies au 7.4 doivent étre respectées pour tous les matériels qui mettent
en ceuvre la transmission de messages PGN IEC 61162-3 ou qui recoivent des blocs

fonctionnels.

.2 Mise en ceuvre de groupes de transmission configurables

rle 8.4.3)

Par défaut, un seul groupe de transmission/une seule adresse de multidiffusion doit étre
attribuée a chaque SF pour tous les messages sortants. La valeur par défaut de ce groupe

de

transmission est déterminée par le SFI, comme cela est décrit a I'Annexe A.
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Pour chaque SF mis en ceuvre par le matériel, le fabricant doit documenter les groupes
de transmission par défaut que le SF écoute et indiquer les sentences qu'il prévoit de recevoir
sur chaque groupe. Le fabricant peut choisir les groupes de transmission par défaut dans la liste
des groupes du 6.2.2.

Des moyens doivent étre prévus pour configurer tous les groupes de transmission et les SF
qui leur sont attribués dans les limites de la plage valide des adresses de multidiffusion définie
au 5.4. Un intégrateur de systéme peut, par exemple, diviser un SF en différents groupes
de transmission pour assurer un équilibrage optimal des charges pour un systéme donné.
Si des configurations de SF et des groupes de transmission personnalisés sont utilisés,

'I H 4 [ LHP 4 4 <l £ H ] it atl
| CJIIVIUIII. YyutTi IIILCHIGLUUI uc OyOLclllc CIT PITUIOT 1T o UTLdllo.

4.4.3 Attribution d'un ID de fonction systéme (SFI) unique
(voif le 8.4.2)

Le [format de la chaine de paramétres SFI doit étre "ccxxxx", ou "cc" correspond a deux
carpctéres valides définis dans I'lEC 61162-1 et "xxxx" correspond &-~quatre caractéres
numériques.

Un|SF qui met en ceuvre la fonctionnalité d'un matériel auquel~a été attribué un code
mngmonique d'émetteur IEC 61162-1 doit utiliser ce code comme caractére "cc" dans le §FI.
Si |le code mnémonique d'émetteur est propriétaire ,(c'est-a-dire s'il est compopsé
du [caractére "P" suivi du code mnémonique du fabricant a trois caracteres), les deux premiers
carpcteres sont utilisés comme caractére "cc" dans le SEL

Le |[format de chaine SFI d'autres SF peut étre défini dans d'autres normes ou le fabricant
peyt devoir choisir un code. Dans ce dernier cas; les codes mnémoniques d'émetteur déja
définis doivent étre évités.

La chaine de caractéres numériques "xxxx* est un numéro d'instance compris entre "00017 et
"9999". La chaine de caracteres numériques "9999" est réservée a un SF non configurg et
ne doit pas étre utilisée par un:SF émetteur en fonctionnement normal. Toutefpis,
touls les matériels récepteurs doivent accepter la chaine "9999".

En|fonctionnement normal,.la’chaine de paramétres SFI| doit étre unique pour tous les|SF
d'up réseau IEC 61162-450.)Pour la mise en ceuvre de la redondance d'interface (un dispositif
unifue est disponiblea travers plusieurs voies dans le réseau), le SF et le SFI assdcié
doilvent étre identiques;*La combinaison de codes de paramétre source "s" doit étre unique ppur
chgque voie (voir le7/2.3.4).

Il gst recommandé d'attribuer un SFI unique de navire a l'ensemble des SF d'un navijre,
qu'lls résident ou non sur un réseau commun.

Unge. <selle adresse IP ou adresse MAC peut étre attribuée a plusieurs SF, chagun

hmuniauant aveec-son-nronre-SEI
con
HAHH G U SORPFOpH 1

Des moyens doivent étre prévus par le fabricant pour configurer le SFI pour chaque SF
(voir le 7.2.3.4).

4.5 Exigences de bloc fonctionnel de passerelle série/réseau (SNGF)
4.51 Exigences générales
(voir le 8.5.1)

Le SNGF doit mettre en ceuvre lI'ensemble des fonctionnalités pertinentes définies au 4.4
pour chaque SF qu'il prend en charge.
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Le SNGF peut prendre en charge un ou plusieurs accés série (voir la Figure 2).

GP 1 (pour GPS 1 GP 2 (pour GPS 2 GP 3 (pour GPS 3
comme capteur) comme capteur) comme capteur)
SNGF 3, , SNGF 6 comme
comme mateériel matériel
La mise en oeuvre
SF 1 du SF du SNGF SE 1 SE 2
estacutate SFI = GP0002 SFI = GP0003
SFI = GPo00T Elle est nécessaire si - -
CoFansners || eSiorunene Srausnere |
I u 1 . A _ |
P 2T SRR k| communiquedlaide | | ——— —~1 2T CHETTE D !
| SFIduSNGF3 %\ : ] " | SFIduSNGF6 !
T ssi000 I\ dun protocole 450 T L Gn00s |
——————————————————— VN parexempeHBT -
messages d'alerte, etc{ :

IEC
Figure 2 — Exemples de SNGF

Chaque accés série doit étre mis en ceuvre sous la formie d'un SF séparé et un SFI distinct doit
lui |étre attribué, sauf si le SNGF met en ceuvrehun accés série multi-SF (voir le 4.5.4 et
la Figure 3) ou sile SNGF met en ceuvre la redondance d'interface. Dans la mesure du possible,
la partie "cc" du SFI doit reposer sur l'identificateur d'émetteur utilisé par I'accés série. Sinpn,
un jdentificateur d'émetteur approprié doit étre utilisé.

GRS 3 et Gyro 1 combinés en une seule
ligne série (acces serie multi-SF)

SNGF 7 comme
matériel

™

La.mise en

veuvre du SF
A SNGF est SF1 SF2

faculatve. SFI = GP0003 SFI = HEQ001
Elle est nécessaire

sile SNGF
lui-méme o SF du SNGF 7
communique & ['aide d'un .~ | SFlduSNGF7
protocale 450, . =1510007
wroeTelsl b
Messages dalene, eic. ‘

\ /

IEC
Figure 3 — Exemple de SNGF, accés série multi-SF

Le SNGF peut mettre en ceuvre différents types de filtrages en fonction des sentences de ligne
série retransmises sous forme de datagrammes et en fonction des datagrammes obtenus
dans une sentence de ligne série envoyée. Toutes les méthodes de filtrage doivent étre décrites
dans le manuel d'installation.


https://iecnorm.com/api/?name=a670f014878dcd96ef698f4abbcf211a

IEC 61162-450:2024 © IEC 2024 - 123 -

NOTE Une méthode de filtrage classique consiste a utiliser le TAG de destination "d" pour déterminer les sentences
des datagrammes entrants qui doivent étre envoyées sur la ligne série.

Toutes les sentences, y compris celles au contenu non identifié ou illégal, ainsi que
les sentences propriétaires, doivent étre transmises, sauf en cas de filtrage, a partir du SF
associé a l'acces série. Les sentences au contenu non identifié ou illégal doivent étre envoyées
avec un bloc annotation et groupe de transport (TAG) légal défini au 7.2.3, mais avec
les données série recues de la ligne suivant le bloc TAG.

En tant que destination, chaque accés série doit étre associé au SFl correspondant.
Les sentences sortantes doivent étre transmises exactement telles qu'elles ont été recgues
dans le datagramme.

Le SNGF peut prendre en charge une ou plusieurs sources se distinguant par différents codles
mngmoniques d'émetteur au niveau de chaque acces série. Chaque source d'un ‘accés série
parntagé doit étre mise en ceuvre sous la forme d'un SF séparé, et un SFI distifict’doit lui §tre
attfibué. Dans la mesure du possible, la partie "cc" du SFI doit reposer sur le. code mnémonique
d'émetteur utilisé par chaque source d'un accés série partagé. En tant que/destination, chaque
soyrce d'un acces série partagé doit reposer sur le SFI. Les sentences propriétaires
ne contiennent aucun identificateur d'émetteur et, selon les parameétres de configuratipn,
ellgs doivent utiliser le méme SFI que les sentences normalisées provenant de la méme source.
La sentence STN est un qualificatif supplémentaire de la sentence 'suivante. La sentence STN
et |a sentence suivante appartiennent au méme SF et doiventutiliser le méme SFI.

Leg sentences propriétaires recues en provenance de l'accés série doivent étre associg¢es
au [SF de I'accés série selon:

e [le code mnémonique d'émetteur utilisé</par les sentences non propriétaires
(voir I'alinéa précédent); ou
e |le SF déterminé par la sentence STN précédente; ou

e |en option, le SF défini par la configuration de l'accés série.

Leg sentences mal formées (voir le 4:5.5) regues en provenance d'un accés série doivent &tre
asdociées au SF:
o |s'il est disponible, du code mnémonique d'émetteur de la sentence mal formée; ou

e |du code mnémonique ‘d*émetteur utilisé par les sentences qui ne sont pas mal formges
pour l'accés série; Qu

o |défini par la configuration pour les sentences mal formées.

Le [fabricant deit'déclarer dans le manuel d'installation les différentes méthodes qui ont §té
utillsées pourd'association au SF des sentences mal formées.

Le [bloc TTAG pour l'identification de la source "s" doit reposer sur le SFI. S'il est disponible,
le outage entre un réseau et les accés série doit reposer sur le bloc TAG pour I'identificat]ion
de @ destimation “o*;

Le SFI d'un SNGF utilisé pour les besoins administratifs, par exemple syslog, heartbeat (HBT)
du SNGF Iui-méme, etc., doit utiliser le code mnémonique d'émetteur "SI".

4.5.2 Gestion de la mémoire tampon de sortie de la ligne série

(voir le 8.5.2)

Un bloc fonctionnel SNGF doit fournir une mémoire tampon indépendante pour chaque SF
séparé mis en ceuvre pour chaque acces série par lequel il peut envoyer des sentences.
Le fabricant doit spécifier la capacité maximale de mémoire tampon pour chaque accés.
La capacité maximale peut étre configurable au moment de l'installation.
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La mémoire tampon doit étre mise en place comme une mémoire tampon FIFO (First In, First
Out, premier entré, premier sorti). Si la mémoire tampon est saturée, les derniéres sentences
arrivées doivent étre ignorées, sauf si elles sont spécifietes comme étant prioritaires
(voir ci-dessous). Les derniéres sentences arrivées sont insérées dans la mémoire tampon
si I'espace disponible le permet. La méthode de traitement des sentences regroupées
par le TAG "g" (voir le 7.2.3.3) peut étre configurable ou spécifié¢e dans la documentation
du fabricant.

Le SNGF peut mettre en ceuvre une fonctionnalité fondée sur la priorité pour certaines
sentences avec les données de formatage de sentences spécifiées. Les données de formatage

h" | 4 4+ A4 £ Ll PN P-4 <l ! <l N al foloe: 4
lefarcnitsees PCUVTTTUTU T CUITITyUTAUTC S UU SPTUITTCTS UadlTs Ta UuTt Ui iatiuT T ua Taortoartt.

Leg sentences hiérarchisées doivent étre traitées comme suit.

e |La mémoire tampon ne doit contenir qu'une seule sentence avec un ID_d'émetteun et
une donnée de formatage de sentence uniques. Les messages mulfisentences |ou
les groupes de sentences du bloc TAG sont des exceptions: ils doivent uhiquement étre
remplacés en totalité.

NOTE Lors de la hiérarchisation des sentences SIA VDM et VDO, la chaine commencant par le caracterg "!"
et se terminant par le 7€ caractére du champ d'encapsulation est utilisée"en” comparaison pour identifier
les sentences identiques. Une correspondance de cette chaine provenant-d'une sentence récemment arrjvée
avec celle figurant dans la mémoire tampon indique que la sentence contient le méme message UIT-R M.1[371
provenant de la méme MMSI que la sentence figurant déja dans la mémoire tampon. Elle peut alors remplacer
I'ancienne sentence a sa position dans la file d'attente.

e |Si une seule sentence, un seul message multisentences ou des sentences regroupées
dans un bloc TAG, dont I'ID d'émetteur et lesSdonnées de formatage de sentenges
sont identiques, sont présents dans la mémoire tampon, la ou les nouvelles sentenges
remplacent la ou les sentences existantes a la.position correspondante dans la file d'attente.
Ce remplacement ne doit pas déclencher la.consignation d'une erreur ni I'envoi d'éléments
a syslog.

Lors de la hiérarchisation des sentences regroupées dans un bloc TAG, il est nécessaire
de comparer plusieurs champs du~bloc TAG et de comparer les sentences. Il convient
que tous les composants comparéscorrespondent a ceux du groupe de blocs TAG en cours
afin de remplacer ce dernier dans la file d'attente. Les composants a compgrer
sont les suivants: la valeur de”code du paramétre source du bloc TAG, la partie "nompre
de lignes" du code du pdrametre de groupe du bloc TAG et les sentences a l'intéripur
du groupe de blocs TAG.

e |Sinon, la nouvelle_sentence doit respecter les principes FIFO décrits ci-dessus.

Si pne sentence @st’écartée de la file d'attente, cet événement doit étre consigné comme
ung erreur interne- au matériel, comme cela est indiqué au 4.3.3. Le matériel doit disposer
de moyens dé€.comptage des erreurs distincts pour chaque accés série.

4.53 Exigences relatives a la sortie de datagramme

(voif 16.8°5.3)

Le SNGF doit mettre en forme les datagrammes sortants, comme cela est indiqué au 7.2.

Le SNGF doit émettre une sentence IEC 61162-1 ou, s'il s'agit d'une partie d'une séquence
multisentences, peut émettre plusieurs sentences I[EC 61162-1 par datagramme
IEC 61162-450 sortant. La séquence multisentences inclut le cas décrit dans I'lEC 61162-1
(Messages multisentences), et les cas pour lesquels I'lEC 61162-1 exige I'envoi d'une sentence
avant I'envoi d'une autre sentence. Le datagramme doit inclure le SFI approprié, l'identification
de la source (s:) et, si cela est exigé, l'identification de la destination (d:).
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4.5.4 Acceés série multi-SF
(voir le 8.5.4)

Le SNGF peut mettre en ceuvre plusieurs SF pour une seule ligne série. Les sentences regues
sur cette ligne série avec un code mnémonique d'émetteur valide sont émises a partir
de I'un des SF associés en fonction des codes mnémoniques d'émetteur. Un SFI distinct
doit étre attribué a chaque SF et, en tant que destination, chaque SF doit également émettre
des sentences sortantes sur la ligne série conformément aux régles indiquées au 4.5.1.

Les sentences propriétaires recues sur la ligne série ne contiennent aucun identificateur
d'émetteur. Les paramétres de configuration doivent permettre de déterminer a_pdrtir
de guel SF elles doivent étre émises.

Leg données non identifiées provenant de la ligne série doivent étre envoyées apartir de tous
les|SF associés a l'accés série. Cet envoi de données non identifiées ne doit. pas” déclencher
la gonsignation d'une erreur ni I'envoi d'éléments a syslog.

4.55 Traitement des données mal formées recues sur la ligne série
(voif le 8.5.5)

Le [SNGF est destiné a occuper la fonction de convertisseur de données série distant
avgc un traitement minimal des données. Pour chacun dés-Cas ci-dessous, le SNGF doit
envoyer un datagramme avec les données mal formées, comme cela est exigé au 4.5.1 et
aul.5.4. Si le message mis en forme dépasse la longueur maximale du datagramme
(vojr le 6.2.4), les données doivent étre tronquées a-partir de la fin. Les cas suivants doivent
générer un message contenant les données mal fetmées a envoyer:
1) |si des données ont été regues avant un caractere de début;

2) |si des données ont été regues aprés un ecaractére de début valide et si la longueur maximfale
de sentence et de bloc TAG a été dépassée;

3) |si des données ont été regues aprésyun caractére de début valide et si la fin de ligne (CR,LF)
n'a pas été regue aprés 1 s;

4) [si un caractere réservé a été recu et n'a pas fait I'objet d'un échappement correct;
5) [si des données binaires.aléatoires ont été recues sur la ligne série.

Le |"caractére de début"-est un début de sentence ("$", "!") ou un caractére de déput
de ploc TAG valide.

4.6/ Exigences.de bloc fonctionnel de passerelle PGN/réseau (PNGF)

(voif le 8.12)

4.6/1 Exigences générales

(voiHeg—+2)

Le PNGF doit mettre en ceuvre lI'ensemble des fonctionnalités pertinentes définies au 4.4
pour chaque SF qu'il prend en charge.

Le SFI d'un PNGF utilisé pour les besoins administratifs, par exemple syslog, heartbeat (HBT)
du PNGF lui-méme, etc., doit utiliser le code mnémonique d'émetteur "SI".

Le PNGF peut mettre en ceuvre différents types de filtrages, en fonction des messages PGN
en provenance et a destination du réseau IEC 61162-3. Toutes les méthodes de filtrage
doivent étre décrites dans la documentation du fabricant.

NOTE La synchronisation exacte entre les messages PGN disponibles dans le réseau IEC 61162-3 n'est pas prise
en charge si la conversion a lieu dans le réseau IEC 61162-450.
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2 Gestion de la mémoire tampon de sortie entre un réseau IEC 61162-450 et
un réseau IEC 61162-3

(voir le 8.12)

Un bloc fonctionnel PNGF doit fournir une mémoire tampon indépendante pour chaque réseau
IEC 61162-3 dans lequel il peut procéder a des envois. Le fabricant doit spécifier la capacité
maximale de mémoire tampon pour chaque acces. La capacité maximale peut étre configurable

au

moment de l'installation.

La gestion de mémoire tampon PNGF doit reposer sur la priorité IEC 61162-3 incluse
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s chaque message. Le fabricant doit décrire la méthode dans sa documentation.

informations et les messages. Un message provenant d'un dispositif est diffusé a t
dispositifs appartenant au méme groupe PGN. Un dispositif peut appartenir a plusie|
upes PGN. Le nombre maximal-ide groupes PGN n'est pas supérieur a qua
groupe PGN peut étre utilisé pourfiltrer les messages (voir le 4.6.1).

Exigences relatives a Fautre fonction de réseau (ONF)
le 8.6)
NF représente une-fonction qui peut partager la méme infrastructure réseau que les bl
ctionnels de réseau (NF) sur un réseau IEC 61162-450.

NF doit satisfaire aux exigences définies au 4.2.1.

matgriel ONF ne doit pas utiliser d'adresse de multidiffusion IP réservée par le prés
ument, comme cela est indiqué au 5.4.

a mémoire tampon est saturée et si un message PGN est ignoré, il doit étre\consigné

hme cela est spécifié au 4.3.3.

3 Exigences relatives a la sortie de datagramme

le 8.12)
PNGF doit mettre en forme les messages sortants, comme cela estindiqué au 7.4.1.
PNGF doit émettre un message PGN IEC 61162-3 par datagramme IEC 61162-450 sortant
r réduire le plus possible les délais.

4 Numéro de groupe PGN

le 8.12)

groupe PGN est défini comme un groupe“logique de dispositifs qui peuvent parta

ger
puUS
urs

DCS

ent

La documentation doit décrire les protocoles de réseau utilisés par I'ONF pour envoyer
des datagrammes ou des flux d'octets, par exemple UDP, TCP/IP ou autres.

La

documentation doit décrire I'incidence de I'ONF sur le réseau.
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5 Exigences relatives au réseau de bas niveau

5.1

Exigences électriques et mécaniques

(voir le 8.7.1)

Le cable et les connecteurs utilisés doivent au moins satisfaire aux spécifications indiquées
dans le Tableau 3 s'ils sont utilisés dans un environnement protégé, comme cela est défini

dans I'lEC 60945.

Ler mntorfacaoc S anticgraoc doivoant caticfailra ot iv AvinAaN A~ AN o A~ eid S ralativ e S v oo rs
g Immoerrtauvovo d UHL'\-‘U\J‘J UUVTVOTTU OUlToTUIT UG AAUA \JI\IHUIIUUO UL OUUUTTIIU TUTULTVUO AUA TU Y
poyr les dispositifs Classe 1 spécifiés dans I'lEC 60825-2.

L'ekigence relative a la couche physique pour les acces IEC 61162-3 du PNGF “doit étre

cor

Tableau 3 — Interfaces, connecteurs et cables

forme a I'Article 4 de I'lEC 61162-3:2008.

Interface Distance de Type de connecteur Attribution Catégorie de cable,
IEEE 802.3 liaison d'interface de dispositif de broche minimale
maximale mécanique
de la (environnement protégé)
section de
réseau
10PBASE-TX 100 m IEC 60603-7-3, b CAT5 STP
IEEE Std 802.3-2022 connecteur modulaire Deux paires torsadées
- -9" ) blindé a 8 voies ux pai
Arficles 24 et 25 blindées
Voir I'EC 60603-7:2020,
Figures 1 a 5, et ANSI/TIA-568-A,
. o A% ANSI/TIA-568-B ou
I''EEE Std 802.3:2022,
Article 25 ISO/IEC 11801
(classe D).
(npn spécifiée) a Répartiteur b CAT5 STP
Deux paires torsadées
blindées
10PBASE-SX 550 m IEC 61754-20 Deux fibres optiques
Itimodal
IEEE Std 802.3-2022, Connecteur optique muttimodaies
Articles 24 et 26 duplex type Lcd Longueur d'onde courte]
850 nm
10P0BASE-T 100 m IEC 60603-7-7, c CAT5 STP
| connecteur modulaire ) i
IEEE Std 802.3:2022, blindé a 8 voies Quatre paires torsadéeg
Arficle 40 blindées
Voir I'EC 60603-7:2020,
Figures 1245 ANSI/TIA-568-A,
’ ANSI/TIA-568-B ou
ISO/IEC 11801
(classe D).
10POBASE-SX 220 m IEC 61754-20 Deux fibres optiques
62725 pm, - Ttimodatl
IEEE Std 802.3-2022, | foiple bande | Connecteur optique Mummoaares
Article 38 passante duplex type LCY Longueur d'onde courte
modale) 850 nm
550 m
(50/125 pum,
bande
passante
modale
élevée)

Pour une utilisation dans des environnements exposés, des dispositions supplémentaires sont nécessaires. |l
convient de prendre en considération le type M12 spécifié dans I'lEC 61076-2-101, pour le cable réseau en cuivre.
Il convient également d'envisager un connecteur robuste similaire pour les connexions externes a fibres optiques.
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Dans ce cas, il convient que le fabricant spécifie la distance maximale de fonctionnement.

Le connecteur modulaire a 8 voies spécifié dans I'lEC 60603-7 est le type "8P8C" qui a été couramment utilisé
dans les connexions LAN d'ordinateur de bureau, et qui est trés souvent appelé, a tort, "RJ45". Les fils sont
placés dans l'ordre 1, 2, 3, 6, 4, 5, 7, 8 sur la prise modulaire. Il est identique aux deux extrémités du cable.
L'ordre des fils 1 a 8 par couleur doit étre le suivant: vert/blanc, vert, orange/blanc, bleu, bleu/blanc, orange,
marron/blanc, marron. Il est identique aux deux extrémités du cable. Voir I''EEE Std 802.3-2022, 25.4.3, et
I'"EC 60603-7-3.

Le connecteur modulaire a 8 voies spécifié dans I''EC 60603-7 est le type "8P8C" qui a été couramment utilisé
dans les connexions LAN d'ordinateur de bureau, et qui est trés souvent appelé, a tort, "RJ45". Les fils sont
placés dans l'ordre 1, 2, 3, 6, 4, 5, 7, 8 sur la prise modulaire. Il est identique aux deux extrémités du cable.
L'ordre des fils 1 a 8 par couleur doit étre le suivant: vert/blanc, vert, orange/blanc, bleu, bleu/blanc, orange,

T I el o ' PR TY ' 2t (WEIEETIT I 1 VI .Y -V S V- V. V- V- - |
marruryorarnc, Thinartfurr. T o U TUTTIITYUT dUA UTUX TAUTITICS UU LAUIC. VUIT TTELL olU OUZ.0°2VUZZ, V.0, T,

I'"EC 60603-7-7.
Voir le document TIA-604-10.

et

5.2
(voi

Le
dar
de

Leq

ou ICMP bruts.

multidiffusion UDP — Groupes d'hotes décrits dans I''SOC RFC 966 et extensions d'h
décrites dans I'|ISOC REC 1112;

NOTE 2 Pour un materiel purement ONF (ni SF ni SNGF), cela n'est pas nécessairement exigé. Un
ou ICMP bruts.

TCP — Transmission Control Protocol (protocole de contréle de transmission) dé
dans I''SOC RFC 793;

NOTE 3. En régle générale, TCP n'est pas exigé pour les fonctions SF et SNGF. Mé&me si la prise en chg
de”TCEP peut étre pertinente pour certains matériels, le présent document n'exige pas I'utilisation de TCP.

Exigences de protocole de réseau

[ le 8.7.2)

matériel doit mettre en oeuvre IPvd comme cela est Vgénéralement décrit
s I''SOC RFC 5000, avec une exigence minimale de prise)eh charge des protocdles
réseau spécifiques suivants:
ARP — Address Resolution Protocol (protocole d€, résolution d'adresse) dégrit
dans I'ISOC RFC 826 et mis a jour dans I'lSOC RFC 5227;
IP — Internet Protocol (protocole Internet) décrit’ dans I''SOC RFC 791 et mis a jpur
dans I'lSOC RFC 2474.

protocoles suivants peuvent étre pris en charge en fonction des exigences du matériel:
UDP — User Datagram Protocol ;{(protocole de datagramme utilisateur) défrit
dans I''SOC RFC 768;
NOTE 1 Pour un matériel purement ONF (ni SF ni SNGF), cela n'est pas nécessairement exigé. Un tel

dispositif ONF peut communiquer upiquement sur TCP ou uniquement sur UDP, voire avec des paquets IP

Ote

tel

dispositif ONF peut{ communiquer uniquement sur TCP ou uniquement sur UDP, voire avec des paquets IP

crit

rge

ITal VW ie) Lat + O 4+ |_AA D 4+ [ 4+ 1 Al | $eAl Lat
TOWVIT = TITtCTTIct OUTTur Ul IVIUDDGyC FTULUCGVUI \PIULUUUIU utT IIICDDOQU UusT CUTTUUITC 1T1T1TtCTT
décrit dans I''SOC RFC 792;

NOTE 4 Le présent document ne contient aucune exigence concernant ICMP.

IGMP - Internet Group Management Protocol (protocole Internet de gestion de grou
décrit dans I''SOC RFC 1112, I''SOC RFC 2236 ou I''SOC RFC 3376;

et)

pe)

NOTE 5 La prise en charge de la surveillance du trafic IGMP est pertinente en particulier pour les dispositifs SF

et SNGF, mais elle n'est pas strictement exigée dans le présent document. Voir le D.2.1.
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5.3 Attribution d'adresse IP pour le matériel
(voir le 8.7.3)

Des moyens doivent étre prévus pour configurer le matériel sur I'une des adresses réservées
a une utilisation dans des réseaux privés, comme cela est décrit dans I'lISOC RFC 1918,
avec un masque d'adresse réseau valide. Le masque de sous-réseau par défaut doit étre défini
de maniére appropriée pour 192.168.0.0/24 (classe C existante). L'adresse IP attribuée
doit rester fixe pendant le fonctionnement normal du matériel, y compris lors de la mise
sous tension et hors tension du matériel.

Un| nceud 450 peut réserver des sous-réseaux pour une utilisation non 450, par exerriple
poyr une utilisation interne (au matériel) ou pour d'autres interfaces. Tous les sous:réseaux
réservés doivent étre documentés. Les sous-réseaux suivants doivent toujours étre disponibles
pour le réseau IEC 61162-450: 192.168.0.0/24 — 192.168.10.0/24 et 172.16.0.0/16\(classe B).

5.4 Plage d'adresses de multidiffusion

(voif le 8.7.4)

La |plage de 239.192.0.1 a 239.192.0.64 est réservée a l'usage actueb et a un usage ultéripur
dans les protocoles de couche d'application (voir le 6.2.2).

La| plage d'adresses de multidiffusion 239.192.0.57/,'a 239.192.0.64 est utilisée
pour l'interconnexion avec les réseaux IEC 61162-3.

Le [matériel ONF ne doit pas utiliser les adresses”de multidiffusion figurant dans la plage
239.192.0.1 2 239.192.0.64.

NOTE 1 L'ISOC RFC 2365 définit la plage d'adresses de multidiffusion de 239.192.0.0 a 239.192.63[255
comme la portée IPv4 Organization Local Scope,. qui’ est l'espace a partir duquel une organisation attripbue
des|sous-plages lors de la définition des portées déstinées a une utilisation privée.

NOTE 2 La durée de vie (ou TTL [Time:To-Live], c'est-a-dire le nombre de sauts) pour la multidiffusion
est pdaptable afin de permettre la transmission sur plusieurs routeurs réseau. La valeur TTL par défaut est del 64.
Le rhasque de sous-réseau est correctement défini pour une classe C (réseau local).

5.5/ Adresse de dispositif(pour les réseaux d'instruments

De$ moyens doivent étre-prévus pour attribuer une plage d'adresses de dispositif entre 0 et 251
lorgque le PNGF émet.dans un réseau IEC 61162-3. L'adresse de dispositif peut étre définie
automatiquement.

6 | Spécification de la couche de transport

(voif le 8(8)

6.1~ Généralités

L'Article 6 spécifie la maniére dont sont utilisés les messages de multidiffusion UDP
pour la communication entre les matériels sur un réseau Ethernet.

Le matériel peut mettre en ceuvre les fonctionnalités d'envoi et/ou de réception. Les dispositions
de I'6 s'appliquent aux deux fonctionnalités, mais elles doivent étre soumises a l'essai
indépendamment, comme cela est décrit au 7.6.

La Figure 4 représente un exemple de structure de trame Ethernet avec une sentence
IEC 61162-450. Le bloc supérieur représente l'ensemble de la trame Ethernet, le bloc
de données a la disposition de l'utilisateur UDP étant indiqué en blanc. Les en-tétes IP et UDP
sont inclus dans les blocs gris. Le bloc inférieur représente le bloc de données a la disposition
de l'utilisateur UDP dans lequel une sentence IEC 61162-450 mise en forme est incluse.
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Les nombres au-dessus de la trame Ethernet indiquent la taille de chaque bloc. Les nombres
en regard du bloc de données d'utilisateur UDP indiquent le décalage par rapport au début
du bloc (0 — zéro).

B 6 2 20 8 0-1472 4

dmac smac type ip udp message |[EC 61162-450 | cre32

-/

/

0 U d P b
en-téte IEC61162-450

4 C 0’
6 \ s T )
10 I 0 0 0
14 1 ’ n
18 3 3 4 *
22 1 9 \ $ .

> charge utile IEC 61162-450
26 T I R O
30 T ’ 1 2
34 3 4 5
38 * 6 & <CR>
42 <LF> )

\s:TI0001,1:334*19\$TIROT,123.43*67<CR><LF>

Figure 4 « Exemple de trame Ethernet pour un SBM
provenant d'un capteur de vitesse angulaire

6.2 Messages UDP
6.2|1 Protocole-multidiffusion UDP

MultidiffusioadUDP — la multidiffusion IP est une technique de communication plusieurs
a plusieurs’~sur l'infrastructure IP d'un réseau. Les noceuds de destination envoiEnt
deq meSsages de jonction et peuvent envoyer des messages de retrait. La multidiffusior| IP
touche’ ,une plus large population de récepteurs, car elle n'exige pas une connaissance

préatable—des—réeepteurs—ni—de—leur—nombre—La—multidiffusion—eapitalise—tinrfrastraeture
de réseau en exigeant que la source n'envoie un paquet qu'une seule fois, méme s'il est
nécessaire de le livrer a un grand nombre de destinataires. Les nceuds du réseau veillent
a répliquer le paquet pour atteindre plusieurs destinataires uniquement lorsque cela est
nécessaire. Le protocole de couche de transport le plus fréquent pour utiliser I'adressage

de multidiffusion est le protocole de datagramme utilisateur (UDP).

Les émetteurs et récepteurs doivent au moins étre en mesure d'utiliser I'UDP défini
par I'l'SOC RFC 768 et spécifié plus en détail dans le présent document.
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.2 Utilisation des adresses de multidiffusion et des numéros d'acceés

Les numéros d'accés doivent étre attribués a partir de la plage d'accés dynamiques
que l'Internet Assigned Number Authority (IANA) a réservée pour les numéros d'accés
dynamiques et/ou privés (plage 49152 a 65535 inclus)

Le Tableau 4 définit les adresses de multidiffusion et les numéros d'accés de destination
qui doivent étre utilisés lors de la transmission de sentences a partir d'un bloc fonctionnel
de systeme. Le mapping du SFI sur le groupe de transmission par défaut est décrit
a I'Annexe A. Si le groupe de transmission par défaut est fourni par le matériel, le systéme

de pe
de (par exemple,
poyr prendre en charge l'utilisation du méme groupe de transmission pour le "fichier binaire| et
les|sentences connexes: échange d'itinéraire ECDIS et sentence RRT, par exemple).
NOTE La différentiation d'accés a pour objet de fournir un mécanisme assurant un certain sniveau de rédugdtion
de gharge pour le matériel récepteur.
Tableau 4 — Adresses de multidiffusion de destination et numéros d'acceés
Groupe de Catégorie Adresse de Acceés de
tfansmission g multidiffusion destination
MISC SF qui n'est pas explicitement répertorié ci-dessous 239.192.0.1 60001
TGTD Données relatives a la cible (SIA), messages relatifs 239.192.0.2 60002
a la cible suivie (radar)
SATD Taux de mise a jour élevé, par exemple cap du 239.192.0.3 60003
navire, données d'assiette
NAVD Sortie de navigation autre que celle des 239.192.0.4 60004
groupes TGTD et SATD
VORD Données exigées pour le VDR conformément a 239.192.0.5 60005
I''EC 61996-1
R¢OM Matériel de communication:radio 239.192.0.6 60006
TIME Matériel de transmissionide I'heure 239.192.0.7 60007
PROP SF propriétaires et spécifiés par I'utilisateur 239.192.0.8 60008
U$R1 Groupe de transmission défini par I'utilisateur 1 239.192.0.9 60009
U3R2 Groupe de transmission défini par I'utilisateur 2 239.192.0.10 60010
USR3 Groupe.de transmission défini par ['utilisateur 3 239.192.0.11 60011
U$R4 Groupe de transmission défini par I'utilisateur 4 239.192.0.12 60012
U3R5 Groupe de transmission défini par I'utilisateur 5 239.192.0.13 60013
U$R6 Groupe de transmission défini par I'utilisateur 6 239.192.0.14 60014
U3R7 Groupe de transmission défini par I'utilisateur 7 239.192.0.15 60015
USR8 Groupe de transmission défini par I'utilisateur 8 239.192.0.16 60016
BAiVH o0Urce adierie COniorime DAVl bigfldldﬂl daU UAIVI, £9Y9.192.U. TT1 [SVvA N
groupe 1
BAM2 Source d'alerte conforme BAM signalant au CAM, 239.192.0.18 60018
groupe 2
CAM1 CAM de la BAM, groupe 1 239.192.0.19 60019
CAM2 CAM de la BAM, groupe 2 239.192.0.20 60020
NETA Administration de réseau, par exemple détection de 239.192.0.56 60056
collision du SFI
PGP1 PGN, groupe 1 239.192.0.57 60057
PGP2 PGN, groupe 2 239.192.0.58 60058
PGP3 PGN, groupe 3 239.192.0.59 60059
PGP4 PGN, groupe 4 239.192.0.60 60060
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Group_e c!e Catégorie Ad|:e§se c!e Acc_és (_ie
transmission multidiffusion destination
PGB1 PGN de secours, groupe 1 239.192.0.61 60061
PGB2 PGN de secours, groupe 2 239.192.0.62 60062
PGB3 PGN de secours, groupe 3 239.192.0.63 60063
PGB4 PGN de secours, groupe 4 239.192.0.64 60064

NOTE 1 Les groupes de transmission USR1 a USR8 peuvent étre utilisés, par exemple, pour les données
propriétaires au format binaire.

N
ob
co

TE Z2_Pour equilibrer e trafic ou assurer la retrocompatibilite, en plus de la mise en oceuvre de rutisatjon
igatoire des groupes de transmission BAM1/BAM2 et CAM1/CAM2, la communication liée a la BAM peut éfre
hfigurée pour utiliser les groupes de transmission SATD ou NAVD par exemple.

Le
qui
de
le s
parn
de
du
de

Tableau 5 définit les adresses de multidiffusion et les numéros d'accés)'de destinafion
doivent étre utilisés lors de la transmission de données de fichier binaire. Si I'adresse
multidiffusion ou le numéro d'acces de destination par défaut est fourni par le matériel,
ysteme de configuration des parameéetres du matériel peut reniplacer cet élément
les adresses de multidiffusion ou les numéros d'accés de, destination des groupes
fransmission USR1 a USR8, RCOM, PROP du Tableau 4 rou par l'un des éléments
Tableau 5 (par exemple, pour prendre en charge l'utilisation du méme grolipe
fransmission pour le "fichier binaire" et les sentences connexes).

Tableau 5 — Adresses de multidiffusion de destination
et numéros d'accés pour le transfert de données binaires

Catégorie Adresse de Accés de
multidiffusion destination
Transfert de fichier binaire non retransmissible, groupe 1 2 239.192.0.21 60021
Transfert de fichier binaire non retransmissible, groupe 2 2 239.192.0.22 60022
Transfert de fichier binaire non retransmissible, groupe 3 @ 239.192.0.23 60023
Transfert de fichier binaire non retransmiissible, groupe 4 2 239.192.0.24 60024
Transfert de fichier binaire non retransmissible, groupe 5 2 239.192.0.25 60025
Transfert de fichier binaire retranémissible, groupe 1 ° 239.192.0.26 60026
Transfert de fichier binaire retransmissible, groupe 2 ° 239.192.0.27 60027
Transfert de fichier binaire retransmissible, groupe 3 ° 239.192.0.28 60028
Transfert de fichien binaire retransmissible, groupe 4 ° 239.192.0.29 60029
Transfert derfichier binaire retransmissible, groupe 5 ° 239.192.0.30 60030

L'adresse 239.192.0.25 et l'acces 60025 sont définis par défaut pour le transfert d'itinéraire ECOIS
(voirIEC 61174).

L '2drocca 220 192 0 26 At |
—aaFesSS LA a-g o~ - t—

(voir I'lEC 61996-1).

80026 —cont dAafinic  nar AdAfo it o le—transfert—dimageVPOR
o= S SeHHS—pPa—+¢ t T t t HY vt

L'adresse 239.192.0.30 et I'acces 60030 sont définis par défaut pour les blocs de données
retransmissibles ECDIS pour le transfert d'itinéraire (voir I'lEC 61174).

Le

Tableau 6 répertorie d'autres adresses de multidiffusion et accés réservés par le présent

document.
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Tableau 6 — Adresses de multidiffusion de
destination et numéros d'accés pour d'autres services

Catégorie Adresse de Accés de
multidiffusion destination
Syslog 239.192.0.254 514

L'envoi a syslog peut avoir lieu par multidiffusion ou par monodiffusion UDP.

Certains commutateurs peuvent ne prendre en charge que la monodiffusion UDP.

Led

L'lA
et
Les
en

dor
rec
d'e
de

6.2

adresses 239.192.0.31 a 239.192.0.55 sont réservées pour une extension ultérieure.

NA a défini que la plage d'accés 49152 a 65535 est réservée a une utilisation.dynamique
rivée. Les accés spécifiques du présent document sont dans les limites de cette plage IANA.
systémes d'exploitation utilisent également cette plage IANA pour leun‘usage intefne
tant qu'accés éphémeres. Ce double usage peut engendrer des conflits desnuméros d'acdés,
nant ainsi lieu a des pertes de communication des messages IEC)61162-450. Il |est
pommandé d'envisager une limitation de la plage d'accés éphémeres du systégme
xploitation du matériel connecté a un réseau IEC 61162-450(pour éviter les conilits
huméros d'acceés.

3 Somme de controle UDP

Tols les dispositifs doivent calculer et vérifier la~ysomme de contréle UDP définie

par
de

Un
par

6.2

Le
dat

Le
ma

NOT
con

7

7.1

I''SOC RFC 768. Il n'est pas admis d'attribuer_tine valeur nulle au champ de somme
contréle (aucune somme de contrble).

datagramme dont la somme de contréleJest incorrecte ou absente doit étre ignpré
le destinataire.

4 Taille des datagrammes

bloc fonctionnel de réseau ne doit pas émettre plus de 1 472 octets de données dans chaque
agramme, y compris I'en-téte, comme cela est indiqué a I'Article 7.

matériel récepteur peutiignorer les datagrammes dont la taille est supérieure a la tdille
Kimale spécifiée.

[E La taille maximale des datagrammes UDP peut étre de 64 ko au maximum lorsqu'ils sont envqyés
me plusieurs fragments IP.

Spécification de la couche d'application

En-téte de datagramme

(voir le 8.9.2)

7.1

| En-téte valide

Les six premiers octets de tout datagramme de multidiffusion UDP doivent contenir
l'une des chaines suivantes, suivie d'un caractére nul (tous les bits définis sur zéro):

"UdPbC" pour la transmission de sentences mises en forme selon I'lEC 61162-1, comme
cela est décrit au 7.2;

"RaUdP" pour la transmission de fichiers binaires, comme cela est décrit au 7.3;

"RrUdP" pour la transmission de fichiers binaires retransmissibles, comme cela est décrit
au 7.3;
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e "NkPgN" pour la transmission de messages PGN IEC 61162-3, comme cela est décrit
au 7.4.

Les six premiers octets de tout datagramme TCP/IP doivent contenir la chaine suivante, suivie
d'un caractére nul (tous les bits définis sur zéro):

e "RrTcP" pour la transmission de fichiers binaires, comme cela est décrit au 7.6.
NOTE 1 Le terme "datagramme" signifie "paquet" dans ce contexte.

Les datagrammes entrants dont I'en-téte est inconnu doivent étre ignorés sans traiter le contenu
apres Ten-téfe.

NOTE 2 Les éditions ultérieures de I'lEC 61162-450 peuvent définir d'autres codes d'en-téte. Ce type“de dode
d'er]-téte est différent de ceux déja utilisés et contient au moins six octets, incluant éventuellement un _caractére nul
de fjn.

7.112 Consignation des erreurs

Le [matériel doit procéder au comptage des datagrammes recgus dont I'en:téte n'est pas valide
et tenir ces informations a disposition, comme cela est indiqué au 4.3.3l.

7.2 Transmissions de sentences IEC 61162-1 générales
7.211 Application de ce protocole
(voif le 8.9.1)

Ce| protocole fournit un mécanisme par lequel Jles sentences IEC 61162-1 peuvent &tre
envoyées a un ou plusieurs destinataires présents sur le réseau. Le protocole permet
de fusionner plusieurs sentences en un datagramme.

7.2|2 Types de messages pour lesquels ce protocole peut étre utilisé

(voif le 8.9.3)

Ce|protocole doit étre utilisé pourles messages de types SBM et MSM (voir I'Annexe A). Il doit
également étre utilisé pour lesléchanges de messages CRP selon les dispositions spécifiges
a I'Annexe C.

7.2|3 Parameétres de.bloc TAG pour les sentences émises dans le datagramme
(voif le 8.9.4)

7.213.1 Bloc.TAG valide

Chaque sentence doit étre précédée d'au moins un bloc TAG, comme cela est indiqué
a I'Annexe B, contenant un ou plusieurs des codes de paramétre décrits du 7.2.3.3 au 7.2.3.8.
L'ajout.de blocs TAG avec des codes de paramétre a lieu aprés le dernier bloc TAG existant.

Un exemple d'application d'un ou de plusieurs codes de paramétre "s" est fourni ci-apres.

Source d'origine = GP0001

\s:GP0001*hh\$GPGLL,5057.970,N,00146.110,E,142451,A*27<CR><LF>
\s:GP0001*hh\\s:AB0O001*hh\$GPGLL,5057.970,N,00146.110,E,142451,A*27<CR><LF>
\s:GP0001*hh\\s:AB0O001*hh\\s:TT0001*hh\$GPGLL, 5057.970,N,00146.110,E,142451,A
*2T7<CR><LFE>

Si une valeur est attribuée plusieurs fois a un code de parametre dans I'ensemble
des blocs TAG alors qu'une seule valeur est attendue, la valeur de code de paramétre la plus
proche du début de la sentence IEC 61162-1 et conforme a I'lEC 61162-450 (voir le 7.2.3.4)
doit étre utilisée.
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NOTE Le code de parameétre "s" conforme a I'lEC 61162-450 peut étre ajouté par le SNGF ou I'ONF.

S'il existe plusieurs codes de paramétre source "s", la source d'origine est le paramétre "s"
le plus a droite dans le bloc TAG le plus a gauche a partir du début de la sentence IEC 61162-1
et conforme a I'lEC 61162-450 (voir le 7.2.3.4).

Si un dispositif modifie le contenu d'une sentence IEC 61162-1 regue, alors les blocs TAG
qui contiennent les codes de parameétre source "s" doivent étre supprimés et remplacés
par un bloc TAG qui contient un code de paramétre source "s" fondé sur le SFI du dispositif

qui a effectué la modification.

Un|bloc TAG, ou un groupe avec deux blocs TAG ou plus, peut contenir plusieurs destinations.
Chaque récepteur est responsable de la reconnaissance de son propre identificateur, etiehaque
récepteur traite la ligne de bloc TAG (voir I'Article B.5) ou le groupe de lignes de‘bloc TAG
comme étant adressée a cette unité.

e |Premier exemple

Deux datagrammes valides sont représentés ci-dessous. Le second.datagramme montre
deux occurrences du code de paramétre "s", ou la premiére occurrence (AC1000) |est
la source d'origine et la seconde occurrence qui est la plus prochedg la sentence (BC10D0)
identifie le dispositif que cette sentence a traversé.

\d:AB0001,d:AB0002,s:BC1000*hh\!BSVDM,1,1,,A,3Cu>»2;002nQHi0 R=23BTB3F00Uh,
0*7¢C

\s:AC1000,c:1558090544462*hh\\d:AB0001,d:ABPQ02,s:BC1000*hh\!BSVDM, 1,1, A,
3Cu>2;002nQHi0 R=23BTB3F00Uh, 0*7C

e |Second exemple

Le datagramme ci-dessous représente le«cas ou un code de paramétre "s" (002300000)
provient d'une source non conforme a I'lE€ 61162-450. Un récepteur peut utiliser ou ignqrer
cette source non conforme a I'lEC 61162-450. Noter que le code de parameétre "s" (BC10p0)
le plus proche de la sentence est conforme a I'lEC 61162-450.

\s:002300000,c:1558090544462*hh\\d:AB0001,d:AB0002,s:BC1000*hh\!BSVDM, 1,1,
,A,3Cu>2;002nQHi0 R=23BTB3F00Uh, 0*7C

Podir la conformité au présentidocument, tous les codes de paramétre de bloc TAG sont définis
au |moment de l'installation et ne doivent pas étre configurables de maniére dynamique
en fonctionnement normal.

NOTE Les sentences de controle permettant de modifier les codes de paramétre dans la NMEA 0183 ne doiyent
pas|étre utilisées enfonctionnement normal.

7.2.3.2 Controle de bloc TAG

Seliles(les sentences précédées de blocs TAG valides définis comme cela est indiqué
au [.2/3.1 doivent étre traitées par le destinataire.

Un bloc TAG peut contenir des codes de paramétre et leurs valeurs connues et/ou non connues
par le récepteur. En outre, il peut exister plusieurs occurrences d'un code de parameétre.
Les exemples ci-dessous constituent une aide pour une interprétation correcte.

Si la valeur du code de paramétre "s" n'est pas comprise par le récepteur, par exemple si
elle n'est pas codée comme dans le présent document (voir le 7.2.3.4), le message doit étre
ignoré, par exemple:

\s:002300000*hh\!BSVDM,1,1,,A,3Cu>2;002nQHi0 R=23BTB3F00Uh, 0*7C
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Si le code de parameétre "s" est présent deux fois, la premiére instance codée comme
dans le présent document (voir le 7.2.3.4) et la seconde instance non comprise
par le récepteur, alors le message doit étre accepté en fonction du code de paramétre compris
par le récepteur et I'existence du code de paramétre non compris est ignorée, par exemple:

\d:AB0001,d:AB0002,s:BC1000*hh\\s:002300000*hh\!BSVDM,1,1,,A,3Cu>2;002nQHi0 R
=23BTB3F00Uh, 0*7C

NOTE L'exemple ci-dessus peut étre le résultat d'un nceud qui ajoute son bloc TAG devant les blocs TAG existants
plutdét que devant le début de la sentence (voir le 7.3.2.1).

Lorsque le code de paramétre "s" est présent deux fois, seul le code de paramétre "s" plus
proche du debut de la sentence IEC 6 1162-T est ulllisé (S:AT000T dans I'exemple ci-dessous)
et lfautre est ignoré, par exemple:

\q¢:AB0001,d:AB0002,s:BC1000*hh\\s:AI0001*hh\!BSVDM,1,1,,A,3Cu>2;002nQHI0 R523
BTB3F00Uh, 0*7C

Si [le message contient des codes de paramétre connus (par exemple, 's"y et inconnus
(par exemple, "c" défini dans le présent document, mais non mis en ceuvre par le réceptepr),
alofs le message doit étre accepté et le code de parametre inconnWw doit étre ignaqré,
parn exemple:

\4:BC1000,c:1558090544462*hh\!BSVDM,1,1,,B,1D80CBO003HQi5WPR71;PnhgD8@Ip, 0*37

Si fous les codes de paramétre sont inconnus du récepteur (par‘exemple, "h" n'est pas défini
dans la présente norme et "c" n'est pas mis en ceuvre par,le’ récepteur), alors le message
doif étre ignoré, par exemple:

\}:002300000,c:1558090544462*hh\!BSVDM, 1,1, B, ID80CBO03HQi5WPR71;PnhgD8@Ip,[0*
37

7.213.3 Commande de regroupement — g

Le pode de parametre "g" doit étre utilisé parles émetteurs pour regrouper les blocs TAG etfou
les| sentences. Il doit au moins étre utilisé pour regrouper les sentences classées comme
appartenant au type de message "MSM" du Tableau A.2, si le groupe multisentenges

estlcomposé de plusieurs messagesIl n'est pas exigé d'inclure le code de paramétre|'g
pour les sentences a une seule ligne:

NOTE Un exemple d'utilisation fagultative consiste a associer ou a lier des sentences connexes, par exemple
les gentences GGA et VTG provenant d'un récepteur GNSS peuvent étre regroupées.

Leg destinataires doivent accepter le code de paramétre "g" pour tous les types de messagges.

Ung sentence de)type MSM valide dont les champs de données internes spécifient

qu'elle appartientra un groupe de plusieurs messages doit étre ignorée si le groupe "g" |est
abgent ou s'il.contient des informations incohérentes.

La| valeyr du code de parameétre"g" est divisée en trois champs. Les champs
dansies paramétres "g" sont séparés par le caractére comme délimiteur. Les utilisatipns

d I lo £ ol o P | HPRAY o H 4
e Magquc CITallTp (UT yautllitc a UTUIT ) SUTTUTTS SUTvVdITlTo.

1) le numéro de ligne pour ce bloc TAG particulier et la sentence associée;
2) le nombre total de lignes;

3) le code de groupe. Il est utilisé pour différencier les différents groupes de blocs TAG et
les sentences.

Le code de groupe est déterminé par le dispositif émetteur. La valeur initiale du code de groupe
doit étre un ("1") et sa valeur d'incrément doit étre égale a un ("1"). Le code de groupe doit étre
réinitialisé sur un ("1") aprés 99; la plage valide est donc comprise entre 1 et 99 inclus.
Le récepteur ne doit pas faire d'hypothése concernant la valeur initiale du code de groupe.

Lorsqu'il est utilisé, le code de parameétre "g" doit étre le premier code de paramétre
du bloc TAG.
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Toutes les sentences regroupées de type MSM d'un message doivent étre incluses
dans le méme groupe de lignes liées, mais le groupe de lignes liées peut également inclure
d'autres sentences que celles de type MSM.

Il est recommandé d'envoyer les sentences regroupées en un nombre de datagrammes aussi
restreint que possible afin de réduire le plus possible la probabilité de réception de paquets
dans le désordre.

Un exemple d'utilisation conforme est donné ci-dessous. Dans cet exemple, quatre
sentences VDM sont regroupées (les 2 premiéres sont distinctes et les 2 dernieres font partie
du [MSM).

\g:1-4-45,d:AB0001,d:AB0002,s:BC1000*hh\

'§SvDM, 1,1, ,A,3Cu>2;002nQHi0 R=23BTB3F00Uh, 0*7C
\g:2-4-45,d:AB0001,d:AB0002,s:BC1000*hh\
'4svbM,1,1,,B,1D80CBO03HQi5WPR71; PnhgD8@Ip, 0*37
\gq:3-4-45,d:AB0001,d:AB0002,s:BC1000*hh\

'§SVDM, 2,1,3,A,5CLBG7T28e0dt "4V2205E862222222222222220t3HK8440Ht"; BCRCp88884
*1E

\d:4-4-45*hh\ !'BSVDM,2,2,3,A,88888888880,2*3E

~
(@]

Un| exemple d'utilisation non conforme du regroupement\ est donné ci-dessous.
Daps cet exemple, le regroupement des trois premiéres lignes n'inclut pas la seconde partie
du message MSM.

\g:1-3-45,d:AB0001,d:AB0002,s:BC1000*hh\

'§SVvDM, 1,1, ,A,3Cu>2;002nQHi0 R=23BTB3F 00Uh/ZO0*7C
\g:2-3-45,d:AB0001,d:AB0002,s:BC1000*hh\

'4svbM, 1,1, ,B,1D80CBO03HQi5WPR71; PnhgD 8@Ip, 0*37
\q:3-3-45,d:AB0001,d:AB0002,s:BC1000*hh\

'4SVDM, 2,1,3,A,5CLBG7T28e0dt "4V2205E8%62222222222222220t3HK8440Ht;BCRCp88884, 0
*IE

\d:AB0001, d:AB0002,s:BC1000*hh\!BSVDM,2,2,3,A,88888888880,2*3E

L'ekemple suivant décrit le code de patamétre "g" utilisé pour regrouper des sentences en deux
grojupes différents, chacun composé de deux sentences:

\g:1-2-34,s:IN0001*3A\!ABVDM,1,1,1,B,100000?20?wJdm4: GMUrf40g604:4,0*04
\g:2-2-34,s:INO00L*39XSABVSI, r3669961,1,013536.96326433,1386,-98,,*14

\g:1-2-46,s:IN0001*3F\'ABVDM,1,1,1,B,15N1u<PPlcdnFj:GV4>:MOw:0<02,0*2D
\g:2-2-46,s:INO0O01I®3C\$ABVSI, r3669962,1,013538.05654921,1427,-101,,*20

Leg exigences supplémentaires relatives a l'utilisation du code de paramétre "g" sont |les
suiyantes:

1) |toutes.es/lignes de bloc TAG regroupées doivent étre envoyées par ordre croissant, comme

cela-est indiqué par la premiére valeur numérique du code de parametre "g";

2) |les_lignes de bloc TAG regroupées ne doivent pas étre envoyées avec un retard de plus
d'ureseconde entre chraque tignme de biot TAG:

Les récepteurs peuvent ignorer le groupe complet si les deux exigences ci-dessus ne sont pas
respectées.

Un exemple d'utilisation non conforme de la premiére exigence est une variante de I'exemple
précédent avec une séquence incorrecte (deux lignes sont envoyées dans le mauvais ordre):

\g:2-2-34,s:INO00L1*39\$ABVSI, r3669961,1,013536.96326433,1386,-98,,*14
\g:1-2-34,s:IN0001*3A\!ABVDM,1,1,1,B,100000?0?wJdm4: GMUrf40g604:4,0*04
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7.2.3.4 Identification de la source — s

Le code de paramétre "s" doit étre défini pour les émetteurs et doit contenir I'ID de fonction
systéme (SFI, voir le 4.4.2) correspondant au bloc fonctionnel d'ou provient la sentence.

Les messages regus sans aucun code de parametre "s" connu doivent étre ignorés.

Plusieurs codes de paramétre "s" peuvent étre utilisés pour indiquer la voie empruntée
par un message. Le premier code de parameétre "s" ou le code de paramétre "s" le plus a droite
est le SFI du dispositif qui crée le message. Des SFI de matériels supplémentaires
poyrfes codes de parametre Source peuvent eire gjoutes a gauche alin d indiquer Iitinéraire
suiyi par le message.

Paf exemple, un SNGF peut ajouter son SFI comme parametre source a un message Tfin
d'indiquer que le message provient d'un SNGF particulier. Pour un exemple de. configurafion
deg SFI capteur et des SFI SNGF, voir la Figure 2 et la Figure 3.

7.213.5 Identification de la destination — d

Le [code de parameétre "d" doit étre défini pour les sentences dentype CRP et est facultatif
pour les autres types. S'il est utilisé, il doit contenir I'ID de fonction'systéme (SFl, voir le 4.4.2)
corfespondant au destinataire prévu de la sentence.

Si pucun code de parametre de destination n'est présent, ‘tous les dispositifs qui recoivent
cetle sentence doivent la traiter.

Plusieurs codes de paramétre "d" peuvent étre 'spéecifiés si plusieurs destinataires préyus
sort présents. Tous les codes de paramétre/"d""'dans un groupe de blocs TAG s'appliquent
collectivement a toutes les sentences associees au groupe de blocs TAG. Les destinataires
énumérés doivent traiter le contenu des sentences associées et réagir a celui-ci.

NOTE Cela peut étre le cas pour les fonctionside commande redondantes. Les autres destinataires lisent égalenpent
le mhessage, par exemple pour les besoins-de I'enregistrement des données du voyage, mais il n'est pas pfévu
qu'ils interviennent sur le contenu.

S'ill est nécessaire de spécifier plus de codes de paramétre "d" qu'un seul bloc TAG
peut contenir, la liste des(codes de paramétre "d" doit étre divisée sur plusieurs blocs TAG.
Si ¢es blocs TAG se trouvent sur la méme ligne de bloc TAG, il n'est pas nécessaire de les [ier

en |utilisant le code_de\‘paramétre "g". Par exemple, deux blocs TAG, I'un avec 7 et I'aytre
avgc 2 codes de parameétre "d":

\4:IN0001,d«AB0O00Ll,d:AB0002,d:AB0003,d:AB0004,d:AB0005,d:AB0006,d:AB0007*hH\\
d{AB0008, dsAB0009*hh\$ABVSI, r3669961,1,013536.96326433,1386,-98,,*14

7.2/3.6 Paramétre de comptage de ligne — n

(voif 16.8.974.1)

Le code de paramétre "n" peut étre utilisé pour attribuer un numéro de séquence
a des sentences spécifiques émises a partir d'un bloc fonctionnel de systéme. Le format
de la valeur de parameétre est un entier positif. La valeur doit commencer a un ("1") et doit étre
incrémentée de un ("1") pour les sentences spécifiques émises a partir de ce bloc fonctionnel
de systéme. La valeur de paramétre doit étre réinitialisée sur un ("1") aprés 999, la plage valide
est donc comprise entre 1 et 999 inclus.

EXEMPLE 1 Un récepteur GPS envoie ses sentences a tout le monde. Des sentences spécifiques,
toutes les sentences ou un sous-ensemble de sentences envoyées peuvent étre pris en charge par un seul compteur
de ligne.

EXEMPLE 2 Un matériel met en ceuvre I'ECDIS et le controle de route. Des sentences spécifiques envoyées
par la fonction de contréle de route au pilote automatique peuvent étre prises en charge par un compteur de ligne.
Toutes les autres sentences envoyées par le matériel sont sans code de paramétre de comptage de ligne.
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EXEMPLE 3 Une commande de variation d'intensité d'affichage centrale envoie des sentences DDC séparément
pour plusieurs moniteurs. Chaque moniteur est identifié a I'aide du code de parametre d. Chaque flux de sentences
DDC peut étre pris en charge par des compteurs de ligne distincts.

7.2.3.7 Parameétre de chaine de texte — t (données propriétaires)

Le code de parameétre "t" est un champ de texte libre. Le présent document réserve le codage
pour les codes TAG propriétaires avec les champs définis ci-dessous, le "p" de début et le code
mnémonique a trois lettres du fabricant étant exigés pour ce type de chaine de texte.

t:p<manufacturer mnemonic code in lower case><proprietary data>

Un|exemple utilisé pour l'authentification propriétaire des lignes a I'aide du regroupemenf et
de Ja source pour le fabricant "mmm" peut étre

\q:1-2-34,s:TI0001,n:333*6B\STIROT,123.45*67
\q:2-2-34,s:TI0001,n:334, t:pmmma;MD5;0x12345678*0D\

7.2/3.8 Authentification générale — a
(voif le 8.9.5)

Le |code de paramétre d'authentification est utilisé pour signersun message avec un ot
de passe. Le simple envoi d'un mot de passe avec le message révele le mot de pasgse
a quiconque écoute le trafic. L'envoi d'un condensé de signature permet de garder le mot
de passe secret.

Tolys les types de messages peuvent étre signés a l'aide du code de paramétre
d'apthentification. Le code de paramétre d'authentification ne modifie en aucun cas le message
d'ofigine. Il est toujours possible d'ignorer ce blog, TAG et d'utiliser le reste du message.

EXBMPLE Signature des commandes de configuration’pour les dispositifs ou les commandes au pilote automatique.

Le |code de paramétre d'authentificatioh fournit un mécanisme normalisé de transmissjion
du condensé avec le message. La gestion du mot de passe est hors du domaine d'applicafion
du |présent document. Un moyen consiste a utiliser des clés prépartagées (PSK, Pre-Shayed
Keys) sur les dispositifs participants.

NOTE 1 La clé prépartagéee peut étre composée de 32 caractéres alphanumériques, par exemple
"Alda iacta est 1234567890".

Ce|code de parametre est facultatif, et il convient de ne [I'utiliser qu'en cas de problémes
de écurité particuliers. Si ce TAG est fourni, la documentation du fabricant doit décrire quelles
méthodes de calcul de signature le matériel prend en charge parmi les différents types
de méthodesidisponibles et doit expliquer comment partager les clés.

Le format™du bloc TAG est le suivant:

\arc-h--h*hh\

dans lequel
¢ estle type de méthode de calcul facultative de la signature:
1) MD5;
2) SHA-256; et
P) propriétaire;
h-h est la représentation hexadécimale de la signature, par exemple 32 codes hexadécimaux
pour MD5.
Un exemple de bloc TAG est le suivant:

\a:1-123456789abcdef67890123456789012*hh\
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Les types de méthodes de calcul de signature sont les suivants.

1)

MD5
La signature est un condensé MD5 du mot de passe plus le message. MD5 est un algorith

me

de condensé de message a sens unique (RFC 1321). La longueur totale de la signature
est de 128 bits ou 32 codes hexadécimaux. MD5 est couramment utilisé pour stocker

les mots de passe sous Unix. La révélation du condensé n'expose pas le mot de passe.

NOTE 2 Voir http://tools.ietf.org/html/rfc1321 et http://en.wikipedia.org/wiki/MD5.

La sécurité fournie en 2023 par MD5 est faible. Pour une nouvelle conception, SHA-256

2)

La
pré
au
Les
d'e

Si

d'a
cor
doi
d'a
s'a

Ex¢mple d'utilisation de bloc TAG\d'authentification:

EStTeCommTande:

SHA-256

n'expose pas le mot de passe.
Propriétaire

exige que les deux parties utilisent la méme méthode propriétaire,spécifiée par le fabrica

valeur du code de paramétre d'authentification est calculée. par concaténation d'une
partagée et de tous les blocs TAG et toutes les sentences du message en une seule cha
iliser par la méthode de calcul de signature, de maniére a¢produire le condensé de signatu
"retours chariot" et "sauts de ligne" a partir des sentences’ne sont pas inclus dans la cha
htrée.

e code de parameétre d'authentification "a" estutilisé, il doit se trouver dans le bloc T
Lithentification qui lui est propre, sans autre code de paramétre. Pour un message regro
hposé de plusieurs lignes de blocs TAG éet“de sentences, le bloc TAG d'authentifica
| étre placé sur la premiére ligne duXgroupe. Dans la premiére ligne, le bloc T
Lthentification doit étre le dernier bloc, TAG, et placé avant une sentence de cette ligne. C
bplique également a un bloc TAG etune sentence a une seule ligne sans regroupement

Message composé de deux’sentences regroupées a protéger par authentification:
\g:1-2-23,s:IN0001*3C\'ABVDM,1,1,1,B,15N1u<PP1cJdnFj:GV4>:MOw:0<02,0*2D
\g:2-2-23,s:INO0OI*3F\$ABVSI,r3669962,1,013538.05654921,1427,-101,,*20

Clé prépartagéeja utiliser pour le calcul de signature:

Alea iacta-est 1234567890

Chaineld’entrée obtenue pour le calcul de signature:

Alea iacta est 1234567890\g:1-2-
23,s:INO001*3C\'ABVDM, 1,1,

La signature est un condensé SHA-256 du mot de passe plus le message. La\longupur
totale de la signature est de 256 bits ou 64 codes hexadécimaux. La révélation-dd condensé

La signature est un condensé propriétaire du mot de passe plus le message. Cette variante

nt.
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23,D.=I‘IUUUI VWALV OTL,TJIUU
Message a envoyer incluant la signature, méthode MD5:
\g:1-2-23,s:IN0001*3C\\a:2-

851E40CC1CB7E3B39D961D7CF10BD8D3*44\|ABVDM,1,1,1,B,15N1u<PP1cJnFj:GV4

>:MOw:0<02,0*2D
\g:2-2-23,s:IN0001*3F\$ABVSI,r3669962,1,013538.05654921,1427,-101,,20

Les messages sans code de parameétre d'authentification sont acceptés, a moins que
les parametres de configuration du destinataire soient explicitement définis pour exiger
l'authentification des paquets entrants.

S'il est prévu que le dispositif exige l'authentification des paquets entrants, les paquets
sans authentification valide doivent étre supprimés.
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NOTE 3 |l est conseillé que le SNGF évite de transmettre des mots de passe en clair a partir des sentences SPW
regues sur une connexion série.
7.2.3.9 Identification du paquet de destination — x

(voir le 8.9.4.1 et le 8.9.4.2)

Le code de parameétre "x" est facultatif, sauf s'il est exigé par une norme de matériel
(par exemple, communication liée a la BAM). Voir I'Annexe H pour les identificateurs de paquet.

7.2

.3.10 Identification du paquet source - z

(voi

Le
Voi

7.2

le 8.9.4.1)

code de paramétre "z" est facultatif, sauf s'il est exigé par une norme de( matétiel.

r I'Annexe H pour les identificateurs de paquet.

4 Exigences de traitement des datagrammes entrants

Poyr les datagrammes destinés a étre traités par le SF, une Defreur de synt
s un bloc TAG ou dans une sentence doit conduire le matériel récepteur a igngrer

dar
I'er
un

semble du datagramme sans autre traitement que celui spécifié.'au 7.2.5. L'exception
SNGF qui peut retransmettre les sentences anormales a I'agcés série approprié, s'il p|

pXe

est
eut

étr¢ déterminé a partir d'un champ de destination valide, ou a“l'ensemble des accés serie

cor

7.2
(voi

Le
des
au

7.3

(voi

7.3

nectés, si aucun champ de destination n'est spécifié.

5 Consignation des erreurs pour le traitement des datagrammes entrants

le 8.10)

matériel doit procéder au comptage «des erreurs détectées dans le traitement

datagrammes contenant des sentences IEC 61162-1. Les erreurs suivantes doiv
moins étre comptées et mises a disposition, comme cela est indiqué au 4.3.3:

toutes les erreurs de mise en forme du bloc TAG, comme cela est indiqué au 7.2.3.1;
erreur de somme de contréle TAG;

ent

erreur de syntaxe TAG (longureur de ligne, utilisation de délimiteurs, caractéres non validgs);

erreur de cadrage TAG_(debut ou fin incorrecte du bloc TAG);

toutes les erreurs de.syntaxe de sentence, y compris de mise en forme, de longueur ou
somme de contréle; comme cela est indiqué au 7.2.3.9.

Transfertide fichier binaire par multidiffusion UDP — Un seul émetteur, plusieurs

récepteurs

le 8.14)

1 Application de ce protocole

de

Ce protocole fournit un mécanisme par lequel les données non mises en forme selon
I''EC 61162-1, par exemple images radar placées dans un fichier, peuvent étre transmises
a un ou plusieurs récepteurs. Ce protocole prend en charge la transmission de fichiers de zéro
octet jusqu'a 4 milliards de blocs de fichiers.

Le matériel utilisant ce mécanisme doit étre en mesure d'utiliser I'une des formes suivantes
de transfert de fichier binaire:

transferts non retransmissibles, dans lesquels I'émetteur envoie I'ensemble du fichier

binaire sans retour du récepteur;

transferts retransmissibles dans lesquels un retour limité d'un récepteur identifié par DestID
peut étre utilisé pour retransmettre certaines parties du fichier binaire, alors que d'autres
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récepteurs paralleéles fonctionnent comme des récepteurs uniquement passifs du fichier

binaire.

retransmissibles et

retransmissibles par rapport au TCP/IP réside dans la possibilité de disposer de plusieurs récepteurs paralléles

pou

Le

r une méme transmission.

Tableau 7 donne une description des termes utilisés dans cette application.

Tableau 7 — Description des termes

Terme Description

DWORD Mot double. Un entier de 32 bits non signé (dans la plage de 0 a 4294967295). DWORDO
est construit a partir de quatre OCTETS transmis a la suite, dont I'ordre de transmissior]
sur le réseau est le suivant: OCTET de poids fort en premier, suivi de 'OCTET de poidg
fort suivant jusqu'a I'OCTET de poids faible.

Cdractére nul Un OCTET avec la valeur zéro

Odtets réservés Nombre d'octets dans le datagramme qui peuvent étre ignorés pardesrécepteur. Les
octets réservés peuvent étre des informations d'en-téte supplémentaires qui n‘ont un
sens que pour les nouvelles versions du protocole.

WPORD Un entier de 16 bits non signé (dans la plage de 0 a 65535)."WORD est construit a part|r
de deux OCTETS transmis a la suite, dont I'ordre de transmission sur le réseau est le
suivant: OCTET de poids fort suivi de 'OCTET de poids_faible.

STRING[n] Une suite de n OCTETS exactement, interprétée comme une chaine de caractéres.

L'ordre de transmission sur le réseau est le suivant’ caractére le plus a gauche en

premier. Si la chaine comporte moins de n OGTETS, un caractére nul doit étre attribué

aux octets de fin supplémentaires. Toutes/es*chaines de I'en-téte sont codées

ISO/IEC 8859-1 (ISO Latin 1).
7.3{2 Structure de fichier binaire
7.312.1 Généralités
Leg fichiers binaires sont transmis\sur le réseau dans un ou plusieurs datagrammies.
La tructure du fichier binaire est-un flux d'octets séquentiel et non complété divisé en tfois
grojupes principaux: I'en-téte, le descripteur de fichier binaire et les données du fichier binaire
(vojr le Tableau 8 et le .Tableau 9). L'en-téte est nécessaire a la synchronisation| et
a la validation de l'intégritey;'des données. Le descripteur de fichier binaire sert a décfire
les|données du fichier binaire et n'est utilisé que dans le premier datagramme pour chaque

trapsfert de fichier bimaire.

7.3

2.2 Transferts non retransmissibles et retransmissibles

Tableau 8 — Structure de fichier binaire

En-téte 61162-450 (voir le 7.3.3)

Descripteur de fichier binaire (dans le premier datagramme uniguement) (voir le 7.3.4)

Fragment de données du fichier binaire (voir le 7.3.5)

En-téte 61162-450 (zéro ou plus)

Fragment de données du fichier binaire (zéro ou plus)

Une transmission minimale de fichier binaire a l'aide d'un transfert non retransmissible ou
retransmissible est composée des trois premiers blocs dans lesquels la longueur du fragment
du fichier binaire peut étre nulle.

L'en-téte doit étre répété comme le premier élément d'un datagramme contenant des fragments

de

données du fichier binaire.
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7.3.3 En-téte 61162-450
7.3.31 Format de I'en-téte

L'en-téte a pour objet de fournir le statut de transfert de données aux récepteurs. Cela permet
a un récepteur d'identifier une éventuelle perte de données lors du transfert de fichier, ainsi que
la mesure de cette perte. De plus, l'en-téte est utilisé pour fournir un mécanisme
de retransmission pour le transfert de fichier binaire retransmissible.

Le format de I'en-téte 61162-450 est défini dans le Tableau 9.

Tableau 9 — Format de I'en-téte 61162-450

Elément de TYPE Description
données
Token STRING[6] Identificateur sous la forme d'une chaine ASCII de 5 octets stjvie d'un

caractere nul (voirle 7.1.1.

Vdrsion WORD Définit la version de I'en-téte. La version de I'en-téte dé\valeur 2 est définie
dans le présent document. Des extensions et/ou desyversions modifiées
peuvent mettre a jour cette valeur.

HdaderLength WORD Définit la longueur de I'en-téte en octets. Il s'agit au moins de la longueur de
I'en-téte. Les éditions ultérieures de I'lEC 61182-450 peuvent ajouter d'autres
champs a cet en-téte, pour autant qu'ils soient conformes a la définition de
I'en-téte indiquée dans le présent document. Les récepteurs qui ne connaissgnt
pas ces champs supplémentaires daivent les ignorer.

SrplD STRING[6] Définit I'identificateur du systéme source au format "ccxxxx" (voir le 4.4.2).

DgstID STRING[6] Pour le transfert retransmissible, définit I'identificateur du systéme de
destination au format "ccxxxx", par exemple "VR0001" pour VDR (voir le 4.4.2

~

Si DestID = "XXXXXX!saucune destination n'est attribuée.

Type WORD Identifie les informations de I'en-téte.

BlpckID DWORD Identificateur de bloc de fichier binaire. La valeur initiale est générée de
maniére aléatoire dans les limites de la plage comprise entre 0 et

(232 — 1 = 4294967295). Elle est incrémentée de 1 aprés la transmission d'un
bloc complet.

SdgquenceNum DWORD Définit Te numéro de séquence du bloc de fichier binaire. Dans les
messages ACK, il est utilisé pour informer I'émetteur que le bloc a été regu.

MaxSequence DWORD Le nombre de datagrammes nécessaires a la transmission de ce bloc de
données de fichier binaire. Si SequenceNum est égal a MaxSequence, cela
signifie que ce datagramme est le dernier du bloc de données. MaxSequence
est uniquement utilisé pour le message de type DATA. Pour les autres
messages (QUERY,ACK), la valeur de ce champ doit étre 0.

D4gvice BYTE Source de données (dispositif) en tant que valeur binaire, 1 pour le matériel 1,
2 pour le matériel 2, etc. La valeur peut étre comprise entre 1 et 255.

Channel BYTE Subdivision en fonction de la source de données (dispositif), valeurs comprisg¢s
entre 1 et 255, valeur par défaut = 1.

Les champs Device et Channel sont définis par l'application et peuvent étre utilisés
par les récepteurs pour déterminer la maniére de traiter les données du fichier binaire.

7.3.3.2 Utilisation du jeton d'en-téte

Le jeton d'en-téte permet d'identifier le type de bloc de données et le mode de transfert.
Il n'est pas utilisé pour accepter ou rejeter des transmissions. Deux jetons d'en-téte sont définis
au 7.1.1:

¢ "RaUdP" — Simple service de transfert de fichier binaire avec multidiffusion UDP;

e "RrUdP" — Service de transfert de fichier binaire retransmissible avec multidiffusion UDP.
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7.3.3.3 Version

Définit la version de I'en-téte. Elle doit étre définie sur 2 pour le présent document.

7.3.3.4 Identificateur de destination

Pour les transmissions vers un récepteur spécifique, le champ doit contenir le SFI
de destination. La valeur du champ doit étre "XXXXXX" pour une destination non spécifique.

7.3.3.5 Type de message

Le|type de message donne les informations relatives aux informations que contilent
le datagramme:

e |DATA (0x01) — Ce type est utilisé pour la transmission de données de fighier binajre,
y compris le descripteur de fichier;

e |QUERY (0x02) — Ce type est utilisé par I'émetteur pour demander le, Statut de récepfion
du récepteur. La longueur de la charge utile de ce message est toujours nulle (0). Il |est
recommandé a I'émetteur du fichier binaire d'envoyer un message QUERY si aug¢un
message ACK n'a été recu 1 s aprés I'envoi du dernier datagramme’du bloc de fichier binaire
ou apreés l'envoi d'un message QUERY;

e |ACK (0x03) — Ce message est utilisé comme acquittement provenant du récepteur.
Ce message est transmis par le récepteur si un fichier binaire complet a été recu sans errpur
ou si des erreurs se sont produites lors de la réception du fichier binaire, par exemfple
un numéro de séquence a été ignoré. De méme, siun-recepteur regoit un message QUERY
de la part de I'émetteur, il répond également par,un.message ACK.

Le ftransfert non retransmissible utilise uniquement le message DATA, tandis que le transfert
retfansmissible utilise tous les messages.

7.313.6 Identificateur de bloc de fichier binaire

L'identificateur de bloc permet d'identifier chaque bloc de fichier binaire. Un bloc de fichier
binpire étant fragmenté en plusieurs datagrammes, l'identificateur de bloc permet d'assembler
un pu plusieurs d'entre eux dans un bloc de fichier binaire d'un récepteur.

7.3|3.7 Numéro de séquence et numéro de séquence maximal

Le numéro de séquence (SequenceNum) et le numéro de séquence maximal (MaxSequenge)
sort utilisés pourtes’/besoins de la segmentation et du réassemblage. Lorsqu'un réceptpur
extrait un datagramme, il vérifie le numéro de séquence et le numéro de séquence maximal
afin de déterminer si des erreurs se sont produites ou s'il a recu l'intégralité du message.

Le [numéro*de séquence est également utilisé dans les messages ACK. Dans les messages
ACK,Ae-numéro de séquence identifie le dernier message que le récepteur regoit sans errgur.
Le huméro de séquence maximal n'est pas utilisé pour les messages de contrbéle (Query).

7.3.3.8 Identification du transfert de fichier binaire distinct

Chaque transfert de fichier binaire doit étre identifié par une combinaison unique de SrciD,
Device, Channel et BlockID (voir le Tableau 9).

NOTE Si un seul SrcID souhaite a plusieurs reprises envoyer des fichiers binaires (ECDIS envoyant une image
d'écran, des informations sur la source des cartes et un échange d'itinéraire, par exemple), alors chaque transfert
de fichier binaire est identifié, par exemple: ECDIS numéro 1 envoie I'image écran avec Device = 1 et Channel =1,
et les informations sur la source des cartes avec Device = 1 et Channe = 2.
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Structure du descripteur de fichier binaire

Le format du descripteur de fichier binaire est défini dans le Tableau 10.

Tableau 10 — Format du descripteur de fichier binaire

Elément de TYPE Description
données
Définit la longueur du descripteur de fichier binaire, en octets. Il s'agit au moins
de la longueur de I'en-téte, y compris les octets réservés. Les éditions
ultérieures de I'EC 61162-450 peuvent ajouter d'autres champs a ce
Leprgth DWORD - —— " . N T
descripteur de fichier, pour autant qu'ils soient conformes a la définition du
descripteur de fichier indiquée dans le présent document. Les récepteurs\qui
ne connaissent pas ces champs supplémentaires doivent les ignorer.
fildLength DWORD Définit Iaﬂ longueur du co_ntenu du fichier binaire complet en octets,\a I'exclusipn
des en-tétes et du descripteur.
Statut du renvoi de données. Un zéro est renvoyé pour le fonctionnement
Status of WORD normal. Une valeur non nulle est utilisée pour indiquer uné _condition d'erreur
acpuisition Un texte descriptif peut étre placé dans le champ de texté de statut et
d'informations.
Numéro d'accés a utiliser pour I'acquittement. Les\numéros d'accés admis sopt
AdkDestPort | WORD compris entre 60006, 60008 et 60016, 60021 et 60030 (voir le 7.3.8.9).
TypelLength BYTE Longueur du champ DataType.
Cette chaine définit le codage du bloc d€ données en attribuant un type de
DdtaType STRING[n] contenu MIME au bloc de données pourle serveur, suivi d'un caractére nul. Rar
exemple, "image/jpeg" est utilisé pour'le type d'image JPEG.
StatusLength WORD Longueur du champ "Status and‘information text", en octets.
Status and Informations de statut (codes de fonctionnement réussi ou d'erreur, par
information STRING[n] exemple). Il peut s'agir d'une ou de plusieurs chaines, chacune terminée par
text une valeur nulle binaire
NQTE 1 Le contenu de I'en-téte de fichier binaire\ne fait I'objet d'aucun contrdle d'erreur, ce contrdle étant ggré

paf la couche UDP. Dans le présent document, la somme de contrdle d'en-téte UDP est obligatoire.

NOQTE 2 MIME est I'abréviation de Multipart.internet Mail Extensions. Le type de contenu MIME était a I'origine
utilisé pour les services de messagerie £lectronique. Il a été par la suite largement utilisé pour de nombreuses
aufres applications, y compris les applications web. De méme, il présente une souplesse suffisante pour prendre
en| charge les nouveaux types de supports. La spécification et I'enregistrement du type de contenu MIME s¢nt
définis dans I''SOC RFC 4288 et.J'SOC RFC 4289.

DataType doit étre code par le type de contenu MIME "type/sub-type" et est défini par I'lAINA.
Le [Tableau 11 donne des exemples de type de contenu MIME pour les fichiers binaireq et
les|[données campressées. Pour plus d'informations a jour, consulter sur le site web de I'lANA
a I'adresse hitp://www.iana.org/assignments/media-types/.

Tableau 11 — Exemples de types de contenus MIME pour les codes DataType

—— __Type de contenu Extenstom de fichter T Typersous-type MiME——
GIF gif image/gif
Bitmap Microsoft Windows bmp image/x-ms-bmp
Format tar Gnu gtar application/x-gtar
Format tar 4.3BSD tar application/x-tar
DOS/PC - Archive PKZIP zip application/zip
XML xml application/xml
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