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FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization ‘comprig
all national electrotechnical committees (IEC National Committees). The object of IEC\is to prom
international co-operation on all questions concerning standardization in the electrical and electronic fields.
this end and in addition to other activities, IEC publishes International Standards, Technical Specificatig
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as *
Publication(s)”). Their preparation is entrusted to technical committees; any IEC Natiorfal Committee interes
in the subject dealt with may participate in this preparatory work. International,”governmental and n
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborates clos
with the International Organization for Standardization (ISO) in accordancejwith conditions determined
agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters expres§, as nearly as possible, an internatid
consensus of opinion on the relevant subjects since each technical committee has representation from
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC Natid
Committees in that sense. While all reasonable efforts are.m@ade to ensure that the technical content of

Publications is accurate, IEC cannot be held responsible for the way in which they are used or for

misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publicati
transparently to the maximum extent possible in their national and regional publications. Any diverge
between any IEC Publication and the corresponding’ national or regional publication shall be clearly indicate
the latter.

IEC itself does not provide any attestation;of conformity. Independent certification bodies provide conforr
assessment services and, in some areas$y-access to IEC marks of conformity. IEC is not responsible for
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEG -or/its directors, employees, servants or agents including individual experts
members of its technical committees and IEC National Committees for any personal injury, property damagg
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)
expenses arising out_of\the publication, use of, or reliance upon, this IEC Publication or any other
Publications.

Attention is drawn_té the Normative references cited in this publication. Use of the referenced publication
indispensable faorthe correct application of this publication.

Attention is‘drawn to the possibility that some of the elements of this IEC Publication may be the subjec
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

brpational Standard IEC 62443-2-1 has been prepared by IEC technical committee
ustrial-process measurement, control and automation.
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The text of this standard is based on the following documents:

FDIS Report on voting

65/457/FDIS 65/461/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.


https://iecnorm.com/api/?name=cc0c20f1cebfc7062b5d850ceeaa4a1a

-6- 62443-2-1 © IEC:2010(E)

A list of all existing parts of IEC 62443 series, published under the general title Industrial
communication networks — Network and system security, can be found on the IEC website.
The full list of existing and intended parts can also be found in the Bibliography of this

sta

ndard.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch” in the data
related to the specific publication. At this date, the publication will be

reconfirmed,

A bilingual version of this publication may be issued at a later date.

NOJTE The revision of this international standard will be initiated shortly after this standard is published. The n

revi
con

autpmation and control systems environment.

withdrawn,
replaced by a revised edition, or

amended.

sion will be aligned more closely with ISO/IEC 27001, which addresses many of-.the/same issues but with
sideration of the specialized requirements for continuous operation and safety that.are common in the indus

ext
out
rial

un
co

thaLt it contains colours which are considered-'to be useful for the corre

erstanding of its contents. Users should therefore print this document using
our printer.

PORTANT - The 'colour inside’' logo on the cover page of this publication indicatés

ct
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0 INTRODUCTION

0.1 Overview

Cyber security is an increasingly important topic in modern organizations. Many organizations
involved in information technology (IT) and business have been concerned with cyber security
for many years and have well-established cyber security management systems (CSMS) in
place as defined by the International Organization for Standardization (ISO) and the
International Electrotechnical Commlssmn (IEC) (see ISO/IEC 17799 [23]1 and ISO/IEC 27001

2 1Tk thad f
J’ ricov Illallqyclllclll DyDLGIIID PIUVIUU darl \JIUCIIIILGILIUII VVILII d VVUII UOLGUIIDIIUU LLLA~A Y RAYAY | |0r

protecting its assets from cyber attacks.

Inqustrial automation and control system (IACS) organizations have begun usingccommergial
off{the shelf (COTS) technology developed for business systems in their everyday.processgs,
whiich has provided an increased opportunity for cyber attack against the IACS equipmegnt.
These systems are not usually as robust, in the IACS environment, as are systems desigrled
specifically as IACS at dealing with cyber attack for many reasons. This weakness may lgad
to health, safety and environmental (HSE) consequences.

Organizations may try to use the pre-existing IT and business’cyber security solutions|to
adfress security for IACS without understanding the consequéences. While many of thgse
solutions can be applied to IACS, they need to be applied\.in the correct way to eliminate
ingdvertent consequences.

o
¢

A cyber security management system for IACS

nagement systems typically provide guidance on what should be included in| a
nagement system, but do not provide guidance on how to go about developing the
nagement system. This standard addresses the aspects of the elements included in a
MS for IACS and also provides guidafice on how to go about developing the CSMS ffor
CS.

0332
Do

J_>

ery common engineering appreach when faced with a challenging problem is to break the
rgblem into smaller pieces and address each piece in a disciplined manner. This approach is
gound one for addressing.cyber security risks with IACS. However, a frequent mistake mgde
in |Jaddressing cyber secudrity is to deal with cyber security one system at a time. Cyber
segurity is a much larger challenge that needs to address the entire set of IACS as well as the
policies, proceduress-\practices and personnel that surround and utilize those I|ACS.
Implementing suchla)wide-ranging management system may require a cultural change within
thg organization.

‘T >

Addressing—cyber security on an organization-wide basis can seem like a daunting tagk.
Unfortunately there is no simple cookbook for security. There is good reason for this. Therg is
noj a- one-size-fits-all set of security practices. Absolute security may be achievable, buf is
prabably undesirable because of the loss of functionality that would be necessary to achigve
thisTnear perfect state. Security is really a balance of fisk versus cost. All situations will be
different. In some situations the risk may be related to HSE factors rather than purely
economic impact. The risk may have an unrecoverable consequence rather than a temporary
financial setback. Therefore a cookbook set of mandatory security practices will either be
overly restrictive and likely quite costly to follow, or be insufficient to address the risk.

0.3 Relationship between this standard and ISO/IEC 17799 and ISO/IEC 27001
ISO/IEC 17799 [23] and ISO/IEC 27001 [24] are excellent standards that describe a cyber

security management system for business/information technology systems. Much of the
content in these standards is applicable to IACS as well. This standard emphasizes the need

1 Numbers in square brackets refer to the Bibliography.
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for consistency between the practices to manage IACS cyber security with the practices to
manage business/information technology systems cyber security. Economies will be realized
by making these programs consistent. Users of this standard are encouraged to read
ISO/IEC 17799 and ISO/IEC 27001 for additional supporting information. This standard builds
on the guidance in these ISO/IEC standards. It addresses some of the important differences
between IACS and general business/information technology systems. It introduces the
important concept that cyber security risks with IACS may have HSE implications and should
be integrated with other existing risk management practices addressing these risks.
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INDUSTRIAL COMMUNICATION NETWORKS -
NETWORK AND SYSTEM SECURITY -

Part 2-1: Establishing an industrial automation
and control system security program

1 [ Scope

This part of IEC 62443 defines the elements necessary to establish a cybef)security
mgnagement system (CSMS) for industrial automation and control systems (IACS) gnd
prgvides guidance on how to develop those elements. This standard uses the broad definit|on
anfl scope of what constitutes an IACS described in IEC/TS 62443-1-1.

The elements of a CSMS described in this standard are mostly policy, procedure, practice gnd
pefsonnel related, describing what shall or should be included in the final CSMS for the
organization.

NOJTE 1 Other documents in the IEC 62443 series and in the Bibliographyydiscuss specific technologies and/or
soltitions for cyber security in more detail.

The guidance provided on how to develop a CSMS is an‘example. It represents the authqr’'s
op|nion on how an organization could go about develgping the elements and may not worK in
all[situations. The users of this standard will have/to read the requirements carefully gnd
apply the guidance appropriately in order to\ develop a fully functioning CSMS for |an
ordganization. The policies and procedures discussed in this standard should be tailored tq fit
within the organization.

NOJTE 2 There may be cases where a pre-existing CSMS is in place and the IACS portion is being added or thlere
may be some organizations that have nevet.féfmally created a CSMS at all. The authors of this standard cannot
ant{cipate all cases where an organization will be establishing a CSMS for the IACS environment, so this standfard
dogs not attempt to create a solution for. @ll cases.

2 | Normative references

The following refereneed documents are indispensable for the application of this documgnt.
Fof dated references,) only the edition cited applies. For undated references, the latest edit|on
of [he referenced ‘document (including any amendments) applies.

IEC/TS 62443-1-12 — Industrial communication networks — Network and system security —
Payt 1-1=TFerminology, concepts and models

3 s initi s Vi s yms, ventl

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC/TS 62443-1-1 and
the following apply.

2 This standard is derived from ANSI/ISA 99.02.01:2009 and wholly replaces it for international use. It is intended
that the second edition of IEC/TS 62443-1-1 be an International Standard, not a TS, after inclusion of some
normative requirements to which conformance is possible.
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3.1.1

access account

access control function that allows the user access to a particular set of data or functions for
certain equipment

NOTE Many times accounts are linked to user identifications (IDs) and passwords. These user IDs and passwords
may be linked to an individual or group of individuals such as a control room work team performing the same set of
operating tasks.

3.1.2

administrative practices
defined and documented practices/procedures that individuals are personally accountablg| to
follow at all times

NO|TE These are usually in the conditions of employment for the organization. In the IACS envifonment, these
oftgn have HSE implications.

3.1.3
asset
physical or logical object owned by or under the custodial duties of ahlerganization, hav|ng
either a perceived or actual value to the organization

[IEC/TS 62443-1-1, 3.2.6]
NOJTE In this specific case, an asset is any item that should be protected’as part of the CSMS.

3.1.4

authentication
se¢urity measure designed to establish the validity)of/a transmission, message or originator| or
a mheans of verifying an individual’s authorization.to receive specific categories of informatign

[IEC/TS 62443-1-1, 3.2.13]

3.1.5

bufner management system
system for the safe start-up, monitoring and shutdown of burner systems associated with
bollers, flares, incinerators, gas turbines, thermal oxidizers, and other fired equipment

3.1.6

bulsiness continuity plan
dofument with identified procedures for recovering from a significant disruption and restor|ng
buginess operations

NOJFE 1 This gmbrella term also refers to other aspects of disaster recovery, such as emergency managemgnt,
human resources and media or press relations.

NOJTE 2/ Asbusiness continuity plan also identifies procedures for sustaining essential business operations while
recpvering’from a significant disruption.

3.1.7
business continuity planning
process to develop a business continuity plan

3.1.8

change management

process of controlling and documenting any change in a system to maintain the proper
operation of the equipment under control

3.1.9
compliance
adherence to the requirements in one standard by another
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Adapted from [ISO/IEC 10746-2, 15.1]

NOTE This is a relationship between two specifications, A and B, which holds when specification A ma
requirements which are all fulfilled by specification B (when B complies with A)

3.1.10
conformance

kes

relationship between an implementation and a standard where any proposition that is true in

the standard must be true in its implementation

Adapted from [ISO/IEC 10746-2, 15.1]

NOJTE The conformance relationship holds when specific requirements in the specification (the conforma
requirements) are met by the implementation. Conformance assessment is the process through which this rela
is determined.

1
cohsequence
regult that occurs from a particular incident

3.1.12

critical

vely important device, computer system, process, and the likecthat, if compromised by
indident, could have high financial, health, safety or envirommental (HSE) impact to
organization

3.1.13

cyper security management system
pragram designed by an organization to maintain the cyber security of the ent
organization’s assets to an established levels of confidentiality, integrity and availabil
whlether they are on the business side or the IACS side of the organization

3.1.14

deyice requirements

countermeasure characteristics necessary for the devices within a zone to achieve
desired target security level

3.1.15

gatekeeper

trusted individual that senior managers consult to prioritize issues they need to address o
thg remaining issues-that others are more suited to address

3.1.16

heplth, safefy-and environment

regponsibility for protecting the health and safety of workers and the surrounding commur
anfl maintaining high environmental stewardship

hce
ion

an
an

ire
ty,

he

er

ity

3.1+47

human-machine interface

aggregate of means by which people (the users) interact with a particular machine, device,

computer program or other complex tool (the system)

NOTE In many cases, these involve video screens or computer terminals, push buttons, auditory feedback,

flashing lights, and the like. The human-machine interface provides means of:
. Input, allowing the users to control the machine;

. Output, allowing the machine to inform the users.
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3.1.18

incident

event that is not part of the expected operation of a system or service that causes or may
cause, an interruption to, or a reduction in, the quality of the service provided by the system

3.1.19

independent audit

review of an organization (policies, procedures, processes, equipment, personnel, and the
like) by an external group not affiliated with the organization

NOJ'E This may be required for public companies.

3.1.20

information technology
commputer-related assets of an organization that represent nonphysical assets; such |as
software applications, process programs and personnel files

NOJTE 1 This use of the term information technology is not abbreviated throughout this document.

NOJTE 2 Another use of the term information technology (IT) refers to the compahyis internal organization [for
exgmple, the IT department) or the items traditionally maintained by this department (that is, the administrajive
computers, servers and network infrastructure). This use of the term informationtechnology is abbreviated ag IT
thrqughout this standard.

3.1.21

legacy system
existing industrial automation and control system in a facility that may not be available as a
commercial off the shelf (COTS) item

NOJTE A legacy system may have been COTS at one timey but it may be no longer available and/or supported.

3.1.22
likplihood
quantitative estimation that an action, event or incident may occur

3.1.23
logal user
user who is inside the perimeter of the security zone being addressed

NOJTE A person in the immediate manufacturing area or control room is an example of a local user.

3.1.24

manufacturingwexecution system
prgduction seheduling and tracking system used to analyze and report resource availability
anfl status;“schedule and update orders, collect detailed execution data such as material
usage, labor usage, operating parameters, order and equipment status and other critical
information

NOTE 1 This system accesses bills of material, routing and other data from the base enterprise resource planning
system and is typically used for real-time shop floor reporting and monitoring that feeds activity data back to the
base system.

NOTE 2 Refer to IEC 62264-1 for additional information.

3.1.25
MAC address
hardware address that differentiates one device on a network from another

3.1.26

operator

particular type of user that is usually responsible for the correct operation of the equipment
under control
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3.1.27

patch management

area of systems management that involves acquiring, testing and installing multiple patches
(code changes) to an administered computer system

NOTE Patch management tasks include: maintaining current knowledge of available patches, deciding which
patches are appropriate for particular systems, ensuring that patches are installed properly, testing systems after
installation and documenting all associated procedures, such as specific configurations required remotely across
heterogeneous environments according to recognized best practices.

pefson typically responsible for the technical aspects of the industrial operation and whe'uges

pregrammable microprocessor-based device that is used in industry to control assembly lines
machinery on the shop floor as well as many other types“ef mechanical, electrical gnd
ctronic equipment in a plant.

NOJTE Typically programmed as in [14], a PLC is designed for real_time use in rugged, industrial environments.
Connected to sensors and actuators, PLCs are categorized by _the number and type of I/O ports they provide @and

regulation intended to prevent a disasteér in chemical and biotechnology systems |by

remote access
communication with, or use of;iassets or systems within a defined perimeter from any locat|on
ouiside that perimeter

3.1.33
remote user
user who is outside/the perimeter of the security zone being addressed

EXAMPLE A-person in an office in the same building, a person connecting over the corporate wide area network
(WAN) and a‘person connecting over public infrastructure networks are all remote users.

3.1.34

risk assessment
process of identifying and evaluating risks to the organization’s operations (including mission,
functions, image, or reputation), the organization’s assets or individuals by determining the
likelihood of occurrence, the resulting impact, and additional countermeasures that would
mitigate this impact

NOTE Synonymous with risk analysis and incorporates threat and vulnerability analyses.

3.1.35
risk mitigation
actions to reduce the likelihood and/or severity of an event
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3.1.36
risk tolerance
risk the organization is willing to accept

3.1.37

self-assessment

review of an organization (that is, policies, procedures, operations, equipment and personn
by a group inside the organization

NOTE This group may be either directly associated with the organization’s business process or may be in anot

sogial engineering
practice of obtaining confidential information by manipulation of legitimate users

3.1.40

stakeholder
individual or group with an interest in the success of an-otganization in delivering intend
regults and maintaining the viability of the organization's-products and services

NO|TE Stakeholders influence programs, products and services. In this particular case, stakeholders
perponnel in an organization responsible for promoting ahd overseeing the cyber security process. Th
pergonnel include the manager of the cyber security program as well as the cross-functional team of individy
from all of the departments affected by the cyber security‘program.

3.1.41
system administrator
pefson(s) responsible for managing the security of the computer system

NOJTE This may include operating system maintenance, network management, account administration and p3
mapagement, in accordance with the-cltange management process.

3.1.42
tem requirements

ushered access
shpdowing
prgcedure for monitoring the actions of a remotely connected user

el)

her

ed

are
bse
als

tch

3.1C
vulnerability assessment
formal description and evaluation of the vulnerabilities in a system

3.2 Abbreviated terms and acronyms

This subclause defines the abbreviated terms and acronyms used in this document.

ANSI American National Standards Institute
CFR U.S. Code of Federal Regulations
ChemITC Chemical Information Technology Center of the American Chemistry Council

COTS Commercial off the shelf
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CPU Central processing unit

CSCSP Chemical Sector Cyber Security Program

CSMS Cyber security management system

CSVA Cyber security vulnerability assessment

DCS Distributed control system

DMZ Demilitarized zone

DoS, DDoS Denial of service, Distributed denial of service

FON Field device network

FTP File transfer protocol

HM Human machine interface

HSE Health, safety and environmental

HVAC Heating, ventilation, and air-conditioning

IACS Industrial automation and control system(s)

ID Identification

IEC International Electrotechnical Commission

IEEE The Institute of Electrical and Electronics Eqgineers
IP Internet protocol

ISA International Society of Automation

ISO International Organization for Standardization

IT Information technology

KHI Key performance indicator(s)

LAN Local area network

MAC Media access control

MBS Manufacturing-execution system

NHRC North Ameri¢an Electric Reliability Council (applies to U.S. and Canada)
NIST U.S. National Institute of Standards and Technology
(OR Operating system

P Rersonal computer

PAN Process control network

PJSRE NIST Process Control Security Requirements Forum
PIM Pracess information management

PIN Personal identification number

PLC Programmable logic controller

PSM Process safety management

RAID Redundant array of independent disks

RCN Regulatory control network

SANS SysAdmin, Audit, Networking, and Security Institute
SCADA Supervisory control and data acquisition

Si International System of Units
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SIS Safety instrumented system(s)
SoA Statement of applicability
SOC Standard operating condition
SOP Standard operating procedure
SP Special Publication (by NIST)
SSL Secure socket layer

TCP Transmission control protocol
TR Technical report

VLAN Virtual local area network
VAN Virtual private network

WAN Wide area network

3.3 Conventions

The elements of a CSMS are the following:

Th
so

4.1

Th
req
cy

Th

the objective of the element,
a basic description of the element,
a rationale to explain why the element is included and

the requirements for that element.

abular presentation is used to provide a descfiption and requirements for each elemg
e requirements are numbered similar to subclauses (but are not in themselves subclaussg
that the requirements can be referenced individually and selectively.

Elements of a cyber securitysmanagement system

Overview

s clause presents the“elements that constitute a CSMS for IACS. These eleme
resent what shall and‘should be included in the CSMS in order to protect IACS agai
ber attacks.

e elements are\presented in the following three main categories:

Risk analysis,
Addressing risk with the CSMS, and
Monitoring and improving the CSMS.

nt.
s),

hts
hst

Each of these categories is further divided into element groups and/or elements. Figure 1
depicts the relationship between the categories, element groups and elements.
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Risk analysis

Risk identification,
Business rationale classification and
assessment

Addressing risk with the CSMS

Security policy, Selected security Implementation
organization and countermeasures
awareness

[ \ \ Risk

CSMS scope P:erzzninel management and
ty implementation

e N .
Physical and System

environmental development and
security maintenance

Organize for
security

Staff training and Information and

security Network_ document
segmentation

awareness management

Access control -
Account
administration

Business
continuity plan

Security policies Access control -
and procedures Authentication

Access contr ‘
Authorizati

Monitoring and improving the CSMS

Review, improve and
Rl n’\SnQe maintain the CSMS

Y IEC 2312/10

-

Figure 1 — Gr&s&el view of elements of a cyber security management system

elgment, a ale to explain why the element is included and the requirements for that

elgment. O
D

Each element 'ggr)]is clause lists the objective of the element, a basic description of the

CSMS. The reader shouldread Annex A |n order to understand the special needs and issues
involved with developing a CSMS for IACS. The guidance discussed in Annex A should be
tailored to the special requirements of each organization.

This standard specifies the elements required for a CSMS. It is not the intent of the standard
to specify a particular sequential process for identifying and addressing risk that incorporates
these elements. Thus an organization will create such a process in accordance with its
culture, organization and the current status of its cyber security activities. To assist
organizations with this aspect of applying the standard, A.3.4.2 provides an example of a
process for identifying and addressing risk. In addition, Annex B offers insights on effective
ordering for activities related to all of the elements discussed in this standard.
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While a CSMS is an excellent tool for managing risk within a large company it is equally
applicable to small companies as well. The CSMS may be more formalized in a large
company so it can be used in many different situations and geographies. In a small company,
similar CSMS activities need to be conducted, but they may not be as formal. Clause 4 and
Annex A provide guidance to help the user better understand the elements and activities of a
CSMS.

4.2 Category: Risk analysis

4.2.1 Description of category

Thle first main category of the CSMS is Risk analysis. This category discusses much, éf\the
batkground information that feeds into many of the other elements in the CSMS. Figurg 2
shpws the two elements that are part of the category:
e [Business rationale and

¢ | Risk identification, classification and assessment.

Risk analysis

Risk identification,
Business rationale classification and
assessment

IEC 2313/10
Figure 2 — Graphical view of category: Risk analysis

4.2.2 Element: Business rationale
OHjective:
Idgntify and document the unique needs of an organization to address cyber risk for IACS.

Delscription:

A pusiness rationale is based ‘on the nature and magnitude of financial, HSE, and other
pojential consequences should"TACS cyber incidents occur.

Rationale:

[72]

Establishing a business rationale is essential in order for an organization to maintain
mgnagement buy'in' to an appropriate level of investment for the IACS cyber security progrgm.

Relquirements:

Table 1 — Business rationale: Requirements

Description Requirement

4.2.2.1 Develop a business

v The organization should develop a high-level business rationale, as
rationale

a basis for its effort to manage IACS cyber security, which
addresses the unique dependence of the organization on IACS.

4.2.3 Element: Risk identification, classification and assessment
Objective:

Identify the set of IACS cyber risks that an organization faces and assess the likelihood and
severity of these risks.
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Organizations protect their ability to perform their mission by systematically identifying,
prioritizing and analyzing potential security threats, vulnerabilities, and consequences using
accepted methodologies. The first set of requirements present the actions an organization

takes to carry out both a high-level

and detailed risk assessment that incorporates

vulnerability assessment, in a typical chronological order. Among these requirements, those
related to preparing for high-level and detailed risk assessments are 4.2.3.1, 4.2.3.2 and
4.2.3.8 below. The last few requirements (4.2.3.10 to 4.2.3.14) are general requirements that
apply to the overall risk assessment process. Subclause 4.3.4.2 covers the process of taking

action based upon this assessment
Rationale:
Since the purpose of investing in cyber security is to lower risk, it is driven by |an
ungerstanding of level of risk and potential mitigations.
Relquirements:
Table 2 — Risk identification, classification and assessment:)Requirements
Description Requirement
4.2(3.1 Select a risk assessment The organization shall sel&ct a particular risk assessment and
methodology analysis approach and‘methodology that identifies and prioritizes
risks based upon secutrity threats, vulnerabilities and consequendes
related to their IACS assets.
4.23.2 Provide risk assessment The organization should provide participants in the risk assessment
background information activity withyappropriate information including methodology training,
before beginning to identify the risks.
4.2)3.3 Conduct a high-level risk A high-level system risk assessment shall be performed to
assessment understand the financial and HSE consequences in the event tha
availability, integrity or confidentiality of the IACS is compromised.
4.213.4 Identify the IACS The organization shall identify the various IACS, gather data abolit
the devices to characterize the nature of the security risk and grqup
the devices into logical systems.
4.2)3.5 Develop simple network The organization shall develop simple network diagrams for each| of
diagrams the logically integrated systems showing the major devices, netwprk
types and general locations of the equipment.
4.2)3.6 Prioritize systems The organization shall develop the criteria and assign a priority
rating for mitigating the risk of each logical control system.
4.23.7 Perform a detailed The organization shall perform a detailed vulnerability assessment
vulnerability assessment of its individual logical IACS, which may be scoped based on the
high-level risk assessment results and prioritization of IACS subj¢ct
to these risks.
4.2.3.8 Identify a detailed risk The organization’s risk assessment methodology shall include
assessment methodology methods for prioritizing detailed vulnerabilities identified in the
detailed vulnerability assessment.
4.2.3.9 Conduct a detailed risk The organization shall conduct a detailed risk assessment
assessment incorporating the vulnerabilities identified in the detailed
vulnerability assessment.
4.2.3.10 Identify the reassessment

frequency and triggering
criteria

The organization shall identify the risk and vulnerability
reassessment frequency as well as any reassessment triggering
criteria based on technology, organization, or industrial operation
changes.
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Description Requirement

4.2.3.11 Integrate physical, HSE and | Thg¢ results of physical, HSE and cyber security risk assessments
cyber security risk shall be integrated to understand the assets’ overall risk.
assessment results

4.2.3.12 Conduct risk assessments Risk assessments shall be conducted through all stages of the
throughout the lifecycle of technology lifecycle including development, implementation,
the IACS changes and retirement.

4.2.3.13 Document the risk The risk assessment methodology and the results of the risk
assessment assessmentshal-be-documented-

4.213.14 Maintain vulnerability Up-to-date vulnerability assessment records should be maintainef
assessment records for all assets comprising the IACS.

4.3 Category: Addressing risk with the CSMS

4.3.1 Description of category

The second main category of the CSMS is Addressing risk withnthe CSMS. This categpry

contains the bulk of the requirements and information contained.in|the CSMS. It is divided into

the following three element groups:

e [Security policy, organization and awareness,

o [Selected security countermeasures and

¢ | Implementation.

4.3.2 Element group: Security policy, organization and awareness

4.3.2.1 Description of element group

The first element group in this category-discusses the development of the basic cyber secufity

policies, the organizations responsible for cyber security and the awareness within the

ordganization of cyber security issues. Figure 3 shows a graphical representation of the fjve

elgments contained in this element group:

CSMS scope,

Organizing for security,

Staff training and-security awareness,
Business continuity plan and

Security-policies and procedures.

Addressing risk with the CSMS

Socus " e ¢ awa

Staff training and
security
awareness

Organize for Business

CSMS scope )
security

continuity plan

Security policies
and procedures

Figure 3 — Graphical view of element group:
Security policy, organization and awareness

IEC 2314/10
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4.3.2.2 Element: CSMS scope

Objective:

Identify, assess and document the systems, processes and organizations to which the CSMS
applies.

Description:

The scope includes all aspects of the IACS, integration points with business partners,

Ccu

stomers and QllInIn”PI"Q

Rationale:

Ma
as

scope, it is easier for management to convey its goals and purpose for the CSMS.

Relquirements:

nagement should understand the boundaries where the CSMS applies to the organizat
well as establish a direction and focus for the CSMS. By developing a-.clearly defin

Table 3 — CSMS scope: Requirements

on
ed

Description Reguirement

4.312.2.1 Define the scope of the The organization shall-develop a formal written scope for the cybgr
CsSMs security program.

4.312.2.2 Define the scope content | The scope shduld explain the strategic goals, process, and timing

for the CSMS.

4.3.2.3 Element: Organizing for security

Objective:

Establish the entities responsible for managing, conducting and assessing the overall cyber

se

Delscription:

Se
ov
pra
thr
im
su

curity of the organization’sIACS assets.

hior leadership” establishes an organization, structure or network of people to prov
ersight and_direction for managing cyber security risks associated with IACS. They a
vide the/personnel necessary to conduct and assess the cyber security progra

de
o)
ms
ay
or

Ra

pughout” the organization over the life of the CSMS. An organization at any level m
blement>this standard, including a company or other overall enterprise, division, plant
pset'of a plant.

tionale:

Commitment to a security program begins at the top of the organization. Because cyber
security of IACS involves several different sets of skills not often found in any one particular
section or department of an organization, it is imperative that senior leadership formulate an
approach to managing security with clear identification of accountability and responsibility that
makes good use of skills and labor resources. This may take several different forms from a
single organization to a network of people working together to address different security
aspects. The particular approach is highly dependent upon an organization’s operational

cul

ture.
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Description Requirement
4.3.2.31 Obtain senior The organization shall obtain senior management support for a
management support cyber security program.
4.3.2.3.2 Establish the security There shall be an organization, structure or network of stakeholders
organization(s) established (or chosen) under management leadership _with the
responsibility to provide clear direction and oversight for the cybgr
aspects of the IACS.
4.312.3.3 Define the organizational | oganizational responsibilities shall be clearly defined-fér,€yber
responsibilities security and related physical security activities.
4.312.3.4 Define the stakeholder The core team of stakeholders should be cross#functional in natufe
team makeup to bring together the skills necessary to addfess security in all parts
of the IACS.
4.3.2.4 Element: Staff training and security awareness
Objective:
Provide all personnel (including employees, contract, efployees and third-party contractors)
with the information necessary to identify, review, address and where appropriate, remedigte
vulnerabilities and threats to IACS and to help @©nsure their own work practices are us|ng
effective countermeasures.
Delscription:
Alll personnel should receive adequatettechnical training associated with the known threpts
ang vulnerabilities of hardware, software and social engineering.
Rationale:
In the area of IACS, the same emphasis should be placed on cyber security as on safety gnd
opegrational integrity, because the consequences can be just as severe. Security awarengss
for] all personnel is-an: ‘essential tool for reducing cyber security risks. Knowledgeable gnd
vigilant staff are-one of the most important lines of defense in securing a system. If| is
thgrefore important’ for all personnel to understand the importance of security in maintain{ng
thg safe operation of the system.

Relquirements:

Table 5 — Staff training and security awareness: Requirements

Description Requirement

4.3.2.41 Develop a training The organization shall design and implement a cyber security
program training program.
4.3.2.4.2 Provide procedure and All personnel (including employees, contract employees, and third-

facility training

party contractors) shall be trained initially and periodically thereafter
in the correct security procedures and the correct use of information
processing facilities.



https://iecnorm.com/api/?name=cc0c20f1cebfc7062b5d850ceeaa4a1a

62443-2-1 © IEC:2010(E)

- 23—

Description

Requirement

4.3.2.4.3 Provide training for
support personnel

All personnel that perform risk management, IACS engineering,
system administration/maintenance and other tasks that impact the
CSMS should be trained on the security objectives and industrial
operations for these tasks.

4.3.2.4.4 Validate the training The training program should be validated on an on-going basis to
program ensure that personnel understand the security program and that
they are receiving the proper training.
4.3[Z.%5 revise the training The cyber security training program shall be revised, as necessaty,

program over time

to account for new or changing threats and vulnerabilities.

4.3|12.4.6 Maintain employee
training records

Records of employee training and schedules for training*updates
should be maintained and reviewed on a regular basis:

4.3.2.5 Element: Business continuity plan

Objective:

Idgntify procedures for maintaining and/or re-establishing essential business operations whi
regovering from a significant disruption.

DTcription:
A business continuity plan should address the recovery objectives for the various systems gnd

e

subsystems involved based on typical business needs, a list of potential interruptions and the
regovery procedures for each, as well as a.schedule to test part or all of the recovery
pracedures. One of the primary recovery“objectives should be to maintain maximpm

availability of the control system.

Rationale:

No set of defenses can preventlall disruptions due to cyber security incidents. A detailed
Business Continuity Plan ensufes that IACS information can be restored and utilized as sqon

as|possible after the occurrenee of a significant disruption.

Relquirements:

Table 6 — Business continuity plan: Requirements

Description

Requirement

4.312.5.1 Specify recovery Prior to creating a business continuity plan, the organization shal

objectives specify recovery objectives for the systems involved based on
business needs.

4.3.2.5.2 Determine the impact and | Thg grganization should determine the impact to each system due
consequences to each to a significant disruption and the consequences associated with
system loss of one or more of the systems.

4.3.2.5.3 Develop and implement Continuity plans shall be developed and implemented to ensure that
business continuity business processes can be restored in accordance with recovery
plans objectives.

4.3.2.5.4 Form a business

continuity team

A business continuity team should be formed including IACS and
other process owners. In the event of a significant disruption, this
team should determine the priority of critical business and IACS
systems to re-establish operations.
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Description

Requirement

4.3.2.5.5 Define and communicate | The pysiness continuity plan shall define and communicate the
specific roles and specific roles and responsibilities for each part of the plan.
responsibilities

4.3.2.5.6 Create backup The organization shall create backup and restore procedures (see
procedures that support 4.3.4.3.9) that support the business continuity plan.
business continuity plan

4.3.2.5.7 Test and update the The business continuity plan shall be tested on a regular basis and
business continuity plan updated as necessary.

4.3.2.6 Element: Security policies and procedures

Objective:

Address how an organization defines security, operates its security pregram, defines gnd

adfresses its tolerance for risk and reviews its program to make further improvements.

Description:

Cyper security policies for the IACS environment should be developed based on existing high-

le

po

Rationale:

el policies, characterized risks and the risk tolerance jJevels identified by managemgnt.
Cyper security procedures are developed from the cyber secdrity policies and identify how
icies are to be implemented.

he

These written policies and procedures allow employees, contractors, third parties, and the ljke

to

Relquirements:

Table 7 — Security policies and procedures: Requirements

clearly understand the company perspective of cyber security and their roles gnd
regponsibilities in securing the company’s. assets.

Description

Requirement

4.3)12.6.1 Develop.security policies | The grganization shall develop high-level cyber security policies for
the IACS environment which are approved by management.
4.312.6.2 Develop security The organization shall develop and approve cyber security
procedures procedures, based on the cyber security policies and provide
guidance in how to meet the policies.
4.312.6.3 Maintain consistency Cyber security policies and procedures that deal with IACS risks
between risk should be consistent with or extensions of policies created by othler
management systems risk management systems.
4.3.2.6.4 Define cyber security Cyber security policies and procedures, for the IACS environment,
policy and procedure shall include compliance requirements.
compliance requirements
4.3.2.6.5 Determine th’e The organization shall determine and document its risk tolerance as
organization’s tolerance a basis for creation of policy and risk management activities.
for risk
4.3.2.6.6 Communicate the

policies and procedures
to the organization

Cyber security policies and procedures, for the IACS environment,
shall be communicated to all appropriate personnel.
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Description Requirement

4.3.2.6.7 Review and update the

The cyber security policies and procedures shall be reviewed
regularly, validated to confirm that they are up-to-date and being
followed and updated as required to ensure that they remain
appropriate.

cyber security policies
and procedures

4.3.2.6.8 Demonstrate senior

leadership support for

d by endorsing the cyber security policies.
cyber security

Senior leadership shall demonstrate commitment to cyber security

4.3.3 Element group: Selected security countermeasures
4.3.3.1 Description of element group
The second element group within this category is Selected security countermeasures. T

elgments within this group discuss some of the main types of security controls;'that are part
a well designed CSMS. This document does not attempt to describe the fulkimplementation

an
an

grdphical representation of the six elements in the element group;

Th
po

 practice issues related to these particular security countermeasures. Figure 4 shows

Personnel security,

Physical and environmental security,
Network segmentation,

Access control — Account administration,
Access control — Authentication and

Access control — Authorization.

Addressing risk with the CSMS

*
S@s ed security countermeasures

Personnel

! Network
. environmental Account
security

Physical and ‘ Access control -
security ESSETisch administration

Access control - Access control -
Authentication Authorization

IEC 2315/10

Figure 4 — Graphical view of element group: Selected security countermeasures

s€ particular countermeasures were selected for inclusion because their broad impact|on
ﬁ. . . " et ‘ I rrg—any

he
of
of

y of these selected security countermeasures. It discusses many of the policy, procedure

a

CSMS. It is not the intent of this standard to specify a complete and sufficient list of
countermeasures, since completeness is determined through the process of risk assessment
and management described in the standard.

4.3.3.2 Element: Personnel security

Objective:

Establish the policies and procedures to determine whether personnel will maintain the IACS
security of the organization throughout the lifecycle of their employment.
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Personnel security involves looking at new and current personnel to determine if they will
maintain the IACS security for the organization. For new personnel, it evaluates them prior to
their entry into the organization making sure they demonstrate behaviors consistent with their
future security responsibility. For current personnel, it establishes that they continue to
demonstrate behavior consistent with their current security responsibilities.

Rationale:
In ary-organizations—persennel-securityrequirements—are—driven-by-concerrs—abeutinsider
threats and the possibility of accidents caused by inattention to detail or by personnel unfitfor
a jpb due to lack of proper background or the use of substances that might cloud judgment.
By| implementing personnel security policies it may be possible to reduce these {types| of
prgblems.
Relquirements:
Table 8 — Personnel security: Requirements
Description Requinement
4.3(3.21 Establish a personnel There shall be a personnel $ecurity policy established, clearly
security policy stating the organization’s‘eommitment to security and the securit
responsibilities of persénnel. (Personnel include employees,
prospective employees, contract employees, and third-party
contractors.)
4.313.2.2 Screen personnel initially | ynjess governfent regulation prohibits it, all personnel with accdss
to the IACS.(both physical and cyber), including new hires and
internal transfers to sensitive positions shall be screened, includihg
validation of their identity and background checks, during the job
applieation process.
4.313.2.3 Screen personnel on an Personnel should also be subject to ongoing scrutiny for changes
ongoing basis that might indicate a conflict of interest or concern for performing
the job in an appropriate manner.
4.313.2.4 Address security The personnel security policy should address security
responsibilities responsibilities from recruitment through the end of employment,
especially for sensitive positions.
4.313.2.5 Document and . Security expectations and responsibilities shall be clearly
communicate security documented and regularly communicated to personnel.
expectations and
responsibilities
4.313.2.6 State cyber security Terms and conditions of employment shall clearly state the
terms and conditions of personnel’s responsibility for cyber security. These responsibilitids
employment clearly shall extend for a reasonable period of time after employment
ceases.
4.3.3.2.7 Segregate duties to Duties should be segregated amongst personnel to maintain
maintain appropriate appropriate checks and balances, so that no single individual has
checks and balances total control over actions that change the functional operation of the
IACS.
4.3.3.3 Element: Physical and environmental security
Objective:

Create a secure environment for the protection of IACS assets. An asset is any physical or
logical object owned by, or under the custodial duties of, an organization, having either a
perceived or actual value to the organization (see IEC/TS 62443-1-1). IACS assets are those
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assets that are a part of the IACS, either physical or cyber or that can affect the operation of
the IACS. Physical security measures ensure that all assets, specifically those related to the
IACS of an organization, are protected physically from unauthorized access, loss, damage,
misuse, and the like. Environmental security measures ensure that the assets of an
organization are protected against environmental conditions that would make them unusable

or

damage the information they contain.

Description:

Physical and environmental security measures should be designed to complement the cyber
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idgntified security practices are employed to achieve the desired target security-level.
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ance the risks when determining physical security procedures. Physical segmentation i$
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Relquirements:

s are within accepted limits.

Table 9 — Physical and;environmental security: Requirements

set has value in itself but also has value as an integral part of the control system. Sirce
h the asset and the control system require each other, both shall be protected in order [for

system to be secure. The overriding security pfemise is that the use of secutity
intermeasures should be commensurate with the levelof risk. While physical segmentat|on
bn important security countermeasure employed jin ‘conjunction with other layers of defernse
reduce the risk that may be associated with IACS;, it may not be necessary if the security

Description Requirement
4.313.3.1 Establish complementary | gecyrity policies and procedures that address both physical and
physical and cyber cyber security in the protection of assets shall be established.
security policies
4.313.3.2 Establish physical One or more physical security perimeters shall be established to
security-perimeter(s) provide barriers to unauthorized access to protected assets.
4.313.3.3 Provide entry controls Appropriate entry controls shall be provided at each barrier or
boundary.
4.313.3.4 Protect assets against Assets shall be protected against environmental damage from
environmental damage threats such as fire, water, smoke, dust, radiation, corrosion and
ipact:
4.3.3.3.5 Require employees to Employees shall be required to follow and enforce the physical
follow security security procedures that have been established.
procedures
4.3.3.3.6 Protect connections All connections under the control of the organization shall be
adequately protected from tampering or damage.
4.3.3.3.7 Maintain equipment All equipment assets, including auxiliary environmental equipment,
assets shall be properly maintained to ensure proper operation.
4.3.3.3.8 Establish procedures for | procequres shall be established for monitoring and alarming when
monitoring and alarming physical or environmental security is compromised.
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Description

Requirement

4.3.3.3.9 Establish procedures for | procedures should be established and audited with respect to the
the addition, removal, addition, removal and disposal of all assets.
and disposal of assets

4.3.3.3.10 Establish procedures for

the interim protection of
critical assets

Procedures shall be established to ensure the protection of critical
components during the interruption of operations, for example, due
to fire, water ingress, security breach, interruption, natural or any
other type of disaster.

4.3.3.4 Element: Network segmentation

Objective:

Grpup and separate key IACS devices into zones with common security leyels in order|to

mgnage security risks and to achieve a desired target security level for each zone.

DIcription:
Nettwork segmentation is a key security countermeasure designed to compartmentaljze

deyices into security zones where identified security practices(aré employed to achieve the
depired target security level. The zone may be an isolated standalone network segment of a
nefwork segment separated from the organization’s netwofk by some sort of network barfier
deyice. IACS should be designed in a manner*that filters/prevents nonessential

communication packets from reaching the IACS devices.

For Transmission Control Protocol / Internet Pretocol (TCP/IP) based networks, the mpst
common barrier devices in use are firewalls, .routers and layer 3 switches. For non-TCP{IP
tyge networks, the barrier devices may be standalone gateways or integrated into the netwprk

interface module of an IACS device.

Rationale:

The overriding security premise-is that the use of security countermeasures should |be
commensurate with the levelof risk. While network segmentation is an important secuftity
countermeasure employed-in-conjunction with other layers of defense to reduce the risk that

mdy be associated with IAGS, it may not be necessary if the security risks are low.

Relquirements:

Table 10 — Network segmentation: Requirements

Description

Requirement

4.313.41 Develop the network A network segmentation countermeasure strategy employing

seamentation N .
= SECUTTy ZoNes Shidil be deveroped 10 TALS UeVICES DAdsEUd Upon the

architecture risk level of the IACS.

4.3.3.4.2 Employ isolation or High-risk IACS shall be isolated from or employ a barrier device to
segmentation on high- separate it from other zones with different security levels or risks.
risk IACS

4.3.3.4.3 Block non-essential

communications with
barrier devices

Barrier devices shall block all non-essential communications in and
out of the security zone containing critical control equipment.
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4.3.3.5 Element: Access control — Account administration

Objective:

Ensure, on an ongoing basis, that only appropriate entities have accounts that allow access
and that these accounts provide appropriate access privileges.

De

scription:

Access control is the method of controlling who or what entities can access premises and

syf:’rpmc and what typp of access is pprmit’rpd There are three kpy aspects assaciated with
acgess control: account administration, authentication and authorization. All three aspefts
shall work together to establish a sound and secure access control strategy.
Acfount administration is the method associated with granting and revoking access accoupts
anfl maintaining the permissions and privileges provided under these accounts to accegss
specific resources and functions on the physical premises, network orgsystem. Access
acgounts should be function or role-based and may be defined for individuals, groups| of
individuals functioning as a crew or for devices providing a function.
Rationale:
The misuse of data and systems may have serious consequénces, including harm to hunan
lifg, environmental damage, financial loss and damaged cofporate reputation. These risks are
indreased when employees, contractors or temporary personnel have unnecessary accesg to
data and systems.
Relquirements:
Table 11 — Access control — Accouint administration: Requirements
Description Requirement
4.3/3.5.1 Access accounts Access privileges implemented for access accounts shall be
implement authorization established in accordance with the organization’s authorization
security policy security policy (see 4.3.3.7.1).
4.313.5.2 Identify individuals As for all cyber security controls, the choice of access accounts fpr
individuals versus access accounts for a crew shall be determinef
by considering threats, risks and vulnerabilities. In this case,
considerations include HSE risks of individual controls, mitigation
using complementary physical security controls, requirement for
accountability and administrative/operational need.
4.3/3.5.3 Authorize account Access shall be granted, changed, or terminated on the authority|of
access an appropriate manager.
4.313.5.4 Record access accounts A record shall be maintained of all access accounts, including
details of the individual(s) and devices authorized to use the
+ _th ot H H a4tk i H=H
accotht—theirpermissions—and-the—authorizing-manager
4.3.3.5.5 Suspend or remove Access accounts shall be suspended or removed as soon as they
unneeded accounts are no longer needed (for example, job change).
4.3.3.5.6 Review account All established access accounts shall be reviewed regularly to
permissions ensure that the individual(s) and devices have only the minimum
required permissions.
4.3.3.5.7 Change default Default passwords for access accounts shall be changed before the
passwords IACS is put into service.
4.3.3.5.8 Audit account Periodic reviews of compliance to the account administration policy
administration should be performed.
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Element: Access control — Authentication

Objective:

Positively identify network users, hosts, applications, services and resources for computerized

tra

nsaction so that they can be given the rights and responsibilities associated with the

accounts they have been granted under account administration.

De

scription:

Ac
SYS
ac
sh

Th
str
idg
prd
im

cess control is the method of r‘nnfrnlling who or what resources can access Ihl"pmiQPQ and
btems and what type of access is permitted. There are three key aspects associated™with
cess control: account administration, authentication and authorization. All three qaspefts
hil work together to establish a sound and secure access control strategy.

cre are several types of authentication strategies and each has varying" degrees| of
ength. Strong authentication methods are ones that are quite accurate in positively
ntifying the user. Weak authentication methods are ones that can be\easily defeated|to
vide unwanted access to information. Physical location of the user may have a significant
bact on the risk of accessing the IACS.

RTionaIe:
Authentication requirements are more stringent for administration/configuration users gnd

rer
brg
rer
ac
bu
co
thq
meg

Relquirements:

note users, than for other users. This is because administration/configuration users hgve
ader privileges and their actions have potentially ‘more impact than other users; gnd
note users are typically not subject to complementary physical access controls. Automagtic
count lockout due to failed logins or periods oflinhactivity increases authentication strengdth,
is considered carefully in the IACS environment, since failure to authenticate a valid uger
Ild have HSE implications if the user is notable to perform tasks in a critical situation|In

IACS environment, there is a great.‘emphasis on combining physical authenticat|on
asures with electronic authentication practices.

Table 12 — Access control — Authentication: Requirements

Description Requirement

4.313.6.1 Developan Companies shall have an authentication strategy or approach that
authentication strategy defines the method(s) of authentication to be used.

4.313.6.2 Authenticate all users All users shall be authenticated before using the requested
before system use application, unless there are compensating combinations of

entrance control technologies and administrative practices.

4.313.63 Require strong Strong authentication practices (such as requiring strong
authentication methods passwerds}-shal-be-used-onal-systemadministrateraccess
for system administration | ,ccounts and application configuration access accounts.
and application
configuration

4.3.3.6.4 Log and review all Log files should record all access attempts to critical systems and
access attempts to should be reviewed for successful and failed access attempts.
critical systems

4.3.3.6.5 Authenticate all remote The organization shall employ an authentication scheme with an
users at the appropriate appropriate level of strength to positively identify a remote
level interactive user.

4.3.3.6.6 Develop a policy for The organization shall develop a policy addressing remote login by
remote login and a user and/or remote connections (for example, task-to-task
connections connections) to the control system which defines appropriate

system responses to failed login attempts and periods of inactivity.
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Description Requirement

4.3.3.6.7 Disable access account

g . After some number of failed login attempts by a remote user, the
after failed remote login

attempts time.

system should disable the access account for a certain amount of

4.3.3.6.8 Require re-authentication | Atter a defined period of inactivity, a remote user should be requi
after remote system to re-authenticate before the remote user can re-access the system.

inactivity

red

4.3.3.6.9 Employ authentication Systems should employ appropriate authentication schemes for

for task-to-task task-to-task-communication-betwesnapplications—and-devices-
communication

4.3.3.7 Element: Access control — Authorization

Objective:

Gr

idgntification of their associated access account. The privileges granted are determined
thg account configuration set up during the account administration’ step in the busine
pracess.

Delscription:

Ac

sys$tems and what type of access is permitted. Theré are three key aspects associated w

ac
sh

Authorization explores the controls aimed atprotecting information and assets from deliber

an
de
As

Rationale:

Iti
co
au
Th

Relquirements:

Ant access privileges to resources upon successful authentication “of the user 2

cess control is the method of controlling who or what-resources can access premises &

cess control: account administration, authentication and authorization. All three aspe
hil work together to establish a sound and securé access control strategy.

d inadvertent destruction, change or‘\disclosure. It focuses specifically on measu
signed to ensure that the authenticated agents have access to required information asse
with authentication, authorization.is’dependent upon the location of the user.

5 important in the IACS environment to make sure that the right people have access to
rect information and -systems and are not prevented from doing their job due to lack
horization. Authorization to perform specific job functions is provided by the applicati
ere is a need to.cohsider safety implications when developing the authorization strategy.

Table 13 — Access control — Authorization: Requirements

nd

by
bSS

nd
ith
cts

hte
es
ts.

Description Requirement

4.3

.3.71 Define an authorization

security policy for personnel in various job roles shall be defined in an

to all personnel upon authentication.

Rules that define the privileges authorized under access accounts

authorization security policy that is clearly documented and applied

4.3

-3.7.2 Establish appropriate The permission to access IACS devices shall be logical (rules that

logical and physical

grant or deny access to known users based on their roles), physical

permission methods to (locks, cameras, and other controls that restrict access to an active

access IACS devices computer console), or both.

4.3

-3.7.3 Control access to Access accounts should be role based to manage access to
information or systems appropriate information or systems for that user’s role. Safety

via role-based access implications shall be considered when defining roles.
accounts
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Description Requirement

4.3.3.7.4 Employ multiple
authorization methods
for critical IACS

In critical control environments, multiple authorization methods
should be employed to limit access to the IACS.

4.3.4 Element group: Implementation

4.3.41 Description of element group

The third element group in this category is Implementation. This element within this grdqup
digcusses issues related to implementing the CSMS. Figure 5 shows a graphigal
representation of the four elements in the element group:

¢ [Risk management and implementation,
e | System development and maintenance,
¢ [Information and document management and

¢ | Incident planning and response.

Addressing risk with the CSMS

. \U
Implementation Q/
« \

and response

Risk System Information.and T
management and ‘ development and ‘ document P 9

implementation maintenance

management
N

IEC 2316/10

Figure 5 — Graphical view of element group: Implementation

4.3.4.2 Element: Risk management and implementation

Objective:

Relduce risk to and maintain risk at an acceptable level in the IACS based upon {he
ordganization’s tolerance. for risk.

Delscription:

Rigk management and implementation addresses the selection, development gnd
implementation of countermeasures that are commensurate with risks. The countermeasufes
mdy take.into account the use of products with strong inherent security capabilities, manpal

anfl_pracedural security controls and technology based controls to prevent or reduce secufity
indidents

Rationale:

The risk management and implementation element is used to turn the results from the risk
identification classification and assessment element of this standard into effective and
concrete actions. Although it can never be eliminated totally, risk can be managed in a
manner that balances the cost of risk avoidance against the potential cost of the incident.
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Requirements:

Table 14 — Risk management and implementation: Requirements

Description Requirement
4.3.4.2.1 Manage IACS risk on an The organization shall adopt a risk management framework that
ongoing basis includes selection and implementation of IACS devices and
countermeasures to manage risk to an acceptable level over the life
of the facility.
4.314.2.2 Employ a common set of | A common defined set of countermeasures (technical and
countermeasures administrative) to address both physical and cyber security risks
should be defined and applied across the organization wheréver g
specific risk is identified.
4.3.4.3 Element: System development and maintenance
Objective:
Ensure that the organization’s desired risk tolerance level is maintained as its IACS assets
evoplve through the maintenance of existing systems as well as development and procurement
of hew systems.
Delscription:
Th|s element addresses designing cyber security ifte‘systems from the earliest development
stgges. It also involves the maintenance of those/cyber security policies and procedures|as
the system changes throughout its lifecycle.
Rationale:
Organizations have found that maihtenance of the CSMS is more challenging than
es{ablishing it. For this reason, procedures that proactively address cyber security as parf of
the natural evolution of the IACS.Systems are critical.
Relquirements:
Table 15 + System development and maintenance: Requirements
Description Requirement
4.3)14.3.1 Define and test security The security functions and capabilities of each new component o
functions and the IACS shall be defined up front, developed or achieved via
capabilities procurement, and tested together with other components so that the
entire system meets the desired security profile.
4.3.3.32 Develop and implement a [ A change management system for the IACS environment shall be
change management developed and implemented. The change management process
system shall follow separation of duty principles to avoid conflicts of
interest.
4.3.4.3.3 Assess all the risks of Using clearly defined criteria, proposed changes to IACS shall be
changing the IACS reviewed for their potential impact to HSE risks and cyber security
risks by individuals technically knowledgeable about the industrial
operation and the IACS system.
4.3.4.3.4 Require security policies | The security requirements of a new system being installed in the
for system development IACS environment in an existing zone shall meet the security
or maintenance changes policies and procedures required for that zone/environment.
Similarly, maintenance upgrades or changes shall meet the security
requirements for the zone.
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Description

Requirement

4.3.4.3.5 Integrate cyber security Cyber security change management procedures should be
and process safety integrated with existing PSM procedures.
management (PSM)
change management
procedures
4.3.4.3.6 Review and maintain The operations and change management policies and procedures
policies and procedures shall be reviewed and kept current to ensure that security changes
do not increase risks to safety or business continuity.
4.314.3.7 Establish and document A procedure for patch management shall be established,
a patch management documented, and followed.
procedure
4.314.3.8 Establish and document A procedure for antivirus/malware management shall be
antivirus/malware established, documented, and followed.
management procedure
4.314.3.9 Establish backup and A procedure for backing up and restoring computer systems and
restoration procedure protecting backup copies shall be established, used, and verified|by
appropriate testing.
4.3.4.4 Element: Information and document management
Objective:

Classify, manage, safeguard and present the information associated with the IACS and CSIMS

at the appropriate time to authorized personnel.

Delscription:

Organizations should employ comprehensive information and document management policjes

for

information assets within the scope\ of their IACS and CSMS. Care should be given|to

protect this information and verify:that the appropriate versions are retained. Informat|on
clgssification systems that allow “information assets to receive the appropriate level| of

pratection are the key to meeting.this objective.

Rationale:

Mdch of the information about the IACS may be stored electronically or in hardcopy outside

the
this
coptrolled an

dsymanaged.

Relquirements:

Table 16 — Information and document management: Requirements

IACS and is not protected by IACS authorization controls. Unauthorized access and us¢g of
information is)a threat to IACS security. This information needs to be appropriately

Description

Requirement

4.3.4.4.1 Develop lifecycle A lifecycle document management process shall be developed and
management processes maintained for IACS information.
for IACS information

4.3.4.4.2 Define information

classification levels

Information classification levels (for example, company confidential,
restricted and public) shall be defined for access and control,
including sharing, copying, transmitting, and distributing appropriate
for the level of protection required.



https://iecnorm.com/api/?name=cc0c20f1cebfc7062b5d850ceeaa4a1a

62443-2-1 © IEC:2010(E) ~-35-

Description Requirement
4.3.4.4.3 Classify all CSMS All logical assets within the scope of the CSMS (that is, control
information assets system design information, vulnerability assessments, network
diagrams and industrial operations programs) shall be classified to
indicate the protection required commensurate with the
consequence of its unauthorized disclosure or modification.
4.3.4.4.4 Ensure appropriate Policies and procedures should be developed detailing retention,
records control physical and integrity protection, destruction, and disposal of all
assets based on their classification, including written and electronic
ICUUILJID, Cquiplllcllt alld Ut:lcl IIICL:;G hullta;llilly ;IIfUIIIIat;UII, Vvit:l
consideration for legal or regulatory requirements.
4.314.4.5 Ensure long-term records | appropriate measures should be employed to ensure longitsrm
retrieval records can be retrieved (that is, converting the data to“a*newer
format or retaining older equipment that can read the data).
4.3/14.4.6 Maintain information Information that requires special control or hanfling should be
classifications reviewed on a periodic basis to validate that'special handling is s
required.
4.3(4.4.7 Audit the information and | periodic reviews of compliance to the“ihformation and document
document management management policy should be performed.
process
4.3.4.5 Element: Incident planning and response
Objective:
Predefine how the organization will detect and react to cyber security incidents.

SV
ing
ing
su

Rationale:
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DTcription:
When developing a program for incident planning and response, it is important to include

stems in scope and not just limit the effort to traditional computer room facilities. Part of
ident response plan should include procedures for how the organization will respond
idents, including notification.and documentation methods, investigations, recoveries 2
psequent follow-up practices.

ntifying an incident early and responding appropriately can limit the consequences of
bnt. Incident ‘planning and response provides the organization the opportunity to plan
curity incidents and then to respond according to the established company practices.
tter how much care is taken in protecting a system, it is always possible that unwan
rusions-might compromise the system. Technology vulnerabilities continue to exist 3
ernal‘threats are increasing in number and sophistication, therefore requiring a rob

htegy for determining the appropriate planning and response. Insight gained from act

inc

Re

idents is captured because it is critical for evaluating and improving the CSMS.

quirements:

Table 17 — Incident planning and response: Requirements

Description Requirement

4.3.4.5.1 Implement an incident

The organization shall implement an incident response plan that
identifies responsible personnel and defines actions to be
performed by designated individuals.

response plan

al
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Description Requirement
4.3.4.5.2 Communicate the The incident response plan shall be communicated to all appropriate
incident response plan organizations.
4.3.4.5.3 Establish a reporting The organization should establish a reporting procedure to
procedure for unusual communicate unusual activities and events that may actually be
activities and events cyber security incidents.
4.3.4.5.4 Educate employees on Employees should be educated on their responsibility to report
reporting cyber security cyber security incidents and the methods of reporting these
incidents incidents.
4.314.5.5 Report cyber security The organization should report cyber security incidents imadimel
incidents in a timely manner.
manner
4.314.5.6 Identify and respond to If an incident is identified, the organization shall promptly responfl in
incidents accordance with the established procedures.
4.314.5.7 Identify failed and . The organization should have procedures i place to identify faildd
successful cyber security | gng successful cyber security breaches’
breaches
4.3(4.5.8 Document the details of The details of an identified incident’shall be documented to recorl
incidents the incident, the response, the Iessons learned, and any actions
taken to modify the CSMS/inlight of this incident.
4.3(4.5.9 Communicate the The documented detail$ of an incident shall be communicated to gl
incident details appropriate organizations (that is, management, IT, process safely,
automation and‘control engineering security and manufacturing) in a
timely mannef.
4.3/14.5.10 Address and correct The orgahization shall have a business methodology in place to
issues discovered address’jissues discovered and ensure they are corrected.
4.314.5.11 Conduct drills Drills should be conducted to test the incident response program [on
d routine basis.
4.4 Category: Monitoring‘and improving the CSMS
4.4.1 Description of ‘category
The third main category of the CSMS is titled Monitoring and Improving the CSMS. It involyes
both ensuring .that the CSMS is being used and also reviewing the CSMS itself [for
effectiveness.Figure 6 shows a graphical representation of the two elements in the category:
¢ | Conformance and
¢ [Review, improve and maintain the CSMS.

4.4.2

Objective:

Monitoring and improving the CSMS

Conformance

Element: Conformance

Review, improve and
maintain the CSMS

IEC 2317/10

Figure 6 — Graphical view of category: Monitoring and improving the CSMS

Ensure that the CSMS developed for an organization is followed.
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Description:
Conformance with a CSMS means the organization is adhering to its stated policies,

executing the procedures at the correct time and producing the appropriate reports to allow
for future review.

Rationale:

Irrespective of the quality of a CSMS, if it is not used, then it does not add any value to the
organization and does not help reduce risk.

Relquirements:

Table 18 — Conformance: Requirements

Description Requirement
4.412.1 Specify the methodology of | The audit program shall specify the methodoldgy of the audit
the audit process process.
4.4)2.2 Conduct periodic IACS Validate that the IACS conforms to the CSMS. The CSMS shall
audits include periodic audits of the IACS/to validate that the security
policies and procedures are performing as intended and meet the
security objectives for the zone.
4.42.3 Establish conformance The organization shoutd\define performance indicators and succqss
metrics criteria, which aredised to monitor conformance to the CSMS. The
results from each periodic audit should be expressed in the form pf
performance dgairist these metrics to display security performande
and securitystrends.
4.42.4 Establish a document audit | A |ist o documents and reports required to establish an audit trai
trail shallbe developed.
4.412.5 Define punitive measures The organization shall state what non-conformance with the CSMS
for non-conformance means, and any related punitive measures shall also be defined.
4.4)12.6 Ensure auditors’ The required competency for auditing the specific systems that ate
competence in scope should be specified. The level of independence required
should be determined as part of the governance.

4.4.3 Element: Review, improve and maintain the CSMS
Objective:

Ensure thatthe CSMS continues to meet its goals over time.

Delscription:

Reviewing, improving and maintaining the CSMS establishes a continuing oversight of the
CSMS to check that it functions effectively and to manage required changes to the CSMS
over time.

Rationale:

Review and monitoring are required for the CSMS to remain effective, since the CSMS shall
respond to changes in internal and external threats, vulnerabilities and consequences, as well
as changes in risk tolerance, legal requirements and evolving technical and non-technical
approaches to risk mitigation.
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Requirements:

Table 19 — Review, improve and maintain the CSMS: Requirements

62443-2-1 © IEC:2010(E)

Description

Requirement

4.4.3.1 Assign an organization to manage and An organization shall be assigned to manage and
implement changes to the CSMS coordinate the refinement and implementation of the
CSMS changes and use a defined method in making
and implementing changes.

4.413.2 Evaluate the CSMS periodically The managing organization shall periodically evaluatp
the overall CSMS to ensure the security objectives are
being met.

4.4)3.3 Establish triggers to evaluate CSMS The organization should establish a list,of triggers with
set thresholds, which would result in-a review of relaled
elements of the CSMS and perhaps.a.change. These
triggers include at a minimum: occufrence of serious
security incidents, legal and regulatory changes,
changes in risk and major changes to the IACS. The
thresholds should be based-on the organization’s ris
tolerance.

4.413.4 Identify and implement corrective and The organization_shall identify and implement

preventive actions appropriate corfective and preventive actions that
modify the CSMS to meet security objectives.

4.4)3.5 Review risk tolerance A review of the organization’s tolerance for risk should
be ipitiated when there are major changes to the
organization, technology, business objectives, interngl
business and external events including identified
threats and changes in social climate.

4.413.6 Monitor and evaluate industry CSM$ Management system owners should monitor the

strategies industry for CSMS best practices for risk assessment
and risk mitigation and evaluate their applicability.
4.4)3.7 Monitor and evaluate applicable The organization shall identify applicable and changihg
legislation relevant to cyber security legislation relevant to cyber security.
4.4)3.8 Request and reportiemployee feedback | gypioyee feedback on security suggestions should He

on security suggestions

actively sought and reported back to senior
management as appropriate on performance
shortcomings and opportunities.
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Annex A
(informative)

Guidance for developing the elements of a CSMS

A1 Overview

Th -l H N 4 FH P~ | % o Al K + Al ] COMO L o4t t
o dINTTCA PTUVIUT O TTITUTTTTIatrve yulualluc Wi 1CautTl UTT TTUVW 1TU UTVUIUY d UOIVIOD that T11o e S

thg requirements specified in Clause 4. The guidance presented here provides an overall
mgnagement system framework that allows organizations adopting the CSMS to tailor" it| to
their own specific needs. It should be thought of as a starting point or baseline for a CSMS.
Not all guidance may be applicable and depending on the application, the organization may
require more security than what is presented. It is also not meant to be.a ‘step-by-step
prgcess, as was previously stated in 4.1.

Th|s annex is organized with the same categories, element groups, and elements as thgse
lisfed in Clause 4 (see Figure A.1). Each element in this anpex uses the follow|ng
organization:

o Description of element — a basic description of the topit;

o Element-specific information — one or more subclauses providing detailed guidarnce
regarding this element. Their structure and content'is element-specific;

e Supporting practices:

e Baseline practices — recommendations for organizations to achieve a baseline leyel
of cyber security. These practicescbgcome the building blocks of the requiremepts
for each element.

e Additional practices — innovative security practices used by some organizations| to
further enhance cyber security;

e Resources used — sources for additional information as well as documents referenged
(in addition to the currentcdocument).
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Figure A.1 — G@ic’:al view of elements of a cyber security management system

O
A.2 Cateag}y: Risk analysis

A.2.1 @scription of category

Th %t main category of the CSMS is risk analysis. This category discusses much of the
ba%m—mmmwmmﬁm—eaﬁ—w i ; i —i \.2

shows the two elements that are part of the category:

e Business rationale and
¢ Risk identification, classification and assessment.

Risk analysis

Risk identification,
Business rationale classification and

assessment

IEC 2319/10
Figure A.2 — Graphical view of category: Risk analysis
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A.2.2 Element: Business rationale

A.2.21 Description of element

This element establishes that the organization is aware of and understands the importance of
cyber security for information technology as used in IACS. This understanding is based upon

an

understanding of the roles that information technology plays in the mission of the

organization, associated risks to this mission and the cost and other business impacts of
mitigating this risk.
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e first step to implementing a cyber security program for IACS is to develop a compelllng
siness rationale for the unique needs of the organization to address cyber risk. JAn
anization may derive the rationale for its IACS CSMS and related individual projects from
sting policies related to safety, general risk management or compliance with regulatpry
uirements. Other organizations may require that the business rationale take the form of a
mal or informal business case for cyber security management activities jn order to establ|sh
t the cost of mitigating cyber risk is justified by its financial benefit. Anbusiness rationale| or
siness case for taking the first steps to build a CSMS will dependrup6n an assessment of
, generally at a high level. Once risk is acknowledged, an organization is ready to tgke
bropriate steps to mitigate it. An effort to perform more systematic and detailed rjsk
tessment (as described later in this standard) and ‘lindividual decisions abgput
intermeasures, may themselves require a business rationale, possibly in the form of a
5iness case.

business rationale captures the business concetfis of senior management while be|ng
nded in the experience of those already dealing with many of the same risks. This
bclause deals with the key components ef the resulting business rationale and key
ources to help identify those components.“A)business rationale may have as its scope the
tification of a high-level or detailed risk_assessment, other specific aspects of a full CSMS
described herein, or implementation ofia 'single countermeasure.

perience has shown that embarking on a cyber security program without an agrged
5iness rationale often resultsCin eventual loss of program resources in favor of other
siness requirements. Typically these other business requirements have a more dirgct
siness benefit and easily.understood rationale.

.2.3 Key components of business rationale

cre are four key,components of a business rationale: prioritized business consequences,
pritized threats, estimated annual business impact and cost of countermeasures.
Prioritized-business consequences

The-list of potential business consequences needs to be distilled to the particular busingss
consequences that senior management will find the most compelling. For instance, a fgod

and beverage company that handles no toxic or flammable materials and typically

c)

processes its product at relatively low temperatures and pressures might not be concerned
about equipment damage or environmental impact but might be more concerned about
loss of production availability and degradation of product quality. The insight here is based
on histories of past incidents as well as knowledge of how IACS are actually used in the
business and the potential business impact that unauthorized technical changes could
cause. Regulatory compliance might also be a concern.

Prioritized threats

The list of potential threats needs to be refined, if possible, to those threats that are
deemed credible. For instance, a food and beverage company might not find terrorism a
credible threat but might be more concerned with viruses and worms and disgruntled
employees. The insight here is primarily based on histories of past incidents.

Estimated annual business impact
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The highest priority items shown in the list of prioritized business consequences should be
scrutinized to obtain an estimate of the annual business impact preferably, but not
necessarily, in financial terms. For the food and beverage company example, it may have
experienced a virus incident within its internal network that the information security
organization estimated as resulting in a specific financial cost. Because the internal
network and the controls network are interconnected, it is conceivable that a virus
originating from the controls network could cause the same amount of business impact.
The insight here is primarily based on histories of past incidents. Regulatory compliance
may entail specific financial or business penalties for non-compliance.

Cost
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The estimated cost of the human effort and technical countermeasures that this busingss
rationale intends to justify.

TE A business impact estimate in financial terms and cost estimates for countermeasures are, requireq to
hte a business case, but a successful business rationale may not always include this information.

ere are a number of resources for information to help form this business rationale: exterpal
ources in trade organizations and internal resources in related risk management programs
engineering and operations.

ernal resources in trade organizations often provide useful tips about factors that mpst
bngly influenced their management to support their efforts afid ‘What resources within their
anizations proved most helpful. For different industries, thiese factors may be different but
re may be similarities in the roles that other risk management specialists can play.

brnal resources associated with related risk management efforts (that is, informat|on
curity, HSE risk, physical security, and busifess continuity) can provide tremendqus
sistance based on their experience with related incidents in the organization. This
brmation is helpful from the standpoint of\ prioritizing threats and estimating busingss
pact. These resources can also provide insight into which managers are focused on deal|ng

wiflh which risks and, thus, which managefrs might prove the most appropriate or receptive to
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ving as a champion.

ernal resources associated with control systems engineering and operations can prov|de
ight into the details of how control systems are actually used within the organization. How

networks typically segregated? How are high-risk combustion systems or safety
trumented systems (SIS)\typically designed? What security countermeasures are alregdy
mmonly used? Keeping ih mind the organization’s history with mergers and acquisitionsg, it
blso important to understand how representative any particular site might be of the enfire
5iness unit, region or overall organization.

member thatiin the early stages of the industrial operation, the primary focus will be |on
ntifying-one or two high-priority issues that justify continued effort. As the IACS cyber
curity program develops further, other items may appear on the list and priorities may shift,
thel_organization applies a more rigorous risk analysis methodology. However, thase
hnges should not detract from the result of this original effort to justify initiating the

pr

granT.

A.2.2.4 Content suggestions for IACS business rationale

Within each organization, the journey to develop an effective cyber security program for IACS
starts with individuals who recognize the risks the organization is taking and begin to

art
wit

iculate these risks internally, not just in technical terms, but in business terms that resonate
h upper management. A business rationale is not a detailed risk assessment; it is rather a

high-level description of risks sufficient to justify the next planned steps in building a CSMS. It
may be as brief or detailed as required to support the decision processes in the particular
organization.

The negative business consequences of cyber attacks against IACS can include the following:
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e reduction or loss of production at one site or multiple sites simultaneously;
e injury or death of employees;

e injury or death of persons in the community;

e damage to equipment;

e environmental damage;

e violation of regulatory requirements;

e product contamination;

o |criminal or civil legal labilities;
o [loss of proprietary or confidential information;
¢ |loss of brand image or customer confidence;

e | economic loss.

In |prioritizing the risk of these consequences occurring, it is also important’to consider the
potential source or threat that initiates a cyber attack and the likelihopd-that such an event
woluld occur. Cyber threats could arise from sources inside or outsidecan“organization; threats
collld be the result of either intentional or unintentional actions; andthreats could either |be
directed at a specific target or undirected. Cyber security incidents can result from many
different types of threat agents such as the following:

e [ Thrill-seeking, hobbyist, or alienated individuals who ,gain’ a sense of power, control, self-
importance and pleasure through successful penetration of computer systems either yia
undirected attacks (viruses and worms) or directed attacks (hacking) to steal or destfoy
information or disrupt an organization’s activities,

o [Disgruntled employees or contractors who. damage systems or steal information [for
revenge or profit.

o [Well-intentioned employees who inadvertently make changes to the wrong controller|or
operating equipment.

e |Employees who break quality, safety or security policies or procedures to meet other
urgent needs (for example, preduction goals).

e [Terrorists typically motivated by political beliefs for which cyber attacks offer the poteniial
for low-cost, low-risk,but high-gain attacks especially when linked with coordinated
physical attacks.

¢ | Professional thieves*(including organized crime) who steal information for sale.

e [Adversary nations or groups who use the Internet as a military weapon for cyber warfare
to disrupt the.command, control and communication capabilities of a foe.

Documentedy cases provide insight into how and how often one of these threat agepts
sug¢ceeds-in inflicting negative business consequences. The rapid adoption of new netwprk
teghnologies has led to the development of new tools to enable cyber attacks. With the lack of
a rlecognized publicly accessible incident reporting system, it will be extremely difficult in the
near future to determine a quantitative likelthood of any specific type of event occurring.
Likelihood will need to be evaluated qualitatively based on an organization’s own internal
incident history and on the few cases that have been publicly documented. Several examples
of these cases are:

EXAMPLE 1 In January, 2003, the SQL Slammer Worm rapidly spread from one computer to another across the
Internet and within private networks. It penetrated a computer network at Ohio’s Davis-Besse nuclear power plant
and disabled a monitoring system for nearly five hours, despite a belief by plant personnel that the network was
protected by a firewall. It occurred due to an unprotected interconnection between plant and corporate networks.
The SQL Slammer Worm downed one utility’s critical SCADA network after moving from a corporate network to the
control center local area network (LAN). Another utility lost its Frame Relay Network used for communications and
some petrochemical plants lost human-machine interfaces (HMIs) and data historians. A 911 call center was taken
offline, airline flights were delayed and canceled and bank ATMs were disabled.

EXAMPLE 2 Over several months in 2001, a series of cyber attacks were conducted on a computerized waste
water treatment system by a disgruntled contractor in Queensland, Australia. One of these attacks caused the
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diversion of millions of gallons of raw sewage into a local river and park. There were 46 intrusions before the
perpetrator was arrested.

EXAMPLE 3 In September, 2001, a teenager allegedly hacked into a computer server at the Port of Houston to
target a female chat room user following an argument. It was claimed that the teenager intended to take the
woman’s computer offline by bombarding it with a huge amount of useless data and he needed to use a number of
other servers to be able to do so. The attack bombarded scheduling computer systems at the world’s eighth largest
port with thousands of electronic messages. The port’s web service, which contained crucial data for shipping
pilots, mooring companies and support firms responsible for helping ships navigate in and out of the harbor, was
left inaccessible.

The CERT organization has been monitoring and tracking the number of attacks occurring on
Internet-connected systems since 1988 None of the reporfed incidents were for control
systems. As of 2004, they have stopped tracking the number of attacks, becausé“\the
prevalence of automated attack tools has led to attacks becoming so commonplace that the
number of incidents reported provides little information with regard to assessing fhe scqpe
ang impact of attacks. A graph of their incident data is shown in Figure A.3 to demohstrate the
dramatic increase that has occurred over the last 15 years.
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Figure A.3 — Reported attacks on computer systems through 2004 (source: CERT)

A.2.2.5 Supporting practices
A.2.2.5.1 Baseline practices

T

=

e following(Six actions are baseline practices:

a) [ Identifying and documenting the business objectives, critical business processes gnd

cfitical information technology processes. Include IACS and interfaces with value chgin
pnrtnnre where sensitive information is frnnefnrrnd, anrnrl, Qr prnr\ncend

b) Identifying the dependence of the business on information technology systems. Categorize
the business dependence low, medium, high, or an alternate ranking system.

c) Identifying various damage scenarios by the loss of confidentiality, integrity or availability
of information. Include the manipulation of IACS and the consequences of such actions for
those businesses, which use these systems. Include HSE and operational integrity and
reliability for drivers of IACS. Capture risks associated with value chain and other third-
party business partners. These risks often include the loss or alteration of sensitive
information. An example is the interception of information associated with manufacturing
products shipments, including types of materials, quantities, shipping routes, mode of
transportation, and the like.

d) Developing business impact analyses for IACS security.

e) Developing business impact analyses for value chain or other third-party business partner.
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f) Determining the organization’s risk tolerance profile defined in terms of:
1) Safety of personnel (serious injury or fatality);
2) Financial loss or impact including regulatory penalties;
3) Environmental/regulatory consequence;
4) Damage to company image;
5) Impact to investment community;
6) Loss of customer base or confidence;

7\ _lmnact on infractriictiira
P G-O T StHaEta+e-

7

NOJTE Risk tolerance varies depending on the business. Simply put, the organization’s risk tolerancesis| its
thrg¢shold of pain. The risk tolerance may be very low (for example, a single serious injury may not be acceptgble
and must be addressed immediately) when it comes to safety in plant manufacturing or may be ~éry” high [for
exgmple, in terms of production loss) if the organization has multiple production sites of a commodity-product. The
findncial impact for one business may not be appropriate for other businesses. Organizations with mult|ple
buginesses should look at the interdependencies of one business upon another when determining)risk tolerance|

IT [security managers typically will be familiar with the organization’s risk tolerance profile [for
sone, but not all of these consequences. Other managers who are respensible for manag|ng
thg risks associated with HSE consequences will be familiar with.the organization’s rjsk
tolerance profile in these areas. The overall risk tolerance profileynéeds to be determined|by
integrating information from these sources as well as those fromthe IACS environment.

A.2.2.5.2 Additional practices
The following three actions are additional practices:

a) | Identifying and documenting the business objectives, critical business processes, gnd
critical IT processes. This process is, best performed with a cross-section of the
organization representing the functional “areas, as well as the business units of {he
company. This group typically is charteréd either by a senior executive who is responsiple
for the IT organization, or by a leadership team that includes other senior executives frpm
throughout the organization. This>;eharter specifically includes the risk associated with
IACS.

b) | Developing a business impdct’ analysis that describes the issues and consequences| of
inaction and benefits of, action. Where practical, these actions are quantified in terms| of
financial impacts (that/s).lost sales or fines), market impacts (that is, loss of confidence or
public image), as well as HSE impacts (that is, environmental release, equipment damdge
and loss of life). Especially when considering consequences like public image, it| is
important to understand that an incident due to one particular business unit can affect the
organization as a whole.

c) [ Documenting and approving (by the appropriate level of management) the risks outs|de
the scopeof the CSMS.

A.2.2,6 Resources used

This element was based in part on material found in the following references, all of which are
listed in the Bibliography: [24], [26], [27], [30], [42].

A.2.3 Element: Risk identification, classification and assessment

A.2.3.1 Description of element

Organizations protect their ability to perform their mission by systematically identifying,
prioritizing and analyzing potential security threats, vulnerabilities, and consequences using
accepted methodologies. Risk is formally defined as an expectation of loss expressed as the
probability that a particular threat will exploit a particular vulnerability with a particular
consequence (see IEC/TS 62443-1-1). As described under the related element Risk
Management and Implementation (see A.3.4.2), an organization defines its risk tolerance in
terms of the characteristics of threats, vulnerabilities and potential consequences it identifies.
The organization then implements this risk tolerance decision by taking action where indicated
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to reduce the likelihood of a security threat occurring by mitigating vulnerabilities and/or
reducing the consequences in case the security threat is realized.

A.2.3.2 Cyber risk for IACS

The risk management approach outlined in A.2.2 applies in general for all types of cyber risks
as well as other types of risks. This discussion is about the unique aspects of the analysis of
cyber risk for IACS.

Although various industries may find certain types of business impact of more concern and
mdy feel that cerfain types of threats are more Tikely, all indusiries that use TACS should]be
cohcerned that they are entering a new risk environment. At the same time that IACS. hgve
adppted commercial IT operating systems and network technologies and users) hgve
interconnected their private networks with their IACS networks, the number of threats,'has also
ingreased greatly. There are risks associated with traditional information (electronic or papgr),
clgssical IT systems and applications, IACS, business partners, joint ventures, outsourc|ng
paftners, and the like.

Rigks for traditional IT assets focus on the confidentiality, integrityy” and availability | of
information. Risks in IACS are different as the drivers focus more on HSE factors gnd
opgrational reliability in addition to the traditional protection of)information confidentiallty,
integrity and availability. In IACS the priorities are generdlly reversed with focus [on
availability, integrity and confidentiality in that order. This means that cyber risk assessment
for] IACS should be coordinated with physical security and/HSE, wherever practical. Sone
organizations fully integrate risk assessment efforts related to all of these areas. Risks us|ng
oufsourcing, third-party contractors or other partnersdn the manufacturing value chain inclyde
sefsitive information transmitted, stored or procéssed. The integration of these busingss
paftners into an organization’s operations potentially permits unintentional access into the
company’s systems.

In |virtually all of these cases, the security-related industrial operations and technologjes
deyeloped for classical IT applications have not been deployed for IACS partly due|to
igrjorance, but partly due to valid constraints that do not exist in classical IT applications. The
objective of this standard is to address both issues.

A.2.3.3 Risk assessmenf process
A.2.3.3.1 General

An| overview of risks)is required to establish the business rationale for a CSMS. The more
detailed priorities\addressed by this system are determined based upon a methodology that
systematicallys.considers risk at a greater level of granularity than typically assessed|to
es{ablish andinitial business rationale.

A.2.3,3.2 Risk assessment and vulnerability assessment

In thc ycllclcﬂ “tcldtulc, thc tUIIIIO vuhlclabi“ty GDDCDDIIICIIt alld I;D}\ aDDCDDIIIUIIt re
sometimes used interchangeably. These two kinds of analyses can be distinguished in
accordance with the definitions of vulnerability and risk in this standard. Recall that a
vulnerability is defined as a flaw or weakness in a system's design, implementation or
operation and management that could be exploited to violate the system's integrity or security
policy (see IEC/TS 62443-1-1). As an example, the observation that passwords in a control
center are seldom changed is an example of a vulnerability that would be identified in a
vulnerability assessment. There may be several risks associated with this vulnerability, for
example:

¢ A low likelihood that the password becomes well known in the plant over time and that a
legitimate employee not trained for control system operations uses the password while
pitching in to solve a problem and causes a loss of production for several hours due to
input errors.
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o A low likelihood that a disgruntled former employee successfully breaks though corporate
firewall defenses to access the control system network remotely, logs in to an HMI and
deliberately takes actions that can cause a loss of production for several days.

Thus as these terms are used in this standard, risk assessment has as its output a set of risks
and a vulnerability assessment has as its output a set of vulnerabilities, which have not yet
been analyzed in terms of the risks they create. In this way, a vulnerability assessment is an
input to a risk assessment. Note that some existing methodologies titled vulnerability
assessment methods include risk concepts and others do not.

Returminmg—totheaboveexampteof thecontrotroompassword; it s clear thatthere—are—=jso
risks involved in changing the control system password periodically, for example, ,aJow
likelihood that an operator may not remember a new password in an emergency situation gnd
wil] be unable to login to resolve the situation, resulting in serious collateral environmental
danage. The tradeoff between the risk addressed by a countermeasure ,and the rjsk
intfoduced by a countermeasure such as in this case, is discussed under the Rjsk
Mgnagement and Implementation element of this standard (see A.3.4.2).

A.2.3.3.3 High-level and detailed risk assessment

Rigsk assessment can be carried out at several levels. This standard<requires risk assessment
at fwo levels of detail, called high-level risk assessment and detailed risk assessment.

High-level risk assessment examines what might be theJimpact of general types of cyber
se¢urity vulnerabilities and the likelihood that a threat might exercise these vulnerabilities, but
dogs not consider particular instances of these vulherabilities or related countermeasufes
alrpady in place. Thus examples of risks identified.if a’'high-level risk assessment might be:

e |A medium likelihood that a malware infestation occurs and causes control netwprk
congestion and thus a lack of visibility to_the status of the industrial process in the confrol
room, resulting in potential emergencyshutdown and resulting costs.

o | A low likelihood that a contractor with criminal connections and with physical access to the
control system network media.faps this media and successfully modifies confrol
commands in a way that causes damage to the facility.

High-level assessment is required because experience has shown that if organizations sfart
ouf by looking at detailed-Vvulnerabilities, they miss the big picture of cyber risk and find it
difficult to determine where“to focus their cyber security efforts. Examination of risks at a h|gh
leviel can help to focus\effort in detailed vulnerability assessments. The high-level assessment
can typically cover(all*control networks owned by an organization, possibly by dividing them
intp groups that share common characteristics. Resources may not be available to cover]all
IACS at the detailed level.

A |detailgd-risk assessment, as defined for this standard, is supported by a detailed
vulnerability assessment that includes examining details such as existing technigal
countérmeasures, adherence to account management procedures, patch and open port status
by illdividud: hUDt UT1 d apcuifiu bUIItIU: Oybtclll IIUtVVUI}\ aIICIl IIUtVVUI}\ bUIIIIth;\ |ty
characteristics such as firewall separation and configuration. Thus an example output from a
detailed risk assessment might be:

¢ Direct connection of process engineering workstations to both the corporate network and
the control system network in the South facility, bypassing the control network internal
firewall, contribute to risk of malware infection on the control network. In combination with
lack of antivirus protection on 50 % of the hosts on the South facility control network, this
results in a medium likelihood of a virus-triggered network congestion incident causing a
lack of visibility to the status of the industrial operation in the control room and resulting in
potential emergency shutdown and resulting costs.

e All control system network media (for example, addresses 192.168.3.x) and connections to
other networks are either physically protected by walls, ceilings or floors, or in locked
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rooms accessible to three authorized control system network administrators. Therefore the
risk of a successful attempt at tapping this media is low.

These detailed risk assessment results support related results from a high-level assessment
according to the related examples above. However, the detailed risk assessment may in many
cases determine that risks are lower or higher than suspected in the high-level assessment.
The detailed risk assessment may also uncover risks not considered in the high-level
assessment. Finally, since the detailed assessment identifies specific vulnerabilities, it
provides direction for how an organization might address risks deemed unacceptable.
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qualitative risk assessment methods.;Due to the recent exposure of IACS to cyber secufity
threats, the relative infrequency at which incidents occur and the rapidly evolving nature| of
the threats, extensive data sets do not yet exist to aid in the assessment of cyber secufity
threats to IACS. At this stage,” qualitative risk assessment is the preferred method for
evaluating these risks.

A.2.3.3.4.3 Scenario-based versus asset-based

In conducting a risk-assessment, it is usually helpful to focus the participant’s thoughts algng
ong of two lines; the scenarios by which threats take advantage of vulnerabilities to impact
asgets or the)assets themselves. The scenario-based approach tends to take advantage| of
experience with actual incidents or near-incidents. However, the approach may not penetrate
to |discover threats or vulnerabilities to sensitive assets that have not been previougly
threatenéd. The asset-based approach tends to take advantage of knowledge of [an
ordgaqization’s systems and work methods and particular assets whose compromise wolld
lead 10 high economic impact. However, this approach may not penetrate 1o discover types of
threats or vulnerabilities that would place these assets in jeopardy or scenarios that involve
more than one asset. Whichever general approach is used, it is recommended that some
aspect of the other approach be included to provide a more thorough risk assessment.

EXAMPLE An organization that has identified assets as devices, applications and data is considered as an
example that integrates scenario and asset-based methods. In the next step, the organization lists possible
scenarios related to these assets and determines consequences as follows. Application scenarios are very similar
to the device scenarios shown.

a) Device scenarios
1) Scenario: Unauthorized user locally accessing an IACS device

What is the consequence of someone walking up to the device and performing the tasks allowed at this
device?

2) Scenario: Remote access of an IACS device by an unauthorized user
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What is the consequence of an unauthorized user gaining remote access to this device and performing any
of the tasks allowed by this device?

3) Scenario: IACS device disabled or destroyed

What is the consequence of a cyber incident that blocks the device from performing all or a subset of its
normal functions?

b) Data scenarios
1) Scenario: IACS data theft
What is the consequence of someone stealing this data set?
e Does the data set have high intellectual property value?
s thedatasetof busimessvatuetoacompetitor?

e If publicly released, would the data set be an embarrassment to the organization?
e Is the data set required for regulatory compliance?
e Is the data set under a litigation hold order?
2) Scenario: IACS data corruption
What is the potential consequence if:
e The data set was intercepted and changed between the source and destination?
e The data set was corrupted at the source?
e Is the data set required for regulatory compliance?
e Is the data set under a litigation hold order?
3) Scenario: IACS data denial of service

What is the consequence if the user of the data was not able to access the IACS data set?

NOJTE A group might carry out scenario based risk assessment{y starting from descriptions of incident scenafios
and then determining consequences of the scenario, as shown'in this example or start by creating a lis{ of
undesirable consequences first, and then work backwards to.devVelop possible incident scenarios that might crgate
these consequences. A combination of these approaches may also be used.

A.2.3.3.5 Selecting the risk assessment methodology

Sejecting the right risk assessment methodology for an organization is very subjective, baged
uppn a number of issues. Many of thése methodologies are commercially available. Some| of
thgse are available at no charge; others require a license for use. Assessing thgse
mgthodologies to find the one most useable for an organization can be a challenging tagk.
Common to most methodologies is the premise that risk is a combination of the likelihood] of
anfevent occurring and consequences of that event.

The complication is<how to assign quantitative numbers to likelihood, which is typically
expressed similar_to)a probability. Industry experience with process safety and accidents
provides a large ‘amount of historical quantitative data on which to base probability valugs.
Buf, identifying-the appropriate numbers for the likelihood of a specific cyber incident is not
eapy, not odlybecause of a lack of historical data, but also because the past may not predict
thg future’once a vulnerability becomes known to potential attackers. Because of this
complication, many companies and trade associations have chosen to develop their own
mgthodology to address the threat and vulnerability concerns of specific importance to their
company—in—a—mannerconsistent with their corporate culture—Also for this reason—this
standard uses the term likelihood, which has to do with estimations of human capabilities and
intent, rather than the expected term probability, which has to do with the occurrence of

natural events unbiased by human interference.

Some methodologies support high-level risk assessment well. Some support detailed risk
assessment well, by allowing input of vulnerability assessment results and they may also
directly provide guidance for the associated detailed vulnerability assessment. An
organization will find it effective to use a methodology that coherently supports both high-level
and detailed risk assessment.

EXAMPLE An example of a trade association helping with the task of selecting the right methodology, the
American Chemistry Council’s Chemical Information Technology Center (ChemITC) has published a document
titled “Report on Cyber Security Vulnerability Assessment Methodologies Version 2.0.” [27] This document
examines various elements of eleven different methodologies and compares them to a set of criteria important in a
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general-purpose cyber security risk methodology for assessing business IT systems, IACS and value chain
systems. The report offers some sound advice for selecting a methodology. A portion of the guidance is included in
the following with permission from CSCSP.

a) Step 1 - Filter

The first step is to review the overview of the selected methodologies. The purpose of this step is to filter the
methodologies of interest based on criteria such as ease of use, complexity, scope, resource requirements and
type of methodology (see [27], Appendix IV).

b) Step 2 — Select

After identifying the methodologies, select the methodologies that fit the organization’s needs (see [27],
Attachment Il). Attachment Il identifies the particular criteria that were used to assess the methodology. The
criteria listed there address a much larger IT space beyond IACS. It may be that a methodology to address
only a subset of the criteria used in the ChemITC study Is necessary. Understanding the difference betwgen
the organization’s needs and the evaluation criteria will be helpful when reviewing the synopses,fer)fthe
different methodologies. Then review the corresponding synopses to obtain more detailed inforpration |for
assistance in making an informed methodology choice (see [27], Appendix V).

The synopsis for each methodology addresses the following topics:
e cyber security vulnerability assessment methodology,
e reviewers,

e date,

e web address,

e general observations,

e strengths compared to the common evaluation criteria,
e gaps compared to the common evaluation criteria,

e how this methodology could be used,

e limitations on methodology use, and

e suggested revisions.

c) | Step 3 — Validate (optional)

If there is any uncertainty or difficulty choosing the“methodology, review the technical criteria spreadshgets
shown in the reference document for the methodology to validate the organization’s choice(s) (see [27]
Attachment I1). The technical criteria spreadsheet exists for each methodology. This step is optional becaudle it
simply provides even more specific evaluation data.

d) | Step 4 — Acquire the selected methodology

After narrowing down the methodology selection to one, obtain the methodology from the provider. The web
addresses supplied in the bibliography are a good starting point.

A.2.3.3.6 High-level risk"assessment — Identifying risks

Once a set of key stakeholders has been identified and provided with some training regard|ng
the nature of IACS,they will perform a high-level risk assessment following the organizatiop’s
selected methodology. This assessment process clarifies the nature of the individual risks| to
thg organization.that arise from the use of IACS. This clarity is needed to ultimately select {he
mqst cost-effective countermeasures to be designed or deployed and to help justify the copts
of their deployment. While this task is the first step of a risk assessment, it is NOT a detailed
vulnerability or threat assessment. It typically involves a risk analysis session to gather input
from sallUstakeholders and takes advantage of high-level business consequences that may
haye béen identified in the business rationale.

The deliverable document from the risk analysis session is a list of scenarios that describe
how a particular threat could take advantage of a particular type of vulnerability and damage
particular assets resulting in identified negative business consequences. The same session
may also address calibration of consequence level and prioritization by risk tolerance level.

Stakeholders, who have experience with IACS applications in the business units and those
responsible for the management of related risks, need to participate in the risk assessment
effort to leverage their expertise and experience.

In order to make the most efficient use of the participants’ time, it is normally necessary to
schedule somewhere between a half and a full day to conduct the risk analysis session with
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all the stakeholder participants in attendance. There are two phases of this risk analysis
session: background information and risk identification.

Regardless of which risk assessment method is ultimately used, it is also important to provide
the participants in the risk analysis session with appropriate background information before
beginning to identify the risks. Typical background information includes an overview of the
business rationale and charter, an overview of IACS architectures and functions and an
overview of specific types of incidents that occurred within the organization or publicized
incidents that occurred in other organizations.

Fof the session to be successful, it is also important that participants understand the work|ng
definitions for risks and vulnerabilities; otherwise, the session is likely to _idenfify
vulnerabilities but may not succeed in identifying risks. Examples are useful for this-purpoge.
Thps, as an example, vulnerability might be weak authentication on the control systém HMI.
related threat might be that an employee with insufficient experience is able-to operate
HMI without supervision and sets unsafe parameters. The consequence might bg a
stdppage of production due to safety controls being exercised. It is a common pitfall that|an

A.2.3.3.7 High-level risk assessment — Classifying risks

A.2.3.3.7.1 General

list of scenarios produced as an output of the risk analysis session describes a numbel of
different risks posed to organizations by threats to IACS. One of the duties of corporate
mgnagement is to manage all the risks to their organizations. To facilitate this effort rigks
neged to be identified and prioritized. This subcladse® describes the three steps required|to
deyelop a framework to prioritize individual risks 'so the appropriate corrective actions can|be
judtified.

A.2.3.3.7.2 The risk equation

Before describing the framework faF,risk prioritization and calibration, it is important|to
ungerstand a basic concept of risk analysis (for example, the risk equation).

likelihood of an event occurring takes into account both the likelihood that a threat that
could cause an action will-be realized and the likelihood that a vulnerability that allows the
action will in fact be exploited by the threat. For example, for a virus to cripple a network|, it
negds to first reach the network and then needs to defeat antivirus controls on the network!. If
lihood is expressed similar to a probability, then:

Likelih OOdEvent;Occurring = LikelihOOdT hreat_Realized x Likelih00qulnerabilityﬁExploited (A N )

As|discussed above, risk is made up of both likelihood and consequence, where consequerjce
is [the(_ negative impact the organization experiences due to the specific harm to the
ordganization’s asset(s) by the specific threat or vulnerability.

Risk = Likelihoo yg,eny occurring * Consequence (A.2)

A.2.3.3.7.3 Calibrating likelihood and consequence scales

Risk management systems have been developed within most organizations to deal with a
wide variety of risks. In some cases the use of such systems has been mandated by
regulatory requirements. These risk management systems make use of the same risk
equation to prioritize the risks to the organization by the same type of threats to different
assets (for example, information security) or by different threats to the same assets (that is,
business continuity, industrial operation safety, environmental safety and physical security). In
most organizations, these risk management systems will already have developed scales for
likelihood and consequence.
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A typical likelihood scale is shown in Table A.1. This scale is only an example; the
organization will need to determine the actual values used in this scale for themselves.

Table A.1 — Typical likelihood scale

Likelihood
Category Description
High A threat/vulnerability whose occurrence is likely in the next year.
Medium A threat/vulnerability whose occurrence is likely in the next 10 years.
L A threat/vulnerability for which there is no history of occurrence and for which the
oW P . .
likelihood of occurrence is deemed unlikely.

Mqgst organizations find it difficult to agree on likelihood, and little information_is currently
avgilable to help. It is clear that differing opinions about this factor can radically change the
inestments made by the CSMS. Even though all may not agree with the final assessment|on
likglihood, the benefit of using it is that the assumptions being used to drive*CSMS investment
are clear for all to see. Since likelihood is the major factor of risk about which an organizat|on
hag the least information and control, it is important to track improvements in industry data
available to help make this factor more accurate.

To[address the issue of lack of agreement, some organizations/use the following methods:

e |Use a probability of 100% for likelihood and thus consider only consequences, or do this
for certain types of consequences such as HSE

e [Agree on a range of probabilities or likelihood{¢ategories and then work their prioritizatlon
process based on ranges

e | Attempt more precision by consulting industry data that is available on attacks to IACS
o [ Attempt more precision by collecting internal incident data

o [Separate likelihood into two factors — the likelihood that an adversary will attempt |an
attack and the likelihood that they will succeed. Separating these factors can help|to
clarify the real source of disagreement. If it can be agreed by all that an attempt will
succeed and the argument-for low risk relies on hoping no attempt happens, that gan
change the tenor of the disCussion.

Consequence is usually ‘measured in different terms for different types of risks. A typigal
copsequence scale issshown in Table A.2. This example illustrates how cyber risk assessment
cap take processrsafety and other organizational risks into account. As above, this scalqd is
only an example.and will need to be calibrated for the organization.

It is important to follow a high level of intellectual honesty when assessing the consequences.
Duringthe assessment, identify assumptions that impact the level of consequence. for
exgmple; one might reasonably assume all the safety interlocks and shutdown systems ar¢g in
pldce.fo minimize the impact of an event, since the likelihood of a cyber event in conjunction
with an unrelated accident that disables safety systems is very small. However, in making this
assumption, one also needs to consider whether there is a risk of an intentional cyber attack
taking advantage of an accidental malfunction of safety systems or a coordinated physical or
cyber attack causing such a malfunction. Other possible assumptions that may be called out
are that operating practices are being followed to the extent typical of normal operation and
fundamental lockout procedures are being followed. It is important for sites to honestly assess
the risk, keeping in mind the sophistication and state of the control system and related
operations and the dependency upon that system to operate the facility.

Calibrating consequences is necessarily performed with respect to the interests and policies
of the organization performing the risk assessment. Although the risk of the IACS may be very
much impacted by the hazards associated with the industrial operations being controlled by
the IACS, it is important to not confuse the risk to the organization with the risk to society.
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The industrial operations may not employ any hazardous materials but produce a very
valuable in-demand product generating high revenues for the company. An IACS security
incident resulting in an industrial operations upset, causing several days of off-specification
product that cannot be sold, could have very high financial impact to the company. To this
company, the IACS has a High-Risk level even though society may view this as a low-risk
because there is no health, safety or environmental impact to the general public. Likewise, the
same organization might also consider an industrial operation upset on a production facility
using hazardous materials as a high-risk consequence even if it did not impact production,
due to internal policies and/or external regulations concerning public safety.

Pri ;
scales to provide guidance to the team performing the risk assessment.
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Table A.2 — Typical consequence scale
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A.2.3.3.7.4 Risk level

The output of a qualitative risk assessment will consist of a list of assets or scenarios with an
overall risk level ranking. This is typically developing in a matrix similar to the one shown in
Table A.3, which defines three risk levels based upon three levels of likelihood and
consequence. Thus each risk identified in the risk assessment is assigned a risk level. Again,
this is meant as an example and will require further review by the organization.

Table A.3 — Typical risk level matrix

Consequence category
A B C
High High-risk High-risk Medium-risk
Likelihood Medium High-risk Medium-risk Low-risk
Low Medium-risk Low-risk Low-risk
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e risk levels in each block (High, Medium and Low) each corfespond to a particd

hted to each risk level, which will correspond to a particular.‘level of corporate respon
e actual approach to resolve the risk may be through the use of identif
intermeasures. An initial version of this matrix should” be prepared by responsi
porate management before the risk analysis process..This is the recommended method
sure that the risk assessment effort provides results that directly assist in decision mak
 are actionable by the organization.

e A.3.4.2 for further information about defining a risk tolerance policy and how the r
brance policy and risk assessment results are"used to manage risks.

A.2.3.3.8 Detailed risk assessment

Y

A.2.3.3.8.1 General
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A detailed risk assessment focuses on individual IACS networks and devices, and takes i
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count a detailed technical.Yulnerability assessment of these assets and the effectiveness
sting countermeasures(_l{*may not be practical for all organizations to perform detailed r
sessment for all their IACS assets at once — in this case an organization will gather enou
prmation about theirlACS to allow them to prioritize these systems to determine those
analyzed first by.the detailed vulnerability and risk assessment effort.

detailed risk assessment identifies risks and then prioritizes them. Risks should
ntified _foreach IACS. After identifying the risks, an organization may choose to priorit
the risks found across all of these systems, prioritize the risks individually for each syst
prioritize risks found in subsets of the IACS studied, such as all IACS at a specific s
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cevprioritization ultimately drives decisions on what actions will be taken and investme

nts

made to improve cyber security, the scope of the prioritization should align with the scope of
the budget and the decision authority in place in the organization to make these investments.
For example, if all IACS supporting a specific product line are managed and budgeted as a
group, risks across those IACS would be prioritized together to support that manager’'s
decision process.

A.2.3.3.8.2 Characterizing key IACS

Identifying and prioritizing IACS risks requires that an organization locates and identifies key
IACS and their devices and the characteristics of these systems that drive risks. Without an
inventory of the IACS devices and networks, it is difficult to assess and prioritize where
security measures are required and where they will have the most impact.
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The team shall meet with IACS personnel to identify the different IACS used throughout the
site and that control remote sites. The focus should be on systems rather than just devices
including but not limited to, control systems, measurement systems and monitoring systems
that use a central HMI device. Include industrial operations areas, as well as utility areas such

as

powerhouses and waste-treatment facilities.

As was noted above, the objective is to identify the major devices and kinds of devices that
are in use and function collectively to operate the equipment under control. At this point in
developing the security program it is not important to develop a comprehensive inventory of
every device in the IACS, because the inventory will be used to make judgmental decisions
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Whether the field instrumentation and communication from the field transmitter to
controllers is analog-based or digital-based.

Whether devices/systems are connected to each other and the types of networks used.

Whether the devices are located within a secured area such as a™building or feng
facility, or whether the devices are located remotely.

Whether the control devices are subject to regulatory control.

Whether the loss or malfunction of the device/system is significant in terms of their imp
on the equipment under control, both in business/financial-and HSE terms.

e resulting identification of devices/systems should¢show the scope of impact on

plied to and their relative security vulnerability (ffdm physical, network, or other factof
s kind of information can be used to understand)the relative risk to the industrial operati
nducting a comprehensive inventory to identify* exact quantities of each kind of device
necessary at this stage.

p.3.3.8.3 Grouping the devices and systems and developing an inventory

the team identifies the individual\devices/systems, it may be helpful to put the items int
ical grouping of equipment. In modern IACS facilities, this collection of equipment functid
an integrated system to control the various activities of the industrial operation. T
mber of logical control systems in a company will vary widely. In a medium to la
anization, there may bé several hundred logical IACS comprised of thousands of individ
ices and low-level systems.

r medium to large-organizations addressing cyber security on a company-wide basis, it n
very helpfulito-fecord the list of logical systems in a searchable database. DCS may
anized bysline, unit, cell or vehicle within a local or remote geographical site. SCA
stems may-be organized by control center, remote site and associated control equipme
e database will be more effective if the data are collected in a standard format to facilit
mparison of one system to another. Figure 4 is an example of a standard format that can
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Industrial automation and control system network characterization

Business

Site
Operating unit
Site IT contact Phone #
Site process control contact Phone #
Last updated

PLEASE ANSWER THE FOLLOWING QUESTIONS :
Are manufacturing and control systems currently interfaced to site or corporate LANs?
Are manufacturing and control systems remotely accessed from outside the IACS domain?

Rrocess control domain
Total number of IP addressable nodes
Number of IP addressable nodes to be accessed from outside process control domain
Number of concurrent users inside IACS domain
Number of concurrent users inside IACS domain requiring access to external resources
Number of total users outside IACS domain requiring access to process control resources
Number of concurrent users outside IACS domain requiring access to process control resources
IP addressing (check all that apply)
DHCP Public addresses used (i.e. X.X.X.x)
Static Private addresses used (192.168.X.x)

Control platforms

Number of control platforms

Control platform type (PLC, DCS, PC)
Control platform vendor(s)

Control platform model(s)

Qperator consoles and HMI devices

Number of operator consoles
Operator console vendor(s)

Operator console model(s)

Operator console operating system(s)

Application nodes (check all that apply)

Proccess management and control server
SCADA

OPC server

Engineering workstation

Batch server

Other

Network security barriers in-use
Type (firewalls, routers, VLANS, etc.)

Anticipated network security support_(éheck all that apply)
Site resources
External (3rd_party)

§ite network (answer ygs [ 'no)

Cugrent-site network topology diagrams available and up-to-date?
Are.process control nodes on isolated LAN segment?

Site information security policy in place?

Security office audit completed (if yes, date completed )

Does site use two-factor authentication?

Security office risk assessment completed (if yes, date completed )

Remote access requirements (check all that apply)

Via site / corporate LAN

Via dial-up modem

Via internet

Via local dial-up modem directly tied to manufacturing and control node(s)

Local egress requirements (check all that apply)
To site applications and resources (document management systems, quality systems, business systems)
To corporate applications and resources (document management systems, quality systems, business systems)
To internet sites

IEC 2321/10

Figure A.4 — Sample logical IACS data collection sheet

Care should be taken when identifying industrial automation control devices/systems and
focus attention beyond the devices that perform direct control. The system or network may be
more than the PLC or DCS. In an integrated manufacturing or production facility, the IACS
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network is comprised of devices that are directly used to manufacture, inspect, manage and
ship product and may include, in addition to others, the following components:

e DCSs and associated devices;

e SCADA systems and associated devices;

e PLCs and associated devices;

e HMI stations;

e SIS and associated devices;

e [Shop TlooT (Special purpose) computers,

e [process information management (PIM) systems and manufacturing execution systems
(MES);

e |industrial automation control modeling systems;

e | expert systems;

e |inspection systems;

e [material handling and tracking systems;

e |analyzers;

e | gauging systems;

e | batch systems;

e | electrical power monitoring and/or management systems;

e |remote telemetry systems;

e [communication systems used for communication with remote devices;
e | standard operating condition (SOC) and standard operating procedure (SOP) systems;
e | document management systems;

e | program development computers;

e [HVAC control systems;

¢ [network communication gateways (that is, switches, hubs and routers);

e | network protection devices’(that is, firewalls and intrusion detection systems).

Consider including all €PU-based networked devices that are critical to sustaining productipn.
The objective of thistinventory step is to discover devices that are vulnerable to netwofrk-
baged attacks sothey can be included in the detailed risk assessment.

NOJTE This time-is not the decision point for deciding which devices should be isolated or separated from Jthe
LAN. Err on the side of including more devices rather than fewer. After performing the risk assessment and haying
a bptter understanding of the overall vulnerabilities, the assessment team should decide if risk mitigation solutipns
are|truly/necessary and where the various devices should be located.

There are several pn’rprpriep-widp in\/pn’mry tools (‘nmmprr‘ially available that will work across
networks to identify and document all hardware, systems and software resident on the
network. Care shall be taken before using this type of application to identify IACS. Conduct an
assessment of how these tools work and what impact they might have on the connected
control equipment before using any of them.

Tool evaluation may include testing in similar, off-line, non-production control system
environments to ensure the tool does not adversely affect the operation of the control system
and interrupt production. While non-production devices may have no impact on production
systems, they may send information that could (and has in the past) caused control systems
failures or impairment. Impact could be due to the nature of the information and/or the system
traffic and loading. Although this impact may be acceptable in IT systems, it is not acceptable
in IACS.


https://iecnorm.com/api/?name=cc0c20f1cebfc7062b5d850ceeaa4a1a

62443-2-1 © IEC:2010(E) ~ 59—

A.2.3.3.8.4 Developing simple network diagrams

A simple network diagram will be beneficial in grouping the various industrial automation and
control devices and systems into an identifiable logical control system. It should include the
devices identified with the Logical IACS Data Collection Sheet discussed in A.2.3.3.8.2. The
diagram should attempt to capture the basic logical network architecture, such as connectivity
approaches, combined with some of the physical network architecture basics like location of
devices.

Before conducting prioritization of IACS or a detailed risk assessment, it is important that the
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work diagram is a tool to help visualize the network and aid in performing the. 1
sessment. It can be a very simple block diagram showing devices, systems, and_interfz
hnections or more detailed like the one shown in Figure A.5. Either approach~ will
benpeficial to meeting the objectives. If zones and conduits have been established, sim
work diagrams should depict these elements. (More explanation on developing zones g
nduits can be found in A.3.3.4.)
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Simple network diagrams are a starting point and represent a snapshot at one point in time.
Experience in detailed vulnerability assessment shows that virtually every assessment turns
up connections not identified in the initial diagramming process. Therefore these diagrams
should not form the sole basis for assessing connectivity without more detailed physical
validation. They are valuable for scoping the risk assessment effort and for defining zones
and conduits as described in IEC/TS 62443-1-1.

A.2.3.3.8.5 Preliminary assessment of overall risk for each identified system

Once the list of IACS devices, assets and networks has been completed, a preliminary
assessment needs to be made as to the relative level of risk associated with the systems, so
they can be prioritized for detailed risk assessment. If a detailed risk assessment is to be
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carried out on all IACS or if the high-level risk assessment has provided sufficient insight to
prioritize individual IACS by risk, then this step will not be required.

Each individual system shall be assessed to understand the financial and HSE consequences
as identified in the high-level risk assessment, in the event that the availability, integrity or
confidentiality of the system is compromised. Also, some measure of scale needs to be
assigned to the assessment.

Personnel familiar with the IACS shall conduct the screening assessment activity. IACS and
IT personnel typically bring knowledge of the devices and systems in use, while the
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erations personnel typically bring an understanding of the consequences of a segu
ident. This team of resources shall work together to accomplish the screening assessme

e team will develop a high-level scale to quantitatively rate the overall risk associated W
ch system. The scale could be as simple as high, medium and low or 1 00 and sk
ablish the criteria for each gradation on the risk scale.

e team will make a judgment decision on the level of risk associated|with each system
bmining the financial and HSE consequences in the event that the ‘availability, integrity,
nfidentiality of the system is compromised. The team should{xecord the high-level
tessment for the logical system in the inventory list developed earlier. Establishing 1
brance levels helps to prioritize the actual assets in the IAGS environment.

e results of this preliminary assessment will be an<important input to the decision
form detailed vulnerability assessment for a/particular IACS. A full vulnerabi
tessment shall be planned if:

It is determined that the IACS is presently. connected to the corporate network or
outside networks (for example, Internet, ‘'mmodems). A detailed risk assessment will h
better understand the vulnerabilities anddhe appropriate mitigation strategy to reduce ri

It is determined that the system is currently supported remotely.

It is anticipated that either of the\two criteria above will be met in the near future. In t
case, the vulnerability assessment should be performed before taking steps that result
this high-risk position.

.3.3.8.6 Prioritizing,the systems

e previous subclause suggested assigning a vulnerability/risk rating to each logical IA
ntified. This rating)scale is a good place to start the prioritization process. However, th¢

several additional things to consider when deciding where to begin focusing detailed 1
sessment efforts, such as:

risk to.sthe company (for example, HSE or financial);

places where assessment process is likely to be most successful;
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cost of the pnfnnfinl countermeasures rnqnirnd;

capital versus non-capital costs;

skilled support staff available for the particular system;
geographic region;

member trade association directives or sensitivities;
country or local political requirements;

outsourced or in-house support staff;

site support to undertake the effort;

history of known cyber security problems.
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There is no right or wrong approach. The values will be different for each company. What is
important is to use the same prioritization principles across all the sites. Record the
prioritization decisions made and the basis for making them.

A.2.3.3.8.7 Identifying vulnerabilities and prioritizing risks

The next step in the risk assessment process is actually conducting the detailed risk
assessment on the prioritized systems. Most methodologies employ an approach to break the
system down into smaller pieces and examine the risks associated with these smaller
elements comprising the overall system.

A detailed risk assessment should address physical and cyber security threats, internal~gnd
exfernal threats and consider hardware, software, and information as soutcés [for
vulnerabilities.

It |s imperative that a team of people performs the assessment to bring @ well rounded
pefspective to the assessment. The team should be comprised of, at a minimum, a lead gite
opgrations person, site IACS person, site IT person and site network-person. Others to |be
considered include experts in physical security, information system security, legal, busingss
(operations, maintenance, engineering, etc), human resources, HSE«<and hardware venddrs.
These people are in the best position to recognize vulnerabilitiescand the consequence of rjsk
for{their specific areas.

Although the goal is to understand the threats and consequénces associated with a particylar
system, it is quite likely that a key objective is to be able'to compare the assessment resylts
from one system/site to another across the organization. The ability to do this will depend|on
how consistently the methodology is applied. Some proven approaches include:

e |using a key person to lead the assessment-process at each site;

e [using a small team of people to lead.the assessments based upon geography, busingss
unit, and the like, who have participated with each other in other assessments;

e [using good training materials with procedure and exercises to level-set the team| of
individuals who will conduct the"assessments at each site;

e [using a common form or database to record assessment results;

¢ [centrally reviewing all-the assessment results to check if the results seem realistic gnd
comparable to other similar systems.

When conducting thevassessment, consider all aspects of the IACS, including unintended
ch@nges in system configuration brought about by maintenance, temporary supplier
cohnections to_the system for support and even subtle changes in supplier design that copld
intfoduce new-vulnerabilities through spare parts or upgrades, which should be considefed
ang/or tested in the same manner as the original system components.

whose compromise could create unacceptable risks.

In some cases, the vulnerability may lie with the vendor. Vendor quality assurance and design
control may require a vulnerability assessment. This step is particularly important when
ordering spare parts or upgrades.

At this point in the assessment process, a detailed examination of the network from a physical
and operational viewpoint should be carried out in order to uncover any connections not
shown in the initial simple network diagrams. Many assessments will find such connections.
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The following potential sources for vulnerabilities related to network connectivity have been
previously identified as weaknesses in certain systems and should be identified and
examined:
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wireless access points, particularly poorly secured technologies such as early versions of

IEEE 802.11;

modem connections, particularly those that do not dial back and do not provide encryption;

remote access software (for example, pcAnywhere®3 and Timbuktu®) programs that are

typically used for access by experts within or outside the entity to support systems
operations These applications can provide Qignifir‘znf cantrol and (‘nnfigurafinn acces

or
to

an unauthorized individual;

remote windowing technologies such as X Windows®;

Intranet connections;

Internet connections;

telemetry networks;

any network connection to systems that are not a direct part of the IACS;

any network connections used to couple parts of the SCADA obxControl system toget
that are not part of a physically secure, dedicated IACS network. In other words, 4
network that extends beyond the boundary of a single seclrity zone or across insec
zones or is used for both IACS and other functions at the.same time. Equipment includ
in network connections includes radio telemetry and outSourced services such as fra
relay used to communicate between geographically separated areas.

humber of industry resources cover control system security and provide lists of typi
nerabilities to look for in a detailed vulnerability<assessment (see [27] and [29]).

nerabilities have been identified, the\team then associates these vulnerabilities w
pats, consequences and associated likelihoods for realization of the threat and exerciseg
vulnerability. This analysis takes.into account potential mitigation due to physical secu
asures. Those vulnerabilities that' contribute to the highest level risks are typically easy
ree upon. To complete the *vulnerability assessment process, the team’s methodolg
buld include an agreed method to determine how to prioritize vulnerabilities that contrib
B large number of medium>and low-level risks.

ulting from them'\(see A.3.4.2).

cumentationvof the detailed vulnerabilities found during the detailed risk assessm
ically inCludes for each vulnerability found, the date of assessment, identification of ass
olvedsy-description of the vulnerability, name of an individual who observed the vulnerabi
i any_tools or methods they used in order to do so. In addition to vulnerabilities found,
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cumeéntation of the detailed vulnerability assessment should include vulnerabilities check
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e team’s ultimate output is a list of vulnerabilities prioritized by their impact on risk. After
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for but not found to be present and how this was verified for each asset assessed. This may
take the form of a simple checklist. Documentation of vulnerabilities provides great leverage
when updating the risk assessment and when specific questions about assets are raised.
Prior vulnerability checklists and results form a baseline from which to improve vulnerability
assessments in the future and a basis for consistency across an organization. An organization
should view them in this light and avoid viewing them as a static definition of the contents of
such an assessment.

information is given for the convenience of users of this standard and does not constitute an endorsement
ISA of these products.

3 pcAnywhere®, Timbuktu® and X Windows® are examples of suitable products available commercially. This

by
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Tasks and documentation related to the high-level and detailed risk assessment processes
described in this subclause and the risk management process in A.3.4.2 can be integrated for
efficiency to suit the needs of a particular organization.

The detailed risk assessment results should be updated and revalidated on a periodic basis.
In addition, since a detailed risk assessment can become out of date due to changes in the
environment of a control system, triggers for an updated risk assessment effort should be
incorporated into the management of change program. This is a critical point, since most
organizations find it easier to establish a cyber security baseline than to maintain it over time
(see A.4.3).

A.2.3.3.8.8 Pitfalls to avoid

Dufring the assessment, common pitfalls that can derail the risk assessment proeess sholld
belavoided through the following actions:

a) [ Designing the solution during the assessment

The purpose of the assessment is to learn what risks exist, not to design the solution ag a
team. A lot of time can be wasted by trying to solve the problem and debating dne
approach versus another while assessing one particular asset.\’T’he focus should be [on
understanding the risks and consequences that currently ceXist or may occur in the
foreseeable future, such as a project currently underway to add a new model device with a
network interface.

b) | Minimizing or overstating the consequence

An honest assessment of the consequence of ancincident affecting a particular hardware,
software or information asset should be provided.)Consequences should not be minimized
for the purpose of avoiding taking proper security risk mitigation actions to reduce risk.
What may be very important to one particularperson because it directly impacts his or her
job, may have a very different level of consequence to the organization as a whole.

c) [ Failing to gain consensus on the risk assessment results

Reaching agreement on the risks;-and consequences is extremely important. It will [be
much harder to reach agreement on the countermeasures if the team does not have a
common understanding of the(risk and agreement on the importance.

d) | Assessing the system without considering the assessment results from other similar
systems

It is important to validate that the results are appropriate and consistent with those| of
similar assessmentiprocesses at other sites. The conclusions from previous similar system
assessments and/the vulnerabilities identified can be very beneficial to the assessmen{ of
the system at hand.

A.2.3.3.8.9 Interrelationship with physical security measures

Cyper (security and physical security may be closely related. In some situations they may
function as independent layers of protection and in other situations they are highly dependent
uponreachother-The loss of one may represent aloss of both layers of protection—During-the
detailed risk assessment for a system, the potential interaction and how it may affect the
consequences should be kept in mind.

In some industries, it is common practice to have a SIS in addition to the IACS. If the SIS is
relay based, the likelihood of it being affected by a cyber event that impacts the IACS is small.
The SIS can be counted upon to perform its safety function and the consequence of a cyber
event may be contained and reduced. However, if the SIS is electronically based and tied to
the same network as the IACS (some industries do not recommend this practice), the
likelihood of a cyber incident impacting both systems is much higher and the consequence
could be greater.

Another example might be a badge access system to a locked control room. Under normal
situations, the access control system provides additional security to the control systems.
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However, in the event of a denial of service (DoS) flood of the network, the door access
control system could fail to function and impede the operator’s ability to gain access to the
control room operator console. The same DoS network overload could be affecting the
operator console as well. In this situation, the single cyber incident serves as a double
impediment to responding to the control device and could increase the consequence of the
incident.

Eventually, cyber security risk assessment methodologies should be incorporated into
physical and site risk assessment methodologies.
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.3.3.8.10 Risk assessment and the IACS lifecycle

e previous subclauses describe how the process of risk assessment can be carried out

sessment is most effective and least disruptive when applied in a similar fashion“during
ious stages of the lifecycle of the IACS before it is running in production mode:

During development of a new or updated IACS

since experience has shown it will always be easier and less:"expensive to consi
assessment proceeds in the same way for a future system) as described above for
the results of the proposed design and risk assessment‘are reviewed together. A detai
vulnerabilities identified are hypothetical and willénot'in all cases be as specific as for
already implemented system. In this way, risk.assessment during development can dr

decisions about what countermeasures shouldbe put in place along with the desired IA
improvements, to minimize surprises after.implementation.

During implementation of a new or updated IACS
introduce unexpected vulnerabilities: In the best case, part of the acceptance process
as previously described. ThUs, for example, an organization may need to determ

vulnerability is availablefor the underlying operating system.
During retirement of an-1ACS

this decisjion. New components and architectures may improve security functiona

assessment that analyzes a retirement decision examines both the scenario in which
old(system is replaced and the scenario in which the old system is retained for so

period of time.

on

sting IACS when first establishing a CSMS and applied periodically thereaftér. Rjsk

he

Cyber risk should be considered in advance before implementing a.néw or modified 1AGS,

ler

security during the design phase than to add it later. Theprocess for high-level rjsk

an

existing system. The assessment is ideally performed inparallel with high-level design gnd

ed

risk assessment can also be carried out in parallel with detailed design, thodgh

an
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Even with attention to risk during the development phase, implementation details may

for

a new or updated IACS includes\not only testing, but also a detailed vulnerability analysis

ne

whether to turn on a newlor updated system before a patch to a recently discovered

The decision toretire or retain an IACS or components of an IACS is based upon mgny
factors, including’ cost, desire for new functionality or capacity, ongoing reliability gnd
availability of vendor support. Impact on cyber security is also a factor to be weighed in

Jity

and/or cintroduce new vulnerabilities that need to be addressed. Hence a cyber rjsk

he
me

High-level and detail risk assessments are updated upon the retirement of an IACS for t

WO

reasons: 1) the removal of the IACS may impact the vulnerability of some IACS that
remain in place and 2) if the IACS is replaced by a new system, new vulnerabilities may

be introduced as discussed earlier. An example of this is that network connectivity to

an

IACS that remains in place may have always taken place through the IACS being
removed. This means that a new connectivity design is put in place for the remaining IACS

and this configuration should be assessed for vulnerabilities and associated risks.

A.2.3.4 Supporting practices

A.2.3.4.1 Baseline practices

The following ten actions are baseline practices:
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a)
b)

c)

Establishing the criteria for identifying which devices comprise the IACS.

Identifying devices that support critical business processes and IACS operations including

the IT systems that support these business processes and IACS operations.

Classifying the logical assets and components based on availability, integrity, and

confidentiality, as well as HSE impact.

Prioritizing risk assessment activities based on consequence (for example, industrial

operations with known high hazards are addressed with a high priority).

Scoping the boundaries of the system to be assessed, identifying all assets and critical

components.

Developing a network diagram of the IACS (see A.2.3.3.8.4).

Understanding that risks, risk tolerance and acceptability of countermeasures may\vary
geographic region or business organization.

Maintaining an up-to-date record of all devices comprising the IACS for fut
assessments.

Conducting a risk assessment through all stages of the technology lifecycle (developme
implementation, updating and retirement).

Identifying reassessment frequency or triggering criteria Vbased on technolo
organization or industrial operation changes.

.3.4.2 Additional practices
e following four actions are additional practices:

Identifying and classifying assets to aid in defining the company’s risk. Important fogq
areas should be people involved and technolégies used. The creation of a checklist he
group the assets into categories (see A.2.3.3.8.3).

Classifying individual assets based on the safety implications of availability, integrity, &
confidentiality. An asset could have‘different levels of classification for each of
categories.

EXAMPLE Classification for a specific type of data:

e Availability: low — the system do€s not require continuous operation. The system is not part of a hazard
operation. A delay of up to ane or two days would be acceptable.

e Integrity: medium — the data-is verified at various stages and changes to it would be detected.

e Confidentiality: very high — the business critical data should be maintained at the highest confiden
level.

Establishing the likelihood (that is, probability or estimated frequency) that a particy
threat will be ‘successful, in view of the current level of controls. It is important to look
other typieal:‘controls that may be in place in manufacturing/operations that wo
supplemént-cyber security controls to reduce the likelihood of the consequence occurri
These\linclude independent SIS and other PSM techniques such as passive, auxilig
independent back-up devices. The estimated frequency is directly related to the ove
vainerability and threats and could be expressed quantitatively as a percentage or m
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d)

th)inr\fi\/nly as high, medium or low

Defining the consequences or impact of a successful threat attempt based on the business

or IACS risk evaluation.

A.2.3.5 Resources used

This element was based in part on material found in the following references, all of which are
listed in the Bibliography: [24], [26], [27], [28], [29], [30], [33], [42].
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A.3 Category: Addressing risk with the CSMS

A.3.1 Description of category

The second main category of the CSMS is Addressing Risk with the CSMS. This category
contains the bulk of the requirements and information contained in the CSMS. It is divided into
three element groups:

e Security policy, organization and awareness,

e Selected security countermeasures and

¢ | Implementation.
A.3.2 Element group: Security policy, organization and awareness
A.3.21 Description of element group

The first element group in this category discusses the development of the pasic cyber secufity
policies, the organizations responsible for cyber security and the awareness within the
ordganization of cyber security issues. Figure A.6 shows a graphical repreésentation of the fjve
elgments contained in the element group:

e | CSMS scope,

¢ [Organizing for security,

o | Staff training and security awareness,
e | Business continuity plan and

e [Security policies and procedures.

Addressing risk with the CSMS

Security polic& organization and awareness

-

Organize for Sl tralnl_ng 2 Business
A security A
security continuity plan

awareness
Security policies
and procedures

Figure A.6 — Graphical view of element group:
Security policy, organization, and awareness

IEC 2323/10

A.3.:2:2 Element: CSMS scope

A.3.2.2.1 Description of the element

With the business rationale established and management support obtained, the next step is to
develop a formal scope or charter for the effort. This scope should explain what is to be
accomplished (in business terms) and when. It defines the specific entity of focus.

This scope statement should be owned by a senior executive program champion, or by a
management team who will be responsible for guiding the team during program development.
The champion will ultimately be responsible for making sure that the program is executed,
including communications, funding, enforcement and auditing.

Ultimately, the CSMS shall encompass all business units and all geographic parts of the
organization. If leadership commitment cannot be obtained initially for this scope of work,
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define a smaller scope of work and use this as an opportunity to build credibility and

de

monstrate the value of the CSMS.

A.3.2.2.2 Developing the CSMS scope

Management needs to understand the boundaries where the CSMS apply to the organization
as well as establish a direction and focus for the CSMS. By developing a clearly defined
scope, it is easier for management to convey its goals and purpose for the CSMS.

The scope should include all aspects of the IACS, integration points with business partners,
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Efomers and suppliers. A management framework (for example, organization) should
ablished to initiate and control the implementation and ongoing operations ofirCy
curity within the company.

organization responsible for determining and communicating corporate policies as th
ate to cyber security is important to protect corporate assets from aCeyber secu
'spective. Companies need to recognize that in today’s Internet-driven“business wo
ctronic information connectivity is an integral part of doing business and thus cy
curity is essential. Business transactions are not only contained within the organizatio
brnet firewall, but are extended to customers, vendors, thifd-party contractors 2
sourcing partners.

e overall scope of work needs to be clarified from threg, different perspectives: busine
hitectural and functional.

m a business perspective the scope of work needs‘to answer questions similar to:

Which corporations are included?
Which business units are included?
Which geographical regions are included?

Which specific sites are included?
m an architectural standpoint,the scope of work needs to answer questions similar to:

Which computer systems.ahd networks will be addressed?
Will SCADA and distribution monitoring systems be included?

Will non productioh*related computer systems (both those supported and unsupported
the IT organizatien) in manufacturing be included?

Will manufacturing execution systems (MES) be included?
Will burher management systems and SIS be included?

Willrobotic systems be included?
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Wil¥ connections to suppliers or customers be included?

From the functional standpoint, the scope of work can be divided into the following two
categories:

a)

Direct risk management activities

These are activities that involve the evaluation, communication and prioritization of risk.

Examples include designation of local cyber security owners, collecting and maintaini
an asset inventory, developing and maintaining the network architecture, completi

ng
ng

internal or external audits and reporting these results on a business unit or corporate

basis.

Risk management related projects
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These are activities funded on the basis of reducing the risks identified by the r

isk

management activities. These indirect risk management solutions take the form of projects

that are bounded in time and the development and deployment of ongoing services.

In clarifying the functional scope, questions similar to the following should be considered:

How does the scope of this work relate to existing risk management systems?

How does the scope of this work relate to information security policies that already ap
to these systems and organizations?

How does the scope of this work relate to technical standards and procedures that alrea
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sche mentioned earlier bring focus on who needs to be involved to meet the objectives of
i

apply to specific architectural components (that is, basic process control systems, SCA
systems, SIS, burner management systems and robotic systems)?

How does the scope of this work relate to projects that are already funded?

How does the scope of this work relate to existing services?

hdership support provides the endorsement of the effort by managers whe’are responsi
assigning resources to manage and implement the tasks to reduce risks to the IACS.

e scope should be owned by a senior executive program champijontwho will be responsi
guiding the team during program development. The champion will ultimately
ponsible for making sure that the program is executed, including communications, fundi

orcement and auditing.

th support and commitment from senior leadership, stakeholders should be identified &
ir time to work on improving security should be allocated. The stakeholders are responsi
moving the security initiative forward. With support from senior leadership the stakehold
iate the next activities and engage the rightitesources to accomplish the tasks. Form
bgrated team that involves traditional desktop and business computing systems, IACS &
btems that interact with customers, suppliérs and transportation providers. The charter g

ative.

s likely that senior leadership. may identify a project leader whose job it is to round up
ht people to work on the security effort. This person shall have a high-level understand
the current state of cyber Security procedures in the company. Assuming that the goal is
brove the cyber security jpolicies and procedures for IACS, the project leader should Ig
the areas that could -be affected by IACS cyber security incidents and identify the K
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bple that are recognized as responsible/accountable for these areas. The focus should
identifying people in the right role, independent of the organization to which they are
signed.

5 important to note that different company organizational structures may have these peo
different organizations. The goal is to develop a cost-effective CSMS that leverag
stihg-business processes and organizations rather than create a whole new organizati

ple
es
DN

Pe

pople who are already in the right role and with the right experience should be selec

ed

when possible. Breaking down turf issues may be an important activity of this stakeholder
team.

The core team of stakeholders should be cross-functional in nature and bring together skills
not typically found in any single person. The team should include people with the following
roles:

IACS person(s) who may be implementing and supporting the IACS devices;
operations person(s) responsible for making the product and meeting customer orders;

process safety management person(s) whose job it is to ensure that no HSE incide
occur;

nts
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IT person(s) who may be responsible for network design and operation, support
desktops and servers, and the like;

security person(s) associated with physical and IT security at the site;

additional resources who may be in the legal, human resources and customer support
order fulfillment roles.

of

or

The set of stakeholders may change over time or specific individuals may take on higher-
profile roles during different phases or activities while developing the CSMS. It is not
important which organization leads the effort, but rather that the leader exhibits the right set
hehaviors that foster wnrking fngpfhpr as a team with a unified purpase The parent

of

org
ha

A.3.2.2.3 Suggested practices

A.3.2.2.31 Baseline practices

b

anizations to which the above individuals are aligned each have something to offerg
e a stake in decisions and outcome of the CSMS.

e following three actions are baseline practices:
Describing the organization(s) responsible for establishing;~™ communicating, 2
monitoring cyber security within the company.
Stating the scope of the CSMS, including:

e information systems — including all operating systems, databases, applications, jd
ventures and third-party business activities;

configuration workstations and plant or labjinformation systems for both real-time 3
historical data;

o networks, local area networks (LANSs), wide area networks (WANs) - includ
hardware, applications, firewalls, intrision detection systems, and the like;

e integration points with support and service providers;
e user responsibilities — including policies to address authentication and auditability;
¢ information protection — in¢luding access requirements and individual accountability;

e risk management —=:ineluding processes to identify and mitigate risks and docum
residual risk;

o disaster recovery — including identification of critical software/services;
e training requirements;

e conformance, compliance and audit;

o asset)identification.

Characterizing the organization responsible for the CSMS, including:

nd

nd

int

e |IACS - including all process control systéms, SCADA systems, PLCs, DCS$s,

nd

ng

e . \/Organization structure;

e |ocation;
e budget;

e roles and responsibilities associated with the CSMS processes.

A.3.2.2.3.2 Additional practices

Th

a)

e following five actions are additional practices:

Having management endorse the scope and responsibilities of the CSMS.

b) Having a clear understanding of the roles and responsibilities associated with the

organization(s) responsible for some aspect of the CSMS.
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c) Documenting the scope of the CSMS with separate subclauses addressing specific
components.

d) Addressing business, legal (for example, Data Privacy), and regulatory requirements and
responsibilities.

e) ldentifying and documenting the dependency of process safety on cyber security and
physical security practices and procedures including a framework for organizational
interaction.

A.3.2.2.4 Resources used

Th|s element was based in part on material found in the following references, all of which, are
lisfed in the Bibliography: [24], [26].

A.3.2.3 Element: Organizing for security
A.3.2.3.1 Description of element

Cdmpanies should establish an organization, structure, or network® of people with
egponsibility for overall security recognizing there are physical as wgll as cyber componepts
that should be addressed.

It |lis important to establish accountability to provide direection and oversight to |an
organization’s cyber security. Cyber security in the broadesf\sense covers not only data, but
aldo the systems (hardware and software) that generate orstore this information and includes
elgments of physical security as well. IACS, value-chain(partners, third-party contractors, jgint
venture partners, outsourcing partners and physical_Security specialists should be considefed
by|the organization as part of the overall security sfructure and hence included in the scopq of
regponsibility.

A.3.2.3.2 Building an organizational framework for security

The commitment to a security program begins at the top. Senior management shall
demonstrate a clear commitment to .cyber security. Cyber security is a business responsibility
shared by all members of the enterprise and especially by leading members of the businegs,
mgnufacturing, IT and risk management teams. Cyber security programs with visible, top-leyel
support and buy-in from organization leaders are more likely to gain conformance, functjon
mqre effectively and havesearlier success.

A management framéwork should be established to initiate and control the implementation| of
anfoverall security-program. The scope and responsibilities of cyber security for organizatigns
should include physical security and cyber security for IT systems, IACS suppliers, third pdrty
coptractors, eutsourcing partners and the value-chain components of the organization. |An
overall security program should be extended to include joint venture operations.

Organjzations should establish a framework with management leadership to approve the
cybervsecurity policy, assign security roles and coordinate the implementation of cyber
security across the organization. The framework may face some interesting organizational
challenges. Many companies are organized in a three-dimensional matrix where one
dimension is by business line, a second dimension is by function or discipline and a third
dimension is by geographical region. Individual managers typically have responsibilities for
some part of this overall organization. Because a system is only as secure as its weakest link,
a cyber security system will ultimately need to be developed that spans the entire
geographical reach of the organization.

Cyber security deals with a number of different risks that can generally be classified into
concerns about availability, integrity or confidentiality. Concerns about availability would
typically be managed by a business continuity planning program or network security program.
Concerns about integrity in a manufacturing context are typically managed by a process
safety or quality assurance program. Concerns about confidentiality are typically managed by
an information security program. Because cyber security affects so many different risk areas,
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it is likely that no one single manager will have the necessary scope of responsibility to
authorize a cyber security program for all IACS. It will often be necessary to convene and
convince a small group of senior managers who, quite possibly, have never had to work
closely together before to make a consensual decision.

Either an overall enterprise (for example, a corporation) or individual sub-organizations within
the enterprise may work toward conformance with this standard. If the overall enterprise is to
conform, risk is assessed across the total enterprise. In this case, for example, individual
plants within the corporation may carry out risk assessments, but will use a common risk
assessment methodology that allows compilation of these assessments at the corporate level.
Thpsifamoverattenterprise ttasa goat toachieve conformance, it witt fimd-itecessary to pet
guldelines to support this, even if individual sub-organizations such as plants do much;of)the
work.

Other possibilities are that the overall enterprise is not attempting to meet the standard, bu is
requesting its sub-organizations at some level to do so individually cor that some
sub-organizations are attempting to meet the standard on their own initiative. In either| of
thgse cases the enterprise will still need to support these sub-organizations in meeting gny
specific requirements in the standard that are handled at the enterprise level, such |as
seguring corporately provided architectures, employee screening, and wording of contracts
witlh service suppliers. Under these scenarios, for example, an individual plant site could have
its[own risk assessment methodology, determine its own mitigation priorities and have plant
level senior management supporting the effort. And in thése cases the enterprise is pot
evaluating its own overall conformance with the standafd, although it potentially might
eva@luate conformance of individual plants. This strategy.would make the most sense fof a
highly decentralized diverse corporation or other enterprise.

A.3.2.3.3 Getting started and gaining support

Fof senior managers to effectively champion a cyber security program they must |be
cofvinced that the costs of the program they will pay out of their budgets will be less than the
impact of the threat on their areas of responsibility. It may be necessary to develod a
business rationale or a business. case for managing cyber security risks to convirjce
legdership to support the program.-Budgetary responsibilities and scopes of responsibility will
negd to be clarified amongst thexSenior leadership.

Due to the constraints of time, many senior managers have trusted advisers they use to filter
thg important issues theyneed to address from the issues that others are more suited|to
adfress. These individuals are gatekeepers. In large organizations, there are frequently sfaff
ordganizations that senior managers use to generate recommendations for technically complex
issues. It may belnecessary to work with these staff organizations initially to collect sufficignt
information towmdke the business case. These organizations may also be able to prov|de
ingight into_which senior managers typically handle specific types of risks.

It is likely'that senior leadership may identify a project leader whose job it is to round up the
right’people to work on the security effort. This person shall have a high-level understanding
of threcurmrent—state of tybersecurity procedures i the company—ttTsimportatto Tecogmize
that a truly integrated CSMS involves traditional desktop and business computing systems,
IACS and value chain systems that interact with customers, suppliers and transportation
providers. The charter and scope mentioned earlier bring focus on who needs to be involved
to meet the objectives of the initiative.

The project leader should look for the areas that could be affected by IACS cyber security
incidents and identify the key people that are recognized as responsible/accountable for these
areas. The focus should be on identifying people in the right role, independent of the
organization to which they are assigned.

It is important to note that different company organizational structures may have these people
in different organizations. The goal is to develop a cost-effective CSMS that leverage existing
business processes and organizations rather than create a whole new organization. People
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who are already in the right role and with the right experience should be selected where
possible. Breaking down turf issues may be an important activity of this stakeholder team.

The core team of stakeholders should be cross-functional in nature and bring together skills
not typically found in any single person. The team should include people with the following
roles:

e |ACS person(s) who may be implementing and supporting the IACS devices;

e operations person(s) responsible for making the product and meeting customer orders;

[ ] pIUbCDD Ddfb‘ty IIIdIIdgCIIIUIIt p!::lbull(b) VV;IUD!:: JUIU It ib tU ClIouIlcc© tildt |1BLY) ilcditil, aafcty nd
environmental incidents occur;

o [IT person(s) who may be responsible for network design and operation, stpport|of
desktops and servers, and the like;

e [security person(s) associated with physical and IT security at the site;

o [additional resources who may be in the legal, human resources and customer support| or
order fulfillment roles.

The set of stakeholders may change over time or specific individuals may take on higher
praofile roles during different phases or activities in the life of developing the CSMS. It is phot
important which company organization leads the effort, but rather“that the leader exhibits the
right set of behaviors that foster working together as a team with a unified purpose. Tlhe
pafent organizations to which the above individuals are alighed each have something to offer
anfl have a stake in decisions and outcome of the CSMS.

One common practice to convince senior manager is to test new programs in a small
gepgraphic region or at a particular site to prove that new procedures/programs work priof to
deyoting a large amount of resources. This can be another effective approach to either get
acgess to senior managers or actually make-the business case to senior managers.

Once the appropriate senior managersihave been identified, it is important to decide whether
to |present the CSMS to them all as“a group or to approach them sequentially. It is more
efflcient to convince them all simultaneously, but they may not all be receptive to the
digcussion simultaneously. If theré is a need to persuade a leadership team, it is helpful| to
idgntify an ally on the leadership team to review the presentation and offer input befpre
mgking the presentation to the whole team. Due to the number of different risk areas that are
affected by cyber security, it is not uncommon to require persuasion of more than gne
legdership team.

If the costs of {the’ cyber security program cannot be determined initially due to lack of a
computer inyentory or lack of standard countermeasures, a second round of presentatigns
mdy be required once these costs are determined more precisely. The emphasis at this egrly
stgge needs to be on putting a system in place to balance the costs of the countermeasufes
with the costs of the risks. Usually there is inadequate information at this stage to request a
spllecific budget for implementing countermeasures.

A.3.2.3.4 Supporting practices

A.3.2.3.4.1 Baseline practices

The following five actions are baseline practices:

a) Obtaining executive management commitment for setting up an organizational framework

to address security.

b) Assigning responsibility for cyber and physical security to personnel with an appropriate
level of funding to implement security policies.

c) Initiating a company-wide security team (or organization) to provide clear direction,
commitment and oversight. The team can be an informal network, organizational or
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b)

d)

hierarchical structure spanning different company departments or organizations. This team
assigns responsibilities and confirms that business processes are in place to protect
company assets and information.

Establishing or modifying contracts to address cyber and physical security policies and
procedures of business partners, third-party contractors, outsourcing partners, and the
like, where the security policies and procedures of those external partners affect the
security of the IACS.

Coordinating or integrating the physical security organization where an overlap and/or
synergy between physical and cyber security risks.

8.2.3.4.2 Additional practices
e following four actions are additional practices:

Establishing the responsibility for IACS cyber security:

e A single individual from any of several functions is responsible for cyber security [for
the entire organization. This individual chairs a cross-functional team fepresenting the
various business units and functional departments. The team demonstrates| a
commitment to cyber security and sets a clear direction for-the organization. This
includes asset and industrial operation ownership as well as \providing the approprigate
resources for addressing security issues.

e A separate team is responsible for the security of IACS under either a manufactur{ng
or engineering organization. While this approach//has the advantage of hav|ng
leadership knowledgeable of the risks associatediwith IACS, the benefits of such [an
approach can be lost if this team does not coordinate closely with those responsible [for
traditional IT assets and physical security.

e An overall security team is responsiblesfor both physical and logical assets. In this
hierarchical structure, security is under'a single organization with separate teams
responsible for physical and information systems. This approach is useful in smaller
organizations where resources may.be limited.

Coordinating efforts with law enforcement agencies, regulators, and Internet servjce
providers along with other relevant’organizations, as it relates to terrorist or other exterpal
threats. Organizations that have established relationships with local emergency resporse
personnel expand these relationships to include information sharing as well as respond|ng
to cyber security incidents.

Holding external suppliers that have an impact on the security of the organization to the
same security policies and procedures to maintain the overall level of IACS secur|ty.
Security policiesnyand procedures of second and third-tier suppliers should also befin
compliance with,Corporate cyber security policies and procedures if they will impact IACS
security:

e companies should consider the increased security risk associated with outsourcing|as
part-of the decision making process to determine what to outsource and outsourc|ng
partner selection;

o\.Vcontracts with external suppliers governing physical, as well as logical access;

o confidentiality or nondisclosure expectations and intellectual property rights should be
clearly defined;

e change management procedures should be clearly defined.

Removing external supplier access at the conclusion/termination of the contract. The
timeliness of this is critical and is clearly detailed in the contract.

A.3.2.3.5 Resources used

This element was based in part on material found in the following references, all of which are
listed in the Bibliography: [23], [26], [30], [43].
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A.3.2.4 Element: Staff training and security awareness
A.3.2.4.1 Description of the element

Security awareness for all personnel is an essential tool for reducing cyber security risks.
Knowledgeable and vigilant staff is one of the most important lines of defense in securing any
system. In the area of IACS, the same emphasis shall be placed on cyber security as on
safety and operational integrity, because the consequences can be just as severe. It is
therefore important for all personnel (employee, contract or third-party) to understand the
importance of security in maintaining the operation of the system. Staff training and security
awareness programs provide all personnel (employees, contractors, and the like) with the
information necessary to identify, review, address and where appropriate, remediate
vulnerabilities and threats to IACS and to help ensure their own work practices_inclyde
effective countermeasures. All personnel should receive adequate technical’) train|ng
asgociated with the known threats and vulnerabilities of hardware, softwareCand sogial
engineering. Cyber security training and security awareness programs are maost-effective if
thgy are tailored to the audience, consistent with company policy and(Ccommunicafed
reqularly. Training provides a means to communicate key messages to personnel in a timely
faghion. An effective training program can help employees understandwhy new or updated
sec¢urity controls are required and generate ideas they can use to reduce’risks and the impgact
on|the organization if control methods are not incorporated.

A.3.2.4.2 Developing a staff training program and building security awareness

Training of one sort or another is an activity that spans almest the entire period during whjch
a CSMS is developed and implemented. It begins after the scope of the effort is clarified gnd
the team of stakeholders is identified. The objectivetof the training program is to provide|all
pefsonnel with the information they need so that they will be aware of any possible threatg to
thg system and their responsibilities for the safe and secure operation of the productfon
fagilities.

The organization should design and develep a cyber security training program in conjunctfon
witIh the organization’s overall training-program. Training should be in two phases: 1) gendral
trajning for all personnel and 2)“role-based training aimed at specific duties gnd
regponsibilities. Before beginning-the development of the training program it is important| to
idgntify the scope and boundaries for the training and to identify and define the various rojes
within the organization.

The general training program should be developed for all personnel. Users should be trairled
in the correct securitysprocedures, the correct use of information processing facilities and the
cofrect handling pf‘\information in order to minimize risks. Training should also include legal
regponsibilities,sbusiness controls and individual security responsibilities.

Role-based training should focus on the security risks and responsibilities associated with the
specific-fole a person fills within the organization. These individuals will need more specjfic
anfl Jintensive training. Subject matter experts should be employed to contribute to this
trajning. Role-base training may be conducted in the classroom, may be web-based or hangds-
on. This training may also leverage training provided by vendors for in-depth discussion of
tools and associated exposures.

The program should include a means to review and revise the program, as required and a
means to evaluate the effectiveness of the program. Also, there should be a time defined for
periodic retraining.

Management’'s commitment to training and ensuring adequate cyber security awareness is
critical to providing a stable and secure computing environment for both IT and IACS. In
particular for the IACS environment, a stable and secure computing environment aids in
maintaining the safe operation of the equipment under control and reducing HSE incidents.
This should be in the form of resources for developing and organizing the training and making
staff available to attend.
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Following the development of a cyber security training program, the organization should
provide the appropriate training for all personnel. Training programs should be provided in a
place and at times that allow personnel to be trained without adversely affecting their other
responsibilities.

General training should be provided as part of a new employee’s orientation and as a part of
the orientation for contract, temporary or third-party personnel. The training required should
be appropriate for the level of contact which they will have with the organization. Specialized
training may be provided as follows:

I H H £ ol la-alal
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Training is appropriate for the team of stakeholders as well as the community| of
individuals in the IACS community who will ultimately be impacted. Thenteam | of
stakeholders will need specific training on the type of risks that are being considered, the
scope and charter of work that management has approved, any background infermationfon
incidents that have occurred to these systems either within the organization or within the
industry in general and on the types of architectures and systems that aredin use within the
organization. Formal classroom training is not necessary to share" this informatipn.
Presentations at business meetings, communication sessions and, esmail announcemepts
are examples of ways to share the information.

b) | Training employees preparing for new roles

Training will be needed for employees as they prepare td assume new roles either within
the direct risk management system or within the risk- management related projedts.
Virtually all members of the IACS community will receive a certain amount of training
during this phase. Some of the direct risk management roles will include responsibilitjes
for self-assessments or internal audits.

c) [ Training of auditors

Training will be needed for auditors to help them understand the nature of the systems
and networks they will be auditing as wellas the specific policies that have been created.

d) | Ongoing training

There will be an ongoing need.or training at all levels due to the addition of new
employees and third-party personnel, the need to provide updates as policies and serviges
are modified over time and te provide refresher training to ensure that personnel remain
competent in their roles_and responsibilities.

It ip important to validate that personnel are aware of their roles and responsibilities as par{ of
thg training program..Malidation of security awareness provides two functions: 1) it he|ps
idgntify how well the personnel understand the organization’s cyber security program and 2) it
helps to evaluate_the effectiveness of the training program. Validation can come throygh
seyeral means.including written testing on the content of the training, course evaluatiops,
mgnitored _job-performance or documented changes in security behavior. A method| of
validation\'should be agreed upon during the development of the training program gnd
communicated to the personnel.

Recordsof emptoyeetramimgand—schedutes for tramimgupdates—shoutdbemmaimtaimed—nd
reviewed on a regular basis. Documenting training can assist the organization to ensure that
all personnel have the required training for their particular roles and responsibilities. It can
also help identify if additional training is needed and when periodic retraining is required.

Over time, the vulnerabilities, threats and associated security measures will change. These
changes will necessitate changes to the content of the training program. The training program
should be reviewed periodically (for example, annually) for its effectiveness, applicability,
content and consistency with tools currently used and corporate practices and laws and
revised as needed. Subscriptions to security alert services may help ensure up-to-date
knowledge of recently identified vulnerabilities and exposures.
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A.3.2.4.3 Supporting practices
A.3.2.4.3.1 Baseline practices
The following seven actions are baseline practices:

a) Addressing the various roles associated with maintaining a secure systems environment
within the cyber security training curriculums.

b) Having classroom courses or on-the-job training to address the requirements for each

role.

c) [Validating a user’s understanding via course evaluations and/or examinations.

d) | Having subject matter experts for each course who can provide additional information gnd
consulting.

e) | Reviewing and validating the training curriculum periodically and evatuating |its
effectiveness.

f) | Communicating key messages to all personnel in a timely fashion“via a secutity
awareness communication program.

g) | Training all personnel initially and periodically thereafter (for exaniple, annually).
While none of these baseline practices are specific to IACS security training, the emphalsis

anfl content for the training programs needs to show the relationship between IACS secufity
anfl HSE consequences.

A.3.2.4.3.2 Additional practices
The following seven actions are additional practices:
a) | Establishing cyber security training as ascomponent of the company’s overall train|ng

organization for all employees.

b) | Tailoring the cyber security training curriculums with a progression of material for a gijen
role in the organization.

c) | Maintaining and reviewing records of employee training and schedules for training updates
on a regular basis depending.on their position/role.

d) | Leveraging cyber securitytraining provided by vendors.

e) [ Establishing the timing;“frequency and content of the security awareness communicat|on
program in a docUment to enhance the organizations’ understanding of cyber secufity
controls.

f) | Including an overview of the security awareness communication program for all personpel
to ensure.they are aware of the security practices on their first day.

g) | Reviewing the training and the security awareness program annually for its effectivenefs,
applieability, content and consistency with tools currently used and corporate practices.

A.3.:2:4.4 Resources used

This element was based in part on material found in the following references, all of which are
listed in the Bibliography: [2], [23], [24], [26].

A.3.2.5 Element: Business continuity plan
A.3.2.5.1 Description of the element

A business continuity plan identifies procedures for maintaining or re-establishing essential
business operations while recovering from a significant disruption. The purpose of the
business continuity plan is to provide a course of action to respond to the consequences of
disasters, security failures and loss of service to a business. A detailed business continuity
plan ensures that business critical IACS systems can be restored and utilized as soon as
possible after the occurrence of a significant disruption.
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A.3.2.5.2 Scope of the business continuity plan

Before developing the business continuity plan, it is important to understand when the plan
should be used and what kinds of situations apply. Unplanned interruptions may take the form
of a natural disaster (that is, hurricane, tornado, earthquake or flood), an unintentional man-
made event (that is, accidental equipment damage, fire or explosion or operator error), an
intentional man-made event (that is, attack by bomb, firearm, vandalism, hacker or virus) or
an equipment failure. From a potential outage perspective, this may involve typical time spans
of minutes or hours to recover from many mechanical failures to days, weeks or months to
recover from a natural disaster. Because there is often a separate discipline that deals with
reliability and electrical/mechanical maintenance,  some organizations choose to define
bugsiness continuity in a way that excludes these sources of failure. Since business continyity
aldo deals primarily with the long-term implications of production outages, some organizatigns
aldo choose to place a minimum interruption limit on the risks to be considered.) For the
pufposes of IACS cyber security, it is recommended that neither of these cohstraints |be
mgde. Long-term outages (disaster recovery) and short-term outages (operational recovery)
shopuld both be considered. The plan also includes other aspects of disaster recovery, such|as
emergency management, human resources, and media or press relations.

Belcause some of these potential interruptions involve man-made eyents, it is also important
to work collaboratively with the physical security organization to understand the relative rigks
of fhese events and the physical security countermeasures in place to prevent them. It is also
important for the physical security organization to understand-which areas of a production gite
hopse IACS that might pose higher-level risks.

A.3.2.5.3 The business continuity planning process

Prior to creating a plan to deal with potential outages, it is important to specify the recovery
objectives for the various systems and subsystems involved based on typical business neegs.
Syptem recovery involves the recovery of all c¢dmmunication links and IACS capabilities and is
usyially specified in terms of a recovery tinies objective or the time to recover these links gnd
capabilities. Data recovery involves the*recovery of data describing production or prodpct
copditions in the past and is usually_specified in terms of a recovery point objective or the
lorlgest period of time for which an absence of data can be tolerated.

Ornce the recovery objectives.are defined, a list of potential interruptions should be creafed
anfl the recovery procedure-developed and documented. For most of the smaller scale
interruptions, repair and ‘teplace activities based on a critical-spares inventory may prqve
adgquate to meet the.recovery objectives. In other cases, contingency plans need to |be
deyeloped. Due to the*potential cost of these contingency plans, these should be reviewed
with the managers responsible for business continuity planning to verify they are justified.

The requirements for a business continuity team should be identified and a team should |be
formed. Theteam should include IACS and other industrial operations owners. In the even{ of
a gignificant disruption, this team should determine the priority of critical business and IACS
systems-to re-establish operations.

A schedule to test all or part of the recovery procedures should be developed. Often the
procedures for a specific subsystem are tested annually and the specific subsystem is rotated
so the overall system procedures are eventually tested over a 5-10 year period. These
frequencies are only examples and shall be determined by the organization as part of the
planning process.

Particular attention should be given to verifying backups for system configuration data and
product or production data. Not only should these be tested when they are produced, the
procedures followed for their storage should also be reviewed on some frequency to verify
that the backups and the supporting data are usable and accurate. These backups should be
kept under environmental conditions that will not render them unusable and in a secure
location where they can be quickly obtained by authorized individuals when needed.
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In the event that an incident occurs, the organization may be required to provide forensic data
about the incident to investigators, whether inside or outside the organization.

Over time, the business continuity plan will need to be reviewed and revised to reflect
changes in the management structure, organization, business model, industry, and the like.

A.3.2.5.4 Supporting practices

A.3.2.5.4.1 Baseline practices

ThE Tonowing nineteen actons are paseline praclices.

a)| Forming a business continuity team involving the key stakeholders in the organization
(that is, business owners, IT personnel and IACS personnel) to develop the plan:

19
3

b) | Determining the priority of critical business and IACS based on the nature lof the syst
and the time required for restoration. This depends on the organization’syrisk tolerarce
and recovery objectives.

c) | Determining the amount of time/resources required for system réestoration, location| of
backup files, hardware, frequency of backups, need for hot spares)yand the like, to ensyire
critical systems can be restored in the event of a disaster situation:

d) [Requiring that the records related to the document mandgement and backup/recovery
procedures be readily available in multiple ways from multiple locations (that is, electropic
copies stored in a vault and paper copies on-site and in{a protected facility) so that there
is no single point of failure.

@

e) [ Considering the possible impact on third parties such as joint ventures and supply chain
f) | Determining the need for additional business ifisurance.

g) | Defining the specific roles and responsibilities for each part of the plan. Some
organizations divide the team into sub-teams reporting to a coordinating committge.
Examples of sub-teams include damage assessment, restoration and recovdry,
communications (internal and external) and emergency response.

h) | Assigning the responsibility for initiating the business continuity plan and clearly define the
circumstances under which to.activate the plan.

i) | Detailing under what circuthstances to take specific emergency measures. The choice| of
measures varies according to the specific scenario. Consider the consequences of an|IT
or IACS disaster having.physical impact to production facilities.

j) | Defining the type,number and identity of the resources needed and their assignments.

k) | Detailing the gommunications methods for the team members along with contingencies ffor
loss of emait, phone disruption, and the like in the event of a large-scale disaster.

[) | Defining<the frequency and method to test, validate and assess the continuity plan gnd
using these results to improve and update the plan for increased effectiveness.

m)| Detailing the risks associated with operating under the continuity plan and how they are
going to be addressed and/or mitigated.

n) Identifying data that requires special handling and protection, as well as the information
that is critical to continued operation.

o) Establishing interim procedures to continue minimum business operations. A reduced
product slate may be appropriate during this interim period.

p) Identifying and storing backup systems (hardware, software and documentation) in a safe
location.

q) Testing backup systems on a predefined schedule for proper operation of the system and
correct restoration of the data.

r) Identifying and/or storing supplies to support the emergency response team and aid in
restoring business operations (for example, bottled water, detoxification showers and
emergency air packs or respirators).

s) Defining the process for resuming normal operations.
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A.3.2.5.4.2 Additional practices
The following nine actions are additional practices:

a) Prioritizing IT systems and IACS by their consequence to the business or operation based
on the organization’s risk tolerance. The IACS may have impact on the business IT
systems that might be overlooked without collectively examining and prioritizing the
systems as a whole. Disaster planning and recovery plans should address the
interrelationship of these systems.

b) Locating critical system backups in different geographic areas. If this is not feasible,
4 + I, l alat ol H - + | - £ 4 4l lo + | N +
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the primary system (that is, high ground for floods or concrete bunker for tornadoes),

c) [ Testing and updating business continuity plans periodically or as needed.

d) | Tying business continuity plans to a management of change system ensuring an updatdg to
the business continuity plan in the event of significant changes in system“or busingss
consequence.

e) [ Testing communications plans periodically or as needed and assigning responsibility| to
keep call lists up-to-date.

f) | Providing critical contact information to the core team (a card carried by each team
member).

g) | Having each person of the team keep written copies of the plan at home.

h) | Having procedures and/or contracts in place to purchase additional hardware, software
and supplies if needed. It is important that the contitwity plan balances the replacement
times for IACS with the replacement times for the equipment being controlled. In some
cases, this equipment may have long lead times.\for repair/replacement that greatly excged
the replacement time of the control systems,

i) | Establishing advance service level agréements with providers of a disaster recovery
service.

A.3.2.5.5 Resources used

Th|s element was based in part on ‘material found in the following references, all of which are
lisfed in the Bibliography: [23], [37], [48], [51].

A.3.2.6 Element: Security policies and procedures

.2.6.1 Description of element

Within each management system, there are sets of overall requirements to be met by the
system and lists of the organizations that are subject to these requirements. In this standard,
se requirements are referred to as policies. There are also descriptions of how individugls

For=a MS—potictes—providehigh=tev C Or—CYyDE bty —w
the organization. They contain directives that address how an organization defines cyber
security, operates its cyber security program and addresses its tolerance for risk. The policies
for the CSMS are created from higher-level corporate policies from which they derive their
authority. Policies carry with them negative consequences for lack of compliance, possibly
including termination of employment or even criminal prosecution.

Procedures provide the detail on how the CSMS policies are implemented within the
organization. They may not be as strict as policies and may include provisions to obtain
exceptions since it is very difficult to craft procedures to deal appropriately with every
possible situation or contingency.

The CSMS policies and procedures written by the organization should give personnel a clear
understanding of their roles and responsibilities in securing the organization’s assets.
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A.3.2.6.2 Developing security policies

Developing security policies for the organization should not be approached as a linear task.
After the initial stages of policy development have been completed, it is necessary for the
organization to review and analyze the effectiveness of those policies, then refine them as
necessary. These policies should not be developed in isolation from other risk management
systems in the organization.

Developing and implementing security policies involves senior leadership commitment from all
areas of the orgamzatlon with responS|b|I|ty for these types of systems By defmmg and
en JUIOIIIy [=] DU\JUIILy }JUIIL’y, DUIIIUI IUGUUIOIII}J odll UUIIIUIIDLIGLU [=} \JUIIIIIIII.IIIUIII. I.U LlUIIlIIIuk US
improvement. Leadership commitment relating to security policies involves organjzat|on
legdership recognizing security policy as a business responsibility shared by all members| of
thg management team and as a policy that includes physical and cyber components. The
se¢urity procedures need to be incorporated into the overall business strategies’and hgve
mgnagement support.

=
Q)

ny IACS organizations have existing policies in place for systems such ‘as safety, physigal
security, IT and employee behavior. When beginning the process of developing a CSMS, it is
important to try and integrate the cyber security policies in that system with existing policjes
anfl procedures. This may and often does, require the modification of policies within thgse
other risk management systems. For example, existing risk management systems may hgve
already characterized the risks or established risk tolerance levels that need to be understqod
whien developing the new CSMS. An explanation of combifing policies and risk management
sys$tems can be found in IEC/TS 62443-1-1, 5.6. Security policies that deal with IACS rigks
wil] also deal with a wide range of issues from organizational leadership requirements|to
teghnically detailed system configuration requirements. It is recommended that these policjes
be[separated into appropriate subgroups to maké<dhem more accessible to readers who may
only be interested in specific topics.

In | many circumstances the security policies and procedures can be thought of |as
countermeasures to address risk. These can take several forms from administratjve
pracedures to automated security 160ls. The objective is to make the overall cost of the
colintermeasures less than the overall impact of the risk. Reducing the cost to implement the
countermeasures while still achieving the same level of risk reduction provides more valug to
thg organization. In cases where this economy of scale exists, the IT discipline will mandge
thg technologies where the“scale can be leveraged. Thus, the detailed security policies of the
IT discipline shall be examined for potential reapplication in the IACS space.

When developing._€yber security policies, it is important to consider the conformance gnd
compliance requirements and the audit process as well. Since the IACS will need to |be
evaluated for_ its‘compliance with the security policies, it is necessary to make sure that the
policies defined do not conflict with other, possibly more important risk management policigs.
Fof example, a security policy is created requiring all desktop computers to be password
protectéd at a certain nuclear facility. This blanket policy also requires all operator stationg in
the .control room to be password protected, but these operator stations are required to |[be
oper-due—to-safetyregulations—Fhe—password-policyfor-deskiep—ecemputers—would-eausethe
system to be out of conformance to HSE policies. The cyber security policy should have
originally been written considering the effect it would have on all the different systems at a
particular facility. A better approach would be to define a policy that states that desktop
computers to be protected from unauthorized use and then have procedures that may require
password protection in some instances while providing physical isolation in other situations.

A.3.2.6.3 Determining the organization’s tolerance for risk

An organization should define a Risk Tolerance policy related to risk levels, corresponding to
a particular combination of likelihood and consequence. This policy can be based on a
qualitative risk assessment consisting of a list of assets or scenarios with an overall likelihood
and a consequence ranking, which are defined and assigned as part of the organization’s risk
assessment process (see A.2.3).
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In the typical risk level matrix example shown in Table A.3, likelihood and consequence have
both been broken down into three levels. The risk level has also been broken down into three

levels. The risk levels in each block (High, Medium and Low) correspond to a particu
combination of likelihood and consequence. An organization defines a Risk Tolerance pol

lar
icy

related to each level, which will correspond to a particular level of corporate response to the
risk. For example, risks that merit a High might be resolved within 6 months; risks that only
merit a Low will not have any effort devoted to them; and Medium Risk Level items will
deserve intermediate effort. In other words, the organization has stated it can tolerate a High-
level risk for 6 months and no longer.

The cyber security policies should be reviewed regularly, validated to confirm that they
uptto-date and being followed and revised as required to ensure that they remain approprig
Where the cyber security policies are at a higher level, they should not need to be‘updated
often since they describe what instead of how. While the how of the procedure ‘'may chan
with new threats or techniques, the reason for protecting the system will gemain relativ
copstant.

A.3.2.6.5 Deploying cyber security policies

Dufring the creation of cyber security policies, the method for, ldeploying them should
defined. For example, security policies could be published oncthe corporate Intranet and us
cotld be trained on how the policy affects them. The policigs’ are the bedrock of the CSMS,
thg system for deployment should be consistent with thé implementation of the managem
system.

A.3.2.6.6 Supporting practices
A.3.2.6.6.1 Baseline practices

The following five actions are baseline practices:
a) [ Establishing management commitment, involvement and support while creating 2

enforcing cyber security policies.

b) | Requiring review and approval by all affected business units and departments, includ
operations management.

c) [ Publishing written documents that describe the cyber security policies.

d) | Reviewing, validating and revising the policies regularly to confirm that they are up-to-d
and being followed.

e) | Communicating and disseminating cyber security policies to all personnel.
A.3.2.6.6.2 Additional practices

The following ten actions are additional practices:

hre
te.
as
ge
ely

hte

a) Crealing consisient policies with an organizalion-determined Tifecycle. The policies are

neither changed constantly, nor are they changed in reaction to hot topics.

b) Creating supporting policies that pertain to specific roles or groups that define how the
higher-level policy is implemented for each of these groups. For example, physical access
control and password restrictions may not be appropriate in certain industrial control

situations. Exceptional procedural safeguards may be required to compensate.

c) Creating security policies to address a number of security concerns, including the

mitigation of risks and the changing of staff attitudes towards cyber security.

d) Aligning the security policies with overall organizational policies and strategies.

e) Integrating the cyber security policies with or as a part of an overall security policy that

addresses physical elements too.

f) Identifying how the policies are enforced and by whom.
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g) Identifying how users need to conform to the provisions of the policies.
h) Providing a consistent policy management framework.

i) Establishing which policies apply to specific users or user groups.

j) Ildentifying how to measure conformance requirements for the policies.

A.3.2.6.7 Resources used

This element was based in part on material found in the following references, all of which are
listed in the Bibliography: [23], [26], [30], [43].

A.3.3 Element group: Selected security countermeasures
A.3.3.1 Description of element group

The second element group within this category is Selected Security Countermeasures. The
elgments within this group discuss some of the main types of security controls-that are par{ of
a well designed CSMS. This document does not attempt to describe the full implementation of
any of these selected security countermeasures. It discusses many of(the policy, procedlire
anfl practice issues related to these particular security countermeasures. Figure A.7 shows a
grdphical representation of the six elements in the element group:
o |Personnel security,

e | Physical and environmental security,

o | Network segmentation,

e | Access control — Account administration,

e | Access control — Authentication and

e | Access control — Authorization.

Addressing risk with the CSMS

ed security countermeasures

Personnel Physical and } ‘ NEfen } ‘ Access control - ‘

Account
administration

Access control -
Authorization
IEC 2324/10

Figure(A)7 — Graphical view of element group: Selected security countermeasures

environmental

SR security

segmentation

A CSMS is the system via which an organization’s security countermeasures are selected gnd
maintainred—Fherefore—particular—countermeasures—are—considered—as—a—+resut—ofthis—system
rather than as a part of the CSMS itself. However, the countermeasures discussed in this
subclause have been included in this standard because their application is fundamental to the
formulation of security policy and architecture. For this reason, they should be considered up

front during the creation of a CSMS.

A.3.3.2 Element: Personnel security
A.3.3.2.1 Description of element

Personnel security involves looking at potential and current personnel to determine if they will
carry out their responsibilities for IACS security in the organization and establishing and
communicating their responsibilities to do so. Employees, contractors or temporary personnel
that have access to industrial operation sensitive information or the IACS networks, hardware
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and software create a potential exposure if sensitive information is revealed, modified or if
unauthorized access to IT systems or IACS is granted.

A.3.3.2.2 Requirements for personnel security

In many organizations, the personnel security requirements have been driven by concerns
about insider threats and the possibility of accidents caused by inattention to detail or by
personnel unfit for a job due to lack of proper background or use of substances that might
cloud judgment. By implementing personnel security policies it may be possible to reduce
these types of problems.

WJ\en developing a program for personnel security, it is important to include personnel~that
can access all systems in scope and not just limit the effort to personnel using traditiopal
computer room facilities.

Cdomputers in IACS operations are tools used to operate the facility productively and safely|. It
is the personnel that operate the systems that are the heart of the operations’and every care
shpuld be taken to ensure that these people are qualified and fit for-these positions. This
prgcess begins at the recruitment phase and continues through dermination. It requifes
cofpstant attention by management and co-workers to ensure that the«<system is operated in a
se¢ure manner.

A personnel security policy should clearly state the organization’s commitment to security gnd
thg security responsibilities of personnel. It should address security responsibilities of [all
pefsonnel (both individual employees and the organization) from recruitment through the gnd
of |employment, especially for sensitive positions.(This includes employees, prospectjve
employees, contract employees, third-party contractors and company organizations such|as
human relations.)

Alll personnel, including new hires and internal transfers to sensitive positions (for example,
thqse requiring privileged access) should“be screened during the job application process. This
scfeening should include identity, personal and employment references and acadermic
crgdentials. Background screenings\nray also include credit history, criminal activity and dfug
scieening as this information may\be useful in determining the applicants’ suitability (subject
to |local Privacy Laws). Third-parties, contractors, and the like are subject to backgroynd
scfeening at least as rigorous as employees in comparable positions. Employees 4gnd
contractors may also be subject to ongoing scrutiny, such as for financial, criminal and dfug
aclivities. Due to the amount of industrial operation sensitive data and potential HSE riskq in
soe IACS environments, it may be necessary to screen a wide group of employees who
haye access to the_IACS. Plant-floor employees may need the same level of backgroynd
checks and scrutiny as a typical IT system administrator. The terms “screening” gnd
“background, checks” are left intentionally vague so that the organization can determine the
levlel of scre€ning to be performed on personnel. “Sensitive positions” is also left to be defined
by|the organization because it is realized that some positions can have little or no effect|on
the security of the system.

During the hiring process, the terms and conditions of employment should clearly state the
employees’ responsibility for cyber security. These responsibilities should extend for a
reasonable period of time after employment ceases. While hiring contractors or working with
third-party personnel, their security responsibilities should be documented and included in any
agreements. Where possible, the responsibilities should be specific and measurable.

Personnel should be made aware of the organization’s security expectations and their
responsibilities through clearly documented and communicated statements by the
organization. Personnel need to accept their mutual responsibility to ensure safe and secure
operation of the organization. Organizations may consider having all personnel of information
processing facilities sign a confidentiality or nondisclosure agreement. Any confidentiality
agreements should be reviewed with and signed by employees as part of the initial
employment process. Third-party contractors, casual staff or temporary employees not
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covered by a formal nondisclosure agreement should also sign a confidentiality agreement
prior to beginning work.

Organizations should create job roles based on the segregation of duties to ensure that
access to information is on a need-to-know basis and high-risk operating steps require more
than one person to complete. These duties should be segregated amongst personnel to
maintain the appropriate checks and balances, so that no single individual has total control
over actions that change the functional operation of the IACS. The security roles and
responsibilities for a given job should be periodically reviewed and revised to meet the
changing needs of the company.

All| personnel should be expected to remain vigilant for situations that may lead to safety| or
segurity incidents. Companies need to train managers to observe personnel behaviorthat may
legd to theft, fraud, error or other security implications. A disciplinary process\for cyber
sec¢urity violations should be established and communicated to personnel. This shoeuld be tled
to the legal and punitive measures against such crimes in the country.

A.3.3.2.3 Supporting practices

A.3.3.2.3.1 Baseline practices

The following eight actions are baseline practices:
a) | Screening personnel during the recruitment phase, suefy as background checks prior| to

hiring or movement to sensitive jobs, especially for sensitive positions.

b) | Scrutinizing personnel, especially those in sensitive positions, on a regular basis to Iqok
for financial problems, criminal activity or drugproblems.

c) | Communicating the terms and conditions 0f employment or contract to all personpel
stating the individual’s responsibility for cyber security.

d) | Documenting and communicating thexorganization’s security expectations and personpel
responsibilities on a regular basis.

e) [ Requiring personnel to accepttheir mutual responsibility to ensure safe and seclire
operation of the organization.

f) | Segregating duties amongst-personnel to maintain the appropriate checks and balances
g) [ Requiring all personnelte'sign a confidentiality or nondisclosure agreement.

h) | Establishing a disciplinary process for personnel who have violated the security policieq of
the organization.

A.3.3.2.3.2 Additional practices

The following{two actions are additional practices:

a) | Creating job roles based on the segregation of duties to ensure that access to informat|on
is/on a need-to-know basis and high-risk processing steps require more than one perdon

to completa
to-GoHprete-

b) Documenting the security responsibilities and including them in job descriptions, contracts
or other third party agreements.

A.3.3.2.4 Resources used

This element was based in part on material found in the following references, all of which are
listed in the Bibliography: [2], [23], [26], [30], [43].
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A.3.3.3 Element: Physical and environmental security
A.3.3.3.1 Description of the element

Physical and environmental security relates to creating a secure environment for the
protection of tangible or physical assets (that is, computers, networks, information and
operations equipment) from damage, loss, unauthorized access or misuse. Physical and
environmental security of information systems is a well-established discipline that draws
knowledge and experience from other areas of physical or facilities security. Physical and
environmental security measures should be designed to complement the cyber security
measures taken to protect these assets.

Phlysical and environmental security measures are different, but linked since they bath try| to
protect the assets of an organization from threats. Physical security measures ensure that the
assets of an organization are protected physically from unauthorized access, loss) ‘damage,
misuse, and the like. Environmental security measures ensure that the assets of |an
ordganization are protected against environmental conditions that would make-them unusaple
or damage the information they contain.

Although cyber security policies and procedures are important for.the proper protection| of
information and control systems, in order to have truly effective protection, they should |be
complemented by the appropriate level of physical security. Forlexample, maintaining tight
coftrols such as authentication and access control does littlerto protect system integrity if if is
posgsible to enter a facility and physically remove or damagg electronic media.

A.3.3.3.2 Considerations for physical and environmental security
A.3.3.3.21 General

In many organizations, the environmental and physical perimeter security requirements hgve
begen driven by concerns about only the physical assets of the organization and may not fulfill
thg cyber security requirements. Due, to the integration of multiple organizations within
specific sites (that is, business partpers, contractors and third-parties), additional physigal
sec¢urity protection for IACS assets\nray be required. In IACS facilities, physical security is
foqused more at protecting IACS+assets than it is to the operations information itself. The
cofncern is not so much the actual theft or corruption of the computing and control devices, but
rather the impact this would-Have on the ability to sustain production in a safe manner.

When developing a program for physical security of assets, it is important to include (all
sys$tems in scopeand not just limit the effort to traditional computer room facilities.
IEC/TS 62443-1-(1 discusses criteria that can be used to determine which physical assgts
shopuld be considered in the scope of the CSMS.

Computers.comprising the IACS are tools used to operate the facility productively and safgly.
They arena means to the end as well as the asset that is to be protected. In some casgs,
king equipment behind doors because the

Practical engineering judgment balancing all risks should be used to determine the physical
security procedures for the assets to be protected. Although it is common practice to locate
routers and other network equipment in locked environments, it may be of limited value to
expand this practice much beyond this level. Field devices (that is, valve actuators, motor
starters and relays) are usually given the ability to be actuated directly in the field without
control signals over the IACS network. It can be cost-prohibitive to protect each field device
individually, so strong physical perimeter access procedures are usually needed in facilities
that involve a high risk.

The following list contains items that should be considered when creating a secure
environment for the protection of tangible assets from physical damage due to physical
intrusion or environmental conditions.
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A.3.3.3.2.2 Security policy

A written security policy contains directives that define how an organization defines security,
operates its security program and reviews its program to make further improvements. These
written policies allow personnel to clearly understand their roles and responsibilities in
securing the organization’s assets. The organization needs to establish a physical and
environmental security policy that is complementary to both the organization’s cyber security
policy and its physical security policy. The primary objective is to bridge any gaps that might
exist between these two policies. The physical and environmental security policy should be
consistent with and follow the same policies, as discussed earlier, as other security policies
deali . . : . . . is
used to determine the appropriate physical security procedures to be implemented.

A.3.3.3.2.3 Security perimeter

tical information or assets should be placed in a secure area protected"by secufity
pefimeters and entry controls. These physical security controls work in conjunction with cyber
se¢urity measures to protect information. One or more physical security perimeters should|be
eslablished to provide barriers for unauthorized access to facilities. Mdltiple perimeters may
be|nested to provide successively tighter controls. An example may bé{ocked cabinet inside a
coptrol room with key card access within a facility with a guarded perimeter fence.

A.3.3.3.2.4 Entry controls

At|each barrier or boundary, appropriate entry controls ‘should be provided. These entry
controls may be things like locked gates, doors with, appropriate locks or guards. The entry
coptrols should be appropriate to the level of security required in the area secured by the
enfry controls and relative for the need for quick access.

A.3.3.3.2.5 Environmental damage protection

Aspets need to be protected against environmental damage from threats such as fire, water,
smoke, dust, radiation and impact. Special consideration should be given to fire protect|on
sys$tems used in areas affecting the~”IACS to make sure that the systems responsible [for
pratecting the facility offer protection to the IACS devices without introducing additional ris to
the industrial operation.

A.3.3.3.2.6 Security procedures

Personnel need to berequired to follow and enforce the physical security procedures that
haye been established to reinforce the entry and other physical controls. Personnel should not
circumvent any, of the automated entry and other physical controls. An example of |an
employee circumventing a physical control would be to have an entry door to a protecfed
control roomypropped open with a chair.

A.3.3.3:2.7 Single points-of-failure

Single points-of-failure should be avoided when possible. Redundant systems provide a more
robust system that is capable of handling small incidents from affecting the plant or
organization, for example, using a redundant power supply in a critical system to ensure that
if one power supply is damaged, the critical system will remain functioning.

A.3.3.3.2.8 Connections

All connections (that is, power and communications, including 1/0O field wiring, 1/O bus wiring,
network cables, inter-controller connection cables, modems, and the like) under the control of
the organization should be adequately protected from tampering or damage. This may include
putting connections in locked cabinets or within fenced enclosures. The level of physical
security for these connections should be commensurate with the level of security for the
systems to which they connect. In considering physical security, the consequences of
environmental damage should also be considered. These connections should also be
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protected against natural factors such as heat, fire, dust, and the like that could cause
failures.

A.3.3.3.2.9 Equipment maintenance

All equipment, including auxiliary environmental equipment, should be properly maintained to
ensure proper operation. Maintenance schedules should be established and preventive
maintenance performed. Equipment maintenance should be tracked and trends noted to
determine if maintenance schedules should be adjusted.

A.3.3.3.2.70 Alarms

Proper procedures should be established for monitoring and alarming when physical gnd
enyironmental security is compromised. Personnel should be required to respond te:alf alarms
with the appropriate response measures. All facilities, commensurate with their security level,
shopuld be alarmed for both physical and environmental intrusions. These maysinclude mot|on
defectors, cameras or door alarms for physical intrusions and fire alarms, water detectors| or
temperature sensors for environmental concerns.

A.3.3.3.2.11 Equipment lifecycle

Proper procedures should be established and audited with respect to the addition, remoyal
anf disposal of all equipment. Proper asset tracking is a good practice. These procedutes
wopuld include workstation disposal, format, clean drive,~ahd the like. The procurement| of
hafdware would also take into account how the equipment can be tracked and how it can|be
sahitized and disposed when the time comes that it is'/no-longer needed.

A.3.3.3.2.12 Physical information

Alllinformation, expressed in a physical form (that is, written or printed documents, magnetic
stqrage media and compact disks), needs\to-be adequately protected against physical thregts.
Th|s may include placing these items in locked rooms or cabinets to prevent unauthorized
acgess. Consideration should also bergiven to protecting the information from environmertal
danage such as magnetic fields, high humidity, heat or direct sunlight, and the like that colld
danage the information. Like those for equipment, procedures should be in place to securgly
digpose of physical media when-no longer needed.

A.3.3.3.2.13 Use of assets outside controlled environments

Special care should™be taken when using assets that affect the IACS outside of the IACS
nefwork. This includes staging the assets at a system integrator facility prior to installatipn.
Algo, assets like.laptop computers with access to the IACS network used off-site should |be
hapdled as<an* extension of the IACS network with all of the appropriate physical gnd
enyironmental security procedures being followed. Consideration should be given to using the
sae Jlevel of security for assets that are temporarily outside of the normal security
bopndaries. This may require special planning or facilities to protect these assets agaihst
unputhorized access or use or from environmental damage.

A.3.3.3.2.14 Interim protection of critical assets

During and following either a physical or environmental event, power or other service may be
lost to critical systems. Provisions should be made to protect these critical systems. This
could include such things as supplying backup power, covering or damming to prevent water
damage, and the like.

A.3.3.3.3 Supporting practices
A.3.3.3.3.1 Baseline practices

The following nine actions are baseline practices:
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a) Establishing physical security perimeters to provide barriers for unauthorized access to
facilities. At each barrier or boundary, appropriate entry controls are provided.

b) Protecting assets against environmental damage from threats such as fire, water, smoke,
dust, radiation and impact.

c) Requiring personnel to follow and enforce the physical security procedures that have been
established to reinforce the entry and other physical controls.

d) Requiring redundant sources of power to prevent single points-of-failure.

e) Protecting all external connections from tampering or damage.
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operation.

g) | Establishing procedures for monitoring and alarming when the physical‘-and/or
environmental security is compromised.

h) | Establishing and auditing procedures with respect to the addition, removal.and disposal of
all assets.

i) |Using special procedures to secure assets that affect the IACS outside of the IACS
network.

A.3.3.3.3.2 Additional practices

The following seven actions are additional practices:
a) [ Using security cables, locked cabinets, protected entrances at the home office, keep|ng
equipment out of sight and labeling and tagging assets.

b) | Using password settings for boot and login cammands on computers not in the confrol
room, encrypted file system, laptops using thin-client techniques, and the like.

c) [ Protecting computer equipment not in control rooms such as routers or a firewall [by
placing them in a locked environment.

d) | Having control rooms staffed continueusly. This can often be the first line of defense
physical protection. Use control roonts to house information and technology assets.

n

e) [ Requiring personnel who are leaving the organization to return the equipment in gqod
working order.

f) |Using an equipment tracking system to determine where equipment is located and who
has responsibility for the equipment.

g) | Requiring environmental protection for assets including proper housing for equipment that
is located where~it*may be subjected to dust, temperature extremes, moisture, and the
like.

A.3.3.3.4 Resources used

Th|s element was based in part on material found in the following references, all of which are
lis{ed,ifh the Bibliography: [2], [23], [27], [31].

A.3.3.4 Element — Network segmentation
A.3.3.4.1 Description of element

Network segmentation involves separating key IACS assets into zones with common security
levels in order to manage security risks to achieve a desired target security level for the zone.
Network segmentation is an important security countermeasure employed in conjunction with
other layers of defense to reduce the risk that may be associated with IACS.

Today’s IACS are connected to and integrated with business systems both within and
between partner companies. Despite the need for connectivity and tight integration, IACS do
not need to utilize the vast majority of data traversing corporate networks. Exposing the IACS
devices to all this traffic increases the likelihood of a security incident within the IACS. In
keeping with the principle of least privilege and need to know, IACS should be architected in a
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manner that filters/removes unnecessary communication packets from reaching the IACS
devices. Network segmentation is designed to compartmentalize devices into common
security zones where identified security practices are employed to achieve the desired target
security level. The goal is to minimize the likelihood of a security incident compromising the
functional operation of the IACS. Compartmentalizing devices into zones does not necessarily

mean isolating them. Conduits connect the security zones and facilitate the transport
necessary communications between the segmented security zones.

The overriding security premise is that the use of security countermeasures should

of

be

commensurate with the level of risk. Network segmentation of an IACS may not be necessary

if {re—security Tisks—are tow. T e Tisk Tmanagement —and imptementation etement—provig
adgitional information on the subject of managing risk. It should be reviewed prior
implementing a network segmentation countermeasure strategy discussed in this element
the CSMS.

A.3.3.4.2 Network segments and zones

A.3.3.4.2.1 General

IEC/TS 62443-1-1, Clause 6 introduces reference models and provides the context

digcussing this countermeasure. Networks are segmented throughy/the use of some sort o
bafrier device that has the ability to control what passes through the device. On Ether
based networks running TCP/IP, the most common barrier devices in use are firewalls, rout
and layer 3 switches. Frequently, IACS are comprised of séveral different networks employ
different physical and application layer technologies. The'se non-TCP/IP networks also emp
bafrier devices to separate and segment communications. The barrier devices may

stgndalone gateways or integrated into the networkdnterface module of an IACS device.

While placing a barrier device into the network may create a new network segment 3
se¢urity zone, a security zone also may encompass multiple network segments. Figure 4
below illustrates a possible segmented architecture for a generic IACS. This figure attempts
depict how functional equipment levels may translate into the physical world of an IACS 2
thg logical world of a zone. (The figune,is fairly high level and does not include all the netw
deyices required in an actual installation.)

It is important to not confuse-the functional levels of the reference model with security lev
asgociated with security zones. While it is generally true that the lower level equipment pl3
a greater role in the safe”operation of the automated industrial operation, it may not
practical or possible\to employ a segmentation strategy aligned one-for-one with
equipment levels.

In fthis figures~the control zone contains equipment with a common target security level. T
figlre depicts a TCP/IP-based process control network (PCN) segment, a propriet
regulatory~control network (RCN) segment and a proprietary field device network (FO
segment;*These networks link the Level 0, 1, 2 and 3 equipment shown in the referer
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mgdels’ of IEC/TS 62443-1-1, 5.2. The barrier devices for each of these network segme

regulate the communication entering and leaving their segment.
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Figure A.8 — Reference architecture alignment with an example segmented architectufre
A.3.3.4.2.2 Control zone
For low-risk IACS, it may notybe necessary to employ network segmentation as| a
colintermeasure, which would.require creation of a distinct control zone. However for mediym-
to |high-risk IACS, network.segmentation is a countermeasure providing very significant rjsk
requction.
The generally accepted good practice is to use a barrier device such as a firewall to mangge
the communication across the conduit that links the control zone to the business zone, |as
shown in FigureyA.8.
Common {iltering strategies at the barrier device include:
a) | The-base configuration of the barrier device should be to deny all communication |by

default and only allow communication by exception to meet a critical business need. This

applies to both intermittent, interactive user communication across the conduit and
continuous, task-to-task communication between devices in these two zones. Whenever
possible, communications should be filtered by ports and services between matched IP

pairs for the devices communicating over the conduit.

Ports and services frequently used as attack vectors should not be opened through the

barrier device. When the service

is required due to business justification,

extra

countermeasures should be employed to compensate for the risk. As an example, inbound
http, which is a common attack vector, may be necessary to support an important business
function. Additional compensating countermeasures such as blocking inbound scripts and
the use of an http proxy server would help lessen the risk of opening this high risk port

and service.
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c) The fewer the number of ports and services open through the barrier device the better.

Communication technologies that require a large number of ports to be open should
avoided.

The barrier device can serve as a good automated tool to enforce that security practices

be

be

followed in the control zone, such as not allowing inbound email or communications to/from

the Internet.

A.3.3.4.2.3 Demilitarized zone (DM2)

Fo GS+—the a HReter-with
requction opportunities between the low-security level B
leviel control zone. The security level for the DMZ is higher than the Business zone (but Ig

thgn the control zone. The function of this zone is to eliminate or greatly reduce’ all dir
communication between the control zone and the business zone.

Devices should be located in the DMZ that function as a bridge or buffer between devices
thg business zone and control zone. Communication is setup between a device in {
bugsiness zone and the DMZ. The device in the DMZ then passes alond the information to

regipient device in the control zone. ldeally the ports and services ‘employed between

deyice in the business zone and the DMZ are different from thexports and services us
befween the DMZ device and the destination control zone device. !/ This reduces the likelihg
thgt malicious code or an intruder would be able to negotiate the combined condd
cohnecting the business zone to the control zone.

The filtering strategies listed above for the control¢zone are also applicable for the DN
However, some riskier protocols like telnet may{be allowed to facilitate management
deyices in the DMZ and control zones.

There are several use cases where a DMZ, can be of benefit. These are included here
illustrate the security concepts. They are.not meant to be an exhaustive or detailed list of h
to [mplement a DMZ:

a) [ Minimizing the number of people‘directly accessing control zone devices.

Historian servers are often, aecessed by people located on the site LAN in the busine
zone. Rather than locating the historian server in the control zone and allowing dir
access to this device ffom the business zone by a large number of users, the security le
of the control zone_can be maintained at a higher level if the historian server is located
the DMZ.

b) | Providing greater’security for important IACS devices.

In the case.of the historian server mentioned above, an option would be to locate
historianion the site LAN where the majority of the users are located. This would redd
the number of people needing to access the PCN. However, since the business zone i

etwironment. The potential for compromise of the server would be greater.
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low<security level zone, the historian server would be subjected to a less seclire

c) Compensating for patching delays.

The DMZ offers additional security protection to important IACS devices that cannot

be

patched as quickly while waiting for patch compatibility testing results from the application

vendor.

d) Providing improved security for the control zone by moving management devices to a

higher security level.

The DMZ is a good place to locate devices like anti-virus servers and patch management
servers. These devices can be used to manage deployment of security modules to the
control zone and DMZ devices in a more controlled manner without subjecting the high-

security level control zone to direct connection to servers that may be communicating
hundreds of devices.

to
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A.3.3.4.2.4 Safety system zone

(E)

Some IACS may employ a set of safety interlocks that are relay-based or microprocessor-
based. A microprocessor-based logic solver SIS may require a slightly different set of security
practices from that employed in the control zone. The target security level for this zone should
be determined and appropriate actions taken to ensure appropriate countermeasures are
employed to meet the target security level.

A.3.3.4.2.5 Isolated IACS
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e and any other zone. This is a very valid network segmentation strategy
hsideration.

Cilities choosing to adopt this isolation approach are not automatically eliminating all ri
ere may still be much vulnerability that could be exploited locally. Appropriate layers

lation of the IACS from the business zone.

.3.4.3 SCADA segmentation architecture

gle operating facility. Segmentation is a countermeasure/that has equal applicability fo
ADA-type IACS. Figure A.9 illustrates one possible segmentation approach for this type
hitecture. Although not shown due to space constraints, the DMZ and safety system zg
scribed in the single operating facility IACS can also be employed in a SCADA architectu

an external agent. A facility may choose to disconnect all conduits between the cénfrol

jSe
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SK.
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per and physical protection should be employed to address the residual'risk remaining after

£ above discussion described a segmented architecture for an IACS typically found in a

ra
of

ne

re.
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Figure A.9 — Reference SCADA architecture alignment
with.an"example segmented architecture

e following fouractions are baseline practices:

Employing barrier devices such as firewalls to segment high-risk IACS devices into contf
zones.

Employing gateways or internal barrier devices within the IACS device to separ

rol

ate

redulatory control networks from the PCN.

Employing sound change management practices on the barrier device configuration.

Disconnecting high-risk IACS from the business zone.

A.3.3.4.4.2 Additional practices

The following four actions are additional practices:

Employing add-on, supplemental barrier devices within the control zone to further

segment the network.

Employing a common and centrally managed security profile on all control zone barrier

devices.

Employing a DMZ segmentation architecture.
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d) Performing automated assessment tests to verify that the barrier device configuration has
been correctly implemented per the design specification.

A.3.3.4.5 Resources used

This element was based in part on material found in the following reference, which is listed in
the Bibliography: [1].

A.3.3.5 Element: Access control: Account administration

A.3.3.51  General description of access control

Acfpess control is the method of controlling who or what resources can access premises gnd
systems and what type of access is permitted. The misuse of data and systems may hgve
sefious consequences, including harm to human life, environmental damage, fifiancial Igss
anfl damage to the corporate reputation. These risks are increased when personnel hgve
unphecessary access to data and systems. It is very important that the security policy that
defines the access control rules and procedures is clearly documented and €éommunicated to
all| personnel (that is, employees, joint ventures, third-party contractors and temporary
enployees).

One of the most important security elements for any computer system is having a sound gnd
appropriate set of access control procedures. There are three“key aspects associated with
acgess control: Account administration; Authentication; and/ZAuthorization.

Each of these is described separately in their own element subclause of this standard.
However, all three aspects need to work togethert0. establish a sound and secure accgss
coptrol strategy.

Within each of the three aspects of access control, rules should be established to confirm that
a yiser’s access to systems and data is eontrolled. The rules generally should be applied| to
roles or groups of users. They should have access to systems and data that are required| to
mget defined business requirements’ but should not have access if there is no defirjed
buginess purpose for it.

There are rules that are enforced administratively and those that are enforced automatically
thrpough the use of technology. Both kinds of rules need to be addressed as part of the overall
acgess control strategy. An“example of an administrative rule that an organization might hgve
is [the removal of gemployee’s or contractor’'s account after their separation from the
ordganization. An example of a technology enforced rule is requiring remote users connect(ng
to the corporate network to utilize a VPN.

In pddition todrules, there are both physical security procedures and cyber security procedufes
that worktogether to establish the overall security framework for the system. Physical secufity
prgcedures include such measures as locking rooms where user interface equipment|is
lodated. This standard provides a basic description of the parts of physical security that relate

t | ++ + A 1 10O
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There is both a real-time aspect to access control and an off-line aspect. Quite often,
insufficient attention is paid to the off-line activities of access control for IACS. The off-line
activity, here described as Account administration, is the first step in the process and includes
defining the user privileges and resource needs for the user. These are based upon the role
of the user and the job to be performed. The off-line method also includes an approval step by
a responsible party before the access account is configured to provide the proper access.
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A.3.3.5.2 Description of element

Access Control
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IEC 2327/10
Figure A.10 — Access control: Account administration

Acpount administration, one of the three legs of access control as shown in Figure A.10, is the
mgthod associated with initially setting up permission and privileges tosatcess specific
regources on the network or system and to review those permissions and privileges on a
pefiodic basis. It may be linked in some way to the physical access {0 /resources. Accolunt
administration in the IACS environment goes beyond the traditional I'Tydefinition of operat|ng
sy$tem account access for a particular user. In the IACS environment, access accounts are
mdre role-based for the functions they can perform on a particular machine rather than the
daja they can access. A user’'s role may change in an ,erganization over time, so the
administration process may be used more frequently on//ACS accounts. Privileges offen
indlude access to file directories, hours of access and amount of allocated storage space. The
role assigned at the application level for the acceSs account shall be identified gnd
ungerstood during the administration phase. Sevefal steps are involved which inclyde
idgntification of the resources needed to perform\that person’s job function, independgnt
approval by a trusted person and setup/configuration of the computer account that
aufomatically assigns the resources when requested.

In |addition to the task of creating access accounts and assigning users to roles at the
opgrating system level, many manufacturing applications require additional role assignmerts.
Sygtem administrators for IACS shall be skilled and trusted to perform these accotnt
administrative functions on live cequipment control applications. The change management
prgcess for making these account changes should clearly identify any timing constraints that
shall be followed due to the:safety risks during certain sequences of the control operation.

A.3.3.5.3 Considerations for account administration

A.3.3.5.3.1 General

Wihen developing a program for account administration, it is important to include all systems
in scope apd‘not just limit the effort to traditional computer room facilities.

A.3.3:5.3.2 Rules to control a user’s access to systems, data and specific functions

Each organization should establish rules to conirol a user's access fo the sysiems, data and
functions. These rules should be based on the risk to the system and the value of the
information. These rules should be conveyed to all personnel.

A.3.3.5.3.3 Standard administration process

A standard administrative process should be followed for the creation of access accounts.
Although it may be more cost efficient for a single organization to provide the account
administration function for all computer systems in a company, IACS and IT systems may
have different sets of people providing administrative control of the account creation and
maintenance process. This is often due to the different set of risks associated with these
systems. Account approvals may also require approval by a supervisor familiar with the IACS
tasks and operations.
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A.3.3.5.3.4 Role based access accounts
A standard administrative process should be followed for the creation of access accounts. The

accounts should be role based and grant the user only those privileges and access to
resources that are needed to perform their particular job function.

A.3.3.5.3.5 Minimum privileges

Users should be assigned the minimum privileges and authorizations necessary to perform
their tasks. Access should be granted based on the need to support a particular job function.

hal

layler of protection so that one person cannot compromise a system alone.

A.3.3.5.3.7 Identify individuals

Every user should be identifiable with separate access accounts ldnless there are HSE rigks
for] such accounts. In such cases, other physical security controls should be employed to limit
acgess. Access needs to be controlled by an appropriateémethod of authentication (that|is,
user ID and password, personal identification numbers<(PINs) or tokens). These persohal
crgdentials should not be shared except in certain special situations. One special case is in a
coptrol room where the operators function as a single work team or crew. In this situatipn,
everyone on the work team may use the same credentials. (Additional discussion is provided
on|this subject in A.3.3.6.). An alternate identification process should exist in the event of a
forgotten password.

A.3.3.5.3.8 Authorization

Acpess should be granted on the\‘authority of an appropriate manager (either from the
regponsible company or a partn€n organization). Approvals should be made by supervisprs
familiar with the manufacturing/operations tasks and the specific training a person has had [for
that role.

A.3.3.5.3.9 Unneéded access accounts

Acfess accounts(@re’the means of controlling access to the system, therefore, it is important
that these accounts be inactivated, suspended or removed and access permissions revoKed
as|soon as they are no longer needed (for example, job change, termination, and the like).
Th|s action should be taken by the appropriate manager as soon as possible after the accgss
acgountisno longer needed.

A.3.3.5310 Review access account permissions

The need for access to critical systems is explicitly reconfirmed on a regular basis. All
established access accounts should be reviewed periodically to ensure that the account is still
in use, their role and access needs are still correct, the user is still authorized and only has
the minimum required permissions. Inactive or unneeded accounts should be removed. If an
access account remains unused for an extended period, the need for it is explicitly confirmed
by the account owner and account sponsor.

A.3.3.5.3.11 Record access accounts

One of the primary functions of account administration is the recording of the individual
access accounts. Records should be maintained of all access accounts, including details of
the individual, their permissions and the authorizing manager.
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A.3.3.5.3.12 Change management

The change management process for account administration should clearly identify any timing
constraints that shall be followed due to the safety risks of making changes during certain
industrial operation sequences. These changes are treated with as much importance as are
process, software and equipment changes. The access account administration process should
integrate with standard process safety management (PSM) procedures and include approval
and documentation steps. The approvers of access accounts for manufacturing/operations
functions may be a different set of people than are approving users for the IT systems.
Approvals should be made by supervisors familiar with the manufacturing/operations tasks
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d the specific fraining a person has had for that role
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A.3.3.5.4 Supporting practices

A.3.3.5.4.1 Baseline practices

=y

Th

$.3.5.3.13 Default passwords

ny control systems come with default passwords that are used in getting the system set
 ready for operation. These access account passwords are often widely known or eas
ermined from published literature or other sources. These default passwords should
hnged immediately upon setup and before connection to the system.

8.3.5.3.14 Audit account administration

riodic reviews for compliance of access account administration information should
nducted. This ensures that the owners of the information er documents are compliant W
appropriate policies, standards or other requirements set>down by the organization.

e following nine actions are baseline practices:

Assigning the minimum privileges and\authorizations to users necessary to perform th
tasks. Access should be granted.on the basis of the need to perform a particular
function.

Controlling identification and.access for each individual user by an appropriate method
authentication (for example, user ID and password). These personal credentials (that
passwords, PINs and/ori0kens) are not shared except in certain special situations.

Establishing an alternate identification process in the event of lost credentials of
forgotten password:

Granting, changing, or terminating access on the authority of an appropriate mana
(from the organization, contracting organization, or third-party). A record is maintained
all access“accounts, including details of the individual, their permissions, and
authorizifig manager.

Suspending or removing all access accounts and revoking permissions as soon as th
are“no longer needed (for example, job change).
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in use and they still require access to critical systems.

I} + + Ll tallol pu | + l la + Fy Fy 4+ 41 t'“
NTVICTWITTY diT TotldUTToTTCTU aLLT oSS aLLUUTIS UIT a TTYUTAT " UasSTS TU TITSUTT UTAat Ty ditT St

Reconfirming the need for access accounts with the appropriate manager if the accounts

are unused for an extended period of time.

Requiring default passwords to be changed immediately.

Requiring all personnel (that is, employees, joint ventures, third-party contractors, and
temporary employees) to agree in writing to conform to the security policy, including

access control policies.

A.3.3.5.4.2 Additional practices

The following five actions are additional practices:
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A.3.3.5.5 Resources used
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thg Bibliography: [6].

A.3.3.6 Element: Access control: Authentication
A.3.3.6.1 Description of element
NOJTE For additional information about the overall topic of”Access control, see the introductory materia

A3

Authentication, another of the three legs of @ceess control as shown in Figure A.11, is
mgthod of positively identifying network users, hosts, applications, services, and resources
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Using tools (that is, provisioning and identity management) to manage the process

of

access account creation, suspension, and deletion. A provisioning system also manages

the approval workflow by which the business owner approves access, including logging
may also automate the process of account creation/suspension on the target systems.

Lt

Linking the account administration process to the human resources process so that

employee changes trigger reviews and updates to access accounts.

Defining and documenting the application roles/user privileges (that is, job functions
mapped to application roles and access entitlements for each role) by the application

information owner or delegate.

- - . e - : .

and background checks).

Allowing users to have more than one access account, based on their particular job-role
that particular time. A person would use a system administrator access accountto perfd
an application update on a particular machine but would also need an operator accq
account to run and test the application.

s element was based in part on material found in the following reference, which is listed

3.5.1.

me sort of computerized transaction so that they can be given the correct authorized rig
 responsibilities. The method useswa combination of identification factors or credentia
thentication is the prerequisite to alfowing access to resources in a system.

Access Control

N
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5 3
< 3
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Figure A.11 — Access control: Authentication
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Authentication in the IACS environment has several challenges not typically found in normal
IT situations. Current IT authentication technologies have several limitations that are not well
suited for the IACS environment and could actually result in increased HSE risks at the
expense of decreased cyber security risks.

It is important in the IACS environment to make sure that the right people have access to the
correct information and systems and are not prevented from doing their job via authentication.
Failure to authenticate a valid user could have HSE implications if the user is not able to
perform tasks in a critical situation. In the IACS environment, there is a great emphasis on
combining physical authentication measures with electronic authentication practices.
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The physical location of the user may have a significant impact on the risk level of the access.
For example, the user connecting to a system from inside a building that employs a guard and
badge-reader system at the door is less of a risk than a user connecting from some other
region in the world. The authentication strategy addresses the combined physical and cyber
security controls to be used to control overall risk. The strategy clearly defines the
authentication requirements for special situations.

There are several types of authentication strategies and each has varying degrees of
strength. Strong authentication methods are ones that are quite accurate in positively
identifying the user. Weak authentication methods are ones that can be easily defeated to
prgvide unwanted access to mformTatiorn.

The physical location of the user may have a significant impact on the risk of accessing the
IACS. Authentication for these cases will be discussed in the following subclauses

A.3.3.6.2 Authentication for local users

It [s very important that only trained and designated resources take~actions on industfial
copntrol HMI stations, such as operator control stations. Many cdndustries control their
eqbipment from control rooms staffed by several operators. These operators often function|as
a {eam and perform actions on multiple HMI stations as part_of'their normal job functipn.
Common access accounts shared by the team of operators_afe frequently employed. Until
cosgt-effective, robust, strong authentication schemes are available on the HMI stations, the
regommended practice is to use physical controls to ensure’that only designated individupls
ar¢ performing actions on control room HMI stations.~Access to control rooms should |be
mgnaged by appropriate combinations of entrance <control technologies and administratjve
procedures. Consider the HSE implications when déveloping the access control procedures

A.3.3.6.3 Authentication for remote users

A lemote user is anyone who is outside th& perimeter of the security zone being addressed

EXAMPLE A remote user might be a persof/in an office in the same building, a person connecting over fthe
corporate wide area network (WAN) or a person connecting over public infrastructure networks.

Physical and administrative cohtrols that rely on visual authentication do not work for remote
interactive users. Howeverthere are numerous technology-based authentication schemes
that can be used. It is important to employ an authentication scheme with an appropriate leyel
of |strength to positively identify the remote interactive user. Industrial operations with a low
pojential to create HSE incidents and that have low financial impact may be protected us|ng
wefak authentication“methods such as a simple user ID and password. However, industfial
opgrations whete.there is a large financial or HSE stake should be protected using strgng
authenticatiofi.technologies. For these types of operations, it is recommended that the system
be|designed)in a way that the remote access user is not allowed to perform control functiops,
onl|y monitering functions.

A.3.364  Authentication for task-to-task communication

The discussion above focused on interactive users. It is just as important to employ
appropriate authentication schemes for task-to-task communication between application
servers or between servers and controlled devices. The communications interface should
employ methods to verify that the requesting device is indeed the correct device to perform
the task. Some ways in which critical interfaces could authenticate task-to-task
communications between devices are checking the internet protocol (IP) address, checking
the media access control (MAC) address, using a secret code or using a cryptographic key to
verify that the request is coming from the expected device. Interfaces with low risk may use
less secure methods for authentication. An example of insecure communications is an
anonymous file transfer protocol (FTP) for program upload/download/compare between the
control HMI and a data repository.
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A.3.3.6.5 Considerations for authentication

A.3.3.6.5.1 General

When developing a program for access control, it is important to include all systems in scope,
and not just limit the effort to traditional computer room facilities.

a)

Defining an authentication strategy

Companies should have an authentication strategy or approach that defines the method of

authentication to be used.

A.]
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Authenticating all users betore system use

All users should be authenticated before using the requested application,™~T
authentication may be a combination of physical and cyber authentication practices:

Requiring strong secure accounts for system administration and/or ‘applicat
configuration

Strong account user ID and password practices should be used“on all syst

does not typically need quick access to perform system-level tasks.on the computers. |
more important that untrained users be prevented from performing’system-level functig
than it is to provide quick access.

Requiring local administration

On highly critical systems, it is a good practice to pefform all system administrator
application configuration functions locally at the device to reduce the potential fo
network interruption causing a problem with the/,control of the equipment. The syst
administrator or application manager should coordinate all changes with the operator
the area so that production is not impacted during a configuration change.

8.3.6.5.2 Authentication for local users

b practice introduces the potential tovdelay an operator’'s ability to locally make qu
rective action to the industrial .operation from the HMI control station, normal
hentication practices may not_be” appropriate. To achieve security in control syst
bration while still providing for rapid response, a combination of physical and cyber contr|
e been found to produce.the best results. Some of these controls include but are

ited to:

manual locks (for example, key and combination) on doors to rooms or cabinets contain
control system components;

automated locks(for example, badge and card readers);

control rooms' staffed continuously;

individda) ‘accountability by control room personnel to keep access limited to designa
personhel and ensure that only trained personnel perform actions on operator conf
stations.

his
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administrator and application configuration access accounts. Thessystem administrator
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Some examples of common IT practices that may not be applicable in an IACS environment
are:

a)

Individual user IDs and passwords for each operator for work-team environments

Many industries control their operations from control rooms staffed by several operators.

These operators often function as a team and perform actions on multiple HMI stations

as

part of their normal job function. Requiring each operator to log in and be authenticated

and authorized each time they use a new HMI could compromise quick response to
operation event.

an

b) Access to non-local domain controllers and active directory servers for access account

authentication

Network issues may interfere with timely login under this architecture.
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c)

Automatic access account lockout after some number of failed login attempts

Under some conditions that require rapid response by an operator, the operator may
become flustered and enter the wrong password. If the operator is then locked out, it could
compromise the operator’s ability to resolve the situation.

Robust long passwords that contain a mix of alpha, numeric and special characters

Although robust passwords provide an increased measure of security, in the control room
environment, the requirement to enter such passwords could slow response time for an
operator. A similar level of security could be achieved by physical means such as locked
doors or continuous staffing of the control room by those that know cleared operators.

A.]
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Password changes after a specified number of days

The impact of changing passwords is much like that of robust passwords, it may "slow
response to a situation when a quick response is needed. Passwords should be ehanded
when there is a change in personnel, but changing after a set number of days‘may not|be
productive.

Screen savers with password protection

Many HMI stations are designed to report by exception. The operatorjmay not need to tgke
any action on the operator station until an alert occurs. Screen savers have the potential
to interfere with the operator by blocking the view to the operation under control gnd
delaying response to an emergency situation.

8.3.6.5.3 Authentication for remote users

mote users do not normally need to rapidly respond to-situations common to operators| In
dition, for remote users, accountability becomes more important than availabillty.
crefore, some of the practices common to IT sgcurity are also of benefit for remote useqrs.
ese include:

Authenticate all remote users at the appropriate level

The organization should employ an *authentication scheme with an appropriate level| of
strength to positively identify a remote interactive user.

Log and review all access attempts to critical systems

The system should log all access attempts to critical systems and the organization shopld
review these attempts whether they were successful or failed.

Disable access account after failed remote login attempts

After some numbei.of failed login attempts by a remote user, the system should disaple

the user’s accessvaccount for a certain amount of time. This helps deter brute fofce
password cracking attacks on the system. Although remote users do not normally need to
respond rapidly to operation situations, there may be instances, such as unmanned confrol
rooms of.remote facilities (for example, SCADA systems controlling an electrical
distribution system) where rapid access is required from a remote location. In these casgs,
disabling the access account may not be appropriate. Each organization should addrgss
authentication of remote users in a manner appropriate to their situation and tolerance |[for
risk.

Require re-authentication after remote system inactivity

After a defined period of inactivity, a remote user should be required to re-authenticate
before the system can be accessed again. This makes sure that the access account is not
left open and accessible from the remote device. Although remote users do not normally
need to connect to the control system for long periods of time, there may be instances,
such as unmanned control rooms or remote facilities (for example, SCADA systems on an
electrical distribution system) where a remote operator may need to monitor the system
over an extended period of time. In these cases, requiring re-authentication may not be
appropriate. Each organization should address authentication of remote users in a manner
appropriate to their situation and tolerance for risk.

For remote users, the level of authentication required should be proportional to the risk to the
system being accessed. Weak authentication may be appropriate if the system does not have
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control over operations with a high HSE risk. For systems with HSE risks, strong
authentication may be more appropriate.

Examples of weak authentication include:

connecting modems directly to industrial operation control devices or networks that
employ simple user ID and password authentication;

connecting industrial operation control devices or networks from the corporate LAN or
WAN that employ simple user ID and password authentication;

Ex
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industrial operation control devices.

amples of strong authentication include:

using Physical token or smart card two factor authentication that requires.both a physigal
device and unique knowledge (for example, a Personal Identifier Number, PIN) in {he
possession of the user;

NOTE Security is enhanced by using secure PIN entry, for example, when the PIN is entered using a seclure
reader to prevent keylogging.

authenticating using smartcards or biometrics;
authenticating users based on their location;

connecting modems to industrial operation control deviees or networks that employ a dial-
back feature to a predefined phone number;

connecting industrial operation control devices ©r, networks to the corporate LAN or WAN
and using smartcards or biometric authenticatioh;

connecting home computers to industriak.operation control devices or networks using a
VPN connection and two-factor authentication with a token and PIN.

8.3.6.5.4 Authentication for task-to-task communication

5k-to-task communications will <hot usually be monitored directly like user interactjve
Esions. Authentication of tasksto*task communications will typically happen at the startup of
industrial operation and at-regular intervals afterwards. Systems should employ some
hnical solution to authenticate each device or network.

TE I|EC/TR 62443-3-1 [6] provides an explanation of these and other technologies. It discusses their strengths
weaknesses and theinapplicability to the IACS environment.

3.3.6.6 Supporting practices
.3.6.6.1 Baseline practices
e following five actions are baseline practices:

ab g3 ategy—o cation-to-be-used.
The method may vary depending on the risks, the consequences associated with the
business process and the sensitivity of the data.

Employing different strategies for users connecting from different geographical locations
(including remote facilities) or for devices with special security requirements. This issue
takes into account the physical security characteristics that interact with the cyber security
characteristics to establish the overall security level for the user.

Authenticating all users prior to being allowed use of a particular application. This
requirement may be waived when there are compensating physical controls.

Requiring at least a manually entered user ID and password as the minimum level of
electronic authentication.

Authenticating task-to-task communication by knowing the MAC and/or IP address for the
device, a specific electronic key, the device name, and the like.
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A.3.3.6.6.2 Additional practices

The following action is an additional practice:

a) Authorizing users inside a locked facility that employs guards and badge-readers to

access systems having a greater level of risk than a remote user would be allowed.

A.3.3.6.7 Resources used

This element was based in part on material found in the following references, all of which are

list

ed in the Bibliography: [6], [23].
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Authorization, the third leg of access control is shown in Figure A.12, is the automa
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8.3.7 ELEMENT - Access Control: Authorization

r additional information about the overall topic of Access control, see the (ntroduct
terial in A.3.3.5.1.

Access Control

g
g S
k-] [ °
< s
=
<
IEC 2328/10

Figure A.12 — Access control: Authorization

cedure performed by the computer system to grant access to resources upon success
hentication of the user and identification of their associated access account. The privileg
nted are determined by the accéss account configuration set up during the acco
ministration step in the procedure:

me standard authorizationoprocedures employed in the general IT work space may
ppropriate or inadequate ‘for IACS. For example, access accounts in a typical IT syst
primarily user-based.with a limited number of roles assigned (that is, standard user
btem administratof):*Each user is usually only assigned one role. Access accounts ir
ical IACS system-will primarily be role-based with a greater granularity of roles (that
erator, engineer; application specialist, vendor and system administrator). Users may
signed muliiple roles based on a particular job function they need to perform at a particu
e. The usér may have to login to a particular device and separately into an application
autherized to make changes to industrial automation control variables. Or, a user nj
e to log off a system and re-login to perform system administration tasks on that sa
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This subclause explores the controls aimed at protecting information and assets from
deliberate and inadvertent destruction, change or disclosure. It focuses specifically on
measures designed to ensure that the authenticated agents (that is, personnel, applications,
services and devices) have access to required information assets.

Information that is sensitive to disclosure needs to be properly protected both to maintain
competitive advantage and to protect employee privacy.

The authorization rules desired by an organization will determine how it assigns roles to
specific users or groups of users and how privileges for these access accounts are
configured. The capability to implement a desired authorization policy depends upon features
in underlying systems to distinguish the functions and data required for different job roles.
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Thus the definition of an authorization policy is an iterative procedure where the organization
defines an ideal policy and then determines how closely that can be implemented using the
capabilities of their systems and network. If procuring a new system, support for a desired
authorization policy can be an element of the procurement specification. When designing a
new network configuration, technologies like firewalls for remote users can be added to create
an additional layer of authorization for critical devices, as described in the following
paragraphs.

A.3.3.71 Considerations for authorization

A.I.—@.—?ﬁﬁ—&m.q:
Wihen developing a program for access control, it is important to include all systems in~scope,

anf not just limit the effort to traditional computer room facilities.

a) [ Authorization security policy

Rules that define the privileges authorized under access accounts for pergonnel in varigus
job roles need to be defined in an authorization security policy that is ‘clearly documenied
and applied to all personnel upon authentication.

b) | Logical and physical permission methods to access IACS devices

The permission to access IACS devices should be logical (rules that grant or deny accgss
to known users based on their roles), physical (locks, gameéras and other controls that
restrict access to an active computer console) or both.

c) | Access to information or systems via role-based accounts

Access accounts should be role based to manage access to appropriate information|or
systems for that user’s role. Safety implicationsyare a critical component of role definitiop.

A.3.3.7.1.2 Authorization for local users

Mgny process industries control their .operations from control rooms staffed by sevdral
opgrators. These operators often function as a team and perform actions on multiple HMI
stdtions as part of their normal job function. Authorization to perform specific job functiong is
prqvided by the application. The local user is granted access to certain devices or operatiopal
digplays based upon a role-based.access account. The actual login user ID and password are
tydically common for everyohe-in the job role. This work-team approach to control ropm
opgration may conflict with-standard IT authorization policy and practice.

Safety implications shall be considered when developing the authorization strategy. For high-
vulnerability industfial ‘'operations, authorization privileges should be set at the local procegss
control device level and should not require access to devices at the LAN or WAN level| to
ass$ign privileges: This supports the basic control principle of minimizing the potential pointq of
failure.

Acpess_accounts should be configured to grant the minimum privileges required for the Job
roles.Training needs to be employed to establish common levels of skills for each of the |ob
roles. Customizing individuat—access accountsto match skitttevets—of personmet—shoutd-be
avoided. All users in the same job function should utilize access accounts configured for the
same role.

A.3.3.7.1.3 Authorization for remote users

The authorization process discussed thus far places the authorization function at the end-
node device and application level. In critical control environments, an additional destination
authorization strategy should be employed at a barrier device (firewall or router) for the IACS
network. Once a user is authenticated at the barrier device, role-based destination access
rights should be assigned to the user so that the user can only attempt to connect to pre-
assigned devices on the IACS network. The end-node login should establish the user’s final
privileges for performing functions on the device. Facilities with high-vulnerabilities should
take advantage of this additional level of destination authorization.


https://iecnorm.com/api/?name=cc0c20f1cebfc7062b5d850ceeaa4a1a

62443-2-1 © IEC:2010(E) - 105 -

Role-based access accounts should take into account geographic location. A person may
utilize one access account when working on-site and a different one when dialing in from
home to assist local personnel. This practice should be clearly defined in the administrative
procedures. Compliance with administrative procedures should be based on individual
accountability.

A.3.3.7.2 Supporting practices

A.3.3.7.21 Baseline practices

Th

a)

b)
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Permitting access to IACS devices with logical controls (rules that grant or deny aecess
known users based on their roles), physical controls (locks, cameras, and other)contr,
that restrict access to an active computer console) or both.

Logging and reviewing all access attempts to critical computer systems, both succesg
and failed.
8.3.7.2.2 Additional practices
e following six actions are additional practices:

Protecting network connections between the organization and other organizations throu
use of a managed firewall.

Using an authenticating proxy server for all outbound ‘access to the Internet.

Granting access to a remote user by enabling a medem on an industrial operations conf
device only when needed.

Using ushered access when high-risk tasks are performed (for example, indust
operations that have HSE consequences 6ithat constitute critical business risks).

Segregating data with high sensitivitycand/or business consequence from other inter
information so that existing authorization controls can restrict access to that information

Separating the business networkffom the IACS network with an access control device 2
limiting user access to critical assets on both sides.

8.3.7.3 Resources used

lis

ed in the Bibliography:‘[6], [23], [27], [30], [43].

A.3.4 Element/group: Implementation

A.3.4.1 Description of element group

Th

thirdelement group in this category is Implementation. This element within this grg

didcusses issues related to implementing the CSMS. Figure A.13 shows a graphi
representation of the four elements in the element group:
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s element was based, in-part on material found in the following references, all of which are
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Risk management and implementation,
System development and maintenance,
Information and document management and

Incident planning and response.
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Addressing risk with the CSMS

Implementation

Risk System Information and . .
Incident planning
management and development and document
. . . and response
implementation maintenance management

IEC 2329/10

Figure A.13 — Graphical view of element group: Implementation

A.3.4.2 Element: Risk management and implementation
A.3.4.2.1 Description of element

The foundation of any CSMS or security program is to maintain risk at an ‘acceptable level.
Rigk management and implementation addresses the selection; » development gnd
implementation of security measures that are commensurate withthe risks. The secufity
mgasures may take into account inherently safer industrial operation«design, use of produfts
with strong inherent security capabilities, manual and procedural ‘security countermeasurgs,
anfl technology based countermeasures to prevent or reduce security incidents.

Although risk will never be totally eliminated, it can be managed. This subclause describe$ a
framework to measure risk and then manage it through the implementation of various secutrity
colintermeasures to reduce the likelihood of an incidént occurring or reduce the consequerce
of [he resulting event.

In Imost cases risk is measured in terms of ‘cost and or social conscience. While it may |be
eapy to put a price on a production outagedue to a cyber security incident, it is not possiple
to fassign an exact cost to an event resulting in the injury or death of a person. Companjes
shall determine their risk tolerance to_cértain kinds of events and use this to drive the stratgagy
forymanaging risk.

A.3.4.2.2 Building a risk management and implementation framework

Befcause the elimination 6f yall risk is usually impractical or impossible, organizations shopld
foqus on the most critical applications and infrastructures to decrease risk to an acceptaple
level. Deciding whaticyber security countermeasures to implement is a matter of balanc|ng
risk and cost. Degisions should be based on a risk assessment and be documented to sefve
as|a basis for future planning and action.

Organizations should analyze the detailed risk assessment, identify the cost of mitigation [for
eath risk;“compare the cost with the risk of occurrence and select those countermeasufes
whiere,‘eost is less than the potential risk. Because it may be impractical or impossible|to
elil“re]inate all_risks, focus on mitigating the risk for the most critical applications gnd
infrastructures first. The same risks are often found at more than one location. It makes sense
to consider selecting a standard set of countermeasures that may be applicable in more than
one instance and then defining when to use them. This approach will allow the organization to
leverage common solutions and reduce the design and implementation costs to improve the
security posture of the organization. One possible way to approach this is to develop an
overall framework for implementation that incorporates risk assessment, the organization’s
tolerance for risk, countermeasure assessment and selection and the strategy for
implementing risk reduction activities.

Each organization will likely have a different risk tolerance that will be influenced by
regulations, business drivers and core values. The organization’s risk tolerance for IACS
incidents determines the amount of effort an organization is willing to spend to reduce the
level of risk to an acceptable level. If the organization has a low risk tolerance it may be
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willing to commit a greater amount of financial and/or personnel resources to the task of
improving the security level of the IACS.

Table A.2 identifies the organization’s sensitivity to different types of risk and aggregates the
various consequences into categories of high, medium, or low. When these categories of
consequences are combined with the likelihood of an incident occurring, as in Table A.1, the
result is a matrix of consequence category versus likelihood. In the absence of an analytical
method to quantitatively measure likelihood and consequence, it may be practical to simply
assign qualitative risk levels of low, medium and high to the points of intersection in the
matrix. These risk levels reflect the organization’s sensitivity to risk, as shown in Table A.3.
These—Tisk—tevets—implty threshotds—of—toterance—which—witt—drive —the—Tisk—Teductjon
implementation strategy. This is a clear way to communicate the organization’s position|on
risk.

The risk reduction strategy may employ different countermeasures, architecture practices,
IACS device selection and the decisions of when and where to employ them based upon
risk level shown in Table A.3. Systems with a high risk warrant employingZmore extensjve
colintermeasures to achieve a higher level of security.

Onle way to capture the organization’s decisions on countermeasuresselection is to develop a
chart listing specific countermeasures to be used for IACS devices based upon the risk-leyel
of fhe IACS. An example of a possible countermeasure chart is shown in Table A.4.

The table defines the common solution set of countermeasures to be employed to try to reach
thg target security level. These countermeasures are to be employed unless there is sone
un|que constraint that makes this solution undesirable for a given IACS. The organizatiop’s
risk reduction strategy may also use the risk-level ratings to establish priorities and timing [for
implementing the identified countermeasures shown in Table A.4. IACS with high-risk ratings
should probably be addressed with greater urgency than lower risk IACS.

The countermeasures to address a specific risk may be different for different kinds| of
sys$tems. For example, user authentication controls for an advanced application control seryer
asgociated with a DCS may be different than the authentication controls for the HMI on the
pafkaging line. Formally documenting and communicating the selected countermeasurgs,
algng with the application guidahce for using the countermeasures, is a good strategy|to

follow.

Table A.4 — Example countermeasures and practices based on IACS risk levels

Countermeasurg and architecture High-risk IACS Medium-risk IACS Low-risk IACS
ptractices

Twe-factor authentication to control access Required Required Optional
to the device
Harldening of the operating system Required Recommended Optional
Empley.network segmentation Required Required Optional
Employ antivirus application Required Required Required
Use of WLAN Not allowed May be allowed Allowed
Strong password authentication at the Required Recommended Recommended
application level
Other countermeasures

There are many different information technology risk mitigation countermeasures that can and
should be applied to IACS devices. Guidance on specific countermeasures is addressed in
other parts of the IEC 62443 series that are still in development, such as IEC 62443-3-2 [7]
and IEC 62443-3-3 [8], which provide an in-depth look at different available countermeasures
and their application to the IACS environment.
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Most organizations will have a limited set of financial and personnel resources to apply to
CSMS activities. As a result, it is important to use these resources in a manner that yields the
greatest returns. A risk management framework begins with understanding vulnerabilities that
exist within the IACS and the potential consequence that could occur should that vulnerability
be exploited. Once risks are understood, the company needs to develop an implementation
framework to reduce risk or keep it at an acceptable level. Several of the security models
discussed in IEC/TS 62443-1-1 will be used in creating the implementation framework. The
models include the Security Level Model along with the Zone and Conduit Model.

NOTE This subclause discusses one possible way to approach this key CSMS element using the
IECI’TS U2443 1 1 chulity IIIUdC:b. T:ICIC ;D mU UTTT IIB:It a}l}lludb:l tU t:l;b U:UIIICIIt. A:tclllatc d'J'JIUdb:ICD .,al’l

reshlt in a very functional framework for managing risk.

Thg detailed discussion and example that follows on the topic of risk management and implementatiof)descripes
the|framework process as it is applied to reduce cyber security risks to an existing system in a single”indusf{rial
opgrating area. The framework is equally applicable to many new IACS in multiple locations around, the’world.

No| matter what detailed risk management and implementation approach is employed, a gqod
quality framework shall address four main sets of tasks over the life of an IACS:

e [Assessing the risk of the IACS;
e |Developing and implementing countermeasures;
e | Documenting countermeasures and residual risk;

e [Managing residual risk over the life of the IACS.

These tasks are covered in detail in A.3.4.2.3 through A.3.4.2.5 and are graphicsa
represented in the security lifecycle models discussedin IEC/TS 62443-1-1, 5.11.

y

A.3.4.2.3 Assessing the risk of the IACS'\to determine the IACS cyber security risk
level

A.3.4.2.3.1 General

The zone and conduit model, security level lifecycle model, and reference model are
degcribed in detail in IEC/TS 62443-1-1. The use and integration of these models will [be
digcussed in this subclause.

A.2.3 provides guidance on a procedure to be followed in order to analyze the risk of {he
IACS. This is one of the ‘earliest activities in the assess phase of the security level lifecyfle
mddel. An organization needs to develop and document a risk analysis process so that it gan
belused on multiple IACS at different locations throughout the organization with repeataple
regults.

Th|s subclause explains how the assessment phase fits into the overall risk management
stritegy.;This is illustrated by walking through the scenario of examining an existing IACS gnd
impréving the cyber security position of this system to reduce risk. Figure A.14 shows the

S,—; it 1o ol Lif P | madall A\ aoha
< ullly Cveld IIIUUy\JIU IMMTUUTT O MooT oo MITAdOoT.
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Figure A.14 — Security level lifecycle model: Assess phase

For an existing IACS that has never undergone a risk assessment and has not yet employed
the Zone model, the activity begins with the box labeled “Assess consequence/risk of the

process.”

The purpose of the assessment is to understand the risk impact to the business in the event
the IACS is compromised by a cyber incident and is not able to perform its intended control
functions or performs unintended functions. Once the risk associated with the IACS has been
documented the activities associated with managing and mitigating the risk should be

performed.

The output of the risk analysis will be a table listing the consequence rating and likelihood
rating for each IACS asset or some collection of assets. Table A.5 is an example output of a
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detailed risk assessment and results from combining Table A.1, Table A.2 and Table A.3 of
this standard. The likelihood rating is assigned based upon the detailed vulnerability
assessment of each of the assets listed, and the likelihood of related threats being realized.

Table A.5 — Example IACS asset table with assessment results

IACS device asset Confatetciq:gence Likelihood rating
Operator control room console A Medium
Remote operator console C High
Engineering configuration station A High
Historian server B Medium
Controller A Medium
Gateway B Medium
Other devices C Low

A.3.4.2.3.2 Determining the IACS risk level

Ta
int

ble A.3 above is a simplified example model for translating a company’s sensitivity to 1
D qualitative levels of risk for the IACS. It should be prepared by the organizatio

regponsible leadership before the risk analysis is conducted.

Th

EX
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e intersection of the Consequence and the Likelihood ratings yields the Risk Level.

AMPLE An IACS device with a consequence rating of B.and a likelihood of High would represent a high-
ice.

e risk postures in Table A.3 can be applied<te’'the IACS device assets in Table A.5 result
An overall rating for the IACS as shown iftyTable A.6. This table provides a priority order

for{ particular vulnerabilities.

Ea
co
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ch device has a cyber security risk'level associated with it. In a tightly integrated IACS,
ntrol functions provided by eachydevice are highly dependent upon the integrity of the ot
ices in the IACS. The functional integrity of the control system will be impacted by f{
bgrity of the weakest device!

simplifying security:assumption is that the device with the highest IACS risk le
ablishes the inherent risk level for the entire IACS. In the example IACS listed in Table A

level identified as High-risk.

Table-A.6 — Example IACS asset table with assessment results and risk levels
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inherent risk level for the IACS is High-risk because several of the IACS devices havg¢ a

IACS device asset Conf;?:gnce Likelihood rating IACS ?:\‘:fe rigk
Operator control room console A Medium High-risk
Remote operator console C High Medium-risk
Engineering configuration station A High High-risk
Historian server B Medium Medium-risk
Controller A Medium High-risk
Gateway B Medium Medium-risk
Other devices Cc Low Low-risk

Understanding this base inherent risk level is a key to carrying out a risk management plan. It
establishes the target security level needed to reduce risk. This establishes the justification
for implementing a risk reduction and management plan, if the IACS is not already operating
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at that target level. Various security countermeasures will be employed to reduce the risk to
the IACS to a tolerable level. However, a failure of these countermeasures to mitigate the risk
could result in an incident with a consequence of the magnitude identified during the risk
analysis task.

A.3.4.2.3.3

Establishing security zones and associating IACS devices to the zones

The reference model discussed in IEC/TS 62443-1-1 identifies several different operational
or equipment levels of an IACS. Although there may be different operational levels within an
IACS, the cyber security requirements may be similar for several of these operational or
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miprmenttevets ttmay be possibtetoinmcorporate severatoperationat/equipment tevets T
ingle logical security zone.

e security level model introduces the concept of employing zones assigned to one”of th
more security levels. For illustration purposes in this example, assume there are th
curity levels qualitatively described as Low, Medium and High. The taskyat hand is
hmine the security needs of the various IACS device assets and assigf them to the
erent zones.

ble A.6 lists the IACS cyber security risk level for each of the assets. Assets with a Hi

level share a need for a high level of cyber protection to reduce risk. These assets sho
assigned to a common security zone. Assets with lower risk levels should be assigned t
er security zone. At this point in the risk management’ process, it is appropriate
berimpose the identified security zones onto the system physical network diagr
eloped for conducting the risk analysis.

en today’s security countermeasure technologies, security zones will typically align w
ysical network segments. An IACS device \may not be currently located on the pro
work segment based upon the risk analysis.results for that device. If this is the case,

ice may need to be relocated to a different network segment. An asset with a Low-n

leMel may be assigned to a higher risk security zone, but assets with a High-risk level sho
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be placed into a lower risk security.zone. To do so would raise the risk of an unaccepta
nsequence in the event of a cyber s€curity incident.

ring the implementation phase of the security level lifecycle model, the devices W
curity needs that do not match with the zone the devices are physically located in should
bcated to the appropriate)network segments to meet the security requirements.

organization may-choose to establish a common approach to security zones in an efforf
brove the efficiency of managing risk. One way to do this is to adopt a corporate templ
hitecture incorporating network segmentation strategies and security zones for the varid
ds of deviCes and systems employed in the enterprise. Figure A.15 shows an example o
curity zone' template architecture for an organization. Figure A.16 shows how the IA
bets incthe example are mapped to the zones in the template architecture that employy
pe<tier zone approach.
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IEC 2331/1
Figure A.15 — Corporate security zone template architecture
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Figure A.16 — Security zones for an example IACS
A.3.42:3.4 Determining the target security level

The security level model introduces the concept of assigning a security level to the zone. In
the example shown in Figure A.16 above, the inherent risk level of the IACS was determined
to be High-risk based upon the detailed risk assessment of each IACS device. Extra security
countermeasures need to be employed to protect the devices falling within the Plant A control
zone. Using the security levels listed in IEC/TS 62443-1-1, Table 8, it is appropriate to assign
a target security level to each of the zones, as seen in Table A.7.
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Table A.7 — Target security levels for an example IACS

Zone Target security level = SL(target)
Plant A control zone High
Plant A DMZ Medium
Plant A LAN zone Low
Enterprise zone Low

A.3.4.2.3.5 Selecting devices and a system design based upon SL(capability)
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wejaknesses. If the SL(capability).of the device is simply too low to achieve the SL(target)
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£ security level capability of each device shall be examined to understand the secu
engths and vulnerabilities it introduces to the zone. Although the SL(capability) gannot
bntitatively measured at this point in time, there are some more qualitative means' to asse

ically covered as part of a detailed vulnerability assessment. For example:

If the device is a web server, running an assessment tool to identify Weaknesses of w
server applications and determine if the weaknesses can be remediated.

Running an assessment tool to identify the number of services.and ports required for
application to function on the device.

used by attackers to exploit system vulnerabilities.

Examining the operating system of the device and,*determine if security patches &
upgrades are still being supplied for the version inuse.

Running an assessment tool to subject the application to unusual inputs to determine if
device and application will continue to function under abnormal communication streams,

Examining the exploit history of the anderlying technologies used in the device
ascertain the likelihood for future exploits.

£ organization should have some.acceptance criteria for a device to be used in a particu
get security level based upon-ithe results of these assessment tools and identif

zone, an alternate devicelmay need to be selected. For an existing IACS comprised

er generation devices, itkmray be necessary to replace the device with a newer generat
ice with improved SL(capability). An example of this might be a PC-based operator conf
tion running on Microsoft Windows® NT as its operating system. The detailed vulnerabi
Eessment results~for this device and application may show significant vulnerabilities. T
curity features(built into this older operating system are less than in many of the ney
neration opefating systems. Additionally, security patches to address these vulnerabilit
no longer-being supplied by the vendor. This leaves the device in a relatively wg
sition withyrespect to its SL(capability).

e SL(Capability) of each new IACS device should be examined to ensure that it suppag
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relative SL(capability) of the devices comprising the IACS. These assessment’items are
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gnal Sl (fqrgpf) for the zone Al’rhmlgh qnsmfifnfi\/p measurements of Sl (r‘qlnqhilify) m
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not be available and/or published, vendors may be able to provide some more qualitative
measures based upon assessments they or third-parties have conducted using standard
security tools and field trials. These detailed vulnerability assessment results should be
considered and used in the decision process for selecting IACS devices.

The preliminary design identifying IACS devices and zone assignments shall be transformed
into a detailed design identifying all equipment and network segments to be employed in the
IACS. This is the time to relocate devices whose security risk needs do not align with the
SL(target) for the zone. The output of this step should be a detailed network diagram locating

all

IACS and network devices that will be a part of the overall IACS.
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A.3.4.2.4 Developing and implementing the selected countermeasures for each
zone

A.3.4.2.4.1 General

The Security level lifecycle model’s Develop and implement phase addresses the steps and
tasks to reduce risk. The overall concept of this phase is to employ countermeasures to an
IACS to achieve the target security level for the zone established during the assess phase.
Figure A.17 addresses several different starting points. It applies to implementing a new
IACS, making changes to an existing IACS in the form of new equipment, and improving the
security of existing IACS. Figure A.17 is a frame of reference to guide thinking rather than a
defailed flow diagram or checklist of steps that have to be followed.
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Figure A.17 — Security level lifecycle model: Develop and implement phase

The beginning point of this phase is the security goal to be achieved. This is expressed as the
security level target for each zone of the IACS. Under the Assess phase these targets were
established and preliminary zone assignments made for each of the IACS devices. The task
at hand is to take this preliminary approach and create a detailed design for implementation.
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A.3.4.2.4.2 Offline security testing

Just as functional testing of an IACS is critical to implementing an IACS so that it will meet the
needs of the operating facility, security testing of the devices is also important to make sure
the operational integrity and robustness will be achieved. A.3.4.3 provides more detailed
information on performing security testing.

If the IACS is a new system, security testing should be conducted while the system is in an
offline environment. This could be a factory acceptance test at the vendor’s location or an
offline staging step at the final field location. The location is not as important as making sure
th ocut.u;ty tUOt;IIU OtUpD dl'c undcltalr\cll. ‘vAv’h;:c It vvuu:d bG VGIy va:uab:c tU ocuud‘ly tUDt a”
deyices and countermeasures employed in the final installed state, this may not be affordaple
ang practical. So the testing design should focus more on the SL(capability) of the IACS
devices and the countermeasures that are not specific to the installed field location.

The preceding subclause noted several tools and items for consideration for test|ng
Sl{capability). These items are typically covered as part of a detailed vulnerability
assessment. Security testing should include not only tests to assess the ability to regist
tygical security threats encountered under operating conditions, but_should also include the
mgasures that will be part of ongoing system security support. These include but are pot
limited to:

e [testing the patching process for operating system patches’and upgrades;
¢ [testing the patching and upgrade process for IACS vendor updates;
o [testing the offline system development environment;

o [testing deployment of antivirus software and malware signature updates.

The overall goal of the security testing activitiessshown in the middle of Figure A.17 abovg is
to palidate that the SL(capability) of the devjces aligns with the design basis.

A.3.4.2.4.3 Field security testing

The items shown on the right side of Figure A.17 above identify the testing activitjes
asgociated with the final destination environment. This is the point where all the employed
colintermeasures are tested-and/or examined to determine if the achieved security lepyel
eqlals or exceeds the targetsecurity level design basis for the zone.

If this is a new IACS«being installed it is probably possible to conduct these tests before {he
IACS is placed online. If the activity is to retrofit and replace an existing IACS device|or
implement some new security countermeasures to the IACS, it may not be possible to obtain
a window of opportunity to do full offline field security testing. Instead the challenge is offen
implementing{the new device or countermeasure and field testing that the basic operat|ng
furction of'the IACS has not been unacceptably impacted by the security measures.

It Jsuimportant to keep in mind that system performance testing should include system
response to normal and abnormal indusirial operating type evenis as well as normal and
abnormal security incident type events. These combine to yield an overall measure of the
robustness and integrity of the system.

Because each industrial operation is slightly different, it is not possible to identify a cookbook
type procedure for this testing. It will require considerable design work to determine the best
way to assurance test that the security functions are meeting the security objectives to
achieve the Target Security Level.

A3.4.2.4.4 Meeting the target security level

Achievement of the target security level in the field may require some degree of iteration. The
field is not a perfect world. Typically it is appropriate to try to apply a common set of
countermeasures to all the devices within the zone to achieve the desired security level. A
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selected countermeasure identified for implementation on all devices may not be useable on a
particular device because of an operational or physical constraint not initially recognized
during system security design. Therefore it is important to recognize that real world situations
may require the elimination of, as well as the addition of, countermeasures for individual
devices within a zone to achieve the proper balance of security benefit versus risk so that all
parties involved with the decision process are satisfied.

A.3.4.2.4.5 lllustrating the design process using the IACS example

The previous subclauses discussed the principles regarding implementing security
CO JIItUIIIICaOuIUD tU IIIUUt thc SL(tGIHUt) fUI thc LUTIC. Thlo oubu:auoc dCDUI;bCO thc dco gn

prgcess of applying these principles to a real world example.

Taple A.6 identified a historian server with a device risk level of Medium. Using the; corporate
template security architecture, this device was identified as needing to be located in"a secufity
zohe with a SL(target) of medium or higher. The Plant A DMZ was identified as the
appropriate zone for this device even though the device is currently located on the Plant A
LAN zone.

In |preparation for physical implementation of the Plant A DMZ, the SL(capability) of {he
higtorian server is examined to determine if it meets the SL(target). Examination of {he
vulnerabilities from performing a detailed vulnerability assessment reveals that:

e | The operating system for the server is Microsoft Windows® NT, for which security updajes
are not available.

¢ [No antivirus application is running on the serverXThe vendor of the historian applicatlon
has not qualified any antivirus software pfoducts as compatible with the histor|an
application.

e [The majority of the users of the historian application are located in office areas with PC
connections to the lower security Plant(A-LAN zone.

o [Efforts to harden the server by shutting down non-needed tasks were not succesgful
because the historian application¥endor would not certify that the application would fun
properly if the services were shut down.

The conclusion is that the inherent SL(capability) of the historian server is inconsistent with
thg SL(target) for the Plant A\DMZ.

Since the inherents:SL(capability) is too low, the use of additional supplementary
colintermeasures are/ examined to determine if they can successfully reduce risk to meet the
Sl{target). Additional countermeasures such as eliminating Internet access, eliminating email,
digabling media\ ports on the server, employing strong passwords are examined. Althoygh
thgse can eontribute to risk reduction, it is felt that employment of these additional secuftity
practices . would not compensate for the low inherent SL(capability) of the historian server.

Sincevthe historian server directly interfaces to the IACS gateway of the regulatory confrol
network, the security weaknesses of this device also lowers the SL(achieved) of the Plant A
control zone. The conclusion is that the best way to address these unacceptable SL(achieved)
states of both the Plant A DMZ and the Plant A control zone is to replace the present historian
server with a newer historian software application running on a currently supported operating
system. After examining the SL(capability) of the newer server and historian application to
ensure it aligns with the SL(target), the server and application are tested and implemented in
the Plant A DMZ during an industrial operation shutdown.

There are some important points worth highlighting in association with this example. The
SL(achieved) of a zone is dependent on the SL(capability) of the devices in the zone but also
the connectivity within and between zones. A vulnerability analysis for a device considers not
only inherent properties of the device considered in isolation, but also the connectivity of this
device in the network. This is important because an IACS that uses only devices that have
High SL(capability) when considered in isolation may, when considered together, not
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necessarily achieve the desired High SL(target) for a zone. For example, a new IACS device
employing a new operating system, even if fully patched and running antivirus software, has a
lower SL(achieved) when directly connected to the corporate IT network. Conversely, if one
limits physical access and network connectivity to a zone, devices of lower SL(capability)
might together achieve a higher SL(achieved) for the zone.

The security of the conduit between zones can also impact the SL(achieved) of the zone. For
example, a conduit using a wireless communications link rather than a physical cable may
have a different SL(achieved) for the conduit and have an impact on the SL(achieved) of the
zones joined by the conduit.
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nilarly the SL(achieved) of the zone in consideration may be impacted by the security. e
the zone connecting to the zone in consideration. In the example, the users of the histor
blication are in a zone with a lower security level than the historian server. (Even if
achieved) of the conduit between these zones is High, the lower SL(achieved) of the PI
AN zone can potentially negatively impact the SL(achieved) of the Plant A DMZ.

8.4.2.5 Maintaining the security levels for each zone

8.4.2.5.1 General

covered nearly every week. During the period of time that vulnerability exploits are kno
j unmitigated, the IACS may be at risk and the SL(achieved) of the zone is potenti
er than the SL(target). This real-world situation shall-be addressed with a plan to maint
security level of the zone to an acceptable security,level.

e Security lifecycle model’s Maintain phase, ‘shown in Figure A.18 below, depicts
tlical set of activities that are critical to sustaining the security of the zone. The triggers
iating the reassessment of risk include but are not limited to:

a change to the physical industrial operation or changes to the IACS which could intrody
new risks;
a new vulnerability discovered-in a software module used in the IACS;

the release of a new operating system or application patch which triggers the deploym
of exploit code to the Internet;

scheduled periodic,security audits and reviews.

e level of security of a device is constantly eroding. New)'security vulnerabilities Fe
I

vel
an
he
Ant

n

ly
ain

he
to

ce

9%
>
—



https://iecnorm.com/api/?name=cc0c20f1cebfc7062b5d850ceeaa4a1a

From develop and
implement phase

-120 -

detected

Note: tn = at some

CFM—» C(Tdua. Examine impact,
| seurty review| | SR T
i~ SL(achieved)tn+1
New vulnerability vulnerabilities

later time other

s actua
SL(achieved)
ceptable?

Yesr

Record

+1

SL(achieved)tn

g¢heduled periodic
Becurity review

MS issues OS
patches and
updates

OS patches
and updates
for functional
compatibility
and security
assurance

Vendor
develops
application
fixes as
necessary

Vendor
application

i

than at time 0.

¢7Yes

Review vendor
assessment of

OS patches
and updates

Vendor

publishes
results

fixes in off-line

Test OS
patches and
updates and

application

environment

Compatibility
and
SL(capability)
impact

fixes

g'there a patch
addressing the
ulnerability?

Deploy patches
and updates in

controlled manner

to minimize
potential of
©

common m@
faill@

e

N
termine
€§:chieved)tn
+1

~

A

New
SL(achieved)tn
for the zone
and conduit

SL(achieved)
acceptable?

Accept the risk
and document
SL(achieved)tn

Vendor
and user

User task

Vendor
task

s actua

task
Legend
IEC 23
Figure A.18 — Security level lifecycle model: Maintain phase
A.3.4.2.5.2 Patching IACS Devices

Implement
No»| 2dditional <«
security
measures
Yes
>{ To phase )4

62443-2-1 © IEC:2010(E)

134/10

Figure A.18 above offers a high-level overview of how patching fits into the maintain phase of
the security level lifecycle model. This subclause is not meant to be a comprehensive
discussion of all the aspects associated with patching. The goal is to depict the iterative
aspect of examining the SL(achieved) state of the zone and the need to make solid decisions
about what patches to apply and when to apply them.

Vendors of IACS devices and applications share responsibility with users for addressing
security risks. Users count on the vendors to understand the inner workings of their IACS
applications, to determine the applicability of the patch and to perform thorough automated
regression testing for compatibility of the IACS application with operating system patches and
major revision updates. Since installing patches has the potential to interfere with the normal
operation of the IACS software application, users need as much assurance as possible that
the installation of the revised software will not result in a failure of the control device.
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As Figure A.18 indicates, vendor compatibility testing is the first step in a multiphase testing
plan before widespread patching is conducted on the running IACS. Additional testing should
be conducted with the target environment of the device. Ideally this would be performed on an
offline device identical to the live IACS. If this is not possible, alternate approaches should be
considered which could include testing in a virtual environment or in a very controlled
deployment to the live IACS.

Armed with vulnerability information from the operating system vendor, patch applicability
information from the IACS vendor, compatibility information from the IACS vendor, knowledge
of the use of the IACS device and finally user testing, the user shall make a decision on field
deptoymentofthepatch:

A.3.4.2.5.3 Employing additional countermeasures

It |may be necessary to employ additional countermeasures to address. unmitigated
vulnerabilities from patches or vulnerabilities introduced by changes to»the industfial
operation. This is determined by assessing the SL(achieved) and comparing this to t{he
Sljtarget) for the zone. As was noted earlier, this is rather subjective rather than being easily
mgasured in good quantitative terms.

In some cases the business risk of taking action to raise SL(achieved) may be cost prohibit|ve
in the short or long term. In this case, the technical decision makers should document:

e | the risks;
e |the countermeasures employed;
e |the countermeasures considered, rejected and reasons why;

e [the recommendation to business leaders to-accept the risk for some period of time unt{l a
more acceptable countermeasure or ségurity solution can be identified, tested gnd
implemented.

Business leaders should formally sign off to document acceptance of this strategy.

A.3.4.2.5.4 Scheduled security reviews

A lcomprehensive CSMS includes a conformance element that should include a periofic
asgessment that the security practices and countermeasures as identified in the corporate
seg¢urity policy and standards are being employed and are effective in reducing risk to achigve
thg SL(target) level.<This is another trigger to the Security level lifecycle model’s Maintain
phase.

A |security audit may measure the degree of conformance to the defined policies gnd
stgndards @nd result in metrics that are valuable to sustaining security. However, in additjon
to |verifying alignment with the required practices, an organization should periodically (gnd
baged (on triggers as shown in Figure A.18), assess whether the SL(achieved) meets|or
ex¢egds the SL(target) in its IACS zones.

A.3.4.2.6 Supporting practices
A.3.4.2.6.1 Baseline practices
The following eight actions are baseline practices:

a) Defining and validating security policies. Detailed security policy statements define the
operational level commitment to mitigate each of the security risks during the risk
assessment.

b) Developing procedures that provide details, like actions to take for preventing, detecting
and responding to threats.
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c) Adapting standards from international organizations in the area of cyber security for use in
the organization’s IACS environment.

d) Developing services such as secure OS images and common applications for secure IACS
use.

e) ldentifying security tools and products to implement parts of the security policy. While
security tools and products, like firewalls and VPNs, may be used in the IT and IACS
environments, the rule sets and application of these types of tools and products may be
significantly different due to the different risks associated with the environments.

f) Establishing a formal methodology for accepting risk, including the appropriate
TTamagernent tevetapprovat based O SCOpE and doCUrmentation.

g) | Implementing policies, procedures, tools, and the like in a manner that minimizes
administrative overhead and burden on the end-user without compromising effectiveneps.
Well-designed controls often leave behind their own audit trail that can ke, -used [for
verification later.

h) | Documenting the reasons for selecting or not selecting certain security colntermeasufes
and the risks they address in a Statement of Applicability (SoA). Good.documentation [on
security mitigation controls aids in the decision making proc¢éss, facilitates the
communication of the decisions, provides a basis for training’ people to respond|to
incidents and threats and provides a basis for self-assessments or audits of t{he
conformance to the countermeasures.

A.3.4.2.6.2 Additional practices
NOJTE 1 IEC/TR 62443-3-1 [6] and IEC 62443-3-3 [8] will address related practices when they are completed.

NOJTE 2 The authors of this standard realize that there are dnany different types of countermeasures available.
Thgy also realize that to include a list of different types of éountermeasures here would either provide the reader
with too much information to digest or not provide enough detail for the reader to accurately apply the control§ to
IAJS. The authors therefore have chosen to defer thecdiscussion of additional IACS security practices relateq to
countermeasures to other documents, which can provide‘the reader with a much more in-depth look at the diffefent
types of countermeasures available and how to applysthem correctly to the IACS environment.

A.3.4.2.7 Resources used

Th|s element was based in part on material found in the following references, all of which are
lisfed in the Bibliography: [23], [24], [27], [28], [29], [30], [31], [33].

A.3.4.3 Element: System development and maintenance
A.3.4.3.1 Description of element

Thls element addresses supporting methods necessary to develop and maintain the IACS
infpormation technology systems that impact and are impacted by the CSMS. It discusses the
cylber security aspects of: requirements documentation, design, procurement, testing, charlge
mgnagement, patch management and backup and recovery processes.

TheKey point of this element is to give insight about how to implement these methods in a
cyber security aware manner. The approach’s aim is not to reproduceé documentation
describing the fundamentals of these methods but to explain how security issues are inherent
in system development and maintenance processes. Security issues shall be addressed
throughout the normal course of all System Development and Maintenance processes.

A.3.4.3.2 Requirements documentation

A.3.4.2 introduces the concept of a target security level. The term ‘requirements’ refers to
capabilities and/or characteristics of a given system or device. Requirements may refer to
many characteristics in many contexts: systems or software, product or industrial operation,
functional or non-functional requirements. However, for the purpose of this element, ‘System
requirements’ are defined as the attributes of the target security level and ‘Device
requirements’ are defined as the countermeasure characteristics necessary for the devices
within the zone to achieve the desired target security level. Because the system requirements
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define the target security level, they shall be determined in the Risk management and
implementation phase. These system requirements are often referred to as high-level
requirements. The device requirements may change depending on the results of the design
phase.

For example, a system requirement for the control zone might be to limit all network traffic to
authentic control and automation traffic. A device requirement for a control operator console
might be to disable all unused networking and communications protocols. In this case, that
device requirement might only partially achieve the system level requirement. It may be
necessary to have multiple device requirements to meet the system requirements.

The detailed, verifiable, set of system and device requirements is the foundation_for-the
teqting methods and for the verification and validation design, procurement;‘charige
mgnagement and patch management processes. It is extremely difficult to teli\if” design,
pracurement, system changes, or patches violate the Target Security Level if_the specjfic
capabilities necessary to achieve at that level are not defined.

A.3.4.3.3 Design

Cyper security should be built into the IACS during the design process. This objective shopld
be|considered during system procurement and development as well"as during maintenanceg of
thg system. Numerous documents exist that discuss sound syStem design processes. This
stgndard does not attempt to cover this subject. But it is,worth emphasizing that a critical
aspect of the design process is that specific countermeasureés should be mapped to each| of
the system requirements in order to verify that the devices and the system as a whple
salisfies the target security level.

The design process not only covers the preparation of the project specification but also plan
thg verification approach and initial verification.that the project meets the stated requiremerts.
The initial verification may be performed through a paper analysis. The final verification| is
pefformed through testing of the system.

It s important to realize that new_projects are continually being initiated and executed. [To
avpid the potential for rework when these projects are installed and go on-line, the operatigns
anfl engineering groups responsible for executing projects need to be aware of any applicaple
industry-specific cyber secUrity standards and corporate cyber security policies gnd
prgcedures.

A.3.4.3.4 Procurement

The procurement process is particularly important in attaining the desired target security level.
While specifying new or updated equipment to a vendor, it is important to inclde
requirements for cyber security. If there are specific device requirements that are required| to
mget the-system requirements, then these need to be explicitly declared in the procurement
pracess_for those devices. It may also be necessary to specify any device requirement ffor
thipgs.that the vendor or integrator should not do. There are some practices that are common
for device vendors or integrators 1o do on their devices that may lead t0 unnecessary security
holes that would prevent the system from reaching the target security level. For example,
vendors historically placed back-doors into their products in order to facilitate trouble-shooting
and improve customer service response times. These back-doors are a vulnerability that an
attacker could exploit. A sales representative may not even be aware of these back-doors and
such trouble-shooting points should not be allowed unless they are explicitly included in the
procurement requirements.

The topic of procurement language for cyber security is too large for this standard. Other
groups have been developing this language and may be able to provide more information (for
example, see [58]).
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A.3.4.3.5 Testing
A.3.4.3.5.1 General

The purpose of a testing program is to ensure that the system meets the stated requirements
for the project. For a well-designed system, it should be designed to meet both the
operational and security requirements. One of the earlier decisions to be made when
developing a testing program is what level of assurance the organization requires from its
vendors and integrators about the cyber security of the devices or systems. The level of
assurance required for a particular device or system will determine the type of testing
required. A vendor may have a recommended testing strateqgy for a particular device or
sys$tem, but the user will need to determine whether that testing strategy is sufficient| to
validate their security requirements.

Idgally, a system would be tested under all possible states to ensure that every secufity
coftingency is met or at least so that the residual risk is known. While complete system
tedting is theoretically possible, it is unobtainable for most specifications given financial gnd
pefsonnel constraints. Therefore, the challenge is to determine an acceptablelevel of risk gnd
thgn perform a sufficient level of testing commensurate with the acceptablé risk.

After the initial test planning, written test plans and procedures sheuld be prepared for egch
tedting stage. These should define the tests to be performed andithe expected results. They
should include system configuration, system inputs and outputs and tolerable error banfs.
During testing, it is important to at least do a cursory che€k of the results to verify that they
arg as expected or determine if corrective action needs‘o“be taken. After each stage of the
tegting is completed, the results should be evaluated: Following the system validation test], a
fingl report should be prepared reviewing the resultsof all of the testing and summarizing the
cofclusions.

A.3.4.3.5.2 Types of testing

Cyper security testing, like other testing, in"other domains, includes verification and validat|on
teqting. According to the CapabilitysMaturity Model [39]: “Verification confirms that wprk
praducts properly reflect the requirements specified for them. In other words, verificatjon
ensures that ‘you built it right’. Validation confirms that the product, as provided, will fulfill|its

intended use. In other words, \validation ensures that ‘you built the right thing’.” To summarjze
this, verification determines.if’the implementation satisfies the specification, while validat|on

The specific testing performed will depend on the level of testing required, the component| or
sys$tem being tested” and the type of testing required for the system or component. Cyber
segurity testing‘is- typically performed in three stages: component testing, integration testing,
anfl systemd{lesting. Verification testing shall be implemented during the component gnd
integration( stages, although validation testing may also be useful. Both verification gnd
validatjon testing shall be implemented at the system testing stage.

Component testing should be performed by the vendor and verified by the system owner. The
component may be software, hardware, firmware or any combination of these. The component
needs to be tested to verify that it meets the specific operational and security requirements.
Component testing is normally workbench testing and is necessary to ensure that, when the
components are combined into a system, there is confidence that each individual component
performs as intended.

A.3.4.3.5.4 Integration testing

Integration testing should be performed by the integrator and verified by the system owner.
Such testing involves operational and security testing of the various components perhaps
from different vendors, that are connected together on a workbench or in an auxiliary test bed
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in an effort to see if all of the components will work together correctly before being placed in
the IACS environment. Integration testing may involve using additional test tools, like network
management and administration tools, which were not necessary during the component
testing phase.

Rarely will a test bed have the exact configuration of the control system that exists in the
operating facility. Often a simplified or replica system in a development or laboratory setup is
best suited for the component and integration test phases. The integration tests should be
designed around this test bed facility. Care should be taken to note differences between the
integration test setup and the IACS environment as well as any additional tools needed so
thgt—tems—tratToutd ot befutty tested—durimg—integration testingare tested—durimg—systgm
teqting. For this reason, it may be helpful, especially during the integration test phasej|to
lodate the simplified or replica system near the site of an operational system.

In |some instances, it is possible to perform a non-production integration test _to see hpw
segurity countermeasures will work together and how they will interface withcthe operatiopal
fegtures. For example, security countermeasures that consist of discrete hardware/software
mgy be connected via a laboratory test bed network. In other cases, this,integration may pot
be|possible. The integration test plan should take advantage of any test lbed scheme that gan
be| configured to test combinations of operating conditions that\\may be present in the
opgrational system.

A.3.4.3.5.5 System testing

Sygtem testing should be verified and validated by the~owner. The objective of validat|on
tegting is to demonstrate through appropriate techniques, procedures, and proceduire
reffnements (as needed) that the management, opetrational and technical countermeasures [for
thg IACS are implemented correctly, are effectivein their application, and ensure that the new
se¢urity countermeasures, as procured and installed, meet the requirements.

Syptem testing may include penetration testing of the system to ensure that the security
coponents are capable of protecting the system from various threats as necessary to satisfy
thg security level for each zone. Renetration testing is where a known person ftries|to
pehetrate the security defenses in @ system, looking for weaknesses and vulnerabilities that
cah be exploited to gain either access or control over that system. Many companies specialjze
in penetration testing for traditional IT systems. It may be more difficult to find a group that
ungerstands the special requirements of IACS.

A yariety of testing tools such as test scripts, databases of variables, baseline configuratigns
wilh an assumed-start state, metrics and calibration tools are available to assist with the
acfual testing. Commercial and freeware tools that are preconfigured to perform diagnostic
rogtines and simulate gateways and connected devices are also available.

If any penetration tests are conducted, the performance of the system during the tests negds
to |be noted in addition to the penetration testing results. There will most likely be some
peffermance degradation in the system or components due to the penetration testing. Thgse
performance degradations should be noted for future use.

It is important to emphasize that security countermeasures may also involve people operating
through policies and procedures, as well as manual checks of security. A countermeasure, for
instance, may consist of a control engineer installing a security patch issued for hardware or
software. The test plan might go through the sequence of a dry-run of the patch installation,
noting other factors it influences.

A.3.4.3.5.6 Separation of development and test environments

Development and test activities can cause serious problems, such as unwanted modification
of files or system environment or even system failure. It is important to conduct cyber security
testing on systems that are not operational because of this, thus reducing the risk of
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accidental change or unauthorized access to operational software and business data through
inappropriate developer access. If the development and test staff have access to the
operational system and its information, they may be able to introduce unauthorized and
untested code or alter operational data. Developers and testers also pose a threat to the
confidentiality of operational information. Development and testing activities may cause
unintended changes to software and information if they share the same computing
environment.

The preferred method of eliminating these problems is to use a system that is separate from
the operational system to perform the initial development and testing. If this is not possible,

system to document any changes that are made to the system and provide the capability| to
un@o those changes.

A.3.4.3.6 Change management

Change management systems for SIS are used in some industries baséd on regulatpry
requirements. For a complete CSMS, change management systems should be used for|all
IACS. The change management process should follow separation of duty principles to avpid
copflicts of interest. This means that the same individual cannot both-approve a change gnd
implement the change. A technically knowledgeable individualixshould review propoded
changes to IACS for their potential impact to HSE risks and Cyber security risks based |on
cldarly defined policies. If one of the policies is violated by the change, then the propoded
change may need to be reviewed by other knowledgeable personnel to verify that it is valid or
digapprove the change.

For change management to be effective, there shotlld be a detailed record of what is installed
ang this should form the basis for change proposals. The change management system shall
be[supported by a documented and proven backup and restoration procedure. It is critical that
all|system upgrades, patches and policy changes are implemented in accordance with the
change management system procedures.

A.3.4.3.7 Patch management

Ingtalling patches, upgrades, ang policy changes, which seem innocuous in isolation, may
haye serious cyber security Famifications. Failure to install these can also present seriqus
hagards. A method shall~-be  developed to determine the relevance and criticality of the
vulnerabilities new patches are intended to mitigate. Such a method shall determine the
impact on the ability totmaintain the Target Security Level if the patch is applied and if it is hot
applied.

NOJTE IEC/TR 62443-2-3 [5] is a planned technical report on patch management.

A.3.4.3.8 Backup and recovery

Special-care should be taken to verify that the backup and recovery processes are compatiple
with the Target Security Level for the system. Generally, the backup and recovery procegss
should ensure that backup copies are protected to the same extent as the originals. This may
require special procedures to verify that backups have not been corrupted and that
mechanisms that flag a successful backup or restoration have not been compromised. The
stability of backups should be verified on a regular basis to make sure that the media
containing the files has not degraded and also that the data contained on the media is still
capable of being read and used. It may be necessary to keep legacy equipment in instances
where older backups cannot be read by newer equipment.

A.3.4.3.9 Supporting practices
A.3.4.3.9.1 Baseline practices

The following six actions are baseline practices:
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a) Documenting security requirements (threats/countermeasures/testing plans).
b) Mapping security countermeasures to security requirements.
c) Defining expected failure response behavior.

d) Defining, developing, and testing component functionality so that the entire system meets
the target security level.

e) Verifying and validating cyber security during component, integration and system testing.

f) Including an authorization trail, a backup and restoration system, a patch management
system and an antivirus/malware procedure into the change management system.

A.3.4.3.9.2 Additional practices
The following five actions are additional practices:

Implementing separate development, test and operational environments.
Employing independent component verification and validation procedures

)
)
c) | Employing independent integration verification and validation procedures.
) | Employing independent system verification and validation procedures.

)

Integrating IACS change management procedures with existing PSM procedures.
A.3.4.3.10 Resources used

Th|s element was based in part on material found in the following references, all of which are
lisfed in the Bibliography: [23], [38], [39].

A.3.4.4 Element: Information and documentimanagement
A.3.4.41 Description of the element
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to protect this mformatlon and verlfy that the approprlate versions are retalned Inherent in
this is an information classification system that allows information assets to receive the
appropriate level of protection.

One of the first steps to creating an IACS information and document management system is to
define information classification levels. Information (for example, confidential, restricted and
public) should be defined for managing access and control of information assets. The levels
and associated practices should address sharing, copying, transmitting and distributing
information assets appropriate for the level of protection required.

After the basic levels have been defined, the information associated with the IACS (for
example, control system design information, vulnerability assessments, network diagrams and
industrial operation control programs) needs to be classified to indicate the level of protection


https://iecnorm.com/api/?name=cc0c20f1cebfc7062b5d850ceeaa4a1a

- 128 - 62443-2-1 © IEC:2010(E)

required. This level of protection should be determined based on the sensitivity of the
information and the potential consequences if the information was released. The classification
level should indicate the need and priority of the information, as well as the sensitivity of the
information. Policies and procedures for access to the information or documents need to be
linked to the access control procedures as defined in A.3.3.5, A.3.3.6, and A.3.3.7.

A lifecycle document management process should be developed and maintained for this
purpose. This process should confirm the security, availability and usability of the control
system configuration. This includes the logic used in developing the configuration or
programming for the life of the IACS. This process should also include a mechanism for
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icies and procedures should be developed detailing retention, protection, destruction g
posal of company information including written and electronic records, equipment and ot
dia containing information, with consideration for legal or regulatory requirements. T
icies and procedures developed for the IACS information and document managem
stem should be consistent with and feed into any corporate informatiow and docum
nagement system. Legal reviews of the retention policies should be. performed to ens
mpliance with any laws or regulations. Documents requiring retention/should be identif
 a retention period should be documented.

s also necessary to ensure that appropriate measures are employed to ensure that lo
I records can be retrieved (that is, converting the datato.a newer format, retaining ol
bipment that can read the data). Methods and procedures’should be developed to prev
ruption of backup data. Backup copies should be made on a regular basis. These backt
buld be tested to verify that they are still viable.{Restoration procedures should also
ularly checked and tested.

riodic reviews of the classification levéls) of information and documents should
nducted. The need to treat some information or documents with special control or handl
eds to be evaluated during these ‘reviews. A method to increase or decrease
ssification level of a particular piece of information or document will also need to
eloped.

riodic review of the information and document management system, as a whole, sho
o0 be conducted. This ensures that the owners of the information or documents conform
appropriate policies, standards or other requirements set down by the organization.

A.3.4.4.3 Supporting practices
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Classifying all information (for example, control system design information, vulnerabi
assessment results, network diagrams and industrial operation control programs)
indicate the need, priority and level of protection required commensurate with
sensitivity and consequence.

Reviewing information that requires special control or handling on a periodic basis
validate whether special handling is still required.
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Developing and including policies and procedures detailing the record update, retention,
destruction and disposal of information including written and electronic records, equipment

and other media containing information. Any legal or regulatory requirements should
considered when developing these policies and procedures.

be
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e) Developing and employing methods to prevent data-corruption around backup processes
and logging.

f) Confirming the security, availability and usability of the control system configuration. This
includes the logic used in developing the configuration or programming for the life of the
IACS.

A.3.4.4.3.2 Additional practices

The following four actions are additional practices:

a)

can read the data).

EXAMPLE Emissions data recorded over a decade ago on a system that does not currently éxist or is ih a
proprietary format.

b) | Performing periodic reviews of conformance to the information and documeént management
policy.

c) [ Performing legal reviews of the retention policies to ensure conformance to any laws| or
regulations.

d) | Encrypting all communications over the Internet involving private information with seclire
socket layer (SSL) or equivalent strength encryption.

A.3.4.4.4 Resources used

Th|s element was based in part on material found in thefollowing references, all of which are
lisfed in the Bibliography: [6], [23], [24], [26].

A.3.4.5 Element: Incident planning and response
A.3.4.5.1 Description of the element

Ingident planning and response addresses the need to be vigilant in efforts to detect cyber
sec¢urity incidents and to promptly.identify and respond to these incidents. No matter hpw
mych care is taken in protecting)a system, it is always possible that unwanted intrusigns
might compromise the system. Technology vulnerabilities continue to exist and exterpal
threats are increasing in number and sophistication, thereby requiring a robust strategy [for
determining the appropriate/planning and response. Incident planning and response allows|an
ordganization to predefine-how it will detect and react to cyber security incidents. This allows
the organization to be'proactive with its cyber security program instead of reactive.

Ingident planning.‘and response provides the organization the opportunity to plan for secufity
indidents and*then to respond per the established practices. The goals of incident planning
anfl response are very similar to those from business continuity planning, but usually relatd to
smlallep-scale and possibly more real-time, incidents. Part of the incident plan should incldde
procedures for how the organization will respond to incidents, including notification processgs,
dotumentation processes, investigation and subsequent follow-up practices. Responding| to
emergencies, ensuring personnel safety and getting systems back online are part of incident
response. ldentifying an incident early and responding appropriately can limit the
damage/consequence of the event.

Incident planning and response is a key element of the management system for any type of
risk to an organization, including cyber security risks. Sound information management
practices recognize the need to have a formal incident planning and response system in
place.

There are three main phases that are part of incident planning and response: planning,
response and recovery. The planning phase includes the initial system program development
and the specific contingency planning efforts. The response phase involves the ability to
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