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INTRODUCTION

Purpose

This International Standard addresses the development, design, installation, and management
of alarm systems in the process industries. Alarm management includes multiple work
processes throughout the alarm-system management life cycle. This document defines the
terminology and models to develop an alarm system, and it defines the work processes
recommended to effectively maintain the alarm-system throughout the life cycle. Ineffective
alarm systems have often been cited as contributing factors in the investigation reports following
major process incidents. This document is intended to provide a methodology that will result in

th H A faot Lt <l 'H H +h el F o
e Irr MIUVEU odalTly, YuUudliity, diTu UpuoTativiT T e PJruvToo TMMUuu ot o.

The fifst edition of this document was adapted from ANSI/ISA-18.2-2009, Managemrent of Alarm
Systens for the Process Industries, an International Society of Automation (ISA)standard, and
with que consideration of other guidance documents that have been developed throughout
indus{ry. This second edition has incorporated some changes made in ANSH{ISA-18.2-20[16.

This ]:]ocument is not the first effort to define terminology and practices for effective [alarm
systems. In 1999 the Engineering Equipment and Materials Users’ Assoeciation (EEMUA) issued
Publigation 191, Alarm Systems: A Guide to Design, Management and Procurement, with the
2nd g(ition published in 2007 and the 379 edition published in 204.3.1n 2003 the User Assogiation
of Prgcess Control Technology in Chemical and Pharmaceutical Industries (NAMUR) igsued
worksheet NA 102, Alarm Management, which was updated’in 2008. During the development
and njaintenance of this document, every effort was made to keep terminology and prafctices
consistent with the previous work of these respected{organizations and committees.

This document provides requirements for alarm_management and alarm systems. It is int¢nded
for th¢se individuals and organizations that

a) manufacture or implement embedded-alarm systems,

b) manufacture or-implement install third-party alarm system software,
c) dgsign or install alarm systems,

d) operate and/er maintain alatm systems, and

e) aydit or assess alarm system performance.

q e

This document iscotganized in-twe parts.-The-first part-is-introductory-in-nature,(Clausegs—1-to

The fifst p@nt*(Clause 1 to Clause 3) are normative without any mandatory requirements. lause
4 confainsyrmandatory requirements. Clause 5 is normative without any mandatory requirements.
The nratt quly ofthre—stardard (C:auoc ttoCtatse 18), describes lllallu'atwy lcquilclllcn s and
non-mandatory recommendations.

Within this document, mandatory requirements are stated with "shall", non-mandatory
recommendations are stated with "should", and permissible requirements are stated with "may".
The phase "is required" indicates the requirement has been stated previously in the document.
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MANAGEMENT OF ALARM SYSTEMS
FOR THE PROCESS INDUSTRIES

cope

General applicability

This document thr‘l‘FlﬂQ nnnnrnl nrlnr\lnlnc and processes for the |I'Fnr\\lr\|n mahagem

alarm
machi
for fa
throug
annur

h the control system, which includes alarms from basic process conirol sys

can be differences in implementation to meet the specific needs based on process

2022

nt of

systems based on—p#eg%amma@e—e%e#emc—ee%e#e#&nd—eemp&e#based—h#m&n—
ne-interface—(HMb-technology controls system and human-machine interfaces\(HMI) |1

Cilities in the process industries. It covers all alarms to be presented to the opgrator

tems,

ciators panels, packaged systems, and safety instrumented systems/fire—anflgas
systefns;-and-emergencyresponse-systems 2.

ractices in this document are applicable to continuous, batch;jand discrete procgsses.

type.

The primary function within the alarm system*is’ to notify operators of abnormal pr

condi
both {
of wh
illustr

ions or equipment malfunctions and suppgrt the response. The alarm systems can in
he basic process control system (BPCS) and the safety instrumented system (SIS)
jch uses measurements of process-conditions and logic to generate alarms. Fig
htes the concepts of alarm and response dataflow through the alarm system. The

syste
an H
syste

metrigs for the alarm system( There are external systems that can use the data from the

syste

Figurg¢ 1 is not intendedto represent physical wiring. |4

also includes a mechanism for,communicating the alarm information to the opera
I, usually a computer screen or an annunciator-panel. Additional functions of the
are an alarm and evenflog, an alarm historian, and the generation of perforn

ure 1
alarm
or via
alarm
hance
alarm



This change aligns terms with other applicable IEC standards: BPCS is used per IEC 61511 definition, control system is used per the IEC 61508 definition with the modification of packaged systems.

This change aligns terms with other applicable IEC standards: BPCS is used per IEC 61511 definition, control system is used per the IEC 61508 definition with the modification of packaged systems.

This paragraph relates to conformance and is moved to Clause 4. Provisional statements like should are not allowed in the scope.

This addition is to clarify Figure 1.
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< Alarm system >
Alarm Advanced
historian alarm
applications
()
N_/
Alarm External
Sensors ) SIS > >
loa systems
_ _( )' N /10 L
v
v
Final control
elements —> BPCS < > HMI
. A
/10
>
<D i }
[, Panel Operator
N/
Precess Control and safety systems Interface
IEC
. Alarm system _
Alarm < Advanced
historian )
P alarming
)
N_M
51 q Alarm o Externa
" log " systems]|
Sensors A
__C>4_, 10 o) - | v Y
! BPCS < Y
4 > HMI
Final \ 4
control
Packaged A
elements >
__[>‘ > 110  — systems
—p Panel < :KOperator
Process Control systems .

NOTE 1

NOTE 2 Panel can refer to annunciator panel or other panel types.

NOTE 3 The lines are intended to represent data flow and not physical wiring. | 9

Figure 1 — Alarm system dataflow

Packaged systems (e.g., refrigeration machines) can be included in the control system.



Sticky Note
This addition is to clarify Figure 1.
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1.2 Exclusions and inclusions
1.2.1 Operators

The functions of the operator receiving and responding to alarms are included in the scope of
this document. Management of operators is excluded from the scope of this document.

1.2.2 Process sensors and final control elements

The alarms-frem |mplemented in sensors and fmal control elements are mcluded in the scope
of this document.-P

wn}&eaﬂ%mwed%%}eseﬁewee& 6 The deS|qn and manaqement of process
sensdrs and final control elements are excluded from the scope of this document.

1.2.3 Annunciators

The injtegration of annunciators into an alarm system is included in the scoperafithis docyment.
The specification and design of annunciators is excluded from the scope of this document.

1.2.4 Human machine interface

The gppearance of alarms in the HMI and functions of alarm relaied displays are includied in
the sq¢ope of this document. The design and maintenance of{e HMI are excluded from this
document.

NOTE | ANSI/ISA-101.01-2015 provides information on HMI desigfhand maintenance.
1.2.5 Safety instrumented systems

The aJarms-from implemented in a safety instrumented system are included in the scope of this
document.——mc—cciebinotinanioc coie oo i e cbcnen Do Slonee e Lodliosne cloode oo

be—mrteme%&ed—m—these—dewee& 7 The'design and management of safety instrumented
systems are excluded from this document.

NOTE | IEC 61511-1 provides informationlon safety instrumented systems.

1.2.6 Fire and’gas detection and protective systems

The dlarms<ftom fire and gas detection and protective systems presented to the opgrator
through ,the control system are included in the scope of this document. The desigh and
manapemeént of fire and gas detection and protective systems is excluded from the scgpe of
this document.

1.2.7 Security systems

The alarms from security systems presented to the operator through the control system are
included in the scope of this document. The design and management of security systems is
excluded from the scope of this document.

1.2.8 Packaged systems

The alarms from packaged systems presented to the operator through the control system are
included in the scope of this document. The design and management of packaged systems is
excluded from the scope of this document.


This sentence is removed since it was perceived as not clear and introducing ambiguity.

This sentence is removed since it was perceived as not clear and introducing ambiguity.
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1.2.9

Event data

The indication and processing of analog, discrete, and event data other than alarm indications
are excluded from the scope of this document. The analysis techniques using both alarm and

event

data are excluded from the scope of this document.

1.2.10 Alarm identification methods

Required methods of alarm identification are not specified in this document. Examples of alarm
identification methods are listed.

1.2.11

A spe
requin

—Managementofechange

cific management of change (MOC) procedure is not included in this document.
ements and recommendations for an MOC procedure are included.

1.2.12 Purchase specification

This document is not intended to be used as an alarm system purchase(specification.

2 Nlormative references

Some

Theregl are no normative references in thissdocument.

3 T

prms, definitions and abbreviated terms

For the purposes of this document, the following terms, definitions, and acronyms apply.

owing

ISO apd IEC maintaintérminological databases for use in standardization at the foll
addrepses:

e |ELC Electropgedia: available at http://www.electropedia.org/

e ISP Online-browsing platform: available at http://www.iso.org/obp

3.1 |Terms and definitions

3.1.1

absolute alarm

alarm

generated when the alarm setpoint is exceeded

EXAMPLE: High-high, high, low, low-low.

3.1.2

acknowledge

opera

3.1.3

tor action that confirms recognition of an alarm

active

alarm

state in which the alarm condition is true
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Note 1 to entry: Functions such as deadband, on or off delays and latching can allow the alarm to be active when
the alarm condition is false or the alarm to not be active when the alarm condition is true.

3.1.4
adaptive alarm
alarm for which the setpoint is changed by an algorithm-{e.g-+ate-based)

EXAMPLE: Setpoint calculated based on production rate.

3.1.5

adjustable alarm

operator-set alarm

alarm[Tor which the sefpoint can be changed manually by the operator

3.1.6
advanced alarming
collection of techniques that can help manage annunciations during specific situations

EXAMRLE: State-based alarming.

3.1.7
alarm
audible and/or visible means of indicating to the operator an_€quipment malfunction, process
devialion, or abnormal condition requiring a timely response

3.1.8
annunciation

alarm annunciation

functipn of the alarm system to call the attention‘@f'the operator to an alarm

3.1.9
alarm attribute
setting for an alarm within the-process~control system

EXAMRLE: Alarm-setpeint priority.

3.1.1¢
alarm banner |8
graphfc element that listssannunciated alarms with selected information

Note 1Jto entry: Returinto normal indications can also appear on the alarm summary.

Note 2[to entry: (Information can include the date, time, priority, and alarm type.

3.1.11
alarm class
group of atarms withcommon Set of atarm management TeqUITeMeNtS{e-g-, (eSHhg, Faining;

monitoring, and audit requirements)

EXAMPLE: Safety related alarm class.

3.1.12
alarm deadband
change in signal from the alarm setpoint necessary for the alarm to return to normal



Definition of a new term used in this publication.
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3.1.13
alarm flood
condition during which the alarm rate is greater than the operator can effectively manage

EXAMPLE: More than 10 alarms per 10 minutes.

3.1.14
alarm group
set of alarms with common association

EXAMPLE: Grouping alarms by process unit, process area, equipment set, or service.

3.1.1

alarm historian

long term repository for alarm records

3.11

alarm log

short ferm repository for alarm records

3.11

alarm management

alarm|system management

collection of processes and practices for determining, documenting, designing, opefating,
monitpring, and maintaining alarm systems

3.1.1

alarm message

text qtring displayed with the alarm indicatioh that provides additional information fo the
operator

EXAMRLE: Message with operator action or prohable cause. |9

3.1.1¢

alarm off-delay

deboynce

time-g-process-measurementremains-in-the-nermal-state before-the-alarm-becomes-inactjve an
alarm|remains active aftenthe process measurement has returned within the alarm setpdint
3.1.20

alarm

time-g4-pro easuremen emain n—the-alarm ste-before-the-alarm IARUA h)efore
an algdrm besomes active after the process measurement has exceeded the alarm setpoipt
3.1.2

alarm philosophy
document that establishes the basic definitions, principles, and processes to design, implement,
and maintain an alarm system

3.1.22

alarm priority

relative importance assigned to an alarm within the alarm system to indicate the urgency of
response

EXAMPLE: Priority can use seriousness of consequences and allowable response time to determine urgency.

3.1.23
alarm rate
number of annunciated alarms, per operator, in a specific time interval



An example is added for clarification.
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3.1.24

talarm) record

record

set of information which documents an alarm state change

3.1.25
alarm response procedure
guidance for response to an alarm

Note 1 to entry: The guidance can be in many forms and not only in the form of a procedure document.

Note 2 tao en

3.1.26
alarm setpoint
alarm|limit

alarm|trip point
threshold value of a process variable or discrete state that-triggers is us¢d, to determife the
active state of the alarm-indication

3.1.217
alarm summary

alarm(list
displgy that lists annunciated alarms with selected information—(e-g-—date,time,priority,—and

alarmitypel
Note 1[to entry: Return to normal indications candalso appear on the alarm summary.

Note 2Jto entry: Information can include the\date, time, priority, and alarm type.

system
system for generating and handling alarms-fer-managing to help the opgrator
manape abnormal situatiohs 10

Note 1[to entry: The dperator is included in the alarm system. See Figure 1.

3.1.2¢
alarm system requirements specification
document which-specifies describes the-details functional requirements of the alarm system

st

3.1.30
alarm type
alarm attribute which gives a distinction of the alarm condition

EXAMPLE: Low process variable alarm, high process variable alarm,-er and discrepancy alarm.



This definition is revised because "operator support system" does not reflect/point to alarm system.

This definition is moved to 3.1.65 and changed to "operator alert".
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3.1.31

allowable response time
maximum time between the annunciation of the alarm and when the operator-takes must take
corrective action to avoid the consequence

3.1.32
annunciator
device or group of devices that call attention to changes in process conditions

3.1.33
assessment

comp
again

3.1.34
audit

comp
effect]

3.1.31
bad-n
alarm

EXAMH

fiSon of information from monitoring and additional qualitative (subjective) measure
5t stated goals and defined performance metrics

<of alarm management>
ehensive assessment that includes the evaluation of alarm system performance a
veness 12 of the work practices used to administer the alarm sysiem

neasurement alarm
generated when the signal for a process measurement is{outside the expected ran

LE: Bad-measurement alarm generated at 3,8 mA for a 4 mA £o 20 mA signal.

3.1.3

basic|process control system 13

BPC
syste

which responds to input signals from<the process, its associated equipment,

programmable systems and/or operators and‘generates output signals causing the proces

ments

nd-the

other

s and

fHesired

itoring,

safety

its aspociated equipment to operate in the'desired manner but which does not perforin any
safety instrumented function

Note 1|to entry: A BPCS includes all of\the devices necessary to ensure that the process operates in the
mannef.

Note 2 |to entry: A BPCS typically may implement various functions such as process control functions, mon
and algrms.

[SOURCE: IEC 61511=1:2016, 3.2.3, modified - “SIF” has been changed to "
instrumented functign™]

3.1.37

benchmark

initial

of formulafing imprnvpmpnt planc

addit“of an alarm system designed to specifically identify problem areas for the pt1rpose

3.1.38
bit-pattern alarm
alarm that is generated when a pattern of digital signals matches a predetermined pattern

3.1.39

calcu
alarm

lated alarm
generated from a calculated value instead of a direct process measurement

3.1.40
call-out alarm
alarm that notifies and informs an operator by means other than, or in addition to, the operator

console-display



This change clarifies that term "audit" has multiple technical contexts that may overlap in practice with alarm management.

Definition of a new term used in this publication.
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EXAMPLE: Alarm annunciated via pager or telephone.

3.1.41

chattering alarm

alarm that repeatedly transitions between the-alarm active state and the-rermal not active state
in a short period of time

3.1.42
classification
process of separating alarms into alarm classes based on common requirements—-{e-g—testing;

training, monitoring, and auditing requirements)

Note 1|to entry: Requirements can include testing, training, and auditing.

hardware, software, and furniture or enclosure at which users mignitor and/or contrpl the
proceps, which can include multiple stations, communication devices, and other devices

Note 1fo entry: The span of control of the operator is usually determined by the information available at the operator
consolg.

3.1.44
contrpl system
system that responds to input signals from the equipment under control and/or from an opgrator
and ggenerates output signals that cause the equipment under control to operate in the desired
manngr

Note 1|to entry: The control system can includebeth one or more basic process control systems (BPCS)| safety
instrumented systems (SIS).

Note 2|to entry: The control system can include one or more packaged systems.

[SOURCE: IEC 61508-4:2010, 3.3.3, "EUC" has been deleted from the term defined, "frgm the
proceps" has been changed‘to "from the equipment under control", "causing" has been changed
to "th@t cause", notes have*been modified] 14

3.1.44%
contrpller-output.alarm
alarm| generated from the output signal of a control algorithm instead of a direct prpocess
measyrement

EXAMRLE;Alarm on output on PID controller.

3.1.46
decommission
process to remove an alarm from the alarm system

3.1.47
deviation alarm
alarm generated when the difference between two values exceeds-a-limit an alarm setpoint

EXAMPLE: Alarm on deviation between primary and redundant instruments or a deviation between process variable
and controller setpoint.


This addition aligns notes to source document listed.
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3.1.48

discrepancy alarm

mismatch alarm

alarm generated by the difference between the expected plant or device state to its actual state

EXAMPLE: Alarm when a motor fails to start after it is commanded to the on state.

3.1.49
display
visual representation of information used by the operator for monitoring and control

3.1.50Q
dyna]nic alarming
automatic modification of alarm attributes based on process state or conditions

3.1.51
enforcement
enharjced alarming technique that can verify and restore alarm attributes-in.the control system
to the|values in the master alarm database

3.1.52
event
repregentation of a solicited or unsolicited fact indicating a state’ change

Note-t{to-entry: EXAMPLE: Mode changes and device state changes:

[SOURCE: IEC 62264-2:20042013, 3.1.2, modified.~a-note-has-been-added "in the enterprise”
has bgen deleted and an example has been added)] 15

3.1.53
first-out alarm
first-u‘t) alarm

alarm|determined-(i-e--by-first-out-logjc) to be the first in a multiple-alarm scenario

Note 1[to entry: The first alarm is determined by logic.

3.1.54
fleeting alarm
alarm| that transitions-between an active alarm state and a not active alarm state in a|short
period of time withgut-rapidly repeating

3.1.54
highly managed alarm
HMA
alarm|belonging to a class with additional requirements above general alarms

Note 1 to entry: Regulatory requirements can be additional requirements.

EXAMPLE: Safety related alarm.

3.1.56

human machine interface

HMI

collection of hardware and software used by the operator and others to monitor and interact
with the control system and with the process via the control system


This change is to correct reference.
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3.1.57
implementation
transition stage between design and operation during which the alarm is put into service

Note 1 to entry: Implementation includes activities such as commissioning and training.

3.1.58
instrument diagnostic alarm

alarm-generated-by-a-field-deviee to indicate a field device or signal fault-{e-g—senserfailure}

EXAMPLE: Out-of-range alarm.

3.1.5¢
interim alarm
alarm|used on a temporary basis to replace an out-of-service alarm

3.1.6
latching alarm
alarm| that remains in alarm state after the process condition has returned to normal and
requines an operator reset before the alarm returns to normal

3.1.61
masteér alarm database
authorized list of rationalized alarms and associated attributes

Note 1[to entry: The list can be in many forms and not only in theform of a database.

3.1.62
moniforing
measyrement and reporting of quantitative (objective) aspects of alarm system performapce

3.1.63
nuisance alarm
alarm| that annunciates excessively,”unnecessarily, or does not return to normal after the
operafor-respense action is taken

EXAMRLE: Chattering alarm, fleeting alarm,-er and stale alarm.

3.1.64
operdtor
contragller
persoh who monitors and makes changes to the process

3.1.65

operator alert 16

audible and/or visible means of indicating to the operator an equipment or process condition for
evaluation when time allows which could result in a response

3.1.66

out-of-service

state of an alarm during which the alarm indication is indefinitely suppressed, typically manually,
for reasons such as maintenance


This definition is moved from 3.1.33 and changed to "operator alert".

https://iecnorm.com/api/?name=e635e707ef2a488b598b655952b4d3c7

IEC 62682:2022 CMV © IEC 2022 - 23 -

3.1.67

packaged system
self-contained combination of hardware and software that can provide alarm, HMI, and control
functionality for a specific process function that is part of a facility

3.1.68

plant

state

plant mode
defined set of operational conditions for a process plant

EXAMPLE: Shutdown, normal operation.

3.1.61‘
prioritization

proce

3.1.7(

procegss area

physi
SOUl

3.1.71
rate-(
alarm
setpo

3.1.72
ratior
proce
for de

3.1.73
re-alg
re-trig
alarm

3.1.74

recipe-driven alarm

5s of assigning a level of operational importance to an alarm

tal, geographical or logical grouping of resources determined by the site

f-change alarm
generated when the change in process variable per-unit time (dPV/d¢) exceeds a d
nt

alization
5S to review potential alarms using the principles of the alarm philosophy, to select ¢
sign, and to document the rationale’for each alarm

rming alarm
gering alarm
that is automatically re-annunciated-te-the-eperater 17 under certain conditions

efined

larms

alarm|with setpoints'that depend on the recipe that is currently being executed
3.1.74

remote alarm

alarm|from a remotely operated facility or directed to a remote interface
3.1.76

reset

operator action that unlatches a-latehed latching alarm

3.1.77
return to normal

clear

alarm transition from an active-annunciated alarm state to a not active-annunciated alarm state


The phrase "to the operator" is removed from the definition as it is the re- annunciation that is important.
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3.1.78
safety instrumented system

SIS
instru

mented system used to implement one or more safety instrumented functions

Note 1
includes communication and ancillary equipment (e.g., cables, tubing, power supply, impulse lines, heat tracing).

Note 2

Note 3

[SOU

refergnce to figure from note 1] 18

3.1.7¢9
safety related alarm
safety alarm

alarm

envirgnment

EXAMRLE: An alarm-with-arisk-reduction-factorgreater-than-10 indicating‘a potential asphyxiation hazard. 1

3.1.8
shelv

tempqrarily suppress an alarm, initiated by the\ operator, with engineering contr
unsugpress the alarm

Note 1Jto entry: Engineering controls can include timeMimits.

3.1.8

silenc¢e

opera

3.1.82
stale
alarm

EXAMRLE: Alarm that remains annunciated for 24 hours.

3.1.83

stateibased-alarm

mode
alarm
condi

to entry: A SIS is composed of any combination of sensor (s), logic solver (s), and final elements(s). It also

to entry: A SIS may include software.

to entry: A SIS may include human action as part of a SIF (see ISA TR 84.00.04:2015, part 1).

RCE: IEC 61511-1:20032016,-3-2-#2 3.2.67, modified — Removed figure from\note

that is classified as critical-to—process—safety for the protection of human life

or action that terminates the audible alarm indication

jalarm
that remains annunciated for an extended period of time

based alarms
that has attributes modified or is suppressed based on operating states or pr

s and

br the

bls  to

pcess

ons

3.1.84
statistical alarm

alarm

generated based on statistical processing of a process variable or variables

3.1.85
suppress

preve

nt the annunciation of the alarm to the operator when the alarm is active

EXAMPLE: Shelve, suppress by design, remove from service.

3.1.86
suppressed by design

alarm

annunciation to the operator prevented based on plant state or other conditions


This is to align with definition 3.2.67 in IEC 61511-1:2016.

An example is added for clarification.
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3.1.87

system diagnostic alarm

alarm generated by the control system to indicate a fault within the system hardware, software
or components

EXAMPLE: Communication error.

3.1.88

tag

control system point

point

unique identifier assigned to a process measurement, calculation, or device within the control
syste

3.1.8
unacknowledged
alarm|state in which the operator has not yet confirmed recognition of an alarm)indication

3.1.9
unshelve 20
transition from the shelved alarm state to the normal or unacknowledged state
3.1.91
unsuppress 20
transifion from a suppressed alarm state to the normal or upacknowledged state
3.2 |Abbreviated terms

ACKED Acknowledged

ASRPB Alarm system requirements-specification

BPCB Basic process control system

CGMP Current good manufaeturing practice

DSUPR Designed-suppression Suppressed-by-design

Enai . \ | . : i

ERP Enterprise resource planning

FMEA Failure mode and effects analysis

HAZDP Hazard and operability study

HMA Highly managed alarms

HMI Human machine interface

1/0 Input/output

LOPA Layer of protection analysis

ME Manufacturingexecution-system

MOC Management of change

NORM Normal

OOSRV Out-of-service

P&ID Piping (or process) and instrumentation diagram
PHA Process hazards analysis

RTNUN Return to normal unacknowledged

SHLVD Shelved

SIS Safety instrumented system

SOP Standard operating procedure

UNACK Unacknowledged



Definitions of new terms used in this publication.

Definitions of new terms used in this publication.
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4 Conformance to this document

4.1 Conformance guidance

To conform to this document, it shall be shown that each of the mandatory requirements-in-the

normative clauses has been satisfied.- This-is-the responsibility of the-owner/operator.

4.2 Existing systems

For existing alarm systems designed and constructed in accordance with codes, standards,
and/or practlces prlor to the issue of this document, the owner/operator shall determine that the
equ|p IIUIII. ID UUOIUIIUU, IIIdIIILaIIIUU, IIIbIJUbLUu, I.Gal.Uu allu U}JUIGLUU III d aalc nrariric The
practices and procedures of this document shall be applied to existing systems in a reasg nable
time gs determined by the owner/operator.

4.3 |Use of required functionalities

This dlocument requires certain control system functionalities (e.g., shelvirfg) to suppdrt the
alarm|system. Where an alarm system does not have all required fupctionality, conformance
may He achieved if the functionality described in the alarm philosophy is provided.

4.4 |[Responsibility

Confdrmance to this document is the responsibility of the, owner/operator.

4.5 Local Jurisdictions

Some| jurisdictions where the governing authdcities (for example national, federal, [state,
provirlce, county, city) have established proces&’safety design, process safety management, or
other frequirements, in addition to the requiréments of this document. 21

5 Allarm system models

5.1 |Alarm systems

Alarm| systems are used to communicate indications of abnormal process conditions or
equipment malfunctions«o'the operators, the personnel monitoring and operating the prgcess,
and tq support the response. Effective alarm systems are well designed, implemented, opé¢rated,
and maintained. Alarm management is the set of practices and processes that ensures an
effect|ve alarm system.

A foumndational part of alarm management is the definition of an alarm: an audible and/or yisible
meang of \indicating to the operator an equipment malfunction, process deviation, or abnormal
condifionrequiring a timely response. An essential element of this definition is the response to
the alarm. This definition is reinforced in the alarm management processes described in this
document.

5.2 Alarm management life cycle
5.21 Alarm management life cycle model

Figure 2 illustrates the relationship between the stages of the alarm management life cycle
described in this document. The alarm management life cycle covers alarm system specification,
design, implementation, operation, monitoring, maintenance, and-change MOC activities from
initial conception through decommissioning.

The life cycle model is useful in-identifying organizing the requirements and responsibilities for
implementing-ar alarm management-system. The life cycle is applicable for the installation of
new alarm systems or managing an existing system.


This paragraph relates to conformance and is moved from Clause 1.1.
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The box used for stage B represents a process @efined outside of this document (see 5.2.2.3).

The independent stage J represents a process that connects to all other stages (see 5.2.2.11).

The rounded shapes of stages A, H, and™J represent entry points to the life cycle (see 5.2.3).

The dotted lines represent the loops’in the life cycle (see 5.2.5).

Figure 2 — Alarm management life cycle

Alarm management life cycle stages

General

The alJarm management life cycle stages shown in Figure 2 are briefly described in the foll

subclauses. \The letter label

is an

identifier used in the text. The requirements

recommendations for each stage are described in Clause 6 to Clause 18 of this documer

IEC

owing
and

—

5.2.2 2—AdarmphitesephyPhitosophy{A) 22

Basic planning is necessary prior to designing a new alarm system or modifying an existing
system. Generally, the first step is the development of an alarm philosophy that documents the
objectives of the alarm system and the processes to meet those objectives. The alarm
philosophy reflects the operations and maintenance work processes and can reference those
processes in other documents. For new systems the alarm philosophy serves as the basis for
the alarm system requirements specification (ASRS) document.


This change aligns subclause title with Figure 2.
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The philosophy starts with the basic definitions and extends them to operational definitions.
The criteria for alarm prioritization and the definition of alarm classes, performance metrics,
performance limits, and reporting requirements are based on the objectives and principles for
alarm systems. The schemes for presentation of alarm indications in the HMI, including use of
priorities, are also set in the alarm philosophy;-which-should-be-consistent-with-the-overal-HM
design. The philosophy specifies the processes used for each of the alarm management life
cycle stages, such as the threshold for the MOC process and the specific requirements for
change. The philosophy is maintained to ensure consistent alarm management throughout the
life cycle of the alarm system.

The development of the ASRS is included in the philosophy stage of the life cycle. The

SpeCI |nn+|nn cah bn p!3h+ spnc:f:c, prr\\llr'llhg r'lntn:lb on rnoh-unhnno OF nphcno’ Gnd cah P)e the

basis |for selecting new or modifying existing control systems. The specification typically goes
into nmore detail than the alarm philosophy and-may can provide specific guidancesfor system
design.

5.2.23 Identification (B)

The identification stage is a collection point for potential alarms proposed-by-any one of s¢veral

the mlethods for determining if an alarm-might-be is necessary. These methods are dgefined
outs’iIle of this document so the identification stage is represented‘\@s a predefined procgss in
the life cycle. The methods can be formal such as process hazards analysis, pafety

requirements specifications, recommendations from an\Sincident investigation, | good
manufacturing practice, environmental permits, P&ID development, or operating progedure
reviews. Information from identification (e.g., alarm setpdint, consequence) should be captured
for rafionalization. Process modifications and operating)tests can also generate the negd for
alarmp or modifications. Some alarm changes will betidentified from the routine monitoring of
alarm|system performance. At this stage the need for-a new alarm or modifications to an existing
alarm|has been identified and the alarm is ready to be rationalized.

5.2.2.4 Rationalization (C)

The rationalization stage reconciles the identified need for an alarm or alarm system change
with the principles and definitions inthe alarm philosophy. The steps can be completed in one
procegs or sequentially. The output of rationalization is documentation of the alarm, including
any aflvanced alarm techniques;which can be used to complete the design.

Ratiompalization is the precess of applying the requirements for an alarm and generating the
suppdrting documentation such as the-basis—for-the alarm setpoint, the consequencg, and
corregtive action that.can be taken by the operator.

Ratiogualization includes the prioritization of an alarm based on the method defined in the|alarm
philojophyQften priority is based on the consequences of the alarm and the allowable
respopse time.

Rationalization also includes the activity of classification during which an alarm is assigned to
one or more classes to designate requirements (e.g.;—design, testing, training,—erreporting
monitoring, and audit 23 requirements). The type of consequences of a rationalized alarm, or
other criteria, can be used to separate the alarms into classes as defined in the alarm
philosophy.

The rationalization results are documented, typically in the master alarm database (i.e., an
approved document or file), which is maintained for the life of the alarm system.

5.2.2.5 Detailed design (D)

In the design stage, the additional alarm attributes are specified and designed based on the
requirements determined by rationalization. There are three areas of design: basic alarm design,
HMI design, and design of advanced alarming techniques.


This change aligns the text associated with the explanation of alarm class requirements with that used in definition 3.1.11.
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The basic design for each alarm follows guidance based on the type of alarm and the specific
control system.

The HMI design includes display and annunciation for the alarms, including the indications of
alarm state and alarm priority.

Advanced alarming techniques(e.g., state-based alarming)—are—additionalfunctions—that
improve the effectiveness of the alarm system beyond the basic alarm and HMI design.-Fhese

Fremesenelede stede oo oo oo

5.2.2.6 Implementation (E)

In thel implementation stage, the activities necessary to install an alarm or alarm systelln and
bring |it to operational status are completed. Implementation of a new alarm or @ nhew [alarm
systefn includes the physical and logical installation and functional verification of the sysfem.

Since| operators are an essential part of the alarm system, operator training is an impprtant
activify during implementation. Testing of new alarms is often an implementation requirgment.
The dpcumentation for training, testing, and commissioning-may can vany with classificatjon as
defingd in the alarm philosophy.

5.2.27 Operation (F)

In the operation stage, the alarm or alarm system is in/service and it performs its intended
functipn. Refresher training on both the alarm philosophly and the purpose of each alarm is
included in this stage.

5.2.28 Maintenance (G)
In thel maintenance stage, the alarm or alarm system is not operational but is being tesfed or

repained. Periodic maintenance (e.g., testing of instruments) is necessary to ensure the [alarm
systefn functions as designed.

5.2.2.9 Monitoring and assessment (H)

In thg monitoring and assessment stage, the overall performance of the alarm system and
indivigual alarms are continuously monitored against the performance goals stated in thejalarm
philogophy. Monitoring and assessment of the data from the operation stage-may can trigger

likely fo degrade over time.

5.2.2 40—Management-of-ehange{h

In the management of change stage, modifications to the alarm system are proposed and
approved. The change process should follow each of the alarm management life cycle stages
from identification to implementation.

5.2.2.11 Audit (J)

In the audit stage, periodic reviews are conducted to evaluate the effectiveness of the alarm
management process and maintain the integrity of the alarm system-and-alarm-management
processes. Audits of system performance can reveal gaps not apparent from routine monitoring.
Execution against the alarm philosophy is audited to identify system improvements, such as
modifications to the alarm philosophy. Audits can also identify the need to increase the
discipline of the organization to follow the alarm philosophy.
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5.2.3 Alarm management life cycle entry points

5.2.3.1 General

Depending on the selected approach, there are three points of entry to the alarm management

life cycle:

a) alarm philosophy,
b) monitoring and assessment, and
c) audit.

cycle |stages are only the initial step in managing an alarm system. All stages of the ife

g¢cessary for-a complete alarm management-system.

5.2.3.p Start with alarm philosophy (A)

The first possible starting point is the development of an alarm philosophy."which estab
the objectives of the alarm system and-may can be used as the basis forthe ASRS. This
life cylcle entry point for new-irstalations systems.

5.2.3.8 Start with monitoring and assessment (H)

The spcond possible starting point is to begin monitoring amexisting alarm system and-g
benchHmark the performance. Problem alarms can be’ identified and addressed th
maintgnance or management of change. The monitoring data can be used in a benc
assesisment prior to the development of the alarm philosophy.

5.2.3.4 Start with audit (J)

The third possible starting point is an initial audit, or benchmark, of all aspects of

lishes
is the

SSess
rough
hmark

alarm

management against a set of documented’practices, such as those listed in this document. The

resultg of the initial audit can be used.in the development of a philosophy.

5.24 Simultaneous and encompassing stages

simulfaneous stages which are represented in the life cycle. Some stages encompas

The Ii(e cycle diagram (Figure 2) is drawn to represent sequential stages. There are s
activifies of other stages!

The monitoring.and assessment stage (H) is simultaneous to the operation and mainte
stage

o7

bveral
s the

nance

rough

The nmpanagement of change stage (l) represents the initiation of the change process th
which|a|| appropriate stages of the life cycle are authorized and completed.

The audit stage (J) is an overarching activity that can occur at any point in the life cycl
includes a review of the activities of the other stages.

5.2.5 Alarm management life cycle loops
5.2.5.1 General

In addition to the alarm management life cycle stages, there are three loops in the life
Each loop performs a function during the life cycle.

e and

cycle.
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5.2.5.2 Monitoring and maintenance loop

The eperation-monitoring and assessment-maintenance loop is the routine monitoring that
identifies problem alarms for maintenance. Repaired alarms are returned to operation.

5.2.5.3 Monitoring and management of change loop

The eperation-monitoring and assessment-management of change loop is triggered when
routine monitoring indicates the design of an alarm is not-cempatible in compliance with the
alarm philosophy. The design might need to be modified or an advanced alarming technique
might need to be applied. The alarm could remain in operation while the MOC process is
initiated and the stages of the life cycle are repeated

5.2.54 Audit and philosophy loop

The apdit and philosophy loop is the life cycle itself and the process of continuous,improvement
of the|alarm system. Audit identifies processes in the life cycle to strengthen(

5.2.6 Alarm management life cycle stage inputs and outputs

The alarm management life cycle stages are connected as the outputs of one stage are often
the inputs to another stage. The connections are not fully represented in the life cycle diagram
(Figule 2). Table 1 provides more information on the relationships between the inputs and
outputs of the life cycle stages.
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Table 1 — Alarm management life cycle stage inputs and outputs

Alarm management life

cycle stage Activities Clause Inputs Outputs
number
Stage Title

A Philosophy Documenting the 6,7 Objectives and Alarm philosophy
objectives, guidelines standards, audit and ASRS
and work processes for recommendations
alarm management,
and ASRS

B Identification Determining potential 8 PHA report,-SRS; List of potential
alarms P&IDs, operating alarms

procedures;—ete-

C Rationalization Rationalization, 9 Alarm philosophy, Master<alarm
classification, and list of potential | database and
prioritization, and alarms alarm design
documentation reguirements

D Detailed design Basic alarm design, 10, 11, Master alarm Completed algrm
HMI design, and 12 database and design
advanced alarming alarm design
design requirements

E Implementation Installing alarms, 13 Completed-alarm Operational ajJarms
implementation testing, design, master and alarm
and implementation alarm database, response
training and ASRS procedures

F Operation Operator responds to 14 Operational alarms | Alarm data
alarms and refresher and alarm
training response

procedures

G Maintenance Maintenance repair and 15 Alarm monitoring Alarm data
replacement, and reports and alarm
periodic testing philosophy

H Monitoring & Monitoring alarm;data 16 Alarm data and Alarm monitofing

assessment and report perfarmance alarm philosophy reports and
proposed chapges
Management of Process tovauthorize 17 Alarm philosophy Authorized algrm
change additions, and proposed changes
meodifications, and changes
deletions of alarms
J Audit Periodic audit of alarm 18 Standards, alarm Recommendaltions
management processes philosophy, and for improvement
audit protocol
5.3 |Alarmstates
5.3.1 Alarm state transition diagram

The alarm state transition diagram shown in Figure 3 represents the states and transitions for
typical alarms. While there are exceptions, this diagram describes the majority of alarms and
serves as a useful reference for the development of alarm system principles and HMI functions.
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B

Unacknowledged alarm
Process: Abnormal
Alarm: Active
Ack: Unacknowledged

Process: Abnormal
Alarm: Active
Ack: Acknowledged

\ condition

Acknowledge

Return to
normal
D condition
RTN unacknowledged

Process: Normal
Alarm: Not active
Ack: Unacknowledged

A

Designed
un-suppression

e

Designed
suppression

/ RN

Shelve

E Un-shelve
Shelved
Process: N/A
Alarm: Not active
Ack: N/A

Suppressed
by design
ProcessN/A

Alarm: Not active

Ack: N/A

Remove
from service G

[ — 2

Return to
service
Out of service
Process: N/A
Alarm: Not active
Ack: N/A
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A
Normal

Abnormal Unacknowledged alarm

condition

Process: Normal
Alarm: Not active
Ack: Acknowledged

Process: Abnormal
Alarm: Active
Ack: Unacknowledged

Re-alarm
Abnormal
condition

c
Acknowledged alarm Acknowledge

g

Return to
narmal

condition

Process: Abnormal
Alarm: Active
Ack: Acknowledged
Acknowledge

Return to

D

RTN unacknowledged ”°r.m.a'
condition
Process: Normal
Alarm: Not active
Ack: Unacknowledged
! Designed ! *
Designed . Remove
Shelfe suppression UN-SUPPressIon  from service Retufn to

Un-shelve seryice

E
Shelved

F
Suppressed by.design

G
Out of service

Process: NR
Alarm: NR
Ack: N/A

Process: NR
Alarm: NR
Ack: N/A

Process: NR
Alarm: NR
Ack: N/A

IEC

NOTE States E, F, and G can caonnect to any alarm state in the diagram.
NOTE 2 The dotted line indicates ‘an infrequently implemented option.
NOTE N/A indicates net ‘applicable.

NOTE # NR indicates-that the state is not relevant (either normal or abnormal, not active or active).

Figure 3 — Alarm state transition diagram

5.3.2 Alarm states

5.3.2.1 General

The circles in Figure 3 represent the states of an alarm. The letter label is an identifier. The
second line is a state name, often abbreviated. The third line describes process conditions, the
fourth and fifth lines list the alarm status and its acknowledgement status, respectively. The
possible states of alarm suppression are shown on the lower part of the diagram.

5.3.2.2 Normal state (A)

The normal (NORM) alarm state is defined as the state in which the process is operating within
normal specifications, the alarm is not active and previous alarm occurrences have been
acknowledged.
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3 Unacknowledged state (B)

The unacknowledged alarm (UNACK) state is the initial state of an alarm becoming active due
to abnormal conditions. In this state the alarm is unacknowledged. Previously acknowledged

alarm

5.3.2.

s can be designed to re-alarm, causing a return to this state.

4 Acknowledged state (C)

The acknowledged (ACKED) alarm state is the state in which the alarm is active, and the

opera

5.3.2.

In the|
limits

tor has acknowledged the alarm.

o (D)
5—Return-toneormalunacknowledged-state{(D)}

returned to normal unacknowledged (RTNUN) alarm state, the process is within n
and the alarm becomes not active before an operator has acknowledged)the

condition.

5.3.2.

6 Shelved state (E)

In thg shelved (SHLVD) alarm state, an alarm is temporarily suppressed using a cont
methqdology, and not annunciated. An alarm in the shelved state\is“under the control
operafor. The shelving function can automatically unshelve alarms}

5.3.2.

In the
condi

7 Suppressed-by-design state (F)

ions or plant states, and not annunciated. An.alarm in the suppressed-by-design s

under|the control of logic that determines the relevance of the alarm.

5.3.2.

8 Out-of-service state (G)

In thg out-of-service (OOSRV) alarm state, an alarm is manually suppressed (e.g., G
systefn functionality to remove alarm from service) when it is removed from service ar
annurjciated, typically for maintenance. An alarm in the out-of-service state is—under
contrgl-of maintenance stage of ghe life cycle.

NOTE
be out

5.3.2.

An alarm in the out-of-service state is not the same as out of service of a unit or equipment. Equipm
bf service while the asso¢iated alarms are not out of service.

0 Alarm-status by state Summary of alarm states

The dlarm status,~annunciation status, and acknowledge status of different alarm state
summarized in Table 2.

ormal
alarm

rolled
of the

suppressed-by-design (DSUPR) alarm state, apialarm is suppressed based on operating

ate is

ontrol
d not
n the

Ent can

S are
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Table 2 - Summary of alarm states

. Process Alarm Annunciation Acknowledge
1D Mnemonic State name L
condition status status status
A NORM Normal alarm Normal NOt. Not annunciated | Acknowledged
state active
B UNACK Unacknowledged Abnormal Active Annunciated Unacknowledged
alarm state
C ACKED Acknowledged Abnormal Active Annunciated Acknowledged
alarm state
Returned to
D RTNUN normal Normal ot Annunciated Unacknowledged
unacknowledged active
alarm state
Normal or Not
E SHLVD Shelved state active or Suppressed Not~Applicable
abnormal active
Suppressed-by- Normal or Not
F DSUPR desi tat active or Suppressed Not Applicable
esign state abnormal active
vy ; Normal or Not
G 0O0S RV OIUt of ietrwce active or Suppressed Not Applicable
alarm state abnormal active

5.3.3 Alarm state transition paths
5.3.3/ General

The grrows in Figure 3 represent transitions.between states. The diagram does not dfrectly
illustrate the effects of alarm deadband, on-delay, or off-delay, which can impact the evalpation
of alafm status (i.e., active or not active),

5.3.3.p Transition from normal t6 unacknowledged (A —» B)

The transition from normal to_unacknowledged occurs when the process has gone out pf the
normal range beyond the alarm setpoint and has remained in this state long enough to-trigger
make|the alarm active.

5.3.38 Transition from unacknowledged to acknowledged (B — C)

The tfansition from unacknowledged to acknowledged occurs when an operator acknowledges
an algrm that(is)active before the process returns to normal.

5.3.3.|4 Transition from acknowledged to unacknowledged (C — B)

The transition from acknowledged to unacknowledged is the infrequently used option that
periodically generates repetitive alarm indications for a single alarm while the alarm remains-in
the-alarm-state active.

5.3.3.5 Transition from acknowledged to normal (C —» A)

The transition from acknowledged to normal is part of a normal sequence for an alarm. The
alarm moves from the acknowledged state to normal and becomes not active.

5.3.3.6 Transition from unacknowledged to return-to-normal unacknowledged
(B -» D)

The transition from unacknowledged to return-to-normal unacknowledged occurs when the
process returns to normal and the alarm becomes not active before an operator has
acknowledged the alarm.
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5.3.3.7 Transition from return-to-normal unacknowledged to normal (D —» A)

The transition from return-to-normal unacknowledged to normal occurs when an alarm has
returned to normal and becomes not active. This transition can require operator
acknowledgment or can be acknowledged automatically.

5.3.3.8 Transition to shelved (any state — E)

The transition to shelved occurs when an operator shelves an alarm to avoid clutter in the active
alarm displays. Shelving is a manual operation.

5.3.3.0—Fransitionfrom-shelved-tonormator-tnmacknowledged(E—=AorB)——

The tqansition from shelved to normal or unacknowledged occurs when an alarm iswnshglved,
manuglly or automat|cally mmmm%%wmwmmm
H-thela - ~ lf,the algrm is
auton atlcally unshelved the transition should be to the unacknowledged state? If the alarm is
manuplly unshelved, the transition should be to the acknowledged state.

5.3.3.10 Transition to suppressed-by-design (any state — F)

The tfansition to suppressed-by-design occurs when process conditions-er-states are uged to
supprgess alarms by design. Designed suppression is typicallysan”automatic operation.

5.3.3.11 Transitions from suppressed-by-designedto normal or unacknowledged
(F > A or B)

The tjansition from suppressed-by-design to normal or unacknowledged occurs when prpcess
condifions-orstates are used to unsuppress alarms when appropriate. Designed unsupprgssion
is typlically an automatic operation. If the.alarm is active, the transition should be fo the
unacknowledged state. If the alarm is not attive, the transition should be to the normal sjate.

5.3.3.12 Transition to out-of-seryice state (any state —» G)

The transition to out-of-service.state occurs when an alarm-can-be is removed from service for
maintgnance or other reasons: .Remove from service is typically a manual operation.

5.3.3.13 Transition from out-of-service to normal or unacknowledged (G — A or B)

The tansition from _out-of-service to normal or unacknowledged occurs when an alarm-gan-be
is retyirned to sefvice when it is available after maintenance. Return to service is typigally a
manugl operation.” If the alarm is active, the transition should be to the unacknowledged [state.
If the alarm_is'not active, the transition should be to the normal state.

5.4 |Alarm response timeline

5.4.1 General

Figure 4 represents a process measurement that increases from a normal condition to an
abnormal condition and the two possible scenarios based on whether the operator takes the
corrective action or not. It is possible to map some alarm states from Figure 3 to the timeline
shown in Figure 4. Figure 4 illustrates only one possible scenario to clarify the definition of
terms related to time.


https://iecnorm.com/api/?name=e635e707ef2a488b598b655952b4d3c7

IEC 62682:2022 CMV © IEC 2022 -39 -
o)
.o
S Return-to-normal
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o (A) alarm (B) alarm (C)
0 |- > > >
Allowable response Process response /
without operator action 7
Consequence
. threshold NS
Process /\
TIreasarererit
Process
response to
operator action Deadband
: delay Y
L Operator Alarm
takes action setpoint
i B P4 LN
Operator Alarm-deadband L i
Ack response Process
_delay | delay S deadtime | Process response time |
- > > > >
O 1 1 1 1 | | | 1 ] >
0 Time
IEC
NOTE | Ack delay, operator response delay and process dead{ife can be zero.
Figure 4 — Alarm.response timeline
5.4.2 Normal (A)
The njormal alarm state is defined as the state in which the process is operating within normal
specifications, the alarm is not “active, and previous alarm occurrences have |been
ackngwledged.
5.4.3 Unacknowledged (B)
The unacknowledged alarm state results when the measurement crosses the alarm sef{point.

Thereg are severa] factors that affect the alarm annunciation such as

a) measurement accuracy,

c) alarmion-delay.

b) s1mp|ing interval, and

The alarm is not always immediately acknowledged by the operator.

5.4.4 Acknowledged (C) and response

The acknowledged alarm state is reached when an operator acknowledges the alarm-cendition,
after the acknowledge delay. In this state the alarm is active. The operator can take action
before or after acknowledging the alarm. There are several factors that affect the operator
response time such as

a)
b)
c)
d)

system processing speed,

HMI design and clarity,

operator awareness and training,
operator workload,
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e) complexity of determining the operator action, and

f) complexity of the operator action.

The actual response time for the alarm is the time beginning when the alarm is annunciated
and ending when the operator takes the corrective action. It includes the detection of the alarm,
the diagnosis of the situation and determination of the operator action in response, and the

execution of that response. The upper limit of the response time is the allowable response time,
the point beyond which the consequence will occur even if action is taken.

5.4.5 Return-to-normal (D)

The WWWWMn the
allowable response time. There are several factors that affect the time until the alarm-returns

to nogmal. These include the following:

a) the operator response delay,

b) the degree of corrective action taken,

c) the process deadtime in response to the corrective action,
d) the process response time to the corrective action,

e) the accuracy of the process measurement,

f) the deadband of the alarm setpoint, and

g) the operational speed of the alarm system.

5.4.6 Allowable response time

The algowable response time is the time beginnipgywith the alarm annunciation and ending at
the lalst moment operator action can prevent ghe consequence. It can be estimated wrking
backwards from the consequence thresholdj\ considering the process deadtime, the rpte of
chande of the process variable and thelseparation between the alarm setpoint and the
consgquence threshold. In Figure 4, the @perator response delay is shown within the allowable
respohse time.

5.4.7 Alarm setpoint

The alarm setpoint can be adjusted to increase or decrease the allowable response timg. The
proceps for evaluating the\alarm setpoint is alarm setpoint determination.

5.4.8 Consequence threshold

The cpnsequendethreshold is the value of the process measurement at which the conseqpence
beging to otcur. The consequence results when no operator action is taken, incorrect or
insufficient action is taken, or the action is not completed within the allowable response time.

B E T e L L e e

54.9 Alarm deadband

The deadband delay shown in Figure 4 illustrates that the alarm does not return to normal
immediately after crossing the alarm setpoint.

5.5 Feedback model of operator-process interaction
5.5.1 General

A model of operator-process interaction is shown in Figure 5. In response to a disturbance or
malfunction, the process or system undergoes some change. If that change deviates
significantly from the reference or objective for the process, the operator takes action to bring
the process back to the referenceanekeen%m&e&t&memte#m&measwemenka&rwetums%n
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The following three stages of activity occur in the operator sub-system leading to action:

a) the indication of deviation from desired normal operation (i.e., an alarm) is detected,
b) the situation is diagnosed, and the corrective action is determined, and

c) the corrective action is implemented to compensate for the disturbance.

Reference/ Disturbance/
objective malfunction

* UPperdator sub-systelrl v

) 4

1 1
! i
1 1
Deviation | 1 Action Process/
> Detect » Diagnose Respond ' » systern
i |
1 1
1 1
1 1
1 1

Measurement

Figure 5 — Feedback model of operator-process interaction

5.5.2 Detect

The operator becomes aware of the deviation from:the desired condition by an alarm cau
a disfurbance. The design of the alarm system+~and the operator interface facilitatg
detection of deviation.

5.5.3 Diagnose

The operator uses knowledge and skills to interpret the information, diagnose the situatio
determine the corrective actionto take in response to the deviation. The alarm res
procefures aid the operator’s_diagnosis.

5.5.4 Respond

The olperator takes ¢orrective action in response to the deviation and monitors the proc
determine if the deWwiation is corrected.

5.5.5 Performance shaping factors

The gbility-of the operator to carry out the sub-system functions is affected by a vari
variahles; including:

IEC

5ed by
s the

h, and
bonse

Pss to

ety of

a) workload,

b) operator console ergonomics,

c) HMI design, 24

d) short term or working memory limitations,
e) fatigue,

f) training, and

g) motivation.



"Human machine interface design" (operator display design) is also a performance shaping factor which is different for "operator console ergonomics".
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larm philosophy

Purpose

- The alarm philosophy

serves as the framework to establish the crlter|a def|n|t|ons prmmples and responsibilities for
all of the alarm management life cycle stages. ThIS is achleved by specifying items, including
the methods for alarm identification, rationalization, monitoring, MOC, and audit to be followed.
An alarm philosophy document facilitates:

a) consistency across the alarm system,
b) consistency with TiSk management goals and obJectiVes,
c) adreement with good engineering practices, and
d) dgsign and management of the alarm system that supports an effective operator'response.
6.2 |Alarm philosophy contents
6.2.1 General
Subelpuse-6-2provides-the-minimum-andrecommended-content-tazheraddressed-in-thefalarm
phitegephy- An alarm philosophy document shall be developed tgcover each alarm system. An
alarm|philosophy may cover more than one alarm system. Thésalarm philosophy shall include
the rgquired contents listed in this clause. The alarm philosophy shall be developed pfior to
rationplization. 25
Due tp the wide variety of equipment used within thé¢rocess industry, the detailed content of
the alarm philosophy can vary between industries* and from one location to anothen. The
requined and recommended contents of the alarm philosophy are listed in Table 3.
Table 3 — Required and recommended alarm philosophy contents
Alarm philosophy contents Required / Subclajuse
recommended
Purpdse of alarm system Required 6.2.2
Definitions Required 6.2.
Refergnces D 6.2.4
Recommended
Roles| and responsibilities for alarm management Required 6.2.%
Alarm| design pringiples Required 6.2.
Alarm| setpoint determination Recommended 6.2.7
Priorifization method Required 6.2.
Alarm| class definition Required 6.2.9
Highly managed alarms (or site equivalent) Recommended 6.2.10
Rationalization Required 6.2.11
Alarm documentation Required 6.2.12
Alarm design guidance Required 6.2.13
Specific alarm design considerations Recommended 6.2.14
HMI design principles Required 6.2.15
Approved enhanced and advanced alarming techniques Recommended 6.2.16
Implementation guidance Required 6.2.17
Alarm response procedures Required 6.2.18
Training Required 6.2.19
Alarm shelving Recommended 6.2.20



This change strengthens the alarm philosophy requirement which needs to have one developed before doing any rationalization for existing systems.
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Alarm philosophy contents Required / Subclause
recommended
Alarm system maintenance Required 6.2.21
Testing of alarms Required 6.2.22
Alarm system performance monitoring Required 6.2.23
Alarm history preservation Required 6.2.24
Recommended
Management of change Required 6.2.25
Alarm system audit Required 6.2.26
Relatea-site-precedures Recommended 6227

For allarm systems designed for new plants, the alarm philosophy should be drafted as

the p
ration

For e

philogophy should be one of the first stages of the remediation effort.

The
proce

6.2.2

The p

purpo|
impro
alarm

6.2.3

The alarm philosophy shall include definitions of terms that will be encountered in the @

of des
share
philos

6.2.4

The 4
shal
extern

roject planning and development and be fully defined and approvéd” before
alization.

isting alarm systems which are being remediated, and no philosophy exists, the

equired contents of the alarm philosophy can existinv'other site procedures.
dures should be referenced in the alarm philosophy.

Purpose of alarm system

urpose and objectives of-aprocess-plant an‘alarm system shall be-defined stateq
se and objectives—elearly—defined staiéd serve to orient participants in desig
vement activities and can facilitate the\implementation and maintenance of an eff
system.

Definitions

ign and improvement of an alarm system-shal-be-defined to ensure that all partic
a common understanding. The definition of an alarm shall be documented in the

ophy.
References

larm philosophy should include a list of appropriate references-fer-alarm-managH
be-incteded. References can be internal company documents (e.g., MOC proce
alsstahdards, or published material.

art of
alarm

alarm

lhese

. The
n and
ective

ourse
pants
alarm

bment
dure),

6.2.5

Roles and responsibilities for alarm management

The alarm philosophy shall establish responsibility by role for the activities of the alarm
management life cycle. Specific aspects-te-cover should include the following:

a) the owner of the alarm system, the philosophy, master alarm database, and related
documents,

b) the role responsible for management and regular maintenance of the alarm system,

c) the role responsible for technical support to resolve problems with-the-alarm-system alarms,

d) the role responsible to ensure that the requirements outlined in the alarm philosophy are

fol

lowed.
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6.2.6 Alarm design principles

alarms-shall-be-consistent-with-the-definition-of-an-alarm- The aIarm phllosophy shaII mclude
the criteria for selection and principles for design of alarms, consistent with the definition of an
alarm. The criteria and principles should-address include:

a) the role of the alarm system in identifying approaches to unsafe or-sub-eptimal abnormal
operation, warning of malfunctions, and prompting the operator of actionable changes in the
process,

b) the-methods to bhe used for alarm identification,

c) the alarm states (e.g., normal, acknowledged, shelved;—ete:) that the facility will use.
6.2.7 Alarm setpoint determination

The ajarm philosophy should provide guidance on the methods used for detetmination offalarm
setpo|nts. Alarm setpoint determination can use several inputs (e.g., consegdence thresholds,
proceps dynamics, complexity of the operator response).

6.2.8 Prioritization method

Consistent priorities aid the operator in deciding the order of\tesponse during a period With a

high alarm rate.-Specific-elements-that shall-be-covered-in-this-section-include-the follgwing:

The ajarm philosophy shall address the prioritization, ineluding the following:

a) the basis for alarm prioritization (e.g., severity of eonsequence, time to respond;-ete:],
b) the metrics for alarm-cenfiguration priority (efg.-alarm-countand priority distribution)
c) the impact of classification on prioritization,4f any.

6.2.9 Alarm class definition

Alarm| classes are used to set commgnrequirements for managing alarms. An alarm may Qhelong
to more than one class. This alari. philosophy-sheuld shall include the definition of the Jalarm
class¢s—t-should-alse, which.carinclude the following-class-requirements:

a) alarm prioritization considerations,

b) alarm documentation)

| design,

operating procedures associated with the alarms,
training and training documentation,

alarm, maintenance,

g) alarmtesting,

h) alarm monitoring and assessment,
i) alarm MOC,

j) alarm history retention, and

k) alarm audit.

6.2.10 Highly managed alarms

Highly managed alarm (HMA) classes are classes of alarms that require more administration
and documentation than others.-Since-the-eriteria—can—vary-by processindustry-orlocation; If
HMA are used, the alarm philosophy shall define the criteria for assigning alarms to HMA
classes. The designation of alarm classes as highly managed should be based upon one or
more of the following:
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a) alarms critical-te-process-safety for the protection of human life (e.g., safety related alarms),
b) alarms for personnel safety or protection,

c) alarms for environmental protection,

d) alarms for current good manufacturing practice,

e) alarms for commercial loss,

f) alarms for product quality,

g) alarms for process licensor requirements, and

h) alarms for company policy.

e maxim:ze the functionality of e a!arm Cole it ;s e
onlv_thocea armec tha ranlllro an narato reshonse neyuring that'dm” alarm raniiirac o
only—those—alarms—that-require—an—operater—response—Enasuring—that—an—alarm—regu{res—a
mspe%eu&dene%h%ee@%alam%#aﬂeﬂa#&m The aIarm philosophy-sheuld shall list the
criterip to assess alarms and the information to be captured during-rationalization. Guiglance
on the knowledge and experience of the rationalization team shatld include:
a) operations,
b) prpcess,
c) maintenance,
d) control system, and
e) alarm philosophy.
6.2.12 Alarm documentation

D v- The alarm philopophy
shall ,peC|fy the documentatlon ford@larms. This-may should include the following:
a) rationalization information (e:g., a master alarm database), and
b) specifications for advanced—alarm—management alarming techniques (e.g., dedigned

suppression).

Other[documéntation needs-may can be identified by the requirements of the different [alarm
classegs.
Appr Ir_\rinfn documentation ensures that advanced nlnrming fnr'hninlllne are impln ented

consistently, providing expected behaviours to the operator across all modes of operation.

6.2.13 Alarm design guidance

The alarm philosophy shall provide guidance on the design practices. This guidance should

addre

)
)
c) alarm off-delay
)
)

SS!

alarm deadband,

alarm on-delay,

alarm types, and
composition of alarm messages.
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6.2.14 Specific alarm design considerations

The philosophy document should specify rules and methods for the design of alarms covering
specific circumstances where consistency is important (e.g., bypass alarms and alarms from
redundant sensors). Alarm classes may be the source of such specific design considerations.

6.2.15 HMI design principles

The dlarm philosophy shall specify the alarm presentation method to establishy principles for
consigstent display and annunciation.

The fgllowing elements should be specified for HMI design:

a) the alarm presentation method (e.g., colour, symbol, and alphaziumeric),

b) the mechanism used (e.g—pane—BPCS-console-sereens,{ete- for example the HMI) to

cdmmunicate the alarms to the operator,

c) repommendations for the indications on the HMI ofhthe alarm states (e.g., normal,
adknowledged, shelved) that will be used at the facility,

d) the types of displays that will be used (e.g., alarm/stimmary, first-out;-ete:),

e) the functions that will be available in the .HMI, including shelving, suppression and
enfhanced and advanced alarming techniqugs.

6.2.16 Approved enhanced and advanced alarming techniques

If enhpnced angd{advanced alarming techniques are used, this section of the alarm philopophy
shall |be used-to identify the approved techniques and related responsibilities and| work
procepses. ldentification of approved enhanced and advanced alarming techniques supports
the trarlmng of personnel on these techniques. Not all sites will use the enhanced and advhnced
alarm

o "‘I\I\l’\n n Hes-

6.2.17 Implementation guidance

The alarm philosophy shall specify the methods for initial training, commissioning, and testing
of the alarm system.

6.2.18 Alarm response procedures

The alarm philosophy shall address alarm response procedures. Available alarm response
procedures can reduce the time it takes the operator to diagnose the problem and determine
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the appropriate corrective action, as well as promote consistency between operators. The
philosophy should include the following:

a) the information included in the alarm response procedures (e.g., cause, consequence,
corrective action), and

b) the method to access the alarm response procedures (e.g., via the operator interface).

6.2.19 Training

The alarm philosophy-specifies shall address how plant personnel are to be trained on the use,
management, and design of the alarm system, including the training documentation
requinemeTTts:

The fpllowing aspects of training shall be covered in the alarm philosophy or other equiyalent
documentation for each of the alarm classes:

a) the-jeb roles or personnel requiring training relating to the alarm system; 'and

lineof . ,

b) when training is required.

6.2.2Q Alarm shelving

The ajarm philosophy should include guidance on how and(when alarm shelving can bejused,
who can perform shelving, as well as authorization and detumentation requirements. Thefe are
typicdlly limits defined on which alarms can be shelved.and shelving duration, based on|class

or prigrity.

6.2.21 Alarm system maintenance

The glarm philosophy-identifies shall specify the activities necessary to maintain the [alarm
system. Specific elements-that-shall-be<gévered-in-thissection for alarm system maintepance
shall ncIude the following:

a) alarm maintenance record keeping,
b) the requirements for out-of-service alarms, and

c) the policy on the use @f.interim alarms.

6.2.22 Testing of-the-alarm-system alarms

The dlidallrll piliiUbUpily b;ld“ dUIUIIUDb iUbiillg IL)dbUUI UTI didllll bidbb!:b Ul U“IUI IIIG“IUU‘D. TsSting
documentation may be managed in other systems.

6.2.23 Alarm system performance monitoring

The alarm philosophy shall specify methods for assessing alarm system performance. Specific
elements-that shall-be-covered-in-this—section for alarm system performance monitoring shall
include the following:

a) the objective for monitoring and assessment,

b) the monitoring metrics and target values,
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c) guidance on frequency to review alarm system performance, and
d) guidance on the approach to improve performance on the metrics.

6.2.24 Alarm history preservation

The alarm philosophy should specify the retention of alarm related records (e.g., annunciations,

ackngwledgements, return to normal, and operator actions). In some industries and_ne
regulatory bodies or local statutes might require preservation of this information and_tkack
chandes to data.

6.2.23 Management of change

The dlarm ph|Iosophy—+eIem#|es shall |dent|fy the types of changes and fthe applicable
procedures. mentedaTypes of change
can include:

a) temporary changes to alarms (e.g., taking alarms out of service),

b) pgrmanent changes to the master alarm database, alarm attributes, or enhance
advanced alarming techniques.

------ e The MOC prog
ensures that changes made durlng design, implementation, operation, or maintenang

appropriately evaluated—and—approved—by—the, \authorized—parties, and documented
typically includes documented assessment ef<éach change,—records—ofsystem—meodifies

descr|ption of each change, and authorization-

6.2.2¢ Alarm-system management-audit

The philosophy document shall specify the requirements of periodic alarm management 3
Thesg requirements-may include:

a) aydit frequency, which-may can be specified based on alarm class,
b) aydit topics, and

c) prpcess for operator interviews.

6.2.27 Related site procedures

To-avpi

jions,
ing of

MOC
5-may

d and

edure
e are

This
tions;

udits.

alarm

philogophy should reference relevant procedures The foIIowmg documents can be related to

the alarm philosophy:

a) standard operating procedures,

b) eperater training policies and guides,

c) safety, health and environmental procedures,

d) maintenance procedures,

e) alarm handling policies-and-codes,

f) application programming guidelines,

g) commissioning or qualification processes and procedures,
h) MOC procedure, and

i) other site procedures related to the alarm philosophy-depending-on-the-specific-site.
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6.3 Alarm philosophy development and maintenance

Personnel who apply the alarm philosophy should be involved in developing the alarm
philosophy. The team involved should be equipped with detailed knowledge and understanding
of design, operation, and maintenance of the process related to the site. The alarm philosophy
should be approved by management. Specific areas of expertise include:
a) process operations,

b) process instrumentation,

c) control systems,

d) process technology

e) mechanical/reliability engineering,
f) sdfety, health and environmental,
g) prpcess safety,

h) hyman factors,

alarm management, and

MOC process.

7 Alarm system requirements specification

71 Purpose

The allarm system requirements specification (ASRS)/ which-may can also be called an jalarm
functipnal requirements specification, is-part-of-the-philosophy-lifecycle-stage developed pased
on thq alarm philosophy and can be an important‘part of control system procurement. Clguse 7
provides guidance on the development and use§ of an ASRS. The ASRS documents thealarm
functipnality expected of the control system. The ASRS is often a subset of the overall system
requinements specification of a control system.

The ASRS is typically specific to a site, an individual control system, or group of similar dontrol
systems. While the ASRS is copsistent with the alarm philosophy, it contains more dqtailed
functipnal requirements of the-dlarm system than the alarm philosophy, including detailed user
requinements and-considering-relevant site infrastructure requirements. These requirements are
used o heIp evaluate alatm ‘systems; and gmde the detalled alarm system de&gn%sewe

and-rec g y a s,and-in-a Si
ASRS can serve as the basis of function testing pf

reecordls- Durifig) imp he
alarm|system=The ASRS specifies the alarm system functionality necessary to satisfy thelalarm
philodoph

The ASRS is typically generated early in the planning for a new control system. It is updated
throughout the implementation stage to ensure consistency with the targeted capabilities of the
chosen control system and;therefere;+elevant in driving-system design,—system testing, and
training activities. The ASRS is not normally updated following alarm system implementation.
Changes to-alarm-system functionality can occur during the life of the alarm system. These
changes can be managed and documented via the MOC procedure.

7.2 Recommendations

Planning An ASRS should be developed for new control systems and major revisions to the
alarm functionality of existing control systems. The ASRS should include-ar-ASRS,—with-the

ASRS-containing specifications for some or all of the following:

a) alarm attributes,



https://iecnorm.com/api/?name=e635e707ef2a488b598b655952b4d3c7

- 50 - IEC 62682:2022 CMV © IEC 2022

alarm HMI,

alarm communication protocol,
alarm record logging,

alarm record analysis, and

f) other capabilities that facilitate alarm management life cycle activities.

There can be new control system projects in which it is determined that an ASRS is not
necessary (e.g., replicating existing systems) ~The-decision-to-omitthe-ASRS-and-the-rationale

Development

cessary to achieve the desired performance. The ASRS should be consistent wi
philosophy. The ASRS should include the following:

alarm priorities available,

q

vigible annunciation functionality, such as colours and symbols,

aydible alarm annunciation functionality,

alarm summary display functionality,

alarm shelving functionality,
alarm suppression functionality,
rm-configuration attribute functionality,stéch as deadband and on-delay and off-de

rm log capabilities,

al lay,
al
alarm monitoring and assessment functionality,
al

ad

rm system audit functionalityy'ahd

vanced alarming functionality.

7.4 |Systems evaluation

Alarm
syste

system fungctionality should be evaluated against-requirements the ASRS during G
selectlon lhe—ab#m—s&siem—ﬁmsﬂena#&e#ee#ﬁrel—s&s%ems#a#@s—#em—#e#e%

ontrol
imited

7.5

Packaged systems

If packaged systems are part of the control system, the ASRS should include guidance on how
packaged systems will be interfaced to the alarm system.

7.6 Customization

If important system requirements in the specification are not met by standard commercial
products, it—may can be necessary to develop custom solutions, or to reconsider the
specification. The ASRS facilitates early recognition of the need for customized solutions and
can-initiate associated cost /benefit analysis.
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7.7

Alarm system requirements-testing verification

Each alarm system requirement should be-tested verified prior to the operations stage of the

life cy

cle.

8 Identification

8.1

Purpose

ldentification-is-a-separate-stage-of-the-alarm-lifeeyele: Identification is a general term for the

different methods that can be used to determine the possible need for an alarm or a change to

an alg
recon

8.2

This @
may ¢
Some
alarm
identi

Some

d) en
e) fa

f) current good manufacturing practice (cGMP),

g) ay
h) P&

i) op
) pa
8.3

Perso
and th

rm. The identification stage is the input point of the alarm management life cycle, f
mended alarms or alarm changes. Identified alarms are an input to rationalization.

Alarm identification methods

ocument does not define or require any specific method for alarm identification. A
an be identified by a variety of good engineering practices or regulatory requiren
combination of identification methods should be used to determine“potential alarm
identification method can affect the classification of an alarm;-Where appropriate,
ication-may can be done during alarm rationalization.

common alarm identification methods are:
e

bcess hazards analysis (PHA or HAZOP),
er of protection analysis (LOPA),

ident investigations,

vironmental permits,

lure mode and effects analysis (EMEA),

ality reviews,
LID reviews,
erating procedurereviews, and

ckaged system manufacturer recommendations.

Identifieation training

nnel using any method for alarm identification should be trained on the alarm philo
e‘eriteria for-assessing evaluating alarms.

or the

larms
hents.
5. The
alarm

sophy

8.4

Identification documentation

The information related to potential alarms should be documented during identification and used
in alarm rationalization if available, including:

® O O T O

the consequence threshold (e.g., constraint),

the operator response,

)
)
) the consequence of inaction,
) the probable cause, and

)

the rationale for the consequence threshold.
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9 Rationalization

9.1 Purpose
Rationalization-is-a-separate-stage-in-the-lifeeyele- During rationalization, existing or potential

alarms are systematically compared to the criteria for alarms-setferth documented in the alarm
philosophy. If the proposed alarm meets the criteria, then the alarm setpoint, consequence, and
operator action are documented, and the alarm is prioritized and classified according to the
alarm philosophy. Rationalization produces the detail design information, documented in the
master alarm database, necessary for the design stage of the alarm management life cycle.

The agtivities of Tattonaltzation are.

a) alarm justification,
b) alarm setpoint determination,
c) alarm prioritization,

d) al@rm classification, and

e) ragionalization review.

9.2 Rationalization documentation
9.21 Rationalizationtdocumentation requirements
o jon-dogumentationfor-each m-shal-nclude-the following- Each alarm shall be

rationplized and.@ecumented as specified in the alarm philosophy, for each applicable| plant
state.|The doguMé€ntation shall include: 26

a) alarmtype,

b) alprnpriority,

c) alarm class,

d) alarm setpoint or logical condition (e.g., off-normal),
e) operator action,

f) consequence of inaction-er-incorrectaction, and

g) plant state.

Additional alarm attributes may be documented during rationalization.

9.2.2 Rationalization documentation recommendations

Rationalization—decumentation—for-each—alarm should-include determine and document the
following for every alarm per the alarm philosophy, for each applicable plant state:


Every alarm requires rationalization - even those that belong to a group that has common charasterics. As written this subclause implies that one can pick and choose which alarms are to be rationalized. This clause was updated to resolve this issue.
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a) the maximum allowable response time,

b) the probable cause,

c) the rationale for the alarm setpoint,

d) the identification method, and

e) the need for advanced alarming techniques, if necessary.

9.2.3 Plant states

Plant states can include:

a) start-up,

b) ndrmal operation,

c) operation, step, or phase in batch processes, and

d) shjutdown.

9.3 [Alarm justification

9.3.1 Alarm justification process

Each plarm-requiring-rationalization is compared to the criteriain the alarm philosophy to justify
that it|is an alarm.

The criteria from the definition of alarm include that:

a) the alarm is directed to the operator,

b) the alarm indicates a process deviation, abnarmal condition, or equipment malfunction, and
c) the alarm requires a timely response.

9.3.2 Justification approach

The ajarm justification process should:

a) utjlize a team approach,

b) in¢lude knowledge of the'process and the control system, and

c) rely heavily upon,operator-input knowledge;—and.
c—fofpus-on-the-operatoraction-to-be-prompted-

9.3.3 Individual alarm justification

All alarms—te—be—Faﬂenah%ed are systematlcally rewewed—T—hrs usualIy—rs:—eleﬂe—emﬂaC by

to be

captured for each rationalized alarm should be speC|f|ed in the alarm ph|Iosophy—deJe and
typically includes:

a) verification that the proposed alarm meets the criteria for an alarm stated in the philosophy;

b) the-response action(s) the operator-may can take in response to the alarm;

c) the consequence that will occur if action is not taken or is unsuccessful;

d) the allowable response time.
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Those alarms for which the-operater’'s—primary-response operator action is simply to relay the
information to the appropriate person or group for action (e.g., instrument diagnostic alarms)

should be reviewed to determine if an alternate method exists to transfer the information without
burdening the operator or the alarm system.

9.3.4 Impact on alarm system performance
Alarm justification should-ensure verify that:

a) the alarm will not become a nuisance, and

b) the alarm does not duplicate another alarm-that-has-the-same-eperateractions.

Advanced alarming techniques (e.g., state-based alarming—er—togic—based-alarms).can be
specified to prevent negative impact on the alarm system performance from the abeve|listed
condifions.

9.4 |Alarm setpoint determination

The guidance stated in the alarm philosophy-is should be applied to the*determination ofjalarm
setpojnts.

Effectfjve methods use information including:

Q

the allowable response time (see-Figure5 Figure 4),

O

thé complexity of the operator action,

o O

the normal operating range,

(¢}

)
)
) the time necessary to complete the operator actiof,
)
)

other operating or design boundaries, and
f) knowledge of the process operation and:history;—and-etherfactors.

For spme processes (e.g., batch processes), the alarm setpoint may be modified with| plant
state.

9.5 Prioritization

Alarm| priority is used to aid\the operator in determining the order in which to respond to mltiple
alarmp. The method fér jpriority assignment defined in the alarm philosophy is applied fo the
rationplized alarm and a priority is assigned. Effective prioritization typically results in higher
prioriffes chosen fess frequently than lower priorities. Most of the alarms should be assigned to
the lowest alarm priority (least important) and the fewest to the highest alarm priority |(most
important), with’ a consistent transition between the two. The resulting priorities should have
alignmentwith the consequence and allowable response time, such that the lowest priority
alarmp. have the least severe consequences and longest allowable response times, and the
highest-prierity-atarms-have-the-me evere-consequences{e-g——fire-and-gasatarms)rand the
shortest allowable response times. Alarm priority distribution metrics are provided in Clause 16.

Prioritization may include consideration for alarm classes (e.g., HMA classes) or identification
methods (e.g., LOPA) to set alarm priority.

9.6 Classification

shall be assigned to one or more classes as defined in the alarm philosophy.

Alarms-in-the-sameclass—are-notrequired-to-have-the-same priority- Classification may occur

prior to, during, or after the alarm justification and prioritization.

Alarms in the same class may have different priorities.
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9.7 Review

Upon completion of the initial justification, prioritization, and classification of all the required
alarms, the results should be reviewed to ensure consistent application of the criteria throughout
the process. The results should be compared to any targets for number and priority of alarms
that might be-set-forth documented in the alarm philosophy.

9.8 Removal of rejected alarms

Existing alarms that-fail are rejected for failing to meet the criteria for-alarming-previded-in-the
an alarm—ph#esephy shall be documented along W|th the baS|s (i.e., crlterlon |t falled to meet)
' ' (e.g.,
edure

to remove the aIarm from the system.

9.9 Use-of Documentation

Ratiopalization shall be documented to become the basis for ensuring the.integrity of thealarm
systefn. The documentation (e.g., a master alarm database)-delineates isithe link betweern each
alarm|and the alarm philosophy and can be used for several purposesyincluding:

a) input to the detailed design stage of the alarm management life cycle,

b) ut{lization as part of the MOC,

c) alarm response procedures,

d) trgining of and-review use by operators,

e) pdgriodic auditing and reconciliation of the control system alarm settings, and

f) evaluation of alarm monitoring and effectiveness data.
10 Deetailed design: basic alarm design

10.1 |Purpose
Basic|alarm design is part of thecdetailed design stage of the life cycle.-Clause-10-presenis-the

essential reguiremen
essentaregutirement Aprem et e aafmsSGeHhe oy theRatohatZatoh

specific—control-system- Clause 10 addresses the design con&derahonasseerated%h%he
triggefing-of-alarms to implement the alarms within a specific control system as specified py the
rationplization process. JAll design considerations related to the presentation of alarms are
contalned in Clausge 419.

to imetammant the alarme defined by the rationalization nrocess within o
tO+HMPh HORPFOCEeSSWtRHRa

10.2 |Basic atarm design capabilities

The design,for alarms shall be consistent with the alarm philosophy and the overall gontrol
systevln deS|gn ph|Iosophy The capabilities of the control system should be considered fin the
basic 'atarm uco|g||

10.3 Usage of alarm states
10.3.1 Alarm state triggering
The source for each alarm-in-the-system should be documented. Changes in alarm state can

be triggered from various sources within a control system as shown in Figure 1, including:
a) the field devices (e.g., sensors and final control elements),

b) the control-and-safety system (i.e., BPCS, SIS, packaged system), and

c) the HMI.
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10.3.2 Alarm states and other logic functions

Clear design guidance should be provided regarding the use of alarm state information with
other logic functions (e.g., interlock actions). If alarm setpoints will be used for—purpeses
functions (e.g., as an interlock setpoint) in addition to operator notification, then documentation,
training and MOC can be impacted. Additionally, the impact of modifying alarm attributes as
well as the use of designed suppression should be clearly identified, documented, and
potentially restricted (e.g., extra confirmation—er and higher access level required). This
information should be specifically documented in the alarm philosophy under alarm design
principles.

10.3.3—Alarm suppression and other logic functions

The alarm suppression functionality shall not-bypass unintentionally impact other logic'fungctions
(e.g., finterlock actions).

10.4 |Alarm types

arm-type-should-be-assighed-to-each-alarm-defined-duringrationalization- e-alarmp-type
is-defined-to-give-the-operatora-visual distinction-of the-alarm- Alarm type shall be implemented
based on the information documented in the master alarm databasé&-~The common alarm|types
may dan include the following:
a) absolute alarms,
b) dgviation alarms,
c) raje-of-change alarms,

d) discrepancy alarms,

e) cdlculated alarms,
f) refipe-driven alarms,
g) bitf-pattern alarms,
h) controller-output alarms,
i) sypstems diagnostic alarms,
j) instrument diagnostic alarms,
k) adjustable alarms,
[) adaptive alarms,
m) retalarming alarms,
) statistical alarms,
o) firgt-outalarms, and
) bgd-measurement alarms.

The available alarm types that are included within a control system can vary. It could be
necessary to create a custom alarm type as part of the engineering scope on a project. Alarms
may be of a single type or a combination of types.

Alarm types should be selected carefully based on engineering judgment. Certain types, such
as re-alarming, rate-of-change, deviation, bad-measurement, and controller-output alarms,-are

commoen can be sources of nuisance alarms-during-abnormal-conditions if they are not applied
appropriately.

10.5 Alarm attributes
10.5.1 General

During the basic design process, the-default alarm attributes should be-configured selected for
each alarm that has been-identified—during—rationalization rationalized and set based on
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engineering judgment. Attributes such as alarm setpoint and deadband can be different
depending upon the specific alarm type that will be implemented. Defining appropriate alarm
attributes can help minimize the number of nuisance alarms that are generated during operation.
Recommendations for the design of specific alarm attributes are provided in the following
subclauses. Alarm attributes should include:

a) alarm description,

b)—alarm-type;

b) alarm setpoint or logical conditions,

c) alarm priority,

d) alfrm deadband,

e) orn-delay or off-delay

f) alarm group, and

g) alarm message.

10.5.2 Alarm description

All algrms shall have an informative text provided as a tag descriptiony or alarm description, or
both.{Fhe-use-of-A structured layout and consistent wording-are fecommended should bg used
in the|description.

10.5.3 Alarm setpoints

Alarm| setpoints-sheuld shall be-cenfigured selected‘based on the information documenited in
the mpster alarm database.

10.5.4 Alarm priority

Alarm| priority shall be-assignred selectedbased on the information documented in the master
alarm|database.

10.5.§ Alarm deadbands

10.5.5.1 General

Alar deadband is ap=Alarm attrihite within the control csvetem that reauires the nrbhcecs
—oaarT A AYACAV AV e R A | ™ arr o aTTT aTtaToato vvTrorTT aTo COTTOroT Q_yQL\.lIII Ta’t IU\.IUIIUQ LAY 'JI AAva"ie)
varialle to croce thaAalafm catnoint into-the normal oneratina ranae by ecome defined incréemant
variakle-to-cross-the@lprm-setpointinto-thenormal-operating fange by some-definedincrpment
or-petleentage—of the-fange- Alarm deadband is an alarm attribute used to reduce the nimber
of timges an alarf.is triggered for a given abnormal condition, which ideally would be only[once
It preyents an alarm from returning to normal until the alarm is cleared by the deadband, a
defindd incfement or percentage of the range. Deadbands are typically set based on the normal
operating ‘range of the process variable, measurement noise, and the type of process vatiable.
Appligation of deadbands can be very effective in eliminating nuisance alarms.

10.5.5.2
The control system shall provide the-capabilityfor-implementing—deadband functionality to

implement deadband.

Alarm deadband requirements

10.5.5.3 Alarm deadband recommendations

The engineering basis for setting of deadbands should be documented in the alarm philosophy.
Engineering judgment should be employed when setting deadbands in order to minimize
nuisance alarms while maintaining process vigilance and plant/personnel safety. Excessive
deadband, such as what might be calculated for an instrument with a large scale (e.g., flow of
0 to 100,000) can act as a latch, creating stale alarms. Settings should be documented and
then reviewed during commissioning and after significant operating experience.
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10.5.6 Alarm on-delay and off-delay
10.5.6.1 General

The attributes on-delay and off-delay (i.e., debounce timer) can be used to eliminate nuisance
alarms. The on-delay is used to avoid unnecessary alarms when a signal temporarily overshoots
the alarm setpoint, thus preventing the alarm from-beinrg-triggered becoming active until the
signal remains in the alarm-state condition continuously for-a-specified-length-of the delay time.
The off-delay is used to reduce chattering alarms by-lecking-in-the-alarm-indicationfora-certain

holding the alarm active for the delay period after the process condition has returned to normal.

10.5.

The ¢ontrol system shall provide the capability for implementing on-delay and“offidelay
functipnality.

10.5.6.3 Alarm on-delay and off-delay recommendations

Engingering judgment should be employed when setting on and off delayslin order to minimize
nuisaphce alarms while maintaining process vigilance and plant or personnel safety. Delay|times
shoull-considerprocess determination should take into consideratien’the allowable response
time dquring all modes of operation and whether filtering is being applied to reduce signal hoise.
On-dglay times should be applied only after careful evaluation of-peotential-control-sjystem
operational—effects delay on operator response. Settings' should be reviewed during
comnlissioning and after-significant sufficient operating experience.

10.6 [Programmatic changes to alarm attributes

Some| sites modify alarm attributes based on conditions such as-bateh-reeipe; product| type,
product grade, plant state, or other conditions. Alarm attributes can typically be
programmatically modified from one or more ‘of the following sources:

control logic (e.g., sequences, phases, state-based logic),

)
b) advanced alarming techniques,
)

external to the controlrsystem (e.g., manufacturing execution system (MES), enterprise
resource planning (ERP) system).

The alarm philosophy should detail the use and limitations of—this the functionality for
programmatic_changes. For each alarm-the-user, it should-identify be identified and-glearly
documented-which programs of the system will have access to modify alarm attributes ¢luring
operation~and which changes will be subject to MOC procedures. Advanced algrming
techn|quesfor modifying alarm attributes are covered in Clause 12.

10.7 Review of basic alarm design

A typical control system provides-the-userwith the ability to implement numerous different alarm
types for a single process variable. - Foe-minimize-alarm-loading-on-the-operator; The basic alarm

design results should be reviewed against the master alarm database to ensure that only the
required alarms-exist are implemented.

11 Detailed design: human-machine interface design for alarm systems

11.1 Purpose
The HMI deS|gn for alarm systems is part of the detalled deS|gn I|fe cycle stage. —Gtaese4—1

WHMJ%% Clause 11 prowdes reqwrements and recommendatlons related to the
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presentation of alarms to the operator and other HMI users. The indication-and-disptay of alarms
is only one component of the HMI design, and contributes to effective operator—process

interaction (see Figure 5).-Guidance-on-general HMI-design-for-contrel-systems-is-outside-the
scope of this standard.

NOTE

11.2

11.21

Guidance for HMI design and maintenance is provided in ANSI/ISA-101.01.
HMI functions

General

The HMI design for alarms-sheuld shall 27 be consistent with the alarm philosophy and the

overa
the H

11.2.2
The H

a) un

I HMI design philosophy. The capabilities of the control system should be conside
MI design.

HMI information requirements
Ml shall clearly indicate:

suppressed active alarms,

b) al

rm states,

c) alarm priorities, and

d) alarm types.

11.2.

HMI functional requirements

The HMI shall provide the ability-for-the-operator ta;

a) silence audible alarm indications (i.e., without acknowledging the alarm),

b) inglividually acknowledge alarms,

c) place alarms out of service through aceess-controlled methods as allowed in the philos

d) m

pdify alarm attributes through.dccess-controlled methods only,

e) initiate an alarm shelving function,

f) su
g) di
¢)—asy

11.2.4

pport a designed suppression function, and

Eplay alarm messages;and.

HMI functional recommendations

The HMI shewld provide the ability for the operator to access the alarm response procedur

11.2.5

red in

ophy,

cs. 28

HMI disol .

The HMI shall provide the capability for the following, or equivalent:

a) alarm summary displays,

b) alarm indications on process displays,

c) alarm indications on tag detail display,

d) sh

e) su

elved alarm summary displays,
ppressed-by-design summary displays, and

f) out-of-service summary displays.

11.2.6 Alarm records requirements

An alarm record is a set of information which documents an alarm state change.



HMI design shall be consistent as consistency is a basic requirement in human interface design and ergonomics. See ISO 11064.

HMI design shall be consistent as consistency is a basic requirement in human interface design and ergonomics. See ISO 11064.
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An alarm record shall have the following alarm record attributes:

a) tag name for alarm,

b) tag description or alarm description for alarm,

c) alarm state,

d) alarm priority,

e) alarm type, and

f) time and date of occurrence of the alarm state change.

11.2.

An al

a) pr
b) al
c) al

11.3

11.3.1

arm record should have the following alarm record elements:

bcess value at the time when the alarm record is recorded,

arm setpoint,
Arm group or process area,
d) ald

e) ald

rm-group class(es), and

rm message.

Alarm states indications

General

The alarm state transition diagram (see Figure 3) defines the states of alarms.

11.3.2

A con
distin
a) nd
b) un
c) ag
d) re

Required alarm state indications

hbination of visual indications, audible indications, or both, shall be used to un
juish the following alarm states:

rmal,

acknowledged alarm,

knowledged alarm,

urn-to-normal unacknowledged alarm,

f) s
g) ol

11.3.3

e) s:]elved alarm,

ppressed-by=design alarm, and
t-of-service alarm.

Recommended alarm state indications

11.3.3.1 General

The following recommended alarm state indications are common industry practice.

11.3.3.2 Normal state indication

quely

The normal state should not use an audible indication. The normal state visual indication should
be the same as indications without alarms.

11.3.3.3 Unacknowledged alarm state indication

The unacknowledged alarm state should use both an audible indication and visual indication.
The audible indication should be silenced with a silence action or acknowledge action by the
operator. The visual indication should be clearly distinguishable from the normal state indication
by using colours and symbols (e.g., shape, text, a combination or shape and text). The visual
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indication for an unacknowledged alarm should include a blinking element. There are some
environments in which an audible indication is not an effective indicator of unacknowledged

alarm

S.

11.3.3.4 Acknowledged alarm state indication

The acknowledged alarm state should not use an audible indication. The acknowledged alarm
state visual indication should be clearly distinguishable from the normal state indication by using
symbols (e.g., shape, text, a combination or shape and text), and should be-identical related in
colour to the unacknowledged alarm indication. A blinking element should not be used in the

visual

indication for an acknowledged alarm.

11.3.3
The r

to-nofmal unacknowledged state visual indication may be the same as the normal state

may i

11.3.3

.5 Return-to-normal unacknowledged state indication

bturn-to-normal unacknowledged state should not use an audible indication®.The r

ndicate an unacknowledged status with a blinking element.

.6 Shelved alarm state indication

The 1he|ved alarm state should be visually indicated in the HMI.\The visual indication|

shelv
be-did

11.3.3
The {

indicdtion for an alarm suppressed by design¢should not include a blinking element.

suppr
acknd

suppr

11.3.3
The o

d alarm should not include a blinking element. The shelved.alarm state indication s
tinet unique. No audible indication should be used to idedqtify shelved alarms.

.7 Suppressed-by-design alarm state indication
uppressed-by-design alarm state should be:visually indicated in the HMI. The
bssed-by-design alarm state indication should be

~distinct from the unacknowledge
wledged-state-indications unique. No alidible indication should be used to identify 4
cssed by design.

.8 Out-of-service alarm state indication

ut-of-service alarm state should be visually indicated in the HMI. The visual indicati

an mjl-of service alarm should not mclude a bI|nk|ng element. The out-of-service alarm

indic
unique.

11.3.3

tion should be :
No audible indication should be used to |dent|fy out of service aIarms

.9 Summary-of alarm state indications

The-r¢commended audible and visual alarm state indications for typical alarms are summ

in Tak

le 4.

eturn-
or it

for a
hould

visual
The
d-and
larms

on for
state

Arized
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Table 4 - Recommended alarm state indications

Audible Visual indications
Alarm state L

indication Colour Symbol Blinking
Normal No No No No
Unacknowledged alarm Yes Yes Yes Yes
Acknowledged alarm No Yes Yes No
Return-to-normal unacknowledged alarm No Combination Optional
Shelved alarm No Combination No
Suppifessed-by-design alarm No Combination Nb
Out-of-service alarm No Combination No

NOTH 1 "Yes" signifies the indication type is used to indicate the alarm state.
NOTH 2 "No" signifies the indication type is not to be used to indicate the alarm_state’.
NOTH 3 "Combination" signifies the indication is a combination of visual col¢urpand symbol indications.

NOTH 4 "Optional" signifies the indication is not required.

11.3.4 Audible alarm state indications

The dudible alarm indication for unacknowledged alarms may also be used to indicate the
prioritly, the process area, or the alarm group;\depending on the alarm philosophy.

In enyironments where an audible indication of an unacknowledged alarm is not effective|(e.g.,
high gmbient noise level environments), a clear visual indication of an unacknowledged |alarm
that i§ always within view of the operator should be used (e.g., a light, series of lights).

11.4 | Alarm priority indications
11.4.1 General

The alarm philosophy-provides a set of alarm priorities used in the HMI to assist the opgrator
in selg¢cting the séguence of alarm response actions.

11.4.2 Alarm priority indication requirements

A unipué/combination of visual indications, audible indications, or both, shall be uded to
distingufishthe atarm priorities withih the afarm system.

11.4.3 Colour alarm priority indications requirements

A separate colour indication shall be used for each alarm priority, except in operating
environments where this is not practical. The alarm priority colours shall be reserved and shall
not be used for other elements of the HMI, except in operating environments where this is not
practical.

11.4.4 Recommended alarm priority indications
11.4.4.1 General

The following recommended alarm priority indications are common industry practice.
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11.4.4.2 Symbol alarm priority indications

A unique symbol (e.g., shape, text) should be used to indicate each alarm priority to reinforce
colour coding.

NOTE The combination of unique colour and symbol can be used to compensate for colour blindness.
11.4.4.3 Audible alarm priority indications

A distinct audible indication should be used for each alarm priority. In environments where an
audible indication is not used as a priority indication, a visual priority indication should be used.

11.5 |Alarm message indications
11.5.1 General

The aJyarm message provides further clarification of the alarm beyond the tag‘name, stafe and
priority indication. It may also include part of the operator action or a refenence to the [alarm
respopse procedure.

11.5.2 Recommended alarm message indications

11.5.2.1 General

The followingrecommended alarm message indications are_common industry practice:
a) vigual alarm message indications, and

b) vocalized alarm message indications.

11.5.2.2 Visual alarm message indications

A vistyial alarm message should be generated for each alarm and displayed on the [alarm
summary. The visual message should\be structured with consistent information. The pisual
alarm|message is usually not directly displayed on process displays.

11.5.2.3 Vocalized alarm message indications

A vochlized alarm message;-using-a-voice-synthesizer—ean may be used. The vocalized [alarm

message should be struetured and brief. The vocalized alarm message should be silenced with
a silepce action or acknowledge action by the operator. A visual indication should be used in
conjunction with a vwocalized alarm message.

11.6 |Alarmdisplays
11.6.1 /General

Within an HMI there are several types of displays that are effective as part of the alarm system.
The displays can include the following:

a) alarm summary display,

b) alarm summary status display,

c) alarm log display,

d) process display,

e) tag detail display,

f) system diagnostic alarm display,

g) shelved alarm display,

h) suppressed-by-design alarm display, and
i) out-of-service alarm display.
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The displays are described with required or recommended functions. The function may be
provided through other methods.

11.6.2 Alarm summary display

11.6.2.1 Alarm summary display requirements

At-least-one—alarm—summary—display—is—required- The alarm summary provides a list of

unsuppressed active alarms within the alarm system. There are several required and
recommended functions for alarm summary displays.

11.6.Tﬂ—lﬁbvma(-io»—veqoi+ememe

The alarm summary display shall list only information for alarms. The display shall provi

follow

a) ta
b) ta
c) th
d) th
e) th
f) th

ng information for each alarm:

j name for alarm,

j description or alarm description for alarm,

b alarm state (including acknowledged status),
b alarm priority,

b time/date the alarm became active, and

b alarm type.

11.6.2.3 Information recommendations

The aJarm summary display should provide the following information for each alarm:

b current process value,
b alarm setpoint,
b alarm group or process area, and

b alarm message.

11.6.2.4 Additional information recommendations

In adqgition to the information for each alarm, the alarm summary should display:

b number of alarms in the summary list, and

b number of\unacknowledged alarms in the summary list.

11.6.2.5 _Functional requirements

The a

Jati’summary display shall provide the following functions:

le the

a) sorting of alarms by chronological order,

b) sorting of alarms by priority,

c) individual acknowledgment of each alarm, and

d) acknowledgment of multiple visible alarms, with access-controlled methods as allowed in
the alarm philosophy.

11.6.2.6 Functional recommendations

The a

larm summary display should provide the following functions:

a) navigational link to the appropriate process display,

b) access to alarm response procedures,
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c) filtering of alarms by time of alarm,

d) filtering of alarms by priority,

e) filtering of alarms by alarm type,

f) filtering of alarms by alarm group or process area,

g) filtering of alarms by tag name,

h) time limits for filters, and

i) sorting of alarms by tag name.

Where filters are used in alarm summary displays, the display should clearly indicate when a

filter igTmose—Thetimetmit s = functiomthat removesthefiterwhenm thetimeperiodexpires.
11.6.3 Alarm summary status

11.6.3.1 General

An alarm summary status display-is—recommended should be providednThe alarm summary
statuq display provides an indication of the number of unsuppressed a¢tive alarms by priority
for each process area.

11.6.3.2 Information recommendations

The alarm summary status display should provide the follewing information for each prpcess
area ¢r other grouping:

a) the number of alarms in each alarm priority,

b) the number of unacknowledged alarms in each-priority, and

c) arn indication if all alarms in a priority are;acknowledged.

11.6.3.3 Functional recommendations

The alJarm summary status display should provide a navigational link to the appropriate prpocess
displaly.

11.6.4 Alarm log displays

11.6.4.1 General

An alarm log display-should be provided. The alarm log display provides access to the [alarm
log, \A]lhich contdins an alarm record for each alarm state change (e.g., acknowledgment, return-

to-no

11.6.4

mal-ete:),

2/, Information recommendations

The a

larm log display should provide the following information for alarm records:

a) tag name for alarm,

b) tag description or alarm description for alarm,

c) the alarm state (including acknowledged status),

d) the alarm priority,

e) the date and time of the alarm,

f) the date and time of acknowledgment,

g) the date and time of the return to normal, and

h) the alarm type.
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11.6.4.3 Functional recommendations

The alarm log display should provide the following functions:

Y]

) filtering-efalarms by tag name,

) filtering-ef-alarms by time of alarm state change,
) filtering by type of alarm state change,
)
)

Q O T

filtering-of-atarms by priority,
filtering-ef-alarms by alarm type, and

f) filtering of alarms by alarm group;and or process area.

e

11.6.3 Process displays

The process displays provide a process context for the alarms. The process displays ghould
provide the following information:

a) the tag name (through text or other access methods),
b) the alarm state, including acknowledge status,

c) the alarm priority,

d) the alarm suppression status, and

e) the alarm type.

11.6.1 Tag detail displays

The tag detail displays provide a detail for the tag.n alarm. A detail display should provide the
followjing information:

a) the alarm state (including acknowledge:status),
b) the alarm priority,

c) the alarm group,

d) the alarm type,

e) the alarm setpoint,

f) the alarm suppression\status, and

g) the current valuecof-the process variable or state.

11.6.7 Other4display graphic elements

Otherfdisptaygraphic elements (e.g., alarm banners) may be used to indicate alarm states.

11.7 LAlarm-shelving
11.7.1 General

The-tempeorary shelving of alarms is a required function. This temporary suppression of alarms
by the operator is a-function-used common practice to keep nuisance alarms from interfering
with the effectiveness of the alarm system. Shelving includes a functionality, such as a time
limits, to ensure the integrity of the alarm system is maintained.

11.7.2 Alarm shelving functional requirements
The alarm shelving function shall provide the following:

a) the ability to shelve alarms,

b) displays of shelved alarms, or equivalent list capabilities, to indicate all alarms shelved,
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c) a time limit for shelving,

d) access control for shelving of individual alarms,

e) the ability to unshelve alarms, and

f) arecord of each alarm-shelved shelve action with timestamp, and
g) a record of each unshelve event with timestamp.

The time limit is a function that unshelves the alarm when the time period expires.

11.7.3 Alarm shelving functional recommendations

The alarm shelving function should be designed to prevent-alarm-floods-when-active-alarfisare
autonjaticallyunshelved unshelving alarm floods by automatically unshelving active_afarms too
quickly. The state transitions from shelving are:

a) a manually unshelved alarm should transition to the acknowledged alarm_state, and
b) an automatically unshelved alarm should transition to the unacknowledged alarm stafe.

The shelving function should record the identity of the person that shelved the alarm. 29

11.7.4 Shelved alarm displays
11.7.4.1 General

Shelvpd alarm displays, or equivalent list capabilities,“for an alarm system with shglving
functipnality have several required and recommended)functions.

11.7.4.2 Information requirements
Shelved alarm displays shall provide the following information:

a) tag name for alarm,

b) tag description or alarm description for alarm,

c) alarm type,

d) the alarm status (i.e., active or not active),

e) the alarm priority, and

f) the shelved time remaining or the time and date the alarm was shelved.

11.7.4.3 Functional requirements
Shelved alarm displays shall provide the following functions:

a) sorting of alarms by chronological order of shelving or shelved time remaining,

b) sorting of alarms by priority,
c) sorting of alarms by tag, and
d) individual unshelving of alarms.

11.7.4.4 Functional recommendations

Shelved alarm displays should provide the following functions:

a) filtering of alarms by priority,

b) filtering of alarms by alarm state,

c) filtering of alarms by process area,

d) operator entry of the reason the alarm was shelved,



This statement as written was problematic because the shelving function has no control over how many other alarms are annunciating at the same time an active alarm is unshelved. This clause was updated to resolve this issue.
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shelving of alarms by group,

f) navigational link to a process display, and

g) navigational link to the tag detail display.

11.8

11.8.1

Out-of-service alarms

General

The suppression of alarms by placing an alarm out of service is a required function and a
common practice to remove alarms from service to allow maintenance. There are several

requir

ed and recommended HMI functions related to out-of-service alarms.

11.8.2
The o

a) a
b) a
c) di

Out-of-service alarm functional requirements
ut-of-service alarm function shall provide the following:

method to individually remove each alarm from service,
method to individually return each alarm to service,
splays of out-of-service alarms or equivalent list capabilities, to indicate all alarms

selrvice,

d) ag¢
e) a
f) a
11.8.3
11.8.3
Out-o

systefn. Out-of-service alarm displays have several required and recommended functions.

11.8.3

Out-o

cess control to place alarms out of service if allowed, and

ecord of each-alarmplaced out-of-service action with(timestamp, and

ecord of each return-to-service event with timestamyp. 30
Out-of-service alarm displays

.1 Out-of-service alarm display requirements

f-service alarm display, or equivalent list capabilities, shall be provided for the

.2 Information requirements
f-service alarm displays.shall provide the following information:

j name for alarm,
j description of_alarm description-for-alarm,

c) alarm type,

f) th

e-unsuppressed alarm status (i.e., active or not active),

b alarm priority, and
btime and date the alarm was placed out of service.

out of

alarm

p

11.8.3.3 Functional requirements

Out-of-service alarm displays shall provide the following functions:

a) so
b) so
c) so
d) so

rting of alarms by chronological order of suppression,
rting of alarms by priority,

rting of alarms by alarm status (i.e., active or not active),
rting of alarms by process area, and

e) individual return to service of alarms.


The person putting the alarm out of service should indicate the anticipated duration as they cannot be certain of how long it will be out of service, and addition of a new statement that when returning to service the time and date shall be recorded.
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11.8.3.4 Functional recommendations

Out-of-service alarm displays should provide the function for operator entry of the reason the
alarm was suppressed and the approximate anticipated duration of the suppression (e.g., less
than an hour, less than a day, less than a week, less than a month). 31

11.9

Alarms suppressed by design

11.9.1 General

The designed suppression of alarms is a required function and it is common practice to suppress
alarms_that are not needed due to intended or actual operating conditions. This functionality
suppdrts the testing, maintenance, and operator understanding of designed suppression

11.9.2 Designed suppression functional requirements

The designed suppression function shall provide the following:

a) di

bplays of alarms suppressed by design or equivalent list capabilities; to' indicate all g

suppressed by design,

b)—afecord-of-each-alarm-suppressed-bydesign-

11.9.3

ecord of each suppress-by-design event with timestamp¢and
ecord of each unsuppress-by-design event with timestamp. 32

Designed suppression functional recommendations

The designed suppression function should be designed to prevent alarm floods when

alarm

5 are automatically unsuppressed.

An aytomatically unsuppressed alarm should transition to the unacknowledged alarm s

the al

arm is active.

11.9.4 Suppressed-by-design displays

11.9.4.1 General

Supp
syste

essed-by-design displays, or equivalent list capabilities, shall be provided for the
. Suppressed-by-design displays have several required and recommended functig

11.9.4.2 Information requirements

Suppressed-by<design displays shall provide the following information:

a) ta

j.name for alarm,

larms

active

tate if

alarm
ns.

b) tag description or alarm description for alarm,

c) alarm type,
d) the-unsuppressed alarm status (i.e.,-alarm-status active or not active),

e) the alarm priority, and

f) the time and date the alarm was suppressed.

11.9.4.3 Information recommendations

Suppressed-by-design displays should provide an indication of the suppression method (e.g.,
designed suppression).



The person putting the alarm out of service should indicate the anticipated duration as they cannot be certain of how long it will be out of service, and addition of a new statement that when returning to service the time and date shall be recorded.

The person putting the alarm out of service should indicate the anticipated duration as they cannot be certain of how long it will be out of service, and addition of a new statement that when returning to service the time and date shall be recorded.
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11.9.4.4 Functional requirements

Suppressed-by-design displays shall provide the following functions:

a) so
b) so
C) so
d) so

rting of alarms by chronological order of suppression,
rting of alarms by priority,

rting of alarms by alarm state, and

rting of alarms by process area.

11.9.4.5 Functional recommendations

Suppf
alarm

11.10
11.10

Alarm
reconm

11.10
Alarm
a) co
b) pr
c) pr
11.10

Alarm
consiy

11.11
11.11
An ing
identil
11.11
An HN

essed-by-design displays should provide the ability for the operator to unsuppte
or disable the designed suppression.

Alarm annunciator integration
1 General

systems may include separate alarm annunciation devices. Ahis subclause des
mendations for integration of independent annunciators into an'alarm system.

2 Alarm annunciator integration recommendations

mmunication of alarm state information to the alarm log,
bvention of redundant alarms in the controlksystem, and
bvention of the need for redundant acknewledgement in the control system.

3 Alarm annunciator display integration recommendations

annunciators should be integrated so that the alarm layout on the annunciator foll
stent methodology.

Safety related alarm HMI

1 General

2 Independent safety related alarm HMI

I[\independent from the BPCS-may can be required for the following safety related a

annunciators should be integrated in a manner that provides the following functions:

ependent HMI can be required for some safety related alarms by code or standards.

SS an

cribes

[

pws a

arms:

a) safety related alarms, depending on considerations (e.g., the risk reduction factor), and

b) system diagnostic alarms from the SIS that indicate dangerous faults, depending on

Cco

NOTE

12 D

121

nsiderations (e.g., the operator+espense action, communication fault).

For further guidance, see IEC 61511 series.
etailed design: enhanced and advanced-alarm-methods alarming

Purpose

Enhanced and advanced alarming is part of the detailed design life cycle stage. Clause 12
provides guidance and consideration for additional alarm management techniques beyond
those which are normally employed in control systems. They generally provide added
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functionality over the basic alarm system design and are particularly useful to guide operator
action during abnormal process conditions.

Enhanced and advanced alarming-methods are additional layers of logic, programming, or
modelling used to modify alarm attributes.-Fhe-methods-include Advanced alarming modifies
alarm behaviours including logic-based alarming, dynamic alarming, state-based alarming (i.e.,
mode-based alarming), and adaptive alarms. Most designed suppression-methoeds techniques
are included in advanced alarming. In addition to advanced alarming techniques, enhancements
to the alarm system also provide enhanced information to the operator or redirect the alarm to

the de3|gnated responder %B—WQG—GLH%#&F%@H—MH%W—GGH&%FGQ—H&G&S%&W—B—%%F

The Hasic alarm design-metheds—may is not-be always sufficient to reduce alarm«fleqds or
mitigdte their effect so enhanced and advanced-teehrigues—may alarming can be-necegsary.
The-njethods techniques described can reduce or eliminate floods.

12.2 |Basis of enhanced and advanced alarming
12.2.1 General

Enhanced and advanced alarming-methods are often used if the-basic alarm design dogs not
achieye the performance goals stated in the alarm philosophy.The alarm philosophy or[alarm
systefn requirements specification should include a list of-acceptable approved enhanced and
advar|ced alarming-methods techniques.

12.2.2 Effort, manpower requirements and complexity

Enhafced and advahced alarming techniques add complexity and need additional resqurces
for design, implemgntation, and maintenance. The MOC procedure should include a revjew of
the impact of changes on the enhanced and advanced alarming techniques as well as risk
evalugtion of \po'ssible failures of the techniques. 33

12.3 |Information linking

Alarm systems can be enhanced by linking to information in the master alarm database (e.g.,
operator action-er, consequence). Information can also be linked from other sources including:
operating procedures, operator logs, maintenance history, or design documents. These links
should be easy to manage and maintain.

12.4 Logic-based alarming
12.4.1 General

Logic-based alarming is accomplished using techniques (e.g., Boolean logic-e+, decision trees)
to determine the modifications to be made to alarm systems. This may be implemented in the
control system or externally to the control system.



The wording as written reflects technology from over 11 years ago and has caveats and thoughts about "extra cost and complexity". In 2020 solutions have been deployed at hundreds of sites and have been working for a decade or so. This clause is updated to reflect that reality.
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12.4.2 Alarm attribute modification

The functional capability to modify some alarm attributes (e.g., alarm setpoints-er, priorities) is
necessary for some enhanced and advanced alarming techniques.

12.4.3 Externally enabled systems

Externally enabled systems capture alarm and process data from the control system and use
the information to determine plant operating conditions and the corresponding modifications to

alarm

12.4.4
Logic
modif:

12.4.5

State-
setpo
proce
a) th
b) a

attributes.

. . - o Pro.

bl alarm suppression techniques use alarm-state-ceonditions status from some-alajms to

y the alarm attributes of other alarms (e.g., first-out alarms).

State-based alarming

based alarming is an advanced alarm technique that modifiesCalarm attributes
nt, priority,-er suppression status) based on defined operating ‘states for equipm
5ses. States are often determined through:

b status of a-legieal variable,
jefined process variable which reaches a specific limit;

c) logic that looks at many variables and indicators, and

d) op

erator selection.

The state determination and alarm modification can be manual, semi-automated (e.g.,

comb
displa

12.5

Mode
alarm
data g

Mode

nation of manual and automated), or“fully-automated. The state should be ¢
yed to the operator.

Model-based alarming

(e.g.,
Bnt or

some
learly

-based alarming can be used-in areas where a more complex system of annunciating an

is desired, where complex process parameters can produce a result based on m
oints, or where an estimation or prediction of plant state can be derived from a mo

-based alarm systems should not be used as a replacement for the basic alarm s

withodit thorough analysis.

Liitiple
del.

ystem

12.6 |Additional alarming considerations
12.6.1 _General
Someladditienal-enhancements—add—vatue—tothe—alarm—system—These—enhancements—ean be

normathy are often not available in the basic alarm system.
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12.6.2 Remote alarm systems

Several situations can potentially exist in which the person-whe-mest-needs-to-know-aboutan
abnormal-situation-and-take-action-on-itisnotan-operator responding to an abnormal situation
is not in a control room. Such situations can benefit from the availability of a remote alarm
system (e.g., paging, e-mail, call-out alarms-ete.). Where remote alarm systems are used, the
alarm philosophy should include these systems.

The reliability of the message delivery is a significant issue in remote alarm systems and should
be considered. Periodic test messages should be used to improve reliability. A procedure to
ensure response to the alarm should be considered.

It-mayf can be necessary to also provide remote acknowledgement.

12.6.3 Supplementary alarm systems

Supplmentary alarm systems (e.g., expert system for alarm response) can replace—the—eeﬂtpei

y i all gr part
of the functlonallty of the alarm system W|th|n the control system of control system HMI to
provide a common interface. Alternatively, supplementary systems_can-be used, in addifion to
the-extisting control system alarm-system functions to provide additional or alternative jJalarm
information.

Specipl care should be taken to ensure that the additional information provides valug. The
systefn should be designed to ensure alarm availability-and reliability are acceptable.

Wher¢ a supplementary alarm system is used jt.shall comply with the requirements ¢f this
document.

12.6.4 Batch process considerations
12.6.4.1 General

The grocess conditions, states,and phases-may can be used to modify alarms in |batch
procegses. This is often implemented as state-based alarming.

12.6.4.2 Continuously'‘variable alarm thresholds

Alarmis for batch processes are often applicable only to specific steps of the proceps, or
assodiated with changing control loop setpoints, or time varying process data trends. Unless
special care is taken, batch processes are especially prone to the generation of nuisance dlarms.
Advanced alarming techniques can provide a structure for addressing these types of batch-
related alarm-problems.

12.6.4.3> Relative time versus abhsolute time

Data and alarm record time stamps are normally accomplished in computer systems using
calendar time. For batch information, relative time (i.e., the time since the beginning of the
batch or process step) is more relevant. A feature of some advanced alarming techniques is
the ability to take calendar time stamps and electronic records indicating when the batch step
or phase started and-compute-and-display determine alarms in relative time.

12.6.4.4 Inclusion of lot number and other identifying marks

Some sites-may specify the functionality to associate identification numbers (e.g., lot numbers)
with alarms. Being able to sort records by the selected identification is also useful in generating
official batch records of a production run and in comparing records of different production runs.
Methods of extracting and attaching such identifying marks should be proven and reliable.



https://iecnorm.com/api/?name=e635e707ef2a488b598b655952b4d3c7

- 74 - IEC 62682:2022 CMV © IEC 2022

12.7 Training, testing, and auditing systems

The alarm philosophy should specify steps to ensure advanced alarming techniques continue
to operate, including training, testing, and auditing. Training, testing, and auditing procedures
should include the enhanced and advanced alarming techniques.

12.8 Alarm attribute enforcement

To maintain the designed alarm attribute settings (e.g., alarm setpoints, and alarm priorities) at
authorized values, there should be a regular comparison of the rationalized values with the
settings in effect in the control system. Enforcement, the automatic verification and restoration
of alarm aftributes, is an enhanced alarm technique that performs functions associated with
monitpring, assessment, and audit. Enforcement can be initiated on a scheduled basis|or on
request and should differentiate changes resulting from state-based alarming or alarm>shglving
methqdologies.

13 Implementation

13.1 |Purpose
Implementation is a separate stage of the alarm management life cycle, which is the transition

from ¢gesign to operation. Clause 13 covers general requirements to implement or modify an
alarm|or alarm system.

13.2 [Implementation planning

The $cope of the project or change will detefrmine the extent of the work necepsary.
Implementation planning should include the following considerations:

a) di
b) awailability of competent resources,

sruption to operation,

c) fupctional testing or-validatien verification,
d) verification of documentationand

e) operator training.

13.3 [Implementation-fraining

13.3.1 General

The tnaining requirements for new alarms and modifications to existing alarms are determined
by thg classification of the alarm and the class requirements as detailed in the alarm philogophy.

13.3.2 ~dmplementation training requirements for new or modified alarms

Operators shall be tramed on the response to all new or mod|f|ed alarms-prierto-the-operator
A as prescribed in the alarm

phllosophy or the MOC procedure.
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13.3.3

alarms

Documentation of the training for new or modified highly managed alarms shall include:

a) th

€ persons trained,

b) a summary of the training material,

c) th

e method of training, and

d) the date of the training.

13.3.4

Docuinentation of the training should include:

a) th
b) a
c) th
d) th

13.3.5

Opers

e persons trained,

summary of the training material,
e method of training, and

e date of the training.

Implementation training requirements for new or modified alarm systems

tors shall be trained on all new or modified alarm systems.

Training documentation requirements for new or modified highly managed

13.3.6 Implementation training recommendations,for new or modified alarm systegms

The tf
the cH

a) th
b) th
c) th
d) th
e) th
f) th

13.4

13.4.1

Imple
deter

other [mg&thods, as detailed in the alarm philosophy.

NOTE

ange. Trainingreguirements of new alarm, system should include:

b audible and visual indications for alarms,

b methods for silencing an alarm,

b distinction of alarm priorities,

e use of the alarm HMI features (e.g., alarm summary sorting and filtering),
b methods for shelving and suppression, and

b methods for removing an alarm from service.

Implementation-testing and-validation verification

General

ined by the-classification-of-the-alarm-and MOC procedure, the class requiremer

Methods can include signal simulation and end-to-end signal function test. 34

13.4.2 Implementation testing requirements for highly managed alarms

aining-requirements for a modified alarm system should be appropriate for the nature of

mentation testing requirements for new alarms and modifications to existing alarms are

ts, or

The alarm philosophy shall identify the verification testing requirements for highly managed
alarms prior to putting the alarms in operation. The testing shall be documented including:

a) the alarm setpoint or logical conditions,

b) the alarm priority,

c) the audible and visual indications for the alarm,

d) any other functional requirement for the alarm as specified,

e) the persons conducting the testing,


Addition of a note about signal simulation.
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f) the method of testing and acceptance criteria,

g) the results of the testing and resolution of any failures or non-compliance,
h) the date of the testing, and

i) the date the alarm was put into service.

13.4.3 Implementation testing recommendations for new or modified alarms

Alarms should be tested during implementation prior to putting the alarms in operation. The
testing should include verification of the following:

a) the-sterm—setpoirtortogicalcon
b) the alarm priority,

c) the audible and visual indications for the alarm, and

d) any other functional requirement for the alarm as specified.

13.4.4 Implementation testing requirements for new or modified alarm systems

Alarm| systems shall be tested during implementation to ensure that/appropriate items |in the
alarm|philosophy and ASRS have been met. The testing of the medified alarm system sHall be
appropriate to the nature of the change, as determined by-site tHe'MOC procedures. The tgsting
of new alarm systems shall include:

a) the audible and visual indications for each alarm prigrity,

v

b) the HMI features, such as alarm messages in thefalarm summary or equivalent,
c) the methods for removing an alarm from servicerand returning an alarm to service,
d) the methods for shelving,

v

e) the methods for alarm suppression,
f) any additional functions of enhanced.or advanced alarming techniques, and
g) the methods of alarm filtering, sorting, linking of alarms to process displays.
13.5 |Implementation documentation

13.5.1 General

Therel are several documentation requirements and recommendations for alarm system
implementation.

13.5.2 Documentation requirements

The following documentation shall be provided:

a) the rationalization information documented,

b) sufficient information to perform testing of alarms,

c) the alarm response procedures,

d) any designed suppression or enhanced alarming documentation, and

e) test documentation, if required by the alarm philosophy.

NOTE The rationalization documentation and the alarm response procedures can be documented and accessed
from the master alarm database.

Upon completion of the alarm system implementation, the rationalization information shall be
updated in accordance with the-site MOC procedure.
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13.5.3 Implementation documentation recommendations

The reporting method, documentation format and structure should be in accordance with the

project documentation procedures and the owner’s documentation requirements.

The testing methodology and documentation should be appropriate to the nature of change, as

determined by the-site MOC procedures or the alarm philosophy.

Information used in testing new and modified alarms-may can include the following:

a) tag name for alarm,

b) tag description or alarm description for alarm,
c) alarm type,

d) prjority,

e) alarm setpoint value or logical condition,

f) operator action,

) method of testing and acceptance criteria, and
)

o «Q

repults of the testing and resolution of any failures or non~compliance.
14 Qperation

14.1 |Purpose

Opergtion is a separate stage of the alanm management life cycle. Clause 14 ¢
requirements for alarms to remain in and return to the operational state. The operationa
is whe¢n an alarm is able to indicate an abhormal condition to the operator. The use of to
alarm|handling within the operational. state is also described. Operation is the life cycle
followjing implementation and when“returning from maintenance.

14.2 |Alarm response procedures
14.2.1 Alarm response\procedures requirements

Alarm|response procedures shall be readily accessible to the operator as specified in the
philogophy.

14.2.2 Alarm’response procedure recommendations

Na b’ o M—ado meaen on hat 1 deeme ad-mo ) hla b obe a¥a a¥a
P O+—aid CoOGu at1o c c G S d S oyY—OP

overs
state
bls for
stage

alarm

ild-be

ysed- e dla irfo atio ecorded—duringata attormatizatio otTd—arso—o¢e ade
accessible.

eadily

Unless otherwise specified in the alarm philosophy, the alarm response procedures should

include:

a) the tag name for alarm,

b) the tag description or alarm description for alarm,
c) the alarm priority, 35

d) the alarm type,

e) the alarm setpoint,

f) the-petential probable 36 causes,

g) the consequence of inaction,



Alarm priority information shall be included in alarm response procedure recommendation and needs to be added to this list.

Changed to "potential causes" to be consistent with definition 3.1.25.
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h) the operator action,

i) the allowable response time, and

j) the alarm class.

14.3
14.3.1

Alarm shelving

Alarm shelving requirements

2022

Alarm shelving shall be allowed-as—documented-by-theclassofthealarm as detailed in the

alarm

philosophy.

14.3.2

H-a-hjghly-managed-alarm-—class-is—used-then Shelving highly managed alarms_shall

autho

Docuinentation, including approval, interim alarms and procedures, and reauthorization d

shall

14.3.3

Shelv
Eoe

14.3.4

The f:tllowmg information shall be recorded for each shelved alarm extending beyond a-

a) th
b) th
c) th
14.3.5

Writte
at shi

14.4
14.4.1
The t

Alarm shelving for highly managed alarms

rization and reauthorization requirements as detailed in the alarm philosophy.

be maintained.

Alarm shelving recommendations

ed alarms extending beyond a single operating shift, sheuld be reviewed. The o
ements procedure for shelving alarms should be documented in the alarm philosop

Alarm shelving record requirements

time limit set in the alarm philosgphy:
b tag name for alarm,
b tag description or alarm description for alarm, and
b reason for shelving.
Shift change procedlres and alarm review

n procedures should\bé developed for the exchange or review of alarm status inforn
t change.

Refreshertraining for operators
Refresher training requirements for operators

aining requirements for alarms shall be determined by the alarm classification—a+
Feghirements or other methods as detailed in the alarm philosaphy

follow

etails,

eview
hy.

el

hation

d-the

class

14.4.2 Refresher training documentation requirements for highly managed alarms

H-a-highly-managed-alarm—elass—is—used-then The following training information on highly

managed alarm shall be documented:

a) the persons trained,
b) the method of training, and
c) the date of the training;—and

The frequency of training shall be specified in the alarm philosophy. The documentation of the
training shall be retained for the period specified in the alarm philosophy or per company policy.
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14.4.3 Refresher training content for highly managed alarms

H-a-highly-managed-alarm-—class-is—used-then Operators shall be periodically trained on the

characteristics of each highly managed alarm. The content of the refresher training shall include:
a) the rationalization information of the alarm, and

b) the audible and visual indications for the alarm.

14.4.4 Refresher training recommendations for alarms

Operators should receive refresher training that involves alarm response procedures. The

tra|n|rn should covera hraoad ranaa of nraocaess scenarios—The-trainina should inclhiide-
g-SHetha V-e—a—-b+eaa—+ahg —pH+ S& SHaHES—Re—tH=aHHRg—SHeUtHaIReHae-

a) the rationalization information of the alarm, and

b) the audible and visual indications for the alarm.

A record of refresher training should be kept indicating who received the training and the¢ time
it was|received.

15 Maintenance

15.1 |Purpose

Maintenance is a separate stage of the alarm management life cycle. Clause 15 govers
requinements for alarm system testing, replacement-in-kind, and repair. It describgs the
transifion of alarms to the out-of-service state and ‘then return to service. Maintenancg also
requires refresher training for personnel maintaining'the alarm system.

15.2 [Periodic alarm testing
15.2.1 General

Periozﬁic alarm testing requirements)shall be determined by the alarm-class—requirefrents
classification or other methods as-detailed in the alarm philosophy. The purpose of pdriodic
testing is to ensure that the alarn®’ continues to perform as designed.

15.2.2 Periodic alarm_testing requirements

When|tests are perfarmed, a record shall be kept for a period specified in the alarm philogophy.
The rg¢cords shall.contain the following:

a) ddte(s) of(testing,
b) ngme(s),of the person(s) who performed the test or inspection,

c) urlique identifier of equipment (e.g., loop number, tag number, and equipment numbelr),

d) result of tests (e.g., the as-found and as-left conditions),
e) a reference to the testing procedure and methods used, and
f) cause of test failures.

If the alarm philosophy requires that some alarms be periodically tested, then the alarm
philosophy shall provide guidelines on the frequency and manner of testing.
15.2.3 Periodic alarm testing for highly managed alarms

i Highly managed-alarm-classes—are-used-then alarms-belonging-to-theseclasses shall be
periodically tested to ensure performance.

Any deficiencies found during periodic testing of highly managed alarms shall be repaired and
documented 37 or else an interim alarm or procedure shall be put in place in a timely manner.


Deficiencies and repairs should be documented to determine potential root cause and reduce likelihood of recurrence.
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15.2.4 Periodic alarm test procedure requirements

Test procedures shall be provided for alarms requiring testing.

15.2.5 Periodic alarm test procedure recommendations

Proce

dures should contain:

2022

a) steps for taking the alarm out of service prior to the test and returning the alarm to service
after the test, including notification to the operator,

b) appropriate warnings regarding control loops or final elements that might be affected by the

+

tept;
c) st£ps to address advanced alarming techniques if applicable.

15.2.¢ Periodic alarm testing recommendations

Test 1

a) m

Any d
a time

15.3
15.3.1

Requi
requH

15.3.2

Alarm
be ex

An al
alarm

The following information shall be recorded for each out-of-service alarm:

a) th
b) th

b) pltnned interval before next test.

ecords should contain the following:

bthod of testing, and

ficiencies found during periodic alarm testing should be‘repaired and documented
ly manner.

Out-of-service alarms
General

rements for the out-of-service procedure shall be determined by the alarm-
ements classification or other methods as detailed in the alarm philosophy.

Out-of-service process requirements

s that are placed out of service for extended periods (e.g., days, weeks, or months
amined to determine if ancinterim alarm or procedure is necessary.

thorization and documentation process (e.g., permit process) shall be used to ta
out of service.

b name.of’'the tag in alarm,
b alarm type,

38 in

Lclass

shall

ke an

c) ap

praval details

d) details concerning interim alarms or procedures if required,

e) the reason for taking the alarm out of service, and

f) the anticipated duration the alarm will be out of service (e.g., longer than a day). 39

15.3.3 Out-of-service highly managed alarms

If a highly managed alarm is taken out of service, appropriate interim alarms or procedures
shall be identified considering risk reduction requirements and the plant state.


Deficiencies and repairs should be documented to determine potential root cause and reduce likelihood of recurrence.

The anticipated duration of the alarm being out of service should be documented.
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15.3.4 Out-of-service process recommendations

Approval requirements for taking alarms out of service and the duration of record retention
should be specified-in-the-alarmphilosophy. The duration-of record retention-should-be defined

B R e
15.3.5 Requirements for returning alarms to service

Prior to returning out-of-service alarms to the operational state, operators shall be notified to
ensure they are aware of the returning alarm and the removal of the interim methods.

Interi A ermevad ; " - larms
are returned to service.

15.4 |Equipment repair

Information related to an alarm malfunction should be available to the operater.)Alarms affected
by ngn-functioning equipment (e.g., equipment that is taken out of @sérVice for reppir or
preventative maintenance) should be placed out of service if the condition”’will not be regolved
within] a reasonable time as specified in the alarm philosophy.

15.5 |Equipment replacement

The-sfte MOC procedure should address replacement equipment (e.g., measurement depices,
valve$, process equipment) that will change alarm attributes.-H-areplacementis-madg-then
alarmi-validation—may—berequired Alarm verificationn/may be performed after equipment

replagement, depending on the class of the alarm as specified in the alarm philosophy.

15.6 [Refresher training for maintenance
15.6.1 General requirements

The refresher training requirements for‘the maintenance of alarms shall be determined by the
class fequirements as detailed in the-alarm philosophy.

15.6.2 Refresher training requirements for highly managed alarms

H-ahghlymanagedalarmrclass-is—used-then Personnel shall be periodically trained ¢n the
maintgnance requwements for all hlghly managed alarms specmed in the alarm philosophy.-Fhe
The documentation pf the

training shall be retained for the period specified in the alarm philosophy or per company policy.

15.6.3 Refresher training recommendations for alarms

Maintenance personnel should recelve refresher tra|n|ng on the malntenance requwem nts of
alarms: g and

the time it was received. Evaluations should be conducted to ensure site maintenance
procedures are clearly understood.

16 Monitoring and assessment

16.1 Purpose

Monitoring and assessment is a separate stage of the life cycle. This stage verifies that design,
implementation, rationalization, operation, and maintenance are satisfactory. Clause 16
provides-guidanee requirements and recommendations on the use of alarm system analysis for

both on- gomg mon|tor|ng and per|od|c performance assessment iheseeaetwtesuseeman%et
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The alarm system shall be monitored. The alarm system performance shall be assessed against

the performance targets in the alarm philosophy.

Each alarm transition in Figure 3 should be recorded to provide data for performance monitoring.

16.3 Monitoring and assessment

General

16.3.1

The intent of monitoring and assessment is to identify and correct deviations from expected

performance. Monitoring the alarm systems involves analysis of the alarm records to calculate

performance and diagnostic metrics. Alarm system assessment is the comparison of

performance metrics against the targets specified in the alarm philosophy.
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16.3.2 Alarm system performance metrics

Both |n|t|al alarm system assessment and on-going momtorlng should include the measures Ilke

those shown in Table 7. Fhe-entirelist-of chosen-analysesshouldreflect-decisions-made-inthe
alarm-philosophy-

The two categories of data in a typical alarm system are alarm records (i.e., dynamic or real-

time data) and alarm attributes-(i-e-—alarm-settings-or-configuration-data). Both categorles are

valua

le in alarm system performance measurement and are subject to different analyse

a) Al

arm records contain alarm-related information and are produced by the system

alarms occur.

b) Alarm attributes make up the underlying structure which is necessary in order that
repfords are produced, including alarm types, alarm setpoints, priorities| deadbands
similar items.

In general, at least 30 days of data is-desirable practical for calculating the metrics. For

opera

The t
proce
signif

tions, data corresponding to several similar batches is more applicable.

Arget metrics described below are approximate and depend upon many factors
5s type, operator skill, HMI, degree of automation, c@perating environment, type
cance of the alarms produced). Maximum acceptable numbers could be significantly

or perfhaps slightly higher depending upon these factors.)Alarm rate alone is not an indica
acceptability.

16.3.3 Average alarm rate per operator console

Analy
the al

the sgan of control and alarm responsibility of a single operator)

are s

when

alarm
, and

batch

(e.g.,
5 and
lower
tor of

5is of alarm rate (i.e., annunciated alarm rate) is a good indicator of the overall he
Brm system. Recommended targetscfor the average alarm rate per operator consol

nown in Table 5. These rates:are based upon the ability of an operator and th

necegsary to detect an alarm, diagnose the situation, respond with corrective action(s

monit

br the condition to verify-the abnormal condition has been corrected.

Table 5 — Average alarm rates

Ith of

, and

Very likely'to be acceptable Maximum 40 Manageable
~144-plarms-per-day ~288-alarms-per-day
~6 algdrms per‘hour (average) ~12 alarms per hour (average)
~1 algrmyper/10 minutes (average) ~2 alarms per 10 minutes (average)

Sustained operation above the-maximum 41 manageable guidelines indicates an alarm system

that is annunciating more alarms than an operator-can-handle,—and-the likelihood-of missing
alarms-inereases is likely able to manage and can impact the probability of operator error.



"Maximum" is removed as it is not in the EEMUA document.

"Maximum" is removed as it is not in the EEMUA document.
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For peak alarm rate analysis, annunciated alarms are counted in regular 10-minute intervals
(e.g., 13:00 through 13:09). The peak alarm rate is the highest number of alarms annunciated
in one interval. The recommended target-corresponding-to-one-month-of data-is-that less-than
=1 % of the 10-minute-intervalsshould-contain-mere-than10-alarms is a peak alarm rate less
than 10.

Additionally, as a recommended target, less than 1 % of the 10-minute intervals should contain

more [han 1TU alarms.

16.3.% Alarm floods

Alarm| floods are variable-duration periods of alarm activity with annunciation rates likely to
excedd the-operatorresponse-capability ability of the operator to respond(iipran-alarmiflood;
the—alprm-system-is-likely-to-be-ineffectivein-assisting-the-eperater- Alanm flood calculations
involvie the determination of adjacent time periods where the alarm rate.is high, thus prodqucing
an overall flood event.

The sfart of an alarm flood is indicated by a highsalarm rate (e.g., an alarm rate that exfeeds
10 algrms per 10 minutes), and the end of ancatarm flood is indicated by a return to a refluced
alarmjrate (e.g., an alarm rate of less than S atarms per 10 minutes). As a recommended target,
an algrm system should be in flood for les$*than 1% of the time. The thresholds for alarn] flood
shoul@l be set in the alarm philosophy.

Improvements to the alarm system:and process operation-may can be indicated by the analysis
of alafm floods. No targets are'provided for these metrics. Alarm flood analysis should intlude:

a) ndmber of alarm floods,

b) dyration of each alarm flood,

c) alarm count in gach alarm flood, and
d) pdak alarm-rate for each alarm flood.

Advancedralarming techniques can be used to mitigate alarm floods.-Alarm-floeds-may-rquire
advanced methodologiesto-address: These techniques are described in Clause 12.

16.3.6 Frequently occurring alarms

Relatively few individual alarms (e.g., 10 to 20 alarms) often produce a large percentage of the

total alarm system load (e.g., 20 % to 80 %).-Fhe-mostfrequentalarms-should-be reviewed-at
regular-intervals{e.g-daily;weekly,—or-monthly). Substantial performance improvement can be

made by addressing the most frequent alarms.

The top 10 most frequent alarms should comprise a small percentage of the overall system load
(e.g., 1 % to 5 %). Action steps based on this analysis include review for correct functioning
and design.
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16.3.7 Chattering and fleeting alarms

A chattering alarm repeatedly transitions between the-alarm active state and the-rermal not
active state in a short period of time. Fleeting alarms are similar short-duration alarms that do
not immediately repeat. In both cases, the transition is not due to the result of operator action.

It is possible for a chattering alarm to generate hundreds or thousands of records in a few hours.
This results in a significant distraction for the operators. Chattering alarms are often high in the

Iistinﬂ—oﬁhrmwmmmwremm#ﬂewmbmmw be
eliminated. There is no long-term acceptable quantity of chattering or fleeting alarms;

16.3.8 Stale alarms

Alarmis that remain annunciated continuously for an extend€d duration (e.g., longeyq than
24 hdurs) can be considered stale. Such alarms providedittle valuable information {o the
operafors. Stale alarms should be examined to ensuresthat they were properly rationglized.
Advanced alarming or resolving the root cause can elifiinate stale alarms.

Thereg should be few stale alarms per operator console, with action plans to address them. No
alarm|should be intentionally designed to become stale and there is no long-term acceptable
numbgr of stale alarms.

16.3.9 Annunciated alarm priority distribution

provide response. The effectiveness of alarm priority is related to the distribution of the [alarm

Effec%ve use of alarm priority can ‘enhance the ability of the operator to manage alarms and
prioriffes: higher priorities sheuld be used less frequently as shown in Table 6.

Table 65=\Example annunciated alarm priority distribution

Priority-designation Percentage distribution
3 priofities: low, niedjum, high ~80 % low, ~15 % medium, ~5 % high
4 priorities: lowxmedium, high, highest ~80 % low, ~15 % medium, ~5 % high, ~<1 % highest

NOTH JFhe.#<1 % highest priority is sometimes used for a few alarms with severe consequences.

Additional priorities can be useful, such as a lowest priority for instrument diagnostic alarm with
very limited operator action. There is no recommended frequency or percentage distribution for
diagnostic alarms, since there is no recommended frequency for instrument failure. Low
numbers are better.



https://iecnorm.com/api/?name=e635e707ef2a488b598b655952b4d3c7

Alarm priority distributions can vary based on process and industry. Significant variance from
the target priority distribution can indicate ineffective rationalization or ineffective application of
the alarm prioritization methodology.

16.3.10 Rationalization and alarm priority distribution

An effective alarm rationalization effort will produce an annunciated alarm priority distribution
similarto—Faote6thetargetdistributiom i theatarmrphitosophy—Threanmunciated—atarmrpriority
distrigution will not match the rationalized alarm priority distribution since all alarms-afe not
equally likely to occur. For alarm systems that do not allow-prieritization-of a sepafate griority
for ingtrument or system diagnostic alarms, these alarms can be excluded from-the priority
distrigution calculations to prevent a skewed distribution.

16.4 |Unauthorized alarm suppression

The dlarm states of shelved, suppressed by design, and out of séifvice are all intended as
contrglled suppression methodologles It is possrble for alarms_to‘be suppressed outsjde of
these| methodologies. :
The-gotential-for-mistakes—and-the resultingrisk—are-high- Uncontrolled aIarm supprégssion
incredses the potential for mistakes and the resulting risk.

Alarm| state transitions to suppressed states and from stppressed states should be recgrded.
Analypis methods should be used to detect and report any alarms suppressed outsrde of|these
methqds. - The [target
value[for unauthorized alarm suppressmns is zéyo. 42

16.5 | Alarm attribute monitoring

Unauthorized alarm attribute changes,shall be detected and resolved by comparison of actual
alarm| attributes against rationalization information. Discrepancies shall be identified and
resolMed-guickly in a timely mafaner. The target value for unauthorized changes to alafms is
zero.

16.6 |Reporting of alarm system analyses

Alarm| system analyses should be reported at the appropriate frequency to personnel|(e.g.,
operators, staffyyand managers) concerned with the alarm system. Awarreu%phaseselhan

rojement Q'Ffr\rl' diffaraen lyeace o be performed at differentre
Fop-eH H Hefret HYSES e o et

C

CT LA~ T T
'a a)
C O

f
T

Action should be taken on problems identified by the alarm analyses. The progress and status
of actions should be regularly reported.

16.7 Alarm performance metric summary

The alarm performance metrics and example target values previously described;-with-the-same

qualifications; are summarized in Table 7.


This sentence is revised to clarify a target value.
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Table 7 - Recommended alarm performance metrics summary

Alarm performance metrics
based upon at least 30 days of data

Metric Target value
Target value: very likely to be Target value: maximum

Annunciated alarms per time acceptable manageable
Annunciated-alarms-per-day-per
operatorconsole ~144 alarms per-day ~288 alarms per-day
Annunciated alarms per hour per
operator console ~6 (average) ~12 (average)
Annurtciated alarms per 10 minutes per
operafor console ~1 (average) ~2 (average)

Metric Target value
P ‘ .
e A ~<1 %

Percentage of 10-minute periods
contalning more than 10 alarms ~<1%

Maximum number of alarms in a
10-mihute period <10

Percentage of time the alarm system is
in a flpod condition ~<1%

Percentage contribution of the top 10
most frequent alarms to the overall

alarm|load ~<1 % to 5 % maximum, with action plans to address deficiencies
Quantity of chattering and fleeting

alarmp Zero, action plans’to correct any that occur

Stale [alarms Less than\5*present on any day, with action plans to address
Annunciated priority distribution 3 priorities: ~80 % low, ~15 % medium, ~5 % high or

4 priorities: ~80 % low, ~15 % medium, ~5 % high, ~< 1 % highgst
Other special-purpose priorities-{e-g—system-diagnhostic-alarms)

excluded from the calculation

17 Management of change

17.1 |Purpose
MOC iS\a separate staqe of the Ilfe cycIe —GJ-&H—SG—'I—LGG—\#&FS—FGQ—EHFGFH&H%S—!‘-G{—GJ-&FHQ—S

meel-meaﬂen—aethemgafaen—and—deeumem%en— MOC for alarm management mcludes the
documentation and authorization of changes to the alarm system, including: the addition of new
alarms, the removal of existing alarms, the modification of alarm attributes, and changes to
alarm system functions. The purpose of MOC is to ensure that changes are authorized and
subjected to the evaluation criteria described in the alarm philosophy. The MOC process
ensures that the appropriate life cycle activities are applied to alarm system changes.

17.2 Changes subject to management of change

The addition or removal of alarms and the modification of specified attributes shall require
authorization through an MOC procedure.-Permanent Changes that result in a difference from
the authorized values of the alarm setpoint, class, priority, consequence,—basis setpoint
rationale, suppression logic, or response time shall require evaluation through the MOC
procedure.
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The MOC procedure shall ensure that the following considerations are addressed:

a) the technical basis for the proposed change,

b) the impact of change on health, safety and the environment,
c) modifications are in accordance with the alarm philosophy,
d) modifications for operating procedures,

e) time period for which change is valid,

f) authorization requirements for the proposed change,

g) the degree of safety is maintained if the alarm is implemented for safety reasons,

h) pgrsonnel from appropriate disciplines are included in the review,

i) chlanges to the alarm system, including system upgrades, follow all appropriate subsequent
alarm management life cycle activities, and

j) implementation of all changes—adhere—te followed the procedures specified in the |alarm
pHilosophy.

17.3 [Change documentation requirements

Docuinentation requirements“shall be determined by the MOC procedure and classificatjon or
other [methods as detailedvin“the alarm philosophy.

17.4 Alarm removal recommendations

If an alarm is no longer needed, then it should be removed from the alarm system. Displays and
related documentation should be modified within a reasonable time, as specified in the MOC
procedure.
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17.5 Alarm-attribute modification documentation review recommendations

A list of referencing materials (e.g., graphics, control logic, P&ID, operating procedures, and
HAZOPR PHA) should be generated and maintained. This reference list should be reviewed prior

to maklng changes to aIarms—'Fhrs—p;events—thedeemg—mee#eet—mteFmaﬂen—mte—the

18 Audit

18.1 Purpose

Audit |s a separate stage of the life cycle which is conducted periodically to maintain the in{egrity
of the|alarm system and alarm management processes. Audit of system performance can feveal

gaps 1ot apparentfrom monltorlng Exeeutrepfagams%meata%meh#eseph%rs%dﬁed%e%enmy

the—wer—k—weeess—deﬁmed—the#em— Audlt ver|f|es the execut|on of the requwements and work
procepses against those documented in the alarm philosophy. Audit also ifng¢ludes comparison
of the|alarm management practices against industry guidelines.

bencHmark, or initial audlt should:be’ made against a set of documented practices (e.g., the
practices listed in this document): A -benchmark includes an initial iteration of the audit prgcess,
in order to capture any work practice concerns. The results of the initial audit can be used in
the dgvelopment of a philosophy.

18.3 | lnitialaudit-or-benchmark Audit requirements

The apdit frequency~and the specific audit requirements stated in the alarm philosophy shall be
followjed for all @larms, as required by alarm class or other methods.

Auditg shallyaddress all applicable requirements of this document that relate to managgment
procepses.

18.4 Audit interviews

Personnel interviews or questionnaires should be conducted as part of the audit to identify
performance and usability issues. Interview topics-may should include:

a) alarms occur only on conditions that require operator action,

b) alarm priority is consistently applied and meaningful,

c) operators have sufficient time to respond to alarms,

d) roles and responsibilities for the alarm system users and support personnel are defined and
followed, and

e) training regarding the use and functioning of the alarm system is effective.
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18.5 Audit process recommendations

The alarm philosophy should be audited against industry guidelines and the requirements and
recommendations of this document. The work processes and procedures that ensure
compliance with the alarm philosophy should be evaluated for effectiveness on a periodic basis.
The audit should review all related documentation, which-may can include:

a) verification that alarms require operator action to avoid a defined consequence,

b) documentation of alarm attributes and rationalization,

c¢) MOC documentation of modifications to alarm attributes in the master alarm database,

d) alarm performance monitoring reports

e) ddcumentation of repairs to malfunctioning alarms, and
f) ddcumentation for out-of-service alarms.

18.6 |Action plans

Action plans should be developed for problems identified during the audit processes. When
definipg an action plan, timelines, accountability, and review of results obtained should be
assigmed to each item.
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List of comments

This change aligns terms with other applicable IEC standards: BPCS is used per
IEC 61511 definition, control system is used per the IEC 61508 definition with the
modification of packaged systems.

This change aligns terms with other applicable IEC standards: BPCS is used per
IEC 61511 definition, control system is used per the IEC 61508 definition with the
modification of packaged systems.

This paragraph relates to conformance and is moved to Clause 4. Provisional statements

ke should ara not allowed in the scone
HHC HO-HE—H-6Rota+HOWeEH—R Pe-

This addition is to clarify Figure 1.
This addition is to clarify Figure 1.
This sentence is removed since it was perceived as not clear and intfoducing ambiguity.
This sentence is removed since it was perceived as not clear and.introducing ambiguity.
Definition of a new term used in this publication.
An example is added for clarification.

This definition is revised because "operator support-system" does not reflect/pqint to
alarm system.

This definition is moved to 3.1.65 and changed to "operator alert".

This change clarifies that term "audit" ha§&multiple technical contexts that may oveflap in
practice with alarm management.

Definition of a new term used in thi§’ publication.

This addition aligns notes to source document listed.

This change is to correet'reference.

This definition is moved from 3.1.33 and changed to "operator alert".

The phrase "tothe operator” is removed from the definition as it is the re- annungiation
that is important.

This is toalign with definition 3.2.67 in IEC 61511-1:2016.

AN, éxample is added for clarification.

D £ H £ o ol et la bl F-

UUTITITITUUTTS UT TITVW LTTTTITS USTU 11T U'11S puuu\,auun.

This paragraph relates to conformance and is moved from Clause 1.1.
This change aligns subclause title with Figure 2.

This change aligns the text associated with the explanation of alarm class requirements
with that used in definition 3.1.11.

"Human machine interface design" (operator display design) is also a performance
shaping factor which is different for "operator console ergonomics".

This change strengthens the alarm philosophy requirement which needs to have one
developed before doing any rationalization for existing systems.
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26

27

28

29

30

31

32

33

34
35

36
37

38

39
40
41
42

Every alarm requires rationalization - even those that belong to a group that has common
charasterics. As written this subclause implies that one can pick and choose which alarms

are to be rationalized. This clause was updated to resolve this issue.

HMI design shall be consistent as consistency is a basic requirement in human interface

design and ergonomics. See ISO 11064.

HMI design shall be consistent as consistency is a basic requirement in human interface

design and ergonomics. See ISO 11064.

This statement as written was problematic because the shelving function has no control
over how many other alarms are annunciating at the same time an active alarm is

unshelved. IThis Clause was updated [0 resolve (nis Issue.

The person putting the alarm out of service should indicate the anticipated-durat
they cannot be certain of how long it will be out of service, and addition of a.new stat
that when returning to service the time and date shall be recorded.

The person putting the alarm out of service should indicate the apticipated durat
they cannot be certain of how long it will be out of service, and addition of a new stat
that when returning to service the time and date shall be recorded.

The person putting the alarm out of service should indicate)the anticipated durat
they cannot be certain of how long it will be out of service,~\and addition of a new stat
that when returning to service the time and date shall be recorded.

The wording as written reflects technology from over 11 years ago and has cavea
thoughts about "extra cost and complexity". /2020 solutions have been deploy

reflect that reality.
Addition of a note about signal simulation.

Alarm priority information shall beiin¢luded in alarm response procedure recommen
and needs to be added to this list.

Changed to "potential causes” to be consistent with definition 3.1.25.

Deficiencies and repairs’should be documented to determine potential root caus
reduce likelihood oftrecurrence.

reduce likelihood of recurrence.
[The antiCipated duration of the alarm being out of service should be documented.

"Maximum" is removed as it is not in the EEMUA document.

on as
bment

on as
bment

on as
ement

s and
ed at

hundreds of sites and have been working for.a decade or so. This clause is updalted to

Hation

e and

Deficiencies and repairs should be documented to determine potential root causge and

luporcs v ettt e E R A :

This sentence is revised to clarify a target value.
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Publications have the form of recommendations for international usesand are accepted by IEC National
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lications is accurate, IEC cannot be held responsible for the Wway in which they are used or for any
nterpretation by any end user.

rder to promote international uniformity, IEC National Committees undertake to apply IEC Publigations
sparently to the maximum extent possible in their nationaland'regional publications. Any divergence between
IEC Publication and the corresponding national or regignal’publication shall be clearly indicated in th¢ latter.

itself does not provide any attestation of conformity>’Independent certification bodies provide corfformity
essment services and, in some areas, access to(JEC marks of conformity. IEC is not responsible for any
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lications.

ntion is drawn to the Normative references cited in this publication. Use of the referenced publications is
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pensable for the correct.application of this publication.

Attention is drawn to thepassibility that some of the elements of this IEC Publication may be the subject of patent

rights. IEC shall not be held responsible for identifying any or all such patent rights.

IEC 6R682 haspeen prepared by subcommittee 65A: System aspects, of IEC technical
com

Standfard.

ittee 65 Industrial-process measurement, control and automation. It is an Interngtional

This $econd edition cancels and replaces the first edition published in 2014. This gdition
constitutes a technical revision.

This edition includes minor technical changes with respect to the previous edition, based on
changes to ANSI/ISA-18.2:2016. These include the inclusion of packaged systems in the scope
(Clause 1), definitions (Clause 3) and alarm system requirements specification (Clause 7).
There are changes to improve clarity in wording throughout the document.
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The text of this International Standard is based on the following documents:
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Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.
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INTRODUCTION

This International Standard addresses the development, design, installation, and management
of alarm systems in the process industries. Alarm management includes multiple work
processes throughout the alarm management life cycle. This document defines the terminology
and models to develop an alarm system, and it defines the work processes recommended to
effectively maintain the alarm throughout the life cycle. Ineffective alarm systems have often
been cited as contributing factors in the investigation reports following major process incidents.
This document is intended to provide a methodology that will result in the improved safety,
quality, and operation in the process industries.

The fi
Syste
with ¢

st edition of this document was adapted from ANSI/ISA-18.2-2009, Management of
ms for the Process Industries, an International Society of Automation (ISA) standar

Alarm
i, and

ue consideration of other guidance documents that have been developed throughout

indus{ry. This second edition has incorporated some changes made in ANSI/ISA318.2-20/16.

This :Iinocument is not the first effort to define terminology and practices. for effective

syste
Publig
2nd gq
of Prg
works
and

consig

s. In 1999 the Engineering Equipment and Materials Users’ Association (EEMUA) i
ation 191, Alarm Systems: A Guide to Design, Management andyProcurement, wi

cess Control Technology in Chemical and Pharmaceutical |ndustries (NAMUR) i
heet NA 102, Alarm Management, which was updated in<2008. During the develo

tent with the previous work of these respected organizations and committees.

This d
for th

ocument provides requirements for alarm management and alarm systems. It is int
se individuals and organizations that

a) manufacture or implement embedded alarmsystems,

b) manufacture or install third-party alarmtsystem software,

c) dgsign or install alarm systems,

d) operate and maintain alarm systems, and

e) aydit or assess alarm systemi_performance.

This document is organized-in parts. The first part (Clause 1 to Clause 3) are normative W
any mlandatory requirements. Clause 4 contains mandatory requirements. Clause 5 is norr

witho
descr

Withir

recon
The p

t any mandatory.requirements. The main body of the standard (Clause 6 to Claus
bes mandatory-requirements and non-mandatory recommendations.

this document, mandatory requirements are stated with "shall", non-man
mendations are stated with "should", and permissible requirements are stated with'

aintenance of this document, every effort was made to keep terminology and pra

alarm
ssued
th the

ition published in 2007 and the 3rd edition published in 2013. 1§-2003 the User Assodiation

ssued
bment
lctices

ended

ithout
native
e 18),

latory
may".

hase "is required" indicates the requirement has been stated previously in the doculment.
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MANAGEMENT OF ALARM SYSTEMS
FOR THE PROCESS INDUSTRIES

1 Scope

1.1

This

syste
proce
syste
syste

The p
There

The [
condit
both t
of wh

General applicability

s based on controls system and human-machine interfaces (HMI) for facilities
s industries. It covers all alarms to be presented to the operator through the G
, Which includes alarms from basic process control systems, annunciators, pac
s, and safety instrumented systems.

ractices in this document are applicable to continuous, batch, andydiScrete proce
can be differences in implementation to meet the specific needs-based on process

rimary function within the alarm system is to notify operators of abnormal pr
ions or equipment malfunctions and support the response?,The alarm systems can ir
he basic process control system (BPCS) and the safety, instrumented system (SIS)
ch uses measurements of process conditions and logic to generate alarms. Fig

illustr
an H

are a
the al

Figurg

htes the concepts of alarm and response dataflow through the alarm system. The

I, usually a computer screen or an annunciator.*Additional functions of the alarm s
alarm and event log, an alarm historian, and the generation of performance metr
arm system. There are external systems that can use the data from the alarm syst¢q

syste’\:{iw also includes a mechanism for communicatingithe alarm information to the operaf

1 is not intended to represent physical wiring.

alarm
n the
ontrol
Kaged

sses.
type.

pcess
clude
each
ure 1
alarm
or via
ystem
cs for
m.
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4 > HMI
Final A 4
control Packaged 7y

elements
__[) o || systems
A 4 /—
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>

A

Procegss Control systems
IEC

NOTE Packaged systems (e.g., refrigeration machines) can belincluded in the control system.
NOTE 2 Panel can refer to annunciator panel or other panéli\ypes.

NOTE The lines are intended to represent data flow'and not physical wiring.

Figure 1 — Alarm system dataflow

1.2 Exclusions and inclusions
1.2.1 Operators

The fginctions of the operator receiving and responding to alarms are included in the scope of
this dpcument. Management of operators is excluded from the scope of this document.

1.2.2 Process:sensors and final control elements

The alarms implemented in sensors and final control elements are included in the scope of this
document~The design and management of process sensors and final control elemenis are
exclucfed from the scope of this document.

1.2.3 Annunciators

The integration of annunciators into an alarm system is included in the scope of this document.
The specification and design of annunciators is excluded from the scope of this document.

1.2.4 Human machine interface
The appearance of alarms in the HMI and functions of alarm related displays are included in

the scope of this document. The design and maintenance of the HMI are excluded from this
document.

NOTE ANSI/ISA-101.01-2015 provides information on HMI design and maintenance.
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1.2.5 Safety instrumented systems

The alarms implemented in a safety instrumented system are included in the scope of this
document. The design and management of safety instrumented systems are excluded from this
document.

NOTE IEC 61511-1 provides information on safety instrumented systems.
1.2.6 Fire and gas detection and protective systems

The alarms from fire and gas detection and protective systems presented to the operator
through the control system are included in the scope of this document. The design and
manafement of fire and gas defection and proteciive sysiems is excluded from the scdpe of
this dpcument.

1.2.7 Security systems

The dlarms from security systems presented to the operator through the‘Gontrol system are
included in the scope of this document. The design and management_.6f security systgms is
excluged from the scope of this document.

1.2.8 Packaged systems

The allarms from packaged systems presented to the operator‘through the control system are
included in the scope of this document. The design and management of packaged systgms is
exclugled from the scope of this document.

1.2.9 Event data

The indication and processing of analog, discrete, and event data other than alarm indications
are excluded from the scope of this document. The analysis techniques using both alarm and
event|data are excluded from the scope ef-this document.

1.2.10 Alarm identification methods

Required methods of alarm identification are not specified in this document. Examples of[alarm
identification methods are listed.

1.2.11 Management(of'‘change

A specific management of change (MOC) procedure is not included in this document. [Some
requirements and-recommendations for an MOC procedure are included.

1.2.12 PRurchase specification

This document is not intended to bhe used as an alarm eyehnm pnrr‘hnqn elnnnifir‘n’rinn

2 Normative references

There are no normative references in this document.
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3 Terms, definitions and abbreviated terms

For the purposes of this document, the following terms, definitions, and acronyms apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1
3.1.1

Terms and definitions

absolute alarm

alarm

EXAMH

3.1.2
acknog

generated when the alarm setpoint is exceeded

LE: High-high, high, low, low-low.

wledge

operator action that confirms recognition of an alarm

3.1.3
active
alarm

state in which the alarm condition is true

Note 1|to entry: Functions such as deadband, on or off delays,'and latching can allow the alarm to be activ|

the ala

3.1.4

m condition is false or the alarm to not be active whén+-the alarm condition is true.

adapfive alarm

alarm

EXAMH

3.1.5

for which the setpoint is changed by an algorithm

LE: Setpoint calculated based on_production rate.

adjusrable alarm

opera
alarm

3.1.6

or-set alarm
for which the setpoint can be changed manually by the operator

advanced alarming

colle

ion of-techniques that can help manage annunciations during specific situations

EXAMRLE\State-based alarming.

E when

3.1.7
alarm

audible and/or visible means of indicating to the operator an equipment malfunction, process
deviation, or abnormal condition requiring a timely response

3.1.8

annunciation

alarm

annunciation

function of the alarm system to call the attention of the operator to an alarm
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3.1.9
alarm attribute
setting for an alarm within the control system

EXAMPLE: Alarm priority.

3.1.10
alarm banner
graphic element that lists annunciated alarms with selected information

Note 1 to entry: Return to normal indications can also appear on the alarm summary.

Note 2[to entry: Information can include the date, time, priority, and alarm type.

3.1.11
alarm class
group|of alarms with common set of alarm management requirements

EXAMRLE: Safety related alarm class.

3.1.12
alarm deadband
change in signal from the alarm setpoint necessary for the alarm\to return to normal

3.1.13
alarm| flood
condifion during which the alarm rate is greater thandhe/operator can effectively manage

EXAMRLE: More than 10 alarms per 10 minutes.

3.1.14
alarm group
set oflalarms with common association

EXAMRLE: Grouping alarms by process.unit,”process area, equipment set, or service.

3.1.1%
alarm historian
long term repository for alarm records

3.1.1¢
alarm log
short ferm repository for alarm records

3.1.17
alarm management

alarm system management
collection of processes and practices for determining, documenting, designing, operating,
monitoring, and maintaining alarm systems

3.1.18

alarm message

text string displayed with the alarm indication that provides additional information to the
operator

EXAMPLE: Message with operator action or probable cause.
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3.1.19

alarm

off-delay

debounce
time an alarm remains active after the process measurement has returned within the alarm

setpoi

nt

3.1.20

alarm

on-delay

time before an alarm becomes active after the process measurement has exceeded the alarm

setpoi

nt

3.1.2
alarm
docun
and nj

3.1.22
alarm
relatiy
respo

EXAMH

3.1.23
alarm
numb

3.1.24
alarm
recor
set of

3.1.24
alarm

philosophy

nent that establishes the basic definitions, principles, and processes to design;implement,

aintain an alarm system

priority

e importance assigned to an alarm within the alarm system to(indicate the urgemncy of

Nhse

LE: Priority can use seriousness of consequences and allowable respense time to determine urgency.

rate
er of annunciated alarms, per operator, in a spetific time interval

record
o
information which documents an alarm state change

response procedure

guidapce for response to an alarm

Note 1[to entry: The guidance‘\san be in many forms and not only in the form of a procedure document.
Note 2[to entry: The guidance can include operator action, probable cause, and other information.
3.1.2¢

alarm setpoint

alarm|limit

alarm|trip(point

threshold value of a process variable or discrete state that is used to determine the active
of theatarm

3.1.27

alarm summary

alarm list

display that lists annunciated alarms with selected information

Note 1

Note 2

to entry: Return to normal indications can also appear on the alarm summary.

to entry: Information can include the date, time, priority, and alarm type.

state
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3.1.28
alarm system
system for generating and handling alarms to help the operator manage abnormal situations

Note 1 to entry: The operator is included in the alarm system. See Figure 1.

3.1.29
alarm system requirements specification
document which describes the functional requirements of the alarm system

3.1.30
alarm-type

alarm|attribute which gives a distinction of the alarm condition

EXAMRLE: Low process variable alarm, high process variable alarm, and discrepancy alarm.

3.1.31
allowpble response time
maxinmum time between the annunciation of the alarm and when the l0perator must take
corregtive action to avoid the consequence

3.1.32
annunciator
devicg or group of devices that call attention to changes in pfocess conditions

3.1.33
assegsment
compdrison of information from monitoring and additional qualitative (subjective) measurements
againgt stated goals and defined performance metrics

3.1.34
audit|<of alarm management>
compiehensive assessment that includes the evaluation of alarm system performance and of
the work practices used to administer the alarm system

3.1.34
bad-measurement alarm
alarm|generated when/the signal for a process measurement is outside the expected range

EXAMRLE: Bad-measurement alarm generated at 3,8 mA for a 4 mA to 20 mA signal.

3.1.3¢
basic|process control system
BPCS
system \which responds to input signals from the process, its associated equipment,|other
programmable systems and/or operators and generates output signals causing the process and
its associated equipment to operate in the desired manner but which does not perform any
safety instrumented function

Note 1 to entry: A BPCS includes all of the devices necessary to ensure that the process operates in the desired
manner.

Note 2 to entry: A BPCS typically may implement various functions such as process control functions, monitoring,
and alarms.

[SOURCE: IEC 61511-1:2016, 3.2.3, modified - “SIF” has been changed to "safety
instrumented function"]
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3.1.37

benchmark

initial audit of an alarm system designed to specifically identify problem areas for the purpose
of formulating improvement plans

3.1.38
bit-pattern alarm
alarm that is generated when a pattern of digital signals matches a predetermined pattern

3.1.39
calculated alarm
alarm[generated from a caiculated value Instead of a difect process measurement

3.1.4¢
call-ogut alarm
alarm|that notifies and informs an operator by means other than, or in addition te, the opgrator
consdle

EXAMRLE: Alarm annunciated via pager or telephone.

3.1.41
chattering alarm
alarm|that repeatedly transitions between the active state andthe not active state in a|short
period of time

3.1.42
classjffication
proceps of separating alarms into alarm classes based on common requirements

Note 1[to entry: Requirements can include testing, training, and auditing.

3.1.43
console
operJtor console
hardware, software, and furniture or enclosure at which users monitor and/or contrpl the
proceps, which can include multiple stations, communication devices, and other devices

Note 1fo entry: The span of«cantrol of the operator is usually determined by the information available at the operator
consolg.

3.1.44
contrpl system
systen that responds to input signals from the equipment under control and/or from an opgrator
and generates output signals that cause the equipment under control to operate in the désired
manner

Note 1 to entry: The control system can include one or more basic process control systems (BPCS), safety
instrumented systems (SIS).

Note 2 to entry: The control system can include one or more packaged systems.

[SOURCE: IEC 61508-4:2010, 3.3.3, "EUC" has been deleted from the term defined, "from the
process" has been changed to "from the equipment under control", "causing" has been changed
to "that cause", notes have been modified]

3.1.45

controller-output alarm

alarm generated from the output signal of a control algorithm instead of a direct process
measurement

EXAMPLE: Alarm on output on PID controller.
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3.1.46
decommission
process to remove an alarm from the alarm system

3.1.47
deviation alarm
alarm generated when the difference between two values exceeds an alarm setpoint

EXAMPLE: Alarm on deviation between primary and redundant instruments or a deviation between process variable
and controller setpoint.

3.1.48
discrtpancy alarm
mismatch alarm

alarm|generated by the difference between the expected plant or device state to its actual| state

EXAMRLE: Alarm when a motor fails to start after it is commanded to the on state.

3.1.4¢
display
visuall representation of information used by the operator for monitaring and control

3.1.5(
dynamic alarming
automnatic modification of alarm attributes based on proce€ss state or conditions

3.1.51
enforcement
enharjced alarming technique that can verify and restore alarm attributes in the control system
to the|values in the master alarm database

3.1.52
event
representation of a solicited or unsolicited fact indicating a state change

EXAMRLE: Mode changes and device)state changes.

[SOURCE: IEC 62264-2:2013, 3.1.2, modified — "in the enterprise" has been deleted and an
example has been added.]

3.1.53
first-gut alarm
first-ut) alarm

alarm|determined to be the first in a multiple-alarm scenario

Note 1 to entry: The first alarm is determined by logic.

3.1.54

fleeting alarm

alarm that transitions between an active alarm state and a not active alarm state in a short
period of time without rapidly repeating

3.1.55

highly managed alarm

HMA

alarm belonging to a class with additional requirements above general alarms

Note 1 to entry: Regulatory requirements can be additional requirements.

EXAMPLE: Safety related alarm.
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3.1.56

human machine interface

HMI

collection of hardware and software used by the operator and others to monitor and interact
with the control system and with the process via the control system

3.1.57
implementation
transition stage between design and operation during which the alarm is put into service

Note 1 to entry: Implementation includes activities such as commissioning and training.

3.1.5§
instryment diagnostic alarm
alarm|to indicate a field device or signal fault

EXAMRLE: Out-of-range alarm.

3.1.5¢
interim alarm
alarm|used on a temporary basis to replace an out-of-service alarm

3.1.6(
latching alarm
alarm| that remains in alarm state after the process condition has returned to normgl and
requires an operator reset before the alarm returns to-hormal

3.1.61
masteér alarm database
authotized list of rationalized alarms and associated attributes

Note 1[to entry: The list can be in many forms and not only in the form of a database.

3.1.64
moniforing
measyirement and reporting of quantitative (objective) aspects of alarm system performahce

3.1.63
nuisance alarm
alarm| that annunciates excessively, unnecessarily, or does not return to normal aft¢r the
operator action js‘taken

EXAMRLE: Chattering alarm, fleeting alarm, and stale alarm.

3.1.64
operator
controller
person who monitors and makes changes to the process

3.1.65

operator alert

audible and/or visible means of indicating to the operator an equipment or process condition for
evaluation when time allows which could result in a response

3.1.66

out-of-service

state of an alarm during which the alarm indication is indefinitely suppressed, typically manually,
for reasons such as maintenance
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3.1.67
packaged system

self-contained combination of hardware and software that can provide alarm, HMI, and control

functionality for a specific process function that is part of a facility

3.1.68

plant state

plant mode

defined set of operational conditions for a process plant

EXAMPLE: Shutdown, normal operation.

3.1.64i
prioritization
proceps of assigning a level of operational importance to an alarm

3.1.7¢
process area
physi¢al, geographical or logical grouping of resources determined by the site

3.1.71
rate-gf-change alarm

alarm|generated when the change in process variable per unit time (dPV/d¢) exceeds a d

setpoint

3.1.72
rationalization

proceps to review potential alarms using the principles of the alarm philosophy, to select 3

for dejsign, and to document the rationale for.each alarm

3.1.73
re-algrming alarm
re-triggering alarm
alarm|that is automatically re-annunciated under certain conditions

3.1.74
recipe-driven alarm
alarm|with setpoints that)depend on the recipe that is currently being executed

3.1.7%
remote alarm
alarm|from axemotely operated facility or directed to a remote interface

3.1.76

fined

larms

reset
operator action that unlatches a latching alarm

3.1.77

return to normal

clear

alarm transition from an active alarm state to a not active alarm state
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3.1.78
safety instrumented system

SIS
instru

Note 1

mented system used to implement one or more safety instrumented functions

to entry: A SIS is composed of any combination of sensor (s), logic solver (s), and final elements(s).

It also

includes communication and ancillary equipment (e.g., cables, tubing, power supply, impulse lines, heat tracing).

Note 2

Note 3

[SOU

to entry: A SIS may include software.
to entry: A SIS may include human action as part of a SIF (see ISA TR 84.00.04:2015, part 1).

RCE:- IEC 61511-1:2016, 3.2 .67, maodified — Remaved figure from notes and refere

ce to

figure

3.1.7¢
safety
safety
alarm

from note 1]

y related alarm
alarm
that is classified as critical for the protection of human life or the epyironment

EXAMRLE: An alarm indicating a potential asphyxiation hazard.

3.1.8(

shelve

tempqrarily suppress an alarm, initiated by the operator, with engineering contrg
unsugpress the alarm

Note 1[to entry: Engineering controls can include time limits.

3.1.81

silenge

operator action that terminates the audible_alarm indication

3.1.82

stale alarm

alarm

EXAMH

3.1.83
state
mode
alarm
condif

3.1.84

that remains annunciated for-an extended period of time

LE: Alarm that remains annunciated for 24 hours.

based alarm

based alarms

that has<attributes modified or is suppressed based on operating states or pr
ions

stati
alarm

Is to

pcess

$ioal olo
oararartir

generated based on statistical processing of a process variable or variables

3.1.85
suppress

preve

nt the annunciation of the alarm to the operator when the alarm is active

EXAMPLE: Shelve, suppress by design, remove from service.

3.1.86
suppress by design

alarm

annunciation to the operator prevented based on plant state or other conditions
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3.1.87

system diagnostic alarm

alarm generated by the control system to indicate a fault within the system hardware, software
or components

EXAMPLE: Communication error.

3.1.88

tag

control system point
point

uniqud?] identifier assigned to a process measurement, calculation, or device within the control
syste

3.1.8¢
unacknowledged
alarm|state in which the operator has not yet confirmed recognition of an alatm‘indication

3.1.9¢
unshelve
transition from the shelved alarm state to the normal or unacknowledged state

3.1.91
unsuppress
transifion from a suppressed alarm state to the normal erdunacknowledged state

3.2 Abbreviated terms

ACKED Acknowledged

ASREB Alarm system requirements specification
BPCPB Basic process control system

CGMP Current good manufaeturing practice
DSUPR Suppressed-by-design

ERP Enterprise resource planning

FMEA Failure made.and effects analysis
HAZPP Hazard(and operability study

HMA Highly-managed alarms

HMI Human machine interface

/O Input/output

LOPA Layer of protection analysis

ME Manufacturing-execution-system
MOC Management of change

NORM Normal

OOSRV Out-of-service

P&ID Piping (or process) and instrumentation diagram
PHA Process hazards analysis

RTNUN Return to normal unacknowledged
SHLVD Shelved

SIS Safety instrumented system

UNACK Unacknowledged
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4 Conformance to this document

4.1 Conformance guidance

To conform to this document, it shall be shown that each of the mandatory requirements has
been satisfied.

4.2 Existing systems

For existing alarm systems designed and constructed in accordance with codes, standards, or
practices prior to the issue of this document, the owner/operator shall determine that the
eC]UIp IIUIIt ;b dcaiullcd, |||a;||ta;||cd, ;Ilbpcbtcd, tcatcd, dllC{I upclatcd ;II d aafc mnmrarirticly . The
practices and procedures of this document shall be applied to existing systems in a reasdnable
time ds determined by the owner/operator.

4.3 |Use of required functionalities

This document requires certain control system functionalities (e.g., shelving) to suppdrt the
alarm|system. Where an alarm system does not have all required functionality, conformance
may He achieved if the functionality described in the alarm philosophy is provided.

4.4 |Responsibility

Confdrmance to this document is the responsibility of the,owner/operator.

4.5 Local Jurisdictions

Some| jurisdictions where the governing authdcities (for example national, federal, |state,
provirjce, county, city) have established proces§’safety design, process safety management, or
other fequirements, in addition to the requiréments of this document.

5 Allarm system models

5.1 |Alarm systems

Alarm| systems are used to communicate indications of abnormal process conditions or
equipment malfunctions<o'the operators, the personnel monitoring and operating the prgcess,
and tq support the response. Effective alarm systems are well designed, implemented, opgrated,
and npaintained. Alarm management is the set of practices and processes that ensures an
effect|ve alarm system.

A founpdational part of alarm management is the definition of an alarm: an audible and/or yisible
mean$ of \indicating to the operator an equipment malfunction, process deviation, or abnormal
condifionusequiring a timely response. An essential element of this definition is the response to
the alarm. This definition 1S reinforced in the alarm management processes described in this
document.

5.2 Alarm management life cycle
5.2.1 Alarm management life cycle model

Figure 2 illustrates the relationship between the stages of the alarm management life cycle
described in this document. The alarm management life cycle covers alarm system specification,
design, implementation, operation, monitoring, maintenance, and MOC activities from initial
conception through decommissioning.

The life cycle model is useful in organizing the requirements and responsibilities for
implementing alarm management. The life cycle is applicable for the installation of new alarm
systems or managing an existing system.
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The box used for stage B represents a process @efined outside of this document (see 5.2.2.3).
P The independent stage J represents a process that connects to all other stages (see 5.2.2.11).
B The rounded shapes of stages A, H, and™J represent entry points to the life cycle (see 5.2.3).

. The dotted lines represent the loops’in the life cycle (see 5.2.5).

Figure2 — Alarm management life cycle

Alarm management life cycle stages
1 General

arm management life cycle stages shown in Figure 2 are briefly described in the foll

subclauses. \The letter label is an identifier used in the text. The requirements

recom

mendations for each stage are described in Clause 6 to Clause 18 of this document.

IEC

pwing
and

—

5.2.2.

H la LA
2—Phitosophy<Aj

Basic planning is necessary prior to designing a new alarm system or modifying an existing
system. Generally, the first step is the development of an alarm philosophy that documents the
objectives of the alarm system and the processes to meet those objectives. The alarm
philosophy reflects the operations and maintenance work processes and can reference those
processes in other documents. For new systems the alarm philosophy serves as the basis for
the alarm system requirements specification (ASRS) document.
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The philosophy starts with the basic definitions and extends them to operational definitions.
The criteria for alarm prioritization and the definition of alarm classes, performance metrics,
performance limits, and reporting requirements are based on the objectives and principles for
alarm systems. The schemes for presentation of alarm indications in the HMI, including use of
priorities, are also set in the alarm philosophy. The philosophy specifies the processes used for
each of the alarm management life cycle stages, such as the threshold for the MOC process
and the specific requirements for change. The philosophy is maintained to ensure consistent
alarm management throughout the life cycle of the alarm system.

The development of the ASRS is included in the philosophy stage of the life cycle. The
specification can be plant specific, providing details on restrictions or options, and can be the

b is for—sealectinanew-—ormodifuvina -axistina contraol svustame Tha cnacificatian tunically
asis for-selostin g-rew-orrodifying-existing-control-systoms—TFhe-spesificationtypically goes

into more detail than the alarm philosophy and can provide specific guidance for system.design.

5.2.2.3 Identification (B)

The identification stage is a collection point for potential alarms proposed by.one of the mgthods
for deftermining if an alarm is necessary. These methods are defined outside of this doctiment
SO th%identification stage is represented as a predefined process in the life’cycle. The mgthods
can Ipe formal such as process hazards analysis, safety requirements specificgtions,
reconjmendations from an incident investigation, good manufacturifig practice, environmental
permits, P&ID development, or operating procedure reviews.,Information from identification
(e.g.,| alarm setpoint, consequence) should be capturedi/for rationalization. Prpcess
modif{cations and operating tests can also generate the need for alarms or modifications. [Some
alarm|changes will be identified from the routine monitofing of alarm system performange. At
this sfage the need for a new alarm or modifications.to Jan existing alarm has been ideptified
and the alarm is ready to be rationalized.

5.2.2.4 Rationalization (C)

The rationalization stage reconciles the idéntified need for an alarm or alarm system change
with the principles and definitions in the @arm philosophy. The steps can be completed in one
proceps or sequentially. The output of rationalization is documentation of the alarm, including
any aflvanced alarm techniques, which can be used to complete the design.

Ratiopalization is the process jof applying the requirements for an alarm and generating the
suppdrting documentation such as the alarm setpoint, the consequence, and corrective action
that cpn be taken by thesoperator.

Ratiopalization includes the prioritization of an alarm based on the method defined in the|alarm
philosophy. Oftenvpriority is based on the consequences of the alarm and the allowable
respohse time-

Ratiopalization also includes the activity of classification during which an alarm is assigfned to
one OT; more classes to designate requirements (e.q., testing, training, monitoring, and| audit
requirements). The type of consequences of a rationalized alarm, or other criteria, can be used
to separate the alarms into classes as defined in the alarm philosophy.

The rationalization results are documented, typically in the master alarm database (i.e., an
approved document or file), which is maintained for the life of the alarm system.

5.2.2.5 Detailed design (D)

In the design stage, the additional alarm attributes are specified and designed based on the
requirements determined by rationalization. There are three areas of design: basic alarm design,
HMI design, and design of advanced alarming techniques.

The basic design for each alarm follows guidance based on the type of alarm and the specific
control system.


https://iecnorm.com/api/?name=e635e707ef2a488b598b655952b4d3c7

- 28 — IEC 62682:2022 © IEC 2022

The HMI design includes display and annunciation for the alarms, including the indications of
alarm state and alarm priority.

Advanced alarming techniques (e.g., state-based alarming) improve the effectiveness of the
alarm system beyond the basic alarm and HMI design.

5.2.2.6 Implementation (E)

In the implementation stage, the activities necessary to install an alarm or alarm system and
bring it to operational status are completed. Implementation of a new alarm or a new alarm
system includes the physical and logical installation and functional verification of the system.

Since|operators are an essential part of the alarm system, operator training is an ‘ilmpprtant
activify during implementation. Testing of new alarms is often an implementation requiregment.
The documentation for training, testing, and commissioning can vary with classificatipn as
defingd in the alarm philosophy.

5.2.2.) Operation (F)

In the operation stage, the alarm or alarm system is in service and.it performs its intgnded
functipn. Refresher training on both the alarm philosophy and the purpose of each alarm is
included in this stage.

5.2.2.8 Maintenance (G)

In thel maintenance stage, the alarm or alarm system/is”"not operational but is being tesied or
repaired. Periodic maintenance (e.g., testing of instruments) is necessary to ensure the [alarm
systemm functions as designed.

5.2.2.9 Monitoring and assessment (H)

In thg monitoring and assessment stage, the overall performance of the alarm systemn and
indivigual alarms are continuously monitored against the performance goals stated in the [alarm
philosophy. Monitoring and assessment of the data from the operation stage can frigger
maintenance work or identify thelneed for changes to the alarm system or operating procedlures.
Withopt monitoring an alarm 'system is likely to degrade over time.

5.2.2.10 Management of change (l)

In thg management, of change stage, modifications to the alarm system are proposefl and
approjed. The change process should follow each of the alarm management life cycle dtages
from identification to implementation.

5.2.2.11, Audit (J)

In the audit stage, periodic reviews are conducted to evaluate the effectiveness of the alarm
management process and maintain the integrity of the alarm system. Audits of system
performance can reveal gaps not apparent from routine monitoring. Execution against the alarm
philosophy is audited to identify system improvements, such as modifications to the alarm
philosophy. Audits can also identify the need to increase the discipline of the organization to
follow the alarm philosophy.
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5.2.3 Alarm management life cycle entry points

5.2.3.1 General

Depending on the selected approach, there are three points of entry to the alarm management
life cycle:

a) alarm philosophy,

b) monitoring and assessment, and

c) audit.

ara ranracantad by roindad havoao 1n Diaiien 9 Ao antev sointc tha

e life

Th ao—anton nointc
esg-entry-points—are—represented-byreunded-bexes—inHigure—2—As-entrypoints—the

cycle [stages are only the initial step in managing an alarm system. All stages of the_dife
are ngcessary for complete alarm management.

5.2.3.p Start with alarm philosophy (A)

The first possible starting point is the development of an alarm philosophy.'Which estab
the oljjectives of the alarm system and can be used as the basis for the/ASRS. This is t
cycle entry point for new systems.

5.2.3.B Start with monitoring and assessment (H)

The

qecond possible starting point is to begin monitoring an existing alarm systen

benchmark the performance. Problem alarms can bg’ identified and addressed th
maintenance or management of change. The monitering data can be used in a benc
assesisment prior to the development of the alarm philosophy.

5.2.3.4 Start with audit (J)

The

third possible starting point is an initial audit, or benchmark, of all aspects of

cycle

ishes
he life

n and
rough
hmark

alarm

management against a set of documented’/practices, such as those listed in this document. The
results of the initial audit can be used.in the development of a philosophy.

5.2.4 Simultaneous and encompassing stages

The

simul
activi

The

stage

The

aneous stages which are represented in the life cycle. Some stages encompas

Ige cycle diagram (Figure 2) is drawn to represent sequential stages. There are s
ies of other stages!

nponitoring.and assessment stage (H) is simultaneous to the operation and mainte

o

everal
s the

hance

rough

anagement of change stage () represents the initiation of the change process th
which|a|| appropriate stages of the life cycle are authorized and completed.

The audit stage (J) is an overarching activity that can occur at any point in the life cycle and
includes a review of the activities of the other stages.

5.2.5 Alarm management life cycle loops

5.2.5.1 General

In addition to the alarm management life cycle stages, there are three loops in the life cycle.
Each loop performs a function during the life cycle.
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5.2.5.2 Monitoring and maintenance loop

The monitoring and maintenance loop is the routine monitoring that identifies problem alarms
for maintenance. Repaired alarms are returned to operation.

5.2.5.3 Monitoring and management of change loop

The monitoring and management of change loop is triggered when routine monitoring indicates
the design of an alarm is not in compliance with the alarm philosophy. The design might need
to be modified or an advanced alarming technique might need to be applied. The alarm could
remain in operation while the MOC process is initiated and the stages of the life cycle are
repeated

5.2.5. Audit and philosophy loop

The apdit and philosophy loop is the life cycle itself and the process of continuous improvément
of the|alarm system. Audit identifies processes in the life cycle to strengthent

5.2.6 Alarm management life cycle stage inputs and outputs

The aJarm management life cycle stages are connected as the outputs of one stage are| often
the inputs to another stage. The connections are not fully represented in the life cycle diagram
(Figune 2). Table 1 provides more information on the relatienships between the inputs and
outpufs of the life cycle stages.
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Table 1 — Alarm management life cycle stage inputs and outputs

Alarm management life

cycle stage Activities Clause Inputs Outputs
number
Stage Title
A Philosophy Documenting the 6,7 Objectives and Alarm philosophy
objectives, guidelines standards, audit and ASRS
and work processes for recommendations
alarm management,
and ASRS
B Identification Determining potential 8 PHA report, List of potential
alarms P&IDs, operating alarms
procedures
C Rationalization Rationalization, 9 Alarm philosophy, Master«alarm
classification, and list of potential | databiase and
prioritization, and alarms alarm design
documentation reguirements
D Detailed design Basic alarm design, 10, 11, Master alarm Completed algrm
HMI design, and 12 database and design
advanced alarming alarm design
design requirements
E Implementation Installing alarms, 13 Completed-alarm Operational ajarms
implementation testing, design, master and alarm
and implementation alarmi database, response
training and ASRS procedures
F Operation Operator responds to 14 Operational alarms | Alarm data
alarms and refresher and alarm
training response
procedures
G Maintenance Maintenance repair and [\15 Alarm monitoring Alarm data
replacement, and reports and alarm
periodic testing philosophy
H Monitoring & Monitoring alarm:;data 16 Alarm data and Alarm monitoring
assessment and report performance alarm philosophy reports and
proposed chapges
Management of Process tovauthorize 17 Alarm philosophy Authorized algrm
change additions, and proposed changes
meodifications, and changes
deletions of alarms
J Audit Periodic audit of alarm 18 Standards, alarm Recommendattions
management processes philosophy, and for improvement
audit protocol
5.3 |Alarm states
5.3.1 Alarm state transition diagram

The alarm state transition diagram shown in Figure 3 represents the states and transitions for
typical alarms. While there are exceptions, this diagram describes the majority of alarms and
serves as a useful reference for the development of alarm system principles and HMI functions.
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A
Normal

Abnormal Unacknowledged alarm

condition

Process: Normal
Alarm: Not active
Ack: Acknowledged

Process: Abnormal
Alarm: Active
Ack: Unacknowledged

Re-alarm
Abnormal
condition

c
Acknowledged alarm Acknowledge

rd

Return to
normal

condition

Process: Abnormal
Alarm: Active
Ack: Acknowledged
Acknowledge

Return to

D

RTN unacknowledged ”°r.m.a'
condition
Process: Normal
Alarm: Not active
Ack: Unacknowledged
! Designed ! *
Designed . Remove
Shelfe suppression UN-SUPPressIon  from service Retufn to

Un-shelve seryice

E
Shelved

F
Suppressed by.design

G
Out of service

Process: NR
Alarm: NR
Ack: N/A

Process: NR
Alarm: NR
Ack: N/A

Process: NR
Alarm: NR
Ack: N/A

IEC

NOTE States E, F, and G can cennect to any alarm state in the diagram.
NOTE 2 The dotted line indicates ‘an infrequently implemented option.
NOTE B N/A indicates not ‘applicable.

NOTE 4 NR indicates.that the state is not relevant (either normal or abnormal, not active or active).

Figure 3 — Alarm state transition diagram

5.3.2 Alarm states

5.3.2.1 General

The circles in Figure 3 represent the states of an alarm. The letter label is an identifier. The
second line is a state name, often abbreviated. The third line describes process conditions, the
fourth and fifth lines list the alarm status and its acknowledgement status, respectively. The
possible states of alarm suppression are shown on the lower part of the diagram.

5.3.2.2 Normal state (A)

The normal (NORM) alarm state is defined as the state in which the process is operating within
normal specifications, the alarm is not active and previous alarm occurrences have been
acknowledged.
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5.3.2.

3 Unacknowledged state (B)

The unacknowledged alarm (UNACK) state is the initial state of an alarm becoming active due
to abnormal conditions. In this state the alarm is unacknowledged. Previously acknowledged
alarms can be designed to re-alarm, causing a return to this state.

5.3.2.4 Acknowledged state (C)

The acknowledged (ACKED) alarm state is the state in which the alarm is active, and the
operator has acknowledged the alarm.

5.3.2.
In the
limits
5.3.2.

In the
methg

operalor. The shelving function can automatically unshelve alarms.

5.3.2.
In the

condifions or plant states, and not annunciated. An alarm in the suppressed-by-design s

under|

5.3.2.

In thg

systefn functionality to remove alarm frém service) when it is removed from service ar

annur
maint

NOTE
be out

5.3.2.

The glarm status, ‘annunciation status, and acknowledge status of different alarm state

summ

f—Return-to-normal-unacknowledged-state{b)
\=7

returned to normal unacknowledged (RTNUN) alarm state, the process is within n
and the alarm becomes not active before an operator has acknowledged the.alarm

b Shelved state (E)

dology, and not annunciated. An alarm in the shelved state isyunder the control

7 Suppressed-by-design state (F)

suppressed-by-design (DSUPR) alarm state, an alarm is suppressed based on ope

the control of logic that determines the relevanée of the alarm.

B8 Out-of-service state (G)

out-of-service (OOSRV) alarm state, an alarm is manually suppressed (e.g., G

ciated, typically for maintenance. An alarm in the out-of-service state is i
bnance stage of the life cycle.

An alarm in the out-of-service state is not the same as out of service of a unit or equipment. Equipm
bf service while the associated alarms are not out of service.

¢ Summary of\alarm states

arized in Table 2.

ormal

shelved (SHLVD) alarm state, an alarm is temporarily suppressed using a confrolled

pf the

rating
ate is

ontrol
d not
n the

Ent can

S are
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Table 2 - Summary of alarm states

. Process Alarm Annunciation Acknowledge
ID Mnemonic State name i
condition status status status
A NORM Normal alarm Normal NOt. Not annunciated | Acknowledged
state active
B UNACK Unacknowledged Abnormal Active Annunciated Unacknowledged
alarm state
C ACKED Acknowledged Abnormal Active Annunciated Acknowledged
alarm state
Returned to
D RTNUN ot Normal e Annunciated Unacknowledgeid
unacknowledged active
alarm state
Normal or Not
E SHLVD Shelved state active or Suppressed Not-Applicable
abnormal active
Suppressed-by- Normal or Not .
F DSUPR desi tat active or Suppressed Not Applicable
esign state abnormal active
e ; Normal or Not
G OO0S RV OIUt of ste{wce active or Suppressed Not Applicable
alarm state abnormal active

5.3.3 Alarm state transition paths
5.3.3.{1 General

The 4qrrows in Figure 3 represent transitions.between states. The diagram does not djrectly
illustrate the effects of alarm deadband, on-delay, or off-delay, which can impact the evaltiation
of alafm status (i.e., active or not active),

5.3.3.p2 Transition from normal to unacknowledged (A —» B)

The tfansition from normal to_unacknowledged occurs when the process has gone out pf the
normdl range beyond the alarm setpoint and has remained in this state long enough to|make
the alprm active.

5.3.3.3 Transition from unacknowledged to acknowledged (B — C)

The tqansition from unacknowledged to acknowledged occurs when an operator acknowlgdges
an algrm that(is)active before the process returns to normal.

5.3.3.|4 Transition from acknowledged to unacknowledged (C — B)

The transition from acknowledged to unacknowledged is the infrequently used option that
periodically generates repetitive alarm indications for a single alarm while the alarm remains
active.

5.3.3.5 Transition from acknowledged to normal (C —» A)

The transition from acknowledged to normal is part of a normal sequence for an alarm. The
alarm moves from the acknowledged state to normal and becomes not active.

5.3.3.6 Transition from unacknowledged to return-to-normal unacknowledged
(B —» D)

The transition from unacknowledged to return-to-normal unacknowledged occurs when the
process returns to normal and the alarm becomes not active before an operator has
acknowledged the alarm.
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5.3.3.7 Transition from return-to-normal unacknowledged to normal (D — A)

The transition from return-to-normal unacknowledged to normal occurs when an alarm has
returned to normal and becomes not active. This transition can require operator
acknowledgment or can be acknowledged automatically.

5.3.3.8 Transition to shelved (any state —» E)

The transition to shelved occurs when an operator shelves an alarm to avoid clutter in the active
alarm displays. Shelving is a manual operation.

5.3.3.8

The tfansition from shelved to normal or unacknowledged occurs when an alarm is wnshelved,
manuaglly or automatically. If the alarm is automatically unshelved, the transition 'should|be to
the unpacknowledged state. If the alarm is manually unshelved, the transition should be fo the
ackngwledged state.

5.3.3.10 Transition to suppressed-by-design (any state — F)

The tjansition to suppressed-by-design occurs when process condifions are used to suppress
alarmp by design. Designed suppression is typically an automatic_operation.

5.3.3.11 Transitions from suppressed-by-design to normal or unacknowledged
(F > A orB)

The tqansition from suppressed-by-design to normal or unacknowledged occurs when prpcess
condifions are used to unsuppress alarms when appropriate. Designed unsuppressjon is
typically an automatic operation. If the alarm ‘is active, the transition should be fo the
unacknowledged state. If the alarm is not actiVe, the transition should be to the normal sjate.

5.3.3.12 Transition to out-of-servicestate (any state - G)

The transition to out-of-service state occurs when an alarm is removed from servi¢te for
maintgnance or other reasons..Remove from service is typically a manual operation.

5.3.3.13 Transition from out-of-service to normal or unacknowledged (G — A or B)

The transition from outrof-service to normal or unacknowledged occurs when an algrm is
returned to service when it is available after maintenance. Return to service is typically a nanual
operation. If the.alarm is active, the transition should be to the unacknowledged state.|If the
alarmlis not agtive, the transition should be to the normal state.

5.4 |Alarm response timeline

5.4.1 — General

Figure 4 represents a process measurement that increases from a normal condition to an
abnormal condition and the two possible scenarios based on whether the operator takes the
corrective action or not. It is possible to map some alarm states from Figure 3 to the timeline
shown in Figure 4. Figure 4 illustrates only one possible scenario to clarify the definition of
terms related to time.
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NOTE | Ack delay, operator response delay and process deadtime can be zero.
Figure 4 — Alarm.response timeline
5.4.2 Normal (A)
The nprmal alarm state is defined as the state in which the process is operating within normal
specifications, the alarm is not “active, and previous alarm occurrences have |been
ackngwledged.
5.4.3 Unacknowledged (B)

The unacknowledged atarm state results when the measurement crosses the alarm sefpoint.
There| are several factors that affect the alarm annunciation such as

a) measurement accuracy,
b) sampling.interval, and
c) anzrm on-delay.

The alarm is not always immediately acknowledged by the operator.

5.4.4 Acknowledged (C) and response

The acknowledged alarm state is reached when an operator acknowledges the alarm, after the
acknowledge delay. In this state the alarm is active. The operator can take action before or
after acknowledging the alarm. There are several factors that affect the operator response time
such as

a)
b)
c)
d)

system processing speed,
HMI design and clarity,
operator awareness and training,

operator workload,
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e) complexity of determining the operator action, and
f) complexity of the operator action.

The actual response time for the alarm is the time beginning when the alarm is annunciated
and ending when the operator takes the corrective action. It includes the detection of the alarm,
the diagnosis of the situation and determination of the operator action in response, and the
execution of that response. The upper limit of the response time is the allowable response time,
the point beyond which the consequence will occur even if action is taken.

5.4.5 Return-to-normal (D)

The retorm=to=mormat—atarm—state—shoutd—Tresutt—from—the—correctoperator—=actiomwithjn the
allowable response time. There are several factors that affect the time until the alarm-xé¢turns
to normal. These include the following:

a) the operator response delay,

b) the degree of corrective action taken,

c) the process deadtime in response to the corrective action,
d) the process response time to the corrective action,

e) the accuracy of the process measurement,

f) the deadband of the alarm setpoint, and

g) the operational speed of the alarm system.

5.4.6 Allowable response time

The allowable response time is the time beginning)with the alarm annunciation and ending at
the lalst moment operator action can prevent the consequence. It can be estimated working
backwards from the consequence threshold}. considering the process deadtime, the rate of
chande of the process variable and thelseparation between the alarm setpoint and the
consgquence threshold. In Figure 4, the.@perator response delay is shown within the allowable
respohse time.

5.4.7 Alarm setpoint

The aJarm setpoint can be adjusted to increase or decrease the allowable response timg. The
proceps for evaluating the\alarm setpoint is alarm setpoint determination.

5.4.8 Consequence threshold

The cpnsequence threshold is the value of the process measurement at which the conseqlience
beging to occur. The consequence results when no operator action is taken, incorrect or
insufficient action is taken, or the action is not completed within the allowable response time.

5.4.9 Alarm deadband

The deadband delay shown in Figure 4 illustrates that the alarm does not return to normal
immediately after crossing the alarm setpoint.

5.5 Feedback model of operator-process interaction
5.5.1 General

A model of operator-process interaction is shown in Figure 5. In response to a disturbance or
malfunction, the process or system undergoes some change. If that change deviates
significantly from the reference or objective for the process, the operator takes action to bring
the process back to the reference.
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The following three stages of activity occur in the operator sub-system leading to action:

a) the indication of deviation from desired normal operation (i.e., an alarm) is detected,

b) the situation is diagnosed, and the corrective action is determined, and

c) the corrective action is implemented to compensate for the disturbance.

Reference/ Disturbance/
objective malfunction

l Operator sub-system l

) 4

1 I
1 I
1 1
1 1
o, —Action Brocess/
Ha Detect —( Diagnose Respond ' > systend
i |
1 1
1 1
1 1
1 I

Measurement

5.5.2
The o

a disfurbance. The design of the alarm system.and the operator interface facilitatg

detec

5.5.3

The o
deterr
proce

5.5.4

The o
deterr

5.5.5

The gbility «ofithe operator to carry out the sub-system functions is affected by a vari

variah

Figure 5 — Feedback model of operator-process’interaction

Detect
perator becomes aware of the deviation from theydesired condition by an alarm cau
ion of deviation.

Diagnose
berator uses knowledge and skillste’interpret the information, diagnose the situatio

hine the corrective action to take in response to the deviation. The alarm res
Hures aid the operator’s diagnosis.

Respond

perator takes corregtive action in response to the deviation and monitors the proc
hine if the deviation is corrected.

Performance shaping factors

les,\including:

IEC

5ed by
s the

n, and
bonse

pss to

ety of

a) w

Tkioad;

b) operator console ergonomics,
c) HMI design,

d) sh

ort term or working memory limitations,

e) fatigue,

f) training, and

g) motivation.
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6 Alarm philosophy

6.1 Purpose

The alarm philosophy serves as the framework to establish the criteria, definitions, principles,
and responsibilities for all of the alarm management life cycle stages. This is achieved by
specifying items, including the methods for alarm identification, rationalization, monitoring,

MOC, and audit to be followed. An alarm philosophy document facilitates:

a) consistency across the alarm system,
b) consistency with risk management goals and objectives,

c) adreement with good engineering practices, and

d) dgsign and management of the alarm system that supports an effective operatofirespgonse.

6.2 |Alarm philosophy contents
6.2.1 General

An alprm philosophy document shall be developed to cover each_atarm system. An |alarm
philogophy may cover more than one alarm system. The alarm philosophy shall include the
required contents listed in this clause. The alarm philosophy/shall be developed pfior to

rationplization.

Due tp the wide variety of equipment used within the precess industry, the detailed content of
the alarm philosophy can vary between industries and"from one location to another. The

required and recommended contents of the alarm philosophy are listed in Table 3.

Table 3 — Required and recommended alarm philosophy contents

Alarm philosophy contents Required / Subclause
recommended

Purpdse of alarm system Required 6.2.2
Definitions Required 6.2.3
Refergpnces Recommended 6.2.4
Roles|and responsibilities for alarm management Required 6.2.%
Alarm| design principles Required 6.2.

Alarm| setpoint determination Recommended 6.2.17
Priorifization method Required 6.2.8
Alarm| class definition Required 6.2.9
Highly managded alarms (or site equivalent) Recommended 6.2.1[0
Ratiopalization Required 6.2.11
Alarm documentation Required 6.2.12
Alarm design guidance Required 6.2.13
Specific alarm design considerations Recommended 6.2.14
HMI design principles Required 6.2.15
Approved enhanced and advanced alarming techniques Recommended 6.2.16
Implementation guidance Required 6.2.17
Alarm response procedures Required 6.2.18
Training Required 6.2.19
Alarm shelving Recommended 6.2.20
Alarm system maintenance Required 6.2.21
Testing of alarms Required 6.2.22
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Alarm philosophy contents Required / Subclause
recommended
Alarm system performance monitoring Required 6.2.23
Alarm history preservation Recommended 6.2.24
Management of change Required 6.2.25
Alarm system audit Required 6.2.26
Related site procedures Recommended 6.2.27
For al art of
the project planning and development and be fully defined and approved before jalarm
rationplization.
For existing alarm systems which are being remediated, and no philosophy exists, the [alarm
philogophy should be one of the first stages of the remediation effort.
The nequired contents of the alarm philosophy can exist in other (site procedures. These
procefures should be referenced in the alarm philosophy.
6.2.2 Purpose of alarm system
The purpose and objectives of an alarm system shall be stated. The purpose and objeftives

stated

6.2.3

The a
of deg
under|

6.2.4

The a
comp

6.2.5

The 4@
mana

a) th
dag

Definitions

larm philosophy shall include definitions' of terms that will be encountered in the o
ign and improvement of an alarm system to ensure that all participants share a co
standing. The definition of an alarm~shall be documented in the alarm philosophy.

References

arm philosophy should in¢lude a list of appropriate references. References can be in
hny documents (e.gs MOC procedure), external standards, or published material.

Roles and rfesponsibilities for alarm management

larm philosophy shall establish responsibility by role for the activities of the
jement (ife*cycle. Specific aspects should include the following:

b owper of the alarm system, the philosophy, master alarm database, and r
cuments,

serve to orient participants in design and improv&ment activities and can facilitate the
implementation and maintenance of an effective alarm system.

ourse
mon

iternal

alarm

elated

b) the role responsible for management and regular maintenance of the alarm system,

c) the role responsible for technical support to resolve problems with alarms,

d) the role responsible to ensure that the requirements outlined in the alarm philosophy are

fol

6.2.6

lowed.

Alarm design principles

The alarm philosophy shall include the criteria for selection and principles for design of alarms,
consistent with the definition of an alarm. The criteria and principles should include:

a) the role of the alarm system in identifying approaches to unsafe or abnormal operation,
warning of malfunctions, and prompting the operator of actionable changes in the process,

b) the methods to be used for alarm identification,

c) the alarm states (e.g., normal, acknowledged, shelved) that the facility will use.
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6.2.7 Alarm setpoint determination
The alarm philosophy should provide guidance on the methods used for determination of alarm

setpoints. Alarm setpoint determination can use several inputs (e.g., consequence thresholds,
process dynamics, complexity of the operator response).

6.2.8 Prioritization method

Consistent priorities aid the operator in deciding the order of response during a period with a
high alarm rate. The alarm philosophy shall address the prioritization, including the following:

a) the basis for alarm prioritization (e.g., severity of consequence, time to respond),

b) the metrics for alarm priority (e.g., priority distribution),
c) the impact of classification on prioritization, if any.

6.2.9 Alarm class definition

Alarm|classes are used to set common requirements for managing alarmsAn“alarm may bhelong
to mofe than one class. This alarm philosophy shall include the definitiomof the alarm clgsses,
which|can include the following:

a) alarm prioritization considerations,
b) aIIrm documentation,

c) HMI design,

d) operating procedures associated with the alarms,

e) trdining and training documentation,

f) alarm maintenance,

g) alarm testing,

h) alarm monitoring and assessment,
i) alarm MOC,

j) alarm history retention, and

k) algrm audit.

6.2.1Q Highly managed:alarms

Highly managed alarm;(HMA) classes are classes of alarms that require more adminisfration
and dpcumentatignithan others. If HMA are used, the alarm philosophy shall define the criteria
for agsigning alarms to HMA classes. The designation of alarm classes as highly managed
should be based upon one or more of the following:

a) a
b) al
c) alarms for environmental protection,

Irms critical for the protection of human life (e.g., safety related alarms),

rms for nersonnel safetv or nrotection
™ P4 ™ Y

d) alarms for current good manufacturing practice,
e) alarms for commercial loss,

f) alarms for product quality,

g) alarms for process licensor requirements, and

h) alarms for company policy.
6.2.11 Rationalization

The alarm philosophy shall list the criteria to assess alarms and the information to be captured
during rationalization. Guidance on the knowledge and experience of the rationalization team
should include:
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erations,

b) process,

c) maintenance,

d) co

ntrol system, and

e) alarm philosophy.

6.2.12 Alarm documentation

2022

The alarm philosophy shall specify the documentation for alarms. This should include the

following:

a) rationalization information (e.g., a master alarm database), and

b) splecifications for advanced alarming techniques (e.g., designed suppression).
Other[documentation needs can be identified by the requirements of the different alarm clg
Apprgpriate documentation ensures that advanced alarming techniques’ are implem
consigtently, providing expected behaviours to the operator across all(modes of operatio
6.2.13 Alarm design guidance

The glarm philosophy shall provide guidance on the desigh practices. This guidance {
addreps:

a) alarm deadband,

b) alarm on-delay,

c) alarm off-delay

d) alarm types, and

e) cogmposition of alarm messages.

6.2.1

The philosophy document should“specify rules and methods for the design of alarms co
specific circumstances where-consistency is important (e.g., bypass alarms and alarms
dant sensors). Alarm.classes may be the source of such specific design consideraffons.

redun

6.2.15

The dlarm phileasephy shall specify the alarm presentation method to establish principl

CONSiS

The fdq

Specific alarm design considerations

HMI design.principles

tent display and annunciation.

llowing elements should be specified for HMI design:

SSes.

ented

hould

ering
from

es for

a) the alarm presentation method (e.g., colour, symbol, and alpha-numeric),

b) the mechanism used (for example the HMI) to communicate the alarms to the operator,

c) recommendations for the indications on the HMI of the alarm states (e.g., normal,

ac

knowledged, shelved) that will be used at the facility,

d) the types of displays that will be used (e.g., alarm summary, first-out),

e) the functions that will be available in the HMI, including shelving, suppression, and
enhanced and advanced alarming techniques.
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6.2.16 Approved enhanced and advanced alarming techniques

If enhanced and advanced alarming techniques are used, this section of the alarm philosophy
shall be used to identify the approved techniques and related responsibilities and work
processes. ldentification of approved enhanced and advanced alarming techniques supports
the training of personnel on these techniques. Not all sites will use the enhanced and advanced
alarming techniques.

6.2.17 Implementation guidance

The alarm philosophy shall specify the methods for initial training, commissioning, and testing

of the

alarm system

6.2.18

The 4
proce
the a
philos

a) th
co

b) th
6.2.19

The 4
mana
requir

The following aspects of training shall be covered in the alarm philosophy or other equi

docun

a) th
b) wh

6.2.2(

Alarm response procedures

larm philosophy shall address alarm response procedures. Available Aalarm res

bpropriate corrective action, as well as promote consistency between operatorsg
ophy should include the following:

b information included in the alarm response procedures (&.g7, cause, consequ
rrective action), and

b method to access the alarm response procedures (e.gh.via the operator interface
Training

larm philosophy shall address how plant pérsonnel are to be trained on theg
pement, and design of the alarm system; including the training documen
ements.

hentation for each of the alarm classes:

b roles or personnel requiringstraining relating to the alarm system, and

en training is required.

Alarm shelving

who ¢

typic
or pri

6.2.2
The

arm philosophy should include guidance on how and when alarm shelving can be
n perform shelving, as well as authorization and documentation requirements. The
lly limits defined on which alarms can be shelved and shelving duration, based on
rity.

Alarm system maintenance

ponse

dures can reduce the time it takes the operator to diagnose the problémvand detgrmine

. The

ence,

).

use,
tation

valent

used,
re are
class

Specific elements for alarm system maintenance shall include the following:

a) alarm maintenance record keeping,

b) the requirements for out-of-service alarms, and

c) the policy on the use of interim alarms.

6.2.22 Testing of alarms

stem.

The alarm philosophy shall address testing based on alarm classes or other methods. Testing
documentation may be managed in other systems.
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6.2.23 Alarm system performance monitoring

The alarm philosophy shall specify methods for assessing alarm system performance. Specific
elements for alarm system performance monitoring shall include the following:

a) the objective for monitoring and assessment,

b) the monitoring metrics and target values,

c) guidance on frequency to review alarm system performance, and

d) guidance on the approach to improve performance on the metrics.

6.2.24 Alarm history preservation

The a

ackngwledgements, return to normal, and operator actions). In some industries and re
regulatory bodies or local statutes might require preservation of this information@nd track
changes to data.

6.2.2§ Management of change

The a

Typeq of changes can include:

a) te

b) pgrmanent changes to the master alarm databases,alarm attributes, or enhance
advanced alarming techniques.

The MOC procedure ensures that changes made during design, implementation, operati

maint

documented assessment of each change, description of each change, and authorization.

6.2.2¢ Alarm management audit

The p

Thesq requirements include:

a) audit frequency, which can pe specified based on alarm class,

b) addit topics, and

c) pr

6.2.27 Relatedssite procedures

The 4
relate

a) standard operating procedures

arm philosophy should specify the retention of alarm related records (e.g., annuncia

larm philosophy shall identify the types of changes and the applicable MOC proce

mporary changes to alarms (e.g., taking alarms out of service),

bnance are appropriately evaluated, authorized, and documented. This typically ing

hilosophy document shall specify the requirements of periodic alarm management g

bcess for operator.interviews.

larm philosophy should reference relevant procedures. The following documents G
d to/the alarm philosophy:

tions,
jions,
ing of

jures.

d and

on, or
ludes

udits.

an be

b) training policies and guides,

c) safety, health and environmental procedures,

d) maintenance procedures,

e) alarm handling policies,

f) application programming guidelines,

g) commissioning or qualification processes and procedures,
h) MOC procedure, and
i) other site procedures related to the alarm philosophy.
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6.3 Alarm philosophy development and maintenance

Personnel who apply the alarm philosophy should be involved in developing the alarm
philosophy. The team involved should be equipped with detailed knowledge and understanding
of design, operation, and maintenance of the process related to the site. The alarm philosophy
should be approved by management. Specific areas of expertise include:

a) process operations,

b) process instrumentation,

c) control systems,

d) process technology

e) mechanical/reliability engineering,
f) sdfety, health and environmental,
g) prpcess safety,
h) htlman factors,

I

i) algrm management, and

j) MOC process.
7 Alarm system requirements specification

7.1 Purpose

The glarm system requirements specification (ASRS), which can also be called an jalarm
functipnal requirements specification, is developed:based on the alarm philosophy and gan be
an important part of control system procurement. Clause 7 provides guidance oh the
develppment and uses of an ASRS. The ASRS%documents the alarm functionality expecfted of
the cdntrol system. The ASRS is often a subset of the overall system requirements specification
of a cpntrol system.

The ASRS is typically specific to a site, an individual control system, or group of similar control
systefns. While the ASRS is consistent with the alarm philosophy, it contains more dqtailed
functipnal requirements of the-alarm system than the alarm philosophy, including detailed user
requirements and relevant site infrastructure requirements. These requirements are uged to
help |evaluate alarm systems and guide the detailed alarm system design. [During
implementation, the ASRS can serve as the basis of function testing of the alarm systen. The
ASRSY specifies the alarm system functionality necessary to satisfy the alarm philosophy

The ASRS is typically generated early in the planning for a new control system. It is updated
throughout the-implementation stage to ensure consistency with the targeted capabilities |of the
chosgn control system and in driving design, testing, and training activities. The ASRS|is not
occur
ia the

7.2 Recommendations

An ASRS should be developed for new control systems and major revisions to the alarm
functionality of existing control systems. The ASRS should include specifications for some or
all of the following:

a) alarm attributes,

b) alarm HMI,

c) alarm communication protocol,

d) alarm record logging,

e) alarm record analysis, and
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f) other capabilities that facilitate alarm management life cycle activities.

There can be new control system projects in which it is determined that an ASRS is not
necessary (e.g., replicating existing systems).

7.3 Development

The alarm system is one of the functional systems within a control system. Modifications to
accommodate the alarm system requirements can be necessary to achieve the desired
performance. The ASRS should be consistent with the alarm philosophy. The ASRS should
include the following:

a) alarm priorities available,

b) vigible annunciation functionality, such as colours and symbols,

c) audible alarm annunciation functionality,

d) alarm summary display functionality,

e) alarm shelving functionality,

f) alarm suppression functionality,

g) alarm attribute functionality, such as deadband and on-delay andoff-delay,
h) alarm log capabilities,

i) al@arm monitoring and assessment functionality,

j) alarm system audit functionality, and

k) advanced alarming functionality.
7.4 |[Systems evaluation

Alarm| system functionality should be evaluated against the ASRS during control system
selecfion.

7.5 [Packaged systems

If packaged systems are part of.the control system, the ASRS should include guidance op how
packaged systems will be interfaced to the alarm system.

7.6 Customization

If important system_requirements in the specification are not met by standard commercial
produgts, it can/be 'necessary to develop custom solutions, or to reconsider the specifigation.
The AISRS facilitates early recognition of the need for customized solutions and associatefl cost
/benefit analysis.

7.7 |Alarm system requirements verification

Each alarm system requirement should be verified prior to the operations stage of the life cycle.

8 Identification

8.1 Purpose

Identification is a general term for the different methods that can be used to determine the
possible need for an alarm or a change to an alarm. The identification stage is the input point
of the alarm management life cycle for the recommended alarms or alarm changes. Identified
alarms are an input to rationalization.
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8.2

Alarm identification methods

This document does not define or require any specific method for alarm identification. Alarms
can be identified by a variety of good engineering practices or regulatory requirements. Some
combination of identification methods should be used to determine potential alarms. The alarm
identification method can affect the classification of an alarm. Where appropriate, alarm
identification can be done during alarm rationalization.

Some common alarm identification methods are:

a)
b)
c)
d)
e)
f)
9)
h)
i)
j)
8.3

Perso
and th

8.4

The in
in ala

a)
b)
c)
d)
e)

9

9.1

process hazards analysis (PHA or HAZOP),

la
in
en
fa
cu
qu
P4
op
pa

th
th
th
th
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R

erof plUtUbtiUll dllaiyb;b (LCPA),

tident investigations,

vironmental permits,

lure mode and effects analysis (FMEA),
rrent good manufacturing practice (cGMP),
ality reviews,

LID reviews,

erating procedure reviews, and

ckaged system manufacturer recommendations.
Identification training

nnel using any method for alarm identification.should be trained on the alarm philo
e criteria for evaluating alarms.

Identification documentation

formation related to potential alarins’should be documented during identification ang
m rationalization if available, including:

b consequence threshold (e.g:, constraint),
b operator response,

b consequence of inaction,

b probable cause,_and

b rationale forthe consequence threshold.

ationalization

Rurpose

sophy

used

During rationalization, existing or potential alarms are systematically compared to the criteria
for alarms documented in the alarm philosophy. If the proposed alarm meets the criteria, then
the alarm setpoint, consequence, and operator action are documented, and the alarm is
prioritized and classified according to the alarm philosophy. Rationalization produces the detail
design information, documented in the master alarm database, necessary for the design stage
of the alarm management life cycle.

The activities of rationalization are:

a)
b)
c)
d)

alarm justification,

alarm setpoint determination,

alarm prioritization,

alarm classification, and
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e) rationalization review.
9.2 Rationalization documentation
9.21 Rationalization documentation requirements

Each alarm shall be rationalized and documented as specified in the alarm philosophy, for each
applicable plant state. The documentation shall include:

a) alarm type,

b) alarm priority,

B

c) algrm—etass;

d) alarm setpoint or logical condition (e.g., off-normal),
e) operator action,

f) cansequence of inaction, and

g) plant state.

Additipnal alarm attributes may be documented during rationalization.

9.2.2 Rationalization documentation recommendations

Ratiopalization should determine and document the following"for every alarm per the [alarm
philosophy, for each applicable plant state:
a) the maximum allowable response time,
b) the probable cause,

c) the rationale for the alarm setpoint,

d) the identification method, and

e) the need for advanced alarming techfiques, if necessary.
9.2.3 Plant states
Plant states can include:

a) start-up,

b) ngrmal operation,

c) operation, steps.or’phase in batch processes, and
d) shiutdown.

9.3 |Alarmjustification

9.3.1 Alarm justification process

Each alarm is compared to the criteria in the alarm philosophy to justify that it is an alarm.

The criteria from the definition of alarm include that:

a) the alarm is directed to the operator,
b) the alarm indicates a process deviation, abnormal condition, or equipment malfunction, and
c) the alarm requires a timely response.
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9.3.2

The a

Justification approach

larm justification process should:

a) utilize a team approach,

b) include knowledge of the process and the control system, and

c) rely heavily upon operator knowledge.

hould

ophy;

priate
rmine
or the

hative

alarm

9.3.3 Individual alarm justification

All alarms are systematically reviewed, usually by progression through engineering drawings,
databases—erHM-displays—heinformationteo-beecapturedfereachratonahzedalarm—S
be spgecified in the alarm philosophy, and typically includes:

a) verification that the proposed alarm meets the criteria for an alarm stated in the_philos
b) the action(s) the operator can take in response to the alarm;

c) the consequence that will occur if action is not taken or is unsuccessful,

d) the allowable response time.

Thosq alarms for which the operator action is simply to relay the infgrmation to the appro
persop or group for action (e.g., instrument diagnostic alarms) shiould be reviewed to det¢
if an alternate method exists to transfer the information without,burdening the operator
alarm|system.

9.34 Impact on alarm system performance

Alarm|justification should verify that:

a) the alarm will not become a nuisance, and

b) the alarm does not duplicate another alarm.

Advanced alarming techniques (e.g., state-based alarming) can be specified to prevent ne
impagt on the alarm system performance from the above listed conditions.

9.4 |Alarm setpoint determination

The gluidance stated in the alarm philosophy should be applied to the determination of
setpoints.

Effectjve methods use information including:

a) the allowable response time (see Figure 4),
b) the complexity of the operator action,
c) the-tme-neecessarytocomplete-the-operatoractons
d) the normal operating range,
)

D

f) kn

other operating or design boundaries, and

owledge of the process operation and history.

For some processes (e.g., batch processes), the alarm setpoint may be modified with plant

state.
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9.5 Prioritization

Alarm priority is used to aid the operator in determining the order in which to respond to multiple
alarms. The method for priority assignment defined in the alarm philosophy is applied to the
rationalized alarm and a priority is assigned. Effective prioritization typically results in higher
priorities chosen less frequently than lower priorities. Most of the alarms should be assigned to
the lowest alarm priority (least important) and the fewest to the highest alarm priority (most
important), with a consistent transition between the two. The resulting priorities should have
alignment with the consequence and allowable response time, such that the lowest priority
alarms have the least severe consequences and longest allowable response times, and the
highest priority alarms have the most severe consequences (e.g., fire and gas alarms) and the
shortest allowable response times. Alarm priority distribution metrics are provided in Clause 16.

Priorifization may include consideration for alarm classes (e.g., HMA classes) or identification
methdds (e.g., LOPA) to set alarm priority.

9.6 Classification

Alarms shall be assigned to one or more classes as defined in_the” alarm philogophy.
Class|fication may occur prior to, during, or after the alarm justificatientand prioritization.

Alarmps in the same class may have different priorities.

9.7 Review

Upon |completion of the initial justification, prioritization; and classification of all the required
alarmg, the results should be reviewed to ensure consistent application of the criteria throughout
the process. The results should be compared totany targets for number and priority of glarms
that might be documented in the alarm philosoghy.

9.8 |[Removal of rejected alarms

Existipg alarms that are rejected for failing to meet the criteria for an alarm shall be documented
along|with the basis (i.e., criterion,it\failed to meet) justifying removal. Rejected alarms dan be
candiglates for other forms of notifications (e.g., operator alerts). Those alarms should thlen be
subject to further review by theyMOC procedure to remove the alarm from the system.

9.9 Documentation

Ratiopalization shall bé documented to become the basis for ensuring the integrity of the [alarm
systef. The documentation (e.g., a master alarm database) is the link between each alarm and
the alprm philosephy and can be used for several purposes, including:

a) input to the detailed design stage of the alarm management life cycle,

b) utllization as part of the MOC,

c) alarm response procedures,

d) training of and use by operators,

e) periodic auditing and reconciliation of the control system alarm settings, and

f) evaluation of alarm monitoring and effectiveness data.
10 Detailed design: basic alarm design

10.1 Purpose

Basic alarm design is part of the detailed design stage of the life cycle. Clause 10 addresses
the design consideration to implement the alarms within a specific control system as specified
by the rationalization process. All design considerations related to the presentation of alarms
are contained in Clause 11.
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10.2 Basic alarm design capabilities

The design for alarms shall be consistent with the alarm philosophy and the overall control
system design philosophy. The capabilities of the control system should be considered in the
basic alarm design.

10.3 Usage of alarm states
10.3.1 Alarm state triggering

The source for each alarm should be documented. Changes in alarm state can be triggered
from various sources within a control system as shown in Figure 1, including:

a) the field devices (e.g., sensors and final control elements),
b) the control system (i.e., BPCS, SIS, packaged system), and
c) the HMI.

10.3.2 Alarm states and other logic functions

Clear|design guidance should be provided regarding the use of alanm’ state informatiop with
other [logic functions (e.g., interlock actions). If alarm setpoints will\be"used for functionsj(e.g.,
as an|interlock setpoint) in addition to operator notification, theh documentation, training and
MOC kan be impacted. Additionally, the impact of modifying atatm attributes as well as the use
of desgigned suppression should be clearly identified, documented, and potentially res1ricted
(e.g.,| extra confirmation and higher access level required). This information should be
specifically documented in the alarm philosophy undercalarm design principles.

10.3.3 Alarm suppression and other logic functions

The ajarm suppression functionality shall nofwnintentionally impact other logic functions|(e.g.,
interlgck actions).

10.4 |Alarm types

Alarm| type shall be implemented'based on the information documented in the master |alarm
databpse. The common alarm-types can include the following:
a) absolute alarms,

b) dgviation alarms,

c) raje-of-change ‘alarms,

d) discrepancy.altarms,

e) callculated~alarms,

f) regipe-driven alarms,

g) bit-pattern atarms,

h) controller-output alarms,

i) systems diagnostic alarms,

j) instrument diagnostic alarms,
k) adjustable alarms,

I) adaptive alarms,

m) re-alarming alarms,

n) statistical alarms,

o) first-out alarms, and

p) bad-measurement alarms.
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The available alarm types that are included within a control system can vary. It could be
necessary to create a custom alarm type as part of the engineering scope on a project. Alarms
may be of a single type or a combination of types.

Alarm types should be selected carefully based on engineering judgment. Certain types, such
as re-alarming, rate-of-change, deviation, bad-measurement, and controller-output alarms, can
be sources of nuisance alarms if they are not applied appropriately.

10.5 Alarm attributes

10.5.1 General

During the basic design process, the alarm attributes should be selected for each alarm that
has b¢en rationalized and set based on engineering judgment. Attributes such as alarm’sgtpoint
and deadband can be different depending upon the specific alarm type that will be implemgnted.
Defining appropriate alarm attributes can help minimize the number of nuisanceyalarms thiat are
generpted during operation. Recommendations for the design of specific alarm attributges are
provided in the following subclauses. Alarm attributes should include:

a) alarm description,

b) alarm setpoint or logical conditions,
c) alarm priority,

d) alarm deadband,

e) on-delay or off-delay

f) aIIrm group, and

g) algrm message.

10.5.2 Alarm description

All algrms shall have an informative text @rovided as a tag description, or alarm descriptipon, or
both. A structured layout and consistent wording should be used in the description.

10.5.3 Alarm setpoints

Alarm| setpoints shall be selected based on the information documented in the master jalarm
databpse.

10.5.4 Alarm priority

Alarm| priority -shall be selected based on the information documented in the master Jalarm
databpse.

10.5.5 ““Alarm deadbands

10.5.5.1 General

Alarm deadband is an alarm attribute used to reduce the number of times an alarm is triggered
for a given abnormal condition, which ideally would be only once. It prevents an alarm from
returning to normal until the alarm is cleared by the deadband, a defined increment or
percentage of the range. Deadbands are typically set based on the normal operating range of
the process variable, measurement noise, and the type of process variable. Application of
deadbands can be very effective in eliminating nuisance alarms.

10.5.5.2 Alarm deadband requirements

The control system shall provide the functionality to implement deadband.
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10.5.5.3 Alarm deadband recommendations

The engineering basis for setting of deadbands should be documented in the alarm philosophy.
Engineering judgment should be employed when setting deadbands in order to minimize
nuisance alarms while maintaining process vigilance and plant/personnel safety. Excessive
deadband, such as what might be calculated for an instrument with a large scale (e.g., flow of
0 to 100,000) can act as a latch, creating stale alarms. Settings should be documented and
then reviewed during commissioning and after significant operating experience.

10.5.6 Alarm on-delay and off-delay

10.5.(I.:| General
The aftributes on-delay and off-delay (i.e., debounce timer) can be used to eliminate'nuisance

alarmp. The on-delay is used to avoid unnecessary alarms when a signal temporarily everghoots
the alprm setpoint, thus preventing the alarm from becoming active until the sighal remgins in
the alarm condition continuously for the delay time. The off-delay is used toreduce chaﬂtering
alarmp by holding the alarm active for the delay period after the process condition has refurned
to normal.

10.5.6.2 Alarm on-delay and off-delay requirements

The gontrol system shall provide the capability for implementing on-delay and offidelay
functipnality.

10.5.6.3 Alarm on-delay and off-delay recommendations

Engingering judgment should be employed when setting on and off delays in order to minimize
nuisance alarms while maintaining process vigilance and plant or personnel safety. Delay|times
determnination should take into consideration the€ allowable response time during all mod@les of
operation and whether filtering is being applied to reduce signal noise. On-delay times ghould
be applied only after careful evaluation-of delay on operator response. Settings shoyld be
reviewed during commissioning and after sufficient operating experience.

10.6 [Programmatic changes totalarm attributes

Some| sites modify alarm attributes based on conditions such as product type, product grade,
plant $tate, or other conditions. Alarm attributes can typically be programmatically modified from
one of more of the follewing sources:

a) control logic (etg.,"sequences, phases, state-based logic),
b) advanced afarming techniques,

c) externalto~the control system (e.g., manufacturing execution system (MES), enterprise
regsource planning (ERP) system).

The atarmphitosophy-sthoutd—detait-theuseandtmitations of-the funbtiunaiity for programmatic
changes. For each alarm, it should be identified and documented which programs of the system
will have access to modify alarm attributes during operation and which changes will be subject
to MOC procedures. Advanced alarming techniques for modifying alarm attributes are covered
in Clause 12.

10.7 Review of basic alarm design

A typical control system provides the ability to implement numerous different alarm types for a
single process variable. The basic alarm design results should be reviewed against the master
alarm database to ensure that only the required alarms are implemented.
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11 Detailed design: human-machine interface design for alarm systems

11.1 Purpose

The HMI design for alarm systems is part of the detailed design life cycle stage. Clause 11
provides requirements and recommendations related to the presentation of alarms to the
operator and other HMI users. The indication of alarms is only one component of the HMI design,
and contributes to effective operator—process interaction (see Figure 5).

NOTE Guidance for HMI design and maintenance is provided in ANSI/ISA-101.01.

11.2 HMl-functions

11.2.1 General

The HMI design for alarms shall be consistent with the alarm philosophy and_the overall HMI
desigh philosophy. The capabilities of the control system should be considered in th¢ HMI
design.

11.2.2 HMI information requirements
The HMI shall clearly indicate:

a) unsuppressed active alarms,

b) alarm states,

c) alarm priorities, and

d) alarm types.

11.2.3 HMI functional requirements

The HMI shall provide the ability to:

a) silence audible alarm indicationsi.e., without acknowledging the alarm),
b) indlividually acknowledge alarms,

c) pII

d) modify alarm attributes through access-controlled methods only,

ce alarms out of service'through access-controlled methods as allowed in the philodophy,

e) initiate an alarm shelying function,

f) support a designed suppression function, and
g) di

11.2.4 HMiI-functional recommendations

bplay alarmimessages.

The HMI<should provide the ability for the operator to access the alarm response procedyrres.

11.2.5 HMI display requirements
The HMI shall provide the capability for the following, or equivalent:

a) alarm summary displays,

b) alarm indications on process displays,

c) alarm indications on tag detail display,

d) shelved alarm summary displays,

e) suppressed-by-design summary displays, and
f) out-of-service summary displays.
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11.2.6 Alarm records requirements

An alarm record is a set of information which documents an alarm state change.

An alarm record shall have the following alarm record attributes:

a) tag name for alarm,

b) tag description or alarm description for alarm,
c) alarm state,

d) alarm priority,

e) a:’trm type, and
f) time and date of occurrence of the alarm state change.

11.2.17 Alarm records recommendations
An alarm record should have the following alarm record elements:

a) prpcess value at the time when the alarm record is recorded,

b) alarm setpoint,
c) alarm group or process area,
d) alarm class(es), and

e) alarm message.
11.3 |Alarm states indications
11.3.1 General

The ajarm state transition diagram (see Figure 3) defines the states of alarms.

11.3.2 Required alarm state indications

A combination of visual indicatiehs, audible indications, or both, shall be used to un

distinguish the following alarm-states:

a) ngrmal,
b) unacknowledged alamm,
c) adknowledged alarm,

d) return-to-normal unacknowledged alarm,

e) shlelved_alarm,

f) suppressed-by-design alarm, and

g) out-of-service-alarm

11.3.3 Recommended alarm state indications
11.3.3.1 General

The following recommended alarm state indications are common industry practice.

11.3.3.2 Normal state indication

quely

The normal state should not use an audible indication. The normal state visual indication should

be the same as indications without alarms.
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11.3.3.3 Unacknowledged alarm state indication

The unacknowledged alarm state should use both an audible indication and visual indication.
The audible indication should be silenced with a silence action or acknowledge action by the
operator. The visual indication should be clearly distinguishable from the normal state indication
by using colours and symbols (e.g., shape, text, a combination or shape and text). The visual
indication for an unacknowledged alarm should include a blinking element. There are some
environments in which an audible indication is not an effective indicator of unacknowledged
alarms.

11.3.3.4 Acknowledged alarm state indication

The abknowledged alarm state should not use an audible indication. The acknowledged [alarm
state yisual indication should be clearly distinguishable from the normal state indication‘byfusing
symbols (e.g., shape, text, a combination or shape and text), and should be related in colpur to
the upacknowledged alarm indication. A blinking element should not be used)in the ypisual
indication for an acknowledged alarm.

11.3.3.5 Return-to-normal unacknowledged state indication

The return-to-normal unacknowledged state should not use an audiblé indication. The rgturn-
to-nofmal unacknowledged state visual indication may be the same as the normal statg or it
may indicate an unacknowledged status with a blinking element

11.3.3.6 Shelved alarm state indication

The 1he|ved alarm state should be visually indicated in the HMI. The visual indication| for a
shelved alarm should not include a blinking element:"The shelved alarm state indication ghould
be un|que. No audible indication should be used to identify shelved alarms.

11.3.3.7 Suppressed-by-design alarm state indication

The jluppressed-by-design alarm state\ should be visually indicated in the HMI. The pisual
indication for an alarm suppressed-by design should not include a blinking elemenf. The
suppressed-by-design alarm statetindication should be unique. No audible indication sholld be
used to identify alarms suppressed by design.

11.3.3.8 Out-of-serviceralarm state indication

The opt-of-service alarm state should be visually indicated in the HMI. The visual indication for
an om;t-of-service alarm should not include a blinking element. The out-of-service alarm| state
indicagtion should-be unique. No audible indication should be used to identify out-of-service
alarmp.

11.3.3.9¢ Summary of alarm state indications

The audible and visual alarm state indications for typical alarms are summarized in Table 4.
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Table 4 —- Recommended alarm state indications

Alarm state _AL!dib_Ie Visual indications
indication Colour Symbol Blinking
Normal No No No No
Unacknowledged alarm Yes Yes Yes Yes
Acknowledged alarm No Yes Yes No
Return-to-normal unacknowledged alarm No Combination Optional
Shelved alarm No Combination No
Suppfessed-by-design alarm No Combination Nd
Out-of-service alarm No Combination No

NOTH 1 "Yes" signifies the indication type is used to indicate the alarm state.
NOTH 2 "No" signifies the indication type is not to be used to indicate the alarm state.
NOTH 3 "Combination" signifies the indication is a combination of visual colour and symbol indications.

NOTH 4 "Optional" signifies the indication is not required.

11.3.4 Audible alarm state indications

The qudible alarm indication for unacknowledged alarms may also be used to indica
priority, the process area, or the alarm group, depending on the alarm philosophy.

In enjironments where an audible indication of an.unacknowledged alarm is not effective
high gmbient noise level environments), a clearvisual indication of an unacknowledged
that i always within view of the operator should be used (e.g., a light, series of lights).

11.4

Alarm priority indications

11.4.1 General

The a
in sel

larm philosophy provides)a set of alarm priorities used in the HMI to assist the op
ecting the sequenceof alarm response actions.

11.4.2 Alarm priofity indication requirements

A uni
distin

nque combination of visual indications, audible indications, or both, shall be usg
juish thé alarm priorities within the alarm system.

11.4.3 <{Colour alarm priority indications requirements

e the

(e.g.,
alarm

erator

ed to

A separate colour indication shall be used for each alarm priority, except in operating
environments where this is not practical. The alarm priority colours shall be reserved and shall
not be used for other elements of the HMI, except in operating environments where this is not

practi

cal.

11.4.4 Recommended alarm priority indications

11.4.4.1 General

The following recommended alarm priority indications are common industry practice.

11.4.4.2 Symbol alarm priority indications

A unique symbol (e.g., shape, text) should be used to indicate each alarm priority to reinforce
colour coding.
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NOTE The combination of unique colour and symbol can be used to compensate for colour blindness.
11.4.4.3 Audible alarm priority indications

A distinct audible indication should be used for each alarm priority. In environments where an
audible indication is not used as a priority indication, a visual priority indication should be used.

11.5 Alarm message indications
11.5.1 General

The alarm message provides further clarification of the alarm beyond the tag name, state and

priority Thdfcation. Tt may aiso nciude part of the operator action or a Teference to thejalarm

respopse procedure.

11.5.2 Recommended alarm message indications
11.5.2.1 General
The fgllowing alarm message indications are common industry practice:

a) visual alarm message indications, and
b) vdcalized alarm message indications.

11.5.2.2 Visual alarm message indications

A vistial alarm message should be generated for each alarm and displayed on the |alarm
summary. The visual message should be structured with consistent information. The pyisual
alarm{message is usually not directly displayed an*process displays.

11.5.2.3 Vocalized alarm message indications

A vocplized alarm message may be used’ The vocalized alarm message should be stru¢tured
and brief. The vocalized alarm message should be silenced with a silence actipn or
acknagwledge action by the operator.”A visual indication should be used in conjunction Wwith a
vocaliged alarm message.

11.6 |Alarm displays
11.6.1 General

Within an HMI there are several types of displays that are effective as part of the alarm system.
The djsplays caninclude the following:

a) alarm summary display,
b) alarm,summary status display,

c) alarm log display,

d) process display,

e) tag detail display,

f) system diagnostic alarm display,

g) shelved alarm display,

h) suppressed-by-design alarm display, and
i) out-of-service alarm display.

The displays are described with required or recommended functions. The function may be
provided through other methods.
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11.6.2 Alarm summary display
11.6.2.1 Alarm summary display requirements

The alarm summary provides a list of unsuppressed active alarms within the alarm system.
There are several required and recommended functions for alarm summary displays.

11.6.2.2 Information requirements

The alarm summary display shall list only information for alarms. The display shall provide the
following information for each alarm:

a) tag name for alarm,

b) tag description or alarm description for alarm,

c) the alarm state (including acknowledged status),
d) the alarm priority,

e) the time/date the alarm became active, and

f) the alarm type.

11.6.2.3 Information recommendations
The aJarm summary display should provide the following information for each alarm:

a) the current process value,

b) the alarm setpoint,

c) the alarm group or process area, and
d) the alarm message.

11.6.2.4 Additional information recommendations
In adgition to the information for each alarm, the alarm summary should display:

a) theé number of alarms in the summary list, and
b) the number of unacknowledged alarms in the summary list.

11.6.2.5 Functional requirements

The ajlarm summary display shall provide the following functions:

a) sorting of alarms by chronological order,
b) sdrting of\alarms by priority,

c) indlividual acknowledgment of each alarm, and

11.6.2.6 Functional recommendations
The alarm summary display should provide the following functions:

a) navigational link to the appropriate process display,
b) access to alarm response procedures,

c) filtering of alarms by time of alarm,

d) filtering of alarms by priority,

e) filtering of alarms by alarm type,

f) filtering of alarms by alarm group or process area,

g) filtering of alarms by tag name,
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h) time limits for filters, and

i) so

rting of alarms by tag name.

Where filters are used in alarm summary displays, the display should clearly indicate when a
filter is in use. The time limit is a function that removes the filter when the time period expires.

11.6.3 Alarm summary status

11.6.3.1 General

An alarm summary status display should be provided. The alarm summary status display

ac-andndication of tha b ae Af o) raccaod activa aloroaao foraoach or

provid
area.

11.6.3

IT=N=Y Mriarity g
CoarT oo ot oOT T OT T T o o T T OT oo U P pPTroc oottty Carar Tito oy POty roT- oot T

.2 Information recommendations

The dlarm summary status display should provide the following information‘\for each prj

area (

a) th
b) th

r other grouping:

e number of alarms in each alarm priority,
b number of unacknowledged alarms in each priority, and

c) an indication if all alarms in a priority are acknowledged.

11.6.3.3 Functional recommendations

The alarm summary status display should provide a navigational link to the appropriate pr
display.

11.6.4 Alarm log displays

11.6.4.1 General

An alarm log display should be provided. The alarm log display provides access to the
log, which contains an alarm record for each alarm state change (e.g., acknowledgment, r
to-norfmal).

11.6.4.2 Information recommendations

The ajarm log display-should provide the following information for alarm records:

a) ta
b) ta
c) th
d) th

J name for-alarm,
j description or alarm description for alarm,
b alarme state (including acknowledged status),

P "alarm priority,

cess

pCcess

pcess

alarm
pturn-

e) the date and time of the alarm,

f) the date and time of acknowledgment,

g) the date and time of the return to normal, and

h) the alarm type.

11.6.4.3 Functional recommendations

The a

larm log display should provide the following functions:

a) filtering by tag name,

b) filtering by time of alarm state change,

c) filtering by type of alarm state change,

d) filtering by priority,
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e) filtering by alarm type, and

f) filtering of alarms by alarm group or process area.

11.6.5 Process displays

The process displays provide a process context for the alarms. The process displays should

provide the following information:

a)
b)

c)

the tag name (through text or other access methods),
the alarm state, including acknowledge status,

the alarm priority,

a)
-

th
th

d)
e)

alarm suppression status, and

=Y
-

The tI

follow

alarm type.

11.6. Tag detail displays

ng information:

a)

-

th
th
th
th
th
th
th

a)
b)

alarm state (including acknowledge status),

D
-

alarm priority,

D
-

alarm group,

2}

-

alarm type,

)

-

alarm setpoint,

D
-

alarm suppression status, and

a) b current value of the process variable or(state.

11.6.7 Other graphic elements

Other

11.7
11.7.1

The

of the
integr,

graphic elements (e.g., alarm banners) may be used to indicate alarm states.

Alarm shelving
General

elving of alarms js a required function. This temporary suppression of alarms |

h
oper;lor is a common_practice to keep nuisance alarms from interfering with the effectiv

alarm system: Shelving includes a functionality, such as a time limits, to ensu
ty of the alarm system is maintained.

11.7.2 _Alarm shelving functional requirements

g detail displays provide a detail for the tag in alarm. A detail display .Should provige the

y the
eness
e the

The a

a)
b)
c)
d)
e)
f)
g) arecord of each unshelve event with timestamp.

the ability to shelve alarms,

a time limit for shelving,

access control for shelving of individual alarms,

the ability to unshelve alarms, and

a record of each alarm shelve action with timestamp, and

The time limit is a function that unshelves the alarm when the time period expires.

displays of shelved alarms, or equivalent list capabilities, to indicate all alarms shelved,
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11.7.3 Alarm shelving functional recommendations

The alarm shelving function should be designed to prevent unshelving alarm floods by
automatically unshelving active alarms too quickly. The state transitions from shelving are:

a) a manually unshelved alarm should transition to the acknowledged alarm state, and
b) an automatically unshelved alarm should transition to the unacknowledged alarm state.

The shelving function should record the identity of the person that shelved the alarm.

11.7.4 Shelved alarm displays

11.7.4.1 General

Shelved alarm displays, or equivalent list capabilities, for an alarm system with shelving
functipnality have several required and recommended functions.

11.7.4.2 Information requirements
Shelved alarm displays shall provide the following information:

a) tag name for alarm,

b) tag description or alarm description for alarm,
c) alarm type,

d) the alarm status (i.e., active or not active),

e) the alarm priority, and

f) the shelved time remaining or the time and date the alarm was shelved.
11.7.4.3 Functional requirements
Shelved alarm displays shall provide théfollowing functions:

a) sorting of alarms by chronological order of shelving or shelved time remaining,
b) sorting of alarms by priority,
c) sorting of alarms by tag; and

d) indlividual unshelving of'alarms.
11.7.4.4 Functional recommendations

Shelved alarm-displays should provide the following functions:

a) filfering of alarms by priority,
b) filjering of alarms by alarm state,

c) filtering of alarms by process area,

d) operator entry of the reason the alarm was shelved,
e) unshelving of alarms by group,

f) navigational link to a process display, and

g) navigational link to the tag detail display.

11.8 Out-of-service alarms
11.8.1 General

The suppression of alarms by placing an alarm out of service is a required function and a
common practice to remove alarms from service to allow maintenance. There are several
required and recommended HMI functions related to out-of-service alarms.
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11.8.2 Out-of-service alarm functional requirements
The out-of-service alarm function shall provide the following:

a) a method to individually remove each alarm from service,
b) a method to individually return each alarm to service,

c) displays of out-of-service alarms or equivalent list capabilities, to indicate all alarms out of
service,

d) access control to place alarms out of service if allowed, and

e) arecord of each out-of-service action with timestamp, and

f) a record of each return-to-service event with timestamp.
11.8.3 Out-of-service alarm displays
11.8.3.1 Out-of-service alarm display requirements

Out-of-service alarm display, or equivalent list capabilities, shall be pravided for the [alarm
system. Out-of-service alarm displays have several required and recomimended functions.

11.8.3.2 Information requirements

Out-of-service alarm displays shall provide the following information:

a) tag name for alarm,

b) tag description or alarm description,

c) alarm type,

d) the alarm status (i.e., active or not active),
e) the alarm priority, and

f) the time and date the alarm was placed out of service.
11.8.3.3 Functional requirements

Out-of-service alarm displays-shall provide the following functions:

a) sdrting of alarms by chronological order of suppression,

b) sarting of alarms by priority,

c) sorting of alarms by alarm status (i.e., active or not active),
d) sdrting of alarms by process area, and

e) individualreturn to service of alarms.

11.8.3.4/, Functional recommendations

Out-of-service alarm displays should provide the function for operator entry of the reason the
alarm was suppressed and the approximate anticipated duration of the suppression (e.g., less
than an hour, less than a day, less than a week, less than a month).

11.9 Alarms suppressed by design
11.9.1 General

The designed suppression of alarms is a required function and it is common practice to suppress
alarms that are not needed due to intended or actual operating conditions. This functionality
supports the testing, maintenance, and operator understanding of designed suppression.
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11.9.2 Designed suppression functional requirements

The d

esigned suppression function shall provide the following:

a) displays of alarms suppressed by design or equivalent list capabilities, to indicate all alarms

Su

ppressed by design,

b) a record of each suppress-by-design event with timestamp, and

c) arecord of each unsuppress-by-design event with timestamp.

11.9.3 Designed suppression functional recommendations

The

acianaod-cunnraccion etion-_chaould bha dacianad ta ~ray an +
LA~ > 13

active

alarm

An aJ
the al

11.9.4
11.9.4

Supp
syste

11.9.4

Suppilessed-by-design displays shall provide the folowing information:

a) ta
b) ta

c) alarm type,

d) th
e) th
f) th

11.9.4

Suppilessed-by-designydisplays should provide an indication of the suppression method

desig

11.9.4

5 are automatically unsuppressed.

tomatically unsuppressed alarm should transition to the unacknowledged-alarm s
Arm is active.

Suppressed-by-design displays
.1 General

essed-by-design displays, or equivalent list capabilities,/shall be provided for the
. Suppressed-by-design displays have several requiredsahd recommended functig

.2 Information requirements

j name for alarm,

j description or alarm description for alarm,

b alarm status (i.e., active or net active),
b alarm priority, and
b time and date the alarm;was suppressed.

.3 Information recommendations

ned suppression).

.4 Functional requirements

Supprlessed-by-design displays shall provide the following functions:

tate if

alarm
ns.

(e.g.,

a) so
b) so
Cc) so
d) so

rting of alarms by chronological order of suppression,
rting of alarms by priority,

rting of alarms by alarm state, and

rting of alarms by process area.

11.9.4.5 Functional recommendations

Suppressed-by-design displays should provide the ability for the operator to unsuppress an

alarm

or disable the designed suppression.
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Alarm annunciator integration

.1 General

Alarm systems may include separate alarm annunciation devices. This subclause describes
recommendations for integration of independent annunciators into an alarm system.

11.10

.2 Alarm annunciator integration recommendations

Alarm annunciators should be integrated in a manner that provides the following functions:

a) communication of alarm state information to the alarm log,

b) pr
c) pr

11.10

Alarm

bvention of redundant alarms in the control system, and

bvention of the need for redundant acknowledgement in the control system.
3 Alarm annunciator display integration recommendations

annunciators should be integrated so that the alarm layout on the anntnciator foll

consistent methodology.

11.11

11.11

An independent HMI can be required for some safety related alarms by code or standards.

11.11

An HN

Safety related alarm HMI

1 General

2 Independent safety related alarm HMI

a) sdfety related alarms, depending on considerations (e.g., the risk reduction factor), a

b) system diagnostic alarms from the<SIS that indicate dangerous faults, dependi
cansiderations (e.g., the operator-action, communication fault).

NOTE | For further guidance, see IEC 64511 series.
12 Detailed design: enhanced and advanced alarming
12.1 |Purpose

Enhanpced and advanced alarming is part of the detailed design life cycle stage. Clau
provides guidarnce and consideration for additional alarm management techniques b

those
functi

whichXxare normally employed in control systems. They generally provide
bnality) over the basic alarm system design and are particularly useful to guide op

action] during abnormal process conditions.

1l independent from the BPCS can be required for the following safety related alarr

pws a

ns:

g on

se 12
byond
hdded
erator

Enhanced and advanced alarming are additional layers of logic, programming, or modelling
used to modify alarm attributes. Advanced alarming modifies alarm behaviours including logic-
based alarming, dynamic alarming, state-based alarming (i.e., mode-based alarming), and
adaptive alarms. Most designed suppression techniques are included in advanced alarming. In
addition to advanced alarming techniques, enhancements to the alarm system also provide
enhanced information to the operator or redirect the alarm to the designated responder.

The basic alarm design is not always sufficient to reduce alarm floods or mitigate their effect
so enhanced and advanced alarming can be necessary. The techniques described can reduce
or eliminate floods.
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12.2 Basis of enhanced and advanced alarming
12.2.1 General

Enhanced and advanced alarming are often used if the basic alarm design does not achieve
the performance goals stated in the alarm philosophy. The alarm philosophy or alarm system
requirements specification should include a list of approved enhanced and advanced alarming
techniques.

12.2.2 Effort, manpower requirements and complexity

Enhanced and advanced alarming techniques add complexity and need additional resources
for dﬁfign, implementation, and maintenance. The MOC procedure should include a rev|ew of

the inppact of changes on the enhanced and advanced alarming techniques as weéll as risk
evalugtion of possible failures of the techniques.

12.3 |Information linking

Alarm| systems can be enhanced by linking to information in the masteryalarm database|(e.g.,
opera{or action, consequence). Information can also be linked from.‘@thier sources inclyding:
operaling procedures, operator logs, maintenance history, or desighidocuments. Thesq links
should be easy to manage and maintain.

12.4 |Logic-based alarming
12.4.1 General

Logicibased alarming is accomplished using techniques (e.g., Boolean logic, decision trees) to
determine the modifications to be made to alarm-systems. This may be implemented jn the
contrgl system or externally to the control system.

12.4.2 Alarm attribute modification

The flinctional capability to modify,some alarm attributes (e.g., alarm setpoints, priorities) is
necessary for some enhanced and.advanced alarming techniques.

12.4.3 Externally enabled 'systems

Exterpally enabled systemis capture alarm and process data from the control system and use
the information to defermine plant operating conditions and the corresponding modificatipns to
alarm|attributes.

12.4.4 Logical alarm suppression and attribute modification

Logical alarm suppression techniques use alarm status from some alarms to modify the [alarm
attributes’of other alarms (e.g., first-out alarms)

12.4.5 State-based alarming

State-based alarming is an advanced alarm technique that modifies alarm attributes (e.g.,
setpoint, priority, suppression status) based on defined operating states for equipment or
processes. States are often determined through:

a) the status of a variable,

b) a defined process variable which reaches a specific limit,
c) logic that looks at many variables and indicators, and

d) operator selection.
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The state determination and alarm modification can be manual, semi-automated (e.g., some
combination of manual and automated), or fully-automated. The state should be clearly

displa

12.5

yed to the operator.

Model-based alarming

Model-based alarming can be used in areas where a more complex system of annunciating an
alarm is desired, where complex process parameters can produce a result based on multiple
data points, or where an estimation or prediction of plant state can be derived from a model.

Model-based alarm systems should not be used as a replacement for the basic alarm system

withouyt ﬁlmuugil dlldiybib.

12.6
12.6.1

Some
not a\

12.6.2

Sever
is notf

system (e.g., paging, e-mail, call-out alarms). Where remite alarm systems are used, the

philog

The reliability of the message delivery is a significant issue in remote alarm systems and s

be co
ensur

It can

12.6.3

Suppl
of the
provid
the cg

Additional alarming considerations
General

additional enhancements add value to the alarm system. These enhanCements are
ailable in the basic alarm system.

Remote alarm systems

al situations can potentially exist in which the person responding to an abnormal sit
in a control room. Such situations can benefit from(the availability of a remote

ophy should include these systems.

hsidered. Periodic test messages should/be used to improve reliability. A proced
b response to the alarm should be considered.

be necessary to also provide remote acknowledgement.

Supplementary alarm systems

ementary alarm systems-(e.g., expert system for alarm response) can replace all g
functionality of thenalarm system within the control system or control system H

ntrol system alarm functions to provide additional or alternative alarm information.

often

hation
alarm
alarm

hould
ire to

r part
Ml to

e a common interface. Alternatively, supplementary systems can be used, in addifion to

Specipl care should be taken to ensure that the additional information provides valug. The
systefn should.be designed to ensure alarm availability and reliability are acceptable.
Wher¢-alsupplementary alarm system is used it shall comply with the requirements gf this
docunTert:

12.6.4 Batch process considerations

12.6.4.1 General

The process conditions, states, and phases can be used to modify alarms in batch processes.
This is often implemented as state-based alarming.


https://iecnorm.com/api/?name=e635e707ef2a488b598b655952b4d3c7

- 68 - IEC 62682:2022 © |IEC

12.6.4.2 Continuously variable alarm thresholds

2022

Alarms for batch processes are often applicable only to specific steps of the process, or
associated with changing control loop setpoints, or time varying process data trends. Unless
special care is taken, batch processes are especially prone to the generation of nuisance alarms.
Advanced alarming techniques can provide a structure for addressing these types of batch-

relate

d alarm problems.

12.6.4.3 Relative time versus absolute time

Data and alarm record time stamps are normally accomplished in computer systems using

calen
batch
the af
or pha

12.6.4

Some
alarm

officidl batch records of a production run and in comparing records of,different production
ds of extracting and attaching such identifying marks should,be proven and reliablé.

Methd

12.7

The a
to op
shoul

12.8

To mgintain the designed alarm attribute@ettings (e.g., alarm setpoints, and alarm priorit

autho
settin
of alg
monit
reque

13 Implementation

13.1
Imple

from
alarm

13.2

ar time. For batch information. relative time (i.e.. the time since the beginning

se started and determine alarms in relative time.

.4 Inclusion of lot number and other identifying marks

sites specify the functionality to associate identification numbers (e.g., lot numbers
5. Being able to sort records by the selected identification is also useful in genel

Training, testing, and auditing systems

rate, including training, testing, and auditing. T€aining, testing, and auditing proce
j include the enhanced and advanced alarming techniques.

Alarm attribute enforcement

[ized values, there should be a“regular comparison of the rationalized values wi
gs in effect in the control system. Enforcement, the automatic verification and resto
Irm attributes, is an enhanced alarm technique that performs functions associate
bring, assessment, and-audit. Enforcement can be initiated on a scheduled basis

Purpose

mentation is a separate stage of the alarm management life cycle, which is the trarn

or alarm system.

Implementation planning

f the

or process step) is more relevant. A feature of some advanced alarming techniglies is
ility to take calendar time stamps and electronic records indicating when the.baich step

) with
rating
runs.

larm philosophy should specify steps to ensure_advanced alarming techniques coptinue

dures

es) at
h the
ration
1 with
or on

5t and should differentiate changes resulting from state-based alarming or alarm shglving
methqdologies.

sition

Jesign to operation. Clause 13 covers general requirements to implement or modify an

The scope of the project or change will determine the extent of the work necessary.

Imple

mentation planning should include the following considerations:

a) disruption to operation,

b) availability of competent resources,

c) functional testing or verification,

d) verification of documentation, and

e) operator training.
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13.3
13.3.1

Implementation training

General

The training requirements for new alarms and modifications to existing alarms are determined
by the classification of the alarm and the class requirements as detailed in the alarm philosophy.

13.3.2 Implementation training requirements for new or modified alarms

Operators shall be trained on the response to all new or modified alarms as prescribed in the

alarm

philosophy or the MOC procedure.

13.3.3

Docuinentation of the training for new or modified highly managed alarms shallinclude:

a) th
b) a
c) th
d) th

13.3.4

Documentation of the training should include:

a) th
b) a
c) th
d) th

13.3.8

Opers

13.3.€

The tf
Traini

a) th
b) th
c) th
d) th

Training documentation requirements for new or modified highly managed
alarms

b persons trained,

summary of the training material,
e method of training, and

b date of the training.

Training documentation recommendations for new-or modified alarms

b persons trained,

summary of the training material,
p method of training, and

b date of the training.

Implementation training requirements for new or modified alarm systems

tors shall be trained on all new or modified alarm systems.

aining for a modified alarm system should be appropriate for the nature of the ch
hg of new alarm system should include:

b audible and visual indications for alarms,
b metheds' for silencing an alarm,

b distinction of alarm priorities,
b use of the alarm HMI features (e.g., alarm summary sorting and filtering),

e) the methods for shelving and suppression, and

f) the methods for removing an alarm from service.

13.4

13.4.1

Implementation testing and verification

General

Implementation training recommendations for new or modified alarm systems

ange.

Implementation testing requirements for new alarms and modifications to existing alarms are
determined by the MOC procedure, the class requirements, or other methods, as detailed in the

alarm

NOTE

philosophy.

Methods can include signal simulation and end-to-end signal function test.
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13.4.2 Implementation testing requirements for highly managed alarms

2022

The alarm philosophy shall identify the verification testing requirements for highly managed
alarms prior to putting the alarms in operation. The testing shall be documented including:

a) the alarm setpoint or logical conditions,

b) the alarm priority,

c) the audible and visual indications for the alarm,

d) any other functional requirement for the alarm as specified,

e) the persons conducting the testing,

f) th
g) th
h) th
i) th
13.4.3
Alarm
testin
a) th
b) th
c) th
d) an

13.4.4

Alarm
alarm

appro

b method of testing and acceptance criteria,
b results of the testing and resolution of any failures or non-compliance,
p date of the testing, and

b date the alarm was put into service.

Implementation testing recommendations for new or modified-alarms

j should include verification of the following:

b alarm setpoint or logical conditions,
b alarm priority,
p audible and visual indications for the alarm, and

y other functional requirement for the alarm as.specified.
Implementation testing requirements,;for new or modified alarm systems

systems shall be tested during implementation to ensure that appropriate items
philosophy and ASRS have beenmét. The testing of the modified alarm system sh
priate to the nature of the change, as determined by the MOC procedures. The test

new glarm systems shall include:

a) th
b) th
c) th
d) th
e) th
f) an
g) th

b audible and visual indications for each alarm priority,

e HMI features, such as alarm messages in the alarm summary or equivalent,

e methods for removing an alarm from service and returning an alarm to service,
b methods for_shelving,

b methods for alarm suppression,

y additional functions of enhanced or advanced alarming techniques, and

e methods of alarm filtering, sorting, linking of alarms to process displays.

13.5

13.5.1

s should be tested during implementation prior to putting the. alarms in operation.

The

in the
all be
ing of

Implementation documentation

General

There are several documentation requirements and recommendations for alarm system
implementation.

13.5.2 Documentation requirements

The following documentation shall be provided:

a) the rationalization information documented,

b) su

fficient information to perform testing of alarms,

c) the alarm response procedures,
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d) any designed suppression or enhanced alarming documentation, and
e) test documentation, if required by the alarm philosophy.

NOTE The rationalization documentation and the alarm response procedures can be documented and accessed
from the master alarm database.

Upon completion of the alarm system implementation, the rationalization information shall be
updated in accordance with the MOC procedure.

13.5.3 Implementation documentation recommendations

The reporting method, documentation format and structure should be in accordance with the
projegt documentation procedures and the owner’s documentation requirements.

The tgsting methodology and documentation should be appropriate to the nature of ¢change, as
determined by the MOC procedures or the alarm philosophy.

Information used in testing new and modified alarms can include the following:

a) tag name for alarm,

b) tag description or alarm description for alarm,
c) alarm type,

d) priority,

e) alarm setpoint value or logical condition,

f) operator action,

g) method of testing and acceptance criteria, and

h) regults of the testing and resolution of any failures or non-compliance.
14 Qperation

14.1 |Purpose

Operdtion is a separate stage of the alarm management life cycle. Clause 14 dovers
requirements for alarms to remain in and return to the operational state. The operational state
is when an alarm is ablestatindicate an abnormal condition to the operator. The use of togls for
alarm|handling within-the operational state is also described. Operation is the life cycle|stage
followjing implementation and when returning from maintenance.

14.2 | Alarm fesponse procedures

14.2.1 _Alarm response procedures requirements

AlarmTesporse procedures strattbeteadity accessibte tothe operatoras—specifredmrthe-alarm

philosophy.

14.2.2 Alarm response procedure recommendations

The alarm information recorded during alarm rationalization should also be made readily
accessible.

Unless otherwise specified in the alarm philosophy, the alarm response procedures should
include:

a) the tag name for alarm,

b) the tag description or alarm description for alarm,

c) the alarm priority,
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d) the alarm type,

e) the alarm setpoint,

f) the probable causes,

g) the consequence of inaction,

h) the operator action,

i) the allowable response time, and

j) the alarm class.

14.3

Alarm shelving

14.3.1

Alarm

14.3.2

Shelv
detail

Documentation, including approval, interim alarms and procedures; and reauthorization d

shall

14.3.3

Shelv
proce

14.3.4
The f

14.3.9

Written procedufres should be developed for the exchange or review of alarm status inforn

at shi

14.4

Alarm shelving requirements

shelving shall be allowed as detailed in the alarm philosophy.

Alarm shelving for highly managed alarms

ng highly managed alarms shall follow authorization and reauthorization requireme
bd in the alarm philosophy.

be maintained.

Alarm shelving recommendations

bd alarms extending beyond a single operating shift should be reviewed. The 1
Hure for shelving alarms should be documented in the alarm philosophy.

Alarm shelving record requirements

b tag name for alarm,
b tag description or alarm’ description for alarm, and
e reason for shelving:

Shift change procedures and alarm review

t change.

Refresher training for operators

nts as

btails,

eview

bllowing information shall be recorded for each shelved alarm extending beyond & time
limit sfet in the alarm philosophy:

hation

14.41

Refresher training requirements for operators

The training requirements for alarms shall be determined by the alarm classification or other
methods as detailed in the alarm philosophy.

14.4.2 Refresher training documentation requirements for highly managed alarms

The following training information on highly managed alarm shall be documented:

a) the persons trained,
b) the method of training, and
c) the date of the training.
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The frequency of training shall be specified in the alarm philosophy. The documentation of the
training shall be retained for the period specified in the alarm philosophy or per company policy.

14.4.3 Refresher training content for highly managed alarms

Operators shall be periodically trained on the characteristics of each highly managed alarm.
The content of the refresher training shall include:

a) the rationalization information of the alarm, and
b) the audible and visual indications for the alarm.

14.4.4Refresher training recommendations for alarms

Operdtors should receive refresher training that involves alarm response procedurey. The
training should cover a broad range of process scenarios. The training should include:

a) the rationalization information of the alarm, and

b) the audible and visual indications for the alarm.

A record of refresher training should be kept indicating who received-the training and th¢ time
it was|received.

15 Maintenance

15.1 |Purpose

Maintgnance is a separate stage of the alarm mmanagement life cycle. Clause 15 dovers
requirements for alarm system testing, replacement, and repair. It describes the transitjon of
alarmp to the out-of-service state and then-ftéturn to service. Maintenance also requires
refresher training for personnel maintaining, the alarm system.

15.2 |Periodic alarm testing
15.2.1 General
Perioglic alarm testing requirements shall be determined by the alarm classification or|other

methqds as detailed in the alarm philosophy. The purpose of periodic testing is to ensure that
the alarm continues to perform as designed.

15.2.2 Periodic alarm testing requirements

When|tests are performed, a record shall be kept for a period specified in the alarm philogophy.
The rjcords shall contain the following:

a) d
b) name(s) of the person(s) who performed the test or inspection,

te(s) of testing,

c) unique identifier of equipment (e.g., loop number, tag number, and equipment number),
d) result of tests (e.g., the as-found and as-left conditions),

e) areference to the testing procedure and methods used, and

f) cause of test failures.

If the alarm philosophy requires that some alarms be periodically tested, then the alarm
philosophy shall provide guidelines on the frequency and manner of testing.

15.2.3 Periodic alarm testing for highly managed alarms

Highly managed alarms shall be periodically tested to ensure performance.
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Any deficiencies found during periodic testing of highly managed alarms shall be repaired and
documented or else an interim alarm or procedure shall be put in place in a timely manner.

15.2.4 Periodic alarm test procedure requirements

Test procedures shall be provided for alarms requiring testing.

15.2.5 Periodic alarm test procedure recommendations

Proce

a)

b)

c) st¢

15.2.6
Test 1

a) m

dures should contain:

ps to address advanced alarming techniques if applicable.

Periodic alarm testing recommendations
ecords should contain the following:

bthod of testing, and

b) planned interval before next test.

Any d
timely

15.3
15.3.1

Requi

eficiencies found during periodic alarm testing shetld be repaired and documente
manner.

Out-of-service alarms
General

rements for the out-of-service pracedure shall be determined by the alarm classifi

or other methods as detailed in the_atarm philosophy.

15.3.2

Alarm
be ex

An ad
alarm

The fdq

Out-of-service process’requirements

S that are placed out 6f service for extended periods (e.g., days, weeks, or months
bmined to determinesif an interim alarm or procedure is necessary.

d in a

cation

shall

thorization @nd documentation process (e.g., permit process) shall be used to take an

out of service.

llowing information shall be recorded for each out-of-service alarm:

b name of the tag in alarm

a) th

b) the alarm type,

c) approval details,

d) details concerning interim alarms or procedures if required,

e) the reason for taking the alarm out of service, and

f) the anticipated duration the alarm will be out of service (e.g., longer than a day).

15.3.3 Out-of-service highly managed alarms

If a highly managed alarm is taken out of service, appropriate interim alarms or procedures
shall be identified considering risk reduction requirements and the plant state.
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15.3.4 Out-of-service process recommendations

Approval requirements for taking alarms out of service and the duration of record retention
should be specified.

15.3.5 Requirements for returning alarms to service

Prior to returning out-of-service alarms to the operational state, operators shall be notified to
ensure they are aware of the returning alarm and the removal of the interim methods.

Interim alarms and procedures shall be removed, where applicable, when the original alarms

+ a-+
are retgrReeate-servee-

15.4 |Equipment repair

Infornpation related to an alarm malfunction should be available to the operatorAldrms affected
by ndn-functioning equipment (e.g., equipment that is taken out of service for reppir or
preventative maintenance) should be placed out of service if the condition"will not be regolved
within| a reasonable time as specified in the alarm philosophy.

15.5 |Equipment replacement

The MOC procedure should address replacement equipmehi“(e.g., measurement deyices,
valveg, process equipment) that will change alarm attributes. Alarm verification may be
perfolmed after equipment replacement, depending on.the class of the alarm as specified in
the alarm philosophy.

15.6 [Refresher training for maintenance

15.6.1 General requirements

The refresher training requirements for,.the maintenance of alarms shall be determined by the
class fequirements as detailed in the_atarm philosophy.

15.6. Refresher training requirements for highly managed alarms

Personnel shall be periodically trained on the maintenance requirements for all highly managed
alarmp specified in the alarm philosophy. The documentation of the training shall be retfained
for the period specified_in the alarm philosophy or per company policy.

15.6.3 Refresher‘'training recommendations for alarms

alarmp. A(record of refresher training should be kept indicating who received the training and
the time{it was received. Evaluations should be conducted to ensure site maintepance
procedures are clearty umderstood:

Maintenance personnel should receive refresher training on the maintenance requirem?ts of

16 Monitoring and assessment

16.1 Purpose

Monitoring and assessment is a separate stage of the life cycle. This stage verifies that design,
implementation, rationalization, operation, and maintenance are satisfactory. Clause 16
provides requirements and recommendations on the use of alarm system analysis for both
on-going monitoring and periodic performance assessment.
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Performance monitoring is fundamental to management and improvement of the alarm system.
An alarm system will likely experience performance deterioration over time, as sensors age and
process conditions change, or if an alarm change management policy is not in place. On-going
performance measurement can determine when corrective action is needed.

16.2 Performance monitoring requirements

The alarm system shall be monitored. The alarm system performance shall be assessed against
the performance targets in the alarm philosophy.

Each alarm transition in Figure 3 should be recorded to provide data for performance monitoring.

16.3 |Monitoring and assessment
16.3.1 General

The iptent of monitoring and assessment is to identify and correct deviations from exgected
perfomance. Monitoring the alarm systems involves analysis of the alarm,records to calgulate
perfomance and diagnostic metrics. Alarm system assessment .is)'the comparispn of
performance metrics against the targets specified in the alarm philosophy.

16.3.2 Alarm system performance metrics

Both ipitial alarm system assessment and on-going monitoring'should include the measures like
those|shown in Table 7.

The two categories of data in a typical alarm system are alarm records (i.e., dynamic of real-
time data) and alarm attributes. Both categories>are valuable in alarm system performance
measyirement and are subject to different analyses.

a) Alarm records contain alarm-related information and are produced by the system|when
alarms occur.

b) Alarm attributes make up the underlying structure which is necessary in order that [alarm
records are produced, including alarm types, alarm setpoints, priorities, deadbandg, and
similar items.

In general, at least 30 days of data is practical for calculating the metrics. For batch opergtions,
data qorresponding to séveral similar batches is more applicable.

The target metricsidescribed below are approximate and depend upon many factors|(e.g.,
proceps type, aperator skill, HMI, degree of automation, operating environment, typeg and
significance of the alarms produced). Maximum acceptable numbers could be significantly|lower
or pernhaps.shightly higher depending upon these factors. Alarm rate alone is not an indicator of
acceptability.

16.3.3 Average alarm rate per operator console

Analysis of alarm rate (i.e., annunciated alarm rate) is a good indicator of the overall health of
the alarm system. Recommended targets for the average alarm rate per operator console (i.e.,
the span of control and alarm responsibility of a single operator) are shown in Table 5. These
rates are based upon the ability of an operator and the time necessary to detect an alarm,
diagnose the situation, respond with corrective action(s), and monitor the condition to verify the
abnormal condition has been corrected.
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Table 5 — Average alarm rates

Very likely to be acceptable Manageable
~6 alarms per hour (average) ~12 alarms per hour (average)
~1 alarm per 10 minutes (average) ~2 alarms per 10 minutes (average)

Sustained operation above the manageable guidelines indicates an alarm system that is
annunciating more alarms than an operator is likely able to manage and can impact the
probability of operator error.

16.3.4 Peak alarm rate per operator console

For pgak alarm rate analysis, annunciated alarms are counted in regular 10-minute intervals
(e.g.,]13:00 through 13:09). The peak alarm rate is the highest number of alarms-annungiated
in ondg interval. The recommended target is a peak alarm rate less than 10.

Additipnally, as a recommended target, less than 1 % of the 10-minute-intervals should cpntain
more than 10 alarms.

16.3.5 Alarm floods

Alarm| floods are variable-duration periods of alarm activity) with annunciation rates likely to
excedd the ability of the operator to respond. Alarm flood calculations involve the determipation
of adjacent time periods where the alarm rate is highsthus producing an overall flood eveént.

The start of an alarm flood is indicated by a highialarm rate (e.g., an alarm rate that exfeeds
10 algrms per 10 minutes), and the end of an.alarm flood is indicated by a return to a reduced
alarm|rate (e.g., an alarm rate of less than 5 alarms per 10 minutes). As a recommended target,
an algrm system should be in flood for lessithan 1% of the time. The thresholds for alarm flood
shouldl be set in the alarm philosophy.

Improvements to the alarm system.and process operation can be indicated by the analysis of
alarm|floods. No targets are provided for these metrics. Alarm flood analysis should inclyde:
a) number of alarm floods,

b) duration of each alarm flood,

c) al@arm count in eaeh alarm flood, and
d) pdak alarm «ate for each alarm flood.

Advarnced_alarming techniques can be used to mitigate alarm floods. These techniqugs are
described\in Clause 12.

16.3.6 Frequently occurring alarms

Relatively few individual alarms (e.g., 10 to 20 alarms) often produce a large percentage of the
total alarm system load (e.g., 20 % to 80 %). Substantial performance improvement can be
made by addressing the most frequent alarms.

The top 10 most frequent alarms should comprise a small percentage of the overall system load
(e.g., 1 % to 5 %). Action steps based on this analysis include review for correct functioning
and design.

16.3.7 Chattering and fleeting alarms

A chattering alarm repeatedly transitions between the active state and the not active state in a
short period of time. Fleeting alarms are similar short-duration alarms that do not immediately
repeat. In both cases, the transition is not due to the result of operator action.
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It is possible for a chattering alarm to generate hundreds or thousands of records in a few hours.
This results in a significant distraction for the operators. Chattering alarms are often high in the
listing of the most frequent alarms. Chattering and fleeting alarm behaviours should be
eliminated. There is no long-term acceptable quantity of chattering or fleeting alarms.

16.3.8 Stale alarms

Alarms that remain annunciated continuously for an extended duration (e.g., longer than
24 hours) can be considered stale. Such alarms provide little valuable information to the
operators. Stale alarms should be examined to ensure that they were properly rationalized.
Advanced alarming or resolving the root cause can eliminate stale alarms.

Therel should be few stale alarms per operator console, with action plans to addressthem. No
alarm|should be intentionally designed to become stale and there is no long-term-acceptable
number of stale alarms.

16.3.9 Annunciated alarm priority distribution

Effective use of alarm priority can enhance the ability of the operator to ‘manage alarms and
provide response. The effectiveness of alarm priority is related to thie distribution of the [alarm
prioritjes: higher priorities should be used less frequently as shown'in Table 6.

Table 6 — Example annunciated alarm priority distribution

Priority designation Percentage distribution
3 priofities: low, medium, high ~80 %dow, ~15 % medium, ~5 % high
4 priorities: low, medium, high, highest £80r% low, ~15 % medium, ~5 % high, ~<1 % highest

NOTH The ~<1 % highest priority is sometimes used,far‘a few alarms with severe consequences.

Additipnal priorities can be useful, suchas a lowest priority for instrument diagnostic alarm with
very limited operator action. There iscno recommended frequency or percentage distribution for
diagnpstic alarms, since there s no recommended frequency for instrument failure| Low
numbegrs are better.

Alarm| priority distributions 'can vary based on process and industry. Significant variance from
the tafget priority distribution can indicate ineffective rationalization or ineffective application of
the alprm prioritization’ methodology.

16.3.10 Rationalization and alarm priority distribution

An effectivel alarm rationalization effort will produce an annunciated alarm priority distribution
similay\fo” the target distribution in the alarm philosophy. The annunciated alarm priority
distribution will not match the rationalized alarm priority distribufion since all alarms are not
equally likely to occur. For alarm systems that do not allow a separate priority for instrument or
system diagnostic alarms, these alarms can be excluded from the priority distribution
calculations to prevent a skewed distribution.

16.4 Unauthorized alarm suppression

The alarm states of shelved, suppressed by design, and out of service are all intended as
controlled suppression methodologies. It is possible for alarms to be suppressed outside of
these methodologies. Uncontrolled alarm suppression increases the potential for mistakes and
the resulting risk.

Alarm state transitions to suppressed states and from suppressed states should be recorded.
Analysis methods should be used to detect and report any alarms suppressed outside of these
methods. The target value for unauthorized alarm suppressions is zero.
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16.5 Alarm attribute monitoring

Unauthorized alarm attribute changes shall be detected and resolved by comparison of actual
alarm attributes against rationalization information. Discrepancies shall be identified and
resolved in a timely manner. The target value for unauthorized changes to alarms is zero.

16.6 Reporting of alarm system analyses

Alarm system analyses should be reported at the appropriate frequency to personnel (e.g.,
operators, staff, and managers) concerned with the alarm system.

A t chaould ba talean ~An el 3
ction-shewtd-be-taken-on-problems—

a
of actlons should be regularly reported.

rogress—and-ptatus

16.7 |Alarm performance metric summary

The fplarm performance metrics and example target values previously) ‘described are
summlarized in Table 7.

Table 7 — Recommended alarm performance metrics summary

Alarm performance metrics
based upon at least 30 days of data

Metric Target value
Target value: very likely to be Target value: maximum

Annunciated alarms per time acceptable manageable
Annunciated alarms per hour per operator
consdle ~6 (average) ~12 (average)
Annunciated alarms per 10 minutes per
operator console ~1 (average) ~2 (average)

Metric Target value

Percentage of 10-minute periods
conta|ning more than 10 alarms ~<1%

Maximum number of alarms in a
10-mipute period <10

Percentage of time the alarm system is in
a floofd condition ~<1%

Percentage contribution,ofl the top 10
most frequent alarms to the overall alarm
load ~<1 % to 5 % maximum, with action plans to address deficiencies

Quanlfity of chattering and fleeting alarms Zero, action plans to correct any that occur

Stale [alarms Less than 5 on any day, with action plans to address

Annunciatéd priority distribution 3 priorities: ~80 % low, ~15 % medium, ~5 % high or
4 priorities: ~80 % low, ~15 % medium, ~5 % high, ~< 1 % highest
Other special-purpose priorities excluded from the calculation

17 Management of change

17.1 Purpose

MOC is a separate stage of the life cycle. MOC for alarm management includes the
documentation and authorization of changes to the alarm system, including: the addition of new
alarms, the removal of existing alarms, the modification of alarm attributes, and changes to
alarm system functions. The purpose of MOC is to ensure that changes are authorized and
subjected to the evaluation criteria described in the alarm philosophy. The MOC process
ensures that the appropriate life cycle activities are applied to alarm system changes.
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Changes subject to management of change

The addition or removal of alarms and the modification of specified attributes shall require
authorization through an MOC procedure. Changes that result in a difference from the
authorized values of the alarm setpoint, class, priority, consequence, setpoint rationale,
suppression logic, or response time shall require evaluation through the MOC procedure.

The MOC procedure shall ensure that the following considerations are addressed:

a) the technical basis for the proposed change,

b) the impact of change on health, safety and the environment,

c) m
d) m

pdifications are in accordance with the alarm philosophy,
pdifications for operating procedures,

e) time period for which change is valid,

f) au
g) th
h) psg

thorization requirements for the proposed change,
b degree of safety is maintained if the alarm is implemented for safety-reasons,

rsonnel from appropriate disciplines are included in the review,

i) ct‘fnges to the alarm system, including system upgrades, follow‘all appropriate subse
lar

a
j) im

17.3

m management life cycle activities, and

plementation of all changes followed the procedures spetified in the alarm philoso

Change documentation requirements

quent

bhy.

Documnentation requirements shall be determined by the MOC procedure and classificatjon or

other

17.4
If an g

relate
proce

17.5

A list
PHA)
makin

18 A

18.1

methods as detailed in the alarm philosophy.

Alarm removal recommendations

larm is no longer needed, then it should be removed from the alarm system. Display
1 documentation should be modified within a reasonable time, as specified in the
dure.

Alarm documentation review recommendations

of referencing matetrials (e.g., graphics, control logic, P&ID, operating procedures
should be generated and maintained. This reference list should be reviewed p
g changes to.alarms.

udit

Rurpose

s and
MOC

, and
ior to

Audit is a separate stage of the life cycle which is conducted periodically to maintain the integrity
of the alarm system and alarm management processes. Audit of system performance can reveal
gaps not apparent from monitoring. Audit verifies the execution of the requirements and work
processes against those documented in the alarm philosophy. Audit also includes comparison

of the

18.2

alarm management practices against industry guidelines.

Benchmark

A benchmark, or initial audit, should be made against a set of documented practices (e.g., the
practices listed in this document). A benchmark includes an initial iteration of the audit process,
in order to capture any work practice concerns. The results of the initial audit can be used in
the development of a philosophy.
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18.3

Audit requirements

The audit frequency and the specific audit requirements stated in the alarm philosophy shall be
followed for all alarms, as required by alarm class or other methods.

Audits shall address all applicable requirements of this document that relate to management
processes.

18.4

Audit interviews

Personnel interviews or questionnaires should be conducted as part of the audit to identify

perfor,

manoan N aouac lotamiiong tonioc choald tnali Ao
WL

a) aIIrms occur only on conditions that require operator action,

b) al
c) op

d) ro
fo

e) trg

18.5

dcabilify, | OVAL
oo Ta O ooty oSO T o it v Ty tOpPTCo—STooTrG—TeTotTs

rm priority is consistently applied and meaningful,
erators have sufficient time to respond to alarms,

es and responsibilities for the alarm system users and support personnél are defing
lowed, and

ining regarding the use and functioning of the alarm system is_gffective.

Audit process recommendations

The a

recomimendations of this document.

a) ve
b) do
c) M

d) al@arm performance monitoring reports,

e) dd
f) dd

18.6

Actior
defini

assigmed to eachu.item.

arm philosophy should be audited against industry gudidelines and the requirement

rification that alarms require operator actjon*to avoid a defined consequence,

cumentation of alarm attributes and rationalization,

DC documentation of modificationsct¢o'alarm attributes in the master alarm databasg,

cumentation of repairs to malfunctioning alarms, and

cumentation for out-of-gervice alarms.
Action plans

plans should(be~“developed for problems identified during the audit processes.
ng an action‘plan, timelines, accountability, and review of results obtained shol

d and

s and

The work processes and procedures that ensure
compliance with the alarm philosophy should be evalyated for effectiveness on a periodic
The apdit should review all related documentation, which can include:

basis.

When
Id be
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2) Lesldécisions ou accords officiels de 'lEC concernant les questions techniques_feprésentent, dans la mesure du
posfsible, un accord international sur les sujets étudiés, étant donné que les Comités nationaux de I'lEC intgressés
sonft représentés dans chaque comité d’études.

3) Les| Publications de I'l[EC se présentent sous la forme de recommandations internationales et sont ggréées
conmime telles par les Comités nationaux de I'lEC. Tous les efforts raisonnables sont entrepris afin que I'lEC
s’agsure de I'exactitude du contenu technique de ses Publications; I'NEC ne peut pas étre tenue responsable de
I’éventuelle mauvaise utilisation ou interprétation qui en est faite-par un quelconque utilisateur final.

4) Dans le but d’encourager I'uniformité internationale, les Comités nationaux de I'lEC s’engagent, dans foute la
megure possible, a appliquer de fagon transparente les Publications de I'lEC dans leurs publications natjonales
et fégionales. Toutes divergences entre toutes Publications de I'lEC et toutes publications nationgles ou
réglonales correspondantes doivent étre indiquées en termes clairs dans ces derniéres.

5) L’'IHC elle-méme ne fournit aucune attestation de'conformité. Des organismes de certification indépgndants
fournissent des services d’évaluation de confofmité et, dans certains secteurs, accédent aux marqgles de
confformité de I'lEC. L’IEC n’est responsable d*aucun des services effectués par les organismes de certification
ind¢pendants.

6) Tods les utilisateurs doivent s’assurer qulils sont en possession de la derniére édition de cette publicatiop.

7) Audune responsabilité ne doit étre imputée a I'l[EC, a ses administrateurs, employés, auxiliaires ou mandataires,
y cobmpris ses experts particuliers\et-les membres de ses comités d’études et des Comités nationaux d¢ I'lEC,
pour tout préjudice causé en cas de dommages corporels et matériels, ou de tout autre dommage de dquelque
natire que ce soit, directe ou indirecte, ou pour supporter les colts (y compris les frais de justice) et les dépenses
dédoulant de la publication.ou. de I'utilisation de cette Publication de I'lEC ou de toute autre Publication dg¢ I'lEC,
ou qu crédit qui lui est accordeé.

8) L’aftention est attirée\sur les références normatives citées dans cette publication. L’utilisation de publigations
réfdrencées est obligatoire pour une application correcte de la présente publication.

9) L’aftention est.attirée sur le fait que certains des éléments de la présente publication de I'l|EC peuvent fairg I'objet
de Hroits de 'brevet. L’IEC ne saurait étre tenue pour responsable de ne pas avoir identifié de tels droits de
breyets.

L'IEC|62682 a été établie par le sous-comité 65A: Aspects systémes, du comité d’'études |65 de
I'IEC: Mesure, commande et automation dans Ies processus industriels. IT s’agit d une Norme
internationale.

Cette deuxiéme édition annule et remplace la premiére édition parue en 2014. Cette édition
constitue une révision technique.

Cette édition inclut des modifications techniques mineures par rapport a I’édition précédente,
en se basant sur les modifications de 'ANSI/ISA-18.2:2016. Elles comprennent l'ajout de
systémes conditionnés dans le domaine d’application (Article 1), de définitions (Article 3) et la
spécification des exigences relatives aux systémes d’alarme (Article 7). Ces modifications ont
été apportées pour améliorer la clarté de la formulation dans I’ensemble du document.
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Le rapport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant
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La langue employée pour I’élaboration de cette Norme internationale est 'anglais.

Directives ISO/IEC, Partie 1 et les Directives ISO/IEC, Supplément IEC, disponibles| sous
www.lec.ch/members_experts/refdocs. Les principaux types de documents développds par
I'IEC $ont décrits plus en détail sous www.iec.ch/standardsdev/publications.

Ce dt1cument a été rédigé selon les Directives ISO/IEC, Partie 2, il a été développé selpn les

Le colnité a décidé que le contenu de ce document ne sera pas modifié avant'fa date de stabilité
indigyée sur le site web de I'l[EC sous webstore.iec.ch dans les donnéesq{relatives au dociment
rechefché. A cette date, le document sera:
e regonduit,

e supprimé,

e remplacé par une édition révisée, ou

e amendé.
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INTRODUCTION

La présente Norme internationale traite du développement, de la conception, de l'installation et
de la gestion de systémes d’alarme dans les industries de transformation. La gestion des
alarmes inclut plusieurs processus de travail pendant tout le cycle de vie de la gestion d’alarme.
Le présent document définit la terminologie et les modéles pour développer un systéme
d’alarme, il définit aussi les processus de travail recommandés pour maintenir efficacement
’alarme tout au long du cycle de vie. Des systémes d’alarme inefficaces ont souvent été cités
dans les rapports d’investigation comme des facteurs ayant contribué a des incidents de
processus majeurs. Le présent document vise a fournir une méthodologie qui conduit a une
sécurité, qualité et exploitation améliorées dans les industries de transformation.

La prgmiére édition du présent document a été adaptée de la norme ISA (International’S
of Aufomation) ANSI/ISA-18.2-2009 Management of Alarm Systems for the Process Indu
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hant pleinement compte d’autres documents d’orientation qui ont été @&laborés
mble du secteur. La présente deuxiéme édition incorpore certainés,"modific
fees a ’ANSI/ISA-18.2-2016.

sent document n’est pas le premier effort visant a définir la terminologie et les pra

als Users’ Association) a produit la Publication 191, Alarm”Systems: A Guide to D
pement and Procurement, avec la deuxiéme édition parué/en 2007 et la troisiéeme 4
en 2013. En 2003, la NAMUR (User Association of Process Control Technolg
ical and Pharmaceutical Industries) a publié “a feuille de travail NA
Management, qui a été mise a jour en 2008./Au cours du développement et
bnance du présent document, tous les efforts ont été faits pour maintenir la termin
pratiques cohérentes avec le travail antérieurde ces organisations et comités resp

Mme. Il est destiné aux personnes et aux organisations qui:

briquent ou mettent en ceuvre des\systémes d’alarme intégrés;

briqguent ou installent des logiciels pour systémes d’alarme de tiers;

ncoivent ou installent des.Systémes d’alarme;

ploitent et maintiennent-des systémes d’alarme; et

ditent ou évaluentdes performances des systémes d’alarme.

sent document.est organisé en plusieurs parties. La premiére partie (Article 1 a Art
rmative sans-aucune exigence obligatoire. L’Article 4 contient des exigences obligat

le 5 est-normatif sans aucune exigence obligatoire. Le corps de la norme (Artic
18) fournit les exigences obligatoires et des recommandations non obligatoires.

le{présent document, les exigences obligatoires sont indiquées par "doit

bciety
Stries,
dans
ations

iques

des systémes d’alarme efficaces. En 1999, 'EEMUA (Engineering Equipmenft and

sign,
dition
gy in
A 102,
de la
blogie
bctés.

emes

cle 3)
oires.
eb a

, les

reco

mandations non obligatoires sont indiquees par il convient: et 1es exigences admissibles

sont indiquées par "peut". L'expression "est exigé" indique que l'exigence a été énoncée
précédemment dans le document.
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GESTION DE SYSTEMES D’ALARME
DANS LES INDUSTRIES DE TRANSFORMATION

1 Domaine d’application

1.1

Le prg

syste
(IHM)

présentées a I'opérateur par le systeme de commande, qui incluent les systémes de_¢omn

de prg

de ségurité.

Les ¢

procepsus par lots et aux processus discrets. Il peut y avoir des différences de mise en ¢

pour s

La fonction premiere du systéme d’alarme est de notifier @ux” opérateurs les conditio

Applicabilité générale

es d’alarme basés sur des systémes de commande et des interfaces homme-m3g
pour des moyens dans les industries de transformation. Il couvre toutes les\al

cessus de base, les annonceurs, les systémes conditionnés et les systémes,instrum

ratigues dans le présent document sont applicables aux processus continus

atisfaire aux besoins spécifiques en fonction du type de procéssus.

2022

hrmes
hande
entés

, aux
jeuvre

ns de

procepsus anormales ou les dysfonctionnements du matériel et d’aider a leur résolution. Les

systémes d’alarme peuvent inclure tant le systéme de commande de processus de base (H

que le

de processus et une logique pour produire des alarmes. La Figure 1 représente les cor

systéme instrumenté de sécurité (SIS), qui utilisent chacun les mesures des cond

PCS)
itions
cepts

d’alarme et de flux de données de réponse dans.Je systéme d’alarme. Le systéme d’glarme

inclut
I'inter
foncti
événg

le sydtéme d’alarme. |l existe des systémes externes qui peuvent utiliser les données i

du sy

La Fig

également un mécanisme pour communiguer les informations d’alarme a 'opérate

ments, un historique des alarmes &t la production d’une métrique de performances

ttéme d’alarme.

ure 1 ne représente pds le cablage physique.

médiaire d’une IHM, habituellement un" écran de calculateur ou un annonceur.
bns supplémentaires du systéme d’alarme consistent en un journal des alarmes ¢t des

ur par
Les

pour
ssues
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Systéme d’alarme

Historique
des alarmes [ Alarmes
” évoluées
7
N_
—> SIS
> Journal o Systémes
v des alarmes > externes
Capteurs 4
i _C ) < »| E/S \4 Y
> BPCS P
1 > IHM
Eléments de \ 4
commande Systemes | A
I‘)' finaux | ers | conditionnés
‘_
L A
A 4
A\ 4 /_
—»| Panneau < > Opérateur,
%
Processus Systémes de commande

IEC

NOTE Les systemes conditionnés (par exemple machines frigorifiques) peuvent étre inclus dans le systéme de
commande.

NOTE 2 Le terme "tableau" peut faire référence a un tableau annonciateur ou a d’autres types de tableaux

NOTE B Les lignes sont destinées a représenter le flux'de données et non le cablage physique.

Figure 1 — Flux deidonnées du systéme d’alarme

1.2 Exclusions et inclusions
1.2.1 Opérateurs

Les fgnctions de 'opératelr recevant des alarmes et y répondant sont incluses dans le domaine
d’application du présent document. La gestion des opérateurs est exclue du domaine
d’application du présent document.

1.2.2 Capteurs de processus et éléments de commande finaux

armes mises en ceuvre dans des capteurs et des éléments finaux de command
incluses<dans le domaine d’application du présent document. La conception et la gesti
capte 5TE i
d’application du présent document.

1.2.3 Annonceurs

L’intégration d’annonceurs dans un systéme d’alarme est incluse dans le domaine d’application
du présent document. La spécification et la conception d’annonceurs sont exclues du domaine
d’application du présent document.
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1.2.4 Interface homme-machine

L’aspect des alarmes dans I'lHM et les fonctions d’alarme relatives aux affichages sont inclus
dans le domaine d’application du présent document. La conception et la maintenance de I'lHM
sont exclues du présent document.

NOTE L’ANSI/ISA-101.01-2015 fournit des informations sur la conception et la maintenance de I'lHM.
1.2.5 Systémes instrumentés de sécurité

Les alarmes mises en ceuvre dans un systéme instrumenté de sécurité sont incluses dans le
domaine d’application du présent document. La conception et la gestion des systemes
instrumeniés de sécurité sont exclues du présent document.

NOTE | L'IEC 61511-1 fournit des informations sur les systémes instrumentés de sécurité.

1.2.6 Systémes de détection et de protection contre I'incendie et le gaz

présentées a l'opérateur par le systeme de commande sont incluses dans le domaine
d’application du présent document. La conception et la gestion des(systémes de détecfion et
de prptection contre I'incendie et le gaz sont exclues du domaine d’application du présent
document.

Les alarmes issues des systémes de détection et de protection contreyl’incendie et Fgaz

1.2.7 Systémes de sécurité

Les alarmes issues des systémes de sécurité présenteées a l'opérateur par le systeme de
commande sont incluses dans le domaine d’application du présent document. La concepfion et
la geption des systémes de sécurité sont exclues du domaine d’application du présent
document.

1.2.8 Systémes conditionnés

Les alarmes issues des systémes conditionnés présentées a I'opérateur par le systéme de
commande sont incluses dans le domaine d’application du présent document. La concepiion et
la gegtion des systémes conditionnés sont exclues du domaine d’application du présent
document.

1.2.9 Données d’événement

L'indi¢ation et le traitement des données analogiques, discrétes et événementielles autrgs que
les indications d*alarme sont exclus du domaine d’application du présent documen{. Les
technjques d’analyse utilisant des données d’alarme et d’événement sont exclues du domaine
d’application®du présent document.

1.2.10 ““‘Méthodes d’identification des alarmes

Des méthodes exigées d’identification d’alarme ne sont pas spécifiées dans le présent
document. Des exemples de méthodes d’identification des alarmes sont énumérés.

1.2.11 Gestion des changements

Une procédure spécifique de gestion des changements (MOC) n’est pas incluse dans le présent
document. Un certain nombre d’exigences et de recommandations relatives a une procédure
MOC sont incluses.

1.2.12 Spécification d’achat

Le présent document n’est pas destiné a étre utilisé comme une spécification d’achat de
systémes d’alarme.
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2 Reéférences normatives

Le présent document ne contient aucune référence normative.

3 Termes, définitions et termes abrégés

Pour les besoins du présent document, les termes, définitions et acronymes suivants

s’appl

iquent.

L’'ISO et I'IEC tiennent a jour des bases de données terminologiques destinées a étre utilisées

en no

e |E
e |S

3.1
3.1.1

alarme absolue

alarmp générée lorsque le point de consigne d’alarme est dépasse
EXEMRLE: Haut-haut, haut, bas, bas-bas.

3.1.2

acquitter

actior] de I'opérateur qui confirme la reconnaissance.d’'une alarme
3.1.3

actif

état djalarme dans lequel la condition d’afarme est vraie

Note 1
d’alarm
I'alarm

3.1.4

alarme adaptative

alarm

EXEMH

'malisation, consultables aux adresses suivantes:

C Electropedia: disponible a I’adresse http://www.electropedia.org/

D Online browsing platform: disponible a I'adresse http://www.iso.org/obp

Termes et définitions

a l'article: Des fonctions comme Ja.bande morte, le retard a I'activation d’alarme ou a la désac
e et le verrouillage peuvent permettre a I’alarme d’étre active lorsque la condition d’alarme est fauss|
e de ne pas étre active lorsquela_condition d’alarme est vraie.

b pour laquelle lé point de consigne est modifié par un algorithme

LE: Point de-Consigne calculé en fonction du taux de productivité.

3.1.6
alarm

ivation
e, ou a

es évoluées

ensemble de techniques qui peuvent aider a gérer des annonces dans des situations
spécifiques

EXEMPLE: Alarmes a base d’état.

3.1.7
alarm

e

moyen sonore et/ou visuel d’indiquer a I'opérateur un dysfonctionnement de matériel, un écart
de processus ou un état anormal exigeant une réponse dans les délais
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3.1.8

annonce

annonce d’alarme

fonction du systéme d’alarme pour attirer I'attention de 'opérateur sur une alarme

3.1.9
attribut d’alarme
valeur de réglage pour une alarme au sein d’'un systéme de commande

EXEMPLE: Priorité d’alarme.

3.1.10Q
banniére d’alarme
élémgnt graphique qui énumeére des alarmes annoncées avec des informations sélectionnées

Note 1[a l'article: Des indications de retour a la normale peuvent également apparaitre sur le résumé d’alajmes.

Note 2 [a l'article: Les informations peuvent inclure la date, I’heure, la priorité et le type d’alarme.

3.1.11
classp d’alarme
groupg d’alarmes avec un ensemble commun d’exigences relatives a la gestion d’alarme

EXEMRLE: Classe d’alarme liée a la sécurité.

3.1.12
band¢ morte d’alarme
chandement dans le signal par rapport au point de consigne d’alarme nécessaire poyr que
I'alarme retourne a la normale

3.1.13
inondation d’alarmes
état dans lequel la fréquence d’alarme est supérieure a ce que l'opérateur peut |gérer
efficagement

EXEMRLE: Plus de 10 alarmes toutes.les’' 10 minutes.

3.1.14
groupe d’alarmes
ensemble d’alarmes avec association commune

EXEMRLE: Groupement d’alarmes par unité de processus, zone de processus, ensemble de matériel ou seryice.

3.1.1%
historique des alarmes
dépot|allong terme pour les enregistrements d’alarme

3.1.16
journal des alarmes
dépot a court terme pour les enregistrements d’alarme

3.1.17

gestion d’alarme

gestion de systéme d’alarme

ensemble de processus et pratiques pour déterminer, documenter, concevoir, exploiter,
surveiller et maintenir des systémes d’alarme
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3.1.18

message d’alarme

chaine textuelle affichée avec I'indication d’alarme qui fournit des informations supplémen
a I'opérateur

EXEMPLE: Message avec action de I'opérateur ou cause probable.

3.1.19
retard a la désactivation d’alarme
antirebond

taires

temps pendant lequel une alarme reste active aprés le retour de la mesure du processus dans

les limites du point de consigne d’alarme

3.1.2¢
retard a I’activation d’alarme

tempq avant qu’une alarme devienne active aprés le dépassement du point..de con
d’alarme par la mesure de processus

3.1.21
philosophie d’alarme

document qui établit les définitions, les principes et les processus’de base pour cong
mettrg¢ en ceuvre et maintenir un systéme d’alarme

3.1.22
priorité d’alarme

importance relative assignée a une alarme au sein du/systéme d’alarme pour indiquer I'ur
d’unelréponse

EXEMRLE: La priorité peut utiliser la gravité des conséquences et le temps de réponse admissible pour détd
'urgenge.

3.1.23
fréqupnce d’alarme
nombfe des alarmes annoncées, par-opérateur, dans un intervalle de temps spécifique

procédure deréponse aux alarmes
reconjmandations pour la réponse a une alarme

Note 1[a¥article: Le document d’orientation peut se présenter sous de nombreuses formes et pas seuleme

signe

evoir,

jence

trminer

ht sous

la forme d’'un document de procedure.

Note 2 a I'article: Les recommandations peuvent inclure une action de I'opérateur, la cause probable et d’autres

informations.

3.1.26

point de consigne d’alarme
limite d’alarme

point de déclenchement d’alarme

valeur seuil d’'une variable de processus ou état discret qui est utilisée pour déterminer |'état

actif de I'alarme
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3.1.27

résumé d’alarmes

liste d’alarmes

affichage qui énumére des alarmes annoncées avec des informations sélectionnées

2022

mes.

Note 1 a I'article: Des indications de retour a la normale peuvent également apparaitre sur le résumé d’alar

Note 2 a I'article: Les informations peuvent inclure la date, I’heure, la priorité et le type d’alarme.

3.1.28

systéme d’alarme

systéme permettant de générer et traiter les alarmes pour aider l'opérateur a gérer des
situatjons anormarles

Note 1|a l'article: L’opérateur est compris dans le systéme d’alarme. Voir Figure 1.

3.1.2¢

spécification des exigences de systéme d’alarme

document qui décrit les exigences fonctionnelles du systéme d’alarme

3.1.3(

type ¢d’alarme
attribyt d’alarme qui distingue la condition d’alarme

EXEMRLE: Alarme de variable de processus basse, alarme de variable de-processus haute ou alarme "discorlance".

3.1.31

temps de réponse admissible
maximale entre I'annonce de I'alarme et {instant ou 'opérateur doit entreprendre une
action| corrective afin de prévenir les conséquefces

durée

3.1.32

annonceur

appar
proce

3.1.33

évalu
comp
qualit
défini

3.1.34

audit
évalu

pratiq

il ou groupe d’appareils qui_appelle I'attention sur les modifications des conditig
5SUS

ption
braison des informations obtenues par la surveillance et par des mesures (subjed

D
e

<dergestion d’alarme>
tion,compléte qui inclut |

évaluation de la performance du systéme d’alarme ¢

3.1.35

alarme "mauvaise mesure"
alarme générée lorsque le signal pour une mesure de processus se situe hors de la plage
attendue

ns de

tives)

btives supplémentaires par rapport aux buts énoncés et a la métrique de performance

t des

EXEMPLE: Alarme "mauvaise mesure" générée a 3,8 mA pour un signal dans la plage comprise entre 4 mA et 20 mA.
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3.1.36

systéme de commande de processus de base

BPCS

systéme qui répond aux signaux d’entrée provenant du processus, de ses équipements
associés, d’autres systémes programmables et/ou des opérateurs, et qui génére des signaux
de sortie faisant fonctionner le processus et ses équipements associés de la maniére souhaitée,
mais qui n’exécute aucune fonction instrumentée de sécurité

Note 1 a l'article: Un BPCS inclut tous les appareils nécessaires pour s’assurer que le processus fonctionne de la
maniére souhaitée.

Note 2 a l'article: Un BPCS peut habituellement mettre en ceuvre différentes fonctions telles que fonctions de
commarde—de PTOTESSUS, surveittanceetatarmes:

[SOURCE: IEC 61511-1:2016, 3.2.3, modifié — "(SIF)" a été supprimé]

3.1.31%
référgnce
audit [initial d’'un systéme d’alarme destiné a identifier de facon spécifique les zones a
probl@mes afin de formuler des plans d’amélioration

3.1.38

alarmle "profil binaire"
alarmp qui est générée lorsqu’un profil de signaux numeériques concorde avec un|profil

prédéfterminé

3.1.3¢
alarme calculée
alarmp générée a partir d’'une valeur calculée aulieu d’'une mesure directe du processus

3.1.4¢
alarmle par appel
alarmp qui avise et informe un opérateur par un moyen différent, ou en plus, de la cqnsole
d’opérateur

EXEMRLE: Alarme annoncée par téléavertisseur ou téléphone.

3.1.41
alarmle oscillante
alarmp qui passe sans,cesse entre I'état actif et I'’état inactif en un bref laps de temps

3.1.472
classjfication
procepsus-de séparation des alarmes en classes d’alarme basées sur des exigences communes

N t 1 L tiala: L H i 1 1 i | £ +i + 1 it
ote Fartieler—tLes-exigencespewventineturetes—essais—taformationettaudit

3.1.43

console

console de l'opérateur

matériel, logiciel et mobilier ou enveloppe permettant de surveiller et/ou commander le
processus, qui peut inclure plusieurs stations, appareils de communication et autres

Note 1 a larticle: L’étendue de commande de l'opérateur est généralement déterminée par les informations
disponibles sur la console d’opérateur.
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3.1.44

systéme de commande

systéme qui réagit a des signaux d’entrée provenant de I’équipement commandé et/ou d’un
opérateur et produit des signaux de sortie qui font que I'équipement commandé fonctionne de
la fagon souhaitée

Note 1 a 'article: Le systéme de commande peut inclure un ou plusieurs systémes de commande de processus de
base (BPCS), des systémes instrumentés de sécurité (SIS).

Note 2 a l'article: Le systéme de commande peut comprendre un ou plusieurs systemes conditionnés.

[SOURCE: IEC 61508-4:2010, 3.3.3, "de 'EUC" a été supprimé du terme défini, "du processus"

't' 1 4 "l LA H 4 Al | 4 P P4 olafe 2 1
a ele ClhTpTavtc udl UT TTUUTPTITTITTTU CUTTITTITATIUT  TUTTCO TTULT S UTTU TLT TITUUTTITTS |

3.1.445
alarme de sortie de controéleur
alarmp générée a partir du signal de sortie d’'un algorithme de commande au Jieu'd’une mesure
directp du processus

EXEMRLE: Alarme de sortie de contréleur PID.

3.1.4
mise hors service
procegsus retirant une alarme du systéme d’alarme

3.1.4
alarme "écart”
alarmp générée lorsque la différence entre deux valeurs excéde un point de consigne d’dlarme

EXEMRLE: Alarme en cas d’écart entre les instruments principaux et redondants ou d’écart entre la varigble de
proces$us et le point de consigne du contrdleur.

3.14
alarmle "discordance"
alarmp désaccord

alarmp générée par la différence-€ntre I'état attendu de I'installation ou de I'appareil et sgn état
réel

EXEMRLE: Alarme lorsqu’'un moteur électrique ne démarre pas aprés qu’il a été mis a I’état de marche.

3.1.4¢
affichage
reprégsentation_visuelle des informations utilisées par I'opérateur pour la surveillance| et le
contrgle

3.1.5(
alarm
modification automatique d’attributs d’alarme selon un état ou des conditions du processus

3.1.51

exécution

technique d’alarme améliorée qui peut vérifier et restaurer des attributs d’alarme dans le
systéme de commande aux valeurs contenues dans la principale base de données d’alarme
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3.1.52
événement
représentation d’un fait sollicité ou non sollicité indiquant un changement d’état

EXEMPLE: Changements de mode et d’état de I'appareil.

[SOURCE: IEC 62264-2:2013, 3.1.2, modifié — "dans I'’entreprise" a été supprimé et un exemple
a été ajouté]

3.1.53

alarme "premiére cause"

premipre—alarme

alarmp déterminée pour étre la premiére, dans un scénario a plusieurs alarmes

Note 1[a I'article: La premiére alarme est déterminée par logique.

3.1.54
alarme fugace
alarmp qui passe entre I’état actif de I'alarme et I'état inactif de I'alarme”en un bref lgps de
tempq sans répétition rapide

3.1.5¢
alarme intensément gérée
HMA
alarm
alarm

appartenant a une classe imposant des exigenCes supplémentaires par rappoft aux
s générales

(ALY

Note 1[a l'article: Les exigences réglementaires peuvent étre)des exigences supplémentaires.

EXEMRLE: Alarme liée a la sécurité.

3.1.56
interface homme-machine
IHM
ensemble des matériels et logiciels utilisés par 'opérateur et d’autres pour surveiller et interagir
avec le systéme de commande:etvavec le processus par le biais du systeme de commanfle

3.1.57%
mise pn ceuvre
stade|de transition entre la conception et I’exploitation pendant lequel I'alarme est mise en
servige

Note 1[a l'article’,__La mise en ceuvre inclut des activités telles que la mise en service et la formation.

3.1.5
alarme diagnostic d’instrument”
alarme pour indiquer un défaut d’appareil de terrain ou de signal

EXEMPLE: Alarme "hors service".

3.1.59
alarme intérimaire
alarme utilisée de fagon temporaire pour remplacer une alarme "hors service"

3.1.60

alarme a verrouillage

alarme qui reste dans I’état d’alarme aprés que la condition de processus est revenue a la
normale et exige une réinitialisation par I'opérateur avant que I’'alarme ne retourne a la normale
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3.1.61
principale base de données d’alarme
liste autorisée d’alarmes rationalisées et d’attributs associés

Note 1 a I’article: La liste peut se présenter sous de nombreuses formes et pas seulement sous la forme d’'une base
de données.

3.1.62

surveillance

mesure et production de rapports relatifs a des aspects (objectifs) quantitatifs de la performance
du systéme d’alarme

3.1.6

alarmle perturbatrice
alarmp qui s’annonce de maniére excessive et inutile ou ne retourne pas a la ngrmale [aprés
I'action de I'opérateur

EXEMRLE: Alarme oscillante, alarme fugace et alarme prolongée.

3.1.64
opérgteur
contrgleur
persohne qui surveille et apporte des changements au processus

3.1.64
alerte d’opérateur
moyen sonore et/ou visuel d’indiquer a 'opérateur d*évaluer un équipement ou une condition
de prgcessus lorsque le temps le permet et qui pourrait entrainer une réponse

3.1.66
hors service
état ¢’une alarme pendant lequel lifdication de I'alarme est supprimée indéfiniment,
typigyement manuellement, pour des raisons telles que la maintenance

3.1.67
systéme conditionné
combinaison autonome de matériel et de logiciel qui peut fournir une fonctionnalité d’alarme,
d’IHM| et de commande-pour une fonction du processus spécifique qui fait partie |d’'une
installation

3.1.6§
état d’installation

mode|installation

ensemble'\défini de conditions opérationnelles pour une installation de traitement

EXEMPLE: Arrét, fonctionnement normal.

3.1.69
priorisation
processus d’assignation d’'un niveau d’'importance opérationnelle a une alarme

3.1.70
zone de processus
groupement physique, géographique ou logique de ressources, qui est déterminé par le site

3.1.71

alarme "vitesse de variation"

alarme générée lorsque la variation d’'une variable de processus par unité de temps (dPV/dz)
dépasse un point de consigne défini
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3.1.72

rationalisation
processus pour passer en revue des alarmes potentielles en utilisant les principes de la
philosophie d’alarme, pour sélectionner des alarmes en vue de la conception et pour
documenter la justification pour chaque alarme

3.1.73

alarm

e "renouvellement d’alarme”

alarme de redéclenchement
alarme qui est automatiquement annoncée de nouveau dans certaines conditions

3.1.7

alarnje pilotée par recette

alarm

3.1.75

téléalarme

alarmp issue d’une installation exploitée a distance ou dirigée vers une interface distantg
3.1.76

réinitjalisation

actior| de I'opérateur qui déverrouille une alarme a verrouillagé

3.1.77

retouf a la normale

éliminer

passage d’une alarme de I'état actif a I'état inactif

3.1.7¢

systéme instrumenté de sécurité

SIS

systége instrumenté utilisé pour mettre*en ceuvre une ou plusieurs fonctions instrumenté
sécurlté

Note 1|a l'article: Un SIS se compase de n'importe quelle combinaison de capteur(s), d’'unité(s) logiqu
d’élément(s) terminal(aux). Il inclut également des équipements de communication et auxiliaires (par exemple
tuyautgrie, alimentation, lignes ‘&impulsion, réchauffage des conduites).

Note 2[a I'article: Un SIS~pedt inclure le logiciel.

Note 3|a l'article: Un-SIS peut inclure une action humaine dans le cadre d’'une SIF (voir ISA-TR84.00.0
Partie 1).

[SOURCE-TEC 61511-1:2016, 3.2.67, modifié — la figure des notes et la référence a la

de la

b avec des points de consigne qui dépendent de la recette actuellement exéeutée

Note-t ont été supprimées]

es de

e(s) et
cables,

1:2015,

figure

3.1.79

alarme liée a la sécurité
alarme de sécurité
alarme classée comme étant critique pour la protection de la vie humaine ou de I’environnement

EXEMPLE: Une alarme indiquant un risque potentiel d’asphyxie.

3.1.80

suspendre
supprimer temporairement une alarme, déclenchée par l'opérateur, avec un systeme de
commandes permettant d’annuler la suppression de 'alarme

Note 1

a l'article: Un systéme de commandes peut inclure des limites temporelles.
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3.1.81
silence
action de I'opérateur pour mettre fin a I'indication de I'alarme sonore

3.1.82
alarme prolongée
alarme qui reste annoncée pendant une durée prolongée

EXEMPLE: Alarme qui reste annoncée pendant 24 heures.

ts de

alarmle statistique
alarmp générée en fonction du traitement statistique d’une ou plusieurs Variables du processus

supptimer
empégher que 'alarme soit annoncée a I'opérateur lorsqu’elle ‘est active

EXEMRLE: Suspendre, supprimer par conception, retirer du service-

3.1.86
supptimer par conception
empégcher I'annonce de l'alarme a l'opérateurzen fonction de I'état d’installation ou autres
condifions

3.1.87
alarmle "diagnostic de systéme"
alarmp générée par le systéeme de commande pour indiquer un défaut au sein de I'équipg¢ment
matérjel, du logiciel ou des composants du systéme

EXEMRLE: Erreur de communiecation.

3.1.8
étiquette

point fu systéme ’de commande
point
identificateursunique assigné a une mesure de processus, a un calcul ou a un appareil ap sein
du systeme de commande

3.1.89
non acquitté

état d’alarme dans lequel l'opérateur n’a pas encore confirmé la reconnaissance d’une
indication d’alarme

3.1.90
lever la suspension
passage d’'une alarme de I'état suspendu a I'état normal ou non acquitté

3.1.91
annuler la suppression
passage d’'une alarme de I'état supprimé a I’état normal ou non acquitté
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3.2 Termes abrégés

ACKED
ASRS

BPCS
CGMP

DSUPR
ERP

Acknowledged (acquitté)

Alarm system requirements specification (spécification des exigences
systémes d’alarme)

des

Basic process control system (systeme de commande de processus de base)

Current good manufacturing practice (bonnes pratiques de fabrication

courantes)
Suppressed-by-design (supprimé par conception)
Enterprise resource planning (planification des ressources de I'organisati

on)

AMDE
HAZPP
HMA
IHM
E/S
LOPA
MES
MOQ
NORM
OO3JRV
P&IL

PHA
RTNUN
SHLYD
SIS
UNACK

Analyse des modes de défaillance et de leurs effets

Hazard and operability study (études de danger et d’exploitabilité)
Highly managed alarms (alarmes intensément gérées)

Interface homme-machine

Entrée/sortie

Layer of protection analysis (analyse des couches de-pfotection)
Manufacturing execution system (systéme d’exécution de fabrication)
Management of change (gestion des changements)

Normale

Out-of-service (hors service)

Piping (or process) and instrumentatioq diagram (schéma de tuyauterie [d
processus] et d’instrumentation)

Process hazards analysis (analyse des dangers des processus)
Return to normal unacknowledged (retour a la normale non acquittée)
Shelved (suspendu)

Systéme instrumentécde sécurité

Unacknowledged (non acquitté)

4 Conformité au présent document

4.1 Recommandations pour la conformité

Pour e conformer au présent document, il doit étre démontré que chacune des exig
obligdtoires a été satisfaite.

4.2 “Systemesexistants

u de

ences

Pour les systemes d’alarme existants congus et construits selon des codes, des normes ou des
pratiques antérieurs au présent document, le propriétaire/l’opérateur doit déterminer que le
matériel est congu, maintenu, inspecté, soumis a essai et exploité de maniére slre. Les
pratigues et les procédures du présent document doivent étre appliquées aux systémes
existants dans un temps raisonnable tel que déterminé par le propriétaire/I’opérateur.

4.3 Utilisation des fonctionnalités exigées

Le présent document exige certaines fonctionnalités des systémes de commande (par exemple
suspension) pour prendre en charge le systéme d’alarme. Si un systeme d’alarme ne posséde
pas toutes les fonctionnalités exigées, la conformité peut étre obtenue si la fonctionnalité
décrite dans la philosophie d’alarme est fournie.
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Responsabilité

Le propriétaire/I’opérateur a la responsabilité de la conformité au présent document.

4.5

Juridictions locales

Dans certaines juridictions, les autorités de régulation (par exemple au niveau national, fédéral,
de I'état, provincial, du comté, de la ville) ont établi des exigences relatives a la conception de
sécurité de processus, la gestion de la sécurité des processus ou d’autres exigences en plus
des exigences du présent document.

5 Modeles de systeme d’alarme

5.1

Les s
proce
surve
effica

Systémes d’alarme

ystémes d’alarme sont utilisés pour communiquer des indications des~/conditio

I’ensemble des pratiques et des processus qui assure un systéme dalarme efficace.

Une ¢
et/ou
ou un
défini
d’alar

5.2

5.2.1

La Fig
est d

visuel d’indiquer a 'opérateur un dysfonctionnement de. matériel, un écart de proc

état anormal exigeant une réponse dans les délais. Un élément essentiel de
ion est la réponse a 'alarme. Cette définition estfenforcée dans les processus de g
Mme décrits dans le présent document.

Cycle de vie de la gestion d’alarme

Modéle de cycle de vie de la gestion d’alarme

bcrit dans le présent documént. Le cycle de vie de la gestion d’alarme cou

s de

5sus anormales ou des dysfonctionnements de matériel aux opérateurs, au pergonnel
llant et exploitant le processus et d’aider a leur résolution. Les|/Systémes d’dlarme
ces sont bien congus, mis en ceuvre, exploités et maintenus,. lca“gestion d’alarnme est

artie fondamentale de la gestion d’alarme est la définitioh’d’une alarme, moyen sjonore

essus
cette
pstion

ure 2 représente la relation entre les stades du cycle de vie de la gestion d’alarme qui

re la

spécification du systéme d’alarme, la conception, la mise en oeuvre, l'exploitatign, la

surve
mise

Le md

hors service.

mettr¢ en oceuvre ufe) gestion d’alarme. Le cycle de vie est applicable a l'installati

nouve

aux systémes d’alarme ou pour la gestion d’un systéme existant.

llance, la maintenance et\les activités MOC a partir de la conception initiale jusqu’a la

déle de cycle dé vie est utile pour organiser les exigences et les responsabilitég pour

bn de
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NOTE
(voir 5.

NOTE
NOTE

NOTE

5.2.2
5.2.2.
Les s
décrit
texte.
I’Artic

Boucle « surveillance et gestion des changements »

¥
Identifii:ation l Iﬂ—@

¥ chafgetnents
k D) Conception détaillée l Audit

'
i

I

|

i

I

I

i

I

i C) Rationalisation I ) :
Gestion des .

|

i

]

|

i

]

I

Boucle « surveillance et maintenance »

i ! l

® Exploitation

3 Surveillance

et évaluation
'{ G) Maintenance

1
I
I
[}
I
|
I
I
|
i
[}
1
i
[}
|
i
I
: ® Mise en ceuvre
I
1
|
i
I
|
i
|
|
I
I
|
I
I
1
|

La zone utilisée pour le stade B représenteCun processus défini en dehors du présent do
P.2.3).

P Le stade indépendant J représente un processus qui se connecte a tous les autres stades (voir 5.4
Les formes arrondies des stades A;~H et J représentent des points d’entrée au cycle de vie (voir 5

L Les lignes pointillées représentent les boucles dans le cycle de vie (voir 5.2.5).

Figure.2 — Cycle de vie de la gestion d’alarme

Stades du cycle de vie de la gestion d’alarme
L Généralités

ades du ¢ycle de vie de la gestion d’alarme représentés a la Figure 2 sont briév
5 dansctes paragraphes suivants. L’étiquette littérale est un identificateur utilisé d
Les\exigences et les recommandations pour chaque stade sont décrites de I'Artic

-

IEC

tument

2.11).

2.3).

bment
ans le
le 6 a

e\]8 du présent document.

5.2.2.2 Philosophie (A)

La planification de base est nécessaire avant de concevoir un nouveau systeme d’alarme ou
de modifier un systéme existant. Généralement, la premiére étape est le développement d’'une
philosophie d’alarme qui documente les objectifs du systéme d’alarme et les processus pour
satisfaire a ces objectifs. La philosophie d’alarme refléte les processus de travail liés a
I'exploitation et a la maintenance, et peut faire référence a ces processus dans d’autres
documents. Pour les nouveaux systémes, la philosophie d’alarme sert de base pour le
document de spécification des exigences du systéme d’alarme (ASRS).
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La philosophie commence par les définitions de base et les étend aux définitions
opérationnelles. Les critéres pour la priorisation des alarmes et la définition de classes d’alarme,
la métrique de performance, les limites de performance et des exigences de rapports sont basés
sur les objectifs et les principes pour des systémes d’alarme. Les schémas pour la présentation
des indications d’alarme dans I'lHM, y compris l'utilisation de priorités, sont également établis
dans la philosophie d’alarme. La philosophie spécifie les processus utilisés pour chacun des
stades du cycle de vie de gestion d’alarme, tels que le seuil pour le processus MOC et les
exigences spécifiques pour le changement. La philosophie est maintenue pour assurer une
gestion cohérente des alarmes tout au long du cycle de vie du systéme d’alarme.

Le developpement de IASRS est mclus dans Ie stade phllosophle du cycle de vie. La
i Wr les
restrigtions ou les optlons et peut etre la base pour selectlonner de nouveaux systems de
commande ou modifier des systémes de commande existants. La spécification a géneral¢ment
un niveau de détail plus approfondi que la philosophie d’alarme et peut‘\fournif des
reconmandations spécifiques pour la conception de systéme.

5.2.2.3 Identification (B)

Le stade "identification" est un point de collecte pour les alarmes patentielles proposéegs par
I'une ges méthodes pour déterminer si une alarme est nécessaire. €es méthodes sont définies
en dehors du présent document et donc le stade identification estireprésenté comme procgssus
prédéfini dans le cycle de vie. Les méthodes peuvent étre fotmelles telles que I'analyse des
dangdrs de processus, les spécifications des exigences de sécurité, les recommandations
issueg d’une investigation d’incidents, les bonnes pratiques de fabrication, les pgermis
envirgnnementaux, le développement P&ID ou les revles de procédures de fonctionnemient. Il
conviént de capturer les informations d’identification (par exemple point de consigne d’alarme,
conséquence de I'alarme) en vue de la rationalisation. Les modifications de processus [et les
essai$ de fonctionnement peuvent également genérer la nécessité pour des alarmes ou des
modifications. Un certain nombre de changements d’alarme sont identifiés a partir |[de la
survelllance de routine de la performance du systéme d’alarme. A ce stade, la nécessité|d’'une
nouvdlle alarme ou des modifications diune alarme existante a été identifiée et I'alarnme est
préte ja étre rationalisée.

5.2.2.4 Rationalisation (C)

Le stade "rationalisation" récoencilie la nécessité identifiée d’'une alarme ou d’'un changément
de systéme d’alarme aveg les principes et définitions de philosophie d’alarme. Les dtapes
peuvgnt étre parachevées en un seul processus ou séquentiellement. Le produit [de la
rationplisation est lal documentation de I'alarme, y compris toutes les éventuelles techriques
d’alarmes évoluées;.qui peuvent étre utilisées pour parachever la conception.

La rafionalisation est le processus consistant a appliquer les exigences pour une alarmpe et a
générgr la documentation justificative telle que le point de consigne d’alarme, la conséqyience
et 'aqtion corrective qui peut étre entreprise par I'opérateur.

La rationalisation inclut la priorisation d’une alarme basée sur la méthode définie dans la
philosophie d’alarme. Souvent, la priorité est basée sur les conséquences de l'alarme et du
temps de réponse admissible.

La rationalisation inclut également I'activité de classification pendant laquelle une alarme est
assignée a une ou plusieurs classes selon des exigences désignées (par exemple exigences
relatives aux essais, a la formation, a la surveillance et a I'audit). Le type de conséquences
d’'une alarme rationalisée, ou d’autres critéres, peut étre utilisé pour séparer les alarmes en
des classes définies dans la philosophie d’alarme.

Les résultats de la rationalisation sont documentés, typiquement dans la base de données
d’alarme principale (c’est-a-dire, un document ou un fichier approuvé) qui est maintenue
pendant la vie du systéme d’alarme.
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5.2.2.5 Conception détaillée (D)

Dans le stade "conception", les attributs d’alarme supplémentaires sont spécifiés et congus
selon les exigences déterminées par la rationalisation. Il existe trois domaines de conception:
conception d’alarme de base, conception d'IHM et conception de techniques d’alarmes
évoluées.

La conception de base pour chaque alarme suit des recommandations en fonction du type de
I'alarme et du systéme de commande spécifique.

La conception d’IHM inclut I'affichage et 'annonce pour les alarmes, y compris les indications
de |,é dt d,didllllc Ut UIU id pliUI;té U”didllllﬂ.

Les tpchniques d’alarmes évoluées (par exemple alarme basée sur un état)” améliorent
I'efficacité du systéme d’alarme au-dela de la conception d’alarme et d’'IHM de base.

5.2.2.p Mise en ccuvre (E)

Dans |le stade "mise en ceuvre", les activités nécessaires pour installer une alarme pu un
systéme d’alarme et 'amener a un statut opérationnel sont parachevees. La mise en geuvre
d’'une| nouvelle alarme ou d’'un nouveau systéme d’alarme inclut”l'installation physique et
logigye et la vérification fonctionnelle du systéme.

Les dpérateurs étant une partie intégrante essentielle’,du systéme d’alarme, la formation
d’opérateur est une activité importante pendant la miSe“en ceuvre. Les essais de noujelles
alarmps sont souvent une exigence de mise en ceuvre/ La documentation pour la formatign, les
essai$ et la mise en service peut varier avec la classification définie par la philosophie d’alarme.

5.2.2.f Exploitation (F)

Dans [le stade "exploitation", I'alarme ow,le systéme d’alarme est en service et exécute sa
fonctipn prévue. La formation pour la mise a jour des connaissances relatives a la philogophie
d’alarme et a I'objectif de chaque alarme est incluse dans ce stade.

5.2.2.8 Maintenance (G)

Dans |e stade "maintenance”, I’alarme ou le systéme d’alarme n’est pas opérationnel, mgis est
soumis a essai ou en ¢ours de réparation. La maintenance périodique (par exemple essajs des
instruments) est nécéssaire pour assurer les fonctions telles que congues du systéme d’alarme.

5.2.2.p Surveillance et évaluation (H)

Dans |le stade "surveillance et évaluation”, la performance globale du systéme d’alarme ¢t des
alarmps(séparées est surveillée en continu par rapport aux objectifs de performance énpncés
dans la philnqnphin dalarme. La surveillance et I'évaluation des données provenant dulstade
exploitation peuvent déclencher le travail de maintenance ou identifier la nécessité d’apporter
des changements au systéme d’alarme ou aux procédures de fonctionnement. Sans
surveillance, un systéme d’alarme est susceptible de se dégrader au fil du temps.

5.2.2.10 Gestion des changements (l)

Dans le stade "gestion des changements", des modifications au systéme d’alarme sont
proposées et approuvées. Il convient que le processus de changements suive chacun des
stades du cycle de vie de gestion d’alarme et ce, de I'identification jusqu’a la mise en ceuvre.


https://iecnorm.com/api/?name=e635e707ef2a488b598b655952b4d3c7

- 112 - IEC 62682:2022 © IEC 2022

5.2.2.11 Audit (J)

Dans le stade "audit", des revues périodiques sont menées pour évaluer l'efficacité des
processus de gestion d’alarme et maintenir I'intégrité du systéme d’alarme. Les audits de la
performance du systéme peuvent révéler des lacunes non décelées par la surveillance de
routine. L’exécution par rapport a la philosophie d’alarme est auditée pour identifier des
améliorations du systéme, telles que des modifications a la philosophie d’alarme. Les audits
peuvent également identifier la nécessité d’augmenter la discipline de I'organisation pour suivre
la philosophie d’alarme.

5.2.3 Points d’entrée du cycle de gestion d’alarme

5.2.311 Généralités

Selon|l'approche choisie, il existe trois points d’entrée au cycle de vie de la gestion d’dlarme
qui sgnt:

a) lalphilosophie d’alarme;

b) lafsurveillance et évaluation; et
c) I'audit.

Ces ppints d’entrée sont représentés par les zones arrondies & la_Figure 2. En tant que points
d’entrge, ces stades du cycle de vie constituent seulement I'étape’initiale pour gérer un systéme

d’alarme. Tous les stades du cycle de vie sont nécessaires pour un systéme complet de gestion
d’alarme.

5.2.3.p Commencer par la philosophie d’alarme*(A)

Le prgmier point de départ possible est le développement d’une philosophie d’alarme qui ¢tablit
les ohjectifs du systeme d’alarme et peut étre\utilisée comme base pour 'ASRS. C’est I¢ point
d’entrge du cycle de vie pour de nouveaux:systémes.

5.2.3.8 Commencer par la surveillance et I’évaluation (H)

Le deguxieme point de départ possSible est de commencer a surveiller un systéeme d’glarme
existant et référencer la performance. Des alarmes a probléme peuvent étre identifiges et
traitégs par la maintenance ou la gestion des changements. Les données de surveillance
peuvgnt étre utilisées dans une évaluation de référence avant le développement |de la
philosophie d’alarme,

5.2.3. Commehncer par I'audit (J)

Le troisieme’point de départ possible est un audit initial, ou référence, de tous les aspe¢ts de
la gegtion d’alarme par rapport & un ensemble de pratiques documentées, telles que celles
énumeréés dans le présent document. Les résultats de I'audit initial peuvent étre utiliséq dans
le dévetoppementdumephitosoptie:

5.2.4 Stades simultanés et intégrants

Le schéma de cycle de vie (Figure 2) est tracé pour représenter des stades séquentiels. Il y a
plusieurs stades simultanés qui sont représentés dans le cycle de vie. Certains stades
englobent les activités d’autres stades.

Le stade surveillance et évaluation (H) est réalisé en méme temps que les stades exploitation
et maintenance.

Le stade gestion des changements (lI) représente le déclenchement du processus de
changement par lequel tous les stades du cycle de vie sont autorisés et parachevés.
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Le stade audit (J) est une activité intégrante qui peut se produire a n’importe quel point dans
le cycle de vie et inclut une revue des activités des autres stades.

5.2.5

Boucles du cycle de vie de la gestion d’alarme

5.2.5.1 Généralités

En plus des stades du cycle de vie de la gestion d’alarme, il y a trois boucles dans le cycle de
vie. Chaque boucle accomplit une fonction au cours du cycle de vie.

5.2.5.2 Boucle "surveillance et maintenance”

La bolicle "surveillance et maintenance" est la surveillance de routine qui identifie les.al
lémes pour la maintenance. Les alarmes réparées sont renvoyées en fonctionnement.

a protk

5.2.5.3 Boucle "surveillance et gestion des changements”

La bolicle "surveillance et gestion des changements" est déclenchée lorsgueda surveillan
routing indique que la conception d’une alarme n’est pas conforme a la.philosophie d’alal
pourrait étre nécessaire de modifier la conception ou d’appliqueruhé technique d’al
évoluges. L’alarme pourrait rester en fonctionnement alors qué€)le processus MO
déclenché et les stades du cycle de vie sont répétés.

5.2.5.4 Boucle "audit et philosophie"

La boycle "audit et philosophie" est le cycle de vie proprement dit et le processus d’amélig
continue du systéme d’alarme. L’audit identifie des-processus dans le cycle de vie a renf|

5.2.6

Les st
sont 4
dans
relatig

Entrées et sorties du stade de cycle’de vie de gestion des alarmes

ades du cycle de vie de la gestion des.alarmes sont connectés, car les sorties d’un
ouvent les entrées d’'un autre. Le€s) connexions ne sont pas entierement représe
e schéma du cycle de vie (Figure 2). Le Tableau 1 fournit plus d’informations s
ns entre les entrées et les sorties des stades du cycle de vie.

prmes
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Tableau 1 — Entrées et sorties du stade de cycle de vie de gestion des alarmes

Stade du cycle de vie .
de la gestion d’alarme Activités N’um_ero Entrées Sorties
d’article
Stade Titre
A Philosophie Documenter les 6,7 Objectifs et Philosophie
objectifs, les lignes normes, d’alarme et ASRS
directrices et les recommandations
processus de travail relatives a l'audit
pour la gestion
d’alarme et ’'ASRS
B Identification Détermination des 8 Rapport PHA, Liste d’alarmes
alarmes potentielles P&ID, procédures potentielles
de fonctionnement
C Rationalisation Rationalisation, 9 Philosophie Base(de'données
classification, d’alarme et liste d’alarme pring¢ipale
priorisation et d’alarmes ef)jexigences
documentation potentielles relatives a la
conception dgs
alarmes
D Conception Conception d’alarme de | 10, 11, Base de données Conception
détaillée base, conception d’'IHM 12 d’alarme (rin€ipale | d’alarme complete
et conception d’alarmes et exigences
évoluées relatives’a la
cohception des
alarmes
E Mise en ceuvre Installation d’alarmes, 13 Conception Alarmes
essais de la mise en d’alarme compléte, | opérationnellgs et
ceuvre et formation a la base de données procédures d¢
mise en ceuvre d’alarme principale | réponse a de
et 'ASRS alarmes
F Exploitation L’opérateur répond aux 14 Alarmes Données d’alarme
alarmes et a la opérationnelles et
formation de miseta procédures de
jour des connaij$sances réponse a des
alarmes
G Maintenance Maintenance, 15 Rapports de Données d’alarme
réparation et surveillance
remplacement, et d’alarme et
essais périodiques philosophie
d’alarme
H Surveillance et Surveillance des 16 Données d’alarme Rapports de
évaluation données d’alarme et et philosophie surveillance
rapport sur la d’alarme d’alarme et
performance changements
proposés
Gestion des Processus pour 17 Philosophie Changements
changements autoriser les ajouts, les d’alarme et d’alarme autdfrisés
modifications et les changements
suppressions d’alarme proposés
J Audit Audit périodique des 18 Normes, Recommandations
processus de gestion philosophie pour I'amélioration
d’alarme d’alarme et
protocole d’audit

5.3 Etats d’alarme

5.3.1 Schéma de transition d’états d’alarme

Le schéma de transition des états d’alarme de la Figure 3 représente les états et les transitions
pour des alarmes types. |l y a certes des exceptions, mais ce schéma décrit la majorité des
alarmes et sert de référence utile pour la mise au point des principes des systémes d’alarme et
les fonctions I[HM.
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A

B
Normale

Alarme non acquittée

Condition
anormale
Processus: normal
Alarme: inactive
Ack: acquittée

Processus: anormal
Alarme: active
Ack: acquittée

Renouvellement
Condition -
anormale

c

Alarme acquittée Acquitter

Retour a =

\ la normale

Processus: anormal
Alarme: active
Ack: acquittée
Acquitter

Retour a
la normale

D
RTN non acquittée

Processus: anormal
Alarme: inactive
Ack: non acquittée

Annulation de'la

* i suppression congue ! *
/ Suppression Mettre_hors
Suspégndre Lever la congue service Remetlre en

F
Supprimée‘par
conception

suspension

fvice

Suspendue Hors service
Processus: NR
Alarme: NR
Ack: N/A

Processus: NR
Alarme: NR
Ack: N/A

Processus: NR
Alarme: NR
Ack: N/A

IEC

NOTE Les états E, F et G peuvent,connecter a n'importe quel état d’alarme dans le schéma.
NOTE 2 La ligne pointillée indigué une option rarement mise en ceuvre.

NOTE B N/A signifie nop-applicable.
NOTE ¢4 NR indiquetgue I'état n'est pas pertinent (normal ou anormal, non actif ou actif).

Figure 3 — Schéma de transition d’états d’alarme

5.3.2 | {Etats d’alarme

5.3.21 Généralités

Les cercles représentés a la Figure 3 représentent les états d’'une alarme. L’étiquette littérale
est un identificateur. La deuxiéme ligne est un nom d’état, souvent abrégé. La troisiéme ligne
décrit des conditions de processus, les quatrieme et cinquiéme lignes énumeérent
respectivement le statut de l'alarme et son statut d’acquittement. Les états possibles de
suppression d’alarme sont représentés dans la partie inférieure du schéma.

5.3.2.2  Etat "normale" (A)

L’état d’alarme "normale" (NORM) est défini comme étant I’état dans lequel le processus
fonctionne dans les limites de la spécification normale, I'alarme est inactive et les occurrences
d’alarmes passées ont été acquittées.
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5.3.2.3  Etat "non acquittée" (B)

2022

L’état d’alarme "non acquittée" (UNACK) est I'état initial lorsqu’'une alarme devient active en
raison de conditions d’anomalies. Dans cet état, I'alarme est non acquittée. Les alarmes
précédemment acquittées peuvent étre congues pour renouveler I'alarme, ce qui entraine un
retour a cet état.

5.3.2.4  Etat "acquittée" (C)

L’état d’alarme "acquittée" (ACKED) est I’état dans lequel I'alarme est active et I'opérateur a
acquitté 'alarme.

5.3.2.
Dans

dans
I'alarn

5.3.2.

Dans

5 Etat "non acquittée avec retour a la normale" (D)

des limites normales et I'alarme devient inactive avant qu'un opérateur n’ait ag
he.

6 Etat "suspendue" (E)

I’état d’alarme "suspendue" (SHLVD), une alarme est tempofairement supprim

utilisalnt une méthodologie maitrisée et n’est pas annoncée. Une alarme dans I'état "suspe

est sg

us le contréle de I'opérateur. La fonction de suspension<peut automatiquement l¢g

suspegnsion des alarmes.

5.3.2.

Dans
foncti
Une 3
déterr

5.3.2.

Dans
(par €
lorsqu
alarm

NOTE
équipe

5.3.2.

7 Etat "supprimée par conception” (F)

I’état d’alarme "supprimée par conception*y\(DSUPR), une alarme est supprim
bn de conditions de fonctionnement ou d’états d’une installation et n’est pas annd
larme dans I'état "supprimée par conception" est sous le contréle de la logiqU
hine la pertinence de I'alarme.

B Etat "hors service" (G)

I’état d’alarme "hors service" (OOSRV), l'alarme est supprimée manuell
xemple fonctionnalité de>systéme de commande pour retirer I'alarme du s€
‘elle est retirée du service et n'est pas annoncée, typiquement pour maintenanceg
e dans I’état hors setvice est dans le stade "maintenance” du cycle de vie.

Une alarme dans._l/état hors service n’est pas comparable a la mise hors service d’'une unité d
ment. Le matériel\peut étre hors service alors que les alarmes associées ne sont pas hors service.

D Résumé des états d’alarme

Less

‘état d’alarme "non acquittée et retournée a la normale" (RTNUN), le processus se frouve

quitté

Ee en
ndue"
ver la

Be en
ncée.
e qui

ement
rvice)
. Une

u d'un

sont rgstimés dans le Tableau 2.

tuts.d’alarme, le statut d’annonce et le statut d’acquittement des différents états d’jlarme
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