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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenang
are des¢ribed in the ISO/IEC Directives, Part 1. In particular, the different approvalccriter
needed |for the different types of document should be noted. This document was drafted i
accordamce with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives
www.ied.ch/members_experts/refdocs).

= 25 O O

Attentioh is drawn to the possibility that some of the elements of this document niay be the subje¢t
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such patemt
rights. Jetails of any patent rights identified during the development of the/document will be in the
Introdudtion and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the IEC
list of patent declarations received (see https://patents.iec.ch).

Any trade name used in this document is information given for the(convenience of users and does not
constitufe an endorsement. )

For an ¢xplanation of the voluntary nature of standards; the meaning of ISO specific terms and
expressipns related to conformity assessment, as well™3s information about ISO's adherence to
the Woifld Trade Organization (WTO) principles in ‘th€é Technical Barriers to Trade (TBT) sq

www.isq.org/iso/foreword.html. In the IEC, see www.iee.ch/understanding-standards.

This dorument was prepared by Technical Cemmittee ISO/IEC JTC 1, Information technologly,
Subcominittee SC 27, Information security, cybersecurity and privacy protection.

(¢

This foufrth edition cancels and replaces th¢é third edition (ISO/IEC 15408-1:2009), which has bedn
technically revised. (

X

. N\
The maih changes are as follows: \:

R
ical changes hayeybeen introduced:

— the terminoldgy has been reviewed and updated;

— theIlocument has been rest}‘u’ctured;

— tec

— the exactconformance type has been introduced;

— Jowassurance protection profiles (PPs) have been removed and direct rationale PPs have begn
inttoduced;

— PP-Modules and PP-Configurations for modular evaluations have been introduced;
— multi-assurance evaluation has been introduced.
Alist of all parts in the ISO/IEC 15408 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Legal notice

The governmental organizations listed below contributed to the development of this version of the
Common Criteria for Information Technology Security Evaluations. As the joint holders of the copyright
in the Common Criteria for Information Technology Security Evaluations (called CC), they hereby
grant non-exclusive license to ISO/IEC to use CC in the continued development/maintenance of the
ISO/IEC 15408 series of standards. However, these governmental organizations retain the right to use,

CWMM@@M%&—
stralia The Australian Signals Directorate
Cpnada Communications Security Establishment
France Agence Nationale de la Sécurité des Systemes d'Information
Germany Bundesamt fiir Sicherheit in der Informationstechnik
Jdpan Information-technology Promotion Agency
Netherlands Netherlands National Communications Security Agency
New Zealand Government Communications Security-Bureau
Rlepublic of Korea National Security Research Institute <
Spain Ministerio de Asuntos Econdémicos y Transformacion Digital
Siveden FMV, Swedish Defence Materiel Administration
jnited Kingdom National Cyber Secugity Centre
nited States The National Se¢urity Agency
nﬁ
’\-
A\ \
W
R
. \ )
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Introduction

The ISO/IEC 15408 series permits comparability between the results of independent security
evaluations by providing a common set of requirements for the security functionality of IT products and
for assurance measures applied to these IT products during a security evaluation. These IT products
may be implemented in hardware, firmware, or software.

The evaluation process establishes a level of confidence that the security functionality of these IT
products and the assurance measures applied to these IT products meet these requirements. The

evaluatipn results may help consumers to determine whether these TT products fulfil their securify
needs.

The ISOAIEC 15408 series is useful as a guide for the development, evaluation and/or procurement of IT
productg with security functionality.

The ISOfIEC 15408 series is intentionally flexible, enabling a range of evaluation approaches to H
applied fo a range of security properties of a range of IT products. Therefore, users of the standard aj
cautioned to exercise care that this flexibility is not misused. For example, using-the ISO/IEC 1540
series in| conjunction with unsuitable evaluation methods/activities, irrelevantisecurity properties, g
inapprolriate IT products, can result in meaningless evaluation results.

Conseq e
security| properties that were evaluated and the evaluation methods that were used. Evaluatign
authoritles are advised to carefully check the products, properties;and methods to determine that an
evaluatipn provides meaningful results. Additionally, purchasefs of evaluated products are advised o
carefully consider this context to determine whether the evaluated product is useful and applicable fo
their spdcific situation and needs.

The ISOAIEC 15408 series addresses the protection of assets from unauthorized disclosure, modificatiop,
or loss Jf use. The categories of protection relating“to these three types of failure of security ane
commo y
also be dpplicable to aspects of IT security outside of these three categories. The ISO/IEC 15408 serigs
is applicpble to risks arising from human agfivities (malicious or otherwise) and to risks arising from
non-human activities. The ISO/IEC 15408-$éries may be applied in other areas of IT but makes no claijn
of applicpbility in these areas. x

Certain fopics, because they invp{vé specialized techniques or because they are somewhat peripheral
to IT sequrity, are considered ta_be outside the scope of the ISO/IEC 15408 series. Some of these are
identified below:

a)

b)

d)

viii

-~ O ® o

ntly, the fact that an IT product has been evaluated has meduning only in the context of th

ly called confidentiality, integrity, and aydilability, respectively. The ISO/IEC 15408 series m4

N\

SR

the ISO/IEC 15408 sel\‘iéé does not contain security evaluation criteria pertaining to administratiy
secyrity measures not related directly to the IT security functionality. However, it is recognize
that|significant)security can often be achieved through or supported by administrative measurg
such as organizational, personnel, physical, and procedural controls;

v QLo

the [SO/IEC 15408 series does not address the evaluation methodology under which the criterja
shoyldbe applied;

NOTE1 The baseline methodology is defined in ISO/IEC 18045. ISO/IEC 15408-4 can be used to further
derive evaluation activities and methods from ISO/IEC 18045.

the ISO/IEC 15408 series does not address the administrative and legal framework under which the
criteria may be applied by evaluation authorities. However, it is expected that the ISO/IEC 15408
series is intended to be used for evaluation purposes in the context of such a framework;

the procedures for use of evaluation results in accreditation are outside the scope of the
ISO/IEC 15408 series. Accreditation is the administrative process whereby authority is granted for
the operation of an IT product (or collection thereof) in its full operational environment including
all of its non-IT parts. The results of the evaluation process are an input to the accreditation process.
However, as other techniques are more appropriate for the assessments of non-IT related properties

© ISO/IEC 2022 - All rights reserved
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and their relationship to the IT security parts, accreditors must make separate provisions for those
aspects;

e) the subject of criteria for the assessment of the inherent qualities of cryptographic algorithms is
not covered in the ISO/IEC 15408 series. In the case that independent assessment of mathematical
properties of cryptography is required, the evaluation scheme under which the ISO/IEC 15408
series is applied shall make provision for such assessments.

NOTE 2  This document uses bold and italic type in some cases to distinguish terms from the rest of the text.
The relationship between components within a family is highlighted using a bolding convention. This convention
cflISToT the use of bold type for all new requirements. FOT hierarchical COmponents, requirements are presented
i bold type when they are enhanced or modified beyond the requirements of the previous gomponent. In
afldition, any new or enhanced permitted operations beyond the previous component are also highlighted using
bpld type.
T

he use of italics indicates text that has a precise meaning. For security assurance requirenients the c¢gnvention
i for special verbs relating to evaluation.

© ISO/IEC 2022 - All rights reserved ix
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Information security, cybersecurity and privacy
protection — Evaluation criteria for IT security —

Part 1:

eneral model

Scope

is document establishes the general concepts and principles of IT security evdluation and
e general model of evaluation given by various parts of the standard which in its entirety is
e used as the basis for evaluation of security properties of IT products.

his document provides an overview of all parts of the ISO/IEC 15408 series. It describes thg
arts of the ISO/IEC 15408 series; defines the terms and abbreviations to be used in all par

hd describes the audience to which the evaluation criteria is addressed. An introduction to
bcurity concepts necessary for evaluation of IT products is given.

I o

—]

his document introduces:

—+ the key concepts of Protection Profiles (PP), PP-M(;dules, PP-Configurations, packages,
Targets (ST), and conformance types;

-+ adescription of the organization of security-tcomponents throughout the model;

— thevarious operations by which the funetional and assurance components given in ISO/IEC
and ISO/IEC 15408-3 can be tailored through the use of permitted operations;

—+ general information about the évaluation methods given in ISO/IEC 18045;

—+ guidance for the applicatjpﬁ of ISO/IEC 15408-4 in order to develop evaluation methods (|
evaluation activities ﬁ;A’) derived from ISO/IEC 18045;

)
—+ general information\ about the pre-defined Evaluation Assurance Levels (EALs) de
ISO/IEC 154085
L)

-t informatiQn‘in regard to the scope of evaluation schemes.

2 Normative references

—3

he following documents are referred to in the text in such a way that some or all of theij

specifies
meant to

various
ts of the

fandard; establishes the core concept of a Target of Evaluation (TOE); describes the evaluation context

he basic

Security

15408-2

EM) and

fined in

content

lies. For

“““““““““““““““““ FF
undated references, the latest edition of the referenced document (including any amendments)

constitutes reguirements of this document-For dated rnfnrnnr‘nc, nnly the edition cited apy

applies.

ISO/IEC 15408-2:2022, Information security, cybersecurity and privacy protection — Evaluation criteria

for IT security — Part 2: Security functional components

ISO/IEC 15408-3:2022, Information security, cybersecurity and privacy protection — Evaluation criteria

for IT security — Part 3: Security assurance components
ISO/IEC 18045, IT security techniques — Methodology for IT security evaluation
ISO/IEC IEEE 24765, Systems and software engineering — Vocabulary

© ISO/IEC 2022 - All rights reserved
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 15408-2,ISO/IEC 15408-3,
ISO/IEC 18045 and ISO/IEC IEEE 24765 apply.

ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

y

n

[S

31
action
documented activity of the evaluator (3.45) or developer (3.33)
Note 1 to|entry: Evaluator actions and developer actions are required by ISO/IEC 15408-3.
3.2
adminigtrator
entity (3.36) that has a level of trust with respect to all policies implementedoby the TOE securit
functionglity (TSF) (3.92)
Note 1 tolentry: Not all protection profiles (PPs) (3.68) or security targets (5Ts)/assume the same level of trust f
administrators. Typically, administrators are assumed to adhere at all times te the policies in the ST of the targg
of evaluagion (TOE) (3.90). Some of these policies can be related to the functipnality of the TOE, while others c4
be relatedl to the operational environment (3.63). D
3.3 )
adverselaction
action (3.1) performed by a threat agent (3.91) on an assét'(3.4)
3.4
asset ’
entity (3|36) that the owner of the target of evaluation (TOE) (3.90) presumably places value on
3.5
assignment X
specificqtion of an identified parameger-in a functional or assurance component
A\ \
3.6 Oy
assurance
grounds|for confidence thata Ltarget of evaluation (TOE) (3.90) meets the security functional requiremen
(SFRs) (3.78) N
3.7
assurance package
named st of security assurance requirements (3.76)
EXAMPLE “EAL 3”.
3.8

attack potential
measure of the effort needed to exploit a vulnerability in a target of evaluation (TOE) (3.90)

Note 1 to entry: The effort is expressed as a function of properties related to the attacker (e.g. expertise,
resources, and motivation) and properties related to the vulnerability itself (e.g. window of opportunity, time to
exposure).

© ISO/IEC 2022 - All rights reserved
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3.9

attack surface

set of logical or physical interfaces to a target, consisting of points through which access to the target
and its functions may be attempted

EXAMPLE1 The casing of a payment terminal is a part of physical attack surface for that device.

EXAMPLE 2  The communications protocols available for connection to a network device are part of the logical
attack surface for that network device.
3.10

a[lgmentation
afdition of one or more requirements to a package

Note 1 to entry: In case of a functional package (3.51), such an augmentation is considered only in the context
of one package and is not considered in the context with other packages or protection qxofiles (PPs)|(3.68) or
security targets (STs) (3.82).

Note 2 to entry: In case of an assurance package (3.7), augmentation refers to one‘or more security fissurance
requirements (SARs) (3.76).

3{11
thorized user
eptity (3.36) who may, in accordance with the security functional¥equirements (SFRs) (3.78), pefform an

independent entity (3.36) in a multi-component produet that provides services and resources o one or
ore dependent component(s) (3.31)

ote 1 to entry: This applies in particular to ‘compédsed TOEs" (3.21) and ‘composite products / compogite TOEs’

se Protection Profile
se PP )
otection Profile (3.68) specitied in a PP-Module (3.71), as part of that PP-Module’s PP-Module Base
.72), used as a basis to E)Qild a PP-Configuration (3.69)

\ %

-Module (3.71)-s &cified in a different PP-Module, as part of that PP-Module’s PP-Module Base (3.72),

ote 1 to entty: Specifying a base PP-Module in a PP-Module implicitly includes the base PP-Module’s PP-Module

se target of evaluation

base TOE
base component (3.12) which is itself the subject of an evaluation

Note 1 to entry: This applies in particular to ‘composed TOEs' (3.21) and 'composite products/composite TOEs'
(3.25).

3.16
class
(taxonomy) set of families that share a common focus

Note 1 to entry: Class is further defined in ISO/IEC 15408-2, which defines security functional classes and
ISO/IEC 15408-3, which defines security assurance classes.

© ISO/IEC 2022 - All rights reserved 3
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3.17
compon

ent

(taxonomy) smallest selectable set of elements on which requirements may be based

3.18
compon

ent

<composition> entity (3.36) which provides resources and services in a product

3.19
compon

ent target of evaluation

componjent TOE

(evaluat

3.20
compos
CAP
assurand
represer|

3.21

compos
compos
target of]
security

Note 1 to

3.22
compos
evaluati
TOEs

bd) target of evaluation (TOE) (3.90) that is a component of another composed TOE (3.21)

pd assurance package

e package (3.7) consisting of components drawn predominately from therACO class (3.16
ting a point on the pre-defined scale for composition assurance

pd target of evaluation

ed TOE

evaluation (TOE) (3.90) comprising solely two or more separately“identified components with
relationship between their TOE security functionality (TSFs)((3.92)

entry: Each of the separately identified components is itself a T()iE.

J

pd evaluation
bn of a composed TOE (3.21) using the specifig, evaluation technique applicable to compose

Note 1 fo entry: This evaluation technique refefs to the ACO assurance class (3.16) that is defined

ISO/IEC 1

3.23
compos
evaluati

Note 1 tg
ISO/IEC 1

3.24

compos
product
already

3.25

5408-3.

(

te evaluation Q.
bn of a composite TOE/pro\dgc't (3.25) using the specific composite evaluation technique

~

entry: This evaluation te\cHnique refers to the COMP related assurance families that are specified
5408-3 for the ADV, ALC,’ASE, ATE and AVA classes (3.16).

L)
>
CH

te product
comprised/of two or more components which can be organized in two layers: a layer of on
bvaluated base component (base TOE) (3.15) and a layer of one dependent component (3.31)

f—
<

compos

te.target of evaluation

composite TOE

partofa

composite product (3.24) including the base TOE (3.15) and the dependent component (3.31)

Note 1 to entry: A dependent component in a composite TOE can consist of one or more dependent components.

For simpl

ification, they are considered as ‘one dependent component’.

Note 2 to entry: A composite TOE can contain parts that are independent from the base component (3.12) or base
TOE respectively. For simplification, such parts are considered as belonging to the dependent component.

Note 3 to entry: The composite evaluation (3.23) can be applied as many times as necessary to a multi-component/
multi-layered product, in an incremental approach.
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3.26
configuration management
CM

discipline applying technical and administrative direction and surveillance to: identify and document
the functional and physical characteristics of a configuration item, control changes to those
characteristics, record and report change processing and implementation status, and verify compliance

with specified requirements

[SOURCE: ISO/IEC IEEE 24765:2017,3.779 1]

3[27

cpnfiguration management system

set of procedures and tools (including their documentation) used by a developer (3.33) to dev
aintain configurations of their products during their life-cycles

ote 1 to entry: Configuration management systems can have varying degrees of rigour-and function.
lgvels, configuration management systems can be automated, with flaw remediation,.change controls,
trtacking mechanisms.

monstrable conformance \

re¢lation between a protection profile (PP) (3.68)/security)target (3.82) (PP/ST) and a PP, or an
-Configuration (3.69), where the PP/ST provides anjequivalent or more restrictive solution th
the generic security problem in the PP/PP-ConfigGration

functional package (3.51) or assurance’package (3.7) including a component also includes a
cpmponents that are identified as being depended upon or include a rationale as to why they a1
3131 X

N\

~

pendent component - . (
pendent entity (3.36) iny'a multi-component product that relies on the provision of sery

N
AN

ote 1 to entry: 'I"his“_abplies in particular to ‘composed TOEs' (3.21) and 'composite products / comp

pendent'target of evaluation
pendent TOE
pendent component (3.31) which is itself the subject of an evaluation

elop and

At higher
hnd other

ST and a
at solves

) (3.82),
ny other
'e not

ices and

site TOE’

Note 1 to entry: This applies only to ‘composed TOEs' (3.21) and not to 'composite products / composite TOESs'

(3.25).

3.33
developer
organization responsible for the development of the target of evaluation (TOE) (3.90)
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3.34

direct rationale
type of Protection Profile (3.68), PP-Module (3.71) or Security Target (3.82) in which the security problem
definition (SPD) (3.80) elements are mapped directly to the security functional requirements (SFRs)
(3.78) and possibly to the security objectives (3.79) for the operational environment (3.63)

Note 1 to

3.35

entry: Direct rationale does not include security objectives for the target of evaluation (TOE) (3.90).

element

(taxonof]

(SAR) (3]76) or security functional requirement (SFR) (3.78)

3.36
entity

identifiaple item that is described by a set or collection of properties

Note 1 to

and/or rgsources.

3.37

evaluation

assessm

ent of a PP-Configuration (3.69), protection profile (PP) (3.68), alsecurity target (ST) (3.82), or

target of|evaluation (TOE) (3.90), against defined criteria

A

3.38 <
evaluation activity )

EA

activity flerived from one or more work units

Note 1 to|entry: Work units are defined in ISO/IEC 18045, )"

Note 2 tolentry: Derivation mechanisms are defined,ia{SO/IEC 15408-4.
3.39

evaluatijon assurance level

EAL x

well-formed package of security assiiance requirements (3.76) representing a point on the pre-defing
assurange scale AN

Note 1 to

3.40

&)
entry: EALs are defined in ISO/IEC 15408-5.

4
L)
>
CH

evaluation authority. .~
body opé¢rating anevaluation scheme (3.42)

Note 1 to
quality o

3.41

entry=By applying the evaluation scheme, the evaluation authority sets the standards and monitors t}
evaluations conducted by bodies within a specific community.

entry: Entities include subjects, users (including external IT products), objects, information, sessions

evaluation method

EM
set of on

3.42

e or more evaluation activities (3.38) for application in a specific context

evaluation scheme

rules, pr

Note 1 to

ocedures and management to carrying evaluations of IT product security

entry: An evaluation scheme implements all parts of the ISO/IEC 15408 series.

y) selt-contained description of a security need assigned to security assurance requirememnt

d
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3.43

evaluation technical report

ETR

documentation of the overall verdict (3.66) and its justification, produced by the evaluator (3.45), and
submitted to an evaluation authority (3.40)

3.44

evaluation technical report for composite evaluation
ETR for composite evaluation

ETR COMP

dpcumentation intended to be used within the composite evaluation (3.23) approach andd¢drived by
the base component (3.12) evaluator (3.45) from the full evaluation technical report (ETR)-(3.43) for the
eyaluated base component

ote 1 to entry: The ETR for composite evaluation belongs to the base component and\its evaluatipn and is
uked for the evaluation of a composite product with such base component when using the.composite evaluation
approach.

ote 2 to entry: The ETR for composite evaluation related to a base componerit\is set up to provide sufficient
information for a composite evaluation of a composite product that integrafes such already evalujted base
cpmponent. It enables the composite product evaluator (3.45) and the respective composite product qvaluation
aithority (3.40) to understand the attack paths and the tests that have(been considered and performed for the
bhse component and the effectiveness of the countermeasures implentented by the base component.

evaluator .
imdividual assigned to perform evaluations in accordatice with a given evaluation standard and
apsociated evaluation methodology

ote 1 to entry: An example of evaluation standards is the ISO/IEC 15408 series with the associated evaluation
ethodology given in ISO/IEC 18045. \

OURCE: ISO/IEC 19896-1:2018, 3.5]

hiierarchical relationship betiveen a protection profile (PP) (3.68) or PP Configuration (3.69) and g security
t@rget (ST) (3.82) where aikthe requirements in the ST are drawn only from the PP/PP-Configyration
O

ote 1 to entry: An ST is\Qllowed to claim exact conformance to one or more PPs but only to one PP-Configuration.
RN

=
>

3147 P
ekploitable valnérability
eakness i the target of evaluation (TOE) (3.90) that can be used to violate the security functional

exténded security requirement
security requirement developed according to the rules in this document, but which are not Iisted in any
part of the ISO/IEC 15408 series

Note 1 to entry: An extended security requirement preserves the form and syntax described in ISO/IEC 15408-2.

Note 2 to entry: Extended security requirements can be defined by authors of security target (ST) (3.82) or
protection profile (PP) (3.68) or PP-Module (3.71).

3.49

external entity

user

human technical system or one of its components interacting with the target of evaluation (TOE) (3.90)
from outside of the TOE boundary
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3.50
family

(taxonomy) set of components that shares a similar goal but differs in emphasis or rigour

3.51

functional package

named s

et of security functional requirements (3.78) that may be accompanied by a security problem

definition (SPD) (3.80) and security objectives (3.79) derived from that SPD

3.52

global aksurance package

assurand
evaluatig

Note 1 to

3.53
guidang

documentation that describes the delivery, preparation, operation, management’and/or use of the

target of]

3.54

implem
least abs
used to (

Note 1 t
hardward

3.55
internal
no appat

Note 1 to

that can lpe taken to contradict each other.

3.56
interpré
clarifica

3.57
iteratio

L)
use of the same componegtto express two or more distinct requirements
"4

3.58
layering

e package (3.7) that applies to the entire target of evaluation (TOE) (3.90) in a multi-assurande
n (3.60)

entry: Global assurance package can contain extended assurance components.

e documentation

evaluation (TOE) (3.90)

bntation representation
tract representation of the TOE security functionality (TSF)3.92), specifically the one that |s
reate the TSF itself without further design refinement (3.73)

—_—

entry: Source code that is then compiled or a hardwaré)drawing that is used to build the actup
are examples of parts of an implementation representation.

ly consistent, adj. )
ent contradictions exist between any aspegcts of an entity (3.36)

entry: In terms of documentation, this means that there can be no statements within the documentatign

(

rtation N
ion or amplification of a-standard or an evaluation scheme requirement
\

A
N )

design t
respons
hierarc

echnique where separate groups of components are hierarchically organized to have separat
bilities such that a group of components depends on groups of components below it in th
fof services, and provides its services to the groups of components above it

@ @

3.59
module

architectural unit specified at a level suitable for implementation of the unit

Note 1 to

entry: Properties related to division of a target of evaluation (TOE) (3.90) into modules are described in

ISO/IEC 15408-3, in the ADV_TDS and ADV_INT families.
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3.60
multi-assurance evaluation

evaluation of a target of evaluation (TOE) (3.90) using a PP-Configuration (3.68) where each PP-

Configuration component is associated with its own set of assurance requirements

Note 1 to entry: At least one of the PP-Configuration components contains a different set of assurance

requirements to the others.

3.61
object

efitity (3.36] 1n the target of evaluation [TUE] (3.90J) that contains or receives miormation,, a
hich subjects perform operations

optional Security Functional Requirement
optional SFR \

nd upon

security functional requirement (SFR) (3.78) in a Protection Pr;)file (PP) (3.68), functional package (3.51),

of PP-Module (3.71) that contributes to a stated aspect’of the PP’s security problem descri
hose inclusion in a conformant PP’s or security target (ST’s) (3.82) list of SFRs is not mandato

ote 1 to entry: An optional SFR can address appropriate security problem definition (SPD) (3.80)
threat(s) and/or organizational security policies<{OSPs) stated in the main body of the PP, functional
of PP-Module, or reference associated SPD elements/objectives that themselves are optional (in that
afldressed solely by the optional SFR).

organizational security policyﬁ
SP X

ote 1 to entry: A policy cah ﬁertain to a specific operational environment (3.63).

O\
366 ND

L)

tion but
"y
elements

package,
they are

téntial vulnerability

suspected, but not confirmed, weakness

Note 1 to entry: Suspicion is by virtue of a postulated attack path to violate the security functional requirements

(SFRs) (3.78).

3.68
Protection Profile
PP

implementation-independent statement of security needs for a target of evaluation (TOE) (3.90) type
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3.69

Protection Profile Configuration

PP-Configuration

implementation-independent statement of security needs for a target of evaluation (TOE) (3.90) type
containing at least one protection profile (PP) (3.68) and an additional non-empty set of PPs and PP-
Modules (3.71) (with the associated PP-Modules Bases)

3.70

Protection Profile Configuration component

PP-Configuration component

Protectign Profile (PP) (3.68) or PP-Module (3.71) included in a PP-Configuration (3.69)

3.71
Protection Profile module

PP-Module

implemgntation-independent statement of security needs for a target of evaluation (TOE) (3.90) tyd
complenpentary to one or more base Protection Profiles (3.68) and possibly some base'PP-Modules (3.14)

]

3.72
Protection Profile Module Base
PP-Modyle Base

set of either PP-Modules (3.71) or Protection Profiles (PPs) (3.68) or bothy, specified by a PP-Module as|a
basis for{building a PP-Configuration (3.69)

Note 1 to|entry: The notion of a PP-Module Base is iterative in that the Bage of a PP-Module can contain anoth¢r
PP-Module with its own base, with that base containing a PP-Module. However, this “chain” terminates with a PP-
Module that has only PP(s) as its base. A

3.73
refinement
addition|of details to a security component

3.74
residua] vulnerability )

weaknegs that cannot be exploited in the operational environment (3.63) for the target of evaluatig
(TOE) (3.90), but that can be used to vielate the security functional requirements (SFRs) (3.78) by 4
attacker|with greater attack potentigl (3.8) than is anticipated in the operational environment for the

=]

TOE R
\UJ

3.75

role X

pre-defifed set of rules ﬁ§:ca\;lishing the allowed interactions between a user and the target of evaluatign
(TOE) (3190) )

3.76
security assurance requirement
SAR
security|reguirement that refers to the conditions and processes for the development and delivery ¢f
the target of evaluation (TOE) (3.90), and the actions (3.1) required of evaluators (3.45) with respect to
evidence produced from these conditions and processes

3.77

security attribute

property of subjects, users, objects, information, sessions and/or resources that is used in defining the
security functional requirements (SFRs) (3.78) and whose values are used in enforcing the SFRs

Note 1 to entry: Users can include external IT products.
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3.78

security functional requirement

SFR

security requirement, which contributes to fulfil the target of evaluation (TOE) (3.90) security

problem

definition (SPD) (3.80) as defined in a specific security target (ST) (3.82) or in a protection profile (PP)

(3.68)

Note 1 to entry: A security functional requirement can be addressed directly as in the direct rationale (3.34)

model, or indirectly, through the security objectives (3.79) for the TOE, as in the general model.

statement, which in a formal manner defines the nature and scope ef.the security that the
epaluation (TOE) (3.90) is intended to address

ote 1 to entry: This statement consists of a combination of: threats tobé.countered by the TOE and its o
epvironment (3.63), the organizational security policies (OSPs)enforced by the TOE and its op
epvironment, and the assumptions that are upheld for the operatiejial environment of the TOE.

ote 2 to entry: SPD-elements include threats, OSPs, and ass@mptions.

S nﬁ
implementation- dependent statement of security requirements for a target of evaluation (TO
bpsed on a security probl{rr; definition (3.80)

383 R

=

selection QN

security

target of

erational
erational

ned in a

ies.

) (3.90)

3.71), or

inctional

package S securzty problem defmztzon (3.80 80) that is to be 1ncluded in a conformant PP or ST if a selection

choice identified in the PP/PP-Module/functional package indicates that it has an associated s
based SFR

3.85
single-assurance evaluation
evaluation of a target of evaluation (TOE) (3.90) using one set of assurance requirements

© ISO/IEC 2022 - All rights reserved
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3.86

strict conformance

SC

hierarchical relationship between a protection profile (PP) (3.68) and a PP/security target (ST) (3.82)
where all the requirements in the PP also exist in the PP/ST

Note 1 to entry: This relation can be paraphrased as “the ST contains all statements that are in the PP but can
contain more”. Strict conformance is expected to be used for stringent requirements that are to be adhered to in
a single manner.

3.87
sub-TOH security functionality
sub-TSF
combined functionality of all hardware, software, and firmware of a target of evaluation (TOE) (3.90
that is r¢lied upon for the correct enforcement of the security functional requirements (SERs) define
in one PP-Configuration (3.69) component

Q.=

Note 1 tolentry: This set of SFRs is closed by dependencies, objectives, and security problem.definition (SPD) (3.80)
elements|in the PP-Configuration component.

A

Note 2 td entry: The notion of sub-TSF is applied in relationship with the specification and evaluation of P
Configurjtions and conformant security targets (STs). It can be used in the single-assurance approach, but it h3
to be usef in the multi-assurance approach: sub-TSFs have to be defined in adnulti-assurance PP-Configuratiqn
and in copformant multi-assurance STs.

wn

A

Note 3 tolentry: Each sub-TSF is associated with its own set of security, assurance requirements (SARs) in a mulf
assurancg PP-Configuration/ST. In the rest of the document, a set of SARs can be an assurance package (3.7).

—r
1

Note 4 tolentry: A sub-TSF has the characteristics of a TSF.

3.88
subject e <
entity (3{36) in the target of evaluation (TOE) (3.98)that performs operations on objects

3.89
tailoring
addition|of one or more functional requirements to a functional package (3.51), and/or the addition ¢f
one or mfore selections to a security fynctional requirement (SFR) (3.78) in a functional package

Note 1 tq entry: Such tailoring is \cto\nsidered only in the context of one package and is not considered in the
context with other packages, protection profiles (PPs) (3.68), or PP-Modules.

N
AN

Note 2 tolentry: The selecti@ﬁ_s in the SFR can be replaced by the additional selections.

CH

Note 3 tq entry: Selections’ can only be added for packages claimed by PPs or PP-Modules. STs cannot claim
package-hame tailored-conformance to the package.

3.90
target or evaluation
TOE

set of software, firmware and/or hardware possibly accompanied by guidance, which is the subject of
an evaluation

391

threat agent

entity (3.36) that has potential to exercise adverse actions (3.3) on assets (3.4) protected by the target of
evaluation (TOE) (3.90)
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3.92
TOE security functionality
TSF

combined functionality of all hardware, software, and firmware of a target of evaluation (TOE) (3.90)
that is relied upon for the correct enforcement of the security functional requirements (SFRs) (3.78)

3.93
TOE type
set of characteristics common to a group of target of evaluations (TOEs) (3.90)

ote 1 to entry: The TOE type can be more explicitly defined in a protection profile (PP) (3.68).

Inerability
eakness in the target of evaluation (TOE) (3.90) that can be dised to violate the security fi
requirements (SFRs) (3.78) in some environment

Abbreviated terms »

assurance package

Pl application programming interface/ '
P composition assurance package
compact disk

configuration ma\r}a‘éement

MP composite prf)?%xict assurance package
C discretignary access control
dem'or}s‘c‘l:able conformance

PA differential power analysis

RBG deterministic random bit generator

y security
e security

inctional

evaluation activity

EAL evaluation assurance level
EC exact conformance

EM evaluation method

EMS electromagnetic spectrum
ETR evaluation technical report
GAP global assurance package
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GB gigabyte

GHz gigahertz

GUI graphical user interface
HSM hardware security module

HTTPS hypertext transfer protocol secure

IC integrated circuit

IOCTL input output control

IP internet protocol

[Psec [P security (protocol)

IT information technology

LDAP lightweight directory access protocol
MAC mandatory access control

MB megabyte
MBps megabytes per second \
OR observation report

0S operating system

OSP organizational security policy

OTP one-time programmable

PC personal computer W

PCI peripheral componept\ifl\t‘erconnect
PKI public key infraigguztl.lre

PP protection pr'g}lﬂé

PPA protectibn profile assurance package
RAM random access memory

RBG tandom bit generator

RNG random number generator

RPC remote procedure call

SAR security assurance requirement

SC strict conformance

SFP security function policies

SFR security functional requirement
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SPA simple power analysis
SPD security problem definition
SSH secure shell
ST security target
STA security target assurance package
P transmission control protocol
LS transport layer security
E target of evaluation
SF TOE security functionality
SFI TSF interface
SB universal serial bus
PN virtual private network
Overview
.1 General

is clause introduces the main concepts of the.ISO/IEC 15408 series. It identifies the conce
rget of Evaluation (TOE), the target audience’of the ISO/IEC 15408 series, and the approach
present the material in the ISO/IEC 15408-séries.

5.2 ISO/IEC 15408 series description

(
2 3

512.1 General &

~

—]

he [SO/IEC 15408 seriegﬁ})resented as a set of distinct but related parts as identified below?

a) ISO/IEC 1540{1:1,\ Introduction, and general model is the introduction to the ISO/IE
series. It defiies’ the general concepts and principles of IT security evaluation and pr
general modelof evaluation;

thatserve as standard templates upon which security functional requirements (SFRs) for
based. ISO/IEC 15408-2 catalogues the set of security functional components and organi
in families and classes;

pt of the
taken to

C 15408
esents a

b) ISO/IEG-15408-2, Security functional components establishes a set of functional conpponents

[OEs are
res them

c) ISO/IEC 15408-3, Security assurance components establishes a set of assurance components
that serve as standard templates upon which security assurance requirements for TOEs are based.
ISO/IEC 15408-3 catalogues the set of security assurance components and organizes them into

families and classes. ISO/IEC 15408-3 also defines evaluation criteria for PPs, STs and TOE

S

d) ISO/IEC 15408-4, Framework for the specification of evaluation methods and activities
provides a standardized framework for the specification of evaluation methods and activities
that may be included in PPs, STs and any documents supporting them, to be used by evaluators in
support of evaluations using the model described in the other parts of the ISO/IEC 15408 series.

ISO/IEC 18045 is fundamental to ISO/IEC 15408-4;

© ISO/IEC 2022 - All rights reserved
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e) ISO/IEC 15408-5, Pre-defined packages of security requirements provides packages of
security assurance and SFRs that have been identified as useful in support of common usage by
stakeholders. Examples of provided packages include the evaluation assurance levels (EAL) and the
composed assurance packages (CAPs).

In the application of the ISO/IEC 15408 series, a justification shall be provided whenever the
recommended option is not chosen.

In support of the ISO/IEC 15408 series, other documents have been published. The Bibliography
provides a list of supportive documents.

NOTE ISO/IEC 18045 provides the baseline methodology for IT security evaluations performediAn
accordanfe with the ISO/IEC 15408 series.

5.2.2 Audience

5.2.2.1 | General

There affe five main groups with a general interest in evaluation of the secunity properties of TOEk:
consumgrs (risk owners), developers, technical working groups, evaluators andothers. The informatign
presentdd in the ISO/IEC 15408 series has been structured to support the needs of all of these groups
which arje considered to be the principal users of the ISO/IEC 15408 seriés;"The groups can benefit from
the critefia as explained in 5.2.2.2 through 5.2.2.6.

A

5.2.2.2 | Consumers (Risk owners)

The ISOAIEC 15408 series is written to ensure that evaluation fuifils the needs of risk owners as this |s
the fundpmental purpose and justification for the evaluation process.

Risk owners can use the results of evaluations to help decide whether a TOE fulfils their security need
These sdcurity needs are typically identified as a gesult of both risk analysis and policy direction. Rigk
owners ¢an also use the evaluation results to compare different TOEs.

2]

The ISOAIEC 15408 series gives risk owners;especially those in consumer groups and communities ¢f
interest,|an implementation-independent Structure, termed the PP, in which to express their security
requirements in an unambiguous manpner.

A\\
5.2.2.3 | Developers W

The ISO/IEC 15408 series i’sflhtended to support IT product developers in preparing for and assistin
in the evfaluation of thejr TOEs and in identifying security requirements to be satisfied by those TOE
These r¢quirements are contained in an implementation-dependent construct termed the Securit
Target (BT). This/ST-'may conform to one or more PPs to show that the TOE meets the securit
requirements frém consumers as laid down in those PPs.

<< 7

The ISOfIEC\15408 series can then be used to determine the responsibilities and actions to provide
evidencd that is necessary to support the evaluation of the TOE against these requirements. It aldo
defines the content and presentation of that evidence.

5.2.2.4 Technical working groups

The ISO/IEC 15408 series is intended to support technical working groups in preparing and developing
PPs, PP-Modules, PP-Configurations, packages and supporting documents or guidance. Technical
working groups can be composed of stakeholders including consumers (risk owners), developers,
evaluators, and academics.
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Evaluators

ISO/IEC 15408-1:2022(E)

The ISO/IEC 15408 series contains criteria to be used by evaluators when forming judgements
about the conformance of TOEs, STs, PPs and PP-Configurations to their security requirements. The
ISO/IEC 15408 series describes the general set of actions the evaluator is to carry out.

NOTE

5.2.2.6

The ISO/IEC 15408 series does not specify procedures to be followed in carrying out those actions.
More information on these procedures can be found in Clause 13.

Others

Vthile the ISO/IEC 15408 series is oriented towards specification and evaluation of the|l'F
properties of TOEs, it can also be useful as reference material to all parties with anyintergst in or
responsibility for IT security. Some of the additional interest groups that can benefit.from inf
cpntained in the ISO/IEC 15408 series are:

=

Table 1 — R&ad map to the “Evaluation criteria for IT security”
N\t

a

academia who perform research on thie topic of IT security.

a) system custodians and system security officers responsible for determining and
organizational IT security policies and requirements;

d) accreditors responsible for accepting an IT solution foriise within a particular environmept;

e) sponsors of evaluation responsible for requesting/and supporting an evaluation;

hble 1 presents the interest of each part of ISO/IEC 15408 series to each of the audience grouy

security

rmation

meeting

b) auditors, both internal and external, responsible for assessing the adequacy of the security of an IT
solution (which can consist of or contain a TOE);

c) security architects and designers responsible for the spetification of security propertjes of IT
products;

f] evaluation authorities responsible for the.ntanagement and oversight of IT security evaluation
programs; \

ings.

v

tion.

Shall use for the
development of
security specifica-
tions and security
problem defini-
tions (SPDs) for
TOEs.

tion.

Shall use for the
development of
security specifica-
tions for TOEs.

tion.

Shall use for the
development of
security specifica-
tions for packages,
PPs, PP-Modules
and PP-Configura-
tions.

SO/IEC N .
15408 C.onsumers ) Developers Teghnlcal TS Evaluators Others
(Risk owners) ing groups

parts :&
Should uge for Should use for Should use for Should use for May use for back-
background infor- |background infor- |background infor- |background infor- |ground informa-
mation; reference |mation, reference |mation, reference |mation, reference |tion, refer¢nce
parposes, and purposes, and purposes, and purposes, and purposes, and
for guidance on for guidance on for guidance on for guidance on for guidanfe on
the structure of the structure of the structure of the structure of the structyre of
PPs, PP-Modules, PPs, PP-Modules, PPs, PP-Modules, PPs, PP-Modules, |PPs, PP-M{dules,
PP-Configurations, | PP-Configurations, | PP-Configurations, | PP-Configurations, | PP-Configuirations,

Part1 |STsandcomposi- |[STsand composi- |STsand composi- [STsand composi- |STsand composi-

tion.

Shall use when
evaluating PPs,
PP-Configurations
and STs.

tion.
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Table 1 (continued)

ance and reference
when formulating
statements of
security functional

ence when inter-
preting statements
of security func-
tional components

ence when formu-
lating statements
of security func-
tional components

reference when
evaluating secu-
rity functional
components given

SIS Consumers Technical work-
15408 . Developers . Evaluators Others
(Risk owners) ing groups
parts
Shall use for guid- |Shall use for refer- |Shall use for refer- |Shall use for May use for

reference when
reviewing secu-
rity functional
components given

COMPOTENTS foT
their risk-environ-

T packages, PP3
and PP-Modules.

T packages, PP3
and PP-Modules.

T packages, PP3
and PP-Modules or

T packages, PP3
and PP-Modules o1

Part 2 . : . ;
ment. security function- |security funcCtion-
Shall use when 1 : 1 ; 1
developing STs. al requirements al requirements
(SFRs) in STs. (SFRs)AmySTs.
May use when for-
mulating security
functionality for IT
products.
Shall use for guid- |Shall use for refer- |Shall use for refer- |Shall use for May use for
ance and reference |ence when inter- |ence when formu- |reference when reference when
when determining |preting statements |lating statements |evaluating secu- reviewing secu-
the security assur- |of security assur- |of security assur- |rity functional rity functional
ance required for |ance components |ance components |compotients given |components given
their risk-environ- |in packages, PPs, in packages, PPs, in'packages, PPs, in packages, PPs,
ment. PP-Modules and PP-Modules and PP-Modules and PP-Modules and
Part 3 PP-Configurations. |PP-Configurations,\|PP-Configurations |PP-Configurations
Shall use when " |or security assur- |or security assur-
developing STs ance requirements |ance requirement;
in STs. in STs.
May use when \
formulating or im- .
proving develop-
ment processes.
Should use for Should use for * Should use for Should use for May use for refer-
reference and reference purpeses|reference purposes|reference purposes|ence purposes and
background in- and for guidance = |and for guidance |and for guidance |for guidance in the
formation in the in the strilicture in the structure of |in the structure of |structure of evalu
structure of eval- |of eyaluation evaluation meth- |evaluation meth- |ation methods and
Part4 [|yation method(s) |methdd(s) and/or |odsand activities. |ods and activities. |activities.
and/or activities. cﬁgtlmtles. Should use when
oF formulating specif-
L ic evaluation meth-
‘ ods and activities.
Should use for Shall use when Shall use when Shall use for May use for refer-
reference’in developing STs developing PPs, reference when ence in determin-
detérmining the claiming conform- |PP-Modules and evaluating PPs, ing the contents
contents of any ance to pre-de- PP-Configurations |PP-Modules and of any claimed
claimed pre de fined parlfﬂgnc of P]aiming conform PP, f‘nnﬁ'gnrafinnc pre defined par‘lf
fined packages of |security require- |ance to pre-de- or STs claiming ages of security
security require- |ments. fined packages of |conformance to requirements.
Part5 |ments. Shall use for security require- |pre-defined pack-
ments. ages of security
reference when .
) requirements.
preparing a TOE
for evaluation
conformant to
pre-defined pack-
ages of security
requirements.
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5.3 Target of evaluation (TOE)

5.3.1 General

The ISO/IEC 15408 series is flexible in what is evaluated and is therefore not tied to the boundaries of
IT products as commonly understood. Therefore, in the context of evaluation the ISO/IEC 15408 series
uses the term “TOE” (Target of Evaluation).

While there are cases where a TOE consists of a complete IT product, this need not be the case. The TOE

never be
Eiade into a product, or a combination of these.

s far as the ISO/IEC 15408 series is concerned, the precise relation between the TOE anfl any IT
foducts is only important in one aspect: the evaluation of a TOE containing only partof an I'T| product
nould not be misrepresented as the evaluation of the entire IT product.

o >

EXAMPLE Examples of TOEs include devices characterized by few interfaces, reduced attack surface, and a
well-known supply chain:

—+ anetwork device;

—+ asoftware application;

— anoperating system;

— avirtualization system; @,
-+ anintegrated circuit; )

—+ the cryptographic co-processor of an integrated eireuit;

—+ an application for a mobile device;

—+ a database application excluding the wwemote client software normally associated with that |database
application.

H

DEs can also be more complex, characterized by alarge interface/large interfaces and /or number of components,
ultiple manufacturing/integration-phases, field upgradeable products such as:

=

- aLocal Area Network (LAI\Q‘)‘ including all terminals, servers, network equipment and software;
—+ amobile device; \
N
— gateways and hubs;
L)
-+ asoftware aépl‘lcation in combination with an operating system;

—+ amulti“fanction device, such as a multi-function printer;

—+ aHardware Security Module (HSM).

532 TOE boundaries

The concept of a TOE boundary is fundamental to the specification of the ST.

A TOE may be a complete IT product (or products), a part of an IT product, or made up of various
components. The ST shall clearly outline the physical and logical scope of the TOE as it is delivered to
the customer.

Any parts of an IT product that are not within the TOE boundary are outside the scope of the evaluation
and are called non-TOE parts of the IT product.
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5.3.3 Different representations of the TOE

In the ISO/IEC 15408 series, a TOE can occur in several representations in relationship with the
assurance criteria:

NOTE

These assurance criteria include testing (ATE) and vulnerability analysis (AVA), which require TOE
samples, some design (ADV_IMP), which require an implementation representation, e.g. source code, and lifecycle
(ALC), which requires the TOE’s configuration list.

EXAMPLE TOE representations for a software TOE:

— alist
— asin|

— thes

— abox

— abin
— anin
TOE repr
— integ
— men]
— wafd
— mod
All of th

series, tH

5.3.4

In gener
During 4
whether
constrai
the gene

EXAMPL
types of U

In gener
much m
requiren

of files in a configuration management system;

ole master copy that has just been compiled;

ource code for a specific version of an open-source distribution;

containing physical media and a manual, ready to be shipped to a customer;
ary file available for secure download;

stalled and operational version.

bsentations for a hardware TOE:

rated circuit layout;

ory mappings; 2

rs; /

iles.

pse are considered to be a TOE and wherewér the term “TOE” is used in the ISO/IEC 1540

le context determines the representation that is described.

Different configurations of the TGE

al, IT products can be conflgured in many ways with different options enabled or disable
n evaluation performed in.accordance with the ISO/IEC 15408 series, it will be determing
a TOE meets certain re g@irements. It is often the case that the guidance part of the TO
hs the possible configufations of the TOE, i.e. the guidance for the TOE can be different fro
ral guidance of the IT product

3 An operatmg system IT product: This product can be configured in many ways including, e.g. tH
sers, number ofusers types of external connections allowed/disallowed, options enabled/disabled.

b1, if an [Tproduct contains or is a TOE then the configuration of the product will need to Y
bre tightly controlled, since some configuration options can lead to a TOE not meeting th
hents.

For this

© =l E-"E

@ O

e

reason, there would be an pvppr‘fpd difference between the gnidanrn documentation for th

general IT product, that can allow many configurations; and the guidance documentation for the TOE,
that may allow only one or only a set of configurations that do not differ in security-relevant ways.

If the guidance documentation for the TOE allows more than one configuration, these configurations
are collectively called “the TOE” and each configuration shall meet the requirements levied on the TOE.

5.3.5 Operational environment of the TOE

Everything outside the TOE boundary belongs to the TOE operational environment. In the case where
the TOE is part of an IT product the IT product can have non-TOE parts. Such non-TOE parts are also
part of the operational environment of the TOE.

20
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The ST shall describe assumptions and define security objectives for the operational environment
which together with the security functionality provided by the TOE itself are necessary to mitigate the
threats, and to enforce organizational security policies (OSPs).

The security objectives for the operational environment may support the TOE security functionality.

The ST shall formulate clear requirements for the TOE environment in order to provide the user with
sufficient information to use the evaluated TOE properly.

EXAMPLE Secure key generation and injection premises and processes is an example of a security objective
{grthre-eperatioraletrerotrertwirelrsapportsthe —rtestaphteservieesspee Hiedusing eeponents
ffom ISO/IEC 15408-2.

5.4 Presentation of material in this document

e general model is presented in Clause 6, which explains the concepts relating to the evalfiation of
the security functionality of IT products, the definition of the security problem and the spedification
of security requirements addressing the security problem. Concepts relating to the specifi¢ation of
security requirements, packages, PPs, PP-Modules and PP-Configurations; that relate to the needs of
risk-owners with similar security problems are introduced.

he means of specifying security requirements and the completion of security components pr¢vided in

I$O/1EC 15408-2 and ISO/IEC 15408-3 are explained in Clauses<Zand 8.

he requirements and recommendations for the core constructs of packages, PPs, PP-Modples, PP-
Configurations and ST s, are explained in Clauses 9, 10, 1} and 11.3.3.

e requirements and recommendations for evaluation and evaluation results for TOEs, STs,|PPs and
-Configurations are found in Clause 13.

is clause presents the g’gneral concepts used throughout the ISO/IEC 15408 series, including
the context in which thej'concepts are to be used and the approach for applying the doncepts.
bO/1EC 15408-2, ISO/IEC 15408-3, ISO/IEC 15408-4, and ISO/IEC 15408-5 expand on the usg of these
cpncepts and assum‘éft}lat the approach described here is used. Further, for users of the ISO/IHC 15408
series who intend te’perform evaluation activities, ISO/IEC 18045 is applicable.

he 1SO/IEG 15408 series discusses security using a set of security concepts and termindlogy. An
derstanding of these concepts and the terminology is a prerequisite to the effective uge of the
[$0/1IE€-15408 series. However, the concepts themselves are not intended to restrict the class of IT
security problems to which the ISO/IEC 15408 series is applicable. Clause 6 assumes that the rdader has
kinewledge of IT security and it is not intended to act as a tutorial in this area.

6.2 Assets and security controls

Security is concerned with the protection of assets within the operational environment.
EXAMPLE1 Anexample of an asset is the contents of a file or a server.

Examples of operational environments in the context of such an asset are:

— adata centre where the server is installed;

— acomputer network connected to the Internet which connects the server to the world;

— aLAN which connects the server to other servers and/or workstations;
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— the every-day environment of a user who uses information from the server or a particular file;
— ageneral office environment which provides communication facilities to the server and/or a particular file.

Many assets are in the form of information that is stored, processed, and transmitted by IT products
to meet requirements laid down by owners of the information. Information owners can require that
availability, dissemination, and modification of any such information are strictly controlled and that the
assets are protected from threats by security controls implemented in the operational environment.
Figure 1 illustrates these high-level concepts and relationships.

NOTE 1ICO/AnC 27001 | H ot tallicla H 1 43 Y- | A3 1
TOU/TL G Z7 00T PrOvITUCS TCUUITCTITCITCS TOT CS TaUTTSTITITS, THTPTCTITCITUIIT S, ITATITCATIITITS alTa COTTTTTo AT y

improvinjg an information security management system including the specification of controls.

value
Owners , A
wish to minimise
impose
Controls
to reduce
Threat agents Risk «
to
giverise to )
thatincrease
Threats ¢ - Assets
to

wish ta. bbuse and/or may damage
(

X

Figure 1 ~~Security concepts and relationships
A\ \

W
Safeguarding assets of interestis the responsibility of owners who place value on those assets. Actugl
or presymed threat agents Tan also place value on the assets and seek to abuse assets in a manngr
contrary to the interests of'the owner.

EXAMPLE 2 Examples of threat agents include hackers, malicious users, non-malicious users, who sometimg¢s
make errprs, computer processes and accidents.

The owrlers (©fythe assets can perceive such threats as a potential source of impairment of the asset
leading fo.aldecrease of their value. Security-specific impairment commonly includes, but is not limitgd
to, loss of assettonfidentiatity, fossof assetimtegrity anmd toss of assetavaitabitity:

2]
~

These threats therefore give rise to risks to the assets, based on the likelihood of a threat being realized
and the impact on the assets when that threat is realized. Subsequently controls are imposed to reduce
the risks to assets. These controls can consist of IT-related controls (e.g. firewalls and smart cards) and
non-IT controls (e.g. guards and procedures). See also ISO/IEC 27001 and ISO/IEC 27002 for a more
general discussion on security controls and how to implement and manage them.

Owners of assets can be held responsible for those assets and therefore should be able to defend the
decision to accept the risks of exposing the assets to the threats.
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Two important elements in defending this decision are being able to demonstrate that:

— the controls are sufficient: if the applied controls do what they claim to do, the threats to the assets
are countered;

— the controls are correct: if the applied controls do what they claim to do.

Many owners of assets lack the knowledge, expertise, or resources necessary to judge sufficiency and
correctness of the security controls, and they do not always wish to rely solely on the assertions of the
developers of the security controls. These consumers can therefore choose to increase their confidence

1t-dmﬁmammvmmmmm#dmmmfﬁwmmlation of
these security controls.

Figure 2 describes the evaluation concepts and relationships discussed in this clause.

Evaluation
provides
Owners
require
Confidence
that
are
Controls Sufficient
Q. are and
C therefare
:\, minimise
4‘\‘\
cy Correct Risk
@) and
’ therefore
minimise to
Assets

Figure 2 — Evaluation concepts and relationships

In an evaluation, the sufficiency of the security controls is analysed through a construct called the
security target (ST).
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6.3 Core constructs of the paradigm of the ISO/IEC 15408 series

6.3.1 General
The ISO/IEC 15408 series defines a flexible framework for the evaluation of IT products.

To allow consumer groups and technical communities to express their security needs, and to facilitate
authoring appropriate documents that express these needs, five constructs are provided in the
paradigm: package, PP, PP-Module, PP-Configuration and ST.

As an dvaluation can need to meet varying assurance needs of consumers (risk owners),tHe
ISO/IEC|15408 series provides different tools including well-formed security assurance companents
(ISO/IE(Q 15408-3) as well as a mechanism to define extended assurance components (ISO/IEC 15408-1)).

Users of| ISO/IEC 15408 series may also choose from pre-defined packages including those’ for EAI
(based ¢n ISO/IEC 15408-5), or from a framework for defining evaluation methods and activitig
(ISO/IE( 15408-4), and the associated evaluation methodology (based on ISO/IEC 18045).

" n

6.3.2 Conformance types

Three dlfferent types of conformance to PPs and PP-Configurations have been defined to meet th
needs of consumers (risk owners). These are exact, strict and demongtrable conformance. They aj
described in detail in Annex E.

@ O

A

PPs, PP-Modules and PP-Configurations shall specify a conformancetype.

STs claith conformance to PPs and PP-Configurations according to their conformance types. PPs can
also claim conformance to other PPs according to their conformance type.

Conformjance types, conformance claims, and relatjonships of conformance types of PPs, PP-Modulés
and PP-(onfigurations are described in Annex E and shall be used in conjunction with the clauses ¢f
this docfiment.

6.3.3 Communicating security requireinents

(

X

6.3.3.1 | Packages <

~

v

Package$ describe a set of relatéa’ security requirements that are frequently used together. Packaggd
are often designed to be re-uséd bringing some comparability between those PPs, PP-Modules and ST
that use fthem. N\

)

wn

Security| functional paékéges may be used to define security protocols, or other security functional
concepty.

Security|assuranee packages may be used to define the conditions and processes such as specification,
design, development, testing and delivery under which the TOE is developed and configured.

Corereq' aa a a alka ':l ahalla alika¥a AN ENEaR R - ala a a a w¥ala a - 3
requirements about packages that shall be used in conjunction with the clauses of this document.

ISO/IEC 15408-3 provides evaluation criteria, and specific requirements for STs, PPs and PP-Modules
undergoing evaluation that may use packages and ISO/IEC 15408-5 provides some pre-defined
assurance packages that may be used by PP, PP-Module, PP-Configuration and ST authors.

6.3.3.2 Protection Profiles (PPs)

PPs describe a TOE type and the security assurance requirements (SARs) and security functional
requirements (SFRs) expected to be provided for that type of TOE.

PPs based on other PPs may be used to further refine a TOE type.
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PPs may take either a standard or a direct rationale approach.

Core requirements for PPs can be found in Clause 10 and further information is found in Annex B that
shall be used in conjunction with the clauses of this document.

ISO/IEC 15408-3 provides evaluation criteria for PPs.

6.3.3.3 PP-Modules and PP-Configurations

PP-Configurations build upon the concepts of PP and PP-Module.

PP-Module may be used to refine the generic TOE type of a base PP, or to add security requlrements
for particular technologies which may be optionally associated with the TOE type defined'in [the base
PPs. PP-Modules may also be based on other PP-Modules. Further, PP-Configurations-consist jof a TOE
type and set of requirements specified in several PPs and possibly PP-Modules \(these arg the PP-
Configuration components).

is concept is described in more detail in Clause 11 and Annex C.

EXAMPLE A PP-Module describes the SFRs for Bluetooth technology. Another'PP-Module described the SFRs
fqr wireless LAN clients. Using a PP-Configuration, the SFRs for each of these'technologies can be combjned with
PPs describing a TOE type, such as an operating system PP, or a mobile device PP. In this context the PP describing
the TOE type is referred to as a base PP. A PP-Configuration describes which PPs and PP-Modules are cofbined to
present a specification that includes all the requirements given in the appropriate PPs and PP-Modules.

[—

1 this example it would be possible to specify six PP-Configuration‘s:

.~

operating system with Bluetooth, )

QD

b) operating system with Wireless client,

c] operating system with Bluetooth and Wireless¢lient,
d) mobile device with Bluetooth, 2

e] mobile device with Wireless client,

f] mobile device with Bluetooth and Wireless client.

N
6(3.3.4 Security Targets{STs)
\ Y
3.34.1 General N\

6

Thhe clause presen‘ss a simplified view of the ST construct. A more detailed and complete descrjiption of
the ST concept and the content requirements can be found in 11.3.3 and Annex D which shall bg used in
cpnjunctionwith the clauses of this document.

[

$0/1EC:15408-3 provides evaluation criteria and specific requirements for STs undergoing evaluation.

The ST is a key document that begins with determining the security problem definition (SPD) for the
TOE. This includes specifying the assets to be protected and the threats to those assets. The ST then
considers any relevant assumptions and describes the security controls that need to be in place in order
to demonstrate that these threats are countered. If the security controls do what they claim to do, the
threats are countered.

The two groups of security controls are:

a) the security objectives for the TOE: these describe the security control(s) for which correctness
will be determined in the evaluation;
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b) the security objectives for the operational environment: these describe the security controls for
which correctness will not be determined in the evaluation.

The reasons for this division are:

— the ISO/IEC 15408 series is suitable for assessing the correctness of IT development and production

envi
envi

— asse

ronments and product life cycle management. Security controls required from the operational
ronment are out of the scope of the evaluation according to the ISO/IEC 15408 series.

ssing the correctness of security controls costs time and money, possibly making it infeasible to

ass

— the
is th

The ST f
shall be
facilitatg

In summnj
— the

— the
addi

— and
SPD

From th

operational environment that meets the security objectives for the operational environment, will

counter

environinent are discussed separately.

In some
the SPD

A ST ma

PP-Configuration or one or severaL pre-existent PP(s). These documents allow for generic definitions

of a TOH
efficienc

Packages
introdud

6.3.3.4.3
A TOE

$FRs meet the security objectives for the TOE;

S tie COTTECLITESS Of il SECUTIty COTtIots:

rorrectness of some security controls can already have been assessed in another evaluation. it
erefore not cost-effective to assess this correctness again.

urther details the security objectives for the TOE by means of specifying SFRs.\These SFHs
formulated in a standardized language, described in ISO/IEC 15408-2, to ensure precision and
comparability.

ary, the ST demonstrates that:

security objectives for the TOE and the security objectives fofthe operational environmeint
ess the SPD and, in particular, counter the threats;

A

therefore, the SFRs and the security objectives for thé&operational environment address the
and, in particular, counter the threats. A

s it follows that a correct TOE, i.e. a TOE that fneéts the SFRs in combination with a corre¢t

the threats. In 6.3.3.4.3 and 6.3.3.4.4 correctuess of the TOE and correctness of the operational

cases, defining a ST that omits security objectives for the TOE and directly maps the SFRs to
s appropriate. This is a “Direct Rationale” ST, and is explained in detail in 11.3.3 and Annex D{.

y be defined as standalone document for a specific TOE or may conform with a pre-existent

type to be made allowing for comparability in evaluation results between TOEs as well gs

ies to be made. \

5, PPs, PP- Modules and PP-Configurations that may contribute to the specification of a ST are
ed in 6.3.3.1,6.38.2 and 6.3.3.3.

Corréectness of the TOE

=}

fan ‘bé incorrectly designed and implemented and therefore contain errors that lead f

vulnerah

iliti€s. By exploiting these vulnerabilities, attackers can be able to damage and/or abuse tHe

assets.

These vulnerabilities can arise from, e.g. poor design, accidental errors made during development,
intentional addition of malicious code, poor configuration management.

To determine the correctness of the TOE, various activities may be performed such as:

— testing the TOE;

— examining various design representations of the TOE;

— examining the physical security of the development environment of the TOE.

26
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The ST provides a structured description of these activities to determine correctness in the form of
SARs. These SARs shall be formulated in a standardized language described in ISO/IEC 15408-3 to
ensure precision and facilitate comparability.

If the SARs are met, there exists assurance in the correctness of the TOE and the TOE is therefore less
likely to contain vulnerabilities that can be exploited by attackers. The amount of assurance that exists
in the correctness of the TOE is determined by the SARs themselves.

6.3.3.4.4 Correctness of the operational environment

e operational environment can also be incorrectly specified or implemented and thereforg contain
efrors that lead to vulnerabilities. By exploiting these vulnerabilities, attackers can damagg and/or
apuse the assets.

owever, in the ISO/IEC 15408 series, no assurance is obtained regarding the\eorrectnegs of the
operational environment, i.e. the operational environment is not evaluated.

s far as the evaluation is concerned, the operational environment isyassumed to be q correct
imstantiation of the security objectives for the operational environment.

is does not preclude a consumer of the TOE from using other methods to determine the corfrectness
of this operational environment.

EXAMPLE 1 If, for an Operating System TOE, the security objectives for the operational environnjent state
“The operational environment ensure that entities from an untrysted network can only access the TOE using
tlhe FTP protocol”, the consumer can select an evaluated firewallyand configure it to only allow FTP acclss to the
TPE. )

EXAMPLE 2 If the security objectives for the operatighal environment state: “The operational envjironment
shall ensure that all administrative personnel do naotbéhave maliciously”, the consumer can adapt their contracts

ith administrative personnel to include punitive'sanctions for malicious behaviour, but this determfnation is
npt part of an evaluation using the ISO/IEC 15408 series as a basis.

OTE The Internet is an example of an,untrusted network.

3.4 Meeting the needs of consumers (risk owners)
(

X

3.4.1 General \C
)

Consumers (risk owners)\can have different approaches for obtaining the assurance that the products

they use to addressith‘e\SPD. 6.3.4.2 and 6.3.4.3 introduce these approaches. Moreover, ISO/IEC|15408-4

ovides methods'to'define specific evaluation activities for the assurance requirements.

s

6.3.4.2 Single assurance evaluation

wn

ngle assurance evaluation is the type of evaluation that has been specified in previous revisigns of the
$0/1EC 15408 series. In single assurance evaluation a single set of SARs are applied to the entjre TOE.

p—

['he single assurance evaluation paradigm:
— requires that the entire TOE has been subject to the same SARs;
— isused when a single set of SARs are commensurate with the security needs for the TOE.

A single assurance evaluation is based on an ST that may claim conformance with PP(s), or a PP-
Configuration but is reliant on all claimed PPs or PP-Configuration components specifying identical
sets or supersets of security assurance components. An evaluation based on an ST that does not make
any conformance claim with PPs or a PP-Configuration is by its nature a single-assurance evaluation.
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6.3.4.3

Multi-assurance evaluation

The multi-assurance evaluation paradigm consists in applying different assurance requirements to
different parts of the TSF (sub-TSFs), while enforcing a global set of SARs for the entire TOE.

The multi-assurance evaluation paradigm:

— addresses heterogeneous IT products where different security needs require a different assurance
within a single evaluation;

racthot +h o Einla occiira i o o ot aa aab o o coa Aot vaga ditao tha naadc f
ensl ICo tlirac uvIiIcv lllulLlyl\z dooulrdaricvo 1\4\1“!1 CITICIILO dI'v ouUuuIlilu VV IvIr I \/S(Al LU LIIcC JL{\,\AI lL_y IICCUO I\ r

the IT product.

Technicdlly, a multi-assurance evaluation is driven by a ST that conforms with one (and only one) multi-

assuran
assuran
evaluati
a firewa

may be gssociated with a subset of TOE components, for instance a TPM, a cryptographic library or|a

card rea
The mul

— apr
stor

— apr

assyrance as other more exposed parts, for instance an internet gateway with support for personj
areg network protocols;

— afa

samp assurance, and some security functionality'is implemented in different ways for different us
cases, for instance in a tamper-resistant moddle or in a software module or through COTS, requiring
a different assurance;

An gxample is a family of biometric authentication devices, with either match-on-device or match-
on-JE, or both. This can give riseto a PP for the authentication device excluding the matching
fundtion, and two PP-Modules fot-the different types of matching functions, each with a dedicategd
set qf assurance requirements.Three PP-Configurations can be defined for the device: PP with eadh
y
s
r

of th
of m
or a
mag]

Multi-as
assuran
allows b
passpor
example

e PP-Configuration. The multi-assurance PP-Configuration ensures that applying, differemnt
e requirements to different parts of the TSF is consistent with their security meeds. In thjs
bn approach, each sub-TSF enforces some security functionality, e.g. anauthentication protocal,
1 policy, the boot process, encryption/decryption operations, and in some cases, the sub-TYF

der.
[i-assurance paradigm is relevant, in particular, in the following situations:

bduct where some security functionality requires a higher assurance than the rest, e.g. a kdy
hge and processing unit, a secure boot module; \

J

pduct where some parts of the security functionality do not require the same high evaluatign

—_

ily of products where some security functionality is shared across all the products with tH

@ O

e PP-Modules, PP withB6th PP-Modules. A similar situation arises, for instance, for a famil
obile applications which uses either software crypto library secured by with-box technique
hardware-based ?:\rypto library, or for a family of payment terminals with either IC and/d
stripe readers;\)

burance is.also relevant for products claiming conformance to different PPs with different
e packages: by defining and evaluating a PP-Configuration, the multi-assurance paradigm
etter  control over possible inconsistencies between these PPs. The evaluation of electronjc
sdmplementing both Basic Access Control and Extended Access Control constitutes a typical

Ao thaca neccace caontral machanicmc ara cnhiact +0 diffaorant cacnrity nrahlamc and assy¥rande
Tttt ottt oo Comrtror e cro oo o r o outo FectTToarrererrt ottt Y P ODICITO Tt ctoo oL ot

requirements.
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7 Specifying security requirements
7.1 Security problem definition (SPD)

7.1.1 General

The SPD defines the security problem that is to be addressed and may appear in PPs, PP-Modules and
STs. The SPD is, as far as the ISO/IEC 15408 series is concerned, axiomatic, i.e. the process of deriving
the SPD falls outside the scope of the ISO/IEC 15408 series.

SPD elements can be associated with configurations or requirements that are optional for the gjven TOE
type, for example, in a case where the TOE is distributed, or where optional functional requirements (as
oputlined in 7.3.2.6) are specified. This is allowed as long as the optional nature of the SRD"elemgnts (and
ahy associated objectives and functional requirements) are identified as specified in.this document.

OTE1 The usefulness of the results of an evaluation strongly depends on the quality of the SPD. Itistherefore
often worthwhile to spend significant resources and use well-defined processes and analyses to deriye a good

OTE2  According to ISO/IEC 15408-3, it is not mandatory to have statements in all sections. A PP with threats

OTE3  Where the TOE is physically distributed, it is preferable to”discuss the relevant threats, PSPs and
apsumptions separately for distinct domains of the TOE operational environment.

~ J

1.2 Threats )

e SPD describes the threats that are to be countered by the TOE, its operational environmlent, or a
cpmbination of the two.

threat consists of an adverse action performea by a threat agent on an asset.
dverse actions influence one or more properties of an asset from which that asset derives its yalue.

reat agents may be described as'individual entities, but in some cases, it is preferable to |[describe
them as, e.g. types of entities, groups of entities.

\E
EKAMPLE 1 RN
)
Ekamples of threat agents a\re:
O\
—+ hackers; >
—+ users; /

-t computer processes;

—+ accidents.

Threat agents can be further described bv attributes such as exnertise resources gnporty hity, and
(=] J T 7 L o o )

motivation.

EXAMPLE 2
Examples of threats are:

— a hacker (with substantial expertise, standard equipment, and being paid to do so) remotely copying
confidential files from a company network;

— aworm seriously degrading the performance of a wide-area network;
— asystem administrator violating user privacy;

— someone on the Internet listening in on confidential electronic communication.
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7.1.3 Organizational security policies (OSPs)

The SPD describes the OSPs that are to be enforced by the TOE, its operational environment, or a
combination of the two.

OSPs are security rules, procedures, or guidelines imposed in the operational environment. OSPs can be
made by an organization controlling the operational environment of the TOE, or they can be made by
legislative or regulatory bodies. OSPs can apply to the TOE and/or the operational environment of the
TOE.

EXAMPLE Examplesof OSPsare:

— “Allproducts thatare used by the government shall conform to the national standard for password generatiqn
and ¢ncryption”;

“Only users with system administrator privilege and clearance of Department Secret shall ‘be/allowed {o
manpge the Department Fileserver”.

7.1.4 Assumptions

The SPD describes the assumptions that are made on the operational environment in order to b
able to provide security functionality. If the TOE is placed in an operational environment that dog
not meef these assumptions, there is a possibility that the TOE will be-tinable to provide all of it
security|functionality. Assumptions may be on physical, personnel and‘connectivity of the operationa
environment. \

~ J

wv O

—_— W0

EXAMPLE Examples of assumptions are: N
— assumptions on the non-TOE part of the product;

— [tis assumed that the TOE will be integrated into aidevice that provides a hardware-based root of trugt.
— assumptions on physical aspects of the operationat en\;ironment;

— |t is assumed that the TOE will be placed in a room that is designed to minimize electromagnetjc
Emanations; .

— |tisassumed that the administratoy consoles of the TOE will be placed in a restricted access area.
— assumptions on personnel asps&ts\o'f the operational environment;

— ftis assumed that users ofthe TOE will be trained sufficiently in order to operate the TOE;
— |tis assumed that gs‘q\n\s\of the TOE are approved for information that is classified as National Secret;
— |ftisassumed tha;jc dsers of the TOE will not write down their passwords.

— assumptions pn‘connectivity aspects of the operational environment;

— |Jtis assumed that a PC workstation with at least 10GB of disk space is available to run the TOE on;

— |tis*assumed that the TOE is the only non-0S application running on this workstation;

— itis assumed that the TOE will not be connected to an untrusted network.

NOTE During an evaluation, these assumptions are considered to be true: they are not tested in any way.
For these reasons, assumptions can only be made on the operational environment. Assumptions can never
be made on the behaviour of the TOE because an evaluation consists of evaluating assertions made about the
TOE and not by assuming that assertions on the TOE are true. Nevertheless, the ST, PP and PP-Configuration
evaluations help detect unrealistic assumptions for the type of TOE and operational environment, which can
become unacceptable.

30 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=46b3af48e1ceb41cee834d98fa91ebd4

ISO/IEC 15408-1:2022(E)

7.2 Security objectives

7.2.1 General

The security objectives are a concise statement of the intended solution to the security problem. The
role of the security objectives is threefold:

a) provide a high-level, natural language solution of the problem. The security objectives consist of a
set of statements without overly much detail that together form a high-level solution to the security
prnh]pm The level of abstraction of the security nhjpr‘ﬁvpc aims at hping clear and understandable

to knowledgeable potential consumers of the TOE. The security objectives are in naturallanguage;

b) divide this solution into two part-wise solutions, that reflect the roles of the ‘TOE| and its
operational environment to address each part of the problem. In a ST the high-level [security
solution, as described by the security objectives, is divided into two part-wise’ solutiors. These
part-wise solutions are called the security objectives for the TOE and the security objectivgs for the
operational environment;

c] demonstrate that these part-wise solutions form a complete solution to the problem.

2.2  Security objectives for the TOE

7

Tlhe TOE provides security functionality to solve a certain part'of the problem defined by the §PD. This
pprt-wise solution is called the security objectives for theTOE and consists of a set of objectjves that
the TOE shall achieve in order to solve its part of the problex.

EXAMPLE Examples of security objectives for the TOE are:
—+ “The TOE shall keep confidential the content of allfiles transmitted between it and a Server”;

—+ “The TOE shall identify and authenticate all‘isers before allowing them access to the Transmissign Service
provided by the TOE”;

—+ “The TOE shall restrict user access to:data according to the Data Access policy described in Annef 3 of the
PPH. >

If the TOE is physically distributed, it is preferable to subdivide the section containing the|security

objectives for the TOE into sgVeral subsections to reflect this.
A\ \
NOTE In Direct Rationalé STs security objectives for the TOE are not included: See D.4.

R
2.3 Security dbjéctives for the operational environment

7

The operational environment of the TOE implements technical and procedural measures to gssist the
TIOE in corkectly providing its security functionality (which is defined by the security objedtives for
the TOE)."This pair-wise solution is called the security objectives for the operational environmpent and
cpnsists of a set of statements describing the goals that the operational environment shall achigeve.

e5]

AMPLE

Examples of security objectives for the operational environment are:

“The operational environment shall provide a workstation with the OS Linux version 3.01b to execute the
TOE on”;

— “The operational environment shall ensure that all human TOE users receive appropriate training before
allowing them to work with the TOE”;

— “The operational environment of the TOE shall restrict physical access to the TOE to administrative personnel
and maintenance personnel accompanied by administrative personnel”;

— “The operational environment shall ensure the confidentiality of the audit logs received from the TOE on the
Audit Server”.
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If the operational environment of the TOE consists of multiple physical sites, each with different
properties, it is preferable to subdivide the section containing the security objectives for the operational
environment into several sub-sections to reflect this.

Third party components that shall not be evaluated due to unavailability of evaluation evidence are
included in the operational environment, and the security objectives for the operational environment
shall include that the third-party component works as intended.

7.2.4 Relation between security objectives and the SPD

STs, PPs|PP-Modules and packages also contain a security objectives rationale containing two sectiong:
a) atrdcing that shows which security objectives address which SPD-elements;

b) a sef of justifications that shows that all SPD-elements are effectively addressed by\the securify
objeftives.

NOTE In Direct Rationale PPs a rationale for security objectives in the TOE is not included. See D.4.

EXAMPLE A threat “T17: Threat agent X reads the Confidential Information in tramsit between A and B”,|a
security pbjective for the TOE: “OT12: The TOE shall ensure that all information tranSmitted between A and B |s
kept conffidential”, and a demonstration “T17 is directly countered by OT12”.

7.2.5 Tracing between security objectives and the SPD

A

The tracjng shows how the security objectives trace back to the §PDielements and that:
a) therp are no spurious objectives; '

Each security objective traces to at least one SPD-elgment.
b) the decurity problem definition is completely covered;

Eacll SPD-element has at least one security objective tracing to it;

c) thefracing is correct.

v

Sinc assumptions are always rr@_d’é by the TOE on the operational environment, security objective
for the TOE do not trace back t{)hssumptions. The tracings allowed by ISO/IEC 15408-3 are depicted

in Figure 3. (@)

r—-t+t-——
SR

Organisational
Security Policies

Threats

L

Security objectives Security objectives
for the TOE for the operational

environment

Figure 3 — Tracings between security objectives and the SPD

Multiple security objectives may trace to the same threat, indicating that the combination of those
security objectives counters that threat. A similar argument holds for OSPs and assumptions.
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7.2.6 Providing a justification for the tracing

The security objectives rationale also demonstrates that the tracing is effective: All the given threats,
OSPs and assumption are addressed (i.e. countered, enforced, and upheld respectively) if all security
objectives tracing to a particular threat, OSP or assumption are achieved.

This demonstration analyses the effect of achieving the relevant security objectives on countering
the threats, enforcing the OSPs and upholding the assumptions and leads to the conclusion that this is
indeed the case.

can be stralghtforward

~

2.7 On countering threats

puntering a threat does not necessarily mean removing that threat, it can also mean sufficiently
iminishing that threat or sufficiently mitigating the associated risk.

M o0

X AMPLE Examples of removing a threat are:
-+ removing the ability to execute the adverse action from the threat agent;

-+ moving, changing, or protecting the asset in such a way that the adyerse action is no longer applicable to it;

- removing the threat agent, e.g. removing machines from a netivork that frequently crash that network.

~ J

&3]

kamples of diminishing a threat are:

.~
J

— restricting the ability of a threat agent to perform adyvérse actions;

— restricting the opportunity to execute an adverse‘action of a threat agent;

— reducing the likelihood of an executed adverse-action being successful;

-t reducing the motivation to execute an adverse action of a threat agent by deterrence;

— requiring greater expertise or greater resources from the threat agent.

a3

kamples of mitigating the effects<)fa threat are:
N\
- making frequent back-ups.ef the asset;
)
—+ obtaining spare copi\es of an asset;

N
AN

— insuringan asset)’
C

—+ ensuring that'successful adverse actions are always timely detected, so that appropriate action can|be taken.

7/2.8 _Security objectives: conclusion

Based on the security objectives and the security objectives rationale, the following conclusion is

d avarn all cacyiityy Alin Aday ara achingad sha +hhn cnnyeibyy hlays oc dafiand 100 CDNY 10 o l d Al]
VvV I, 11 arSCCuT u._y qu\.\.LAV\.o are-atnteveathehtne-Seet u._y PTropICTias atmmC T oOT D155 ved.

threats are countered, all OSPs are enforced, and all assumptions are upheld.

NOTE The ASE_SPD family in ISO/IEC 15408-3 supports this determination.
7.3 Security requirements

7.3.1 General

As mentioned in 6.3.3.4 and 6.3.3, packages, PPs, PP-Modules, PP-Configurations and STs specify the
detailed security requirements applicable to a TOE that have been derived from the stated SPD. SFRs
and SARs shall be drawn from security components defined in ISO/IEC 15408-2 and ISO/IEC 15408-3
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respectively, which are a template for security requirements written in a standardized language.
The process of deriving a security requirement from a security component involves digesting the
components and is known as “completion”.

NOTE1 In Clause 7, the term “author” includes authors of STs, PPs, PP-Modules, PP-Configurations and
packages.

Security requirements are specified as a result of the description of the in a ST and possibly PP, PP-
Module, and packages. Security requirements are specified by a choosing the components given in
ISO/IEC 15408-2, ISO/IEC 15408-3 or that have been defined as extended components in accordance
with 8.4[ The tailoring process uses the operations in 8.2.

NOTE 2 | Since a ST specifies the security requirements for a specific TOE it presents only fully cofmplétgd
componehts. PPs, PP-Modules and packages often present uncompleted security components allowing lauthors
basing ddcuments upon them appropriate flexibility.

The secyrity requirements consist of two groups of requirements:

a) the security functional requirements (SFRs): a description of how the TOE addresses the SPD in|a
standardized language;

b) the security assurance requirements (SARs): a description of how assurance is to be gained that
the TOE meets the SFRs.

NOTE 3 | SARs concern the adherence of the TOE to the ST. SARs play no role in the coverage of the SPD, whigh
is covere{l by security objectives and SFRs. ©)

These two groups are discussed in 7.3.2 and 7.3.3. -
7.3.2 $ecurity Functional Requirements (SFRs}

7.3.2.1 | General

The SFRfs contribute to fulfil the TOE’s SPD ahd address the security objectives defined for the TO
They arg usually at a more detailed level of.@bstraction, but they have to be a complete translation (tH
security|objectives for the TOE shall be completely addressed). The ISO/IEC 15408 series requires th
translation into a standardized langga“ge for the following reasons:

mmL*J

— to provide a precise descrlp—t\)n of what is to be evaluated. As security objectives for the TOE ate
usugdlly formulated in natural language, translation into a standardized language enforces a moj
predise description of thefunctionality of the TOE;

C)

— to allow comparison between two STs. The standardized language enforces using the sanfe
termpinology and\concepts. This allows comparison of STs even when authors use differemt
terminology inescribing their SPD and security objectives (this situation does not arise when the
STs fonform\te the same PPs or PP-Configuration).

(¢

In the cqntéxt’of PPs and PP-Modules, the SFRs shall be independent of any specific technical solutign
(implementation)

There is no translation required in this document for the security objectives for the operational
environment, because the operational environment is not evaluated and does therefore not require a
description aimed at its evaluation.

NOTE1 See the Bibliography for items relevant to the security assessment of operational systems.

NOTE 2 It can be the case that parts of the operational environment are evaluated in another evaluation, but
this is not within the scope of the ISO/IEC 15408 series.

EXAMPLE An operating system TOE can require a firewall to be present in its operational environment.

Another evaluation can subsequently evaluate the firewall, but this evaluation has nothing to do with the
evaluation of the OS TOE.
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7.3.2.2 How this translation is supported
The ISO/IEC 15408 series supports this translation in three ways:

a) By providing a pre-defined “language” designed to describe precisely what is to be evaluated. This
language is defined as a set of components defined in ISO/IEC 15408-2. The use of this language as
a well-defined translation of the security objectives for the TOE to SFRs is mandatory, though some
exceptions exist and are given in 8.4;

b) By providing operations: mechanisms that allow the author of the package, ST, PP or PP-Module to
comptiete and modify the SFRSTo provide a more accurate transiation ot the Security objegtives for
the TOE or TOE type. This document defines the four allowed operations: assignment,'delection,
iteration, and refinement. These are described further in 8.2;

c) By providing dependencies: a mechanism that supports a more complete translation to[SFRs. In
[SO/IEC 15408-2 language, an SFR may have a dependency on other SFRs. This'signifies that ifa ST
uses that SFR, it generally needs to use those other SFRs as well. This makes ‘it much hardégr for the
ST author to overlook including necessary SFRs and thereby improves-the completeness ¢f the ST.
Dependencies are described further in 8.3.

b |

.3.2.3 Relation between SFRs and security objectives

)

nckages, PPs, PP-Modules and STs contain a SFRs rationale, consisting of two sections:

a) atracing that shows which SFRs address which securityobjectives for the TOE;

oy

a set of justifications that shows that all security objectives for the TOE are effectively addressed
by the SFRs.

NOTE In the Direct Rationale approach the tracing and rationale is provided between the SFRs and the SPD.

.3.2.4 Tracing between SFRs and the sécﬁrity objectives for the TOE

e BN |

he tracing shows how the SFRs trace-back to the security objectives for the TOE as follows:

a) no spurious SFRs: Each SFR traces back to at least one security objective;

b) complete with respect to;?he security objectives for the TOE: Each security objective for the|TOE has
at least one SFR trac'@} to it.
Multiple SFRs may trase to the same security objective for the TOE, indicating that the combihation of

ose security regiirements meets that security objective for the TOE.

s

3.2.5 Providing a justification for the tracing

he SFRs.rationale demonstrates that the tracing is effective: if all SFRs tracing to a particular|security
opjective for the TOE are satisfied, that security objective for the TOE is achieved.

IS—G¢C O atio araryses TC—CITeCtS 0 SAtISTYINg e crevat Security
objective for the TOE and lead to the conclusion that this is indeed the case.
7.3.2.6 Special types of SFR

SFRs can be designated in packages, PPs and PP-Modules as optional requirements or selection-based
requirements.

A. Optional requirements

Optional requirements are “optional” in the sense that they do not need to be included in a PP/ST in
order for the PP/ST to claim conformance (of any type) to a PP or PP-Configuration.
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Packages, PPs and PP-Modules may define optional requirements in one of two categories. Each category
is specified explicitly by the author.

The first category of optional requirements is elective. Requirements in this category do not need
to be included in a PP/ST in order for the PP/ST to claim conformance (of any type) to the PP or PP-
Configuration where the requirement is defined. In this case, it is not obligatory that the PP/ST includes
the requirement, even if the TOE implements the functionality described by the requirement.

The second category of optional requirements is conditional. If the TOE implements the described
functionality then the optional requirement shall be included in the PP/ST. If the TOE does not
implement the functionality covered by the optional requirement, then the requirement is not included
in the PH/ST.

NOTE Optional requirements can be written in response to SPD-elements that exist in the package; PP or PP
Module, qr SPD-elements that are specifically associated with the requirement. Such associations,are identifigd
in the paqdkage, PP or PP-Module. A Direct Rationale package, PP, PP-Module or ST do not define seclirity objective
for optiohal requirements that have associated SPD elements, while a regular package, PP, PR-Module or §T
includes gecurity objectives for the associated SFRs and SPD elements.

2]

B. Selection-based requirements

Packages, PPs and PP-Modules may identify a set of selection-based SERs.*In this case, the authgr
additionplly ensures that the package/PP/PP-Module clearly indicates,the dependencies between |a
particular selection in a security functional component and/or SFR‘in¢luded in the package/PP/PP-
Module and the associated selection-based SFR(s) that shall be lncluded if that selection is chosen Hy
another PP/ST author. This is explained in 8.2.4.2.

.~
J

7.3.3 S$ecurity assurance requirements (SARs)

7.3.3.1 | General

The SARfs are a description of how the TOE is tq p&évaluated that may be defined in packages, PPs, PP
Modules} PP-Configurations and STs. This description uses a standardized language for two reasons:

— to provide a precise description of hoW the TOE is to be evaluated;

— to I::Lllow comparison between\two STs. The standardized language enforces using the samle
termpinology and concepts. ,\‘

This stapdardized language,is rendered by components defined in ISO/IEC 15408-3, and permittgd
operatiops are defined in Slél\lse 8. The use of this language is mandatory, though some exceptiors
exist. The ISO/IEC 15408 se‘rles enhances this language in two ways:

a) By providing operatlons. mechanisms that allow the package/PP/PP-Module/PP-Configuration/ST
author to medify the SARs. The ISO/IEC 15408 series has four operations: assignment, selection,
itergtion, and-refinement. These are described further in 8.2;

b) By 1 rov1d1ng dependenc1es a mechanism that supports con51stent ch01ce from other SARS to

other SARs. This 51gn1f1es that if a package/ PP/PP Module/PP Conflguratlon/ST uses that SAR
it generally needs to use those other SARs as well. This makes it much harder for the author to
overlook including necessary SARs and thereby improves the completeness of packages, STs, PPs,
PP-Modules and PP-Configurations. Dependencies are described further in 8.3.

NOTE The SARs defined in ISO/IEC 15408-3 do not use assignments or selections. However, it is possible to
define extended assurance components which allow those operations.
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7.3.3.2 SARs and the security requirement rationale

Assurance packages, PPs, PP-Modules, PP-Configurations, and STs also contain a security requirements

rationale that explains why the chosen set(s) of SARs are deemed appropriate.

NOTE In the case of exact conformance a PP-Module inherits the SARs from its PP-Module Base
rationale for the SARs is required.

SARs contribute to the confidence that a risk owner can place in an evaluation. Many SARs
ISO/IEC 15408-3 relate to the de51gn and development processes used in the 1mp1ementat10n

threat agent is very capable, and a low (or no) vulnerability analysis (AVA_VAN) is included-in the SARs.

7\3.4 Security requirements: conclusion

Im the SPD section of a functional package/PP/PP-Module/ST, the seeurity problem is de
bnsisting of the SPD-elements: threats, OSPs and assumptions. In the.security objectives secti

-0

- security objectives for the TOE;

A

~ J

- security objectives for the operational environment.

.~

Additionally, the security objectives rationale is provided to justify that the security problem
iflall security objectives are met.

In the security requirements section, the security objectives for the TOE are translated to SF
bcurity requirements rationale is provided.showing that if all SFRs are satisfied, all security o
r the TOE are achieved. \

%)

f

dditionally, a set of SARs is provided,to show how the TOE is evaluated, together with an exp
for selecting these SARs. The set of SARs shall be in line with the security expectations deriy
the SPD. The explanation for SAR selection shall be made in the SAR rationale.

N\
e operational environment itself is not within the scope of the evaluation, although when
apsurance class is included)in a ST then the TOE guidance shall fully reflect these security objeg
the operational envirgnment and is assessed as part of the evaluation using the AGD class.

11 of the above.ai;e'combined into the statement: “If all SFRs and SARs are satisfied and all
opjectives for the operational environment are achieved, then there exists assurance that the
problem as‘defined in ASE_SPD is solved: all threats are countered, all OSPs are enforced,
apsumptions are upheld.” This is illustrated in Figure 4.

Winctional package/PP/PP-Module/ST, the solution is provided in the form of two sub-solutions:

hence no

given in
of a TOE
delivery
ysis and

vhere the

fined as
on of the

D.

is solved

Rs and a
bjectives

lanation
red from

the AGD
tives for

security
security
and all
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Security Problem Definition

Organisational
Security Policies

o \ Security objectives

Threats

for the TOE for the operational
environment

Security functional Security assurance
requirements requirements

Figure|4 — Relations between the SPD, the security objectives, and the security requirements

J

The amqunt of assurance obtained through an evaluation)is defined by the SARs, and whether th
amount pf assurance is sufficient to risk-owners using.the ST is described in the explanation given for
choosing these SARs. \

7]

8 Secprity components

8.1 Hierarchical structure of security components

N\

~

8.1.1 (General R\
\ Y

ISO/IEC|15408-2 and ISO/IQC 15408-3 provide catalogues of security components that shall he
used whlen specifying se’Cti'?ity requirements. The catalogues have organized the components into|a
hierarchiical structure at fotr levels:

— classes, consisting of;

— famflies, consisting of;

— comPonents, consisting of;

— elements, which cannot be decomposed.

8.1.2 C(Class

The requirements for functional classes are given in ISO/IEC 15408-2: 2022, 6.1.2. The requirements
for assurance classes are given in ISO/IEC 15408-3: 2022, 6.2.

A class consists of a set of families.

EXAMPLE An example of a class is the “FIA: Identification and authentication” class that is focused at
identification of users, authentication of users and binding of users and subjects.
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8.1.3 Family

The requirements for functional families are provided in ISO/IEC 15408-2: 2022, 6.1.3. The requirements

for assurance families are given in ISO/IEC 15408-3: 2022, 6.3.
A family consists of a set of components.

EXAMPLE An example of a family is the “User authentication (FIA_UAU)” family which is part of
Identification and authentication class”. This family concentrates on the authentication of users.

the “FIA:

T4 Component

requirements for assurance components are given in ISO/IEC 15408-3:2022, 6.4.

component consists of a set of elements.

e requirements for functional component structure are provided in ISO/IEC 15408-2:2022, §.1.4. The

EXAMPLE An example of a component is “FIA_UAU.3 Unforgeable authentication”, which concentrates on

upforgeable authentication.

1.5 Element

e requirements for functional elements are provided in-ISO/IEC 15408-2:2022, 6.
requirements for assurance elements are given in ISO/IEC 15408-3:2022, 6.5.

EKAMPLE An example of an element is “FIA_UAU.3.2”, which eoncentrates on the prevention of use
apithentication data. \

J

.2 Operations

2.1 General

I$0/IEC 15408-2 and ISO/IEC 15408-3 provide catalogues of security components, and this d

1.4. The

of copied

pcument

provides authors with the ability.te,extend the component catalogues in some circumstances. By

applying operations to the security,components, they may be tailored precisely to the autho
hen writing PPs, PP-Modules,;packages and STs'.

”’s needs

N
Security components may\lfe used precisely as defined in ISO/IEC 15408-2 and ISO/IEC 15408-3, or

they may be tailored thraugh the use of permitted operations.

hen using operati.mfjg, the author should be careful that the dependency needs of other requ
set:
a) iteration: allows a component to be used more than once with varying operations;

b) aSsignment: allows the specification of parameters;

rements

that depend on this¥equirement are satisfied. The permitted operations are selected from the fpllowing

C colaction: allawc tho cnocification af ane ar mare items fram 1 lict: and
Sere o3 oW Stthae-Specicaoh-oi-ohle- o oire e S H o HSH3 &

d) refinement: allows the addition of details.

The assignment and selection operations are permitted only where specifically indicated in a
component. Iteration and refinement are permitted for all security requirements. The operations are

described in more detail below.
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The annexes of ISO/IEC 15408-2 provide the guidance on the valid completion of selections and
assignments. This guidance provides instructions on how to complete operations, and those
instructions shall be followed unless the author justifies the deviation:

8.2.2 teration

The iterption operation may be performed on every component. The author performs an iteratign
operation by including multiple requirements based on the same component. Each iteration of |a
compongnt shall be different from all other iterations of that component;which is realized by completing
assignmpnts and selections in a different way, or by applying refinerhents to it in a different way.

Differenf iterations shall be uniquely identified to allow clear ratiohales and tracings to and from thede
requirements. Iteration identifiers should be meaningful to readers.

EXAMPLE FCS_COP.1 Cryptographic operation being iterated twice in order to require the implementatign
of two different cryptographic algorithms. An example of each iteration being uniquely identified is:

NOTE Sometimes an iteration operation-¢an be used with components where it is also possible to performn
an assignment operation with a range or lis€of values instead of iterating them. In that case, the author can seleft
the mostjappropriate alternative, considerihg if there is a necessity of providing a whole rationale for the range
of values por if it is necessary to havga\séparate one for each of them. The author considers if individual traces are
required ffor those values. (@)

8.2.3 Assignment o

An assignment operatioii occurs where a given component contains an element with a parameter that
may be $et by theauthor. The parameter may be an unrestricted variable, or a rule that narrows tHe
variablefto a specific range of values.

“None” is only available as a choice for the completion of a selection if explicitly provided;

The lists provided for the completion of selections shall be non-empty. If a “None” option is chosen,
no additional selection options may be chosen. If “None” is not given as an option in a selection,
it is permissible to combine the choices in a selection with “and”s and “or”s, unless the selection
explicitly states “choose one of”.

Seleftion operations may be combined by iteration where needed. In this case, the applicability pf
the pption chosen for each iteration should not overlap the subject of the other iterated selectiop,
sincp they are intended to be exclusive.

for the completion of assignments, the ISO/IEC 15408-2 annexes shall be consultéd:in order fo
detgrmine when “None” would be a valid completion.

crypftographic operation (RSA signatures) (FCS_CQOP.T(RSA signatures));

cryptographic operation (AES data encryption/decryption) (FCS_COP.1(AES data encryption/decryption))

SR

)
>
CH

the authprshall do one of four things:

Whenever an_élement in a PP, PP-Module or package within a PP/PP-Module contains an assignmer1t,

a)

b)

40

leave the assignment uncompleted;
EXAMPLE 1 The author can include FIA_AFL.1.2 in the PP, PP-Module or package.

“When the defined number of unsuccessful authentication attempts has been met or surpassed, the
TSF shall [assignment: list of actions].”

In this case, the ST author can complete FIA_AFL.1.2 thus:

“When the defined number of unsuccessful authentication attempts has been met or surpassed, the
TSF shall prevent that external entity from binding to any subject in the future.”

complete the assignment;
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EXAMPLE 2 The author can include FIA_AFL.1.2 in the PP, PP-Module or package.

“When the defined number of unsuccessful authentication attempts has been met or surpassed, the
TSF shall prevent that external entity from binding to any subject in the future.”

c) narrow the assignment to further limit the range of values that is allowed;
EXAMPLE 3 The author can include FIA_AFL.1.1 in the PP, PP-Module or package.

“The TSF shall detect when [assignment: positive integer] unsuccessful authentication attempts
aoccur "

In this case, the ST author can complete FIA_AFL.1.1 thus:

“The TSF shall detect when 3 unsuccessful authentication attempts occur...”
d) transform the assignment to a selection, thereby narrowing the assignment,
EXAMPLE 4 The author can include FIA_AFL.1.2 in the PP, PP-Module or package.

“When the defined number of unsuccessful authentication attempts-has been met or surpassed,
the TSF shall [selection: prevent that user from binding to any Subject in the future, nptify the
administrator].”

In this case, the ST author can complete FIA_AFL.1.2 thus:

“When the defined number of unsuccessful authenticatioh attempts has been met or surpapsed, the
TSF shall prevent that user from binding to any subject in the future.”

>

n ST author shall complete all the assignments.

—]

he values chosen in options b), and c) shall conferm to the indicated type required by the assignment.

=

fhen an assignment is to be completed with a set, an author should provide a description df the set
from which the elements of the set may be*derived as long as it is clear which subjects are meant.

EXAMPLES5  Where the setis “subjects”:

(

- all subjects; X
’\-
- all subjects of type X; s
)
- all subjects except subject a.

=

82.4 Selectiofi, /

Q0

12.4.1 _General

—

he selection operation occurs where a given component contains an element where a chojice from
pyvéral’items has to be made by the author.

%)

Whenever an element in a PP, PP-Module or package contains a selection, the author may do one of three
things:

a) leave the selection uncompleted;
b) complete the selection by choosing one or more items;
c) restrict the selection by removing some of the choices but leaving two or more.

Whenever an element in a PP, PP-Module or package contains a selection, a ST author shall complete
that selection, as indicated in b) above. Options a) and c) are not allowed for STs.
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The item or items chosen in b) and c) shall be taken from the items provided in the selection.

EXAMPLE1 Anexample of an element with a selection is:

FPT _TST.1.1 “The TSF shall run a suite of self-tests [selection: during initial start-up, periodically during normal
operation, at the request of the authorized user, at the conditions [assignment: conditions under which self-test
should occur]] to demonstrate the correct operation of...”

8.2.4.2

Selection-based security functional components and SFRs

A PP P

selection-based SFRs. This set of components and/or SFRs is associated with a selection made in anethér
compongnt and/or SFRs in the PP, PP-Module or package. The related selection-based components)and/

or SFRs

— ase
sele

— that

The PP,
grouped

For the

the seleqtion-based components and/or SFRs that are related to the_uncompleted selection operatio
unchanged. G

For the dase in which the author needs to complete the selection; authors should include the appropriate
selection-based components and/or SFRs in the list of SFRS for the PP, PP-Module, package or ST.

For the

are rem¢ved, the author shall remove any selection-based components and/or SFRs from the list that

correspd
The folld

EXAMPL
IPSEC.11

N | 1 I b £ e £ d 1 b gL oD 1l d
FIVIOUUICT Ul PDAdURAET TIIdy UCTTIIIC d S5CL U STLUTILY TUIICLIUIIAD COIITPUIICIILS dIIU /0T OI'INS Cdll

shall be included in a PP, PP-Module, package or ST if:

ection choice identified in the PP, PP-Module or package indicates that it has ‘ah associatgd
Ction-based SFR;

selection is made by the author.

PP-Module or package can be organized so that selection-based comiponents and/or SFRs ate
together.

rase that an author needs to leave a selection operation uncompleted, the author shall leaye

—
-

~

ase in which the selection operation is to bexestricted, i.e. some but not all of the selections

nds to the choices removed from the selection.
wing is another example of such anSFR:

1 An example of a selection-hased SFR, where FTP_ITC.1.1 is the SFR with the selection and FC$_
the selection-based SFRis: h

~

FTP_IT(

Applicat

In the se

the seled

communication channel betw\een...
\

TOE, angl then ensures that the selection-based requirements in Appendix B of this PP that correspond to

.1.1 The TSF shall be caﬁa})le of using [selection: [Psec, SSH, TLS, HTTPS] to provide a trusted

N
~‘ 4

L)
>

)

ion Note: J

Jectionfor)FTP_ITC.1.1, the ST author selects the mechanism or mechanisms supported by the

ted’'mechanism or mechanisms are included in the ST.

FCS_IPS

And in Appendix B of the example PP:

The following SFRs are included in the ST if the ST author selects “IPsec” in FTP_ITC.1.1:

EC.1[.]

42
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8.2.5 Refinement

The refinement operation may be performed on every requirement. The author performs a refinement
by altering that requirement.

NOTE1 A series of refined iteration operations can be used to cover all of the subjects, objects, operations,
security attributes and/or external entities, but where each individual refinement does not.

The first rule for a refinement is that a TOE meeting the refined requirement also meets the unrefined
requirement in the context of the PP, PP-Module, package or ST, i.e. a refined requirement shall be

«

‘stricter*tiamthe ot igiual TEqUITETITETT: Harefimememtdoes ot mreetthis Tulethe resultin p refined
bquirement is considered to be an extended requirement and shall be treated as such imgac¢ordance
fith 7.3.

< =

a3

XAMPLE 2 An example of a valid refinement is:

HIA_UAU.2.1 “The TSF shall require each user to be successfully authenticated before allowing any other
TSF-mediated actions on behalf of that user.” being refined to “The TSF shall require each uder to be
duccessfully authenticated by username/password before allowing any other TSF-mediated adtions on
Rehalf of that user.”

The only exception to this rule is that an author can refine a SFR t6,apply to some but not all pubjects,
opjects, operations, security attributes and/or external entities.However, this exception does ot apply
tt refining SFRs that are taken from PPs, PP-Modules or package'to which conformance is being|claimed;
these SFRs shall not be refined to apply to fewer subjects, 6bjects, operations, security attribytes and/
of external entities than the SFR in the originating PP, PP<Module or package.

J

EXKAMPLE 3  An example of a such an exceptionis:

HIA_UAU.2.1 “The TSF shall require each user:to be successfully authenticated before allowing any
dther TSF-mediated actions on behalf of thatuser.” being refined to “The TSF shall require each user
qriginating from the internet to be successflilly authenticated before allowing any other TSF-mediated
dctions on behalf of that user.”

he second rule for a refinement is tifat the refinement shall be related to the original compong¢nt.

T

EXAMPLE4  Refining an audi\t cb'mponent with an extra element on prevention of electromagnetic radiation is
npt allowed. C)

~\
A special case of refinement is an editorial refinement, where a small change may be mpde in a
requirement, i.e. rephrasing a sentence due to adherence to proper English grammar, or to makg it more
derstandable to(the reader. This change is not allowed to modify the meaning of the requirpment in
ahy way. )

c

EXAMPLE 5(-An example of an editorial refinement is:

réakdown of one CPU”

;1he SFRFPT_FLS.1, “The TSF shall continue to preserve a secure state when the following failur¢s occur:

that could be refined to

FPT_FLS.1, “The TSF shall continue to preserve a secure state when the following failure occurs: break-
down of one CPU”

or even

FPT_FLS.1, “The TSF shall continue to preserve a secure state when one CPU breaks down”.
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8.3 Dependencies between components

Dependencies may exist between components. Dependencies arise when a component is not self-
sufficient and relies upon the presence of another component to provide security functionality or
assurance.

The functional components in ISO/IEC 15408-2 typically have dependencies on other functional
components. Some of the assurance components in ISO/IEC 15408-3 also have dependencies, which in
turn, may have dependencies on other ISO/IEC 15408-3 components.

ISO/IEC [T5408-Z dependencies on ISU/IEC 15408-3 components may also be delined. Extenddd
functionpl/assurance components may define dependencies similarly.

Compongent dependency descriptions are determined by consulting the component definitions given
in ISO/IEC 15408-2, ISO/IEC 15408-3, or the extended components definition. In order”to ensuie
complet¢ness of the TOE security requirements, dependencies should be satisfied when.xequirements
based on components with dependencies are incorporated into PPs, PP-Modules, jpackages or STk.
Dependdncies should also be considered when constructing packages, i.e. if component A has |a
dependency on component B, this means that whenever a PP, PP-Module, package or ST contains|a
security|requirement based on component A, the PP, PP-Module, package or ST,shall also contain one of:

a) asegurity requirement based on component B; or
b) asefurity requirement based on a component that is hierarchically higher than B; or

¢) ajugtification why the PP, PP-Module, package or ST does nat tohtain a security requirement based
on cpmponent B. )

In cases p) and b), when a security requirement is included-because of a dependency, it can be necessaily
to complete operations (assignment, iteration, refinement, selection) on that security requirement infa
particular manner to make sure that it actually satisfies the dependency.

In case ¢, the justification that a security requir€ment is not included should address either:
— why|the dependency is not necessary oruseful; or

— that|the dependency has been addressed by the operational environment of the TOE, in whidh
casq the justification should desdribe how the security objectives for the operational environment

address this dependency; or s

W

— that|the dependency has been addressed by the other SFRs in some other manner (e.g. extendgd
SFR§, combinations Of«S‘ERS).

»

CH

8.4 Extended comprfnents

8.4.1 (General

Security|requirements shall be based on components from ISO/IEC 15408-2 or ISO/IEC 15408-3 with
two exceptions:

a) there are security objectives for the TOE that cannot be translated to SFRs using components in
ISO/IEC 15408-2;

b) a security objective for the TOE that can be translated to SFRs, but only with great difficulty and/
or complexity based on components in ISO/IEC 15408-2, there are third party requirements that
cannot be translated to SARs using components in ISO/IEC 15408-3.

EXAMPLE Laws and/or regulation regarding the evaluation of cryptography.
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In these cases, the author is required to define new components called extended compo

nents. A

precisely defined extended component is needed to provide context and meaning to the extended SFRs

and SARs based on that component.

After the new components have been defined correctly, the author can then base one or more SFRs or
SARs on these newly defined extended components and use them in the same way as the other SFRs
and SARs. From this point on, there is no further distinction between SFRs and SARs drawn from the

ISO/IEC 15408 series and SFRs and SARs based on extended components.

Refer to ISO/IEC 15408-3, Extended components definition (APE_ECD) and Extended components

definition (ASE_ECD) for further requirements on extended components. Further inform
ektended components is also given in D.3.6.

4.2 Defining extended components

henever an author of a package, PP, PP-Module or ST defines an extended component, this|

ation on

shall be

dpne in a similar manner to the existing ISO/IEC 15408 series components: clear, unambigyous and

eyaluable (it is possible to systematically demonstrate whether a requiremént based on that co

mponent

hplds for a TOE). Extended components shall use similar labelling, manuer of expression, and level of

detail as the existing ISO/IEC 15408 series components.

e author also shall make sure that all of the applicable dependencies of an extended compd
imcluded in the definition of that extended component.

EKXKAMPLE ),

.~

Ekamples of possible dependencies are: )

nent are

a)l anextended component that refers to auditing, caninclude dependencies to components of the FAU} Security
audit class;
b) an extended component that modifies or,accesses data, can include dependencies to componeits of the

Access control policy (FDP_ACC) family;

c] anextended componentthatusesa particular design description caninclude a dependency to the ap|
ADV: Development family.

In the case of an extended functional component, the author also shall include any applica
apd associated operation\s(information in the definition of that component, similar to
$0/IEC 15408-2 compofiesits. In the case of an extended assurance component, the author
provide a suitable eyaluation methodology for the component, similar to the method pro
$0/IEC 18045. :‘\‘

>
.

[

et

»

Extended compc;pénts may be placed in existing families, in which case the author shall show h
families change. If they do not fit into an existing family, they shall be placed in a new fan
families shall be defined similarly to those given in ISO/IEC 15408-2 or ISO/IEC 15408-3.

New families may be placed in existing classes in which case the author shall show how thes
change. If they do not fit into an existing class, they shall be placed in a new class. New classes

propriate

ble audit
existing
may also
vided in

bw these
ily. New

e classes
shall be

defimed simitarty to those defined I 1SO/TEC 15408-2or ISO/TEC 15408-3:
9 Packages

9.1 General
A package is a named set of security components or security requirements.

A package can be defined by any party and is intended to be re-usable. To this goal, it
requirements that are useful and effective in combination.
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Where two or more packages are related to each other, they may be presented as part of a package
family, see A.2.

Packages may be claimed by PPs, PP-Modules, PP-Configurations and STs, and used to construct larger
packages. Authors shall not rename the claimed or used packages.

NOTE1  Although no separate criteria are given in the ISO/IEC 15408 series for evaluating packages, once
such packages are included in a PP, PP-Module or ST they will be evaluated using the APE, ACE, or ASE criteria.

NOTE 2  ISO/IEC 15408-5 provides commonly used packages, such as EALs that have been pre-defined and can

1L ulac anficurationc o authaorc
PR DD Maodal RD C £1 1 cT L
e used by-PRPP-Medules; PRP-ConfisurationsoersS thors-

T™oer

Functionjal packages cannot be claimed directly by a PP-Configuration; they shall be part of<a PP
Configuttation component.

Further |[nformation on packages is given in Annex A.
9.2 Package types

9.2.1 General
A package shall be either:

— a functional package, containing functional components or requirements, but no assurande
components or requirements; or \

— an Jssurance package, containing assurance components or requirements, but no functionil
components or requirements.

Mixed ppckages containing both functional and assurance components or requirements shall not he
specified.

All packages shall include:

a) the |package identification giving a wnique name, short name, version, date, sponsor, and tHe
releyant parts of the ISO/IEC 15408 series;

b) the fype of the package, either an-assurance package or a functional package;
A\ \
c) apafkage overview giving anarrative description of the purpose of the package;

d) application notes, desc.r"bb}ng additional information in regard to the package;

e) identification of e\'/val'u'ation methods(s) and/or activities, if such evaluation methods/activitie
deriyed from [SGAEC 18045 have been specified;

w

f) one pr moressecurity components or requirements;

7]

g) if extefided components have been specified, then the package includes an extended componenf
defi ifinn;

h) a component rationale that provides the rationale for selecting the functional or assurance
components/requirements included in the package.

9.2.2 Assurance packages

An assurance package contains a set of assurance components or requirements that may be drawn from
ISO/IEC 15408-3, may be extended assurance components, or that may be some combination of both.

An assurance package shall not include an SPD or security objectives nor any security functional
components or requirements.
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Assurance packages may be used within PPs, PP-Modules, PP-Configurations and STs. A set of pre-
defined hierarchic assurance packages is given in ISO/IEC 15408-5.

EXAMPLE The EALs thatare defined in ISO/IEC 15408-5 are comprised of SARs drawn from ISO/IEC 15408-3.
EALs are pre-defined security assurance packages.

9.2.3 Functional packages

A functional package contains a set of functional components or requirements that may be drawn from
ISO/IEC 15408-2, or that may be extended functional components or requirements or some combination
of both.

functional package may include an SPD and security objectives derived from that SPD;1bthe|package
defines an SPD, then the functional package security objectives shall be given. The objéectives include
the security objectives for the TOE (these are omitted if the Direct Rationale approachis used),|security
opjectives for the operational environment, and the security objectives rationale;

Functional packages may be used within PPs, PP-Modules and STs as a means to structure |security
flinctionality into building blocks.

unctional packages may have dependencies on other functional packages. Such dependencieq shall be
pcumented in the functional package and may also be documented in a PP, PP-Module or ST.

hckages B, C, and D are defined elsewhere. Package D has no dependencies, but package C depends on package B.
ST can then claim conformance to the following combinations'ef¥Ps and packages:

.~

L the ST claims conformance to the PP (which includesfunctional package A);

F
d
EXAMPLE A PP defines and includes functional package A; package A has no dependencies. Functional
p
Al

- the ST claims conformance to the PP and functiohal package B;

- the ST claims conformance to the PP and functioﬁal packages B and C;

- the ST claims conformance to the PP and'functional package D;

- the ST claims conformance to the PP’and functional packages B, C, and D.

—

he following would not be allowed:

N
- the ST claims conformarﬁe’to the PP and functional package C (this is not allowed because package { depends
on package B, so it canfiopbe claimed independently.)

\O

.3 Package dgﬁé‘r}dencies

package may.not satisfy all of the dependencies of the components contained within it. Howlever, the
ependencies shall be met by a PP, PP-Module, PP-Configuration or ST that includes the package. This
eans that)it is the responsibility of the author to ensure either that all the dependencies are et or to
imcludesarationale that explains why the dependencies are not met. This is explained in 8.3.

o>

Packages may include evaluation methods/activities that have been derived from ISO/IEC 18045. If
evaluation methods/ evaluation activities that have been derived from ISO/IEC 18045 are to be used
to evaluate the package, then these shall be identified in the relevant security requirement section by
including a statement in the following form:

“This package requires the use of evaluation methods/ evaluation activities defined in <reference(s)>.”
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In this statement, <reference> is replaced by the identification of the location of the relevant evaluation
methods and evaluation activities. This reference may be to the document containing the package, or to
one or more separate documents.

NOTE

ISO/IEC 15408-4 provides a framework to perform such derivations.

10 Protection Profiles (PPs)

10.1 General

A PP is iptended to describe a general TOE type. Therefore, a PP may be used:

— dasa

— asa

— asa

ST template for any TOEs that meet the PP’s TOE type;
template for other PPs in order to further refine the TOE type;

basis for a PP-Module, in which context it is known as a base PP.

A detaildd description of PPs is given in Annex B.

11\18513 A ST describes requirements for a specific TOE and is typically sponsored by the developer of th
10.2 PR introduction o)

The intrpduction to the PP shall include a reference identifier fér t};e PP.

The intrpduction to the PP shall include an overview of the\PP, including a description of the TOE type
The refefence identifier for a PP shall be unique withinysa catalogue.

EXAMPLE A TOE type can be “Firewall’; 2

Arefined|TOE type can be “Stateful inspection firewalls”;

A specifi¢ TOE related to that TOE type can be the “MinuteGap Firewall v18.5”.

A PP desfcribes the general requiren\a%‘nts for a TOE type, and is therefore typically sponsored by:

— ate

~

typq; A

— a dgveloper of a TOE:, or a group of developers of similar TOEs wishing to establish a minimual
basdline for that type of TOE;

— anao

Fganization, such as a government or large corporation, specifying its security requirements ¢

partof itsacquisition process.

10.3 C

thnical user communigy~seeking to come to a consensus on the requirements for a given TO

nformance claims and coanformance statements

IO T IO I C e CIa IO It CU T U T I I CC O Tta teIIIC Ity

In this subclause the use of italic text indicates literal text that shall appear in the text of the PP.

The conformance claims of PPs:

a) shall state the edition of the relevant parts of the ISO/IEC 15408 series to which the PP claims
conformance;

48

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=46b3af48e1ceb41cee834d98fa91ebd4

ISO/IEC 15408-1:2022(E)

b) shall describe the conformance to ISO/IEC 15408-2 as either:
— “ISO/IEC 15408-2 conformant”;

A PP is ISO/IEC 15408-2 conformant if all SFRs in that PP are based only upon functional
components in ISO/IEC 15408-2; or

— “ISO/IEC 15408-2 extended”.
A PP is ISO/IEC 15408-2 extended if at least one SFR in that PP is not based upon functional

nnmpr\nanfo m IC(\//H:‘F 15409.72-
cepohetSHrov et 3avo-=5

c) shall describe the conformance to ISO/IEC 15408-3 as either;
“ISO/IEC 15408-3 conformant”;

A PP is ISO/IEC 15408-3 conformant if all SARs in that PP are based“only upon agsurance
components in ISO/IEC 15408-3; or

— “ISO/IEC 15408-3 extended”.

A PP is ISO/IEC 15408-3 extended if at least one SAR in that PP is not based upon agsurance
components in ISO/IEC 15408-3;

d) may also include a conformance claim with respect to other PPs:

“PP Conformant”; \

A PP is “PP Conformant" when it meets other spécific PP(s).

e) may include a package conformance claim;

More than one package may be claimed ina l;P.

If a package claim is made, it shall cohsist of one of the following statements for each package claim:
“Package Conformant”;

A PP is conformant to a‘i)ackage if:

— for functional\packages, all constituent parts (SPD, security objectives, and SFRfs) of the
functional package are present in the corresponding parts of the PP without modification;

a1
— for assyrance packages, the SARs of that PP are identical to the SARs in the agsurance
package;

—a PP that restricts some selections of SFRs in a package may still claim it is|package
conformant.

—_) “Package Augmented”;

A PP claims an augmentation of a package I1:

— for functional packages, all constituent parts (SPD, security objectives, and SFRs) of that
PP contain all constituent parts given in the functional package but shall have at least
one additional SFR or one SFR that is hierarchically higher than an SFR in the functional
package;
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— for assurance packages, the SARs of that PP contain all SARs in the assurance package, but
have at least one additional SAR or one SAR that is hierarchically higher than an SAR in the

assurance package.

“Package Tailored”.

A PP claims tailoring of a package if:

Mor

Whe
to th
The
that|

NOT
f) PPs

The
of cd

g) PPs

The
this

— for functional packages, all constituent parts (SPD, Security Objectives, and SFRs) of that
PP contaln all constituent parts glven in the functlonal package, but shall have additional

one additional SFR and/or one SFR thatis hierarchically higher than anSFRinthe function
package;

— assurance packages and STs shall not claim (or perform) tailoring.
e than one package may be claimed in a PP.

re PPs claim strict or demonstrable conformance to PP(s) they shall not alse-claim conformangd
e packages claimed in the PPs they claim conformance to, unless the PR.augments the packag
PP claims <package>-augmented only in the case where the PP augments the packages beyon
claimed by the PP to which it claims conformance to.

£ 1 PPs cannot claim exact conformance to PP(s).
shall contain a conformance claim rationale;

conformance claim rationale describes the reasonsand’the logical basis for the authors choig
nformance claims and statement.

chall provide a conformance statement.

conformance statement shall describe thé’manner in which other PPs or STs shall conform f
PP: The conformance statement shall beJone of:

‘Exact conformance”;

manner, i.e. a conformant S‘T shall contain SPD and objectives identical to the PP’s, and th
same set of PP’s SFRs wrﬂ’r all the assignments and selections resolved;

‘Strict conformance ;\\

manner, i.e. 4 eonformant PP/ST shall contain a superset of PP’s SPD, objectives and SFR
where the héw assumptions (if any) do not weaken the PP’s SPD, and all the PP’s SFRs hay
their asSignments and selections unchanged or where appropriate, resolved;

Strict-conformance allows the conformant PP/ST not to add any element to the PP’s SPD, set

[f the PP states that exact coitfermance is required, a ST shall conform to the PP in an exa¢

[f the PP states thz{t strlct conformance is required, a PP/ST shall conform to the PP in a stri¢

bt
hl

[SVRCENG

hf

pbjectives and SFRs, i.e. the superset defined in the PP/ST may be identical to the PP’s, with 4

50

11

the SFRs resolved;

“Demonstrable conformance”.

If the PP states that demonstrable conformance is required, the PP/ST shall conform to the PP
in a strict or demonstrable manner, i.e. a conformant PP/ST shall contain a SPD, set of objectives
and set of SFRs that are equivalent to a superset of PP’s SPD, objectives and SFRs, where the
new assumptions (if any) do not weaken the PP’s SPD, and where the set of the conformant PP/

ST SFRs imply the PP’s SFRs.

Demonstrable conformance allows the conformant PP/ST to use different but equivalent
statements, and it allows as well to simply define a superset as in the strict conformance case,

without changing the statements given in the PP.
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NOTE 2 In other words, a PP/ST is only allowed to conform to a PP in a demonstrable manner if

the PP explicitly allows this.

NOTE 3 PP-Modules and PP-Configurations cannot claim conformance to a PP. For more

information, see 11.2 and 11.3.

The conformance statement may also include a reference to any evaluation methods/ activities that
have been derived from ISO/IEC 18045. If evaluation methods/ evaluation activities that have been
derived from ISO/IEC 18045 are to be used to evaluate the PP then these shall be identified with

the relevant security requirement section by including a statement in the following form:

SIS VI S e

zZ

et

f

“_g

>

“This PP requires the use of evaluation methods/ evaluation activities defined in <referencé(s)

In this statement, <reference> is replaced by the identification of the location ‘of the
evaluation methods and evaluation activities. This reference may be to the docunient co
the PP or to one or more separate documents.

nformance. It is therefore the responsibility of the PP author to ensure the PP is ot overly onerous, pj

aims for PPs, see Annex B.

0.4 Security assurance requirements (SARs)

PP which is in accordance with ISO/IEC 15408-3 (p0551b1y extended) shall define the set of §
pplies to the entire TOE.

.~

h (augmented) pre-defined EAL (EAL1 to EAL7)-er)an (augmented) assurance package defir
pplicable external reference, then the same nameé shall be used.

OTE Pre-defined EAL'’s are given in ISO/IEC 15408-5.
0.5 Additional requirements common to strict and demonstrable conformance

0.5.1 Conformance claims ajyid conformance statements
\-

P in the manner stated by that PP; that is, either strictly or demonstrably, i.e. the PP/ST may
rictly to some PPs a(kd demonstrably to other PPs.

PP/ST conforms'\t@'é PP if the PP/ST is equivalent or more restrictive than this PP, that is, if:
- all TOEs,that meet the PP/ST also meet the PP;

- all operational environments that meet the PP also meet the PP/ST.

11]: ather words, the PP/ST shall levy the same or more requirements on the TOE and the sam

OTE4  Either a PP/ST conforms to a PP or it does not. The ISO/IEC 15408 series does not recognizg “

A%

relevant
ntaining

partial”
ohibiting

P/ST authors from claiming conformance to the PP. For more information on,the conformance statements and

ARs that

PP may define a distinctive name for the set of SARS that are applicable. However, if the set of SARs is

ed in an

a PP/ST claims either s ict or demonstrable conformance to multiple PPs, it shall confornj to each

conform

e or less

conditions on the npnrafinnn] envirgnment gf the TOE

This general statement holds for the different constructs of the PP/ST, namely the SPD, the security
objectives for the TOE, the security objectives for the environment, and the security functional and
SARs.

1

0.5.2 Security problem definition (SPD)

The conformance rationale in the PP/ST shall demonstrate that the SPD in the PP/ST is equivalent or
more restrictive than the SPD in the PP, i.e.:

— all TOEs that meet the SPD in the PP/ST also meet the SPD in the PP;
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— all operational environments that meet the SPD in the PP also meet the SPD in the PP/ST.

10.5.3 Security objectives

The conformance rationale in the PP/ST shall demonstrate that the security objectives in the PP/ST are
equivalent or more restrictive than the security objectives in the PP, i.e.:

— TOEs that meet the security objectives for the TOE in the PP/ST also meet the security objectives for
the TOE in the PP;

— opetfational environments that meet the security objectives for the operational environment intHe
PP allso meet the security objectives for the operational environment in the PP/ST.

10.6 Additional requirements specific to strict conformance

10.6.1 Requirements for the security problem definition (SPD)

The PP/$T shall contain the SPD of the PP and may specify additional threats and~OS8Ps; it shall contain
all assurnptions as defined in the PP, with two possible exceptions as explained. in the next two bullety:

— an apsumption (or a part of an assumption) specified in the PP may beomitted from the PP/ST if alll
secyrity objectives for the operational environment defined in the‘PP addressing this assumptign
(or this part of an assumption) are replaced by security objectives,for the TOE in the PP/ST;

— a new assumption may be added in the PP/ST to the set of assumptions defined in the PP, if th|s
new|assumption does not mitigate a threat (or part of a thteéat) meant to be addressed by security
objeftives for the TOE in the PP and if this assumptiondoesn't fulfil an OSP (or a part of an OSK)
mealnt to be addressed by security objectives for the TOE in the PP.

10.6.2 Requirements for the security objectives
The PP/ST:

— shal| contain all security objectives_fof’ the TOE of the PP but may specify additional securitly
objeftives for the TOE; (

X

N
— shal| contain all security obje\ct’ives for the operational environment as defined in the PP with two
excgptions as explained in thgnext two bullet points;

— may|specify that certain$ecurity objectives for the operational environment in the PP are security
objectives for the TOEJ)in the PP/ST. This is called re-assigning a security objective. If a security
objefctive is re-assigned to the security objectives for the TOE, the security objectives justificatign
has fo make cledr-which assumption/OSP or part of the assumption/OSP is no longer necessary;

— may|specifyadditional security objectives for the operational environment, if these new objectivg
do npt mitigate a threat (or part of a threat) meant to be addressed by security objectives of the TOE
in the PP-and if these new objectives do not fulfil an OSP (or a part of an OSP) meant to be addressed
by securityobjectives of the TOE T the PF:

v

10.6.3 Requirements for the security requirements
The PP/ST:
— shall contain all SFRs and SARs in the PP;

— may claim additional or hierarchically stronger SFRs and SARs. The completion of operations in the
ST shall be internally consistent with that in the PP; either the same completion will be used in the
PP/ST as that in the PP or one that makes the requirement more restrictive.

NOTE The rules of refinement apply.
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10.7 Additional requirements specific to demonstrable conformance

Demonstrable conformance allows a PP author to describe a common security problem to be solved and
provide generic guidelines to the requirements necessary for its resolution, in the knowledge that there

is likely to be more than one way of specifying a resolution.

The PP/ST shall contain a rationale on why the PP/ST is considered to be “equivalent or more restrictive”

than the PP.

Al PP with exact conformance type shall not claim conforniance to any other PPs of any conf
type. A PP with exact conformance type shall not be included in a PP-Configuration which also
PPs or PP-Modules with strict or demonstrable conformfarice type.

OTE It is impossible to claim conformance to both a strict/demonstrable conformance PP and|
cpnformance PP, since it would mean adding requirements or SPD-elements to the exact conformance
ekplicitly prohibits this operation.

I the “simple” case where a ST claims exdct conformance to a PP, there is no ambiguity wheth
i exactly conformant or not because the correspondence between the SPD, security objectiv
apd SARs is demonstrated during evaluation without the need to seek PP author input.

However, other cases are allowéd where multiple sets of SPD-elements, security objectives, g
ay be combined, these casgsrequire mechanisms that preserve the ability of the exact conf]
authors to control a génformance claim against their PP. These mechanisms are describg
llowing subclauses. .~/

L

R\
X AMPLE A comgTex case can be if a PP-Module aims to use a PP as its base PP, or if a ST claims con
two PPs. €

s

o

h—

f a PP requires exact conformance, then only those SFRs and SARs specified by that PP are
im the conformant ST. These security requirements are related to the SPD and security o
specifiedin the PP, which are also included in the conformant ST. SFRs in an exact conformand
b iterated and refined (as stated in ISO/IEC 18045 for ASE_CCL.1-12).

e to with
I's which
bnts that

and any
de these
its exact

brmance
includes

an exact
PP, which

br the ST
es, SFRs,

nd SFRs
brmance
bd in the

formance

allowed
bjectives
e PP can

10.8.2 Conformance claims and statements

If a PP requires exact conformance in its conformance statement, then

a) the PP shall include an allowed-with statement that states which other PPs and PP-Modules are

allowed to be included in a conformance claim along with the PP;

b) all the additional PPs to which a ST may claim exact conformance shall also have an exact

conformance requirement;

c) all of the additional PPs an ST is claiming conformance to shall identify the PP in their respective

allowed-with statements;
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d) all of the additional PP-Modules claimed through a PP-Configuration shall identify the PP in their
respective allowed-with statements.

A PP-Module does not have to identify its own base PPs/PP-Module(s) in its conformance statement,
however, the PP-Module Base shall be identified in its PP-Module introduction.

10.9 Using PPs

Ifa PP/ST clalms to be conformant to one or more PPs and pOSSIbly one or more packages the evaluation
of that PP
packages. Details of this determlnatlon of conformance are found in Annex A and Annex B.

This allgws the following process:

a) an organization seeking to acquire a particular type of IT security product develops_ their securify
needls into a PP, then has this PP evaluated and publishes it;

b) adepeloper takes this PP, writes a ST that claims conformance to the PP and has this ST evaluated;

c) the geveloper then builds a TOE (or uses an existing one) and has this evaluated against the ST.

The resylt is that the evaluated TOE meets the requirements of the organization as defined in the AP
and thaff the organization can therefore have confidence that the TOE/meets their security needs. |A
similar ljne of reasoning applies to packages.

A

10.10 (onformance statements and claims in the case of r'ﬁultiple PPs

10.10.1General

The ISOAIEC 15408 series allows both STs and PPs to-claim conformance to multiple PPs. The case for|a
ST claimling conformance to multiple PPs is covered 1n 11.3.3. 10.10 covers the case where a PP clain
conformpnce to multiple PPs.

%)

10.10.2Where strict or demonstrable conformance is specified

Allowing a PP to claim conformance.to multiple PPs permits chains of PPs to be constructed, each PP in
the chaif is based on the previous\R’P(s).

EXAMPL PPs for an Integrate\d ’Circuit and for a Smart Card OS, can be used to construct a Smart Card HP
(IC and OfS) that claims conformance to both. In turn, this Smart Card PP can be used to develop specific PPs for
differentfuse cases, e.g. tachograph card, payment card, electronic passport, etc. A developer can then constructla
ST confofmant to any of those PPs.

10.10.3Where exact conformance is specified

Configuration that con51sts of the PPs to Wthh conformance is de51red to be clalmed

11 Modular requirements construction

11.1 General
In order to allow a modular description of the TOE’s security features, STs can claim conformance to a

PP-Configuration instead of PPs. Such PP-Configurations are composed of a set of PPs and PP-Modules
which contains the PP-Module Base(s).
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PP-Configurations can be constructed to accommodate either single-assurance or multi-assurance
evaluations. In a single-assurance evaluation, a single set of assurance requirements applies to all the
components of the PP-Configuration. In a multi-assurance evaluation, there is a single global set of
assurance requirements that applies to all the components of the PP-Configuration, but additionally
each component (PP or PP-Module) has its own set of assurance requirements to which it is subject.
The following subclauses present the content-related details for these two evaluation approaches; the
actual evaluation particulars using these approaches is discussed in Clause 13.

11.2 PP-Modules

1.2.1 General

PP-Module is an internally consistent set of SPD-elements, security objectives forthé TOH and the
perational environment, and SFRs, defined in the context of one or more PPs and\possibly gther PP-
odules.

20 > =

nlike PPs, PP-Modules address those security features of a given TOE type’that cannot be fequired
uniformly for all products of this TOE type.

nlike PPs, PP-Modules shall be used only in PP-Configurations. A RP/ST cannot claim confprmance

with a PP-Module directly.
EXAMPLE Examples of features that cannot be required unifermly for all products within a TOH type are
a

ithentication using biometrics, Bluetooth security functions, and.-Wireless Local Area Network clientd.

1.2.2 PP-Module Base

given PP-Module specifies one or several PP-Mgdule Base(s) consisting of a set of PPs and|possibly
ther PP-Modules. Anytime the given PP-Module is used in a PP-Configuration, one of its PR-Module
ase(s) is required. See Clause 10 and Annex By’

oo > =

[y

1.2.3 Requirements for PP-Modules

11.2.3.1 General ’

X

PP-Module shall be ident{ﬁ%a with a reference identifier.

~

A
The reference identifier for' a PP-Module shall be unique within a catalogue.
A

o\
PP-Module shalldefine one or several PP-Module Base(s) which may be required to be used |with the
PP-Module in a RPsConfiguration.

PP-Moduleshall specify the TOE types relative to each of its PP-Module Bases.

A
Al PP-Medule may introduce new SPD-elements and objectives and may also refine some of the SPD-
elements or objectives of its PP-Module Bases.

A~PP-Module shall define a non-empty set of SFRS that are refinement of the SFRs of the PP-Module
Bases or new.

A ST that claims conformance to a PP-Configuration including a given PP-Module shall then include the
PP-Module SPD-elements, security objectives and SFRs, combined with those of the PP-Module Base
that belong to the PP-Configuration.

NOTE1 The TOE type defined in the PP-Module can supplement the TOE type defined in each of its PP-Module
Bases.
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A PP-Module shall provide a consistency rationale ensuring that the union of the elements defined in
the PP-Module and in each of its PP-Module Bases do not lead to contradiction.

NOTE 2

In a Direct Rationale PP-Module, security objectives for the TOE are not included.

The evaluation of a PP-Module alone is meaningless. A PP-Module shall be evaluated as part of a PP-
Configuration, at least with one PP-Module Base.

Further information on PP-Modules is given in C.1.

11.2.3.2

A PP-Mo|
DirectR

11.2.3.3
In this s

The con

a)

b)

56

Direct Rationale

dule may use the Direct Rationale approach, provided that its PP-Module Base(s) also-use the
htionale approach.

Conformance claims and conformance statements

shal

conflormance;

shal

or

mayj
fund

NOT
of th

clai
conf

Ifaf

]bclause the use of italic text indicates literal text that shall appear in the text of the PP-Modul

or t?]tlors the functicfia} package as it is instantiated in its PP-Module Base; in this case the PP-Module wou

D

ormance claims of a PP-Module:

state the edition of relevant parts of the ISO/IEC 15408 series t¢ which the PP-Module claims

describe the conformance to ISO/IEC 15408-2 as either: C
ISO/IEC 15408-2 conformant”; N

NOTE 1 A PP-Module is ISO/IEC 15408-2 confermantif all SFRs in that PP-Module are based only
Lpon functional components in ISO/IEC 15408-2.

‘ISO/IEC 15408-2 extended”.

NOTE 2 A PP-Module is ISO/IEC 15408-2 extended if at least one SFR in that PP-Module is n¢t
based upon functional components«in ISO/IEC 15408-2.

include a conformance cl?i'im made with respect to functional packages. More than ore
tional package may be Qe},lmed by a PP-Module;

.3 A PP-Module does not claim conformance to a functional package that is already claimed by or
b PPs or PP-Moduléds it the PP-Module Bases. The exception to this rule is when the PP-Module augment

D QL wn O

the functional\package as “Package Augmented” or “Package Tailored” (as appropriate) in its packag
brmance claim' statement.

unctional package claim is made, it shall consist of one of the following claims for each packag

%

‘Package Conformant”;

A PP-Module is conformant to a package if all constituent parts of the functional package,

including the SPD, security objectives, and SFRs, of that functional package are present in the
corresponding parts of the PP-Module without modification;

“Package Augmented”;

A PP-Module claims an augmentation of a package if all constituent parts of the functional

package, including the SPD, security objectives, and SFRs, contained in the PP-Module are
identical to those given in the functional package, but shall also contain at least one SFR that is
either additional or hierarchically higher than an SFR in the functional package;
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— “Package Tailored”.

A PP-Module claims tailoring of a package if all constituent parts of the functional

package,

including the SPD, Security Objectives, and SFRs, contained in the PP-Module are identical to
those given in the functional package, but shall have additional selection items for an SFR with

existing selections in the package, and optionally, at least one additional SFR and/or
that is hierarchically higher than an SFR in the functional package;

d) shall include a conformance claim in respect to ISO/IEC 15408-3. The conformance
[SO/IEC 15408-3 shall be either:

one SFR

claim to

“ISO/IEC 15408-3 conformant”;

A PP-Module is ISO/IEC 15408-3 conformant if all SARs in that PP-Module are based o
assurance components in ISO/IEC 15408-3.

or

— “ISO/IEC 15408-3 extended”.

upon assurance components in ISO/IEC 15408-3;

over the other and is applied in the PP-Configuration.

In the strict and demonstrable cases, a PR-Module may claim conformance to more
assurance package, for instance an ALC-based package and an ADV-based package.

“Package Conformant”;

A PP-Module is conformant to an assurance package if all constituent parts of the a
package are presentdin the PP-Module without modification;

— “PackageAugrQQf\ﬁed".

A PP-Modulé*elaims an augmentation of an assurance package if all constituent pa
assurance.package contained in the PP-Module are identical to those given in the a
packagg,'but shall also contain at least one SAR that is either additional or hiera
higher than those SARs contained in the package;

The conforfmance statement of a PP-Module:

)

shall*provide a conformance statement which describes the manner in which STs shall co
this PP-Module as part of a PP-Configuration. The conformance statement shall be one of:

If a package claim is made, it shall consist of one of the following claims for each packalge:

nly upon

A PP-Module is ISO/IEC 15408-3 extended if at least one SAR-in that PP-Module is njot based

— may include a conformance claim made with.{fespect to assurance packages.
More than one assurance package may be claimed by@ PP-Module. Overlap between thg claimed
assurance packages is allowed; by construction the hierarchically higher SAR takes pr¢

pcedence

than one

psurance

'ts of the
bsurance
rchically

nform to

“Exact conformance”;

The PP-Module shall require exact conformance if and only if all its PP-Module Base(s) are of

exact conformance. A ST shall conform to the PP-Module, as part of a PP-Configurati
exact manner. Additionally:

on, in an

— the allowed-with Statement shall state which other PPs and PP-Modules (which are not

in the set of PP-Module Bases) are allowed to be used in a PP-Configuration with
Module;

that PP-

— each PP and PP-Module in the PP-Module Base for the PP-Module being defined, and all of

the additional PPs and PP-Modules (that are not in the PP-Module Base) that are al
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f) may]also include a reference to any evaluation methods/(activities that have been derived froj

ISO

If eyaluation methods/ evaluation activities that have been derived from ISO/IEC 18045 af

to b

reqyirement section by including a statement in the following form:

“This PP-Module requires the use of évaluation methods/ evaluation activities defined i
<refprence(s)>.”

In t
eval

the PP-Module, or to one or m\sfe separate documents.

For morg information and rQqulrements on the conformance types, claims and statements for P]

Modules

11.2.3.4{ Assurancerequirements

A PP-Mo
either in

A PP-Mo

be specified with the PP-Module in a PP-Configuration, shall identify the PP-Module being

defined in their respective allowed-with statements.
— all of the referenced PP-Module Bases shall also require exact conformance.

“Strict conformance”;

If the PP-Module states that strict conformance is required, a ST shall conform to the PP-

Module, as part of a PP-Configuration, in a strict manner;

”

“Nomanctrablo conformanco
D CTToTo T aotC—CoO Ottt ce—

[f the PP-Module states that demonstrable conformance is required, the ST shall conferm"
the PP-Module, as part of a PP-Configuration, in a strict or demonstrable manner. A ST}is on
hllowed to conform to a PP-Module, as part of a PP-Configuration, in a demonstrableananner
the PP-Module explicitly allows this;

NOTE 1 A PP-Module can require strict or demonstrable conformance although its PP-Modu
Base(s) do not all require strict or demonstrable conformance. The combination-of demonstrable an
strict conformance will be validated in the PP-Configuration evaluation.

the most appropriate statement in each PP-Module, independently of it§ PP-Module Base(s).

NOTE 3 PP-Module Base(s) do not need to be specified\\ih the PP-Modules’ conforman
Statement. \

~ J

[EC 18045.

e used to evaluate the PP-Module, then these shall be identified with the relevant securit

pation methods and evaluation activities. This reference may be to the document containin

Annex C shall be tl,sed in conjunction with the clauses of this document.

CH
"4

dule shalldefine the set of SARs that applies to the TSF defined in the PP-Module, which can h

NOTE 2 The explicit declaration of strict or demonstrable conformance allows sponsors to mak

his statement, <reference> isxteplaced by the identification of the location of the relevant

g

Eerited from the PP-Module Base(s) or explicitly declared by the PP-Module author.

e mavy define a distinctive name for its set of SARs However, if the PP-Module declares

n

(augmented) pre-defined EAL (EAL1 to EAL7) or an (augmented) assurance package defined in an
applicable external reference or inherits the set of SARs from its PP-Module Base(s), then the same

name sh

all be used.

A PP-Module shall provide an assurance rationale that justifies the internal consistency of its set of
SARs, i.e.

— the consistency of the set of SARs with regard to the threat model as defined in the SPD of the PP-
Module;

— if the PP-Module does not inherit its set of SARs from its PP-Module Base(s), the consistency of the
set of SARs with all the sets of SARs defined in the PP-Module Base(s) of the PP-Module.
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NOTE1 Consistency refers to the absence of contradiction. An example of an inconsistency between SARs and
SPD would be to consider highly skilled threat agents together with a low AVA_VAN level that cannot consider
these threat agents by definition.

NOTE 2  The PP-Module assurance rationale ensures that the set of SARs defined in the PP-Module does not
undermine the security that is expected for the assets that are shared between the PP-Module and its PP-Module
Base(s) (if shared assets exist).

NOTE 3  The assurance rationale at PP-Module level contributes but is not sufficient to ensure the consistency
of the assurance requirements at PP-Configuration level. See 11.3.2.4.

NOTE 4  The assurance rationale can rely on the relationship of the set of SARs in the PP-Module with the pre-
dpfined EALs to demonstrate the internal consistency.

11.3 PP-Configurations

[y

1.3.1 General

>

PP-Configuration is a specification for the construction of a set of requirements to which confprmance
hn be claimed.

(@)

>

PP-Configuration is intended to describe a general TOE type. A PP-Configuration:

—+ may be used as a ST template for any TOEs that meet the PP-Configuration’s TOE type;

A

—+ cannot be used as a template for other PP-Configurations, PPs or PP-Modules.

A PP-Configuration contains a set of PPs and PP-Modules (the PP-Configuration componepnts) and
cannot claim conformance to any functional packages, except indirectly through its PPs/PP-Modules.
PP-Configurations may contain SARs and claim-conformance to assurance packages.

Two types of PP-Configurations are identified, each has different requirements for their congtruction
apd are applicable depending on the needsof the consumer (risk owner). These are:

—+ Single Assurance PP-Configuration: This describes a configuration type in which the setf of SARs
that apply to the PP-Configuration’s components are identical.

—+ Multi Assurance PP-Configﬁration: This describes a configuration type in which the SARs in the PP-
Configuration componeits are not identical.
W

11.3.2 Requirements for PP-Configurations

)

111.3.2.1 General

>

PP-Configaration shall be identified with a reference.

—

he reference identifier for a PP-Configuration shall be unique within a catalogue.

PP-Configuration shall define the PP-Configuration components statement, a list that uniquely
identifies all the PPs and PP-Modules that compose, by reference, the PP-Configuration. A PP-
Configuration shall contain one PP and at least another PP-Configuration component. It may contain
a PP-Module provided one of the PP-Module Bases are also included in the PP-Configuration. It may
contain PPs that have no associated PP-Module.

A PP-Configuration shall define the TOE type to which it applies.

A PP-Configuration contains exactly, by reference, the SPD, security objectives, SFRs, and functional
packages defined in its components; the specification of any additional element shall be done in one of
its components.
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A PP-Configuration shall provide a consistency rationale ensuring that the union of the elements
defined in its components do not lead to contradiction.

A multi-assurance PP-Configuration shall describe the organization of the TSF in terms of the sub-TSFs
that are defined in its components and shall define for each sub-TSF a set of SARs that is consistent with
the corresponding component.

NOTE In the case of a multi-assurance PP-Configuration containing one PP and one PP-Module with different
sets of SARs, the TSF organization is the following: the TSF is the union of the SFRs defined in the PP and in
the PP-Module, and there are two sub-TSFs, which consist of the PP’s TSF and the PP-Module’s TSF. The same

organizatiom hotds fora PP-Configuratiom composed of two PP, whithdefime the twosub=TSFs:

The sub{TSFs contained in a multi-assurance PP-Configuration may have some overlap. This doesn¢t
impact dn the applicable assurance requirements: Each sub-TSF shall be evaluated against its own s¢t
of SARs.[This means that the overlapping parts may be evaluated against multiple sets gf-assurandge
requirements.

A PP-Conpfiguration:

— may|be used in context with the Direct Rationale approach described in B.5'and C.2.3. In this casg
all of the components of the PP-Configuration shall also use the Direct Rationale approach;

N

— shal| not contain any additional content beyond that described in thissdocument.

11.3.2.2 Components statement \

A PP-Conpfiguration: )

J

— shallidentifyall the components ofthe PP-Configuration in a components statement. The components
statement shall contain one PP and at least another. component;

NOTE1 The components statement is further described in C.3.3.
— shal] not claim conformance to another PP—Configuration;

NOTE2 If this is desired, the effect cas’be achieved by directly including all components from both
PP-Configurations in one new definedyPP-Configuration, where exact conformance can be checked arld

mairjtained. \_

— shalf include the PP-Module:Ba\ses of all the PP-Modules included in the PP-Configuration. If a PP
Module defines alternative sets of PP-Module Bases, then only one of these sets shall be used in|a

PP-(onfiguration; A
‘ v

— may|select more PPs than the PP-Module Base of the PP-Modules;

— for pingle-assurance PP-Configurations, may identify the sub-TSF that corresponds to eadh
component.defined by the PP-Configuration;

— for multi-assurance PP-Configurations, shall identify the sub-TSF that corresponds to eadh
compoitent defined by the PP-Configuration.

For a PP-Configuration that requires exact conformance, all PP-Configuration components shall specify
each other in their respective allowed-with statements.

An exception to listing in the allowed-with statement is that a PP-Module shall not list any PPs or PP-
Modules contained in its PP-Module Base in its allowed-with statement (because they are explicitly
allowed by virtue of the fact that they are a base for the PP-Module).

11.3.2.3 Conformance claims and conformance statement

In this subclause the use of italic text indicates literal text that shall appear in the text of the PP-
Configuration.
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The conformance claims of a PP-Configuration:

a)

b)

shall describe the conformance to ISO/IEC 15408-2 (SFRs) as either:
— “ISO/IEC 15408-2 conformant”;

shall state the edition of the relevant parts of the ISO/IEC 15408 series to which the PP-
Configuration components claim conformance.

A PP-Configuration is ISO/IEC 15408-2 conformant if all the PPs and PP-Modules in the PP-

Conficnration 2o ISO/IEC 104092 caonfaorimant
cORH S a6 oo o vo~— oo At

shall describe the conformance to ISO/IEC 15408-3 (security assurance-requirements) as ¢

may include an assurance package cofiformance claim;

More than one package may begelaimed in a PP-Configuration. If an assurance package
made, it shall consist of one of'the following statements for each package claim:

or

“ISO/IEC 15408-2 extended”.

A PP-Configuration is ISO/IEC 15408-2 extended if at least one PP or RR:Module is njot based

upon functional components in ISO/IEC 15408-2.

“ISO/IEC 15408-3 conformant”;

A PP-Configuration is ISO/IEC 15408-3 conformant if alLSARs in that PP-Configuratig
may be simply inherited from its components, are hased only upon assurance compg
ISO/IEC 15408-3; or N

“ISO/IEC 15408-3 extended”.
A PP-Configuration is ISO/IEC 15408-3 extended if at least one SAR in that PP-Config

pither:

n, which
nents in

ruration,

which may be simply inherited from its components, is not based upon assurance conjponents

in ISO/IEC 15408-3.

(

“Package Conformangl;

A PP-Configurat@k is conformant to an assurance package if the SARs of that PP-Config
which may be'inherited from its components, are identical to the SARs in the a
package. 3‘\‘

>

"Packag'Q Augmented”.

A-PP-Configuration claims an augmentation of an assurance package if: the SARs of]
Coenfiguration, which may be inherited from its components, contain all SARs in the a
package, but have at least one additional SAR or one SAR that is hierarchically highe

claim is

ruration,
ssurance

that PP-
bsurance
than an

SAR in the assurance package.

f)

© ISO/IEC 2022 - All rights reserved

shall not include a functional package conformance claim. Functional packages may be claimed by
the components of the PP-Configuration;

shall not include a conformance claim with respect to other PP-Configurations, PPs or PP-Modules;
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The PP-Configuration shall provide a conformance statement which describes the manner in which STs
shall conform to this PP-Configuration:

g) for a PP-Configuration where all its PPs and PP-Modules are of the same conformance type, the
conformance statement shall provide a single conformance type, that is one of:

“Exact conformance”;

If the PP-Configuration states that exact conformance is required, a ST shall conform to the PP-

Configuration in an exact manner.

h) for :
typs
by e
Con

NOT
conf

The
man

i) may
ISO
are
stat

“Thi
<ref

In t
eval
or tq

NOTE 1
allowed f]

NOTE 2
are cover

‘Strict conformance”;

[f the PP-Configuration states that strict conformance is required, a ST shall conform to|the P]
Configuration in a strict manner.

‘Demonstrable conformance”.

[f the PP-Configuration states that demonstrable conformance is required, d& ST shall confort
to the PP-Configuration in a strict or demonstrable manner.

i PP-Configuration where the PPs and PP-Modules do not require ‘all'the same conformang
, the conformance statement shall provide the list of the conformance types that are requirg
ach of the PPs and PP-Modules composing the PP-ConfigurationiA ST shall conform to the P}
iguration by conforming to each of the PPs and PP-Modules(in the manner they require.

E This applies only to strict and demonstrable confqrm\ance, since the combination of exa
brmance with other types of conformance is not allowed,in aPP-Configuration.

compatibility of the multiple conformance shall’be/alidated in the ST evaluation, in the sanj
ner as when a ST claims conformance to several PPs that require different conformance.

also include a reference to any evaluation methods/ activities that have been derived froj
[EC 18045. If evaluation methods/ aetivities that have been derived from ISO/IEC 1804
pnssociated with the PP-Configuratieh; then the conformance statement shall also include
ement in the following form: \

(
5 PP-Configuration requires the use of evaluation methods/ evaluation activities defined
brence>.” C
~\

lation methods and ¢valuation activities. This reference may be to the PP-Configuration itse
one or more separate documents.

Specificatien\of additional EMs/EAs that apply to one or more PP-Configuration components is on
br PP-Configurations of strict or demonstrable conformance type.

Thereare implications for conformance statements in PP-Modules in the exact conformance case th
edAnGl2.2.5.

nis statement, <referen\c"e’> is replaced by the identification of the location of the relevamt

=

Ct

£

y

11.3.2.4

Assurance requirements

A PP-Configuration shall provide a SAR statement where the applicable assurance requirements and
associated rationale are defined.

A single-assurance PP-Configuration shall define a single set of SARs for all the PP-Configuration
components. In the exact conformance case, this set of SARs shall be identical to those declared in the
individual PP-Configuration components. In the strict and demonstrable conformance case, this set of
SARs shall be identical to or augment those declared in the individual PP-Configuration components.
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A multi-assurance PP-Configuration shall define:

— The global set of SARs that applies to the entire TOE. In the exact conformance case, this set of SARs
shall be identical to the common subset of SARs in the individual PP-Configuration components. In
the strict and demonstrable conformance case, this set of SARs shall be identical to or augment the
common subset of SARs in the individual PP-Configuration components;

— For each sub-TSF, the set of SARs that applies. In the exact conformance case, this set of SARs shall
be identical to the set of SARs declared in the PP-Configuration component for the sub-TSF. In the
strict and demonstrable conformance case, this shall be identical to or augment the set of SARs
declared in the PP-Configuration component for the sub-TSF.

PP-Configuration may use the pre-defined EALs (EAL1 to EAL7) given in ISO/IEC 15408-5; agsurance
ppckages defined in external references and/or SARs defined within the PP-Configuration|itself to
define its SAR statement.

OTE1 The multi-assurance evaluation allows applying multiple pre-defined EALs:~However, for [the same
r¢asons as for PPs in the general model, PP-Configurations can claim sets of SARs that are different from pre-
dpfined EALs and/or that contain extended SARs.

PP-Configuration may define distinctive names for the sets of SARg that apply to the entire [TOE and
tp each sub-TSF. However, the use of an (augmented) pre-defined EAL or an (augmented) agsurance
ppckage defined in one of the PP-Configuration’s components ordn another external reference [requires
e usage of the same name.

(=

A

Amulti-assurance PP-Configuration shall provide an assurarice rationale for:

L the consistency of the global set of SARs with regard to the threat models as defined in th¢ SPDs of
the PPs and PP-Modules in the PP-Configuration;

- the consistency of the global set of SARs andall the sets of SARs for the sub-TSF with eachother.

constructing the global set of SARs~fér the exact conformance case, the multi-assurgnce PP-
Configuration author chooses the hierarchically lowest SAR if sub-TSFs specify hierarchically fifferent
SARs. For example, if there are three;sub-TSFs with ADV_FSP.1, ADV_FSP.2 and ADV_FSP.3, respectively,
then the global set of SARs would eontain ADV_FSP.1. However, if one of the sub-TSFs did not cqntain an
DV_FSP component, then ADV.ESP would not be in the global set of SARs. For a strict/demdnstrable
cpse, the multi-assurance PP*Configuration author may choose ADV_FSP.1 or a higher component thus
ajigmenting the assurance'xequirements for some of its sub-TSFs (even in the case when a sub-['SF does
npt define any ADV_FSP. ¢etnponent) provided the assurance rationale is consistent.

OTE2 In most ga‘ﬁ\es\(and always in the exact conformance case), the global set of SARs can be byilt as the
cpmmon set of SARs that apply to all of the sub-TSFs. However, as it is the case with STs in the geneial model,
the PP-Configutation (of strict or demonstrable conformance type) can require additional or higher JARs. The
eyaluation ofjthe PP-Configuration ensures the consistency of the claim, similar to the general modgl for the
cpnformarice*with two or more PPs defining different sets of SARs, and similar to the approach foy a multi-
apsuraneexST which can extend the sets of SARs defined in the PP-Configuration the ST claims conformfnce to.

OTEAS3 A PP-Configuration cannot claim less assurance requirements as the global set of SARs/gssurance
b ; .

NOTE4  The PP-Configuration assurance rationale contributes to ensuring that the multiple sets of SARs do
not undermine the security expected for the assets that are shared between the PPs and PP-Modules in the PP-
Configuration. The PP-Configuration assurance rationale relies on and/or reuses the assurance rationales given
in the PPs and PP-Modules.

For exact conformance type PP-Configurations, augmentation of the SARs for each sub-TSF (by the PP-
Configuration) is not allowed.

If additional SARs are specified, or SARs are replaced with hierarchically higher SARs then any derived
evaluation methods / evaluation activities required by the components of the PP-Configuration shall be
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addressed in the assurance rationale to demonstrate that the evaluation methods / evaluation activities
required by the PP-Configuration:

— arestilladequate, i.e. the new SAR has no effect on the EMs/EAs in the components and the assurance
that they provide; or

— have been addressed by defined refinements to the original EMs/EAs in the components so that the
resulting EMs/EAs required for the PP-Configuration generate assurance that is the same or higher
than the original EMs/EAs applied to the components; or

C i dl C ) O S0 d CIrcSu i
that|is the same or higher than the original EMs/EAs applied to the c

omponents.

EXAMPLE1 An activity that was an examination of documentation for a lower SAR but where_additionl
testing nfight be needed for a hierarchically higher SAR can supplement the original documentatighsevaluatiqn
activities|with additional evaluation activities that require testing.

EXAMPLE 2  Figure 5 shows an example of multi-assurance PP-Configuration with one PP, A, and two PP-
Modules,[X and Y. It illustrates the default construction of the global set of SARs for the entize TOE, which consisfs
of SAR(, j.e. the common set of SARs of each of the PP-Configuration components A, X and'Y. In the example, the
sets of SARs that apply to the sub-TSFs defined in A, X and Y are unchanged as well.

NOTE 5 | The rules allow the augmentation of the sets of SARs.
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PP-Configuration AXY

Components list
PP A, PP-Module X, PP-Module Y

Conformance statement
PP, — STRICT, PP-Moduley— STRICT, PP-Module,— DEMONSTRABLE

Global SAR.
sub-TSF, — (SAR, SAR,)
sub-TSFy, — (SAR., SARy)

| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
: sub-TSFy, — (SAR(, SAR,) :
| |
| Multi-assurance rationale |
: Based on Rationale, ,Rationaley, Rationaley :
| NN |
: PP-Module X I
I PP-Module base: PP A PP-Module base: PP)A I
| Conformance claim: Conformance claim: I
| <..> <. > |
| |
: Conformance statement Conformance statement I
| STRICT conformance DEMONSTRABLE conformance |
| |
| Assurance requirements Assurance requirements |
: SAR(, SARy SAR, SAR, I
: Assurance rationale : Assurance rationale :
I Rationaley ¢ Rationaley |

! |
|

~d v
| a |
| \ |
F
[ r |
| |
| Conformance claim: |
| <> |
| |
: % { Conformance statement :
| A STRICT conformance |
! N _ |
| U Assurance requirements |
I SAR(, SAR, I
| A\ |
I &N Assurance rationale |
: @) 4 Rationale, I
| i |
| |
et —_——————_—_——_—_—_e—_e—_e—_e—_e—_ e e —_ e —_E—_E—_E—_E—_E—_E—E——E————— -
Figure 5 — Example of PP-Configuration

11.3.3 Usage of PP-Configurations

Figure 6 shows the usage of single and multi-assurance PP-Configurations. Figure 7 gives the detail of
PP-Configuration components. Figure 8 shows the assurance classes that are used for evaluating PPs,
PP-Configurations and STs.
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4[ Do I need to conform to one or several PPs? [ yes

[Do I need to use PP-modules or multi-assurance? ]

no yes

Using PPS Usinga PP-Configuration

See detailed figure “Building a PP-Configuration”

no \ )

4 N

A PP-Configuration is multi-assurance when PPs and PP-
Modules have their own sets of differing-SARs
A global assurance package shali be defimed:.a superset of
the least common subset of SARs\sets.

PPs may define ;
different sets of Exceptions :
SARs - When all PP-Configuration components$shave an identical set

of SARSs, this reverts to the §ingle assurance case.

- /\\ « //

y

Single-assurance < ° Multi-assurance
)

\

P

-
Standalone ST\ /s'r conformant to pps\ ST conformantto' a /ST conformant to a multi-assuranb

single-assurance PP-Configuration
PP-Configuration pmmmmm e m ~
_________ / . ! 1 global | e
A-------- ~ ( ~ N, N e I (1.n) sets
] X 1 ] H assurance 1 N
:\ 1 set of SARs ! L _1_Sft_of S_A_R_S_ ! ; 1set of SARs ! | package ,' : of SARs ]

( \ ( \* \ ( The ST may \ ( \
augment the set
Regardless of the | of SAR? of th? PP
. Configuration
There is only conformancesype, .
components, in
one set of the set of 4Ry of order to revert to The ST is in
SARs. the SPmust be a This is asingle . 5
o , the single a multi-
This is always supersétof the PPs assurance use
: assurance use assurance
the single sets of SARs. case .
\'1’)1\ i case paradigm
assurance use __\This is always the -
N, Exception:
case ) single assurance
by~ use case - In exact
v conformance SAR

- augmentation is
\\ /A / \ ), \\ not allowed. J K j/

- J

Multi-assurance
TOE evaluation

Single-assurance

TOE evaluation

‘ (optional or required)
------- Evaluation methods are defined by
ISO/IEC 18045 plus additional EM/EA

Figure 6 — Usage of single and multi-assurance PP-Configurations
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K Building a PP-Configuration with strict/ demonstrable\

conformance types
contains at least two PP-Configuration components, including
1PpPP
(0..n) (0..n)
base PP other PP

1o .
|yosetof TR T QL setof
- (L_SARs '\ _SARs _

may be = or #

(0..n)
PP-Module

/

/ Building a PF;-Configuration with \
exact conformance type
contains at least two PP-Configuration components including
1pPpP

C (0.n)
A\’ base PP

(0..n)
other PP

PP-Module

Figure 7 — Composition of PP Components
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—[ Do | need to conform to one or several PPs? ]—

es
no Y

v

{ Do | need to use PP-Modules and/or multi-assurance? ]

no

yes

APE |

\ 4

Using a PP-Configuration |

—T

single-assurance
PP-Configuration

multi-assurance
PP-Configuration

) 4 N L 2

Single-assurance Single-assurance ST Single-assurance

ST conformant to ST conformant to a
multiple PPs single-assurance
PP-Configuration
N
| /
ASE A\

A 4

Single-assurance |.

Single-assurance ST Multi-assurance
conformant to a ST conformant to
mulri;.éssurance PP- a
Configuration multi-assurance
) PP-Configuration

Multi-assurance

TOE evaluation

(

N\

Figure 8 — Assurance classes used to evaluate PPs, PP-Configurations and STs

\
i‘\\\
12 Security Targets (STs)
12.1 Gé¢neral
ASTisa
the TOE

TOE evaluation

document that describes a specific TOE, the conformance claims applicable to the evaluation
the security problem to be addressed, the security objectives for the TOE and its operation

Lo

Hf
h1

d

enVlronv ant tho cocurity roqmiramaonte annlicahla +0 cnluing tho ctatod caocurity nrahlom
Rens—ne—Secditty—+e SPPr t0—SO+HVHT tHe—Statea—Sect ey ¥

e ST TIeY Prreoiore

o oS —or

additional material necessary to describe the TOE sufficiently for evaluation. STs are generally based
upon PPs or PP-Configurations that describe a security problem and security requirements for a TOE

type that is relevant to the specific TOE.

A ST is typically produced by a developer and the audience for the ST includes evaluators, certifying

bodies and end users of the evaluated TOE.

Further information about STs, Annex D shall be used in conjunction with the clauses of this document.

12.2 Conformance claims and statements

In this subclause the use of italic text indicates literal text that shall appear in the text of the ST.
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The conformance claims of a ST:

a)

b)

shall describe the conformance to ISO/IEC 15408-2 (SFRs) as either:
— “ISO/IEC 15408-2 conformant”

shall state the edition of relevant parts of the ISO/IEC 15408 series to which the ST claims
conformance;

A ST is ISO/IEC 15408-2 conformant if all SFRs in that ST are based only upon functional

nnmpnnanf—o m lCn//]l:'f‘ 154082 aor
CoOTp ot oYU/ oo v O=5-0T

shall describe the conformance to ISO/IEC 15408-3 (security assurance requirements) as ¢

may include a conformance claim made with respect to packages.

If a package conformance claim is Tmade, it shall consist of one of the following claims
package:

“ISO/IEC 15408-2 extended”.

A ST is ISO/IEC 15408-2 extended if at least one SFR in that ST is not based~upon fy
components in ISO/IEC 15408-2.

NOTE 1 When a TOE is successfully evaluated to a ST, any conformiance claims of th
hold for the TOE. A TOE can therefore also claim to be ISO/IEC 15408-2 cenformant.

"ISO/IEC 15408-3 conformant”;

A ST is ISO/IEC 15408-3 conformant if all SARs in-that ST are based only upon a
components in ISO/IEC 15408-3, or \

“ISO/IEC 15408-3 extended”.

A ST is ISO/IEC 15408-3 extended if at ieast one SAR in that ST is not based upon a
components in ISO/IEC 15408-3.

“Package Conformant®;,
ASTis conforman{ts'a package if:

— for functionﬁl’packages, all constituent parts (SPD, security objectives, and SFR

nctional

e ST also

bither:

bsurance

bsurance

for each

s) of the

functionabpackage are present in the corresponding parts of the ST without modification;

)
— forfagsurance packages, the SARs of that ST are identical to the SARs in the a
package.
“Package Augmented”

A ST claims augmentation of a package if:

bsurance

— for functional packages, all constituent parts (SPD, security objectives, and SFRs) of the
functional package are present in the corresponding parts of the ST but the ST contains at
least one additional SFR or one SFR that is hierarchically higher than an SFR in the package;

— for assurance packages, the ST contains all SARs in the assurance package but

contains

at least one additional SAR or one SAR that is hierarchically higher than an SAR in the

assurance package.
“Package Tailored”

STs shall not claim or perform tailoring.

More than one package may be claimed in a ST.
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f)

g)

70

Where STs claim exact conformance to PP(s) they shall not claim conformance to any packages,
including any packages claimed by the PP.

Where STs claim strict or demonstrable conformance to PPs they shall not also claim conformance
to the packages claimed in the PPs unless the ST augments the package as claimed in the PP, i.e. the
PP may claim a package as <package>-conformant, <package>-augmented or <package>- tailored,
but if the ST does not itself augment the conformant/augmented/tailored version of the package
in the PP, then it will not claim conformance to the package. The ST claims <package>-augmented
only in the case where the ST augments the packages beyond that claimed by the PP.

o

Whdre STs claim conformance to a PP-Configuration they shall not also claim conformance, t
any |functional packages, including any functional packages claimed by the PP-Configuration
components.

wn

Whadre STs claim strict or demonstrable conformance to a PP-Configuration they shall netalso claijn
conformance to the assurance packages claimed in the PP-Configuration unless the\ST augmen{s
the assurance package as claimed in the PP-Configuration, i.e. the PP-Configuration'may claim an
assyrance package as <package>-conformant or <package>-augmented, but ifth€ ST does not itsellf
auginent the conformant/augmented version of the package in the PP-Configuration, then it wifll
not ¢laim conformance to the assurance package. The ST claims <packagé=<augmented only in tHe
casg where the ST augments the assurance package beyond that claimed by the PP-Configuration

NOTE 2 For exact conformance, it is allowed to claim conformance te'a/PP that claims conformance to|a
‘package, or a PP-Configuration that has components that claim conformance to a package, but those are ngt
reflgcted in the ST’s conformance claim.

may|also include a conformance claim with respect to PPs:O
— ['PP Conformant”;
A PP or TOE meets specific PP(s).

A Direct Rationale ST may only claim cofiférmance to one or more other Direct Rationale PPg.
(See Annex B)

may|also include a conformance claim-with respect to PP-Configurations:

(

— B ST may claim conformanqe.tz) exactly one PP-Configuration;

— pDirectRationale ST sh:{]h)nly claim conformance to a PP-Configuration if that PP-Configuratign
uses the Direct RatioQale approach.

NOTE 3 The evaluatlon of a PP-Configuration can be performed upfront, independently of any
product evaluatiod. Alternatively, the evaluation of a PP-Configuration can be performed during the
pvaluation ofaconformant ST, prior to evaluating the ST conformance claim. See 13.3 for a discussion pf
the evaluation of PP-Configurations.

PP-Modules are used to build specific PP-Configurations on top of one or more PP-Module Base(d).
Henge{PP-Modules shall only be used by STs through claimed PP-Configurations.

if evaluation methods/ evaluation activities that have been derived from ISO/IEC 18045 are
identified in the conformance statement of any package, PP, PP-Module, or PP-Configuration to
which the ST claims conformance, then the conformance claim shall also include a claim in the
following form:

“The TOE is evaluated using evaluation methods/ evaluation activities defined in <reference>.”

In this statement, <reference> is replaced by the identification of the location of the relevant
evaluation methods and evaluation activities.

STs that reference evaluation methods/ activities are not required to reproduce the text of the
evaluation methods/ activities within the ST.
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A ST shall only make a conformance claim for evaluation methods/ evaluation activities that are
included in a package, PP, PP-Module, or PP-Configuration claimed by the ST.

NOTE4  The reader is reminded that it can be the case that a ST claims no PP or PP-Configuration but can still
directly specify a package.

A ST can claim conformance to several PPs. If one such PP has exact conformance type, then all PPs
shall be of the exact conformance type. Otherwise, the PPs can have a mix of strict and demonstrable
types, and the consistency of the combination of demonstrable and strict conformance shall be
validated as part of the ST evaluation.

]

pr more information and requirements on the conformance claims for STs see Annex D.

T

pr more information and requirements on conformance types see Annex E.

2.3 Assurance requirements

ST that claims conformance with ISO/IEC 15408-3 (possibly extended) shall define the global set of
ARs that applies to the TOE.

ST may define a distinctive name for the set of SARs that are applicable. However, the yse of an
jugmented) pre-defined EAL or an (augmented) assurance packdge defined in an applicable [external
eference shall require the usage of the same name.

b Srealile SN 72 Mo SN

p—

f additional SARs are specified, or SARs are replaced with-hierarchically higher SARs in an| ST then
hy derived evaluation methods / evaluation activities shall be addressed in the assurance fationale
¢ demonstrate that the evaluation methods / evaluationactivities used by the ST:

o o

- are still adequate, i.e. the new SAR has no effect.on the EMs/EAs specified for use in the ST and the
assurance that they provide; or

- have been addressed by defined refinemer;ts to the original EMs/EAs specified by the ST so that
the resulting EMs/EAs required forsthe ST generate assurance that is the same or higher than the
original EMs/EAs applied to the STFtor

- havebeen supplemented by additional EMs/EAsto so thattheresulting EMs/EAs generate agsurance
that is the same or highe£ tHah the original EMs/EAs applied to the ST.

EXAMPLE An activity that’was an examination of documentation for a lower SAR but where gdditional
¢sting might be needed fox.a hierarchically higher SAR can supplement the original documentation efvaluation
Ctivities with addition@{evaluation activities that require testing.

QO et

R )
L)

12.4 Additionabrequirements in the exact conformance case

12.4.1 Additional requirements for the conformance claim

A ST shall not claim conformance to an exact conformance PP/PP-Configuration and, at the sajme time,
to other PPs which are not of exact conformance type, i.e. a PP/PP-Configuration of exact confprmance
shallnot be combined with strict or demonstrable conformance.

12.4.2 Additional requirements for the SPD
A ST claiming exact conformance:

— shall contain the SPD of all the packages and the PPs or PP-Configuration to which it is claiming
exact conformance, including all SPD elements;

— shall not include any SPD-elements that are not present in the packages or PPs/PP-Configuration to
which it is claiming exact conformance.
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NOTE The SPD that is instantiated in the ST from a PP-Configuration contains exactly the SPD-elements
present in the PP-Configuration’s components (PPs and PP-Modules). Note that PP-Configuration components
can combine to change or eliminate SPD-elements (e.g. an assumption in a base PP can become a threat that is
countered by a PP-Module on top of that base PP), so the result that appears in the ST considers these kinds of
modifications. See 11.3.

12.4.3 Additional requirements for the security objectives

A ST claiming exact conformance:

— shal[ contain all the securlfy OBJQCEIVGS for the TOE spec111ea i all of the PPS to which It claims
conpormance,;

— shal| not specify additional security objectives for the TOE that are not specified in the combinatign
of the PPs to which it claims conformance;

— shal| contain all of the security objectives for the operational environment that are specified in tHe
compination of PPs to which it claims conformance; and

— shal| not specify additional security objectives for the operational environment that are not present
in the combination of PPs to which it claims conformance.

The samfe is true for PP-Configurations. The security objectives that aré instantiated in the ST from
PP-Configuration contain exactly the security objectives present in the RP-Configuration’s component
It should be noted that PP-Configuration components can combine-to change or eliminate securit
objectivgs (e.g. a security objective for the environment in acbase PP may become a TOE securif
objective in a PP-Module using that base PP), so the resulting STxeflects these kinds of modifications.

<< Yo

12.4.4 Additional requirements for the security requiréments

A ST shall contain all the SARs present in the PPs, anci all the SFRs present in the PP-Configuratign
compongnts, with the following exceptions:

— ST authors shall not include additional orhierarchically higher security requirements;

— SFR§ designated as selection-based SFRs in the PPs or PP-Modules shall be excluded if the selectign
that|requires their inclusion is not“chosen by the ST author;

— SFR$ designated as optlonaJ\SFRs in the PPs or PP-Modules may be included or excluded while
maintaining its exact conformance claim.

N\

NOTE 1 | SFRs in an exactCpnformance PP can be iterated and refined (as stated in ISO/IEC 18045 for ASK_

CCL.1-12). >

s

NOTE 2 | See 7.3.26)for further information in regard to optional and selection-based SFRs.

NOTE 3 | See Anuneéx E for further information on PP conformance.

12.5 Additional requirements in the multi-assurance case

A multi-assurance ST shall claim conformance to exactly one multi-assurance PP-Configuration and no
other PP or PP-Configuration.

A multi-assurance ST shall organize the TSF in sub-TSFs and claim a specific set of SARs for each of
the sub-TSFs and a global set of SARs for the entire TOE: this can be achieved exclusively through the
conformance to a multi-assurance PP-Configuration. The TSF structure defined in the ST is inherited
from the PP-Configuration, and the sets of SARs that apply to them in the ST are either identical to the
ones defined in the PP-Configuration or augmented.

A multi-assurance ST may extend the multi-assurance PP-Configuration (of strict or demonstrable
conformance type) with additional SFRs (and related SPD and security objectives as necessary) so that
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each new element completes at a minimum one PP or PP-Module of the PP-Configuration provided the
required conformity rules are satisfied, i.e. the new SFRs are aimed at extending the sub-TSFs defined
by the components of the PP-Configuration. As a consequence, the extended sub-TSFs are subject to the

set of SARs as defined in the original PPs/PP-Modules.

A multi-assurance ST may claim the sets of SARs defined in the multi-assurance PP-Configuration, or, in
the case of strict or demonstrable conformance type, may provide a rationale to claim “augmented” sets

of SARs, similar to STs in the general model.

In order to conform with two or more PPs according to their respective sets of SARs, a multi-assurance

PP-Configuration composed of the PPs shall be defined and claimed by the ST.

ST that claims conformance with a multi-assurance PP-Configuration and augments all'the a
sets of SARs to reach the same set of SARs for the entire TOE and all of the sub-TSFs becomes
apsurance ST. In this case, the evaluation of the TOE shall follow the single-assurance ey
approach. This is only allowed for PP-Configurations of strict or demonstrable cenformance ty

bplicable
a single-
aluation
pe.

ST that claims conformance with several PPs can only define a global set of SARs that applies to the

entire TOE, thus giving rise to a single-assurance ST. The ASE rules for emsiiring the consisten
apsurance requirements of the single-assurance ST with regard to the PPs apply.

ST that claims conformance with one single-assurance PP-Configuration, i.e. which defines
set of SARs for the entire TOE and its parts, cannot become a.faulti-assurance ST. The reasqg
the multi-assurance consistency rules are defined at PP-Configuration level. In order to achie

ulti-assurance PP-Configuration derived from the PP-Conffiguration shall be defined and eva

Fpr more information on multi-assurance PP-Configutations and STs see 12.4.2. A ST thg
cpnformance with a multi-assurance PP-Configuration may become a multi-assurance ST by
for each sub-TSF, the applicable set of SARs. Thisawil be either the same set of SARs inherited
PP-Configuration, or a larger set (augmentation,wvalid only in the strict and demonstrable conf

type cases) which requires the update of the assurance rationale provided in the PP—Configur:[ion.

multi-assurance ST may define distinétive names for the sets of SARs that apply to the e
apd to each sub-TSF. The names shall:be consistent with the names given in the PP-Configura
uke of an (augmented) pre-defined EAL or an (augmented) assurance package defined in an a
ekternal reference requires the wsage of the same name.

N\
multi-assurance ST that(Claims strict or demonstrable conformance to a PP-Configura
ektends the sets of SARg of'the PP-Configuration it claims conformance to shall provide an a
rationale that justifies the consistency of the extension.

multi-assurancé ST shall conform to each and all of the individual conformance types
identified in the cenformance statement of the multi-assurance PP-Configuration.

OTE AST that claims conformance with more than one PP can only define a global set of SARs, whi
t¢ the entire/TOE. In such a case, the ASE rules for ensuring the consistency of the assurance requirems
S[ with regard to the PPs apply.

cy of the

only one
n is that
Ve this, a
uated.

t claims
Hefining,
from the
brmance

ire TOE
fion. The
bplicable

tion and
ssurance

that are

th applies
nts of the

ipn “AXY”

composed of PP A and two PP- Modules X and Y. The TSF structure consists of the sub-TSF defined in A,
X and Y. The global set of SARs (SAR.) and the multiple sets of SARs applicable to the sub-TSFs come

from the PP-Configuration without any augmentation.
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Security Target

Conformance claim
PP-Configuration AXY

Assurance requirements
Global SAR

sub-TSF, — (SAR(, SAR,)
sub-TSFy, — (SAR(, SARy)

PP, — STRICT, PP-Moduley— STRICT, PP-Moduley,— DEMONSTRABLE

sub-TSE.— (SAR_ _SAR..)
Y T T T

Multi-assurance rationale
Based on Rationale,yy

/ TOE

rPP-Configuration AXY A

| Components list

: PP A, PP-Module X, PP-Module Y
I Conformance statement

| PP, — STRICT, PP-Moduley,— STRICT, PP-Moduley<= DEMONSTRABLE
| Global SAR

| sub-TSF, — (SAR, SAR,)
| sub-TSF, — (SAR., SARy)
: sub-TSF, — (SAR¢, SARy)

| Multi-assurance rationale (
| Based on RationaleA,Rationele;, Rationaley
!

|

| A
| &)
|

|

|

PP:A PP-Module X

Figure 9 — Example of multi-assurance ST

13 Eva|luation and evaluation results

13.1 General

This clause presents the expected results from PP, PP-Configuration and ST/TOE evaluations performed
according to either ISO/IEC 18045, and/or additional evaluation methods and activities.
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The goal of evaluation is to provide objective and repeatable results that can be cited as evidence, even
if there is no absolute objective scale for representing the results of a security evaluation.

NOTE1 A trade-off between following the relevant state of the art versus a sufficient level of repeatability
is often necessary. Therefore, properties such as objectivity and repeatability are not seen as absolute by the
standard, but rather as goals that can be approached in different ways. For example, ISO/IEC 15408-4 provides
one such framework for preserving objectivity and repeatability when deriving evaluation activities from
ISO/IEC 18045.

An evaluation result represents the findings of a specific type of investigation of the security properties
G [<} TCE- Su\,h [2} 1cou}t dUCD llUt autuxuat;ua}l_y suax CllltCC f;tllCDD fUl uocT ill Clll_y lJCll ti\,ulal Cll.l 1icati0n
environment. The decision to accept a TOE for use in a specific application environment-is based on
bnsideration of many security issues including the evaluation findings.

O

[

jgure 10 describes the various evaluations that are needed to provide confidence€in the eyaluation
esults for a TOE.

—

Evaluate PP Evaluated PP
PP evaluation results PP Catalogue

Evaluate i ) PP-
PP- PP-Configuration Evaluated Confieuration
Confi . evaluation results \ PP-Configuration 8
onfiguration ) Catalogue

N\t
_~.\-Evaluated ST Evaluate
) ST evaluation results ST
S\

TOE Evaluated

evaluation results TOE TOE
Catalogue

Evaluate
TOE

Figure 10 — Evaluation flow

The ISO/IEC 15408 series gives criteria for four types of evaluation:

a) a PP evaluation which is based on the APE class given in ISO/IEC 15408-3, described in 13.3;

b) aPP-Configuration evaluation which is based on the ACE class given in ISO/IEC 15408-3, described
in 13.3;

c) aST evaluation which is based on the ASE class given in ISO/IEC 15408-3, described in 13.4;
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d) a TOE evaluation, which is based on an evaluated ST and the criteria for evaluating the security
requirements claimed by the ST, described in 13.5.

PP and PP-Configuration evaluations provide confidence that the PP and/or PP-Configuration meets the
requirements of the ISO/IEC 15408 series. Catalogues of PPs and PP-Configurations can be maintained
by authorities or others which define the criteria for inclusion in the catalogue.

NOTE 2  The criteria for inclusion in a catalogue are out of scope for the ISO/IEC 15408 series.

PP-Modules are only evaluated as part of an evaluation based on a PP-Configuration.

Packages are only evaluated as part of a PP-Configuration, PP, or ST evaluation.

NOTE 3 | In practice, a ST that claims conformance with some non-evaluated PP-Configurations can! still he
evaluated by performing the PP-Configuration evaluation first.

A ST evaluation leads to an intermediate result that is used in the frame of a TOE evaluatien. Optionallly,
STs may|be developed with conformance claims to packages, PPs and PP-Configuratiohs.

ST/TOE pvaluations can lead to catalogues of evaluated TOEs. In many cases thése‘catalogues refer {
the IT pfoducts that the TOEs are derived from rather than the specific TOE(Therefore, the existende
of an IT|product in a catalogue cannot be construed as meaning that the whole IT product has been
evaluated; instead the actual ST defines the actual extent of the TOE evaluation.

o

Refer to the Bibliography for examples of such catalogues.

13.2 Evaluation context N

J

In order|to achieve greater comparability between evaluation results, evaluations should be performed
within the framework of an evaluation scheme.

NOTE 1 | TheISO/IEC 15408 series does not state requirements for such evaluation schemes.

Supporting greater comparability between evaluation results is also achieved through the uge
of common evaluation methods producing:these evaluation results. Use of a common evaluatign
methodqglogy contributes to the repeatability and objectivity of the results but is not by itself sufficient.
Many of the evaluation criteria require:the application of expert judgement and background knowledge
for which consistency is more difficiieto achieve. In order to enhance the consistency of the evaluatign

findings| the final evaluation resulfscan be submitted to a certification process.
W

NOTE 2 [ The ISO/IEC 15408 series does not provide requirements to assess the competences of developers ¢r
evaluatoys. ISO/IEC 19896- 3«§r0V1des competency requirements for the ISO/IEC 15408 series evaluators that
can be uded as a support in the evaluation process. However, it only addresses basic methodology competencgs
and does[not address the way to assess:

— techhology-specific knowledge and skills such as those required to perform ADV, ATE or AVA_VAN evaluatign
on agiven product type;

— sect¢r-Specific knowledge that is typically required to perform ASE, APE or ACE evaluation.

Additionally, specific skills required by evaluations made in accordance with ISO/IEC 15408 can require
additional competence assessment methods. For example, to assess sKkills related to formal methods.

For the ISO/IEC 15408 series, the generic methodology for IT security evaluations is given in
ISO/IEC 18045. More specific evaluation methods and activities may be derived from ISO/IEC 18045
by using the framework given in ISO/IEC 15408-4, by refining standard assurance components or by
defining extended assurance components.

It can be necessary for PP authors to augment the generic methodology for IT security evaluations given
in [SO/IEC 18045 with a method that includes technology-specific evaluation activities.

A certification process, which is outside the scope of the ISO/IEC 15408 series, can include an
independent inspection of the results of the evaluation leading to the production of a final certificate or
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approval, which can be made publicly available. The certification process is a means of gaining greater
consistency in the application of IT security criteria.

13.3 Evaluation of PPs and PP-Configurations
Basing a PP or a ST on an evaluated PP/PP-Configuration has two advantages:

— there is much less risk that there are errors, ambiguities, or gaps in the PP/PP-Configuration. If any
problems w1th that would have been found durlng the evaluatlon of that PP/PP-Configuration, are
o o 3 apse e PP/PP-

Conflguratlon is corrected,

evaluation of the new PP/PP-Configuration can re-use the previous evaluation results; requlting in
less effort being employed in the evaluation of the new PP/PP-Configuration.

If the evaluation of a PP is required then the APE criteria, given in ISO/IEC 15408+3 shall be us¢d.

If the evaluation of a PP-Configuration is required, then the ACE criteria given’in ISO/IEC 15408-3 shall
bl used.

he goal of such evaluations is to demonstrate that the PP, or PP-Configuration is complete, internally
cpnsistent, and technically sound and suitable for use as a templatejon which to build a ST o1f another

he method of stating evaluation results for PPs and PP-Confjgurations is described in 13.7.

OTE PP-Modules are not evaluated separately; they @be evaluated in the course of evaluating the PP-
Cpnfiguration that uses them.

3.4 Evaluation of STs

Al ST evaluation determines the sufficiencg’of the TOE, the operational environment and the|internal
cpnsistency of the descriptions and requirements it contains.

e ST evaluation shall be carried out by applying the ASE evaluation criteria, defined in
[$0/IEC 15408-3. The methods@and activities used to apply the ASE criteria are determined by the
epaluation methodology tha{ is-associated with the ST, which is specified in ISO/IEC 18045 or by
epaluation methods/ acti ifles that are derived from ISO/IEC 18045. Derived evaluation npethods/
epaluation activities are {zalidated outside of the ISO/IEC 15408 series and ISO/IEC 18045 fraljllework.

sers of this documeﬁf‘/serles should be aware that evaluation schemes do not always approve the use
particular evalu‘atlon methods/evaluation activities. A ST can require evaluation methods/eyaluation
Ctivities, and an évaluation scheme can decide not to carry out evaluations following this ST.

QJO

he methedlof stating ST evaluation results is described in 13.7. These results also identify gny PP(s)
hd package(s) to which the ST claims conformance.

D

13:5”Evaluation of TOEs

A TOE evaluation determines that the correctness of the TOE against the criteria defined in the ST. As
said earlier, the TOE evaluation does not assess the correctness of the operational environment.

The TOE evaluation is more complex. The principal inputs to a TOE evaluation are the evaluation
evidence, which includes the TOE and the ST, but will usually also include input from the development
environment, such as design documents or developer test results.

The TOE evaluation consists of applying the SARs (from the ST) to the evaluation evidence. The
method to apply a specific SAR to a TOE is determined by ISO/IEC 18045 and by evaluation methods/
activities that are derived from ISO/IEC 18045. Derived evaluation methods/evaluation activities are
validated outside of the ISO/IEC 15408 series and ISO/IEC 18045 framework. Users of this document/
series should be aware that evaluation schemes do not always approve the use of particular evaluation
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methods/evaluation activities. A ST may require evaluation methods/evaluation activities, and an
evaluation scheme can decide not to carry out evaluations following this ST.

How the results of applying the SARs are documented, and what reports need to be generated and in
what detail, is determined by both the evaluation methodology that is used and the evaluation scheme
under which the evaluation is carried out.

The TOE evaluation may be carried out after TOE development has finished, or in parallel with TOE
development, provided that the appropriate assurance components are chosen for this evaluation.

QR o s

The met

13.6 Ev
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aluation methods and evaluation activities

IT evaluation methods and activities for each of the security assurance classes given i
15408-3 are provided in ISO/IEC 18045. The evaluation methods and activities given i
18045 are high level and depending on the technology type, the assurance level, or the securit
described, the provision of more specific evaluation methods and activities can be needed.

luation methods/ evaluation activities that have been derived from-ISO/IEC 18045 may H
d either as an inclusion in PPs, PP-Modules and packages or as separate supporting document

aluation results

Results of a PP evaluation

.~
J

Its of the PP evaluation shall include a “conformancé«claim” in accordance with 10.3.

ISO/IEC 15408-3 provides evaluation criteria fox:\PPs in the APE class.

Results of a PP-Configuration evaluation

Its of a PP-Configuration evaluation-shall include a “conformance claim” in accordance wit

(
PP-Configuration has been, evaluated, a ST evaluation may rely on the results of the P}
ation evaluation. \C

)
ISO/IEC 15408-3 provid?:s evaluation criteria for PP-Configurations in the ACE class.
O\
The evaluation of'_a ‘PP-Configuration can arise in two situations, with no impact on the evaluatid
ogy: (&

bendently efany product evaluation, or

e firststep of the evaluation of a ST that claims conformity with the PP-Configuration. Otherwise th
brmance claim is meaningless, and the ST evaluation would fail in this aspect.

1 4S)

4

13.7.3 Results of a ST/TOE evaluation

13.7.3.1

General

The results of a ST evaluation shall include a “conformance claim” as defined in 12.2.

A successful TOE evaluation requires a successful ST evaluation. The result of the TOE evaluation
process is either:

— astatement that all SARs have been met, and that therefore there is the specified level of assurance

that

78

the TOE meets the SFRs as stated in the ST;
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— a statement that not all SARs have been met and that therefore there is not the specified level of
assurance that the TOE meets the SFRs as stated in the ST.

NOTE In some cases the evaluation results are subsequently used in a certification process, but this
certification process is outside the scope of the ISO/IEC 15408 series.

If the TOE evaluation has resulted in a pass statement, the underlying product can be eligible for
inclusion in a catalogue of successfully evaluated products.

13.7.3.2 Use of ST/TOE evaluation results

(i\nce a ST and a TOE have been evaluated, asset owners can have the assurance, as definéd'ih the ST,
that the TOE, together with the operational environment, counters the stated threats,The eyaluation
bsults may be used by the asset owner as part of a risk-acceptance decision related\to expgsing the
apsets to the threats.

—

However, risk owners should carefully check whether:
a) the SPD in the ST matches their own security problem;

b) their operational environments conform (or can be made to conferm) to the security objeqtives for
the operational environment described in the ST;

c] any guidance documents provided by the developer in-th€ context of the TOE evaludtion are
followed during the installation, configuration, and opere}tion of the TOE.

If any of these conditions do not hold true, the assoctatéd assurance cannot be relied onfand the
valuation results should be treated accordingly in a%isk-acceptance decision.

D

dditionally, once an evaluated TOE is in operation, it is probable that previously unknown ¢rrors or
vulnerabilities in the TOE will be identified. In'that case, the developer can correct the TOE (td address
the vulnerabilities) or change the ST in a way that excludes the newly identified vulnerabilities [from the
sgope of the evaluation. In either case, the{old evaluation results can no longer be valid.

OTE If assurance is to be maintaified, re-evaluation is needed. The ISO/IEC 15408 series can bg¢ used for
this re-evaluation, but detailed procedures for re-evaluation are outside of the scope of this document.
(

X

1{3.8 Multi-assurance e{/a\l'uation
F

pr a multi-assurance PP\-(fonfiguration, the ACE requirements, given in ISO/IEC 15408-3, engure that
the combination of different sets of SARs does not undermine the expected security of the urjderlying
apsets, as defined inthe SPDs of the PPs and PP-Modules that compose the PP-Configuration.

br a multi-assurance ST, the ASE requirements, given in ISO/IEC 15408-3, ensure that the ST is
bnformant(to a multi-assurance PP-Configuration which satisfies ACE assurance requifements.
his means that the organization of the TSF in sub-TSFs and the sets of SARs that apply to them are
bnsistent with the PP-Configuration. For each sub-TSF this means that the multi-assurance T claims
sét’of SARs that is identical or an augmentation of the set of SARs defined in the PP-Configurjation for

pa L LDD DD M Al o)
ITLUITTSPUIIUITg CUIITPUIITIIU (' UL T'T=IVITUUUIT).

0 A -0

The general model of the standard, which holds in a multi-assurance evaluation, requires that the
evaluator evaluates the TSF in order to ensure the security of the TOE. In the context of multi-assurance,
the evaluator still considers the impact on the entire TOE, when evaluating each of the sub-TSFs.

In practice, a multi-assurance evaluation can be seen as several evaluations of the same TOE, according
to different PPs. The multi-assurance evaluation adds the consistency checks that are required to
ensure that these evaluations can be performed together. This means in particular that the set of SARs
associated with a sub-TSF does not impact on the other sub-TSFs. Therefore, the evidence required by
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the SARs of one sub-TSF cannot be negatively impacted by the SARs that have been chosen for the other
sub-TSFs.

EXAMPLE Let us imagine that a PP-Configuration selects AVA_VAN.3 for one sub-TSF. ADV_TDS.3 will then
be required by dependency. The evaluation of ADV_TDS.3 for this sub-TSF will, by definition, consider all the
subsystems of the TOE, regardless of the ADV_TDS levels of the other sub-TSFs defined in the TOE.

The multi-assurance evaluation of a TOE which conforms with a multi-assurance ST consists in
evaluating the entire TOE against the global set of SARs and evaluating each of the sub-TSFs against
the corresponding sets of SARs, as defined in the ST. The order of the evaluation activities is left to the

evaluatwmmmmmmmm S
of the sup-TSFs and the difference between the global set of SARs and the sets of SARs that apply te the

sub-TSFj.

The limifation of multi-assurance evaluation to TOEs (and ST s) that conform with one multi-assurange
PP-Configuration and the definition of the multi-assurance consistency rules in ACE allow:to limit the
impact dn the other assurance classes. Performing a multi-assurance evaluation consists in applyirlg
a uniform interpretation of all the assurance classes, as defined in ISO/IEC 18405: in the context of|a
multi-asfurance evaluation, whenever a SAR mentions the “TOE” it refers to the entite TOE. Whenever|a
SAR mertions the “TSF”, it refers to the sub-TSF to which the SAR applies.

A multi-pssurance ST reflects the TSF organization in sub-TSFs defined in the PP-Configuration fo
which thie ST claims conformance. This TSF organization does not describe the organization of the TOE[s
implementation in subsystems and modules, but rather associates a given set of security functionalitigs
(sub-TSH) with specific assurance requirements. It can happenCthiat sub-TSFs are implemented Hy
different sets of subsystems/modules, but there can also be séme degree of overlap: a subsystem ¢r
module ¢an implement functionalities belonging to two different'sub-TSFs. This means that the two sefs
of SARs ppply to the common subsystem or module (i.e. thieyunion of the sets of SARs applies). In both
cases, fof each sub-TSF, all of the other sub-TSFs belong te the TOE and the corresponding subsystemg/
modules|shall be evaluated through the prism of the requirements of the sub-TSF.

14 Composition of assurance

14.1 G¢neral

(
3

IT produlcts are almost always composed from several components, whereby some of them are evaluatgd
and somg are not. Independent product components are often evaluated separately, and the question ¢f
composihg the security assurante of the single components to determine the security assurance of the
entire pifoduct arises. N

)
EXAMPLE Software is gobmposed with evaluated hardware to create an IT product.
Composition of assurance is dependent upon:

— the fype of-composition;

— the gecarity function policies, and OSPs that the component evaluation was based on;

— the claimed security assurance, for example the assurance level;
— the overall security policies for the entire product.

Concepts of composition models are described in 14.2. Evaluation methods by which security assurance
in such composition models can be provided are given in 14.3. Considerations about the re-use of
evaluation results related to individual product components in the composition approach are addressed
in 14.4. 14.5 addresses the relationship between composite and multi-assurance evaluation approaches.
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14.2 Composition models

14.2.1 Layered composition model

In this type of composition, one component is built on top of another component, as pictured in
Figure 11.

"Dependent” component “B”

"Base” component “A”

Figure 11 — Layered composition model

—3

he following assumptions are made in regard to the layered composition model:

- the base component is independent from the dependent component;

- the base component is not modified by the dependent component;

- the dependent component uses the functionality of the base.éemponent and not vice versa

A

hose performing such a composition should consider thatf~

—

- the dependent component can depend on other funchionality than the security functionality in the
scope of the evaluation of the base component;

—

wo examples are given to clarify the layered composition model described in Figure 11.

XAMPLE 1  The first and main example comes from the smartcard domain, where an evaluation echnique
hs been defined for the layered composition\itddel. In this context, a smartcard is built up with a combjnation of
tyvo parts:

= Tl

—+ ahardware integrated circuit (IC)\part (as a base component);
(
-t asoftware part on top of it(as'a dependent component).

The software part can depe@ on functionality that does not belong to the evaluated security functipnality of
lhe underlying hardware. However, in general almost all instructions of the hardware are part of the hardware’s
pcurity functionality,and are used to implement the security functionality of the software part.

>

L)
The software part'6fthe smartcard is potentially layered itself, consisting of an

v

- ‘Operating Syétem‘ layer with possibly integrated applicative functionality (as a base component);
—+ ‘Applieation’ layer on top of it that contains different applications (as a dependent component).

Alll these parts can be developed by different actors with specific objectives.

EXAMPLE 2  Applications running on a personal computer follow the same principle, with an operating system
(OS) acting as a base component and the application layer as a dependent component: the application uses
Identification and Authentication provided by the OS, builds its own objects on top of the OS file system, builds
its own application structure on top of the OS address space management and separation, and needs to enforce
specific properties (e.g. fault tolerance, information flow control). If the OS has already been evaluated, then the
security functionality of the application layer can be broken down to the evaluated security functionality of the
base component. Where this is not possible, the dependent component implements the security functionality by
itself. Furthermore, the dependent component can depend on functionality that does not belong to the evaluated
security functionality of the underlying base component.
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14.2.2 Network or bi-directional composition model

In this type of composition, a component uses the specific functionality of another component
communicating via some communication channel, as pictured in Figure 12.

component component
llA" MB"

A
A 4

Figure 12 — Network or bi-directional composition model

The follqwing assumptions are made in regard to the network or bi-directional composition model:
— the gecurity interdependencies are clearly described;

— both products are separated such that there is no other channel or influence<than the defined onej
— both products implement the functionality required to protect the communication channel.
EXAMPLE1 An application (component “A”) using the functionality of an external LDAP server (component
“B"). \

Those pefforming such a composition consider that: . 2

— secufity functionality might not fit together.

EXAMPLE 2 Access control can be based on different objects:

— assumptions made on a component might not be valid: -

EXAMPLE 3  Assumption on the protection of crifical data transferred to another component:

— secufity functionality can have unwanted side effects.

EXAMPLE4 A covert channel leakingcf’};ptographic keys.

If these|kinds of issues are idéntified, then they should be clearly documented along with tHe
determination of appropriate ml‘tiigating controls.
R

14.2.3 Embedded comn(;Sftion model

In this type of compesition, a component is used as part of a larger component or product, as picturgd
in Figure 13.

Mai Minor
l'laJUl TYITITOT
component “B” component “A”

Figure 13 — Embedded composition model

The following assumptions are made in regard to the embedded composition model:
— there is usually no separation between the components;

— each part can influence the other via channels and interfaces other than the intended ones.
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EXAMPLE Alibrary or subsystem providing specific security functions as part of a larger product.

Those performing such a composition should consider that due to the lack of separation, components

potentially:
— bypass the security functionality of the other components;
— modify the security functionality and security policy of other components and of the whole

— introduce a number of critical side effects.

product;

NOTE If separation is specified, ADV_ARC given in ISO/IEC 15408-3 describes the criteria for evaly
14.3 Evaluation techniques for providing assurance in composition models

14.3.1 General

use of the composition models described in 14.2, a corresponding suitably, defined evaluation
iy needed.

1¢.3.2 and 14.3.3 address evaluation techniques for the layered Composition model. 14.3.2 d
hpw the ACO class defined in ISO/IEC 15408-3 may be used-for composed TOEs, and in 1
epaluation technique for composite products is provided whichis already widely applied in the
ahd shows multiple advantages (see 14.3.3.1). X

The other two composition models (i.e. bi-directional 4#d embedded) are not explicitly addr
cpnstructs defined in the ISO/IEC 15408 series.

4.3.2 ACO class for composed TOEs

bmposition model as described in 14.2,both of which have been separately evaluated. These co
OEs can be described as a base TOE and a dependent TOE, as shown in Figure 14. In such a
AlCO class is used for evaluating the‘composed TOE.

1 J

Tlhe ACO class specified in ISO/IEC 1540893 addresses a TOE composed of two TOEs using 3
c

T

An evaluation of such a com-pZ)sed TOE consists of evaluating the interaction between bo
whereby reuse of the evalsation results from both the base TOE and the dependent TOE takes
W

$O0/IEC 15408-5 proyides pre-defined CAPs that may be used for determining the compos

o\
apsurance level. «‘\,

et

Tlhe ACO class is'aﬁplicable up to ‘Enhanced-basic’ assurance level.

ation.

Tp achieve reliable and repeatable evaluation results for the evaluation of IT,products (TOEs) tlhat make

method

escribes
4.3.3 an
industry

essed by

layered
mponent
case, the

th TOESs,
blace.

bd TOE’s
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Composed TOE
(to be evaluated)

dependent TOE
(already evaluated)

base TOE
(already evaluated)

Figure 14 — Composed TOE evaluated using the’/ACO class

14.3.3 Composite evaluation for composite products

14.3.3.1| General

v

The composite evaluation technique addresses the layered composition model for composite product
as described in 14.2 and is devised to meet the following objectives:

— indgpendently performthe evaluation of abase componentto address several dependent components
and customers;

— credte one or several dependent component(s) to use with an evaluated base component;

\E
— install one dependent componerit'onto an evaluated base component to reduce the evaluation effort
keeping a high level of configaqce.

The confposite evaluation technique describes a way to perform transfer of knowledge and reuse ¢f
evidencg, in order to meet these objectives.

The COMP related assura}lce families specified in ISO/IEC 15408-3 for the ADV, ALC, ASE, ATE and AVA
classes grovide evaluation criteria pertinent to composite products using this layered model.

14.3.3.2| Objectives

This methodforcompuositionof assurance applies totayered products that comprise one imdependently
evaluated base component and one dependent component.

NOTE A dependent component potentially consists of one or more dependent sub-components. For
simplification, they are considered as ‘one dependent component’ in the following.

The composite product is made of the integration of the already evaluated base component (including
its base TOE) and the dependent component. Hereby, the base TOE is part of the composite TOE. In the
composite evaluation approach, the evaluation results already obtained for the base TOE are reused,
and the evaluation of the dependent component is performed within the evaluation of the composite
product, whereby in particular focus is laid on the evaluation of the relationship between the base TOE
and the dependent component. Therefore, an assurance level is claimed for and applies to the composite
product as a whole and not to the dependent component only.
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The composite product, with its base component (including the base TOE) and dependent component,
is intended to be efficiently evaluated. The specific composite evaluation technique is set up with the
objective to optimize the evaluation of such a composite product.

Unlike ACO-based evaluation, this allows a direct comparison with similar products that are evaluated
at once without using composition techniques. Moreover, there is no limitation in the assurance level,
i.e. the composite product can claim any pre-defined EAL or well-defined assurance package, including
resistance up to ‘High attack potential’ as defined in ISO/IEC 15408-3 AVA_VAN.5, whereas ACO
is limited by CAP requirements up to ‘Enhanced-basic’ attack potential. The aim is not to define an
additional assurance class, but to define additional assurance requirements for a composite evaluation.

EXAMPLE Examples of smartcard devices requiring high-level assurance include payment afjd digital
signature applications.

4.3.3.3 Design of composite product and composite TOE

bmponent whereby in view of evaluation aspects the following rules and constraints apply for the

1

Tlhe composite product is composed of one base component (including its base/TOE) and one d¢pendent
c

cpmposite product and its composite TOE part:

—+ the base component builds the underlying independent layer of the.composite product and contains
the base TOE. The base component with its base TOE shall already have been evaluated;

—+ the dependent component builds a supplementary layer ¢f the composite product that is d¢pendent
on the base component and that shall be evaluated in theframework of the composite evaluation;

— the composite TOE is part of the composite product 4rd covers the entire dependent component, and
the base TOE, more detailed a superset of thebase TOE functionalities is required for th¢ correct
and secure execution of the composite product;

NOTE1 A composite TOE can contain pakfs’that are independent from the base component / base TOE.
For simplification, such parts are considered as belonging to the dependent component.

—+ the dependent component cannotirely on base component functionalities that are in fhe base
component, but lie outside the:base TOE (that is, functionalities in the non-TOE part of the base
component);

(

X

— the non-TOE part of the }omposne product can use base component functionalities, in particular

base TOE functlonalrti\?s As usual, the composite evaluation needs to determine that this non-TOE

part of the comp051te product is non-interfering with the dependent component - neither directly

nor through thewsage of the base component functionalities;
\}

.

—+ non-TOE pdrts of the composite product, in particular non-TOE parts of the evaluafed base
component(that is, parts in the base component lying outside the base TOE), are considergd part of
the opérational environment of the composite TOE.

Z

OTE2 . Composite evaluation is applicable independently of the EAL for the composite product aimdgd. Where
meé-evaluation activities are not applicable due to the EAL chosen, they are also not expected to be applied.

%)

NOTE 3  This document only addresses cases where the level of assurance of the base component is equivalent
or higher compared to the composite evaluation level.

NOTE4 Inthe case where both base component and dependent component have already been evaluated using
the ISO/IEC 15408 series, the composite evaluation work potentially relies on the results already obtained both
from the previous base component evaluation and the previous dependent component evaluation. Nevertheless,
the composite evaluation objective as defined in this document has still to be achieved.

Figure 15 illustrates the general design and layering of a composite product and composite TOE in the
framework of the composite evaluation approach.
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Composite Product
Composite
TOE —
bm:indary D dent C . Non-TOE part of the
(red) ependent Lomponen Composite Product
. | Non-TOE part of the |}
bdsSc LOIIPOIICTIt E Base Product
7 . Base Product
boundary
Base TOE Composite Product
boundary boundary
(red dotted)

Figure 15 — Composite evaluation

A

Several fomposition steps can follow each other. In other terms)the base component can itself be|a
composife product consisting of an own already evaluated base(Component and a dependent component.

14.3.3.4{ Roles

The bas¢ component and the composite product, more precisely the base TOE and the composite TOE
are bothf undergoing an evaluation. Therefore, beth of them have a sponsor, a developer, an evaluatd
and an ejaluation authority.

-

=

For the fomposite evaluation model addressing the evaluation of the composite product, a preceding
finalized evaluation of the base component with its base TOE is expected. The composite evaluatign
performp the evaluation of the coraposite product by re-using the evaluation results of the already
evaluated base component. Henc the evaluation of the composite product focuses on the evaluation ¢f
the depdndent component including its relationship to the base component and hereby takes the bage
TOE with its related evaluatig\rl results into account.

In practjce, there is ng C\oﬂfposite product developer since the composite product results from the
integratfon of the dependent component and the base component. Instead, the relevant developef
related rfoles here are:

— the flependent component developer responsible for implementing the dependent component (and
further non-TOE parts of the composite product, if applicable);

£ 1 lala £ H 1 43 £laal i
I the ASTLUIITPUIICIITUTVTTUPTT T TS PUTTSTUTC TUT THTPTCTIITITTIUIATE TITCT U ST L UTITUUTITIIT,

— the composite product integrator responsible for the integration of the base component and the
dependent component.

In order to address this role model, the composite evaluation approach and technique defines additional
evaluation activities for the above-mentioned dependent component developer, the base component
developer, and the composite product integrator.

NOTE1 As already mentioned, the dependent component can have undergone a separate evaluation, but the
evaluator and evaluation authority of this previous evaluation are not considered here. If the base component
and the dependent component were evaluated separately, each of them would have a sponsor, a developer, an
evaluator, and an evaluation authority.
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NOTE 2  Asin the general cases, some actors involved can be the same. The composite evaluation context also
leads to specific cases of actors having several roles. Each evaluation will associate particular organizations or
persons to these generic roles.

EXAMPLE 1

— the base component developer can also be the base component sponsor;

— the base component evaluation authority can also be the composite product evaluation authority.

NOTE 3  The composite product integrator is a different role than the developer. While this integrator can, in
spme cases, also be one of the developers defined previously, this 1s not always the case.

Thhe following example illustrates the role of the composite product integrator:
EXAMPLE 2

—+ native smartcards: The underlying base componentis anintegrated circuit and the base component ¢leveloper
is the integrated circuit (chip) manufacturer; the dependent component is a card.operating systen and its
application(s) and the dependent component developer is the developer of the smartcard operating system
and the application(s). In this case, the role of the composite product integrator'is played by:

— the chip manufacturer embedding the core of the operating systeminto the ROM of the chip, then by;

— the card manufacturer usually loading some parts of the operating system and the applicationf into NV-
Memories (EEPROM and/or Flash) of the chip.

-+ Java Card technology-enabled devices: The underlying base.ebmponent is the Java Card System (Java Card
Runtime Environment, Virtual Machine and APIs}) on chip and the base component developer ig the card
manufacturer/issuer; the dependent component is adava Card applet, which can be developed by [an applet
developer playing the role of the dependent component developer. In this case, the composit¢ product
integrator role can be played by the domain/application service provider or by a trust centre lopding the
applet and often personalizing the card electrenically.

14.3.3.5 Action elements and requireddnformation

—3

p allow the evaluation of a composite,product, the composite evaluation technique identifies two main
pts of issues, leading to the following rules:
(

(%)

—+ the composite product cafi-be insecure due to gaps in the definition, integration or test of|the base
component and dependent component security mechanisms. In particular, the following prfoperties
are to be enforced: -/

— the assets«t‘b\\be protected are the final composite product assets defined in a dedicated
compositeproduct ST;

— the secuvrity mechanisms involved in the protection of these assets are those providdd by the
base component and by the dependent component;

require configuration, programming, or activation as allowed for the base TOE by the d¢pendent
component;

~£ )some of the security mechanisms and security services provided by the base compo;ent may

— evaluation is performed and validated on the final composite product.

To this effect, the composite evaluation technique defines specific action elements to be performed
by the actors involved in the evaluation of the base component, as well as in the development of the
dependent component and in the evaluation of the composite product.

— theaforementioned action elements are potentially impossible to perform due to alack ofinformation
sharing between actors. To avoid this, the composite evaluation technique explicitly defines which
information is required for each action element.
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Table 2 and Table 3 define which SARs shall be selected in the composite product ST, and the information
thatisrequired to be available for the dependent component developer, the composite product evaluator
and the composite product evaluation authority to allow and support a composite evaluation.

Table 2 — Information to be provided to the dependent component developer

SAR defining the ac- c q Originator of the
q Information required - :
tion elements information
Consistency of compos- [ST of the base component. Base component de-

nnnnnnnn

ite prodyetSeenrity

Target (ASE_ COMP) Information to build the composite product ST and to ensure

consistency of the security definition between the base com-
ponent and dependent component.

Information related to the base component’s security mech-
anisms and security services that the dependent component
has to manage or use.

Composite design com- |Information (usually in the form of a guidance or user’s man- |Base'component de-
pliance (ADV_COMP) ual) related to the base component’s security mechanisms veloper

and security services that the dependent component has to
manage or use.

Potentially, the composite product evaluator does not need all the detailed results of the base component
evaluati¢n for performing a composite evaluation of a composite productthat integrates such evaluated
base corpiponent. However, for reusing the base component evaluation results the composite produgt
evaluator needs complementary information on the assurance meastires where the base component and
the depgndent component interfere. In particular, for the examjination that the dependent component
meets tHe security requirements imposed by the base compodnent and for the vulnerability analysis ¢f
the composite product, the composite product evaluatormakes use of the evaluated base component(s
user guifdance, the related report of the base component evaluation authority (i.e. the report for an
evaluated product that confirms the acceptance of‘the evaluation results provided by the evaluator)
and the $o-called ETR for composite evaluation (ETR, COMP) described in 14.3.3.6.

All in all} for making use of the composite evaluation technique, in addition to the standard amount ¢f
information required by the assurance package chosen for the composite evaluation (e.g. an EAL), th

following is needed as outlined in Table 3.

¢

N\
Table 3 — Information to l;e\p’rovided to the composite product evaluator and composite
\_) product evaluation authority

Originator of the informa|

- i \
NG NS DR O$ Information required tion

tion elements

Consistepcy of ST of the base component. Base component developer
composife product

Information related to the composite product ST for
Security|Target ensuring consistency of the security definition between
(ASE_COMP) the base component and dependent component.

Information related to the base component’s security
Mmechnanisms and Security Services that the dependent
component has to manage or use.

ST of the composite product (including information on |Dependent component
the compatibility of the ST of the composite product developer
with the ST of the base component).
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Table 3 (continued)

SAR defining the ac-
tion elements

Information required

Originator of the informa-

tion

Integration of com-
position parts and
consistency check of
delivery procedures
(ALC_COMP)

Composite configuration evidence.

Organizational evidence of version correctness, on the
basis of configuration lists containing unambiguous
version information of the evaluated base component
and the dependent component having been integrated
into the final composite product. Evidence elements

Composite product integra-

tor

that security measures prescribed by the base compo-
nent developer and the dependent component developer
are actually being applied by the composite product
integrator.

Delivery and acceptance procedures evidence.

Information on the compliance of the delivery pro-
cedures of the base component developer and the
dependent component developer with the acceptance
procedure of the composite product integrator.

Organizational evidence that components {(dependent
component and base component) transinitted from an
actor to another are securely received, accepted and
parameterized.

Compesite product
tor

Base component dej

Dependent compon
developer

ntegra-

reloper

ent

(omposite design com-
pliance (ADV_COMP)

Base component-related integration regdirements and
recommendations, typically including the user guid-
ance.

Base component dey

reloper

ETR for composite evaluation:

Base component-related integration requirements and
recommendations.

Base component ev

hluator

Design complianceévidence.

Evidence that the‘composite product meets the base
component-related integration requirements and
recommendations. It enfolds evidence elements on how
the requirements on the dependent component design,
imposéd by the base component’s user guidance and
rep\)Pt of the base component evaluation authority are
fiifilled in the composite product. If such a requirement

‘\N was not followed, a rationale that the chosen composite

product implementation is still secure shall be given
here.

Composite product
tor

Dependent compon
developer

ntegra-

ent

Report for the base component evaluation generated by
the base component evaluation authority.

(Additional) Base component-related integration re-
quirements and recommendations.

Base component ev
authority

hluation

(omyposite functional

Composite product samples suitable for testing.

Composite product

ntegra-

testing
(ATE_COMP)

tor
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Table 3 (continued)

SAR defining the ac-
tion elements

Originator of the informa-

Information required .
tion

Composite vulnerabil- |ETR for composite evaluation. Base component evaluator
ity assessment (AVA_

COMP) Evidence allowing the composite product evaluator and

the respective evaluation authority to understand the
attack paths and the tests that have been considered
and performed for the base component and the effec-
tiveness of the countermeasures implemented by the
base component, and explanations related to residual
vulnerabilities of the base component linked to integra-
tion recommendations included in the base component
user guidance.

Report for the base component evaluation generated by |Base componentevaluation
the base component evaluation authority. authority

(Additional) Base component-related integration
requirements and recommendations, obligations, infor-
mation on vulnerabilities.

The base component-related user guidance. Base component developer

NOTE The report for the base component evaluation generated by the bas€ component evaluation authorif
can also Be relevant for the SARs ASE_COMP, ALC_COMP and ATE_COMP eveén'if not directly addressed in Table

Spe

In the cgdse of composition, the term ‘developer’ needs further claxitication in order to distinguish the
actors. Here, the base component developer, the dependent ceémponent developer and the composite
product ntegrator can be different entities. Similarly, for the terms ‘evaluator’ and ‘evaluation authority
(evaluatjon scheme)’ further distinguishing of the differént'éntities involved needs to be made.

In the chse where both base component and depemdént component have already been evaluated
a reduc¢d amount of evaluation activities is passibly sufficient to be performed considering th
evaluatipn results already obtained from the previous dependent component evaluation. Neverthelesfs
the composite evaluation tasks as defined in this document are still required.

<

[¢°]

EXAMPLE Smartcard. )

The smartcard architecture is composéd of a hardware platform and a software application on top of the
platform/In this case, the platform-isithe base component, and the application is the dependent component. |n
a compodite evaluation, the platforw/is already evaluated, the application is evaluated as part of the composite
evaluation and the results of t‘}lq\platform evaluation are re-used.

The hardjware platform p,ro‘yides functionality supporting the protection of the composite product’s assets, byit
the comppsite product behaviour depends on the software application having to use, configure, and activate the
security functionality;

Therefor¢, the hardware platform evaluation results usually provide specific security recommendations arld
conditiorls foythe software application implementation. The composite evaluation includes examination that the
combinatfion,.of both components does not lead to any exploitable vulnerability.

A composite evaluation method and associated evaluation activities are provided that include precise work
units with clear statements on the information required from the platform developer and provide an agreed
‘framework’ for information transfer from the platform evaluator to the composite product evaluator.

The information required is already available from the platform evaluation tasks and no additional work is
required from the platform developer.

There are no further requirements for the development class ADV.

The user guidance (AGD) of the platform is considered early in the development of the composite product and
provides all of the interfaces on which information is needed.

The development and the evaluation of the composite product rely on the proper implementation of the evaluated
interfaces of the platform.
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The proper use of all relevant interfaces between the platform and the application is in the scope of the composite
evaluation.

Test (ATE) and vulnerability assessment (AVA) are performed on the composite product taking advantage of the
available platform evaluation results.

14.3.3.6 ETR for composite evaluation (ETR_COMP)

14.3.3.6.1 Objective of the document

e ETR for composite evaluation (ETR_COMP) document is compiled from the Evaluatiom Technical
eport (ETR) related to a base component and its evaluation in order to provide sufficient infgrmation
for a composite evaluation with such an already evaluated base component.

OTE1 A standard ETR usually contains proprietary information on the base component’and its efvaluation
that cannot be made public. Such full ETR is therefore possibly not suitable for external delivery. The information
that is presented in the ETR_COMP document contains a meaningful subset of the information provided in the
fyll ETR of the base component for support of a composite evaluation.

e goal of the ETR_COMP document is to enable the composite product:evaluator and the c¢mposite
product evaluation authority to understand the attack paths and the.tests that have been copsidered
apd performed for the base component and the effectiveness of thecountermeasures implemented by
e base component.

NOTE 2  The content of the ETR_COMP document strikes the rightbalance between protecting the prpprietary
information of the base component developer and/or the base component evaluator on the one hand and
pfoviding sufficient information for the composite product evaluator and the composite product evaluation
apithority on the other hand.

ey

4.3.3.6.2 Procedure

—

he ETR_COMP is produced by the base Conﬁponent evaluator on the basis of the base component
valuation results and is derived from the-full ETR related to the base component evaluation.

D

he ETR_COMP is part of the base ¢emponent evaluation. The ETR_COMP is provided and validated on
bquest of the sponsor of the base,component evaluation. The report of the base component eyaluation
1ithority for the base component in particular declares the acceptance of the ETR_COMP by all parties
imvolved in the base con}Ro’nent evaluation (i.e. the base component evaluator, the base component
epaluation authority, the'base component developer and the sponsor of the base component evdluation).
Spch validation statement for the ETR_COMP especially covers the consistency of the ETR_COMP with
the original ETR. 'ljhi‘e\.E R_COMP is referenced in the report of the base component evaluation guthority
for the base comparrent for further re-use.

O =

Fpr re-use ofithe ETR_COMP in a composite evaluation, the previous acceptance of the ETR_COMP by the
bpse component evaluation authority in the framework of the base component evaluation is fequired.

e ETR2COMP is supplied to the composite product evaluator and the composite product eyaluation
apithority for use in the composite evaluation.

For the ETR_COMP, as being part of the base component evaluation, 1t Is ensured by the base component
evaluator and the base component evaluation authority that sufficient information is provided in the
ETR_COMP considering the composite evaluation approach and the intended secure use of the base
component in composite products.

In the case that security issues for the base component are found after acceptance of the ETR_COMP
that are not sufficiently addressed in the ETR_COMP, then the base component evaluation authority
decides about the actions to take. This may include an appropriate update of the ETR_COMP and a
subsequent validation of this updated ETR_COMP.

Furthermore, as part of the base component evaluation the base component evaluator ensures that
the recommendations for the base component in the related ETR_COMP are consistent and complete
regarding the requirements provided in the base component’s user guidance. If any inconsistencies
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(including missing requirements) are found which are not solved before issuance of the evaluation
authority’s report for the base component, then the base component evaluation authority can add
supplementary information for the dependent component developer in the evaluation authority’s report

for the b

ase component.

In a composite evaluation, if the current base component itself relies on a previous composite evaluation,
and if there is a direct interface between the dependent component of the current evaluation and the
previous base component, then the ETR_COMP of the previous composite evaluation is also supplied to
the current composite product evaluator and composite product evaluation authority:.

14.3.3.6

The ETR
composi
developg

The dep
COMP to
its confi
componsg
of the ET

The basq
a secure
of the cd
the base
the agre
contract
which m
also to t
provisio

If necesq
or more
case of
parties.
is also in
It is imj
informat

14.3.3.6
The info

a) info

3 Exchange of the ETR for composite evaluation

_COMP document is created and maintained by the base component evaluator. However; for

I.

endent component developer contacts the base component developer for delivery of the ETH
the point of contact at the composite product evaluator. The base componént developer check
lentiality management rules to determine whether delivery is possible,If necessary, the bag
bnt developer contacts the base component evaluation authority aboutthe intent of the deliver
R_COMP.

b component developer contacts the base component evaluatorto request the delivery (usin

mposite product evaluator. If the delivery is granted, eithet the base component evaluator ¢
component developer sends the ETR_COMP to the composite product evaluator depending g
ements between these two parties. The ETR_COMP<delivery process depends on the (usual
ual) agreement between the base component developer and the base component evaluatg
ay lead to deviations from the described procedure. The ETR_COMP document is deliverg
he composite product evaluation authorit§using the similar exchange procedure as for it
hing to the composite product evaluator. @)

ary, the base component evaluator and the composite product evaluator exchange addition
detailed information. This is always under the control of the base component developer. ]
larification the base component evaluator and the composite product evaluator are the mai
fan additional assurance statementis required, then the base component evaluation authorif
volved in the exchange.A\:
portant that multi-part\y’exchange of information considers all the identified controls fq
ion exchange and protection.
\}

.
»

4 Content of t,h';e ETR for composite evaluation
Fmationrequired to be provided in the ETR_COMP document includes:

rmation about the evaluated base component;

Le evaluation the base component developer is the point of contact for the dependentcomponent

method and distributing only marked versions) of the EFR_COMP to the given contact point

This

section-ofthe ETR_GCOMP shall

hat
— o

including:

92

version information of the ETR_COMP;

base component unambiguous identification;

base component developer and sponsor identities;

identities of the base component evaluator and the base component evaluation authority;
assurance level of the base component evaluation;

formal evaluation results such as pass/fail;

a

r

n
y
1y

d
S
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— reference to the ETR related to the base component and its evaluation.
information about the base component design:

This section of the ETR_COMP shall provide a high-level description of the base component and its
major components based on the deliverables required by the assurance class ADV.

The intent of this section is to characterize the degree of architectural separation of the major
components of the base component, to show possible technical dependencies between the base
component and a dependent component using this base component, and to outline the security

TITECITATIISTITS Of te DaSe COMpPOITEINTt COVETEU DY the DaSe COMPOIENt Evaluation:
information about the evaluated configuration of the base component:

This section of the ETR_COMP shall provide information about the evaluated.configuration of
the base component established on the developer’s configuration list or relevant parts as needed
or on a case by case basis. The base component shall unambiguously be.identifiable, fand this
identification shall be linked to the evaluated configuration as stated in“the report of fhe base
component evaluation authority for the base component.

If applicable, generation and installation parameter settings which are security relevant for the
base component shall be explained and their effect on the defence against attacks shall be|outlined
(for example key length, counter limits). This shall inciude mhethods for the dependent component
developer and the dependent component evaluator to verify the values of these settings, inforder to
ensure that the expected evaluated configuration is used:

This evidence can include installation, generation and start-up procedures of the base component
as outlined in the related user guidance to ensuréthat the base component is configured inja secure
manner.

information on delivery procedures, the development and production sites involved and data
exchange:

For supporting composite evaluation, both evaluation evidence for delivery procedures of|the base

component and for acceptance procedures of the dependent component, and related dd4ta to be

integrated during developmentand production are necessary.
(

The ETR_COMP shall prgside an overview of the sites involved in the development and prpduction

of the base componentyincluding the role of each site and the date of the latest audit.
W

information abou\t\the penetration testing of the base component including the consider¢d attack
paths and summary of test results; information about the penetration testing of the supporting
functions in{the’base component:

This seotion of the ETR_COMP shall provide information about the independent vulnerability
analysis'performed for the base component by the base component evaluator with the copsidered
attack scenarios, the performed penetration testing and the reference to the corresponding rating
(quotation) of the attack potential.

The information about the penetration testing shall include:

— asummary showing all of the attack methods that have been addressed during the vulnerability
analysis,

— the details necessary for understanding the attack scenarios/paths that were considered,
— the assessments of the penetration tests performed and their results.

The attack scenario descriptions shall provide sufficient details to support the composite product
evaluator in reproducing attacks, which require additional countermeasures in the composite
product.
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If a potential vulnerability of the base component has to be resolved by adhering to the base
component guidance this shall be clearly outlined in the summary including a reference to a specific
section in the guidance or if possible, a guidance element.

f) Observations and recommendations:

The evaluated base component user guidance shall contain all information required to use the base
component in a secure way as defined in the base component ST, in particular including information
on how to avoid residual vulnerabilities and unexpected behaviour. The base component evaluator
shall ensure that the ETR_COMP only contains recommendations on the secure use of the base
component that are also addressed as requirements in the base component user guidance. The bage
comEonent evaluator shall ensure that the base component user guidance and the recommendatiof]s
in the ETR_COMP are consistent and that the user guidance requirements are sufficiently specifjc
to emable the dependent component developer to perform design compliance analysis.

However, in some cases additional detailed information beyond the base component\guidance can
be necessary for allowing the composite product evaluator to perform the composite evaluatign
such as:

— pbservations on the base component evaluation results (e.g. spec¢ific base component
configuration for the base component evaluation);

— Frecommendations/stipulations for the composite product evdldator: specific information dn
the use of the base component evaluation results (e.g. about/specific testing necessary during|a
composite evaluation). X

~ J

Any|such observation or recommendation/stipulation corhiés from the base component evaluatgr
andjfor the base component evaluation authority:.

The ETR_COMP document is not intended to reproduce information (e.g. text copies) from othgr
availabl¢ base component evidence such as the ST andrguidance. However, the composite evaluation
supporté¢d by references to the relevant sections of’such base component evidence.

wn

14.3.3.7| Reports and their validity

(¢

The resylts of a composite evaluation angyprovided to the composite product evaluation authority in th
form of ain ETR for the composite pgoduct. This composite product ETR shall contain, amongst othg¢r
information, the final overall verdictfor the composite evaluation based on the partial verdicts for eagh
assurange component being in scdpe of the current composite evaluation. The usage of the composite
evaluatipn approach shall beraddressed in the composite product ETR and if applicable, in the composite
product’s report of the compdsite product evaluation authority.

As the qomposite prodiCt and its composite evaluation cover the base component and its related
evaluatipn, the composite evaluation is linked to the validity and topicality of the report of the bade
compong¢nt evalaation authority for the base component. The composite product evaluator and tHe
composife product evaluation authority need a valid and up-to-date report of the base compone$t

evaluatipnauthority for the base component or at a minimum the assessment of the base component
evaluatipnatthority on the status of the evaluation authority‘s report in question.

NOTE1 The composite product evaluation authority generally asks for a re-assessment of the base component
if the base component’s ETR_COMP is not valid or not up-to-date, and therefore not suitable for re-use in the
composite evaluation, in particular because of its (obsolete or insufficient) vulnerability analysis and penetration
testing. This re-assessment consists of a re-evaluation of the base component focusing on a renewal of the
vulnerability analysis and penetration testing (surveillance process) or as an alternative, of a confirmation
statement of the base component evaluation authority.

NOTE 2  If the base component's ETR_COMP was issued before the submission of the related composite
evaluation tasks and in the meantime a major change in performing state-of-the-art relevant attacks on the
base component arose (e.g. a major change in the attack methods or attack ratings) then the composite product
evaluation authority potentially requires a re-assessment or re-evaluation of the base component focusing in
particular on the new attack issues.
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NOTE3 Rules determining the validity and topicality of reports (here in particular the base component-
related report of the base component evaluation authority and the ETR_COMP) are defined by the respective
evaluation scheme and can be linked to a specifically defined validity period.

NOTE 4 If the composite product evaluator detects any failures resulting from the testing of the base
component (e.g. vulnerabilities due to improved attack methods or techniques), these results are communicated
to the composite product evaluation authority. The composite product evaluation authority then takes
appropriate steps together with the base component evaluation authority, e.g. to invoke a re-assessment or re-
evaluation of the base component.

dpte aspect of each ETR_COMP and evaluation authority report used in this chain of composite Jroducts
ig necessary. In addition, all dependencies from a lower level ETR_COMP to a higher level ETR_JOMP are
im consideration when re-using the results in the composite evaluation of the entire composite [product.

NOTES5  The evaluation authority report for a product declares the acceptance of the product’s evaluption and
ifs results by the respective evaluation authority (i.e. acceptance of the related ETR by the evaluation puthority
i given). In particular, such report declares that the evaluation of the producttwas carried out accprding to
I$0/IEC 15408.

—]

he validity, topicality and relevance of the base component’s report'of'the base component eyaluation
ithority and of the ETR_COMP for the current composite product and its composite evaluation are
rknowledged by the report of the composite product evaluatioivauthority for the composite [product.
his includes the determination and acceptance of equivalence of single assurance componehts (and,
ence, of assurance levels) belonging to different ISO/IEC 25408 and ISO/IEC 18405 versions, if the
ase component evaluation was performed in conformance to another version of ISO/IEC 19408 and
$0/IEC 18045 than the current composite evaluatiofs

o= VR

=

he composite product evaluation authority issues a report for the composite product, if:
—+ the final overall verdict for the compositéevaluation in the composite product ETR is “PASS”, and

-+ the validity, topicality and relevarce of the base component’s report of the base component
evaluation authority and the ETR-:COMP are acknowledged for the present composite product and
its composite evaluation by the\composite product evaluation authority.

(

X

4.4 Requirements for evaluations using composition techniques
A\ \

\ ) |
4.4.1 Re-use of evaluation results

A\

[y

‘\

1

When composing components into an IT product, it is possible that single components of the| product
hpve already been/evaluated and that therefore already existing evaluation results for such compponents
cpn be re-used:However, additional evaluation activities are usually required and performed td confirm
the security‘assurance of the entire IT product.

he re-use of evaluation results and evidence related to such components of the IT produft (TOE)
bquire their availability for the evaluation of the entire IT product (TOE).

= =

14.3.2 and 14.3.3 address evaluation techniques for the layered composition model. 14.3.2 describes
the usage of the ACO class defined in ISO/IEC 15408-3 for composed TOEs, and in 14.3.3 an evaluation
technique for composite products is provided.

The re-use of evaluation results and evidence of components of the IT product (TOE) is dependent upon:
— the composition model used for the IT product (TOE);

— the security assurance to be claimed for the entire IT product (TOE), in particular in relationship to
its components and their security assurance;

— the security properties claimed for the IT product (TOE) and its components.
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EXAMPLE Separation, Information Flow Control and Fault tolerance are examples of security properties.
14.4.2 Composition evaluation issues

14.4.2.1 Composition rationale

When composing an IT product (TOE) from components using a composition model as described in 14.2
and using composition techniques for its evaluation, a composition rationale shall be provided for the
evaluation of the IT product (e.g. in the ST of the composite/composed product). This includes analysis
of at leagt:

— the ¢omposition model used for the IT product (TOE);

— thedecurityassurance tobe claimed for the entire TOE, in particularinrelationship to its comhponents
and [their security assurance;

— the interfaces and dependencies of the components and their functionality;
— the ¢omposability of the security function policies and OSPs of the components;
— the preservation of security properties of the components;

— for the embedded composition model, aspects of correctness.

A

14.4.2.2| Vulnerability analysis

The IT pfroduct composed from components using a compositionn model as described in 14.2 and using
composifion techniques for its evaluation shall undergo a vulherability analysis, in accordance with tHe
AVA clask given in ISO/IEC 15408-3 taking the proposed\EAL for the IT product into account. Although
it is posgible to re-use the vulnerability analysis results from the components additional vulnerabilify
analysisfactivities for the entire IT product (TOE) shall be designed and performed.

The vulnerability analysis shall be designed in consideration of the analysis of the IT product with ifs
compong¢nts.

(

14.4.2.3| Testing X

N\

The IT product composed from gdmponents using a composition model as described in 14.2 and using
composifion techniques for its.evluation shall undergo additional testing, using the ATE class given in
ISO/IEC [15408-3. Although.itiis possible to re-use the testing evaluation results from the components
additionpl tests for the entiye IT product (TOE) shall be designed and performed.

The test|ng shall be des'rg'ned in consideration of the analysis of the IT product and its components.

14.4.2.4| Use of'the ACO class for composed TOEs

ISO/IEC|15408-3 describes the ACO class which provides security assurance components that are

i S PN A 3 o ot O 4 xzaliiotios A€ oo d4TOE
lntel‘ldec tOotuStt T Suppor c ottt Cvaraatro o CompoSCaTOLS:

ISO/IEC 15408-5 provides a family of pre-defined assurance packages for composed TOEs [composed
assurance packages (CAP)] which balance the level of assurance obtained with the cost and feasibility
of acquiring such assurance for composed TOEs.

The CAPs are designed to provide assurance that the composition was performed correctly, to a
specified rigour, and in consideration of the proposed EAL for the composed IT product.

14.4.2.5 Use of the composite evaluation technique for composite products

ISO/IEC 15408-3 describes the COMP families in different assurance classes, which provide security
assurance components that are intended to be used in support of the evaluation of composite products.
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These COMP families are set up as assurance families that appropriately supplement other already
existing assurance families defined in ISO/IEC 15408-3 in order to address the composite-specific

evaluation aspects and issues.

The COMP families are designed to provide assurance that the composition was performed correctly, to

a specified rigour, and in consideration of the proposed EAL for the composite product.

Use of the composite evaluation technique for the evaluation of a composite product requires an already

evaluated base component accompanied by a corresponding ETR_COMP and a valid report of
component evaluation authority.

the base

114.5 Evaluation by composition and multi-assurance

The notions of composition and multi-assurance are aimed at solving different problems. In s

nmulti-actor TOEs and allows the reuse of previous evaluation results, while multi-assurance
property of some TOEs in the context of a particular security problem and operational envird

o8]

Evaluation by composition addresses TOEs with a supply and/or integration chain that po
volves multiple parties, where each party takes care of the evaluation of the security fung

an evaluation process:

composed evaluation allows to obtain a composed assuirance level for a TOE from the ir
assurance levels of its interacting sub-TOEs; &

composite evaluation allows to obtain an EAL for'a layered TOE, in an incremental wa
the base layer is evaluated first, then the integrated dependent and base layers are eval
reusing the evaluation results of the base layer.

ulti-assurance evaluation focuses on TOEs where different assurance needs apply to differg
of the security functionality (the sub-TSEs)While ensuring a global assurance level for the en
efore the introduction of multi-assurance, such needs would have forced a sponsor to underg

immary,

cpmposed and composite evaluations refer to evaluation processes which are particularly suitable for

refers to
nment.

tentially
tionality
n results

dividual

y where
nated by

ent parts
ire TOE.
b several

epaluations of the same TOE for different STs. Using this concept, the ISO/IEC 15408 series standardizes

ahd optimizes this process.

From the point of view of the/TOE/TSF, multi-assurance evaluation applies to any architectu
eyaluation by compositionsapplies to specific architectures: composed evaluation applies t
that consists of several interacting sub-TOEs, while composite evaluation applies to a TOE
dependent layer relig\s\pn a base layer.

. ) . P .
practice, multi=gssurance and evaluation by composition can be used together in an evaluati
"4

re, while
o a TOE
where a

OIl.
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A.1 Goal and structure of this annex

The goal

NOTE

evaluateq

A.2 Pg

A.2.1 General
Figure Al

A.2.2 Package family name

Package
name is

A.2.3 Package family overview

Package
the fami

A.2.4 Package family objectives
The obje

A.2.5 Packages

One or 1
package

A.3 Pg

Annex A
(normative)

Specification of packages

of this annex is to give further information about the specification of packages.

ISO/IEC 15408-3 does not define evaluation criteria for packages since packages are.hot'separate
. Evaluation of packages is implicit once a package is incorporated into a PP, PP-Module'or ST.

Ickage families

.1 shows the structure of a package family. Each part is discusseéd below.

A

5 with related objectives are presented as a family of packages. In this case, the package fami
mandatory and the package family sponsor endedavours to allocate a unique name.

b presented as a family of packages contdinra section giving an overview of the family, describin
y at a high-level.

ctives section of the packagé'family presents the intent of the family.
A\
\ Y

R
hore packages,’as*giéscribed below are included in the package family. Packages of SARs an
5 of SFRs are notimixed in the same package family.

ickages

A3.1 l'r/landatory contents of a package

y

y

A3.1.1

Package identification

The package identification includes:

a) the name of the package. The name provides a unique descriptive information about the intent of
the package;

b) package version information;

c) lastupdated date;

d) sponsor;
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e) reference to the edition of the ISO/IEC 15408 series that is used.

The package may also be given a short name.

Package family (assurance) Package family (functional)
Package family name Package family name
Package family overview Package family overview
Package family objectives Package family objectives
Assurance Package B Functional Package (.\\‘.'
| Package identification | | Package identification F
A W ]
| Package type | | Package type. |
v
| Package overview | L Package ovetyiew |
F———AN
1 Security-Problem Definition JI
r==- e A
1 Security objectives [}
e e i 4
Application notes q Application notes
)
Security Assurance Components J Security Functional Components  []
Evaluation method / N Evaluation method /
evaluation activities ) evaluation activities
identification identification
Assurance Component Functional Component
identification identification
| N T
| . - rem s 1
I Extended Component Definitions 1 (J I Extended Component Definitions |
i [\ L .
N
| Component rationale —l Component rationale
<
L AN\
I ~ I
O\ L

Figure A.1 —Structure of a package family with assurance or functional packages
EXAMPLE Evaliiation Assurance Level 1 is also known as “EAL 1”.
NOTE Forthose packages defined in ISO/IEC 15408-5, items b) to e) are implicit in the edition inforimation of

[—

§0/1EC 15408-5.

A.3:1.2 Package type

A package is identified as one of the following types:
a) Functional package; or

b) Assurance package.

A.3.1.3 Package overview

Packages contain a section giving a high-level overview and the intent of the package.
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A.3.1.4 Application notes
Application notes are optional with the following exceptions:

— for functional packages, any additional audit and management requirements relating to the SFRs
included in the package shall be specified in the Application notes section;

— functional packages may have dependencies on other functional packages. Such dependencies shall
be documented in the functional package and may also be documented in a PP, PP-Module or ST.

F t ol ool agnc ooy olc eracifiu caomamanantce thot oo n dosandanoine ot o n ot oot f:a ]
unC lor Aarx Hubx\us\,a lllu)’ AIOoU Jl.l\/\/ll-y CVUIIr UIICIILO UIIdl I1Idve uby\zllu\/llblbd LITdUL dI'C TIULU odllioricua Ly

the pacKage, but are expected to be satisfied by another package, PP, PP-Module, or ST that uses the
package

EXAMPLE A package that contains the specification for a cryptographic protocol (e.g. TLS); where t}
higher-leyel SFR components are specified in the package, but the cryptographic primitives are net.

(¢°)

v

In this gase an optional list of the dependent components may be provided in the ‘application note
section of the functional package and may include further information such as anyrequired selectiong/
assignments for those SFRs.

NOTE Users of packages include authors of PPs, PP-Modules, other packages and STs, integrators, and
evaluatofs.

A.3.1.5 | Components (either SFRs or SARs) \

The secyrity requirements included in the package are given. This section also provides the rationale
for the sglection of the requirements.

The secyrity requirements may be selection-based. See¢8.2.4.2. Optional SFRs (and supporting SPI
elements and objectives, as required) are also allowed\to be specified in functional packages.

A.3.2 (Qptional contents of a package

A.3.2.1 | Security problem definition (SPDJ (Functional Packages)
Assuranfe packages do not contain 'ghi“s’section.
Functioral packages may includs\q{fis section.

This seqtion includes any,_§PD-elements which describe the security problem addressed by th
functionpl package. SPDféelements associated with optional SFRs may be defined in this section.
Applicatjon notes shall be used to identify the security objectives (if applicable) and SFRs to which tHe
optionallSPD-elementsdre associated.

(¢

A.3.2.2 | Security objectives (Functional Packages)

Assuranfe'packages shall not contain this section.

Functional packages may include this section.

In the case of a functional package used for Direct Rationale PPs/PP-Modules/STs TOE security
objectives shall not be included.

The security objectives section of a functional package presents any additional TOE security objectives
or security objectives for the operational environment derived from the SPD. Security objectives for the
TOE associated with optional SFRs may be defined in this section, if applicable. Application notes shall
be used to identify the SPD-elements and SFRs to which the optional security objectives are associated.
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A.3.2.3 Application notes
The inclusion of application notes in a package is optional. See A.3.1.4.

The application notes section may also contain information of particular interest to users of the
package. The presentation is informal and covers, for example, warnings about limitations of use and
areas where specific attention is needed.

A.3.2.4 Extended components definition(s)

package may contain extended components. In this case, packages contain a section giving the
ektended component definitions.

.3.2.5 Evaluation methods/activities

Ppckages may include evaluation methods/ activities that have been derived\from ISO/IEC 18045.

here evaluation methods / activities are included, a conformance statement or statements| shall be
imcluded in the security requirements section of the package, see 9.4. Eyaluation methods/ gctivities
ay be provided either in the package document or may reference external documents.
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Annex B
(normative)

Specification of Protection Profiles (PPs)

B.1 Goal and structure of this annex
The goal|of this annex is to summarize the structure and expected content of a PP.

NOTE 1 | This annex does not define the requirements for evaluation of PPs. The PP evaluation-criteria age
found in the APE class given in ISO/IEC 15408-3.

NOTE 2 | This annex does not give the requirements for the specification of PP-Configurations and PP-Modules.
These ar¢ found in Annex C.

This anrlex consists of the following major parts:

a) the 9gpecification of a PP
Thigis summarized in B.2. and includes: »
— fhow to use a PP; ‘
— fow not to use a PP.

b) whatl a PP shall contain

Thig is summarized in B.3 and is described'in/more detail in B.3.2 to B.3.7 that describe tHe
mandatory contents of the PP, the interrelatienships between these contents, and provide example

1%2)

c) claiming conformance with standards |

B.4 dlescribes how a PP author cgnf]aim that the TOE is to meet a particular standard.

~

d) Direft Rationale PPs »\’ \
N\

Direct Rationale PPs are \PPs in which the threats and OSPs in the SPD are mapped directly to the
SFR§ and possibly to securlty objectives for the operational environment. They are described in
detdil in B.5. )

s

B.2 Specification of a PP

B.2.1 How to use a PP

A PP is typically a statement of need where a user community, a regulatory entity, or a group of
developers define a common set of security needs. A PP gives consumers a means of referring to this set
and facilitates future evaluation against these needs.

Although this does not preclude other uses, a PP is typically used as:

— part of a requirement specification for a specific consumer or group of consumers, who will only
consider buying a specific type of IT product if it meets the PP;

— partofaregulation from a specific regulatory entity, who will only allow a specific type of IT product
to be used if it meets the PP;

102 © ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=46b3af48e1ceb41cee834d98fa91ebd4

ISO/IEC 15408-1:2022(E)

— to address a common security problem presented by a variety of consumers, and often defined by a

group including several IT product developers, who then produce IT products of this type
to meet the needs of their common market.

B.2.2 How not to use a PP
Two roles, among many, that a PP does not fulfil are:

— acomplete specification;

in order

A PP 1s designed to be a security speciiication and not a general speciiication. Unless
relevant, properties such as interoperability, physical size, and weight, required voltage et
not be part of a PP. This means that in general a PP is a part of a complete specification,
complete specification itself.

—+ A specification of a single product.

Unlike a ST, a PP is designed to describe a certain type of IT product, and not a single
When only a single product is described, it is better to use a ST for this.purpose.

(ol

.3 Mandatory contents of a PP

.3.1 General

A

B

There are two types of PP. Firstly, the “regular” PP-which is a PP that contains the full cof
described in in B.3.2 to B.3.7. Secondly, in some cases,a PP author can write a Direct Rationale |
hps different contents compared to PPs that contain security objectives for the TOE. Direct R
PPs, and the reasons and circumstances in whichthéy are used are described in detail in B.5.

parts of this annex assume a PP with full contents.

F
a
r

jgure B.1 shows the content for a PP that i$ given in ISO/IEC 15408-3. Figure B.1 may also b
structural outline of the PP, though alternative structures are allowed. For instance, if the
bquirements rationale is particularly-bulky, it can be included in an appendix of the PP inst
the security requirements section. The separate sections of a PP and the contents of those sec
briefly summarized below and egplained in much more detail in B.3.2 to B.3.7.

becurity-
c. should
but not a

product.

Iitents as
PP which
Lationale
All other

used as
security
rad of in
fions are
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Protection Profile

PP reference
PP overview

—| PP introduction

Conformance claims:
DLdIlL‘ldlL‘l Lidilll (RC_]CI cricec tu L;IC uppllcd IJU I'EL 15‘;‘(’/‘0 ulld
ISO/IEC 18045 standards, ISO/IEC 15408-2, ISO/IEC 15408-3
(conformant/extended))
PP claim(s)
— Conformance | Package claim(s)
Conformance claim rationale
Conformance statements:
Reference(s) to evaluation methods/activities
Conformance types for PPs and STs derived from this PP
Allowed-with statement (exact conformance only)

|| Security problem Threat_s . . A\
definition 1 Orgamza.tlonal security policies
Assumptions

Security objectives for the.TOE
—| Security objectives —— Security objectives for the operational environment
Security objectivesratiohale

Extended components

definition — Extended components definition

)

Security functional requirements

Security assurance requirements

Security requirements rationale

(Optional: evaluation method(s)/activities)

—| Security requirements

(

\}

FigureB:1 — Contents of a Protection Profile
\ Y

A PP contains: A
a) aPP|introduction cépfaining the PP reference and a narrative description of the TOE type;
b) confprmance-<claims, showing:

— which edition of relevant parts of the ISO/IEC 15408 series is applicable;

— konformance to ISO/IEC 15408-2 and ISO/IEC 15408-3 (conformant or extended);

— whether the PP claims conformance to any other PPs and/or packages, and if so, to which ones
and the type of conformance claimed.

c) A conformance statement, containing:

— reference to any evaluation method(s) and/or activities that have been derived from
ISO/IEC 18045;

NOTE Detail of any evaluation methods/activities can optionally be included in the PP, or in an
associated supporting document.
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— inthe case of exact conformance, the allowed-with statement, indicating the PPs and PP-

that can be used in conjunction with the PP, appears in this section of the PP.
— the type of conformance demanded of STs and other PPs derived from it.
d) asecurity problem definition, showing threats, OSPs and assumptions;

e) security objectives, showing how the solution to the security problem is divided between
objectives for the operational environment and optionally security objectives for the TOE;

Modules

security

fj aoxtendod comnononte dofinition(c) whara naw  comnaonantc O a thaca ot incl
vvvvvvvvv —COMPORECHES—aEHHEORS—WHere—hHewW compoeReRts—  He—85e—hHoe+—Iher

ISO/IEC 15408-2 or ISO/IEC 15408-3) may be defined. These new components are needéd
extended functional and extended assurance requirements;

g) security requirements, where a translation of the security objectives for the TOE intoa stan
language is provided. This standardized language is in the form of SFRs. Additionally, thi
of a PP defines the SARs.

B.3.2 PP introduction (APE_INT)

o]

.3.2.1 General

—

he PP introduction describes the TOE in a narrative way on twodevels of abstraction:
a) the PP reference, which provides identification material for the PP;

b) the TOE overview, which briefly describes the TOE.O

B.3.2.2 PP reference

A PP contains a clear PP reference that identifies that particular PP. A typical PP reference cg
title, version, sponsors, and publication daté:

OTE Here a distinction is made between the sponsor of a PP, i.e. the entity responsible for its dev
ahd the author of a PP which is the entity-responsible for its production.

EXAMPLE An example of a PPreference is “Atlantean Navy CablePhone Encryptor PP, version 2b, |
vy Procurement Office, April»\l', 2020".
\ N\

e reference should be‘whique so that it is possible to tell different PPs and different versio
spme PP apart. The RP reference facilitates indexing and referencing the PP and its inclusi
cptalogues. SN

>
CH
"4

.3.2.3 PP.overview

.3.2.3:1> General

nded  in
to define

Hardized
5 section

nsists of

elopment,

\tlantean

ns of the
pn in PP

e PP overview is aimed at potential consumers of a TOE type who are looking through cata

ogues of

PPs that can support the specification of their security needs.

The PP overview is also aimed at developers who can use the PP in designing TOEs or in adapting

existing products.

The typical length of a PP overview is several paragraphs.

To this end, the PP overview briefly describes the usage of the TOE and its major security features,
identifies the TOE type, and identifies any major non-TOE hardware/software/firmware available to

the TOE.
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B.3.2.3.2 Usage and major security features of a TOE type

The description of the usage and major security features of the TOE type is intended to give a very
general idea of what the TOE is capable of, and what it can be used for. This section is written for PP
authors, TOE developers, or potential TOE consumers, describing TOE type usage and major security

features

EXAMPLE

in terms of business operations, using language that TOE consumers can understand.

An example of this is “The Atlantean Navy CablePhone Encryptor is an encryption device that

allows confidential communication between ships across the Atlantean Navy CablePhone system. To this end
it allows at least 1024 different users and support at least 500 Mb/s encryption speed. It allows both bilateral

communi

B.3.2.3.3

The TOH
firewall,
databasg
hardwar

EXAMPL
Target of]
security

volatile memories (hardware). The TOE can also include IC Developer/Manufacturer proprietary IC Dedicatg

Software
called Se

B.3.2.3.4

While sa
TOE, hat
the non-

AsaPPi
hardwat

EXAMPL
for a sped

EXAMPL
— none

— asta
Systd

— a std
oper]
1.01

— aCleg

. 1 1 31 1 1 . 1
dlIOIT DCLWCECIL SIITPS dIIU DI'U4ULAST dCTOSS LIC CIILITE IITUWOUT'K.

8 TOE type

overview identifies the general type of a TOE addressed by the PP, such as: firewall, VP}
smart card, crypto-modem, intranet, web server, database, web server, mobile*device, an
, etc. The TOE type definition often includes a characterization of the TOE software an
e boundaries.

- This example of TOE type description is drawn from the Security AC>Protection Profile: “Th
Evaluation (TOE) is a security integrated circuit (security IC) which is composed of a processing un
fomponents, /0 ports (contact, contactless, or similar interfaces like YSB, MMC) and volatile and no

as long as it is delivered by the IC Manufacturer. (...) All other seftware running on the Security IC
urity IC Embedded Software and is not part of the TOE.” \

~ J

| Available non-TOE hardware/software/firmware )

dware, software and/or firmware. In the latter case, the PP overview is required to identif
[OE hardware/software/firmware. )

not written for a specific product, in many cases only a general idea can be given of the availab
e/software/firmware. In some othertases, more specific information can be provided.

£ 1 An example where more spgcific information is provided would be a requirements specificatig
ific consumer where the platforiiiis already known.
N\

2 Examples of hardware/software/firmware identifications include:
)
(for a completely stan\q-alone TOE);

ndard PCwitha gluafﬁére 2.10 GHz or faster processor and 4GB or more RAM, running the Yaiza operatir
m for professionals, version 53.0 Update 6b, c, or 7, or version 54.0;

ndard 64-bit-server with a 2xQuad-Core core processor and 16GB or more RAM, running the Yaij
hting system, server edition version 7.0 Update 6d, and the WonderMagic 12.0 Graphics card with th
WM Briver Set;

ver€ard SB17067 integrated circuit;

me TOEs do not rely upon other IT, many TOEs, iotably software TOEs, rely on additional, nomn-

(
d

y

[¢°]

— acCle

verCard SB17067 integrated circuit running v12.0 of the QuickOS smart card operating system;

— the Yaiza mobile-0S 3.1.6 on smartphone and tablet devices using the FP9 processor.

B.3.3 Conformance claims and conformance statement (APE_CCL)

B.3.3.1

General

The conformance claims section of a PP describes how the PP:

— states the applicable edition of the relevant parts of ISO/IEC 15408 series;
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— conforms with ISO/IEC 15408-2 and ISO/IEC 15408-3 (i.e. conformant or extended);
— claims other PPs (if any);
— claims packages (if any);

The description of how the PP conforms to the ISO/IEC 15408 series consists of two items: the edition
of the relevant part of ISO/IEC 15408 series that is used and whether the PP contains extended security
requirements or not (see 10.3 and D.3.6).

T]/\a dascrintion of canformanca claimad hutha DD +0 athar PDe smaanc that +hao DD lictc 2anyg nth r PPS to
......... pHoR-6-controraRce-cratiea By tie 66t TS HeaiStHat eSS y-6+1

which conformance is being claimed to. The type of conformance being claimed is also identifigd. For an
ekplanation of this, see 10.3.

—

he description of conformance of the PP to packages means that the PP lists the/packages fo which
bnformance is being claimed. For an explanation of this, see 10.3.

(@)

OTE1  See C.2.2.5 for the use of conformance claims in PP-Modules.

OTE 2  See B.5.2 for the use of conformance claims in Direct Rationale PPs.

= Z Z

he conformance statement section of a PP describes how the PP:

- references any evaluation method(s) and/or activities derivéd from ISO/IEC 18405;

- may be used in conjunction with other PPs and PP-Modules'in PP-Configuration. In the casg of exact
conformance, the conformance statement is required. »~

In the conformance statement, the references to the‘évaluation methods/ activities means that the PP
provides references to the evaluation method(s) and/or activities to be used during an evaluatipn based
oh a ST claiming conformance to the PP. These evaluation methods and activities may be |included
directly in the PP or may be found in a referenced supporting document. It is not necessary to r¢produce
the text of these evaluation methods and activities in the PP. See 10.3.

et

f evaluation methods/ evaluation activities that have been derived from ISO/IEC 18045 are tq be used
i evaluate the PP then these shallibe identified with the relevant security requirement sgction by
cluding a statement in the follgwing form:

—

“«

his PP requires the use of e\(?l'luation methods/ evaluation activities defined in <reference(s)>.”

this statement, <referénée> is replaced by the identification of the location of the relevant eyaluation
ethods and evaluation activities. This reference may be to the document containing the PP ¢r to one
of more separate doguments.

p—

OTE3  Asolitlined in 13.5, in some cases, evaluation schemes do not always approve the use of particular
EMs/EAs.

e conformance type in the PP states how STs and/or other PPs shall conform to that PP. The HP author

selectswhether “exact”, “strict” or “demonstrable” conformance is required.

B.3.3.2 Exact conformance

If exact conformance is selected, the PP author shall, where applicable, specify the following information
in the allowed-with statement in the conformance claims section of the PP:

— other PPs that may be used, either by a ST based on this PP, or used in a PP-Configuration, with this
PP;

— PP-Modules that may specify this PP in that PP-Module’s PP-Module Base, or that may be present in
a PP-Configuration that also includes the PP.

NOTE1 If neither of the above options is exercised, then a ST can claim exact conformance to only the PP by
itself.
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NOTE 2 A PP cannot claim exact conformance to another PP.

B.3.4 Security problem definition (SPD) (APE_SPD)

See 7.1 for information and requirements for the SPD, including threats, assumptions and organizational
security policies (OSPs).

B.3.5 Security objectives (APE_OB]J)

See 7.2 for information and requirements for the security objectives including security objectives for
the TOE pnd security objectives for the operational environment.

NOTE In the case of Direct Rationale, security objectives for the TOE are not included.

B.3.6 Extended components definition (APE_ECD)

In many|cases the security requirements in a PP are based on components given inNlSO/IEC 1540842
or ISO/IEC 15408-3, see B.3.7. However, in some cases, there can be requirements in a PP that are
not basdd on components in ISO/IEC 15408-2 or ISO/IEC 15408-3. In these cdses, new components,
i.e. extemded components, shall be defined, and the definition provided in the 'Extended Components
Definitidn section. For more information on this, see 8.4.

NOTE This subclause is intended to contain only the extended ceomiponents and not the extenddd
requirements which are based on the extended components. The extended requirements are included in the
security fequirements section as described in B.3.7 and are then forall purposes treated identically to t
requirements that are based on components given in ISO/IEC 15408-2¢01"ISO/IEC 15408-3.

[¢’]

B.3.7 $ecurity requirements (APE_REQ)

B.3.7.1 | General
The secyrity requirements consist of two groups‘of requirements:

a) the decurity functional requirements (SERS): a translation of the security objectives for the TOE info
a stgndardized language;

(

b) the decurity assurance requiremgiits (SARs): a description of how assurance is to be gained that the
TOE|meets the SFRs. AN\

W
These two groups are discussed in 7.3.

R )
)

B.3.7.2 | Including requijrements in a PP

For a PP|with stri€t-conformance to another PP, all the requirements in this PP shall be included, and
additionpl requitements may be included in the conformant PP.

For a PPwith-demonstrable conformance to another PP, all requirements in this PP shall be included, ¢r
arationdleexplaining how they are otherwise met shall be provided in the conformant PP.

The following types of discretionary requirement may be included in PPs in all (exact, strict and
demonstrable) conformance types:

If a PP contains optional requirements, a conformant PP may instantiate these requirements, being
sure to include any required SPD-elements associated with those requirements. This may be done
regardless of the conformance required by the PP. Omitting optional SFRs does not constitute “partial
conformance” to a PP, and thus is allowed.
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B.4 Referring to other standards in a PP

In some cases, a PP author needs to refer to an external standard, such as a particular cryptographic
standard or protocol. The ISO/IEC 15408 series allows two ways of doing this:

a) asan OSP (or part of it);

EXAMPLE1  There exists a government standard defining how passwords shall be chosen, this can be
stated as an OSP in a PP. This can lead to an objective for the environment (e.g. if users of the TOE need to
choose passwords accordingly), or it can lead to security objectives for the TOE and then to appropriate

Rs—{hkelyof-the FHA—<classithe FoE—¢ 3 passwords—Hrbotheases-therationate-ofthePP author
needs to make plausible that the security objectives for the TOE and the SFRs are suitable to falfil the OSP.
The evaluator will examine if this is in fact plausible (and can decide to look into the standard-for this), if the
OSP is implemented by SFRs, as explained below.

)

b) asatechnical standard used in a refinement of a component or security requirement.

EXAMPLE 2

FCS_CKM.1.1 Refinement: “The [selection: TSF, TOE platform]‘shall generate asymmetiic cryp-
tographic keys in accordance with a specified cryptographi¢ Key generation algorithm

[selection: \

~ J

.~

RSA schemes using cryptographic key sizes of 2048-bit or greater that meet the following: [selection:
FIPS PUB 186-4, “Digital Signature Standard (DSS)”, Appendix B.3;
ANSI X9.31-1998, Section 4.1];

ECC schemes using “NIST eurves” P-256, P-384 and [selection: P-521, no other curves] that meet
the following: FIPS PUB,186-4, “Digital Signature Standard (DSS)”, Appendix B.4;
A\ \
FFC schemes usiné‘c’ryptographic key sizes of 2048-bit or greater that meet the followipg: FIPS
PUB 186-4, “Rigital Signature Standard (DSS)”, Appendix B.1
C)

CH
"4

1"

If reference to only a certain part of a standard is intended, that part shall be unambiguously ftated in
11e SER refinement.

(=

NOTE The PP author is reminded that referring to a standard in SFRs can impose a significant burden on
a developer developing a TOE that meets the PP (depending on the size and complexity of the standard and the
assurance required), and that it can be more suitable to require alternative (non-CC related) ways to assess
conformance to that standard.

B.5 Direct Rationale PPs

B.5.1 General

Writing a PP includes consideration of the STs that will be written with the PP as a basis. As noted in
D.4, in some cases it is desired to write a PP that supports the specification of Direct Rationale STs.
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The intention of the Direct Rationale PP is to minimize the level of indirection between the SPD, any
security objectives for the operational environment, and the SFRs.

In some situations, it is appropriate to omit the definition of the TOE security objectives. In this case the
SFRs enhanced with natural language descriptions and the objectives for the environment directly map

the SPD.

A Direct Rationale PP consists of:

a) aPPintroduction, consisting of a PP reference and a TOE overview;

b) the ¢onformance claim;

c) secyrity objectives for the operational environment;

d) the |SFRs and the SARs (including the extended components definition) and.the securit

reqUirements rationale (only if the dependencies are not satisfied).

The conflent of a Direct Rationale PP is shown in Figure B.2.

Protection Profile
(Direct Rationale)

PP introduction

PP reference
PP overview )

Conformarce claims:
Standard claimi(Reference to the applied ISO/IEC 15408 and
ISO/IEC 18045 standards, ISO/IEC 15408-2, ISO/IEC 15408-3
(conformant/extended))
Conformatice type: (exact, strict demonstrable)
PP Claims (Direct Rationale PPs only)

Conformance rationale

Conformance statements:

References to evaluation methods/activities

Conformance types for PPs and STs derived from this PP
Allowed-with statement (exact conformance only)

Organizational security policies

Extended components
definition

Security objectives for the operational environment
Security objectives rationale

Conformance Package claim(s)
Al
e Threats
Security problém’
definition { Assumptions
&N
.
' 4
Security objectives

Extended components definition

Security requirements

Security functional requirements

Security assurance requirements

Security requirements rationale

(Optional: evaluation method(s)/activities)

Figure B.2 — Contents of a Direct Rationale PP

B.5.2 Conformance claims (APE_CCL) for Direct Rationale PPs

A Direct Rationale PP shall only claim conformance to another Direct Rationale PP.
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A regular PP may claim conformance with a Direct Rationale PP.

B.5.3 Security Objectives (APE_OB]) for Direct Rationale PPs

A Direct Rationale PP has the following differences with respect to security objectives when c
to a PP that contains security objectives for the TOE:

— security objectives for the TOE are not included. The security objectives for the op
environment shall still be described;

ompared

erational

—a security objectives rationale 1s included only for the security objectives for the op
environment since there are no TOE security objectives in the PP;

—+ Security Requirements (APE_REQ) for Direct Rationale PPs.

security requirements rationale that directly maps the SFRs and any security: objective
perational environment to the SPD-elements is included. It is recommended-that this pa

e SFRs.

ol

.6 Optional contents of a PP

A

av)

bction of the PP. See 10.3.

%)

oo =

P along with the relevant security requirement.

A

0

security requirements rationale is located directly under each of the threats, OSPs and assymptions
im the SPD section. As in regular PPs, the security requirements rationale-also needs to justifylany SFR
d%

t

brational

5 for the
't of the

pendencies that are not satisfied; this part of the rationale is typically’located after the definition of

nrs may include evaluation methods/ activities that are~derived from ISO/IEC 18405. Eyaluation
ethods/ activities that are associated with the PP are referenced in the conformance statement

f the PP author decides to include any evaluatien*method(s) and/or activities in the PP then they may
e described either in a (separate) supporting'document, or in the security requirements sectipn of the
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C.1 Gdal and structure of this annex

The goa

Configuf

NOTE
Configur

C2 Sf

C2.1 1|
A PP-Md

or any
and opt
allows c

conform
PP-Mody

NOTE
PP-Modu

C.2.2 Mandatory contents of a PP-Module

C2.2.1

Figure C

Annex C
(normative)

Specification of PP-Modules and PP-Configurations

=

of this annex is to summarize the structure and expected content of PP-Modules‘and P]
ations.

This annex does not define the requirements for evaluation of PP-Configurations. The PP-
htion evaluation criteria are found in the ACE class given in ISO/IEC 15408-3.

ecification of PP-Modules

Jsing a PP-Module

dule is a security statement of a group of users or developers, regulators, administration,
her entity that meets specific consumer needs. A PP-Modiile complements one or more PHs
onally other PP-Modules, which are referred to as that PP-Module’s "PP-Module Base”, and
bnsumers to refer to this statement, facilitates the €valuation against it and the comparison ¢f
ant evaluated TOEs. A PP-Module can only be usedwithin a PP-Configuration that includes thjs
le Base.

A base PP is a PP thatis required by a PP-Module. A base PP-Module is a PP-Module that along with ifs
e Base is required by another PP-Module. .

(
2 3

General \_
1 shows the content ofgi,’ls-Module.

N\
N 4
L)
>
C Y
"4
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PP-Module

PP-Module reference
— PP-Module introduction —— PP-Module’s Base(s) identification
TOE overview

— Consistency rationale — Consistency rationale with PP-Module’s Base(s)

Conformance claims:

Standard claim (Reference to the applied ISO/IEC
15408 and ISO/IEC 18045 standards, ISO/IEC 15408-2,
ISO/IEC 15408-3 (conformant/extended))
Conformance type (exact, strict demonstrable)
Package claim(s)

Conformance rationale

Conformance statements:

Reference(s) to evaluation imethods/activities
Allowed-with statement (in‘exact conformance only)

— Conformance —

Threats
— Security problem definition —— OrganizationahseCurity policies
Assumptions

Secutity Gbjectives for the TOE
— Security objectives ——  Secrjty objectives for the operational environment
Sécurity objectives rationale

Extended components
definition

Extended components definition

Security functional requirements
— Security requirements —— Security assurance requirements
: Security requirements rationale
(Optional: evaluation method(s)/activities)

(
3

\}

,\: Figure C.1 — Contents of a PP-Module

\UJ

—

he content of a PP-Madule is summarized below and explained in detail in C.2.2.2 to C.2.3. A PR-Module
bntains: -

)}

(@)

-+ an Introduction which identifies the PP-Module, identifies the PP-Module Base which it is based on
and provides a description of the TOE within its environment that meets the descriptions underlying
the PP-Module Base;

—.<a consistency rationale that states the correspondence between the PP-Module and its PR-Module

Raca.
DaoST,

— aconformance claim regarding the edition of the ISO/IEC 15408 series, the conformance statement
and for the case of exact conformance the allowed-with statements;

— asecurity problem definition with threats, assumptions, and OSPs;

— asecurity objectives section presenting the solution to the security problem in terms of objectives for
the TOE and its operational environment;

— an optional extended functional components definition where new functional components not
included in ISO/IEC 15408-2 are introduced;
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