INTERNATIONAL ISO/IEC
STANDARD 19785-3

Second edition
2015-09-01

Information technology —Common
Biometric Exchange Formats
Framework —

Part 3:
Patron format specifications

Technologies de l'information — Cadre de formats d’échdnge
biométriques communs —

Partie 3: Spécifications de format d’'usager

Reference number

@ m ISO/IEC 19785-3:2015(E)
Y=
©ISO/IEC 2015



https://iecnorm.com/api/?name=27d45ceb0f59ffd3bbed1264057ea4e6

ISO/IEC 19785-3:2015(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2015, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

WwWw.iso.org

ii © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=27d45ceb0f59ffd3bbed1264057ea4e6

Contents

ISO/IEC 19785-3:2015(E)

Page
FFOT@WOIM ..........ooooooooeeeeeee e85 vii
TIUETOQUICEION.....c.cc st viii
1
2
3
4
5 Symbols and abbreviated terms
6 ASN.1 type definitions for CBEFF data elements and abstract values......csJ ], 2
6.1 LT3 1<) - OSSR o MU IS 2
6.2 CBEFF data elements type definitions module..........cccns e 2
7 Patron format specification: Minimum simple bit-oriented patren\format (deprecated)...5
7.1 2= 0) USSR o ces S
7.2 Patron format owner
7.3 Patron format name
7.4 Patron format type
7.5 ASN.1 object identifier for this patron format
7.6 DOIMATI OF TS ..o it
7.7 Version identifier
7.8 CBEFF version.....
7.9 L0T<) 4 1<) = U . SO OO
7.10 Bit oriented patron format SpecifiCation ...,
8 Patron format specification: Minimum’simple byte-oriented patron format (deprecated).6
8.1 PAtTON e s 6
8.2 Patron format owner .. 6
8.3 Patron format name.... w7
8.4  Patron format type.. o w7
8.5 ASN.1 object identifier for this patron format.. i
8.6 DOMAIN OF WS 1t oo s 7
8.7 7
8.8 w7
8.9 7
9 Patron format specification: Fixed-length-fields, byte-oriented patron format using
presence bit-map (deprecated) 7
9.1 Patron........ccccccos el
9.2 Patron format owner .. w7
9.3 22U (0D 010 0) 1 00 F= Ll 0 = 1 s o NS00SO 8
94 Patron format FPe. ... 8
9.5 ASN.1 object identifier for this patron format.. .8
9.6 DOmMain Of USE ..o .8
9.7 Version identifier .8
9.8 CBEFF version...... .8
9.9 General.......c... .. 8
.10 SPECITICATION oo 9
10 Patron format specification: Fixed-length-fields, bit-oriented patron format using
presence bit-map (AePreCaAte) ...
10.1  Patron......,
10.2  Patron format owner..
10.3 Patron format name...
10.4  Patron format type. ...
10.5 ASN.1 object identifier for this patron format

© ISO/IEC 2015 - All rights reserved iii


https://iecnorm.com/api/?name=27d45ceb0f59ffd3bbed1264057ea4e6

ISO/IEC 19785-3:2015(E)

11

12

13

10.6 Domainofuse...

10.7 Version identifier

10.8 CBEFF version...

IR0 T CT=Y 1<) = 0000000000
T0.10  SPECIIICATION .o

Patron format specification: TLV-encoded patron format, for use with smartcards
OF OTROT TOKEIIS ...

11.1  Patron......coo..
11.2  Patron format owner
11.3  Patron fOrMAt TAINIE. ..o
11.4 Patron format type
11.5 | ASN.1 object identifier for this patron format ... G o 13
11.6 [ DOMAIN OF USE...ooocovriceseseesisesssesssnsssssesssssssssssssssssssssssssssssssssssssssssssessssesssssessssesssssessssesssssessssees gt
11.7 | Version identifier ...
11.8 | CBEFF Version......ee
11.9 [ General ...
11.10 ASN.1 specification ...
11.11 Tabular representations for information
11.11.1 The Biometric Information Template used for on-card biometric comparison....17
11.11.2 The Biometric Information Template used for off-cardbiometric comparison...19
11.17 The Group BIT Data ObjJect. ... ek e
11.13 Abstract values and encodings for biometric type and subfype ...
11.14 THUSErative @XAIMPLES ... st

Patron format specification: complex patron format{deprecated)
12,1 [ PatrON. e sisssseessssssneeesssssssssseesssssssssesssss g onsssssssssss s s
12.2 | Patron format owner

12.3 [ Patron fOrmat MAMIE. ... S et
12.4 | Patron fOrmMat EYPE. .o
12.5 | ASN.1 object identifier for this patronformat.
12.6 | DOMAin Of USE ..o @ e
12.7 [ Version identifier ...
12.8 [ CBEFF VeISION. ... ldieiosiscsecssesesesseses s
12.9 | GeNeTaAl .o S
L2010 SPOCIICATION o T e
12,17 THUSErAtiVe @XAMIPLIES. S
12.17 ASN.1 definition (provided for illustrative purposes only) ...
Patrgn format specification: XML patron format (with additional data elements)........|..... 34
L300 [ PAEIOI . s 34
13.2 | Patron fOTTRAT OWIIET ..o 34
13.3 | PatromfOrMat NAIME. ..o 34
S T N =Y 470 5 () 00 T L 01O OSSR N 34
13.5| ASN! object identifier for this patron format...... ..o 34
13,6 | \DOIMAIN OF USE .o
13.7 Version identifier ....
13.8 CBEFF version........
13.9 General...
13.10 Specification.....
13.11 Element <BIR>....

L3LT 10T SYIIEAX otttk

13.11.2 Semantics
13.12 Element <Version>

13.12.1 Syntax.......

13.12.2 Semantics
13.13 Element <CBEFFVersion>

13.13.1 SyNtax ...

G 700 0 T/ T =) 55 =1 o o oSS
13.14 Element SBIRIIEOS ... seseeesese e

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=27d45ceb0f59ffd3bbed1264057ea4e6

13.15

13.16

13.17

ISO/IEC 19785-3:2015(E)

13.14.1 Syntax...........
13.14.2 Semantics......
Element <BDBInfo>
L3150 T SYIIEAK oot
S TR S T =) 0= 1 6 1 o
Element <Format> of BDBInfoType
L3016, 1 SYINEAK oot
G 700 ST =) 55 0= 1 o oSS
Element <Product>.
13.17.1 Syntax....
G TR0 0 =) 51 = 1 o

15.16

13.19

13.20

13.21

13.22

13.23

13.24

13.25

13.26
13.27
13.28
13.29
13.30
13.31
13.32

13.33

Element <CaptureDeVICe> ...l
13.18.1 SyntaX ...

13.18.2 Semantics
Element <FeatureExtractionAlgorithm> ... Ot s o, 46
13.19.1 SYNEAX oo
13.19.2 Semantics ...
Element <ComparisonAlgorithm>
13.20.1 SyNEaX oo
13.20.2 SemantiCs ...
Element <CompressionAlgorithm> ...\ s o 47
S T8 0 ) 4 1 D OSSO o eSO O
13.21.2 Semantics...
Element <Quality> ..
13.22.1 Syntax........
13.22.2 Semantics.....
Element <Algorithm>.
13.2301 SYINEAK o S
13.23.2 SEIMANTICS ...ooooooiiee g e
Element <SBInfo>
13241 SYNEAK oottt et
13.24.2 SEIMANTICS w..oooiiee it S
Element <Format> of.SBInfoType. ...
13.25.1 Syntax ... e
13.25.2 SemantiCs = ...
Representation-ef Integers ...
Representdtion of Octet Strings ...
Representation of Date and Time of the Day
Representation of Universally Unique Identifiers......... o, 50
XMLischema of the patron format...........ccocien
ASN.1 schema of the patron format
An example of a simple BIR in XML encoding (complying with the ASN.1 schema,

the XSD schema, and the normative textual description)..........ccocn 56
An example of a complex BIR in XML encodlng (complylng with the ASN.1 schema,

£l o VYOI

L 4+l 1
TC A0 SUITCTIIA, dITO UTC TIUT llla\,lVC LCALual uCDbl llJLlUllJ

14 Patron format specification: complex patron format (with additional data elements)

14.1
14.2
14.3
14.4
14.5
14.6
14.7
14.8
14.9
14.10
14.11
14.12

Patron format owner ..
Patron format name...
Patron format type........
ASN.1 object identifier for this patron format..
DOomain Of USE ...
VETSTON TAENEITTET ot
CBEFTF VEISIOML ..ottt
(CT3 1 T=) -
SPeCification ...
[ustrative eXamples........e e
ASN.1 definition (provided for illustrative purposes only)

© ISO/IEC 2015 - All rights reserved v


https://iecnorm.com/api/?name=27d45ceb0f59ffd3bbed1264057ea4e6

ISO/IEC 19785-3:2015(E)

Annex A (informative) Guidelines on the specification of patron formats

Annex B (informative) Conformance of the defined patron formats ...

Vi © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=27d45ceb0f59ffd3bbed1264057ea4e6

ISO/IEC 19785

Foreword

-3:2015(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Biometric-based authentication systems and applications are expected to support multiple biometric
devices and multiple biometric data formats. The Common Biometric Exchange Formats Framework
(CBEFF) promotes interoperability of biometric-based application programs and systems developed by
different vendors by facilitating biometric data interchange.

ISO/IEC 19785-1:2006 defines the following items that enable standardized biometric data interchange:

a) a 3-partstandardized structure for biometric information records (BIRs) consisting of:

1) starfdardized biometric headers (SBHs];
2) biometric data blocks (BDBs, which can be standardized or proprietary);
3) optipnal security blocks (SBs);
b) variations of the 3-part structure to support BIRs containing:
1) onlyf one SBH, one BDB, and possibly one SB (simple BIRs);

2) more than one BDB along with the SBHs necessary to encode the'BIR’s structure and |[some
nunpber of SBs (complex BIRs);

c) more than 20 data elements and their associated abstract values that can be used in an SBH to
describq attributes of a BDB within a BIR, as well as attributes of the BIR itself;

d) the condept of a CBEFF patron format (but ISO/IEC 19785-1:2006 does not itself define any pptron
formats), which is a detailed specification of the structiire and content of a particular, standargdized
BIR;

e) the condept of a CBEFF patron, which is a recognized standards organization that has registered
with thg Biometric Registration Authority.and declared its intention to define CBEFF patron fgrmat
specifications;

f) the condept of the Biometric Registration Authority (RA), which is the mechanism by which upique
identifigrs are assigned to organizations (standards organizations, vendors, and others) that dreate
BDB formats and CBEFF patron_formats (ISO/IEC 19785-2:2006 defines the responsibilities and
operatidns of the Biometric RA);

g) CBEFF data elements [see'e) above] that support, within the SBH, the unique identifiers assignled by
the Biommetric RA fortbiometric organizations, BDB formats, biometric products, capture deyices,
feature ¢xtractionalgorithms, comparison algorithms, quality algorithms, compression algorithms,
patron fprmats, and SB formats.

Patron formfits.can be specified in other standards documents and registered in the CBEFF Registijation
Authority (sge3SO/IEC 19785-2:2006), for example, there is a registered patron format specifijed in
ISO/IEC 9834-1:2006. For a complete list of registered patron formats, consult the CBEFF Registration
Authority web site.

This part of ISO/IEC 19785 specifies a number of CBEFF patron formats that are considered to be
of general utility in a variety of domains of use. Additional SC 37 patron format specifications can
be published as new clauses in future amendments to this part of ISO/IEC 19785, or in other SC 37
International Standards.

The CBEFF patron format type unambiguously identifies the CBEFF patron format within the scope of
the CBEFF patron format owner. The CBEFF patron format type is unambiguous within the scope of an
ASN.1 Object Identifier (see ISO/IEC 9834-1) that identifies the Biometric Registration Authority (see

viii © ISO/IEC 2015 - All rights reserved
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ISO/IEC 19785-2:2006). That ASN.1 Object Identifier (OID) is itself globally unambiguous within the
scope of all ASN.1 Object Identifiers, which forms a widely-used global name-space.

NOTE ASN.1 Object Identifiers are used by ITU-T, ITU-R, the UPU, many ISO, and IEC Standards, to identify
some IETF MIME types, and for many other purposes. (These acronyms have not been spelled out, as the precise
identification of these organizations is not relevant to this International Standard.)

The combination of the Biometric Registration Authority OID, the CBEFF patron format owner, and the
CBEFF patron format type forms a larger ASN.1 OID that provides an unambiguous identification of
the CBEFF patron format. This part of ISO/IEC 19785 specifies, for each CBEFF patron format that it
defines, the ASN.1 OID that unambiguously identifies that CBEFF patron format.

© ISO/IEC 2015 - All rights reserved ix
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Information technology — Common Biometric Exchange
Formats Framework —

Part 3:
Patron format specifications

1 S
This

1SO/1
CBEFR
2 (

Clausd

cope
part of ISO/IEC 19785 specifies and publishes registered CBEFF patron f
EC 19785-1) defined by the CBEFF patron ISO/IEC JTC 1/SC 37, and specifies the
F patron format types (see ISO/IEC 19785-2) and resulting full ASN.1 Object Identifie
onformance

es 6 onwards of this part of [SO/IEC 19785 specify at the bit-level the set of bit-patter

sema
toget|

A bit{
confq

Intics) that can form a valid instance of the CBEFF patrofn/format that is defined in
her with the ASN.1 Object Identifier for that set of bit-patterns.

pattern identified by one of the ASN.1 Object Identifiers allocated in this part of IS
rms to this specification if and only if it is one of'the bit-patterns in the set identified I

Objedqt Identifier.

If an fmplementation claims that it supports.fafid conforms to) a CBEFF patron format dfg

part ¢f ISO/IEC 19785, then it shall either be:

a) dapable of generating at least one ofithe set of bit patterns specified for that CBEFF pg
and shall never generate bit patterns that are not part of the set, or

b) dapable of decoding (determining the semantics of), or in any other way processin
fdatterns in the set of bit patterns specified for that CBEFF patron format.

NOTH If a decoding implementation is presented with a bit pattern that purports to be part of

is not| there is no requirement placed on the action taken by the implementation, but it is normally

brmats (see
r registered
S,

ns (and their

that clause,

D/IEC 19785
y that ASN.1

fined in this

tron format,

o all the bit-

the set, but it
expected that

the injplementation willguard against denial of service or other security threats in such circumstances.

ormative references

llowing documents, in whole or in part, are normatively referenced in this docun

hent and are

For undated

references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 7816-4, Identification cards — Integrated circuit cards — Part 4: Organization, security and
commands for interchange

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for
interchange

ISO/IEC 7816-11, Identification cards — Integrated circuit cards — Part 11: Personal verification through
biometric methods

ISO 8601, Data elements and interchange formats — Information interchange — Representation of dates
and times

© ISO/IEC 2015 - All rights reserved
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ISO/IEC 8824-1, Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic
notation — Part 1

ISO/IEC 8825-1, Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER) — Part 1

ISO/IEC 8825-4:2008, Information technology — ASN.1 encoding rules: XML Encoding Rules (XER) —
Part 4

ISO/IEC 10646, Information technology — Universal Coded Character Set (UCS)

ISO/IEC 19785-1:2006, Information technology — Common Biometric Exchange Formats Framework —

Part 1: Data

ISO/IEC 197
Procedures

ISO/IEC 247

4 Terms

For the purp
apply.

4.1

TLV encoding

common for

type (or tag
contain furt

plement specification

B5-2, Information technology — Common Biometric Exchange Formats Framework >— B
br the operation of the Biometric Registration Authority

B7, Information technology — Identification cards — On-card biometric comparison

and definitions

pses of this document, the terms and definitions given in ISO/AEC 19785-1 and the follg

M of encoding (with many variants) in which every field in the encoding has an ass
that is unambiguous in some context, a length determinant, and a value part thg
ner TLV components, nested to any depth

5 Symbadls and abbreviated terms

For the purp
and the follo

TLV Type

6 ASN.1

6.1 Genel

This clause
Rec. X.680 |

oses of this document, the symbols and abbreviated terms given in ISO/IEC 19785-1
wing apply.

(or Tag) Length and Value

rype definitions for CBEFF data elements and abstract values

ral

specifiesin 6.2 an ASN.1 module CBEFF-DATA-ELEMENTS that defines types (see
ISO/IEC 8824-1) for each of the CBEFF data elements. These type definitions are

aligned with

art 2:

wing

gned

t can

2006

TU-T
fully

theabstract values of CBEFF data elements specified in ISO/IEC 19785-1:2006 (confor

ming

to CBEFF version "major(Z) minor(0)”, and do not in themselves specify encodings of those abstract
values. Encodings are determined by the patron formats specified in ASN.1 in this part of ISO/IEC 19785.

6.2 CBEFF data elements type definitions module

CBEFF-DATA-ELEMENTS
{iso standard 19785 modules(0) types-for-cbeff-data-elements(1)}

DEFINITIONS
AUTOMATIC TAGS ::=
BEGIN
BDBFormat ::= SEQUENCE {
formatOwner INTEGER (1..65535),
formatType INTEGER (1..65535) }
EncryptionOptions ::= BOOLEAN

© ISO/IEC 2015 - All rights re

served
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—-- NO ENCRYPTION = false, ENCRYPTION = true.

IntegrityOptions ::= BOOLEAN
—-- NO INTEGRITY = false, INTEGRITY = true.
SubheaderCount ::= INTEGER (0..255)
BiometricType :-:= BIT STRING
{noValueAvailable ),
multipleBiometricTypes ),
scent ),
dna A,
ear @,
face ),
finger (6)
foot @,
handGeometry (3,
vein ),
iris (10),
retina (1)),
voice (12),
gait 13),
keystroke (14,
lipMovement (15),
signatureSign (16),
palm an,
backOfHand (18),
wrist (19
} (SIZE (20), --.)
BiometricSubtype ::= CHOICE

{ any AnySubType,

veinOnly VeinOnly}

-- The abstract value noValueAvailable \is encoded as
-— the CHOICE value any:”0000000~

AnySubType ::= BIT STRING

{

left (6),

right (5);

thumb L,
indexFinger 3),
middleFinger ),
ringFinger ),
littleFinger (O)}(sIZE (M)
VeinOnly ::= BIT«STRING

{

left (6),

right o5),

palm 4,
backOfHand A3),

wrist @),

reservedl D,

reserved2 (0} (SsIZE (7))

Clvr\ll naall nan- == QOCTCT CTDRMNC
o T CTIgeCnCSpoOnSC———— oo O TiNo

-- A patron format that uses this type shall specify
-- its encoding for noValueAvailable

BDBCreationDate ::= Date-Time
-- A patron format that uses this type shall specify
-- its encoding for noValueAvailable

BDBIndex ::= OCTET STRING (SIZE(16))
-- A patron format that uses this type shall specify
-- its encoding for noValueAvailable

ProcessedLevel ::= ENUMERATED
{novalueAvailable,
raw,
intermediate,
processed}
Product ::= SEQUENCE {

productOwner INTEGER (1..65535) OPTIONAL,

© ISO/IEC 2015 - All rights reserved 3
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productType INTEGER (1..65535) OPTIONAL}
Purpose ::= ENUMERATED

{novalueAvailable,

verify,

identify,

enroll,

enrollVerify,

enrollldentify,

audit

}

Quality ::= INTEGER
{qualityNotSupported (-2),
qualityNotRecorded (-1)

noValjueAvailable (0)} (-2..100)
ityPeriod ::= SEQUENCE
lidBefore Date-Time OPTIONAL,
lidAfter Date-Time OPTIONAL}

ionDate ::= Date-Time

patron format that uses this type shall specify
encoding for noValueAvailable

::= UTF8String

patron format that uses this type shall specify
encoding for noValueAvailable

2= OCTET STRING (SIZE(16))

patron format that uses this type shall specify
encoding for noValueAvailable

rmat ::= SEQUENCE {

nFormatOwner INTEGER (1..65535) OPTIONAL,
nFormatType INTEGER (1..65535) OPTIONAL}

::= OCTET STRING

patron format that uses this type shall specify
encoding for noValueAvailable

ityPeriod ::= SEQUENCE

lidBefore Date-Time OPTIONAL,

lidAfter Date-Time OPTIONAL}

patr

z:= SEQUENCE {
r INTEGER (1..65535) OPTIONAL,

sbTy INTEGER (1..65535) OPTIONAL}
Version [::= SEQUENCE {
majo INTEGER {versionl(B)y~version2(2)} (0..MAX),
mino INTEGER {version0(0)} (0.-MAX)
--noVfalueAvailable is enceded by {major 0, minor O}
}
RegistrylID ::= SEQUENCE. §
organiization INTEGER (0..MAX),
type INTEGER (0. .MAX)
BiometrifjcDataB¥ock ::= OCTET STRING
SecurityBlock)::= OCTET STRING
Date-Ti = TIME (SETTINGS
“Basic=Dete—Fme
Date=YMD
Year=Basic
Time=HMS

Midnight = Start
Local-or-UTC=2")

OneByte ::= INTEGER (0..255)

TwoByte ::= INTEGER (0..65535)
ThreeByte ::= INTEGER (0..16777215)
FourByte ::= INTEGER (0..4294967295)
OneBit ::= INTEGER (0..1)

TwoBit ::= INTEGER (0..3)

ThreeBit ::= INTEGER (0..7)

FourBit ::= INTEGER (0..15)

END
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7 Patron format specification: Minimum simple bit-oriented patron format
(deprecated)

7.1 Patron
ISO/IEC]TC 1/SC 37

This patron format is considered deprecated. Therefore it shall not be used in new developments or
deployments.

7 2 Patron format owner
. +— ORI 6HHA-0WHET

257 | (0101nex). The Biometric Registration Authority has allocated this identifier, for|ISO/IEC JTC
1/SC37.

7.3 |Patron format name

ISOAIEC JTC 1/SC 37 minimum simple bit-oriented patron” format

7.4 |Patron format type
1 (JO01pex). This has been registered in accordance with [SOAEC 19785-2.

7.5 |ASN.1 object identifier for this patron format

{isq registration-authority cbeff(19¥85) biometric-organization{0) jtcl-
sc371(257) patron-format(l) simple-biat-oriented(1l)}

or, in|XML value notation,

<OBJECT_IDENTIFIER>1.1.19785.0.257.1.1 </OBJECT_IDENTIFIER>

7.6 |Domain of use

This patron format defined niinimum length simple BIRs that may be of general utility in ddmains of use
that yish to minimise data‘overhead in order to reduce storage or transfer bandwidth anfd processing
costs|at the expense of ififormation content.

BIRs poded with this\patron format shall be simple BIRs, not containing SB, and being able o accept loss
of byte alignment:

As thjis patren-format does not support the use of SB, CBEFF_BDB_encryption_options and| CBEFF_BIR _
integfity ©ptions, are intrinsically considered set to, respectively, NO ENCRYPTION and NO INTEGRITY.

7.7 Version identifier

This patron format specification has a version identifier of (major 0, minor 0).

7.8 CBEFF version

This specification conforms to CBEFF version (major 2, minor 0).

7.9 General

This clause defines a minimum conforming patron format. The formal specification of the actual bits-
on-the-line for this patron format is provided by a reference to the ASN.1 encoding rules.
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The MinimumElementsBitOriented patron format is formally defined as the ASN.1 PER-unaligned
encoding rules applied to the MinimumElementsBitOriented type specified in 0.

An example of the encoding produced by an assignment of abstract values for this patron format,
showing the size and encoding of each field of the SBH, is given in Table 1. The size of the SBH is one
octet for BDB formats standardized by SC 37, but can be greater for other BDB formats. The BDB length
encoding is one octet if the BDB encoding is less than 128 bytes, making the total size of the BIR 2 octets
plus the length of the BDB.

Table 1 — Bit oriented minimum SBH (1 byte)

Formmatowmeris Formmattypetis
SC 377 <642 F““g‘;flzype
0 0
« 8 bits —»

7.10 Bit ornjiented patron format specification

Specification

CBEFF-MINIMUM-SUPPORT-BIT-ORIENTED
{iso standard 19785 modules(0)
minimumglementsWithDefaul tsBitOriented(2)}

DEFINITIONS
AUTOMATIIC TAGS ::=
BEGIN
IMPORTS [BiometricDataBlock
FROM |ICBEFF-DATA-ELEMENTS
{iso |standard 19785 modules(0) types-for-cbeff-data-elements(1)};
MinimumBlementsBitOriented ::= SEQUENCE {
/* Thlis patron format contains only mandatory data elements and
uses pit-level encoding for optimal.use of encoding space.*/
/* Thlis patron format supports only* the abstract values NO
ENCRYPTION and NO INTEGRITY, which are encoded as zero length
fieldsg|. */
formgt SEQUENCE {

owner INTEGER (O..(65535) DEFAULT 257,
-- 257 is the*biometric organization identifier of
-- ISO/1ECJTC 1/SC 37
type INTEGER ((0:.63, ..., 64 .. 65535)%},
bdb BiométricDataBlock (SI1ZE(O..127,
END

., 128 .. MAX))}

8 Patron formatspecification: Minimum simple byte-oriented patron format
(deprecated)

8.1 Patro
ISO/IEC]TC 1/SC 37

This patron format is considered deprecated. Therefore it shall not be used in new developments or
deployments.

8.2 Patron format owner

257 (0101Hex). The Biometric Registration Authority has allocated this identifier for ISO/IEC JTC
1/SC 37.

6 © ISO/IEC 2015 - All rights reserved
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8.3

ISO/IEC 19785

Patron format name

ISO/IEC JTC 1/SC 37 minimum simple byte-oriented patron format.

8.4

Patron format type

2 (0002Hex). This has been registered in accordance with ISO/IEC 19785-2.

8.5

ASN.1 object identifier for this patron format

-3:2015(E)

{iso registration-authority cbeff(19785) biometric-organization(0) jtcl-

sc37
or, in

<0BJ

8.6

This
of ge

(257) patron-format(l) simple-byte-oriented(2)}
XML value notation,

ECT_IDENTIFIER>1.1.19785.0.257.1.2 </OBJECT_IDENTIFIER>

Domain of use

Clause provides the definition of a minimum patron format forsimple BIR structures
neral utility in domains of use that wish to minimise the overhé&ad of the SBH in ord

stora]Fe or transfer bandwidth and processing costs at the expense of information conte

requi

8.7
This

8.8
This

8.9

An e
show
patra

re byte alignment, and do not require ENCRYPTION and INTEGRITY.

Version identifier

pbatron format specification has a version identifier of (major 0, minor 0).

CBEFF version

bpecification conforms to CBEFF version (major 2, minor 0).

General

ing the size and encoding of each field of the SBH, is given in Table 2. The size of the
n format is fixed at4 octets.

Table 2 — Byte oriented minimum SBH

Format Owner Format Type
(16 bits) (16 bits)

that may be
er to reduce
ent, and that

tample of the encoding-produced by an assignment of abstract values for this pafron format,

SBH for this

9

) s £, 'y 2 L3 - La A1 20 €3 1.1 ) S 2 o d =
dll Ull 1Ul IIIdt apc\.uu,auuu. l‘lActrlt:ugul‘ucnua, Uy CTUL ITIIITU Pdll U

using presence bit-map (deprecated)

9.1
1S0/1

Patron

ECJTC 1/SC 37

1 format

This patron format is considered deprecated. Therefore it shall not be used in new developments or
deployments.

9.2

Patron format owner

257 (0101Hex). The Biometric Registration Authority has allocated this identifier for ISO/IEC JTC

1/SC

37.
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9.3 Patron format name

ISO/IEC JTC 1/SC 37 Maximum simple patron format (byte oriented) using
presence bit-map.

9.4 Patron format type

3 (0003Hex)- This has been registered in accordance with ISO/IEC 19785-2.

9.5 ASN.1 object identifier for this patron format

{iso regfjstration-authority cbeff(19785) biometric-organization(0), Jjtc-
sc37 (257) patron-format (1) presence-byte-oriented (3)}}

or, in XML v3lue notation,

<OBJECT _IDENTIFIER>1.1.19785.0.257.1.3 </0OBJECT _IDENTIFIER>

9.6 Domadin of use

This patron

format defines the structure of an interoperable BIR that allews the coding of as
ested from the ones defined for the SBH, and wish to have’/a byte-oriented encodi

fields as r(:-].tl
ease implemjentations.

9.7 Version identifier

This patron

9.8 CBEFI
This specifid
9.9 Genel

This patron
values that 4
CBEFF_BIR_
bdbLength.

The omissio
(specified in
two octets, 9
patron form
format_own

format specification has a version identifier of\(major 0, minor 0).

F version

ation conforms to CBEFF version (m4djor 2, minor 0).

ral

format supports the 12 fixed length, optional CBEFF data elements and their abj
re permitted in a simple BIR format (thus excluding CBEFF_BIR_patron_format_owng
batron_format_type),splus CBEFF_subheader_count, plus the patron-format-defined
t contains an initial bit map that identifies the optional fields present in an encoded
h of these fields-either encodes NO VALUE AVAILABLE, or encodes a specific default
the patrontfermat specification) for the CBEFF data element. The presence bit map
o if all optional fields have the default values, the size of this SBH would be 6 octets
at doesinot support ENCRYPTION or INTEGRITY, and thus does not support CBEF
er and)CBEFF_SB_format_type.

many
ng to

tract
r and
field
SBH.
value
adds
This
F_SB_
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9.10 Specification

ISO/IEC 19785-3:2015(E)

CBEFF data element name Field name Length Abstract values and Encodingsa
(octets)
n/a: patron-defined data element |present 2
bioType-p 1 bit PRESENT: b’1’ or NOT PRESENT: b’0’ for each
bioSubtype-p 1 bit
bdbCreation-p 1 bit
procLevel-p 1 bit
product-p 1 bit
purpose-p 1 bit
quality-p 1 bit
bdbValidity-p 1 bit
birCreation-p 1 bit
birValidity-p 1 bit
patronHdrVers-p | 1 bit
vers-p 1 bit
subHeadCt-p 1 b¥t
bdbLength 1 bit
ength-p 2 bits
reserved
b’00’
BDB-format .4
CBEHF_BDB_format_owner owner. 2 Integer: 0...65535
CBEHRF_BDB_format_type type 2 Integer: 0...65535
CBEHRF_BDB_encryption_options n/a NO ENCRYPTION
CBEHF_BDB_integrity_options n/a NO INTEGRITY
CBEHF_BDB_biometric_type bioType This encoding is a 3 octet bitmap| NO VALUE
AVAILABLE is encoded as all 0 bits. If MULTI-
PLE BIOMETRIC TYPES is set, other bits may
also be set to enumerate the typds contained
in the BDB.
NO VALUE AVAILABLE: 000000Hex
MULTIPLE BIOMETRIC TYPES:
000001 Hex
FACE: 0000024ex
VOICE: 000004 Hex
FINGER: 000008Hex
IRIS: 0000104ex
RETINA: 000020Hex
HAND GEOMETRY: 000040Hex
SIGNATURE OR SIGN: 000080Hex
KEYSTROKE: 000100Hex
LIP MOVEMENT: 000200Hex
GAIT: 0010004ex
VEIN: 002000g4ex

© ISO/IEC 2015 - All rights reserved
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CBEFF data element name Field name Length Abstract values and Encodingsa
(octets)
DNA: 0040004ex
EAR: 008000pex
FOOT: 0100004ex
SCENT: 020000Hex
CBEFF_BDB_biometric_subtype bioSubtype 1 This encoding is a 1 octet bitmap.
Combinations of abstract values are permit-
ted (by ORing the encodings for those valyes)
when the abstract value encoded in CBEFF_
BDB_biometric_type represents a biométyic
technology that can create a BDBWhere
multiple subtypes are supported.
NO VALUE AVAILABLE: 5’0000 0000’
LEFT: b’0000 0001
RIGHT: b’0000 0010’
LEFT THUMB: b’0000 0101
LEFT INDEX.FINGER: b’0000 1007’
LEFT MIDDLE FINGER: b’0001 0007’
LEET RING FINGER: b’0010 0007
LEFT LITTLE FINGER: b’0100 0001
RIGHT THUMB: b’0000 0110’
RIGHT INDEX FINGER:  b’0000 1010’
RIGHT MIDDLE FINGER: b’0001 0010’
RIGHT RING FINGER: b’0010 0010’
RIGHT LITTLE FINGER:  b’0100 0010’
LEFT PALM: b’1000 0101’
LEFT BACK OF HAND: b’1000 1001’
LEFT WRIST: b’1001 0001
RIGHT PALM: b’1000 0110’
RIGHT BACK OF HAND:  b’1000 1010’
RIGHT WRIST: b’1001 0010’
CBEFF_BDB_¢reation=date bdbCreation 7 NO VALUE AVAILABLE: seven 0 octets
date/time value: fourteen BCD
digits (YYYYMMDDHHMMSS)
CBEFF_BDB_processed_level procLevel 1 NO VALUE AVAILABLE: 0
RAW: 1
INTERMEDIATE: 2
PROCESSED: 3
RESERVED: 4...15
product 4 NO VALUE AVAILABLE: 0
CBEFF_BDB_product_owner owner 2 Integer: 1...65535
CBEFF_BDB_product_type identifier 2 Integer: 1...65535

10
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CBEFF data element name Field name Length Abstract values and Encodings?
(octets)
CBEFF_BDB_purpose purpose 1 NO VALUE AVAILABLE: 0
VERIFY: 1
IDENTIFY: 2
ENROLL: 3
ENROLL FOR VERIFICATION ONLY: 4
ENROLL FOR IDENTIFICATION ONLY: 5
AUDIT 6
RESERVED: 7...15 (shall not'be encoded)
CBEHF_BDB_quality quality 1 NO VALUE AVAILABLE:-0
QUALITY NOT SUPPORTED -
BY BDB GREATOR: 255
QUALITY SUPRORTED BY BDB-
CREATOR BUT-NOT SET: 254
INTEGER/VALUE: 0...100
CBEHF_BDB_validity_period bdbValidity 8 NO VALUE AVAILABLE: eight 0 ¢ctets
pair of dates (not before, not after): sixteen
BED digits (YYYYMMDDYYYYMMDD)
CBEHF_BIR_creation_date birCreation 7 NO VALUE AVAILABLE: seven Oloctets
date/time value: fourteen BCD digits
(YYYYMMDDHHMMSS)
CBEHF_BIR _validity_period birValidity 8 NO VALUE AVAILABLE: eight 0 ¢ctets
pair of dates (not before, not after): sixteen
BCD digits (YYYYMMDDYYYYMMDD)
CBEHF_patron_header_version patronFmtVers |1 INTEGER: 0
CBEHF _version vers 1 Major ‘2’ and Minor ‘0”: 20Hex
CBEHF_subheader_count subHeadCt 1 Integer: 0
n/a: patron-defined data element ‘\bdbLength 4 Integer: 0...4294967295
BDB bdb See NOTE |See NOTE
NOTE The length, contentand encoding of the BDB are not specified by CBEFF nor by this CBEFF}defined
patrdn format specification:
a Enfodings are spedified as binary integers unless otherwise indicated.
10 Ratron format specification: Fixed-length-fields, bit-oriented patron format

using presence bit-map (deprecated)

10.1 Patron

ISO/IEC]TC 1/SC 37

This patron format is considered deprecated. Therefore it shall not be used in new developments or

deployments.

10.2 Patron format owner

257 (0101Hex). The Biometric Registration Authority has allocated this identifier for ISO/IEC JTC

1/SC 37.

© ISO/IEC 2015 - All rights reserved
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10.3 Patron format name

ISO/IEC JTC 1/SC 37 fixed-length-fields, bit-oriented patron format u
presence bit-map.

10.4 Patron format type
4 (0004Hex)- This has been registered in accordance with ISO/IEC 19785-2.

10.5 ASN.1 object identifier for this patron format

sing

{iso reg!stration-authority cbeff(19785) biometric-organization(0) .j
sc37(257)| patron-format(l) bit-oriented(4)}

or, in XML v3lue notation,

<OBJECT_IDENTIFIER>1.1.19785.0.257.1.4 </OBJECT_IDENTIFIER>

10.6 Domdin of use

This patron|format defines the structure of an interoperable BIR that allews the coding of as
fields as reqiested from the ones defined for the SBH.

10.7 Version identifier

This patron format specification has a version identifier of (iajor 0, minor 0).

version

This specifidation conforms to CBEFF version (major2, minor 0).

10.9 General

The ALIEIgmentsWithDefaul tsBitOriented patron format uses fixed-width bit-wide field
are just suffjcient to encode the range.of abstract values in version 2 of the CBEFF specification

tcl-

many

5 that
with

some reservled abstract values for future addition of abstract values to some CBEFF data elements.

Formally, the fields of this patron format are defined by application of the ASN.1 unaligned p
encoding rulles (PER-UNALIGNED). All fields in this patron format are assigned default values (incl
fields that CBEFF requires all patron formats to support) with their presence or absence indicat
an initial bitjmap. The size\of the encoding is 6 octets if all data elements have the default value (u
i lable),or are absent.

10.10 Spegification

hicked
iding
ed by
ually

CCBEFF-FULL-SUPPORT-WITH-DEFAULTS-BTT-ORTENTED

{iso standard 19785 modules(0) allElementsWithDefaultsBitOriented(4)}
DEFINITIONS

AUTOMATIC TAGS ::=

BEGIN

IMPORTS BDBFormat, EncryptionOptions, IntegrityOptions,
SubheaderCount, BiometricType, BiometricSubtype, ChallengeResponse,
BDBCreationDate, BDBIndex, ProcessedLevel, Product, Purpose, Quality,
BDBValidityPeriod, BIRCreationDate, Creator, BIRIndex, PatronFormat,
Payload, BIRValidityPeriod, Version, SBFormat, BiometricDataBlock,
OneByte, TwoByte, ThreeByte, FourByte, OneBit, TwoBit, ThreeBit,
FourBit

FROM CBEFF-DATA-ELEMENTS

{iso standard 19785 modules(0) types-for-cbeff-data-elements(1)};

AllElementsWithDefaultsBitOriented ::= SEQUENCE {

12 © ISO/IEC 2015 - All rights re
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/* This patron format contains all data elements, but makes full
use of

default values to allow omission of fields. It encodes each CBEFF
data element into a fixed-width bit field.

A 14-bit bit map is present at the start of the

encoding to determine which fields are present. */

format BDBFormat,

encryptOpts EncryptionOptions DEFAULT FALSE,
integOpts IntegrityOptions DEFAULT FALSE,
subHeaderCount SubheaderCount DEFAULT O,
bdbLength INTEGER (0..4294967295) DEFAULT O,
bioType BiometricType DEFAULT noValueAvailable,
bioSubtype BiometricSubtype DFFAULT any

}
EN

11 F
sma

11.1
1S0/1

11.2

257
1/SC

11.3

chaResp Chal lengeResponse OPTIONAL,

bdbCreation BDBCreationDate OPTIONAL,

bdblIndex BDBIndex OPTIONAL,

procLevel ProcessedlLevel DEFAULT noValueAvailable,
product Product DEFAULT { },

purpose Purpose DEFAULT noValueAvailable,

quality Quality DEFAULT noValueAvailable,

bdbvalidity BDBValidityPeriod,

birCreation BIRCreationDate OPTIONAL,

birCreator Creator OPTIONAL,

birlndex BIRIndex OPTIONAL,

patronFormat PatronFormat DEFAULT { },

payload Payload OPTIONAL,

birvalidity BIRvValidityPeriod,

patronHdrVersion Version DEFAULT {header-major0; header-minor 0},
sbFormat SBFormat DEFAULT {},

cbeffVers Version DEFAULT {cbeff-major 2, €beff-minor 0},
bdb BiometricDataBlock

D

'atron format specification: TEV-encoded patron format, for use with
rtcards or other tokens

Patron

ECJTC 1/SC 37

Patron format owner

(0101pex)-\The Biometric Registration Authority has allocated this identifier for
37.

Patron format name

|

ISO/IEC JTC

1SO

IEC JIC 1750 57 TLV-encoded patron rTormat, TOor use WIth Smha

other tokens.

11.4

Patron format type

5 (0005Hex). This has been registered in accordance with ISO/IEC 19785-2.

11.5

ASN.1 object identifier for this patron format

cards or

{iso registration-authority cbeff(19785) biometric-organization(0) jtcl-
sc37(257) patron-format(l) tlv-encoded(5)}

or, in

XML value notation,

© ISO/IEC 2015 - All rights reserved
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<OBJECT_IDENTIFIER>1.1.19785.0.257.1.5 </OBJECT_IDENTIFIER>

11.6 Domain of Use

The domain of use is applications complying with ISO/IEC 7816-11. This patron format is applicable for
both on-card and off-card biometric comparison.

11.7 Version identifier

This patron format specification has a version identifier of (major 1, minor 1).

11.8 CBEFF version

This specifidation conforms to CBEFF version (major 2, minor 0).
11.9 General

11.9.1 This|clause specifies in 11.10:

a) the CBEFF patron format named “ISO/IEC JTC 1/SC 37 TLV-encoded\patron format, for use| with
smart cqrds or other tokens” and

b) a TLV erjcoding for a number of CBEFF data elements (togetherwith distinct TLV tags) that can be
used by pny TLV-encoded application that needs to make reference to such data elements.

NOTE The particular form of TLV encoding specified in“this clause is that provided by the ASN.1
Distinguished Encoding Rules (see ISO/IEC 8825-1).

11.9.2 ISO/[EC 7816-4 and ISO/IEC 7816-11 define:the necessary exchanges to support:
a) On-card|biometric comparison

1) Rettieval of information from ax$martcard or other token prior to an external biometric
verification process.

2) Commands for performing abiometric verification on a smartcard.
3) Strategigs for enrollment (fecording of information on a smartcard or other token).

4) Security mechanisms for establishing a trusted channel between a smartcard and an external
system.

b) Off-card biometrie comparison

1) Commands for retrieval of the biometric related data from a smartcard to be used in a sgrvice

S St m oa 1 crace hardor cantral cuctam
T E 5o e oo B O e ot o5y ottt

2) Security mechanisms for the protection of the biometric related data.

11.9.3 This version of the CBEFF patron format named “ISO/IEC JTC 1/SC 37 TLV-encoded
patron format, for use with smartcards or other tokens” is formally defined as the ASN.1 type
BiometriclnformationTemplate (see 11.10) encoded using the ASN.1 Distinguished Encoding
Rules (see ISO/IEC 8825-1). A diagrammatic specification of this patron format is provided in 11.11.

NOTE The term Biometric Information Template is used in ISO/IEC 7816-11, together with the abbreviation

BIT. This term corresponds to a (possibly partial) Biometric Information Record and is used in this clause where
the relation with ISO/IEC 7816-11 is important.

14 © ISO/IEC 2015 - All rights reserved
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11.9.4 The components of the ASN.1 type BiometricHeaderTemplate (with their context-specific

tags, see 11.10), encoded using the ASN.1 Basic Encoding Rules are also defined as Data Objects for use in
ISO/IEC 7816-11.

NOTE The term Biometric Header Template is used in ISO/IEC 7816-11, together with the abbreviation BHT.
This term and the abbreviation are synonymous with Standard Biometric Header and SBH, and are used in this
clause where the relation with ISO/IEC 7816-11 is important.

11.9.5 The term Biometric Information Data Object is used in ISO/IEC 7816-11 to refer to the TLV-
encoding of a specific ASN.1 type. Table 3 records the Biometric Information Data Objects that are defined
in 11.10 for use in ISO/IEC 7816-11.

NOTH As ISO/IEC 7816-11 normally describes tags by their hex values, these are included hefg

Tlable 3 — Biometric Information Data Objects with the Biometric Header Témplate Data
Objects defined in 11.10

Biometric Information ASN.1 type or component name (s€e 11.10) Tag (hex)
Data Object
Biomktric Information Template BiometriclInformationTemplate 7F60Hex
Group BIT GroupBIT 7F61Hex
BDB Reference Data bdbReferenceData 5F2EHex
BDB Reference Data Template bdbReferenceDataTemghate 7F2EHex
BIR Hayload birPaylLoad 5BHex OF 73Hex
For use only in BiometricReference Data Template:
BDB Reference Data with Standardised | StandardBDBReferenceData 81Hex
Formfat (Primitive)
BDB Reference Data with Standardised | StandardBDBReferenceDataTemplate Aljex
Formfat (Constructed)
BDB Reference Data with Proprietary | PFOPT ietaryBDBReferenceData 82Hex
Formjat (Primitive)
BDB Reference Data with Proprietafy|ProprietaryBDBReferenceDataTemplate A2Hex

Formfat (Constructed)

For use only in Biometric Information Template:

Biomgtric Header Template biometricHeaderTemplate Alpex
Algolithm Reference algorithmReference 80Hex
Referlence Data-Quralifier referenceDataQualifier 83Hex

For use only in Biometric Header Template:

Patrdn Header Version patronHeaderVersion 80Hex
BDB Bfometric Type bdbBiometricType 81 Hex
BDB Biometric Subtype bdbBiometricSubType 82Hex
BDB Creation Date bdbCreationDate 831ex
BIR Creator birCreator 84110y
BDB Validity Period bdbvalidityPeriod 85Hex
BDB PID bdbP 1D 86110x
BDB Format Owner bdbFormatOwner 87 Hex
BDB Format Type bdbFormatType 88Hex
BIR Index birindex 90Hex
Comparison Algorithm Parameters |ComparisonAlgParameters 91Hex OF B1lHex
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11.9.6 CBEFF-compliance requires the NO VALUE AVAILABLE abstract value to be supported by this
patron format for CBEFF data elements that are not fully supported. To meet this requirement, tags
are assigned and reserved by this part of ISO/IEC 19785 in Table 4 for Data Objects appearing in the
Biometric Header Template. These tag values shall not be assigned by any other tag authority to Data
Objects that can appear in the Biometric Header Template. These Data Objects shall never appear in
encodings of this version of this patron format, and their omission represents the NO VALUE AVAILABLE
abstract value of the corresponding CBEFF data element.

NOTE Subsequent versions of this patron format may define these Data Objects to support the corresponding
CBEFF data element.

I'able 4 — RKeserved tag values

ASN.1jtag value Tag value Corresponding CBEFF data element
[19] 93Hex CBEFF_BDB_challenge_response
[20] 94 Hex CBEFF_BDB_index
[21] 95Hex CBEFF_BDB_processed_level
[22] 96Hex CBEFF_BDB_purpose
[23] 97Hex CBEFF_BDB_quality
[24] 98Hex CBEFF_BIR_creation_date
[25] 99Hex CBEFF_BIR_patron_format_owner
[26] 9AHex CBEFF_BIR _patron_format_type
[27] 9BHex CBEFF>BIR _validity_period
[28] 9CHex CBEFF _version

11.10 ASN|1 specification

CBEFF-SMARTCARD-BIDO

-- The apbbreviation BIDO is used for Biometric Information Data Object
{iso stquard 19785 modules(0) typessfor-smartcard(8)}

DEFINITIONS

IMPLICIT| TAGS ::=

BEGIN

-- In alll cases, omission\of an optional component that represents a
-- CBEFH data element/is”the encoding of the NO VALUE AVAILABLE for
-- that [data element.
PatronHeladerVersion:~:':= OCTET STRING (SI1ZE(2))

-- CBEFF_patron header_version

-— Thle first\'ectet encodes the major version number

-- The seeond octet encodes the minor version number
BiometrijcType’/ - := OCTET STRING (SIZE(1.-3))

-- TLV shall be the Recommended Encodings specified in Table 7
-- Note that this is different from the encoding of this type in
-- 9.10 and in other patron formats specified in this part of
-- ISO/I1EC 19785.

BiometricSubType ::= OCTET STRING (SIZE(1))
-— CBEFF_BDB_biometric_subtype
-- The encoding of the abstract values in the value part of the
-— TLV shall be the Recommended Encodings specified in Table 8.
-- Note that this is different from the encoding of this type in
-- Table A.2 and in other patron formats specified in this part of
-- ISO/1EC 19785.

BCDTime ::= OCTET STRING (SIZE(7))
-- BCD encoded timestamp with format “ YYYYMMDDHHMMSS~

Creator ::= UTF8String
-- CBEFF_BIR_creator

BCDDate ::= OCTET STRING (SIZE(4))
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11.1]1.1The Biometric Information Template used for on-card biometric comparison
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-- BCD encoded date with format “YYYYMMDD~
BCDDatePeriod ::= OCTET STRING (SIZE(8))

-- Two concatenated BCD encoded dates with format YYYYMMDDYYYYMMDD
ProductlID ::= OCTET STRING (SI1ZE(4))

-- CBEFF BDB product owner in the first two octets

-- CBEFF_BDB_product_type in the last two octets
FormatOwner ::= OCTET STRING (SIZE(2))

-- CBEFF_BDB_format_owner
FormatType ::= OCTET STRING (SIZE(2))

-- CBEFF_BDB_format_type
BIRIndex ::= OCTET STRING

-- CBEFF_BIR_index
BiometriclnformationTemplate ::= [APPLICATION 96] SET {
algorithmReference [0] OCTET STRING (SIZE(1)) OPTIONAL
-- A non-CBEFF data element — see ISO/IEC 24787
rgferenceDataQualifier [3] OCTET STRING (SIZE (1)) OPTIONAL,
-- A non-CBEFF data element — see ISO/I1EC 24787
bijometricHeaderTemplate [1] BiometricHeaderTemplate,
bdbReferenceData [APPLICATION 46] EXTERNAL OPTIONAL,
-- A CBEFF BDB, mandatory for off-card-comparison
birPayLoad [APPLICATION 19] OCTET STRING OPTIONAL
-- CBEFF_BIR payload, contents defined by ISO/IEC 24787

}
GroupBIT ::= [APPLICATION 97] SET OF Biometriclnformationfemplate
BiometricHeaderTemplate ::= SET {
patronHeaderVersion [0] PatronHeaderVersion
DEFAULT”0101"H,
-- The absence of this Data Object represents NO WVALUE AVAILABLE
bdbBiometricType [1] BiometricType OPTIONAL,
bdbBiometricSubType [2] BiometricSubType OPTIONAL,
-- Required to be absent unless bdbBiometricype is present
bdbCreationDate [3]1 BCDTime OPTIGNAL,
-- CBEFF_BDB_creation_date
birCreator [4] Creator OPTIONAL,
bdbVvalidityPeriod [5] BCDDatePeriod OPTIONAL,
bdbP 1D [6]1 ProductiD OPTIONAL,
bdbFormatOwner [71 FormatOwner,
bdbFormatType [8] FormatType,
birlndex [16]\BTRIndex OPTIONAL,

comparisonAlgParameters [17] OCTET STRING OPTIONAL
-- A non-CBEFF data element — see ISO/I1EC 24787

}
END

Tablel 5 shows the Biometric Information Template (BIT) used for on-card biometric comparison. The

BIT hfas thesfollowing substructure:

a)

b)

d)

[JataObjects (with tags 80yex and 83Hex) as defined in ISO/IEC 7816-11, containing values relevant
for interindustry commands used for biometric verification as defined in ISO/IEC 7816-4;

Biometric Header Template (BHT) with tag Alnex as defined in ISO/IEC 7816-11. The tag allocation
authority for the Data Objects nested in the BHT is ISO/IEC JTC 1/SC 37 (default tag allocation
authority);

NOTE The ASN.1 object identifier for this tag allocation authority is {iso standard 19785
part(3) tag-allocation(l) clause-11(0)}.

Data Objects for CBEFF data elements that are relevant for on-card biometric comparison;

Biometric Data Objects which are on-card biometric comparison specific and only defined in this
clause (the biometric comparison algorithm parameters Data Object with tag 91yex or Blgex)-
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Table 5 — The Biometric Information Template used for on-card biometric comparison

Tag Length |Value Presence

7F60nex |Var. Biometric Information Template (BIT)

Tag |Length|Value

80Hex |1 Algorithm reference for use in the VERIFY / EXT. Optional
AUTHENTICATE / MANAGE SE command as defined in
ISO/IEC 7816-4

83Hex |1 Reference data qualifier for use in the VERIFY / EXT. Optional
AUTHENTICATE / MANAGE SE command as defined in
ISO/TEC 78162

Alyex |Var. Biometric Header Template (BHT) Mandatory
Tag allocation authority: ISO/IEC JTC 1/SC 37

Tag |Length Value

80Hex |2 CBEFF_patron_header_version Mandatory
(default ‘0101") (if absent, the
default valye
applies)
90yex |Var. CBEFF_BIR_index, Optional

unique identifier used for refer-
encing this bionfetric data setin an
application context outside the card

81hex |1-3 CBEFF_BDB)biometric_type, Optional
see Table7..
82Hex |1 CBEEE: BDB_biometric_subtype, Optional, uge
see, Table 8. with biomegric
type only
83Hex |7 CBEFF_BDB_creation_date, Optional

creation date and time of biometric
reference data: fourteen BCD digits

(YYYYMMDDHHMMSS)
84yaxfVar. CBEFF_BIR_creator Optional
851ex |8 CBEFF_BDB_validity_period, a pair |Optional

of dates (not before, not after):
sixteen BCD digits (YYYYMMD-
DYYYYMMDD)

86Hex |4 CBEFF_BDB_product_owner, Optional
CBEFF_BDB_product_type.
Concatenation of product owner
and product type, identifying the
product that created the biometric

rafaranca datq
Feterence-data

87Hex |2 CBEFF_BDB_format_owner, Mandatory
format owner of the biometric veri-
fication data, value assigned by the
biometrics registration authority

88Hex |2 CBEFF_BDB_format_type, Mandatory
format type of biometric verifica-
tion data, specified by format owner

91Hex/ | Var. Biometric comparison algorithm Optional
B1lHex parameters (primitive / con-
structed), see note 4
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cation data (format owner and format type indicated in the Data Objects with tag 87ex and 88pex
presgnted to the card using e.g. a ISO/IEC 7816 VERIFY command.

NOTI
after|successful completion of the biometric verification. The payloadmay be retrieved using ISO/
inter

NOTI
verif
accorlding to format owner / format type, is addressed hy'the algorithm reference, if the algorithm
Data

NOTI

Table 5 (continued)
Tag Length |Value Presence
7F60Hex |Var. Biometric Information Template (BIT)
Tag Length|Value
80Hex |1 Algorithm reference for use in the VERIFY / EXT. Optional
AUTHENTICATE / MANAGE SE command as defined in
ISO/IEC 7816-4
83Hex |1 Reference data qualifier for use in the VERIFY / EXT. Optional
AUTHENTICATE / MANAGE SE command as defined in
ISOAEC7816%
Alyex |Var. Biometric Header Template (BHT) Mallldatory
Tag allocation authority: ISO/IEC JTC 1/SC 37
| Length | Value
NOTHE 1 In Table 5 the biometric data block as defined in Part 1 of this Internationdl Standard is not present,
since|the biometric reference data are stored separately in the card and not in thisBIT. The biomet{ric verifi-

ndustry access commands like GET DATA or READ BINARY.

3 The outside world uses format owner / format type fdp identifying the required structure
cation data. The biometric comparison algorithm in tle ¢ard, which is able to process the ver

Dbject is present.

cation data. The content of this Data Object is defined by the BDB format owner (see e.g. ISO/

2 In Table 5 no payload is present, since usually access to a paylgad; if used by the applicatiop, is granted

4 The biometric comparison algorithm Data ©bject provides any special parameters of an on-card
biomptric comparison algorithm implementation;.e.g. maximum number of minutiae expected in the biometric
verif

have to be

EC 7816

for the
fication data
reference

EC 19794-2).

The yise of the BIT shown in Table 5 which is intended to be retrieved prior to a bi

metric user

verification, and the verification precess itself with the related interindustry commanfls and their

secuifity requirements, are specified in ISO/IEC 7816-11.

11.1

Table
has the following substructure:

a)

b)
‘)

d)

1.2The Biometric Information Template used for off-card biometric comparison

6 shows the Biometric Information Template BIT used for off-card biometric compari

son. The BIT

HiometricHeader Template (BHT) with tag Alpex as defined in ISO/IEC 7816-11. The tpg allocation
jﬂthorlty for the Data Objects nested in the BHT is ISO/IEC JTC 1/SC 37 (default t

g allocation

thaerity);
QTE The ASN1 nhlp(“l’ identifier for this tag allocation qnfhnrlfv is IIQ{'\ standard 19785
part(3) tag- allocatlon(l) clause- 11(0)}
Biometric Data Objects for CBEFF data elements that are relevant for off-card biometric comparison;

ISO/IEC 7816-11, representing the CBEFF Biometric Data Block (BDB);

A Dbiometric reference Data Object (primitive or constructed) with tags as defined in

Payload as the content of an optional Data Object with tag 53Hex Or 73Hex as defined in

ISO/IEC 7816-6.

The use of the data structure shown in Table 6 is not restricted to smartcards. The data structure may
also be used in other types of cards, e.g. magnetic stripe cards, optical memory cards or cards with
2-dimensional barcodes.

© ISO/IEC 2015 - All rights reserved
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Table 6 — The Biometric Information Template used for off-card biometric comparison

Tag Length |Value Presence
7F60Hex | var. Biometric Information Template (BIT)

Tag Length |Value

Alpex var. Biometric Header Template (BHT) Mandatory

Tag allocation authority: ISO/IEC JTC 1/SC 37
Tag |Length |Value

80Hex | 2 CBEFF_patron_header_version Mandatory
(defauit 0101 (ifabsent, The
defaultvalile
appliés)
81Hex |1-3 CBEFF_BDB_biometric_type, Optional
see Table 7.
82Hex |1 CBEFF_BDB_biometric_subtype, Optional, ugse
see Table 8. together with
biometric type
only
83Hex |7 CBEFF_BDB_creation_date, Optional

creation date and, time of biometric
reference data: fourteen BCD digits

(YYYYMMDDHHMMSS)
84Hex | Var. CBEFF_BIR _creator Optional
85hex |8 CBEFF.BDB _validity_period, a pair |Optional

of dates (not before, not after):
sixteen BCD digits (YYYYMMD-
DYYYYMMDD)

86Hex |4 CBEFF_BDB_product owner, CBEFF_ | Optional
BDB_product_type.

Concatenation of product owner
and product type, identifying the
product that created the biometric
reference data

87Hex | 2 CBEFF_BDB_format_owner, Mandatory
format owner of the biometric ref-
erence data, value assigned by the
biometrics registration authority

88yex | 2 CBEFF_BDB_format_type, Mandatory
format type of biometric reference
data, specified by format owner

90yex | Var. CBEFF_BIR _index, Optional
.............................

encing this biometric data set in an

application context outside the card

5F2Eqex/ |var. CBEFF BDB, Mandatory
7F2EHex biometric reference data (primitive / constructed);

see note
53Hex/ |var. CBEFF_BIR_payload, Optional
73Hex optional data for payload (primitive / constructed)

NOTE: The structure of the biometric reference data in the case of constructed allows the integration of a biometric
challenge for user prompting (e.g. a phrase to be spoken) and a concatenation of biometric data with standardized and
proprietary structure. The respective Data Objects are specified in ISO/IEC 7816-11.
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11.12 The Group BIT Data Object

Several BITs may be nested in a group BIT (tag ‘7F61’ as defined in ISO/IEC 7816-11). The construction
and use of group BIT Data Objects both for on-card and off-card biometric comparison are specified in
ISO/IEC 7816-11.

11.13 Abstract values and encodings for biometric type and subtype

Table 7 — CBEFF_BDB_biometric_type abstract values and encodings

Abstract value name Value encod-|Subtype
ing applies

NO VALUE AVAILABLE 000000Hex
Multiple biometric types 01Hex

Face 02Hex

Voice 04Hex

Finger 08Hex| *

Iris 10hex X
Retina 20fjex)| %

Hand GEOMETRY 40Hex | %
Signature/Sign 80Hex
Keystroke 0100hex

Lip Movement 0200hex
Thermal Face 0400yex
Thermal Hand 0800yex | *

Gait 1000pex

Body Odor 2000hex

DNA 4000pex

Eap 8000pex | *
FINGER GEOMETRY 010000yex | *
PALM GEOMETRY 020000Hex | x

VEIN PATTERN 040000qex| x
FOOT PRINT 080000yex | *

NOTE Only the least significant bytes (omitting leading
zeros) may become part of the Header Template.
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Table 8 — CBEFF_BDB_biometric_subtype abstract values and encodings

b8 b7 b6 b5 b4 b3 b2 b1l |Biometric Subtype
00000000 No information given
01 Right
10 Left
0 000 No meaning
0 001 Thumb
0 010 INDEX finger
0 011 Middle finger
0 100 Ring finger
0 101 Little finger
1 ALWAYS SET
1 001 PALM
1 010 BACK OF HAND
1 011 WRIST
x Reserved for future‘use
NOTE: This optional field denotes which sample of the
biometric type is to be presented (e.g. right index finger).
This field is only useful in conjunction with-the field CBEFF_
BDB_biometric_type in cases denoted in Table 7.

11.14 Illugtrative examples

An example pn the use of this patron format can be found in ISO/IEC 24787.

12 Patron format specification: complex patron format (deprecated)

12.1 Patron
ISO/IEC]TC[L/SC 37

This patron|format is considered deprecated. Therefore it shall not be used in new developmeits or
deployment;g.

12.2 Patroh format'owner

257 (01014éx)- The Biometric Registration Authority has allocated this identifier for ISO/IEC JTC
1/SC 37.

12.3 Patron format name

ISO/IEC JTC 1/SC 37 complex patron format.

12.4 Patron format type
6 (0006Hex). This has been registered in accordance with ISO/IEC 19785-2.

12.5 ASN.1 object identifier for this patron format

{iso registration-authority cbeff(19785) biometric-organization(0) jtcl-
sc37(257) patron-format(l) complex(6)}
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or, in XML value notation,

<OBJECT_IDENTIFIER>1.1.19785.0.257.1.6</0BJECT_IDENTIFIER>

12.6 Domain of use

This clause provides a definition of a patron format that may be of general utility to appl
need to carry one or more BIRs (of either the same or different patron formats) in a single
structure, with explicit identification of the patron format(s) being used.

12.7 Version identifier

-3:2015(E)

ications that
complex BIR

This patron format specification has a version identifier of 1.

12.8| CBEFF version

This gpecification conforms to CBEFF version (major 2, minor 0).

12.9| General

1291 This patron format supports all the mandatory and ‘optional data elements

ISO/IEC 19785-1 except the following ones: capture device ‘ewner and identifier, featuj
algorjthm owner and identifier; biometric comparison algorithm owner and identifier, qual
owndr and identifier, and compression algorithm owner dnd identifier. It can support either
or a Jomplex BIR structure where each intermediate node or leaf of the structure is itself a
“child BIR”) and can be represented in any patron fermat.

12.9.2 The patron format of each child BIR is-eXplicitly identified in its parent by a pair: p
owndr / patron format type, and can be eitherrthis patron format (in which case the child B
have rhildren), or a different patron format{in which case the child BIR is considered a leaf ¢
format although it may be a complex BIR'in its own regard).

12.9.8 Most fields in this patromformat are optional. The presence of each optional field i
a single bit of a 24-bit field ({fieldPresence”) at the beginning of the format, which has one
optiopal field defined in the patron format. The bit value ‘1’ in a given position of that fiel
the corresponding field is-present in the BIR instance.

12.9.4 All character.strings and octet strings are preceded by a length prefix, which can bg
four ¢ctets long;as specified for each field.

12.9.5 Alrinteger values, including lengths, are encoded in big-endian order.

specified in
e extraction
ty algorithm
a simple BIR
BIR (called a

atron format
IR may itself
f this patron

5 encoded as
bit for each
]l means that

one, two, or

12.9.6 Dates and date intervals are encoded as character strings in a way contorming to 150 8601.

12.9.7 An instance of a BIR or child BIR contains either a BDB or one or more BIR children, but never

contains both.

© ISO/IEC 2015 - All rights reserved
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12.10 Specification

An instance of a BIR shall contain the fields specified below, in exactly the same order and with no gaps

between the fields.

CBEFF data element name Field name Length and Abstract values and Encodingsb
optionalitya
The following fields shall occur
at most once
CBEFF_patron_header_version | patronHeaderVersion 1, mandatory |1
CBEFF_versidqn CbelfVersion I, mandatory |Major 2 and vinor 0:X 20 (32)
not a standdrd CBEFF data|fieldPresence 3, mandatory |A 24-bit field containing one hit\foff each
element optional field in the patrom format. The
bitvalue ‘1’ means that théeorrespopding
field is present in the BIR instance
Bit position (1=mostsignificant, 24 fleast
significant) andrcorresponding optional
field:
1 bdbFermat Owner & Type
2 bdbEncryption
3 %*bdbBiometricType
4 bdbBiometricSubtype
5 bdbChallengeResponse
6 bdbCreationDate
7 bdblndex
8 bdbProcessedLevel
9 bdbProduct Owner & Type
10 bdbPurpose
11 bdbQuality
12 bdbValidityPeriod
13 birCreationDate
14 birCreator
15 birlndex
16 birPayload
17 birValidityPeriod
18 sbFormat Owner & Type
19 bdb
20 sb
21..24 notused (shall be ‘0")
CBEFF_BDB_format_owner |bdbFormatOwner 2, mandatory if |0..65535
a BDBis pres-
ent, optional
ifa BDB is not
present.
CBEFF_BDB_format_type bdbFormatType 2, mandatory if |0..65535
a BDB is pres-
ent, optional
ifa BDB is not
present.

24
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CBEFF data element name Field name Length and Abstract values and Encodingsb
optionalitya
CBEFF_BDB_encryption_|bdbEncryption 1; mandatory if[NO ENCRYPTION: 0
options aBDBis pres- |ENCRYPTION: 1
ent, other-wise
required to be
absent.
CBEFF_BIR _integrity_options |birIntegrity 1, mandatory |NO INTEGRITY: 0
INTEGRITY: 1
CBEFF_BDB_biometric_type |bdbBiometricType 3 This encoding is a 3 octet bitmap. NO VALUE
AVATEABEE Tsercodedas a0 bits. If MUL-
TIPLE BIOMETRIC TYPES/is|set, other bits
may also be set to enumenate the types
contained in the BDB,
NO VALUE AVAILABLE: 000000qex
MULTIPLE'BIOMETRIC TYPES:
000001 Hex
FACE; 000002Hex
VIOICE: 000004 yex
FINGER: 000008Hex
IRIS: 0000104ex
RETINA: 000020yex
HAND GEOMETRY: 000040Hex
SIGNATURE OR SIGN: 0000804ex
KEYSTROKE: 0001004ex
LIP MOVEMENT: 000200yex
GAIT: 001000hex
VEIN: 002000yex
DNA: 004000yex
EAR: 0080004ex
FOOT: 010000yex
SCENT: 020000Hex
CBEHF_BDB_biometric_sub-|bdbBiometricSubtype |1 This encoding is a 1 octet bitmap.
type Combinations of abstract vdlues are per-
mitted (by ORing the encodlings for those
values) when the abstract vqlue encoded
in CBEFF_BDB_biometric_type repre-

sents a biometric technology that can
create a BDB where multiple subtypes

are supported.

NO VALUE AVAILABLE: b’0000 0000’
LEFT: b’0000 00071
RIGHT: b’0000 0010’
LEFT THUMB: b’0000 0101
LEFT INDEX FINGER: b’0000 1007’
LEFT MIDDLE FINGER:  b’0001 0001’
LEFT RING FINGER: b’0010 0001
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CBEFF data element name Field name Length and Abstract values and Encodingsb
optionalitya
LEFT LITTLE FINGER:  b’0100 0001’
RIGHT THUMB: b’0000 0110’
RIGHT INDEX FINGER:  b’0000 1010’
RIGHT MIDDLE FINGER: b’0001 0010’
RIGHT RING FINGER: b’0010 0010’
RIGHT LITTLE FINGER: b’0100 0010’
EEFTPATM: b 100670101
LEFT BACK OF HAND: b’10001001
LEFT WRIST: b’1001 001
RIGHT PALM: b’1000 0L 10’
RIGHT BACK OF HAND: b’1000 1p10°
RIGHT WRIST: b’1001 4010
CBEFF_BDB_challenge_|{bdbChallengeResponse |2 + 0..65535 Variable-length octet string, precefded
response by a 16-bitinteger field containing|the
length (octets).
CBEFF_BDB_¢reation_date |bdbCreationDate 1+8..15 Variable-length ASCII character string,
preceded by an 8-bit integer field
containing the length (characters)|The
string shall represent a date (or dake
and a time of the day)c.
CBEFF_BDB_Index bdbIndex 2 +0..65535 Variable-length octet string, precefded
by a 16-bit integer field containing|the
length (octets).
Shall not appear in any BIR in whidgh
numChildren is not x’00’.
CBEFF_BDB_processed_level |bdbProcessedLevel 1 RAW: 1
INTERMEDIATE: 2
PROCESSED: 3
CBEFF_BDB_product_owner |bdbProductOwner 1..65535
CBEFF_BDB_product_type |bdbProductType 1..65535
CBEFF_BDB_purpose bdbPurpose 1 VERIFY: 1
IDENTIFY: 2
ENROLL: 3
ENROLL FOR
VERIFICATION ONLY: 4
ENROLL FOR
IDENTHHCATION-ONE-S
AUDIT: 6
CBEFF_BDB_quality bdbQuality 1 QUALITY NOT SUPPORTED
BY BDB CREATOR: 255
QUALITY SUPPORTED BY
BDB CREATOR BUT
NOT SET: 254
INTEGER VALUE: 0 - 100
CBEFF_BDB_validity_period |bdbValidityPeriod 1+17.31 Variable-length ASCII character string,

preceded by an 8-bit integer field
containing the length (characters). The
string shall represent an interval of two
dates (or date and time of the day)d.

26
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CBEFF data element name

Field name

Length and
optionalitya

Abstract values and Encodingsb

CBEFF_BIR_creation_date

birCreationDate

1+8..15

Variable-length ASCII character string,
preceded by an 8-bit integer field
containing the length (characters). The
string shall represent a date (or date

and a time of the day)c.

CBEFF_BIR_creator

birCreator

2 +0..65535

Variable-length ISO/IEC 10646 char-
acter string, encoded in UTF-8, and
preceded by a 16-bit integer field

containing the length of th

e UTF-8

encoding (octets).

CBEHF_BIR_index

birIndex

2 +0..65535

Variable-length octetstrin
by a 16-bit integer.field cor
length (octets).

Shall not inhenit its value fi
other leveh\BIR.

o, preceded
taining the

fom any

CBEHF_BIR_payload

birPayload

2 +0..65535

Variable-length octet strin,
by« 16-bit integer field cor
length (octets).

Shall not inherit its value f
other level BIR.

o, preceded
taining the

fom any

CBEHF_BIR _validity_period

birValidityPeriod

1+1731

Variable-length ASCII char
preceded by an 8-bit integg
containing the length (chat
string shall represent an in

dates (or date and time of the day)d.

acter string,
r field
acters). The
terval of two

CBEHF_SB_format_owner

sbFormatOwner

2

1..65535

CBEHF_SB_format_type

sbFormatType

2

1..65535

BDB

bdb

4 +

0..4294967295

Variable-length octet strin
by a 32-bit integer field cor
length (octets).

If this field is present in a B
(asindicated in bit 19 of th
Presence), then no child BI}
included (numChildren shal
value 0). Otherwise, at leas
BIR shall be included (num
have a value greater than (

NOTE - The content and en|
BDB are not specified by C
this patron format specific

o, preceded
taining the

IR instance

e field field-
ks shall be

I have the

t one child
Children shall

).
coding of the

BEFF nor by
ation.

CBEFF_subheader_count

numChildren

1, mandatory

0..255

The following 3 fields shall occur
as a group as many times as
specified in the field numChil-
dren (0..255)

childBirPatronForma- 1..65535

tOwner

CBEFF_BIR_patron_format_
owner

2, mandatory if
no BDB is pres-
ent, other-wise
required to be
absent.
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CBEFF data

element name

Field name

Length and
optionalitya

Abstract values and Encodingsb

type

CBEFF_BIR_patron_format_

Type

childBirPatronFormat-|2, mandatory if

no BDB is pres-
ent, other-wise
required to be
absent.

1..65535

not a standard CBEFF data|childBir

4+

Variable-length octet string, preceded

shall have th
Examples: 20

¢ ABIR cons
and numChil

P same number of digits.

iren value greater than zero.

050103/20060103,20050106T11/20050306T X}, ahd 20050106T113300/20050306T113259.
sts of either: 1) an SBH, BDB, optional SB, and@umChildren value of zero, or 2) an SBH, no BDB,

element 0..4294967295, |by a 32-bit integer field containing the
mandatory if |length (octets)e.
no BDB is pres-
ent, otherwise
required to be
absent.
The following|field shall occur
at most once
SB sb 4+ Variable-length actet string, precefded
0..4294967295 |by a 32-bit integertield containing|the
length (octets);
a The date shall be represented in the ISO 8601 basic format YYYYMMDDTHHMMSS, where the last 2, the{last
4, or the last | characters may be omitted.
Examples: 20050103, 20050106T11, 20050106T1230, and 20050106T145504.
b Each date $hall be represented in the ISO 8601 basic format YYYYMMDDTHHMMSS, where the last 2, the last
4, or the last |/ characters may be omitted. The two dates shall be séparated by a SOLIDUS (“/”) character, 3dnd

12.11 Illus

trative examples

Table(9"— “Simple” BIR (one BDB)

28

Field Name Length |Abstract Value Encoding
patronHeaderVery~ {1 1 01Hex
sion
cbeffVersion 1 Major 2, Minor 0 20Hex
fieldPresence 3 bdbFormatOwner and E02020yex

Type

bdbEncryption

bdbBiometricType

bdbQuatity

bdb
bdbFormatOwner |2 ISO/IEC]TC 1/SC 37 257 (0101hex)
bdbFormatType 2 Face image 0008Hex
bdbEncryption 1 NO ENCRYPTION 00yex
birIntegrity 1 NO INTEGRITY 00yex
bdbBiometricType |3 FACE-IMAGE 400000yex
bdbQuality 1 75/100 4BHex
bdb 4 + 4096 |octet string 00001000yex + 4096

octets

numChildren 1 Zero 00yex
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11.
12.
13.
14.
15.
16.
17.
18.
19.

20.
21.
22.

23.
24.

25.
26.
27.

ISO/IEC 19785-3:2015(E)

Table 10 — Complex BIR fields and abstract values corresponding to Figure 2 in
ISO/IEC 19785-1

patronHeaderVersion = 1
cbeffVersion = 2:0
fieldPresence = sbFormatOwner/Type

birIntegrity = INTEGRITY

(beginning of the root header BIR)

(integrity is applied to the entire complex BIR via the
SB on line 90)

Sbrormatuwner = a security vendor

sbFormatType = that vendor’s security block
format

humChildren = 2
rhildBirPatronFormatOwner = SC 37
ChildBirPatronFormatType = 8 (this format)

| 2

patronHeaderVersion = 1

cbeffVersion = 2:0

fieldPresence = bdbBiometricType
birIntegrity = NO INTEGRITY
bdbBiometricType = FINGER

numChildren = 3
childBirPatronFormatOwner = SC 37
childBirPatronFormatType = 8 (this format)

>

patronteaderVersion = 1

¢beffVersion = 2:0

fieldPresence = hdbFormatQwn mr'I/Typp;

(see the final SB on line 90)

(denotes the&’bgginning of the next BIR)

(the next 3 BIRs inherit this value)

bdbEncryption; bdbBiometricSubtype; bdb
bdbFormatOwner = SC 37

bdbFormatType = a standardized BDB
format

bdbEncryption = NO ENCRYPTION
birIntegrity = NO INTEGRITY

bdbBiometricSubtype = LEFT INDEX
FINGER

© ISO/IEC 2015 - All rights reserved
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28. bdb

29. numChildren=0

30. >

31. patronHeaderVersion = 1

32. cbeffVersion = 2:0

33. fieldPresence = bdbFormatOwner/Type;
bdbEngryptiom;bdbBiometricSubtype;bdb

34. bdblFormatOwner = vendor ABC

35. bdbFormatType = non standard BDB for-
mat A

36. bdbEncryption = NO ENCRYPTION

37. birlhtegrity = NO INTEGRITY

38. bdbBiometricSubtype = LEFT MIDDLE
FINGER

39. bdb

40. nunpChildren=0

41. >

42. patronHeaderVersion = 1

43. cbeffVersion = 2:0

44. field Presence = bdbFormatOwner/Type;

bdbEndryption; bdbBiometricSubtype; bdb

45, bdblFormatOwner = vender XYZ

46. bdbFormatType = hon standard BDB for-
mat B

47. bdbEncryption = NO ENCRYPTION

48. birlhtégrity = NO INTEGRITY

49. bdbBiometricSubtype = LEFT RING FIN-
GER
50. bdb

51. numChildren=0

52. >

53. patronHeaderVersion = 1

54, cbeffVersion = 2:0
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55. fieldPresence = bdbBiometricType

56.  birlntegrity = NO INTEGRITY

57. bdbBiometricType = IRIS (the next 2 BIRs inherit this type)
58. numChildren = 2

59.  childBirPatronFormatOwner = SC 37

60. childBirPatronFormatType = 8 (this format)

61. >
62. patronHeaderVersion = 1
63. cbeffVersion = 2:0

64. fieldPresence = bdbFormatOwner/Type;
bdbEncryption; bdbBiometricSubtype;
sbFormatOwner/Type; bdb; sb

65. bdbFormatOwner = SC 37
66. bdbFormatType = an iris format
67. bdbEncryption = ENCRYPTION

68. birIntegrity = NO INTEGRITY

69. bdbBiometricSubtype = LEFT

70. sbFormatOwner = an encryptionvendor

71. sbFormatType = a security-block format  (see SB on line 74)

72. bdb

73. numChildren=0

74. sb (see SB format identifier on lines 70-71)
75. >

76. patronHeaderVersion = 1

77. cbeffVersion = 2:0

78. fieldPresence = bdbFormatOwner/Type;

bdbEncryption; bdbBiometricSubtype;
sbFormatOwner/Type; bdb; sb

79. bdbFormatOwner = vendor PQR

80. bdbFormatType = vendor’s format C
81. bdbEncryption = ENCRYPTION

82. birIntegrity = NO INTEGRITY

83. bdbBiometricSubtype = RIGHT

© ISO/IEC 2015 - All rights reserved 31


https://iecnorm.com/api/?name=27d45ceb0f59ffd3bbed1264057ea4e6

ISO/IEC 19785-3:2015(E)

84. sbFormatOwner = an encryption vendor
85. sbFormatType = a security block format  (see SB on line 88)
86. bdb
87. numChildren=0
88. sb (see SB format identifier on lines 84-85)
89. >
90. sb (see SB format identifier in root header on line’§)
Table 11 — BIR wrapped in an enveloping BIR

Field Name Length Abstract Value Encoding
patronHeadefrVersion 1 1 01Hex
cbeffVersion 1 Major 2, Minar 0 20Hex
fieldPresence 3 all optionahfields 000000Hex

absent inthe envel-

oping BIR
birlntegrity 1 NOINTEGRITY 00Hex
numChildren| 1 one child (the envel- |01gex

oped BIR)
childBirPatr¢gnFormatOwner) 2 patron format variable

owner of the envel-

oped BIR
childBirPatrqnFormatType 2 patron format type |variable

of the enveloped BIR
childBir (length of the child BIR) 4 length of the envel- |variable

oped BIR
childBir (octgts of the child BIR variable octets of the envel- |variable

oped BIR
Table 11 shojs how the Complex-patron format specified in this clause can be used as a simple envielope
around a BIR of an arbitrary patron format in order to provide identification of its format and specjfy its
length. Whef using the Complex patron format in this way, the portion of the enveloping BIR preceding
the envelopdd BIR canipe thought of as a fixed-length prefix to the enveloped BIR. Since all the optional
fields of the gnveloping BIR are absent, the length of the prefix is only 15 octets, given by:
a) 7 octets|with-the fixed values x’01 20 00 00 00 00 01’; plus

b) 4 octets containing the patron format owner and type of the enveloped BIR; plus

c) 4 octets containing the length of the enveloped BIR.

12.12 ASN.1 definition (provided for illustrative purposes only)

The following ASN.1 specification provides an abstract description of the patron format, and may
be useful to some readers of this part of ISO/IEC 19785. It is not intended to provide an alternative
specification of the encodings of this patron format.

CBEFF-COMPLEX-PATRON-FORMAT
{iso standard 19785 modules(0) complex-BIR(10)}
DEFINITIONS
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AUTOMATIC TAGS ::=
BEGIN

BIR ::= SEQUENCE {
patronHeaderVersion INTEGER(O..255),
cbeffVersion INTEGER(O..255),

fieldPresence SEQUENCE ({
bdbFormat BOOLEAN,
bdbEncryption BOOLEAN,
bdbBiometricType BOOLEAN,
bdbBiometricSubtype BOOLEAN,
bdbChal lengeResponse BOOLEAN,
bdbCreationDate BOO| FAN

bdbIndex BOOLEAN,
bdbProcessedLevel BOOLEAN,
bdbProduct BOOLEAN,
bdbPurpose BOOLEAN,
bdbQuality BOOLEAN,
bdbValidityPeriod BOOLEAN,
birCreationDate BOOLEAN,
birCreator BOOLEAN,
birlndex BOOLEAN,
birValidityPeriod BOOLEAN,
sbFormat BOOLEAN,

bdb BOOLEAN,

children BOOLEAN,

sb BOOLEAN

}

bdbFormat SEQUENCE {
bdbFormatOwner INTEGER(O..65535),
bdbFormatType INTEGER(O..65535)
} OPTIONAL,

bdbEncryption INTEGER(O..255) OPTIONAL,

birlntegrity INTEGER(O..255),

bdbBiometricType INTEGER(O..16777215) OPTIONAL,
bdbBiometricSubtype INTEGER(Q»:255) OPTIONAL,

bdbChal lengeResponse OCTET~STRING (SIZE(0..65535)) OPTIONAL,
bdbCreationDate OCTET STRING (SIZE(8..15)) OPTIONAL,
bdbIndex OCTET STRING, (STZE(O..65535)) OPTIONAL,
bdbProcessedLevel INTEGER(O..255) OPTIONAL,

bdbProduct SEQUENCE- {
bdbProductOwner INTEGER(O..65535),
bdbProductType INTEGER(O..65535)
3} OPTIONAL,

bdbPurpése’ INTEGER(O. .255) OPTIONAL,

bdbQuality INTEGER(O..255) OPTIONAL,

bdhVakidityPeriod OCTET STRING (SIZE(15..31)) OPTIONAL,
bitCreationDate OCTET STRING (SIZE(8..15)) OPTIONAL,
birCreator OCTET STRING (SI1ZE(O..65535)) OPTIONAL,

e xrlaodl (OCTET CTHANC C 77N GELCOCNN ANADTEANAL

OTT IOt XoCTE T ITRiNo (OTrZC(U--0933399) ) O T TUN;

birPayload OCTET STRING (SIZE(O..65535)) OPTIONAL,
birvalidityPeriod OCTET STRING (SIZE(15..31)) OPTIONAL,

sbFormat SEQUENCE {
sbFormatOwner INTEGER(O..65535),
sbFormatType INTEGER(O..65535)
} OPTIONAL,

bdb OCTET STRING (SIZE(O..4294967295)) OPTIONAL,

children SEQUENCE (SIZE(O..255)) OF
chilld SEQUENCE {
childBirPatronFormat SEQUENCE {
childBirPatronFormatOwner INTEGER(O..65535),
childBirPatronFormatType INTEGER(O..65535)

}

© ISO/IEC 2015 - All rights reserved
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}

sb 0C
¥
END

13 Patron
elements)

785-3:2015(E)

childBir OCTET STRING (SIZE(O..4294967295))

TET STRING (SI1ZE(0..4294967295)) OPTIONAL

format specification: XML patron format (with additional data

13.1 Patron

ISO/IEC]TC

13.2 Patro

257 (010]
1/SC 37.

13.3 Patro
ISO/IEC J

13.4 Patro
11 (000By

13.5 ASN.1 object identifier for this patron format

{iso reg
sc37(257)

or, in XML v
<OBJECT 1

13.6 Domg

This clause 3
need to carr
over a binar}

13.7 Version idéntifier

1/SC 37

h format owner

| Hex). The Biometric Registration Authority has allocated this identifierfor ISO/IE

h format name

TC 1/SC 37 XML patron format.

n format type

bx ). This has been registered in accordance with-}SO/IEC 19785-2.

stration-authority cbeff(19785) biometric-organization(0) j
patron-format(1) xml-ful LA}

lue notation,

DENTIFIER>1.1.19785-0:257.1.7</0BJECT_IDENTIFIER>

in of use

pecifies a patren.format based on XML that may be of general utility to application
y one or more BIRs in a simple or complex BIR structure and benefit from the use of
 format.

C JTC

tcl-

5 that
XML

This patron

format specification has a version identifier of (major 2, minor 0).

NOTE

1, minor 0), respectively. Due to the merging of the two clauses, this is now version (major 2, minor 0).

13.8 CBEFF version

This specification conforms to CBEFF version (major 2, minor 0).

13.9 General

Clauses 13 and 15 in ISO/IEC 19785-3:2007+A1:2010 were versioned as (major 0, minor 0) and (major

13.9.1 This patron format is based on W3C XML 1.0. It supports all the mandatory and optional data
elements specified in ISO/IEC 19785-1. It can support either a simple BIR or a complex BIR structure

where each i

34

ntermediate node or leaf of the structure is itself a BIR (called a “child BIR”).
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13.9.2 Most fields in this patron format are optional. Some mandatory and optional fields are
represented by XML elements, others are represented by attributes of XML elements. The presence of
an optional field in a BIR is signaled by simply including the corresponding element or attribute, and its
absence is signaled by simply omitting the corresponding element or attribute.

13.9.3 Special encodings are specified for integers (see 13.26), octet strings (see 13.27), and date and
time-of-the-day abstract values (see 13.28).

13.9.4 An instance of a BIR or child BIR contains either a BDB or one or more BIR children, but never
contains both.

13.9.5 An extension mechanism is specified, which enables the inclusion of applicatioh*specific data
(not gtandardized) within a BIR or child BIR (see 13.11.1.6).

13.1P Specification

13.10.1 In the rest of this clause, the terms “element” and “attribute™are used with [the meaning
of “XML element” and “XML attribute”, respectively.

13.1(.2 The namespace with the name ““http://standardsiso.org/iso-iec/19785/t3/ed-2/" is
called the patron format namespace of this patron format. This’namespace name corresponds to the
folloying ASN.1 object identifier:

{isq registration-authority cbeff(19785) biometric-organization{(0) jtcl-
sc371(257) patron-format(l) xml(7) nameSpace(0)}

13.10.3 All elements defined in this patfon format have the patron format namespdce name. All
attrijute names are unqualified.

13.10.4 An instance of a BIR shall be represented as a <BIR> element (see 13.11).
13.10.5 The <BIR> element may be the root of an XML document, but this is not required.
13.10.6 The portion of the XML document consisting of the <BIR> element and its whole content

shall pe valid accordingtathe XML schema provided in 13.31.

NOTH1 Validity according to that XML schema does not imply that the <BIR> element safisfies all the
requifements in_the normative text of this specification, as there are some requirements that canjpot be (or are
not) foprmally expressed in the XML schema.

NOTH2 , (When the <BIR> element is the root of an XML document, the UTF-8 character encoding is
recon'mended for the XML document, because it will usually produce a smaller encoding.

13.10.7 The abstract value NO VALUE AVAILABLE, for any CBEFF data element that supports this
abstract value, shall be encoded as the omission of the corresponding element or attribute both in the
<BIR> element and in all of its ancestor <BIR> elements.

NOTE The inheritance mechanism specified in 13.14.2.1, 13.15.2.1 and 13.24.2.1 causes a data element of a
BIR to inherit an abstract value (different from NO VALUE AVAILABLE) from its closest ancestor <BIR> element
that contains that element or attribute when the <BIR> element in question does not contain it. If any <BIR>
element in a hierarchy of <BIR> elements specifies an abstract value for a given data element, that abstract
value can be overridden by a different abstract value in any of its descendant <BIR> elements, but the overriding
abstract value can never be NO VALUE AVAILABLE.
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13.11 Element <BIR>

13.11.1Syntax

13.11.1.1

This element shall have no attributes, and shall have a content consisting of the
following (in order):

a) anoptional <Version> element (see 13.12);

b) an optional <CBEFFVersion> element (see 13.13);

c) zero or fnore application-specific elements;

d) amanddtory <BIRInfo> element (see 13.14);

e) an optiopal <BDBInfo> element (see 13.15);

f) an optional <SBInfo> element (see 13.24);

g) zero or more <BIR> elements (see 13.11);

h) either af optional <BDB> element that shall contain a valid representation of an octect strin
13.27), ¢r an optional <bdbX> element that shall contain a valid XML.string;

i) an optignal <SB> element - the content of this element shall bé\a valid representation of an
string. ($ee 13.27).

13.11.1.2 The <BDB> or <bdbX> element shall not bepresent if one or more child <BIR> eler

are present,

13.11.1.3
permitted by

13.11.1.4
present.

13.11.1.5

13.11.1.6
and content
elements sha

13.11.2Sem

hnd shall be present if no child <BIR> eleménts are present.

The <SB> element shall be absent“unless its presence is required by 13.14.2.2

13.15.2.3.

If the <BDB> or <bdbX> elément is present, then the <BDBInfo> element shall al

If the <SB> element is present, then the <SBInfo> element shall also be present.

The number(ofiapplication-specific elements and their name, namespace name, attril
are not defined-in this patron format specification. However, the namespace name of
1l be diffefent from the patron format namespace name (see 13.10.2).

antics

b (see

octet

nents

so be

butes,
those

13.11.2.1

13.11.2.2

This element is either a complex or a simple BIR, depending on which child elements are
present. If a child <BDB> or <bdbX> element is present, this element is a simple BIR. If one or more child
<BIR> elements are present, this element is a complex BIR.

The elements <Version> <CBEFFVersion>, <BIRInfo> <BDBInfo>,

<SBInfo> and their content form the standard biometric header of the BIR.

13.11.2.3

and

The <Version> element (if present) carries the major and minor version number of this

patron format.

13.11.2.4

36

The <CBEFFVersion> element (if present) carries the major and minor version number
of the CBEFF standard.
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13.11.2.5 Each <BIR> element is a whole BIR (of the same patron format) that is a child BIR of the
BIR.
13.11.2.6 The <BDB> or <bdbX> element (if present) carries the biometric data block (BDB) of the
BIR.
NOTE A <BDB> or <bdbX> element and a <BIR> element cannot coexist as children of the same <BIR>

element (see 13.11.1.2).

13.11.2.7

The <SB> element (if present) carries the security block (SB) of the BIR.

NOT
child

13.1]
desce

13.11]
BIR (
BIRs
elem

13.1]
(if th
child
elem

13.1

13.1]
This
a)

—- 0y

b)

—- ay

13.17

13.17

bf the same <BIR> element.

.2.8 The <BIRINnfTo> element carries information about both the BIR afid (possil
ndant BIRs (if the <BIR> element has one or more child <BIR> elements),‘as specified

.2.9 The <BDBInfo> element (if present) carries information\about either th
f the <BIR> element has a child <BDB> or <bdbX> element) or,dbout the BDBs of th¢
that have a child <BDB> or <bdbX> element (if the <BIR> elemient has one or more
ents), as specified in 13.15.2.1.

|.2.10  The <SBInfo> element (if present) carriesdnformation about either the S
e <BIR> element has a child <SB> element) or abgut the SBs of the descendant BIR

bnt), as specified in 13.24.2.1.
P2 Element <Version>

.1Syntax
blement shall have contents consisting of the following (in order):

required <Major> element- the value of this element shall be a valid representation
h the range 0 to 15 (see 13.26);

required <Mino¥=>element - the value of this element shall be a valid representation
h the range 0 ta"15(see 13.26).

.2Semantics

.21 This element represents the data element CBEFF_patron_header_version, an

(maj

A <SB> element can coexist with either a <BIR> element or a <BDB> or <bdbX> element that is a

bly) about its
in13.14.2.1.

b BDB of the
b descendant
child <BIR>

B of the BIR
5 that have a

<SB> element (if the <BIR> element has one o1'more child <BIR> elements but n¢ child <SB>

of an integer

of an integer

d carries the

rdnd minor) version number of the patron format. The number assigned to this v

brsion of the

patro

13.12.2.2

13.12.2.3

13.12.2.4

13.12.2.5

n format1s major U, minor 0.

The <Minor> element represents the minor version number (0 in this versi

parent <BIR> element.

© ISO/IEC 2015 - All rights reserved
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on).

If this element is not present, the values Major=""2" Minor=""0"" are implied.

A child <BIR> element shall have the same (major and minor) version number as its
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NOTE This implies that the <Version> element, if present in a child <BIR> element, has to carry the same
values as the <Version> element in the parent <BIR> element. This is equivalent to omitting the <Version>
element. Therefore, this element is normally omitted in child <BIR> elements.

13.13 Element <CBEFFVersion>

13.13.1Syntax
This element shall have content consisting of the following (in order):

a) arequired <Major> element - the value of this element shall be a valid representation of an integer
in the rgnge U tol5 (See 13.26);

b) arequirpd <Minor> element - the value of this element shall be a valid representation of an'integer
in the range 0 to 15 (see 13.26).

13.13.2Semjantics

13.13.2.1 This element represents the data element CBEFF_version, and carries the version number
of the CBEFF standard supported by this patron format. The number assigh€éd to the version of BEFF
supported by this patron format is Major=2, Minor=0.

13.13.2.2 The <Major> element represents the major versionftumber (2 in this version).
13.13.2.3 The <MInor> element represents the minor yersion number (0 in this version).
13.13.2.4 If this element is not present, the values Major=""2" Minor=""0"" are implied.
13.13.2.5 A child <BIR> element shall have the same CBEFF version number (major and minpr) as

its parent <HIR> element.

NOTE THus, the <CBEFFVersion> element’is normally omitted from all child <BIR> elements, as it would
be redundant

13.14 Element <BIRInfo>
13.14.1Synfax

13.14.1.1 This elément shall have a content consisting of the following (in order):

a) an optignal <Creator> element - the content of this element shall be a string of ISO/IEC 10646
charactgrs;

b) an optional <Index> element - the content of this element shall be a valid representation of a
universally unique identifier (see 13.29), and shall not inherit its value from any other level BIR;

c) an optional <Payload> element - the content of this element shall be a valid representation of an
octet string, and shall not inherit its value from any other level BIR.

d) arequired <Integrity> element - the value of this element shall be one of the character strings
in the third cell of the corresponding row of Table 12;

e) an optional <CreationDate> element - the value of this element shall be a valid representation
of a date and time of the day (see 13.28);

f) anoptional <NotVal idBefore> element - the value of this element shall be a valid representation
of a date and time of the day (see 13.28);
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g) an optional <NotVal idAfter> element - the value of this element shall be a valid representation
of a date and time of the day (see 13.28).

13.14.2Semantics

13.14.2.1 The <BIRInf0> element carries information about the BIR. In addition, if the BIR has
one or more child BIRs (the <BIR> element has one or more child <BIR> elements), the information
carried by the attributes and child elements of the <BIRINnfo> element is inherited by those child BIRs
except where overridden by a corresponding attribute or child element of the <BIRInfo> element of a
child BIR. The information inherited by a BIR applies to that BIR, and (if the BIR has itself child BIRs) is

NOTH Since the Integrity element is required and the <BIRInfo> element is mandatory] in all <BIR>
elemgnts, inheritance of the Integrity element can never occur.

13.14.2.2 The Integrity element indicates whether integrity information about this BIR is
provided within the security block (SB) of the BIR (the child <SB> element of the parent <B[IR> element
of this <BIRINfo> element).

NOTEH This information may consist of a digital signature or MAC,a¢eference to a key or ¢ertificate, an
encryppted key (with or without a reference to the key used to encrypt that'\key), or other parameters of the digital
signirnjg (or MAC) process.

13.14.2.3 If the value of the <Integrity> elementis “true”, then the parent <BIR> element of
this 4BIRInTo> element shall have a child <SB> element.

13.14.2.4 Table 12 specifies the correspondence between the attributes and child elepnents of this
eleme¢nt and CBEFF data elements, and specifies'the supported abstract values and their erfjcodings (see
also 13.10.7).

NOTE This element represents all CBEEF data elements whose name begins with “CBEFF_BIR [

Table 12 — BIR information

CBEFF data element name XML element Supported abstract values and encodings
CBEHF_BIR_creator <Creator> Al ISO/IEC 10646 character strings are supported.

The character string shall be encoded as the string itself.
CBEHF_BIR_index <Index> All well-formed UUIDs are supported.
The UUIDs shall be encoded as specified in 13.29.

Shall not inherit its value from any other BIR level.

CBEHF_BIR~payload <Payload> All octet strings are supported.

Tl deadeadesas 1 111 P [ | N 13 27
TITCUTITUS U TS S SITAIT T TTIINUUTU AS S PTLITTTUT 1 . .

Shall not inherit its value from any other BIR level.

CBEFF_BIR _integrity_options |<Integrity> The following abstract values are supported.
The abstract values shall be encoded as shown below.

NO INTEGRITY:
”false”

INTEGRITY:
”true”’

CBEFF_BIR_creation_date <CreationDate> All date and time-of-the-day abstract values permitted by
CBEFF are supported.

The abstract values shall be encoded as specified in 13.28.
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Table 12 (continued)

CBEFF data

element name XML element Supported abstract values and encodings

(lower end)

CBEFF_BIR _validity_period |<NotValidBefore> |All date and time-of-the-day abstract values permitted by

CBEFF are supported.

The abstract values shall be encoded as specified in 13.28.

(upper end)

CBEFF_BIR_validity_period |<NotValidAfter> |All date and time-of-the-day abstract values permitted by

CBEFF are supported.

The abstract values shall be encoded as specified in 13.28.

13.15 Element <BDBInfo>

13.15.1Synfax

13.15.1.1

a) an optiInal <Chal lengeResponse> element - the content of this element shall be a

represe

b) an optid

c) an optio

d) anoptio

in the third cell of the corresponding row of Table 13;

e) an optignal <CreationDate> element - the valie of this element shall be a valid represent
of a datd and time of the day (see 13.28);

f) anoptio

of a datqg and time of the day (see 13.28);

g) anoptio

of a datd and time of the day (see 13.28);

h) an optional <Type> element< the value of this element shall be one of the character strings

third ce

i) anopti

j) anoptiopal slfeve > element - the value of this element shall be one of the character strings
third cell of the corresponding row of Table 13;

k) an optio
1) anoptio
m) an optio
n) an optio

0) an optio

This element shall have a content consisting of the following (in order):

tation of an octet string (see 13.27);

[:al <Format> element (see 13.16);

al <Encryption> element - the value of this eléniient shall be one of the character st

hal <NotVal idBefore> element<the value of this element shall be a valid represent

nal <NotVal idAfter> elemient - the value of this element shall be a valid represent

1 of the corresponding row of Table 13;

nal <Product> element (see 13.17);

nal <CaptureDevice> element (see 13.18);

nal <FeatureExtractionAlgorithm> element (see 13.19);
nal <ComparisonAlgorithm> element (see 13.20);

nal <CompressionAlgorithm> element (see 13.21);

valid

nal <lIndex> element - the content of this element shall(be'a valid representation of a
universglly unique identifier (see 13.29).

rings

ation

ation

ation

n the

al <Subtype> element - the value of this element shall be one of the character stripgs in
the third cell of the/corresponding row of Table 13;

n the

p) an optional <Purpose> element - the value of this element shall be one of the character strings in
the third cell of the corresponding row of Table 13;

q) an optio

40

nal <Qual 1ty> element (see 13.22).
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13.15.1.3 If the parent <BIR> element has a child <BDB> element, then the <Encryption>
element shall be present in this <BDBInfo> element unless it is present in the child <BDBInfo>
element of an ancestor <BIR> element (see also 13.11.1.4).

13.15.1.4 If the parent <BIR> element has a child <BDB> element, then the <FormatOwner>
element shall be present in this <BDBInfo> element unless it is present in the child <BDBInfo>
element of an ancestor <BIR> element (see also 13.11.1.4).

13.15.1.5 If the parent <BIR> element has a child <BDB> element, then the <FormatType>
element shall be present in this <BDBInfo> element unless it is present in the child <BDBInfo>

elementofanancestor<BlR>element{seealog

NOTE The ancestor <BIR> elements mentioned in the last three subclauses above need not'be|[the same.

13.15.2Semantics

13.1%.2.1 If the BIR has a BDB (the <BIR> element has a child{xBDB> elemerit), then the
<BDHInTo> element carries information about that BDB. Otherwise,~the information cqrried by the
attriutes and child elements of the <BDBInfo> element is inherited-by all the BIRs that| are children
of the¢ BIR except where overridden by a corresponding attribute.oi¢hild element of the <BDBInfo>
elem¢nt of a child BIR. The information inherited by a BIR with-a BDB applies to that BDB, whereas
the information inherited by a BIR that has itself child BIRs is fufrther inherited by all the BIRs that are
children of the BIR in the same way (and so on recursively).

13.15.2.2 If the BIR has a BDB and encryptions applied to that BDB (either by ipcluding the
encryption attribute with the value ““true” in the <BDB Info> element or by having the BIR inherit
that dttribute value from its parent BIR), then the BDB in the <BDB> element shall be encrypted.

13.15.2.3 If the BDB of a BIR is enghypted, information about the encryption profess may be
provided within the security block (SB) afthat BIR (the child <SB> element of the parent <B[l R> element
of this <BIRInfo0> element).

NOTH This information may consist of a reference to an encryption key, an encrypted key (with or without a
refergnce to the key used to encryptthat key), or other parameters of the encryption process.

13.15.2.4 Table 13<specifies the correspondence between the attributes and child elenents of this
eleme¢nt and CBEFF data’elements, and specifies the supported abstract values and their erjcodings (see
also 13.10.7).

NOTE This-element represents all CBEFF data elements whose name begins with “CBEFF_BDB]".
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Table 13 — BDB information

CBEFF data element name

XML element

Supported abstract values and
encodings

CBEFF_BDB_format

<Format>

See 13.16

CBEFF_BDB_encryption_options

<Encryption>

The following abstract values are
supported.

The abstract values shall be
encoded as shown below.

NO ENCRYPTION:

Talse

ENCRYPTION:
”true”’

CBEFF_BDB_¢reation_date

<CreationDate>

All date and time-of-the-day
abstract values permitted by CBEFF
are supported.

The abstract values shall be
encoded as/specified in 13.28.

CBEFF_BDB_yalidity_period
(lower end)

<NotValidBefore>

All date and time-of-the-day
abstract values permitted by CBEFF
are’ supported.

The abstract values shall be
encoded as specified in 13.28.

CBEFF_BDB_|ndex

<Index>

All well-formed UUIDs are sup-
ported.

The UUIDs shall be encoded as ppec-
ified in 13.29

Shall appear only in BIRs that Have
a BDB.

CBEFF_BDB_thallenge_response

<ChallengeResponse>

All octet strings are supported

The octet strings shall be encoded
as specified in 13.27.

Shall appear only in BIRs that Have
a BDB.

CBEFF_BDB_yalidity_period
(upper end)

<NotValidAfter>

All date and time-of-the-day
abstract values permitted by CBEFF
are supported.

The abstract values shall be
encoded as specified in 13.28.

CBEFF_BDB_biometric type

<Type>

The following abstract values aind

all their unordered combinations
are supported.

A single abstract value shall be
encoded as the corresponding
string shown below. A combination
of two or more abstract values shall
be encoded as the concatenation of
the corresponding strings, using a
single space as separator.

SCENT:

“Scent”

42
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CBEFF data element name

XML element

Supported abstract values and
encodings

DNA:
“DNA”
EAR:
“Ear”’
FACE:

Face

FINGER
“Finger”

FOOT:

“Foot”™
VEIN:

“\rein”

HAND GEOMETRY:
“HandGeometry”’
[RIS:

“Iris”

RETINA:
“Retina”
VOICE:

“Voice”

GAIT:

“Gait”
KEYSTROKE:
“Keystroke”
LIP MOVEMENT:
“LipMovement”
SIGNATURE OR SIGN:
“SignatureSign”
PALM:

“Palm”

BACK OF HAND:
“BackOfHand”
WRIST:

“Wrist”

CBEFF_BDB_biometric_subtype

<Subtype>

The following abstract values are
supported.

The abstract values shall be
encoded as shown below. A combi-
nation of two or more abstract val-
ues shall be encoded as the concate-
nation of the corresponding strings,
using a single space as separator.
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Table 13 (continued)

CBEFF data element name

XML element

Supported abstract values and
encodings

LEFT:
“Left”
RIGHT:
“Right”
THUMB:

Thomb
INDEX FINGER:
“IndexFinger”
MIDDLE FINGER:
“MiddleFinder”
RING FINGER:
“RingEanger”
LITTLE FINGER:
“I-ittleFinger”

CBEFF_BDB_

brocessed_level

<Level>

The following abstract values afre
supported.

The abstract values shall be
encoded as shown below.

RAW:

“Raw”
INTERMEDIATE:
“Intermediate”
PROCESSED:
“Processed”

CBEFF_BDB_

broduct

<Product>

See 13.17

CBEFF_BDB_

Capture_device

<CaptureDevice>

See 13.18

CBEFF_BDB_
rithm

feature_extraction_algo-

<FeatureExtractionAlgorithm>

See 13.19

CBEFF_BDB_

fomparison_algorithm

<ComparisonAlgorithm>

See 13.20

CBEFF_BDB_

fompression_algorithm

<CompressionAlgorithm>

See 13.21

CBEFF_BDB_

pUEpose

<Purpose>

The following abstract values ajre

supported.

The abstract values shall be
encoded as shown below.

VERIFY:
“Verify”
IDENTIFY:
“ldentify”
ENROLL:
“Enroll”

44
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Table 13 (continued)

CBEFF data element name XML element Supported abstract values and
encodings

ENROLL FOR VERIFICATION ONLY:
“EnrollVerify”

ENROLL FOR IDENTIFICATION
ONLY:

“Enrollldentify”
AUDIT:

“Audit”
CBEHF_BDB_quality <Quality> See 13.22

13.1p Element <Format> of BDBInfoType

13.16.1Syntax
If present, this element shall have the contents consisting of the following (in order):

a) required <Organization> element - the content ‘ef this element shall be|a string of
IBO/IEC 10646 characters;

b) required <Type> element - the content of this\element shall be a string of ISQ)/IEC 10646
aracters.

13.16.2Semantics

13.16.2.1 This element represents the CBEFF_BDB_format_owner and CBEFF_BDB|format_type
data elements, and carries the organization code and type code, respectively, as registered with the
Biomgtric Registry Authority.

13.16.2.2 The <Organization> element represents the organization/owner/vendor code as
specified in the registry.

13.16.2.3 The <Type> element represents the type code as specified in the registry.
13.17 Element <Product>

13.17.1Syntax

If present, this element shall have the contents consisting of the following (in order):

a) arequired <Organization> element - the content of this element shall be a string of ISO/IEC 10646
characters;

b) a required <Type> element - the content of this element shall be a string of ISO/IEC 10646
characters.

13.17.2Semantics

13.17.2.1 This element represents the CBEFF_BDB_product_owner and CBEFF_BDB_product_type
data elements, and carries the organization code and type code, respectively, as registered with the
Biometric Registry Authority.
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The <Organization> element represents the organization/owner/vendor code as
specified in the registry.

The <Type> element represents the type code as specified in the registry.

13.18 Element <CaptureDevice>

13.18.1Syntax

If present, this element shall have the contents consisting of the following (in order):

a)

a requi
ISO/IEC

b) a requit
charactg

13.18.2Sem

13.18.2.1

capture_device_type data elements, and carries the organization codge-and type code, respectivg

registered w|

13.18.2.2

specified in the registry.

13.18.2.3
13.19 Elen

13.19.1Syn{
If present, th

a) a requi
ISO/IEC

b) a requij
charactg

13.19.2 Semlantics

fed <Organization> element - the content of this element shall be a stri
10646 characters;

ed <Type> element - the content of this element shall be a string of ISO/IEC 1
rs.

antics

This element represents the CBEFF_BDB_capture_device.owner and CBEFF]

ith the Biometric Registry Authority.

The <Organization> element represents theorganization/owner/vendor co

The <Type> element represents the type code as specified in the registry.
nent <FeatureExtractionAlgorithm>

ax
is element shall have the:cortents consisting of the following (in order):

fed <Organizatign> element - the content of this element shall be a stri
10646 characters;

ed <Type> element - the content of this element shall be a string of ISO/IEC 1
rs.

13.19.2.1

hg of

0646

BDB_
ly, as

de as

ng of

0646

Thic tho CPRELE PNDR foqtnirn avdractio Algag.

alarman ranracan

and

k b ofel 1 - aoxArn Ay
TTITS CICTITCTIIC TCPTTCSTITTS I CDLT T _DUD ICOtur C-CATTat U argUT It _—O vV ITCT

CBEFF_BDB_feature_extraction_algorithm_type data elements, and carries the organization code and
type code, respectively, as registered with the Biometric Registry Authority.

13.19.2.2

13.19.2.3

46

The <Organization> element represents the organization/owner/vendor code as
specified in the registry.

The <Type> element represents the type code as specified in the registry.
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13.20 Element <ComparisonAlgorithm>

13.20.1Syntax

If pre

sent, this element shall have the contents consisting of the following (in order):

a) a required <Organization> element - the content of this element shall be a string of
ISO/IEC 10646 characters;

b) a required <Type> element - the content of this element shall be a string of ISO/IEC 10646
characters.

13.20.2Semantics

13.20.2.1 This element represents the CBEFF_BDB_comparison_algorithm_owner and CBEFF_BDB_

comparison_algorithm_type data elements, and carries the organization code andtype code,
as registered with the Biometric Registry Authority.

13.2
speci

13.2(.2.3 The <Type> element represents the type code as-Specified in the registry.

13.2

13.2
If pre

a) 4

et

b) a

13.2

13.2]
BDB_|
respe

13.21

1.1Syntax

1.2Semantics

2.2 The <Organization> element represents the organization/owner/ven
fied in the registry.

1 Element <CompressionAlgorithm>

sent, this element shall have the contents consisting of the following (in order):

required <Organization> element - the content of this element shall be
50/IEC 10646 characters;

required <Type> element - the content of this element shall be a string of IS(
haracters.

.2.1 This ‘element represents the CBEFF_BDB_compression_algorithm_owner
compressiofizalgorithm_type data elements, and carries the organization code an
ctively, as\registered with the Biometric Registry Authority.

respectively,

dor code as

a string of

/IEC 10646

and CBEFF_
1 type code,

speci

fied’in the registry.

.22 The <Organization> element represents the 0rganization/owner/ver1dor code as

13.21.2.3 The <Type> element represents the type code as specified in the registry.

13.22 Element <Quality>

13.22.1Syntax

If present, this element shall have the contents consisting of the following (in order):

a) arequired <Algorithm> element (see 13.23);

b) either a <Score> element shall be a valid representation of an integer in the range 0 to 100 (see
13.26),ora<Qual ityCalculationFai led>elementifthere was an error during the calculation
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of a quality score. The <Qual ityCalculationFailed> element must either be empty or shall
be a string of ISO/IEC 10646 characters.

13.22.2Semantics

13.22.2.1

system.

13.22.2.2

The <Score> element, if present, represents the CBEFF_BDB_quality data element and
carries an integer score in the range of 0 to 100 specifying the quality score calculated by a biometric

The <QualityCalculatedFailed> element, if present, denotes that the quality

calculation
why the calc

13.23 Elen

13.23.1Synt
If present, th

a) a requi
ISO/IEC

b) a requij
charactg

gsursuccessiut for some teason Thiselement tam either be empty or carry a ess3
ilation failed.

nent <Algorithm>

ax
is element shall have the contents consisting of the following (in order):

rfed <Organization> element - the content of this element shall be a stri
10646 characters;

ed <Type> element - the content of this element shall be a string of ISO/IEC 1
rs.

13.23.2Semlantics

13.23.2.1

quality_algot
registered wj

13.23.2.2

This element represents the CBEEF_BDB_quality_algorithm_owner and CBEFF]
ithm data elements, and carries the\organization code and type code, respective
ith the Biometric Registry Authority

The <Organization>_ element represents the organization/owner/vendor co

specified in the registry.

13.23.2.3
13.24 Elen
13.24.1Synt

13.24.1.1

The <Type> element represents the type code as specified in the registry.
nent <SBInfo>

ax

ge of

hg of

0646

BDB_
ly, as

de as

This element shall have content consisting of the following (in order):

a) anoptio

13.24.1.2

NOTE 1

NOTE 2

nal <Format> element (see 13.25).

If the parent <BIR> element has a child <SB> element, then the <Format> element shall
be present in this <SBInfo> element unless it is present in the child <SBInfo> element of an ancestor
<BIR> element (see also 13.11.1.5).

The ancestor <BIR> elements mentioned in the last two subclauses above need not be the same.

When the parent <BIR> element has a child <SB> element and one omits both children of the

<SBInfo> element, the <SBInfo> element will have no attributes and an empty content. Omission of the
<SBInfo> element is not allowed in this case (see 13.11.1.5).
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If the BIR has an SB (the <BIR> element has a child <SB> element), then the <SBInfo>

element carries information about that SB. In addition, if the BIR has one or more child BIRs (the <BIR>
element has one or more child <BIR> elements), the information carried by the child element of the
<SBInfo> element is inherited by those child BIRs except where overridden by a corresponding child
element of the <SBInfo> element of a child BIR. The information inherited by a BIR with an SB applies
to that SB, and (if the BIR has itself child BIRs) is further inherited by its child BIRs in the same way (and

SO on

13.2

recursively).

+ <Fnumnl—\ fCPInfaTuna

13.21
If pre

a) 4

]

o8]

b)

Q

13.2!

13.2!
elem
Regisg

13.2!
speci

13.2%

13.2

Elopnaon Pa n
P LICTITCTIC oot oTroormmuo Ty pT

b.1Syntax
sent, this element shall have the contents consisting of the following (in order):

required <Organization> element - the content of this element shall be
50/IEC 10646 characters;

required <Type> element - the content of this element shiall be a string of IS(
haracters.

b.2 Semantics

b.2.1 This element represents the CBEFF_SB format_owner and CBEFF_SB_form
ents, and carries the organization code and type.code, respectively, as registered with t
try Authority.

fied in the registry.
b.2.3 The <Type> elementrrepresents the type code as specified in the registry.

b Representation ofIntegers

13.26.1 A non-fégative integer shall be represented as a string of one or more IS

charg

by a

cters in the range DIGIT ZERO to DIGIT NINE (“0” to “9”) in decimal notation.

13.2;ﬁ.2 A negative integer shall be represented as the corresponding positive integ

YPHEN:=MINUS character (“-").

a string of

/IEC 10646

at_type data
he Biometric

b.2.2 The <Organization> element represents the organization/owner/vendor code as

D/IEC 10646

er, preceded

13.26.3 Arbitrary whitespace is allowed before and after the encoding, but is forbidden inside the

encoding.

13.27 Representation of Octet Strings

13.27.1 An octet string shall be represented as a string of the following ISO/IEC 1064

a) LATIN CAPITAL LETTER A to LATIN CAPITAL LETTER Z;

b) LATIN SMALL LETTER A to LATIN SMALL LETTER Z;

c) DIGIT ZERO to DIGIT NINE;

d) PLUS SIGN;

© ISO/IEC 2015 - All rights reserved
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e) SOLIDUS;
f) EQUALS SIGN;

forming the Base64 encoding of the octet string (see IETF RFC 2045), with all whitespace removed.

13.27.2 Arbitrary whitespace is allowed before and after the encoding, but is forbidden inside the
encoding.

13.28 Representation of Date and Time of the Day

13.28.1 A date and time of the day shall be represented as a string of ISO/IEC 10646 chardeters in
the following format, which conforms to ISO 8601.

13.28.2 The encoding shall be the concatenation of all the following components (in‘order):
a) the “yea]['" component, consisting of the year encoded in four digits (“2000” te+2999");
b) the hyp

« «

en character
c) the “month” component, consisting of the month encoded in two digits\(“O1” to “12”");
d) the hyphen character “-“

e) the “day]” component, consisting of the day encoded in two digits (“O1” to “31");

f) the lettgr “T”;

g) the “hoyr” component, consisting of the hour encodédin two digits (“00” to “23");
h) the coloh character “”

i) the “mirjute” component, consisting of the nfihute encoded in two digits (“00” to “59”);
j)  the colon character “”

k) the “secpnd” component, consisting of the second encoded in two digits (“00” to “59”);

1) the lettdr “Z”.

13.28.3 The “year”, “moénth”, “day”, “hour”, “minute”, and “second” components shall be presgnt.
13.28.4 The letter “T” shall be present.
13.28.5 The letter “Z” shall be present whether or not the “hour” component is present.

NOTE This letter indicates that the date and time of the day are UTC.

13.28.6 Arbitrary whitespace is allowed before and after the encoding, but is forbidden inside the
encoding.

13.29 Representation of Universally Unique Identifiers

NOTE The following subclauses describe the same representation of a UUID as is specified in ISO/IEC 9834-8,
clause 8. An example of such a representation is: f81d4fae-7dec-11d0-a765-00a0c91e6bf6

13.29.1 A universally unique identifier (UUID) shall be represented as a string of ISO/IEC 10646
characters. Each string shall contain exactly 36 characters from the union of the following sets:
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a) DIGIT ZERO to DIGIT NINE (“O” to “9”), each representing a hexadecimal digit 0 through 9;

b) LATIN CAPITAL LETTER A to LATIN CAPITAL LETTER F (“A” to “F”), each representing a
hexadecimal digit A through F;

c) LATIN SMALL LETTER A to LATIN SMALL LETTER F (“@” to “f”), each representing a hexadecimal
digit A through F;

d) HYPHEN-MINUS (“=").

13.29.2 Each of the positions 9, 14, 19, and 24 of an encoding shall contain a character from set
(d).

The dther 32 positions shall contain characters from sets (a) through (c).

13.29.3 Arbitrary whitespace is allowed before and after the encoding, but isforbidden inside the
encodling.

13.3Dp XML schema of the patron format
<Ixml version="1.0" encoding="utf-8"7>

<H--

Pgrmission is hereby granted, free of charge in perpetuity, to any
pgrson obtaining a copy of the Schema, to use, copy, modify, merge and
distribute free of charge, copies of the Schema¢sfor the purposes of
dgveloping, implementing, installing and usidg software based on the
Sghema, and to permit persons to whom the Schema is furnished to do
s@, subject to the following conditions:

THE SCHEMA 1S PROVIDED “AS 1S, WITHOUT,WARRANTY OF ANY KIND, EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED\TO THE WARRANTIES OF
MBRCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR (€OPYRIGHT HOLDERS BE LIABLE FOR ANY
CUAIM,DAMAGES OR OTHER LIABILITY,,” WHETHER IN AN ACTION OF CONTRACT,
TAQRT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SGHEMA OR THE USE OR OTHER DEALINGS IN THE SCHEMA.

1>

<qs:schema

xmlIns:xs="http:/Zww.w3.0rg/2001/XMLSchema”
xmIns="http://standards.iso.org/iso-iec/19785/-3/ed-2/"
targetNamespace="http://standards.iso.org/iso-iec/19785/-3/ed-2/"
elementFormDefault="qualified”

attribute®ermDefault="unqualified”>

<xs:element name="BIR” type="BIRType”/>

<xszcomplexType name="BIRType”>
<XS:sequence>
XSTeltement name="vVersion Type="Versiontype
minOccurs="0"/>
<xs:element name="CBEFFVersion” type="VersionType”
minOccurs="0"/>
<xs:any namespace=""##other” processContents=""skip”
minOccurs="0" maxOccurs="unbounded”/>
<xs:element name="BIRInfo” type="BIRInfoType”/>
<xs:element name="BDBInfo” type="BDBInfoType”
minOccurs="0"/>
<xs:element name="SBInfo” type="SBInfoType” minOccurs="0"/>
<xs:element name="BIR” type="BIRType” minOccurs="0"
maxOccurs=""unbounded”/>
<xs:element name="BDB” type=""xs:base64Binary”
minOccurs="0"/>
<xs:element name="SB” type=""xs:base64Binary” minOccurs="0"/>
</Xs:sequence>
</xs:complexType>
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<xs:complexType name="VersionType’>

<X

</
</XSs:

s:isequence>
<xs:element
<xs:element
XS:sequence>
complexType>

name="Major” type="xs:unsignedInt”/>
name="Minor” type="xs:unsignedInt”/>

<xs:complexType name="BIRInfoType”>

<X

minOccur,

s:sequence>
<xs:element
<xs:element
<xs:element
="0"/>

name="Creator” type="xs:string” minOccurs="0"/>
name=""Index” type="UUIDType” minOccurs="0"/>
name=""Payload” type="xs:base64Binary”

minOccur]
minOccun
minOccur]

</Xs:

<XS:G
<X

minOccur

minOccun
minOccur]
minOccun
minOccur]
minOccun

minOccur

<xs:element
<xs:element
s=""0""/>
<xs:element
s="0""/>
<xs:element
s=""0""/>

complexType>

s :sequence>
<xs:element
s="0"/>
<xs:element
<xs:element
s="0""/>
<xs:element
s=""0""/>
<xs:element
s="0""/>
<xs:element
s=""0""/>
<xs:element
s="0""/>
<xs:element
s=""0""/>
<xs:element

<xs:element

name="Integrity” type="xs:boolean”/>
name="CreationDate” type="xs:dateTime”

name="NotVal idBefore” type=""xs:dateTime”

name="NotVal idAfter” type="xs:dateTime”

</Xs:sequence>

omplexType name="BDBInfoType”>

name=""Chal lengeResponse” type=""xs:baseb4Binary

name="Index” type="UUIDType” minOcecurs="0"/>
name="Format” type="RegistrylDType”

name="Encryption” type="xs:bool&éan”
name="CreationDate” type=¥xs:dateTime”
name="NotVal idBefore” type="xs:dateTime”
name="NotVal idAfter’» type="xs:dateTime”
name="Type” type="MultipleTypesType”

name=""Subtype” type="SubtypeType”

minOccurs="0"/>

name="Level” type="ProcessedLevelType”

minOccurjs="0"/>
<xs:element name='Product” type="RegistrylDType”
minOccur}js="0"/>
<xs:element name="CaptureDevice” type="RegistrylDType”
minOccurjs="0"/>
<xs:elenment name="FeatureExtractionAlgorithm”
type="RegistrylDType” minOccurs="0"/>
<xs:element name="ComparisonAlgorithm” type="RegistrylDType”
minOccurls=70"/>
<Xs:-element name="CompressionAlgorithm”
type=""Registry-HbFype—inRoecetrs==0"/
<xs:element name="Purpose” type="PurposeType”
minOccurs="0"/>
<xs:element name="Quality” type="QualityType”
minOccurs="0"/>
</Xs:sequence>
</xs:complexType>

<xs:complexType name="RegistrylDType”>

<XS:S

</
</XS:

equence>
<xs:element
<xs:element
XS:sequence>
complexType>

name="0Organization” type="xs:string”/>
name="Type” type="xs:string”/>

<xs:complexType name="SBInfoType’>

<X

s:isequence>
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<xs:element name="Format” type="RegistrylDType”

minOccurs="0"/>
</Xs:sequence>
</xs:complexType>

<xs:simpleType name=""QualityScoreType’>
<xs:restriction base="xs:unsignedInt”>
<xs:maxInclusive value=7100"/>

</xs:restriction>
</xs:simpleType>

<xs:complexType name=’

<Xs:Iseguence>

<xs-element name=""Algorithm” tvpe="ReqistrvIiDType’”/>

QualityType”>

Ty

<xs:choice>

<xs:element name="Score” type="QualityScoreType”/>
<xs:element name="QualityCalculationFailed”

pe="xs:string”/>
</xs:choice>
</Xs:sequence>
</xs:complexType>

<xs:simpleType name="SingleTypeType”>

<xs:restriction base=’

<xs:enumeration
<xs:enumeration
<xS:enumeration
<xS:enumeration
<xs:enumeration
<xs:enumeration
<xS:enumeration
<xS:enumeration

’Xs:string”’>

value=""Scent”/>
value=""DNA""/>
value="Ear “/>
value="Face”/>
value="Finger”/>
value="Foot”/>
value=""HandGeometry”Z>
value="Vein”/>

<xs:enumeration value="lIris”/>

<xs:enumeration
<xS:enumeration
<xS:enumeration

value="Retina” />
value="Voice”/>
value=""Gait’*/>

<xs:enumeration value=_Keystroke”/>

<xs:enumeration
<xS:enumeration
<xS:enumeration
<xs:enumeration
<xs:enumeration
</Xxs:restriction>
</xs:simpleType>

value=""LipMovement”/>
value=XSignatureSign”/>
value="Palm”/>
value="BackOfHand”/>
value="Wrist”/>

<xs:simpleType-name="MultipleTypesType”>
<xs:list gtemType="SingleTypeType”/>

</xs:simpleType>

<xs:simpleType name="SingleAnySubtypeType’>
<xs:restriction base="xs:string”’>

<XS:enumeration
<xSs:enumeration
<xs:enumeration

oo g B o
AS—eRumeateroh

value=""Left”/>
value="Right”/>
value="Thumb”/>

o770 -l o m o a?? f

<xS:enumeration
<xs:enumeration
<xs:enumeration
</Xxs:restriction>
</xs:simpleType>

<xs:simpleType name=""SingleVeinOnlySubtypeType”>

‘V’alhc— TTTUTAT IIIHCI r 4
value="MiddleFinger”/>
value="RingFinger”/>
value="LittleFinger”/>

<xs:restriction base="xs:string”’>

<xS:enumeration
<xs:enumeration
<xs:enumeration
<xS:enumeration
<xS:enumeration
<xs:enumeration
<xs:enumeration
</Xxs:restriction>

© ISO/IEC 2015 - All rights reserved
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</xs:simpleType>

<xs:simpleType name="MultipleAnySubtypesType”>
<xs:list itemType="SingleAnySubtypeType”/>
</xs:simpleType>

<xs:simpleType name="MultipleVeinOnlySubtypesType”>
<xs:list itemType="SingleVeinOnlySubtypeType”/>
</xs:simpleType>

<XS:Ss

impleType name=""SubtypeType’>

<xs:union memberTypes="MultipleAnySubtypesType
MultipleVeinOnlySubtypesType”/>

</Xs:

impleType>

<XS:S

<Xs:restriction base="xs:string”>

</ixs:restriction>
</xs:simpleType>

<XS:S

<Xs:restriction base="xs:string”>

</Xs:restriction>
</xs:simpleType>

<XS:S

<ds:restriction base="xs:string”’>

</IXxs:restriction>
</xs:simpleType>
</xs:schema>

NOTE N(

value in, for ekample, having the followingstring appear in a record: <level> no value available <level>.

13.31 ASN

XML-PATRON-FORMAT “BEFINITIONS
XER ENSTRUCTIONS

impleType name="ProcessedLevelType”>

<xs:enumeration value="Raw’/>
<xs:enumeration value="Intermediate”/>
<xs:enumeration value="Processed”/>

impleType name=""PurposeType’>

<xs:enumeration value="Verify’/>
<xs:enumeration value="ldentify”/>
<xs:enumeration value="Enroll”/>
<xs:enumeration value="EnrollVerify”/>
<xs:enumeration value="Enrollldentify”/>
<xs:enumeration value="Audit”/>

impleType name="UUIDType”’>

<xs:pattern value="[a-TfA-FO-9]{8}\=([a-TfA-FO-9]1{4}\-){3}[a-
fA-FO-9]{12}"/>

VALUE AVAILABLE is encoded by the absence of optional fields in the XML encoding. There i$ little

1 schema of the-patron format

AUTOMATIC TAGS™~:':=

BEGIN

IMPORTS BF¥ometricDataBlock, Version, RegistrylD, ProcessedlLevel, Purpose,
SecurityBlock

FROM| EBEFF-DATA-ELEMENTS

{iso—stamdard—19785 modutes(0) types=for=cbeff=data—ctementsi) T

BIR ::= SEQUENCE {

*/}),

version Version OPTIONAL,
cBEFFVersion Version OPTIONAL,
elemlist [UNTAGGED] SEQUENCE OF elem UTF8String (CONSTRAINED BY
{/* Shall conform to the “AnyElementFormat” specified
in ITU-T Rec. X.693 | ISO/IEC 8825-4, clause 19

bIRInfo BIRInfoType,

bDBInfo BDBInfoType OPTIONAL,

sBInfo SBInfoType OPTIONAL,

birlist [UNTAGGED] SEQUENCE OF bIR BIR,
bDB [BASE64] BiometricDataBlock OPTIONAL,
sB [BASE64] SecurityBlock OPTIONAL

}
BIRInfoType ::= SEQUENCE {

54

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=27d45ceb0f59ffd3bbed1264057ea4e6

creator UTF8String OPTIONAL,

index UUID OPTIONAL,

payload [BASE64] OCTET STRING OPTIONAL,
integrity BOOLEAN,

creationDate DATE-TIME OPTIONAL,
notValidBefore DATE-TIME OPTIONAL,
notValidAfter DATE-TIME OPTIONAL

¥
BDBInfoType ::= SEQUENCE {
challengeResponse [BASE64] OCTET STRING OPTIONAL,
index UUID OPTIONAL,
format RegistrylD OPTIONAL,
encryption BOOLEAN OPTIONAL,
creationDate DATE-TIME OPTIONAI

ISO/IEC 19785-3:2015(E)

notValidBefore DATE-TIME OPTIONAL,
notValidAfter DATE-TIME OPTIONAL,

subtype Subtype OPTIONAL,

level ProcessedlLevel OPTIONAL,

product RegistrylD OPTIONAL,

captureDevice RegistrylD OPTIONAL,
featureExtractionAlgorithm RegistryID OPTIONAL,
comparisonAlgorithm RegistrylD OPTIONAL,
compressionAlgorithm RegistrylD OPTIONAL,
purpose Purpose OPTIONAL,

quality Quality OPTIONAL

}
SBInfoType ::= SEQUENCE {
format RegistrylID OPTIONAL

}

Quality ::= SEQUENCE {
algorithm RegistrylD,
qualityScoreType QualityScoreType

}

QualityScoreType ::= CHOICE {
score INTEGER (0..MAX),
qualityCalculationFailed \UTF8String

SingleTypeType ::= ENUMERATED {
scent,

dNA,

ear,

face,

finger,

foot,
handGeonetry,
vein,

iris,

retina,
voice,

gait,
keystroke,
lipMovement,
signatureSign

type [LIST] SEQUENCE OF SingleTypeType OPTIQNAL,

-

ingleAnySubtypeType ::= ENUMERATED {
left,
right,
thumb,
pointerFinger,
middleFinger,
ringFinger,
littleFinger
¥
SingleVeinOnlySubtypeType ::= ENUMERATED {
leftVein,
rightVein,
palm,
backOfHand,
wrist,
reservedl,

© ISO/IEC 2015 - All rights reserved
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reserved2
}
MultipleAnySubtypesType ::= [LIST] SEQUENCE OF SingleAnySubtypeType
MultipleVeinOnlySubtypesType ::= [LIST] SEQUENCE OF SingleVeinOnlySubtypeType
Subtype ::= [USE-UNION] CHOICE {

multipleAnySubtypes [NAME AS CAPITALIZED] MultipleAnySubtypesType,
multipleVeinOnlySubtypes [NAME AS CAPITALIZED]

MultipleVeinOnlySubtypesType

}
UUID ::= IA5String (SIZE(36)) (PATTERN “[a-FA-FO-9]#(8)\-([a-FA-FO- 9]#(4)\-

Y#(3) [a-FA-F0-9]{12}")

BDBInfoType

13.32 An gxample of a simple BIR in XML encoding (complying with the ASN.1 schema,
the XSD schema, and the normative textual déscription)

ENCODING-CONTROL XER

GLOBAL-DEFAULTS MODIFIED-ENCODINGS

GLOBAL-DEFAULTS CONTRO| ~NAMESPACE
“http://www.w3.0rg/2001/XMLSchema-instance” PREFIX “xsi”

NAMEBPACE ALL, ALL IN ALL AS “iso-iec.jtcl.sc37.common” PREFIX “ns”
NOT NAMESPACE ALL IN BIRInfoType, ALL IN BDBInfoType, ALL IN
SBInfoType

NAMEBPACE index, payload IN BIRInfoType, index, challengeResponse IN

AS “fso-iec.jtcl.sc37.common” PREFIX “ns”

TEXT| BDBInfoType.type.*:ALL, SingleAnySubtypeType:ALL,
SingfleVeinOnlySubtypeType:ALL, BDBInfoType.level :ALL, BDBInfoType.purposg:ALL
ANY-ELEMENT BIR.elemlist.elem EXCEPT ABSENT
“isofiec.jtcl.sc37.common”

TEXT| SingleTypeType:ALL AS CAPITALIZED

TEXT| SingleAnySubtypeType:ALL AS CAPITALIZED

TEXT| SingleVeinOnlySubtypeType:ALL AS CAPITALIZED
TEXT| Processed:ALL AS CAPITALIZED

TEXT| PURPOSE:ALL AS CAPITALIZED

NAME| AS CAPITALIZED

NAME| BIR AS UPPERCASED

END

<?xml version="1.0" encoding="utf-8U72>
<BIR| xmIns="http://standards.iso.ekg/iso-iec/19785/-3/ed-2/">
<Vergion>
<Major>2</Major>
<Minor>0</Minor>
</Vefsion>
<CBEFFVersion>
<Major>2</Major>
<Minor>0</Minors
</CBEFFVersion>
<BIRjnfo>
<Creator=>ABCDE</Creator>
<Index>86CA3100-43F3-0D23-A941-7871E519A00E</ Index>
<Payload>UjBsRO9EbGh j ZOdTQUXNQUFBUUNBRU1tQ1p0dU1GUXhEUzhi</Payload>
<Integrity>true</Integrity>
<CreationDate>2004-03-02T15:03:15Z</CreationDate>
<NotValidBefore>2004-03-02T15:00:00Z</NotVal idBefore>
INOTVat ToATTEr>2004—03-03T15 00 00Z7/NotVal TdATter>
</BIRInfo>
<BDBInfo>

<Chal lengeResponse>dTQUXNQUFBUUNBRU1tQ1UjBsRO9EbGhjZ0p0dU1GUXhEUzhi</

Chal lengeResponse>

56

<Index>86CA3100-43F3-0D23-A941-7871E519A00E</ Index>
<Format>
<Organization>51</0Organization>
<Type>99</Type>
</Format>
<Encryption>true</Encryption>
<CreationDate>2004-03-02T15:00:00Z</CreationDate>
<NotVal idBefore>2004-03-02T15:00:00Z</NotVal idBefore>
<NotVal idAfter>2004-03-02T15:00:00Z</NotVal idAfter>
<Type>lris</Type>
<Subtype>Left</Subtype>
<Level>Processed</Level>

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=27d45ceb0f59ffd3bbed1264057ea4e6

ISO/IEC 19785

<Product>
<Organization>16</0rganization>
<Type>2</Type>
</Product>
<Purpose>Verify</Purpose>
<Quality>
<Algorithm>
<Organization>4</0Organization>
<Type>9</Type>
</Algorithm>
<Score>100</Score>
</Quality>
</BDBInfo>
<SBInfo>

</BIH

13.3
the )

<H

<Format>
<Organization>51</0Organization>
<Type>99</Type>
</Format>
</SBInfo>
<BDB>Q1UjBsRO9EbGhjZ0p0dU1GUXhEUzhidTQUXNQUFBUUNBRU1t</BDB>
<SB>1tQ1UjBsRO9EbGhjZ0p0dU1GUXhEUzhidTQUXNQUFBUUNBRU</SB>
>

3 An example of a complex BIR in XML encoding (complying with the ASN.
(SD schema, and the normative textual description)

Ixml version="1.0" encoding="utf-8"7>

IR xmIns="http://standards.iso.org/iso-iec/19785¢/-3/ed-2/"">
<Version>
<Major>2</Major>
<Minor>0</Minor>
</Version>
<CBEFFVersion>
<Major>2</Major>
<Minor>0</Minor>
</CBEFFVersion>
<BIRInfo>
<Creator>ABCDE</Creator>
<Index>86CA3100-43F3-0D23=2A941-7871E519A00E</ Index>
<Payload>UjBsRO9EbGh jZ0dTQUXNQUFBUUNBRU1tQ1p0dU1GUXhEUzhi</Payload>
<Integrity>true</Integrity>
<CreationDate>2004-03-02T15:03:15Z</CreationDate>
<NotVal idBefore>2004-03-02T15:00:00Z</NotVal idBefore>
<NotVal idAfter>2004-03-02T15:00:00Z</NotVal idAfter>
</BIRInfo>
<SBInfo>
<Format>
<Organization>51</0Organization>
<Type>99</Type>
</Faormat>
</SBnfo>
<BIR>
<BIRInfo>
<Creator>ABCDE</Creator>

IMUeEX>31T0086CA-43F3-0D23-A941=787 IE51T9A00EIZTNUEX
<Payload>09EbUjBsRGh jZOdTQUxNQUFBUUNBRU1tQ1p0dU1lGUXhEUzhi</Payload>
<Integrity>false</Integrity>
<CreationDate>2004-03-02T00:00:00Z</CreationDate>
<NotValidBefore>2004-03-02T15:00:00Z</NotValidBefore>
<NotVal idAfter>2004-03-02T15:33:00Z</NotValidAfter>

</BIRInfo>
<BDBInfo>

<Chal lengeResponse>c2Rmc2RmZHNmZzMONmVydGZnZmQ=</Chal lengeResponse>

<Index>310086CA-43F3-0D23-A941-7871E519A00E</ Index>

<Format>

<Organization>51</0Organization>

<Type>99</Type>
</Format>
<Encryption>true</Encryption>
<CreationDate>2004-03-02T15:00:00Z</CreationDate>
<NotValidBefore>2004-03-02T15:00:00Z</NotValidBefore>
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<NotVal idAfter>2004-03-02T15:00:00Z</NotVal idAfter>
<Type>lris</Type>
<Subtype>Left</Subtype>
<Level>Processed</Level>
<Product>
<Organization>16</0rganization>
<Type>2</Type>
</Product>
<Purpose>Verify</Purpose>
<Quality>
<Algorithm>
<Organization>4</0Organization>
<Type>9</Type>
</Algorithm>

</
<9

</
<B
<S
</BIR
<BIR>
<B

</
<B

</
<§

<Score>100</Score>

</Quality>

BDB Info>

BInfo>

<Format>
<Organization>51</0rganization>
<Type>99</Type>

</Format>

SBInfo>

DB>VGhpcyBpcyBhbiBJU0O8gc3RhbmRhcmQ=</BDB>

B>U2VjdXJpdHkgQmxvY2s=</SB>

>

IRInfo>
<Creator>ABCDE</Creator>
<Index>00130224-0D23-1193-BEAD-7871E519A00E<Z I ndex>
<Payload>UGF5bG9hZCBnb2VzIGhlcmU=</Payload=
<Integrity>true</Integrity>
<CreationDate>2004-03-02T15:00:00Z</CreationDate>
<NotVal idBefore>2004-03-02T15:00:00Z</NotVal idBefore>
<NotVal idAfter>2004-03-02T15:00:00Z¢/NotVal idAfter>
BIRInfo>
DBInfo>
<Chal lengeResponse>Q2hhbGx 1bmd#UmVzcG9uc2Ugz291cyBozXJlI</Chal lengeResponss
<Index>00130224-0D23-1193-BEAD-7871E519A00E</ Index>
<Format>

<Organization>51</0Organs¥zation>

<Type>88</Type>
</Format>
<Type>lris</Type>
<Level>Processed</Level>
<Product>

<Organization>51</0Organization>

<Type>88</Type>
</Product>
<Purpose>Enrol I</Purpose>
BDB I nfo>
BInfo>
<Farmat>

<Organization>51</0rganization>

p>

0. Q0 LT

Tz AL
Ty pPC=II<7Typt

</Format>

</SBInfo>

<B

I1R>
<BIRInfo>
<Integrity>false</Integrity>
</BIRInfo>
<BDBInfo>
<Encryption>true</Encryption>
<CreationDate>2004-03-02T15:00:00Z</CreationDate>
<NotVal idBefore>2004-03-02T15:00:00Z</NotVal idBefore>
<NotVal idAfter>2004-03-02T15:00:00Z</NotVal idAfter>
<Subtype>Left</Subtype>
<Quality>
<Algorithm>
<Organization>4</0Organization>
<Type>9</Type>
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</Algorithm>
<Score>90</Score>
</Quality>
</BDBInfo>
<SBInfo>
<Format>
<Organization>51</0rganization>
<Type>99</Type>
</Format>
</SBInfo>
<BDB>QmIvbWVOcml jJRGFOYUJsb2Nr 1GdvZXMgaGVyZQ==</BDB>
<SB>U2VjdXJpdHkgQmxvY2s=</SB>
</BIR>
<BIR>
<BIRInfo>
<Integrity>false</Integrity>
</BIRInfo>
<BDBInfo>
<Encryption>true</Encryption>
<CreationDate>2004-03-02T15:00:00Z</CreationDate>
<NotVal idBefore>2004-03-02T15:00:00Z</NotVal idBefore>
<NotVal idAfter>2004-03-02T15:00:00Z</NotVal idAfter>
<Subtype>Right</Subtype>
<Quality>
<Algorithm>
<Organization>4</0Organization>
<Type>9</Type>
</Algorithm>
<QualityCalculationFailed />
</Quality>
</BDBInfo>
<SBInfo>
<Format>
<Organization>51</0rganiZation>
<Type>99</Type>
</Format>
</SBInfo>
<BDB>QmIvbWVOcml jJRGFOYUJsb2Nr 1GdvZXMgaGVyZQ==</BDB>
<SB>QSBTQiBzaG91bGQgz29¥cyBozXJI</SB>
</BIR>
<SB>QW5vdGhlciBTQiBzaG91bGQgz291cyBozXJI</SB>
</BIR>
<SB>QSBmaW5hbCBTQiBzac91bGQgz291cyBozXJ1</SB>

</BIR>

14 Ratron formatspecification: complex patron format (with additional|data
elements)

14.1|Patron
ISO/IECJTG 1/SC 37

14..2 Patron format owner

257 (0101Hex). The Biometric Registration Authority has allocated this identifier for ISO/IEC JTC
1/SC37.

14.3 Patron format name

ISO/IEC JTC 1/SC 37 complex patron format (with additional data elements).

14.4 Patron format type
10 (O00AHex)- This has been registered in accordance with ISO/IEC 19785-2.
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14.5 ASN.1 object identifier for this patron format

{iso registration-authority cbeff(19785) biometric-organization(0) jtcl-
sc37(257) patron-format(l) full-complex(10)}

or, in XML value notation,

<OBJECT_IDENTIFIER>1.1.19785.0.257.1.10</0BJECT_IDENTIFIER>

14.6 Domain of use

This clause providesa definition of a patron formatthat may be of general y c-application
need to carrly one or more BIRs (of either the same or different patron formats) in a single compte
structure, wijith explicit identification of the patron format(s) being used.

This patron |format is identical to that specified in Clause 12 except for the addition of’tén new data
elements (cdpture device owner and identifier, feature extraction algorithm owneD) and identifier,
comparison falgorithm owner and identifier, quality algorithm owner and identifier,-and comprgssion

algorithm o

14..7 Versi

This patron

14.8 CBEF]

This specifig
14.9 Genel

14.9.1 This
ISO/IEC 197
node or leaf
format.

14.9.2 The
owner / pati
have childre
format altho

14.9.3 Most
a single bit d
optional fiel

ner and identifier) and a “fieldPresence” field that is one byte longer.

bn identifier

Format specification has a version identifier of 1.

F version

ation conforms to CBEFF version (major 2, minot-0).
ral

patron format supports all the @mandatory and optional data elements specifi
B5-1. It can support either a simple'BIR or a complex BIR structure where each interme
of the structure is itself a BIR«[ealled a “child BIR”) and can be represented in any p

patron format of each child BIR is explicitly identified in its parent by a pair: patron ft
on format type, and-can be either this patron format (in which case the child BIR may
1), or a different-patron format (in which case the child BIR is considered a leaf of this p
ligh it may beia complex BIR in its own regard).

fields in_this patron format are optional. The presence of each optional field is encod
f a 32-bit field (“fieldPresence”) at the beginning of the format, which has one bit fo
| defined in the patron format. The bit value ‘1’ in a given position of that field mean

the correspomding field is present in the BIR instance

bd in
diate
atron

rmat
itself
Qtron

ed as
each
5 that

14.9.4 All character strings and octet strings are preceded by a length prefix, which can be one, two, or
four octets long, as specified for each field.

14.9.5 All integer values, including lengths, are encoded in big-endian order.

14.9.6 Dates and date intervals are encoded as character strings in a way conforming to ISO 8601.

14.9.7 An instance of a BIR or child BIR contains either a BDB or one or more BIR children, but never
contains both.
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14.10 Specification

ISO/IEC 19785

-3:2015(E)

An instance of a BIR shall contain the fields specified below, in exactly the same order and with no gaps
between the fields.

CBEFF data element name

Field name

Length and
optionalitya

Abstract values and Encodingsb

The following fields shall occur
at most once

CBEFF_patron_header_version

patronHeaderVersion

1, mandatory

1

CBE

F_version

cbelrversion

1, mandatory

Major 4 and Minor U= ZUH

ex (32)

not a
elemd

standard CBEFF data
nt

fieldPresence

4, mandatory

A 32-bit field containing.om
optional field in thepatron
bit value ‘1’ means.that the
ing field is presentin the B

e bit for each
format. The

correspond-
R instance.

Bit positioh\(1=most signif
32=leastsignificant) and c
optional field:

bdbFormat Owner & Ty
bdbEncryption
bdbBiometricType
bdbBiometricSubtype
bdbChallengeResponse
bdbCreationDate
bdbIndex
bdbProcessedLevel
bdbProduct Owner & T

O 0 N O Ul B W DN/

10 bdbCaptureDevice Owner & Type

11 bdbFeatureExtAlg Owi
12 bdbComparisonAlg Ow
13 bdbQualityAlg Owner §
14 bdbCompressionAlg OV
15 bdbPurpose

16 bdbQuality

17 bdbValidityPeriod
18 birCreationDate

cant,
brresponding

be

pe

er & Type
ner & Type
t Type

vner & Type

t9birC€reator

20 birlndex

21 birPayload

22 birValidityPeriod

23 sbFormat Owner & Typ
24 bdb

25 sb

26..32 notused (shall be ‘0")

e
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CBEFF data

element name

Field name

Length and
optionalitya

Abstract values and Encodingsb

CBEFF_BDB_

format_owner

bdbFormatOwner

2, mandatory if
aBDBiis present,
optionalifa BDB
is not present.

0..65535

CBEFF_BDB_format_type

bdbFormatType

2, mandatory if
aBDBiis present,
optional ifa BDB
is not present.

0..65535

AT AN LD LN

CBEFF_BD
options

—CICTy ptToT_

1 .
UUDLIILT y PUUII

1, llldllL‘ldLUly 1f
a BDB is pres-
ent, other-wise
required to be
absent.

ENCRYPTION: 1

CBEFF_BIR_iftegrity_options |birlntegrity 1, mandatory |NO INTEGRITY: 0
INTEGRITY: 1
CBEFF_BDB_biometric_type |bdbBiometricType 3 This encoding-is a 3 octet bitmap. NQ

VALUE AVAILABLE is encoded as all|0
bits. If MULTIPLE BIOMETRIC TYPESY is
set, ather bits may also be set to enumer-
ate‘the’types contained in the BDB.
NO VALUE AVAILABLE: 000000gex
MULTIPLE BIOMETRIC TYPES:

000001 Hex
FACE: 00000RHex
VOICE: 00000(Hex
FINGER: 000008Hex
IRIS: 000010Hex
RETINA: 000040Hex
HAND GEOMETRY: 000040Hex
SIGNATURE OR SIGN: 000080Hex
KEYSTROKE: 0001004ex
LIP MOVEMENT: 000200Hex
GAIT: 001000Hex
VEIN: 0020(40Hex
DNA: 0040(0qex
EAR: 008000xex
FOOT: 010000qex
SCENT: 020000Hex
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CBEFF data element name Field name Length and Abstract values and Encodingsb
optionalitya
CBEFF_BDB_biometric_sub-|bdbBiometricSubtype |1 This encoding is a 1 octet bitmap.
type Combinations of abstract values are per-
mitted (by ORing the encodings for those
values) when the abstract value encoded
in CBEFF_BDB_biometric_type repre-
sents a biometric technology that can
create a BDB where multiple subtypes
are supported.
NOVALOE AVATEABEE— 1’0000 0000’
LEFT: b’0000
0001
RIGHT: b’0000
0010’
LEFT THUMB: b’0000 0101
LEFFINDEX FINGER: b’0000 1001’
LEEFMIDDLE FINGER: 1’0001 0007’
LEFT RING FINGER: b’0010 0001
LEFT LITTLE FINGER: b’0100 0001’
RIGHT THUMB: b’0000 0110’
RIGHT INDEX FINGER: 1’0000 1010’
RIGHT MIDDLE FINGER: K'0001 0010’
RIGHT RING FINGER: b’0010 0010’
RIGHT LITTLE FINGER: 10100 0010’
LEFT PALM: b’1000 0101’
LEFT BACK OF HAND: b'1000 1001
LEFT WRIST: b'1001 0001
RIGHT PALM: b’1000 0110’
RIGHT BACK OF HAND:  p’1000 1010’
RIGHT WRIST: b’1001 0010
CBEFF_BDB_challenge_|bdbChallengeResponse |2+ 0..65535 Variable-length octet strinfg, preceded
respgnse by a 16-bit integer field conptaining the
length (octets).
CBEHRF_BDB:icreation_date |bdbCreationDate 1+8..15 Variable-length ASCII charpcter string,
preceded by an 8-bit integgr field
containing the length (chagacters). The
string shall represent a date (or date
and a time of the day)c.
CBEFF_BDB_index bdbIndex 2+ 0..65535 Variable-length octet string, preceded
by a 16-bit integer field containing the
length (octets).
Shall not appear in any BIR in which
numChildren is not x’00’.
CBEFF_BDB_processed_level |bdbProcessedLevel 1 RAW: 1
INTERMEDIATE: 2
PROCESSED: 3
CBEFF_BDB_product_owner |bdbProductOwner 2 1..65535
CBEFF_BDB_product_type |bdbProductType 2 1..65535
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