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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form
the specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal
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Introduction

In Information Technology there is an ever-increasing need to use cryptographic mechanisms such as the protection of
data against unauthorised disclosure or manipulation, for entity authentication and for non-repudiation. The security and
reliability of such mechanisms are directly dependent on the cryptographic modules in which they are implemented.

This Internatio

nal Standard provides for four increasing, qualitative levels of security requirements linte

wide range of potential applications and environments. The cryptographic techniques are identicalrover

levels. The se
These areas

authentication;
security param

The overall se
security requir
services that th

curity requirements cover areas relative to the design and implementation of_ a .Crypto

include cryptographic module specification; cryptographic module interfaces; roles

software/firmware security; operational environment; physical security; pon-invasive sg
eter management; self-tests; life-cycle assurance; and mitigation of otherattacks.

curity rating of a cryptographic module must be chosen to provide'd level of security ap
ements of the application and environment in which the moddale\is to be utilised and
e module is to provide. The responsible authority in each organization should ensure thg

and telecommuinication systems that utilise cryptographic modules provide an acceptable level of secu

application ang
appropriate for|
or mutual acce
management g
Information se
and determing]
include, but arg
physical a
access co
software d
backup an

informatio

These controld
operational en

environment. Since each authority is responsible for selecting which approved secur|

a given application, compliance with this InternationahStandard does not imply either fu

ptance of compliant products. The importance of security awareness and of making inforn

riority should be communicated to all concerned.

urity requirements vary for different applications; organizations should identify their inforn
the sensitivity to and the potential impact of a loss by implementing appropriate controls.
 not limited to:

hd environmental controls;

htrols;

evelopment;

d contingency plans; and
N and data<centrols.

are-only as effective as the administration of appropriate security policies and proce
irgnment.

nded to cover a
the four security
graphic module.

services, and
curity; sensitive

bropriate for the
for the security
t their computer
ity for the given
ty functions are
| interoperability
hation security a

hation resources
Controls

jures within the
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Information technology — Security techniques — Security
requirements for cryptographic modules

systems. This International Standard defines four security levels for cryptographic modulesto

provide for a wide spectrum of data sensitivity (e.g. low value administrative data, million dollar
funds fransfers, life protecting data, personal identity information, and sensitive information used by
govermment) and a diversity of application environments (e.g. a guarded facility, ah, office,
removable media, and a completely unprotected location). This International Standard specifies|four
securily levels for each of 11 requirement areas with each security level incr€asing security over the
precedling level.

This Ipternational Standard specifies security requirements specified-inténded to maintain the
security provided by a cryptographic module and compliance to this International Standard is no
sufficignt to ensure that a particular module is secure or that the 'security provided by the modulg is
sufficient and acceptable to the owner of the information thats being protected.

—

2 Normative references

The fdllowing referenced documents are indispensable for the application of this document. For
dated [references, only the edition cited appliesy For undated references, the latest edition of the
referepced document (including any amendments) applies.

The dpcuments listed in ISO/IEC 1979Q-Annexes C, D, E and F Information technology — Securfty
techniques — Security requirements-for cryptographic modules.

3 Terms and definitions

For the purposes of this International Standard, the following terms and definitions apply.
31
access controllist

ACL
list of permissions to grant access to an object

3.2

administrator guidance

written material that is used by the Crypto Officer and/or other administrative roles for the correct
configuration, maintenance, and administration of the cryptographic module

3.3

automated
without manual intervention or input (e.g. electronic means such as through a computer network)

© ISO/IEC 2012 - All rights reserved 1
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3.4
approval auth

ority

any national or international organisation/authority mandated to approve and/or evaluate security functions

NOTE

An approval authority in the context of this definition evaluates and approves security functions based on their

cryptographic or mathematical merits but is not the testing entity which would test for conformance to this International Standard.

3.5

approved data authentication technique
approved method that may include the use of a digital signature, message authentication code or keyed hash (e.g.

HMAC)

3.6
approved inte|
approved hash

3.7

approved mog
set of services
non-security re

NOTE 1 Not

NOTE 2 Non

3.8
approved sec
security functid

3.9
asymmetric ¢
cryptographic
private transfo

NOTE The
the private trans

3.10
biometric
measurable, p
identity, of an d

3.11

grity technique
, message authentication code or a digital signature algorithm

e of operation

which includes at least one service that utilises an approved security function or process
levant services

o be confused with a specific mode of an approved security function, ‘e.g. Cipher Block Chaining (C
approved security functions or processes are excluded.

Lirity function
n (e.g. cryptographic algorithm) that is referenced in Annex C

yptographic technique
chnique that uses two related trapsformations; a public transformation (defined by the pj
mation (defined by the private key).

ormation in a given limited time and with given computational resources.

hysical characteristic or personal behavioral trait used to recognise the identity, or vg
perator

bypass capab

and can include

BC) mode

ublic key) and a

two transformations have the property that, given the public transformation, it is computationally infeasible to derive

rify the claimed

lify

ability of a servicetopartiatty orwhotty tircumventacryptograptic fumnction

3.12
certificate

entity's data rendered unforgeable with the private or secret key of a certification authority

NOTE

3.13
compromise

Not to be confused with a modules validation certificate issued by a validation authority

unauthorised disclosure, modification, substitution, or use of critical security parameters or the unauthorised modification
or substitution of public security parameters

© ISO/IEC 2012 — All rights reserved
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3.14
conditional self-test
test performed by a cryptographic module when the conditions specified for the test occur

3.15
confidentiality
property that information is not made available or disclosed to unauthorised entities

3.16

configuration management system
CMS
management pf security features and assurances through control of changes made to hardwarg, software and
documentation| of a cryptographic module

3.17
control information
information that is entered into a cryptographic module for the purposes of directing the ‘'Operation of the jnodule

3.18

critical security parameter

CSP

security related information whose disclosure or modification can compropiise the security of a cryptographic module
EXAMPLE Secret and private cryptographic keys, authentication data ‘such as passwords, PINs, certificgtes or other trust
anchors

NOTE A C$P can be plaintext or encrypted.

3.19

crypto officer
role taken by an individual or a process (i.e. subject) acting on behalf of an individual that accesses|a cryptographic
module in ordefr to perform cryptographic initialisation or management functions of a cryptographic moduje

3.20
cryptographig algorithm
well-defined camputational procedure that takes variable inputs, which may include cryptographic key$, and produces
an output

3.21
cryptographid boundary
explicitly defingd perimgter that establishes the boundary of all components (i.e. set of hardware, software or firmware
components) of the cryptographic module

3.22
cryptographic hash function

computationally efficient function mapping binary strings of arbitrary length to binary strings of fixed length, such that it is
computationally infeasible to find two distinct values that hash into a common value

3.23

cryptographic key

key

sequence of symbols that controls the operation of a cryptographic transformation

EXAMPLE A cryptographic transformation can include but not limited to encipherment, decipherment, cryptographic check
function computation, signature generation, or signature verification.

© ISO/IEC 2012 — All rights reserved 3
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3.24
cryptographic

key component

key component
parameter used in conjunction with other key components in an approved security function to form a plaintext CSP or
perform a cryptographic function

3.25
cryptographic
module

module

set of hardware, software, and/or firmware that implements security functions and are contained within the cryptographic

boundary

3.26
cryptographig
security polic
precise specifi
from the requir
NOTE See
3.27

data path
physical or log
NOTE A ph
3.28
degraded ope

operation whe
configurable ag

3.29
differential po
DPA
analysis of the|
information co

3.30

digital signaty
data appendeg
origin and integ

3.31

module security policy

y
cation of the security rules under which a cryptographic module shall operate, including f
ements of this International Standard and additional rules imposed by the'module or valid

Annex B

cal route over which data passes
ysical data path can be shared by multiple logical data paths.
Fation
e a subset of the entire set of algorithms, security functions, services or processes are
a result of reconfiguration from an errorstate
wer analysis
variations of the electrical)power consumption of a cryptographic module, for the purpg

related to cryptographic eperation

re
to, or a cryptographic transformation of a data unit that allows the recipient of the data
rity of thedata unit and protect against forgery (e.g. by the recipient)

direct entry

he rules derived
htion authority

available and/or

se of extracting

Lnit to prove the

entry of a SSP

3.32

or key component into a cryptographic module, using a device such as a keyboard

disjoint signature
one or more signatures which together represent an entire set of code

3.33

electromagnetic emanations

EME

intelligence-bearing signal, which, if intercepted and analyzed, potentially discloses the information that is transmitted,

received, hand

led, or otherwise processed by any information-processing equipment
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electronic entry
entry of SSPs or key components into a cryptographic module using electronic methods

NOTE The

3.35

operator of the key can have no knowledge of the value of the key being entered.

encompassing signature
single signature for an entire set of code

3.36
encrypted key
cryptographic
protected

3.37
entity
person, group,

3.38
entropy
measure of thg

NOTE
of X.

The

3.39
environmental
EFP
use of feature
conditions outg

3.40
environmental
EFT
use of specifi
compromised |

341
error detectio
EDC
value computd
unintentional ¢

ey that has been encrypted using an approved security function with a key encryption

device or process

disorder, randomness or variability in a closed system

entropy of a random variable X is a mathematical measurée of*the amount of information provided

failure protection
s to protect against a compromise ofsthe security of a cryptographic module due t
ide of the module's normal operating,range

failure testing

methods to provide reasonable assurance that the security of a cryptographic mo
y environmental conditions outside of the module's normal operating range
n code

bd from~data and comprised of redundant bits of information designed to detect,
hanges in the data

ey. Considered

by an observation

b environmental

jule will not be

but not correct,

3.42

executable form
form of the code in which the software or firmware is managed and controlled completely by the operational environment
of the module and does not require compilation (e.g. no source code, object code or just-in-time compiled code)

3.43

fault induction
technique to induce operating behaviour changes in hardware by the application of transient voltages, radiation, laser or
clock skewing techniques
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3.44

finite state model

FSM

mathematical model of a sequential machine that is comprised of a finite set of input events, a finite set of output events,
a finite set of states, a function that maps states and input to output, a function that maps states and inputs to states (a

state transition

3.45
firmware

function), and a specification that describes the initial state

executable code of a cryptographic module that is stored in hardware within the cryptographic boundary and cannot be

dynamically wr]
EXAMPLE

3.46
firmware mod
module that is

3.47

functional sp4
high-level desg
cryptographic 1

3.48
functional tes
testing of the ¢

3.49
hard / hardnes

relative resistance of a metal or other material to.denting, scratching, or bending; physically toughen

durable
NOTE The

3.50
hardware

Storage hardware can include but not limited to PROM, EEPROM, FLASH, solid state memory, ha

Lle
composed solely of firmware

cification
ription of the ports and interfaces visible to the operator and-high-level description of the
nodule

ing
ryptographic module functionality as defined by the functional specification

S

relative resistances of the material to be penetrated by another object.

physical equipfnent/components within the cryptographic boundary used to process programs and data

3.51
hardware mod
module compog

3.52
hardware mod

ule
sed primarily of hardware, which may also contain firmware

ule‘interface

tten or modified during execution while operating in a non-modifiable or limited operatienal environment

d drives, etc

behaviour of the

ed; rugged, and

HMI

total set of commands used to request the services of the hardware module, including parameters that enter or leave the
module’s cryptographic boundary as part of the requested service

3.53
hash value

output of a cryptographic hash function
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3.54

hybrid module

module whose cryptographic boundary delimits the composite of a software or firmware component and a disjoint
hardware component

3.55

hybrid firmware module interface

HFMI

total set of commands used to request the services of the hybrid firmware module, including parameters that enter or
leave the module’s cryptographic boundary as part of the requested service

3.56
hybrid softwafe module interface
HSMI
total set of commmands used to request the services of the hybrid software module, including-parametérs that enter or
leave the moddle’s cryptographic boundary as part of the requested service

3.57

input data
information thdt is entered into a cryptographic module may be used for the purposes of transformation] or computation
using an approved security function

3.58
integrity
property that data has not been modified or deleted in an unauthorised and undetected manner

3.59
interface
logical entry or{exit point of a cryptographic module that\provides access to the module for logical information flows

3.60
ISO/IEC adopted
security functign that is either:

— specified ih an ISO/IEC standard, or

— adopted/recommended in an ISO/IEC standard and specified either in an annex of the ISO/IEC $tandard or in a
document|referenced by the ISO/IEC standard

3.61
key agreement
SSP establishment procedure where the resultant key is a function of information by two or more participants, so that no
party can predetefmine the value of the key independently of the other party’s contribution using automated methods

3.62

key encryption key

KEK

cryptographic key that is used for the encryption or decryption of other keys

3.63

key loader

self-contained device that is capable of storing at least one plaintext or encrypted SSP or key component that can be
transferred, upon request, into a cryptographic module

NOTE The use of a key loader requires human manipulation.
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3.64
key managem

ent

administration and use of the generation, registration, certification, deregistration, distribution, installation, storage,

archiving, revo
3.65

key transport
process of tran

3.66

cation, derivation and destruction of keying material in accordance with a security policy

sferring a key from one entity to another entity using automated methods

limited operat
operational en
software/firmw.

3.67

low-level testi
testing of the i
logical interfac

3.68
maintenance
role assumed fj

EXAMPLE
3.69
manual

requiring humg

3.70

message authientication code

MAC
cryptographic
data
EXAMPLE

3.71

microcode
processor instr
EXAMPLE

3.72

hg

onal environment
vironment that is designed to accept only controlled firmware changes that succeg
bre load test

hdividual components or group of components of the cryptographic module and their ph
S

ole
p perform physical maintenance and/or logical maintenance'services

Maintenance services can include but not limited to hardware and/or software diagnostics.

n operator manipulation

checksum on data that uses ‘@.symmetric key to detect both accidental and intentional

A Hash Based Message Authentication Code

Lictions that correspond to an executable program instruction

Assembler code

sfully pass the

ysical ports and

modifications of

minimum entr
lower bound of

3.73

opy
entropy that is useful in determining a worst-case estimate of sample entropy

modifiable operational environment
operational environment that is designed to accept functional changes that may contain non-controlled software (i.e.

untrusted)

3.74

multi-factor authentication
authentication with at least two independent authentication factors
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NOTE 2

3.75
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multiple-chip embedded cryptographic module
physical embodiment in which two or more integrated circuit chips are interconnected and are embedded within an

enclosure or a

EXAMPLE

product that may not be physically protected

Adapters and expansion boards

An authentication factor is a piece of information and process used to authenticate or verify the identity of an entity.

Independent authentication factor categories are: something you know, something you have, and something you are.

3.76
multiple-chip
physical embog

standalone cryptographic module
diment in which two or more integrated circuit chips are interconnected and ‘the ent

physically prot¢cted

EXAMPLE

3.77

non-administ
written materia
an approved m

NOTE The
and procedures

3.78
non-invasive
attack that car
cryptographic |

NOTE An g

3.79
non-modifiabl
operational en

3.80
non-security 1
implemented in

3.81

Encrypting routers or secure radios

ator guidance
ode of operation
non-administrator guidance describes the security functions,‘of the cryptographic module and co

for the secure use of the cryptographic module, includingdinstfuctions, guidelines, and warnings.

httack
be performed on a cryptographic module without direct physical contact with compo
oundary of the module

ttack that does not alter or change the.state of the cryptographic module.

e operational environmeng
ironment that is designed to not accept firmware changes

elevant
a manner to:not interfere or compromise the approved secure operation of the cryptogra

normal operafion

operation wher

elte entire set of algorithms, security functions, services or processes are available and/

re enclosure is

| that is used by the user and/or other non-administrative rolés-for operating the cryptographic module in

htains information

hents within the

bhic module

br configurable

3.82
opaque

impenetrable by light (i.e. light within the visible spectrum of wavelength range of 400nm to 750nm); neither transparent
nor translucent within the visible spectrum

3.83

operational environment
set of all software and hardware consisting of an operating system and hardware platform required for the module to
operate securely
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3.84
operational st

ate

state where services or functions can be requested by an operator and the data results output from the cryptographic
module’s data output interface

3.85
operator

individual or a process (subject) operating on behalf of the individual, authorised to assume one or more roles

3.86

output data
information or

3.87
passivation
effect of a rea
include means

EXAMPLE

NOTE Pas

3.88
password
string of chara

EXAMPLE

3.89
personal iden
PIN
numeric code |

3.90
physical protd
safeguarding 9

3.91

plaintext key
unencrypted ¢
unprotected

3.92
port

computed results produced by a cryptographic module

Ctive process in semiconductor junctions, surfaces or components and integrated circuit
of detection and protection

Silicon dioxide or phosphorus glass

bivation can modify the behaviour of the circuit. Passivation materiakis’fechnology dependant.

ters used to authenticate an identity or to verify acéess authorisation

Letters, numbers, and other symbols

ification number

sed to authenticate an identity

ction
f a cryptographic module; CSPs and PSPs using physical means

ryptographic ‘key or a cryptographic key obfuscated by non-approved methods whic

5 constructed to

h is considered

physical/logica

3.93

input or output point of a cryptographic module that provides access to the module

pre-operational self-test
test performed by a cryptographic module between the time a cryptographic module is powered on or instantiated (after
being powered off, reset, rebooted, cold-start, power interruption, etc.) and transitions to the operational state

3.94
private key

key of an entity's asymmetric key pair, which should only be used by that entity

10
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asymmetric encipherment system the private key defines the decipherment transformation.

3.95

production-grade
product, component or software that has been tested to meet operational specifications

3.96
public key

key of an entity's asymmetric key pair, which can be made public

In the case of an asymmetric signature system the private key defines the signature transformation. In the case of an

NOTE 1 In th
asymmetric enc
necessarily glob

NOTE 2 For

3.97
public key cer

e case of an asymmetric signature system the public key defines the verification transformation’
pherment system the public key defines the encipherment transformation. A key that is\'publi
blly available. The key can only be available to all members of a pre-specified group.

he purposes of this International Standard, public keys are not considered CSPs.

tificate

public key infofmation of an entity signed by an appropriate certification authority.and thereby rendered

3.98
public key (as
cryptographic 4

NOTE The

3.99
public securit
PSP
security relateg

EXAMPLE

ymmetric) cryptographic algorithm
Igorithm that uses two related keys, a public key and,aprivate key

two keys have the property that deriving the private key:from the public key is computationally infea

y parameter
public information whose modification-can compromise the security of a cryptographic m

Public cryptographic keys, public key certificates, self-signed certificates, trust anchors, one

associated with & counter and internally held date and time

NOTE A PY

3.100
random bit g€
RBG
device or algorn

3.101
removable co

bP is considered protected.if it’cannot be modified or if its modification can be determined by the mo

nerator

thm that outputs a sequence of bits that appears to be statistically independent and unbizg

el

In the case of an
cly known' is not

nforgeable

Sible.

bdule

time passwords

dule.

sed

contents of a

physical mear

s which pnrmife an infnnfinnnlly rlncignnrl nnn_dnmnging access to the ph\]/cir‘nl

cryptographic module

3.102
role

security attribute associated to a user defining the user access rights or limitations to services of a cryptographic module

NOTE
one or more role

S.

© ISO/IEC 2012 — All rights reserved
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3.103

role-based access control

RBAC

permissions attributed to a role granting access to an object

3.104

runtime environment
virtual machine state which provides software services for processes or programs while a computer is running

NOTE

It can pertain to the operating system itself, or the software that runs beneath it. The primary purpose is to accomplish the

objective of "plaform independent" programming.

3.105

secret key
cryptographic |
and should not

3.106
security funct
cryptographic
asymmetric ke
generators, en
authority

NOTE See

3.107
seed key
secret value ug

3.108
self-test
pre-operationa

3.109
sensitive datg
data that, in us

3.110
sensitive secl
SSP
critical security

3.111

ey, used with a secret key cryptographic algorithm that is uniquely associated-with one
be made public

on
algorithms  together with modes of operation, such as block™ Giphers, stream cipher
y algorithms, message authentication codes, hash functions; or other security functi
ity authentication and SSP generation and establishment all approved either by ISO/IE(

Annex C

ed to initialise a random bit generator

or conditional test executed by the cryptographic module

Eer's view, requires protection

rity parameters

parameters (CSP) and public security parameters (PSP)

or more entities

5, symmetric or
bns, random bit
L or an approval

service

any externally operator invoked operation and/or function that can be performed by a cryptographic module

3.112
service input

all data or control information utilised by the cryptographic module that initiates or obtains specific operations or

functions

3.113

service output
all data and status information that results from operations or functions initiated or obtained by service input

12
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3.114
simple power
SPA
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analysis

direct (primarily visual) analysis of patterns of instruction execution (or execution of individual instructions), in relation to
the electrical power consumption of a cryptographic module, for the purpose of extracting information correlated to a
cryptographic operation

3.115

single-chip cryptographic module
physical embodiment in which a single integrated circuit (IC) chip may be used as a standalone device or may be

embedded with

EXAMPLE

3.116
software

in an enclosure or a product that may not be physically protected

Single integrated circuit (IC) chips or smart cards with a single IC chip

executable codle of a cryptographic module that is stored on erasable media which’ean be dynamiq

modified during
EXAMPLE

3.117
software mod
module that is

3.118

software/firmy
set of tests p
cryptographic 1

NOTE Not
3.119
software/firmy
SFMI

set of commar]
leave the modt

3.120

execution while operating in a modifiable operational environment

Erasable media can include but not limited to solid state memory, hard diives, etc.

lile
composed solely of software

vare load test
brformed on software or firmware which as to pass successfully before it can be
nodule

hpplicable if the software or firmware is @ complete image replacement and executed only after mod

vare module interface

ds used to request the services of the software or firmware module, including paramet
le’s cryptographic. boundary as part of the requested service

split knowled

e

process by which a cryptographic key is split into multiple key components, individually sharing no k
original key, that can-be subsequently input into, or output from, a cryptographic module by separ

combined to r

reatethe original cryptographic key

ally written and

executed by a

ule power cycling

ers that enter or

howledge of the
ate entities and

NOTE Allo

3.121
SSP establish

ra subset of the components can be required to perform the combination.

ment

process of making available a shared SSP to one or more entities

NOTE SSP

establishment includes SSP agreement, SSP transport and SSP entry or output.

© ISO/IEC 2012 — All rights reserved
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3.122

status information
information that is output from a cryptographic module for the purposes of indicating certain operational characteristics
or states of the module

3.123
strong

not easily defeated, having strength or power greater than average or expected, able to withstand attack or solidly built

3.124

symmetric cryptographic technique

cryptographic

3.125

tamper detect
automatic dete
module

3.126
tamper evider]
observable ind

3.127

chnique that uses the same secret key for both the encryption and the decryption transfqg

on
rmination by a cryptographic module that an attempt has been made to compromise th

ce
cation that an attempt has been made to compromise the security of a cryptographic mod

tamper response

automatic actid

3.128

trust anchor
trusted inform4
parameters

EXAMPLE
NOTE A trd

3.129
trusted chan

n taken by a cryptographic module when tamper detection has occurred

tion, which includes a public key algorithm, a public key value, an issuer name, and

Other parameters can include but ngt Jimited to a validity period

st anchor can be provided in _the-form of a self-signed certificate.

n
trusted and saE communicatior link established between the cryptographic module and a sender or rec

communicate (

NOTE Atru
processes or oth
endpoint.

nprotected plaintext CSPs, key components and authentication data

sted channe| ‘protects against eavesdropping, as well as physical or logical tampering by unwanted
er deviees, between the module’s defined input or output ports and along the communication link

rmations

b security of the

ule

pptionally, other

biver to securely

loperators/entities,
with the intended

3.130
user

role taken by an individual or process (i.e. subject) acting on behalf of an individual that accesses a cryptographic

module in orde

3.131
validated

r to obtain cryptographic services

assurance of tested conformance by a validation authority

14
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3.132
validation authority
entity that will validate the testing results for conformance to this International Standard

3.133
vendor
entity, group or association that submits the cryptographic module for testing and validation

NOTE The vendor has access to all relevant documentation and design evidence regardless if they did or did not design or
develop the cryptographic module.

3.134
zeroisation
method of desfruction of stored data and unprotected SSPs to prevent retrieval and reuse

4 Abbrevipted terms

For the purposgs of this document, the following abbreviated terms apply.

API Application Program Interface

CBC Cipher Block Chaining

CCM Counter with Cipher block chaining-Message authentication code
ECB Electronic Codebook

HDL Hardware Description Language

IC Integrated Circuit

PROM Programmable Read-Only Memory

RAM Random Access Memory

URL Uniform Resouréce Locator

5 Cryptographicimodule security levels

The following qubclauses provide an overview of the four security levels. Common examples, given to illustrate how the
requirements might be met, are not intended to be restrictive or exhaustive. Within this document, [references to a
module shall be interpreted as a cryptographic module. The cryptographic techniques are identical over the four security
levels. Each security level levies increasing levels of security requirements for the protection of the module itself (e.g.
access and knowledge of internal components and operation) and SSPs contained and controlled within the module.
Each security requirement is identified by a shall [xx.yy] where xx indicates the clause and yy is a numeric index within
the clause.

5.1 Security Level 1
Security Level 1 provides a baseline level of security. Basic security requirements are specified for a cryptographic

module (e.g. at least one approved security function or approved sensitive security parameter establishment method
shall be used). Software or firmware modules may operate in a non-modifiable, limited or modifiable operating
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environment. No specific physical security mechanisms are required in a Security Level 1 hardware cryptographic
module beyond the basic requirement for production-grade components. Non-invasive mitigation methods or mitigation
of other attacks which are implemented are documented. Examples of a Security Level 1 cryptographic module is a
hardware encryption board found in a personal computer (PC) or a cryptographic toolkit executing in a handheld device
or general purpose computer.

Such implementations are ideally appropriate for security applications where controls, such as physical security, network
security, and administrative procedures are provided outside of the module but within the environment which it is to be
deployed. For example, the implementation of Security Level 1 cryptographic module may be more cost-effective in
such environments than corresponding modules at higher assurance levels which provide greater security of the
modules SSPs| enabling organizations to select alternative cryptographic solutions to meet security reqiirements where
attention to thel environment the module is operating is crucial in providing overall security.

5.2 Security Level 2

Security Level
evidence, whid
doors.

Tamper-evider]
access to SSH
protect against

Security Level
an operator to

Security Level
role-based acq
groups and a

assigning each user to more than one group, and’that protects against unauthorised execution, m

reading of cryp|

5.3 Securit

In addition to t
additional requ
security mechg

attempts at dir¢ct physical access, use or modification of the cryptographic module and probing through

or slits. The p
circuitry that ze

Security Level
authentication

2 enhances the physical security mechanisms of Security Level 1 by adding the requirer]
h includes the use of tamper-evident coatings or seals or pick-resistant’ locks on remd

t coatings or seals are placed on a module so that the coating or seal must be broken t
Ps within the module. Tamper-evident seals or pick-resistant’locks are placed on co
unauthorised physical access.

2 requires role-based authentication in which a cryptographic module authenticates the
hssume a specific role and perform a corresponding‘set of services.

2 allows a software cryptographic module to,be executed in a modifiable environment
ess controls or, at the minimum, a discretionary access control with robust mechanism
5signing restrictive permissions through. access control lists (e.g. ACLs), and with t

tographic software.

y Level 3

he tamper-evident physical security mechanisms required at Security Level 2, Security |
irements to mitigatéithe unauthorised access to SSPs held within the cryptographic m
nisms required at'Security Level 3 are intended to have a high probability of detecting ar

nent for tamper-
vable covers or

b attain physical
ers or doors to

authorisation of

that implements
of defining new
he capability of
odification, and

Llevel 3 provides
bdule. Physical
d responding to
ventilation holes

nysical security mechanisms may include the use of strong enclosures and tamper de

3 requires identity-based authentication mechanisms, enhancing the security provided b
mgchanisms specified for Security Level 2. A cryptographic module authenticates t

operator and v
of services.

roise all €SPs when the removable covers/doors of the cryptographic module are opened.

ection/response

the role-based
e identity of an

Security Level 3 requires manually established plaintext CSPs to be encrypted, utilise a trusted channel or use a split
knowledge procedure for entry or output.

Security Level 3 also protects a cryptographic module against a security compromise due to environmental conditions
outside of the module's normal operating ranges for voltage and temperature. Intentional excursions beyond the normal
operating ranges may be used by an attacker to thwart a cryptographic module's defences. A cryptographic module is
required to either include special environmental protection features designed to detect when the voltage and
temperature boundaries are exceeded and zeroise CSPs, or to undergo rigorous environmental failure testing to provide
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a reasonable assurance that the module will not be affected when outside of the normal operating range in a manner

that can compr

omise the security of the module.

Non-invasive mitigation methods specified in 7.8 which are implemented in the module are tested at Security Level 3

metrics.

Security Level 3 is not offered in all clauses of this International Standard for software cryptographic modules, therefore,
the overall highest security level achievable by software cryptographic module is limited to Security Level 2.

Security Level

3 modules require additional life-cycle assurances. such as automated configuratio

detailed design

5.4 Securit

Security Level
appropriate se

At Security L
cryptographic
SSPs are con
enclosure from
unprotected S
environments.

Security Level
requires two off

something

something

— a physical
At Security Le
detect voltage
the module wi
security of the

Non-invasive
metrics.

Security Level

, low-level testing, and operator authentication using vendor-provided authentication infor|

y Level 4

4 provides the highest level of security defined in this International Standard-’ This level
Curity features of the lower levels, as well as extended features.

bvel 4, the physical security mechanisms provide a complete{envelope of protecf
odule with the intent of detecting and responding to all unautherised attempts at physic
ined in the module whether external power is applied or not.*Penetration of the cryptc
any direction has a very high probability of being detected, resulting in the immediate 2
SPs.

4 introduces the multi-factor authentication requirement for operator authentication. A

the following three attributes:

known, such as a secret password,
possessed, such as a physical key or‘token,
property, such as a biometric.

el 4 a cryptographic module is required to include special environmental protection featy
and temperature boundaries and zeroise all unprotected SSPs to provide a reasonablg
| not be affected when outside of the normal operating range in a manner that can

module.

hitigation methods specified in 7.8 which are implemented in the module are tested at

4 is not offered in all clauses of this International Standard for software cryptographic mo

management,
mation.

includes all the

ion around the
al access when
graphic module
reroisation of all

Security Level 4 cryptographic modules are , useful for operation in physically unprotected

t minimum, this

res designed to
assurance that
compromise the

Security Level 4

dules, therefore,

the overall ma

imium security level achievable by software cryptographic modules is limited to Security L

evel 2.

The design of a Security Level 4 module is verified by the correspondence between both pre- and post-state conditions

and the functio

nal specification.

6 Functional security objectives

The security requirements specified in this International Standard relate to the secure design and implementation of a
cryptographic module. The security requirements start with a baseline level of security objectives with increasing levels
of security objectives. The requirements are derived from the following high-level functional security objectives for a
cryptographic module to:
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protect a cryptographic module from unauthorised operation or use;

prevent the unauthorised disclosure of the contents of the cryptographic module, including CSPs;

including the unauthorised modification, substitution, insertion, and deletion of SSPs;

ensure thg
detect errq

ensure theg

7 Security

7.1 Genera

This clause sp

t the cryptographic module performs properly when operating in an approved mode(of op

rs in the operation of the module and to prevent the compromise of SSPs resulting from t

proper design, distribution and implementation of the cryptographic module’.

requirements

bcifies the security requirements that shall [01.01] be satisfied by the cryptographic mod

to this Internafional Standard. The security requirements cover areas related to the design and impl

cryptographic

services, and |authentication; software/firmware security;>operational environment; physical securi

security; sensi

Table 1 summarises the security requirements in eachy of these areas.

A cryptographi
cryptographic
security with
receive a rati
areas that do n
receive a rating

In addition to n
overall security
the areas.

Many of the se

i

odule. These areas include cryptographic medule specification; cryptographic module i

ive security parameter management; self-tésts; life-cycle assurance; and mitigation of oth

c module shall [01.02] be tested-against the requirements of each area addressed in t
odule shall [01.03] be independently rated in each area. Several areas provide for inc
mulative security requirements for each security level. In these areas, the cryptogra
that reflects the highest-security level for which the module fulfils all of the requirements
ot provide for different\evels of security (i.e. standard set of requirements), the cryptogral
commensurate with the overall rating.

eceiving independent ratings for each of the security areas, a cryptographic module will
rating. JThéoverall security rating will indicate the minimum level of the independent rat

curity requirements of this International Standard include specific documentation requiren

Annavac A and B All Aa~iimantatinyn inalbidina ~anine Aftha ticar and inctallatiny maan

summarised in

employ and correctly implement the approved security functions for the protection of sensitive information;

prevent the unauthorised and undetected modification of the cryptographic module and cryptographic algorithms,

pration;

hese errors; and

ile's compliance
ementation of a
hterfaces; roles,
y; non-invasive
er attacks.

his clause. The
reasing levels of
bhic module will
of that area. In
phic module will

also receive an
ings received in

ents that are

T CACT O ot O i G oCU T o ot o oot g~ C oo O o Ot o S CanC T otaiatror oo

Is, design

specifications, life-cycle documentation shall [01.04] be provided for a cryptographic module that is to undergo an
independent verification or evaluation scheme.

Annexes C, D, E, and F provide references to approved security functions, approved sensitive security parameter
establishment methods, approved authentication mechanisms and non-invasive attack mitigation test methods.
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Table 1 - Summary of security requirements
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Security Level 1

Security Level 2

Security Level 3

Security Level 4

Specification of cryptographic module, cryptographic boundary, approved security functions, and normal and

Cryptographic degraded modes of operation. Description of cryptographic module, including all hardware, software, and firmware

Module Specification | components. All services provide status information to indicate when the service utilises an approved cryptographic
algorithm, security function or process in an approved manner.

Cryptographic Required and optional interfaces_ Specification of all Trusted channel

Module Interf

aces

interfaces and of all input and output data paths.

Roles, Servig

es, and

Logical separation of
required and optional

Role-based or identity-
based operator

Identity-based operator
authentication.

Multi-factor

authentication.

Authenticatign roles and services. authentication.
Approved integrity Approved digital Approved digital signature based integrity fest.
technique, or EDC based signature or keyed
Software/Firrpware integrity test. Defined message authentication
Security SFMI, HFMI and HSMI. code- based integrity
test.
Executable code.
Non-Modifiable, Limited Modifiable.
or Modifiable.
Operational Role-based or
Environment Control of SSPs. discretionary access
control.
Audit mechanism.
Production-grade Tamper evidence. Tamper detection and Tamper deteftion and
components. response for covers and response enyelope. EFP.
Physical Secprity Opaque covering or doors. Strong enclosure Fault injectiopn mitigation.

enclosure.

or coating. Protection
from direct probing. EFP
or EFT.

Non-Invasive

Module js-designed to mitigate against non-invasive attacks specified in Annex F.

Security
Decumentation and effectiveness of mitigation Mitigation Testing. Mitigation Tefsting.
techniques specified in Annex F.
Random bit generators, SSP generation, establishment, entry and output, storage and zeroisation.

Sensitive Segurity

Parameter Automated SSP transport or SSP agreement using approved methods.

Management
Manually established SSPs may be entered or output Manually established SSPs may be entered or output in
in plaintext form. either encrypted form, via a trusted channel or using split

knowledge procedures.

Pre-operational: software/firmware integrity, bypass, and critical functions test.

Self-Tests Conditional: cryptographic algorithm, pair-wise consistency, software/firmware loading, manual entry, conditional

bypass and critical functions test.
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Security Level 1 Security Level 2 Security Level 3 Security Level 4
Configuration management system for cryptographic Automated configuration management system.
Configuration | module, components, and documentation. Each
Management | uniquely identified and tracked throughout lifecycle.
Design Module designed to allow testing of all provided security related services.
FSM Finite state model.
® Delelopment | Annotated source code, Software high-level language. Hardware high-level Documentatipn annotated
§ schematics or HDL. descriptive language. with-pre: conditions upon
3 entryvinto madule
2 components nd post-
% conditions eXpected to be
6 true when components is
5"_) completed.
=
Testing Functional Testing. Low-level Testing.
Ddlivery and | Initialisation procedures. Delivery Procedures. Operator authentication
Qperation using vendor| provided
authenticatiop information.
uidance Administrator and non-administrator guidance,
Mitigation of fother Specification of mitigation of attacks for wiiich'no testable requirements are Specification|of mitigation of
attacks currently available. attacks with festable
requirementq.

7.2 Cryptographic module specification

7.2.1 Cryptopraphic module spécification general requirements
A cryptographif module shatl [02.01] be a set of hardware, software, firmware, or some combination thereof, that at a
minimum, implements a defined cryptographic service employing an approved cryptographic algorithm, security function
or process and containgdywithin a defined cryptographic boundary.

The documentation.requirements specified in A.2.2 shall [02.02] be provided.

7.2.2 Types of cryptographic modules
A cryptographic module shall [02.03] be defined as one of the following module types:
— Hardware module is a module whose cryptographic boundary is specified at a hardware perimeter. Firmware
and/or software, which may also include an operating system, may be included within this hardware cryptographic

boundary.

— Software module is a module whose cryptographic boundary delimits the software exclusive component(s) (may
be one or multiple software components) that execute(s) in a modifiable operational environment. The computing
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platform and operating system of the operational environment which the software executes in are external to the
defined software module boundary.

Firmware module is a module whose cryptographic boundary delimits the firmware exclusive component(s) that

execute(s) in a limited or non-modifiable operational environment. The computing platform and operating system of
the operational environment which the firmware executes in are external to the defined firmware module boundary
but explicitly bound to the firmware module.

compone
module b
software ¢

Hybrid Fi
componen
module b
firmware ¢
firmware n

For hardware
7.7 and 7.8 sh

For software modules executing in a modifiable environment, the {physical security requirements fq

optional and th

For hybrid mod
7.2.3 Crypto

7.23.1 Cry
A cryptograph
firmware comp
of this Internat
the module’s ¢
relevant algori
within the sco
components m
processes or

security functi
implemented ir

The defined n

t and a disjoint hardware component (i.e. the software compaonent is not contained wit

Hybrid Software module is a module whose cryptographic boundary delimits the composite of a software

in the hardware

bundary). The computing platform and operating system of the operational environ
xecutes in are external to the defined hybrid software module boundary.

t and a disjoint hardware component (i.e. the firmware component is not gontained with

xecutes in are external to the defined hybrid firmware module boundary but explicitly bou
nodule.

and firmware modules, the applicable physical security and non-invasive security requir
bll [02.04] apply.

e applicable non-invasive security requirements in 7.8 shall [02.05] apply.

ules, all applicable requirements of 7.5, 7.6, 7.7.and 7.8 shall [02.06] apply.
graphic boundary

ptographic boundary general requiréments

c boundary shall [02.07] consist of an explicitly defined perimeter (i.e. set of hardw
onents) that establishes the boundary of all components of the cryptographic module. T
onal Standard shall [02.08] apply to all algorithms, security functions, processes and co
ryptographic boundary. The cryptographic boundary shall [02.09], at a minimum, encom
hms, security functions, processes and components of a cryptographic module (i.e. S
pe of this International Standard). Non-security relevant algorithms, security function
ay be included within the cryptographic boundary. Non-security relevant algorithms, sq
components), may also be used in an approved mode of operation. Non-security rele
bns, processes or components which are used in an approved mode of operation 9
a manner to not interfere or compromise the approved operation of the cryptographic mo

ment which the

rmware module is a module whose cryptographic boundary delimits theCeomposit¢ of a firmware

in the hardware

pundary). The computing platform and operating system of the operational environment which the

nd to the hybrid

ements found in

und in 7.7 are

are, software or
he requirements
mponents within
pass all security
ecurity relevant
5, processes or
curity functions,
vant algorithms,
hall [02.10] be
dule.

bme of a cryptographic module shall [02.11] be representative of the composition of

he components

within the cryp

ographic boundary and not representative of a larger composition or product. The cryptographic module

shall [02.12] have, at minimum, specific versioning information representing the distinct individual hardware, software
and/or firmware components.

Hardware, software and/or firmware components within the cryptographic boundary may be excluded from the
requirements of this International Standard. The excluded hardware, software or firmware components shall [02.13] be
implemented in a manner to not interfere or compromise the approved secure operation of the cryptographic module.
The excluded hardware, software or firmware shall [02.14] be specified (Annex A).
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7.2.3.2

Definitions of cryptographic boundary

The cryptographic boundary of a hardware cryptographic module shall [02.15] delimit and identify:

The set of

interc

activ
proce

physi
firmw

other

The cryptograg

The set of

The cryptograf

The set of
The instan

The cryptograf

be the c
componen

In addition
software o

7.2.4 Modes

7.24.1 Mo

The instan

include the collection of all ports and interfaces from each component.

hardware components which may include:

onnecting physical wiring between components,

electrical r\nmpnnnnfe such—as semi infngrgfnd custom infngrgfarl or—commaon-int
HSCHHGaT o RehRt: Heh—a AH-Htegirated; HStom-HRtegiratea ¥ A=t

physical structures, including circuit boards, substrates or other mounting surfaces that provide the

grated circuits,

5sors, memory, power supplies, converters, etc.
bal structures, such as enclosures, potting or encapsulation materials, connectors, and int
bre, which may include an operating system,

components types not listed above.

hic boundary of a software cryptographic module shall [02.16}delimit and identify:
executable file or files that constitute the cryptographic module; and

tiation of the cryptographic module saved in memory.and executed by one or more proce
hic boundary of a firmware cryptographic module shall [02.17] delimit and identify:
executable file or files that constitute the cryptographic module; and

tiation of the cryptographic module saved in memory and executed by one or more proce
hic boundary of a hybrid cryptegraphic module shall [02.18]:

bmposite of the module’sichardware component boundary and the disjoint softwa
t(s) boundary; and

to the disjointsoftware or firmware component(s), the hardware component can also in
r firmware:

of operations

prfaces,

BSOI'S.

BSOI'S.

re or firmware

tllude embedded

€5 of operations generat TequitTements

The operator shall [02.19] be able to operate the module in an approved mode of operation. An approved mode of
operation shall [02.20] be defined as the set of services which include at least one service that utilises an approved
cryptographic algorithm, security function or process and those services or processes specified in 7.4.3.

Non-approved cryptographic algorithms, security functions, and processes or other services not specified in 7.4.3 shall
[02.21] not be utilised by the operator in an approved mode of operation unless the non-approved cryptographic
algorithm or security function is part of an approved process and is not security relevant to the approved processes
operation (e.g. a non-approved cryptographic algorithm or non-approved generated key may be used to obfuscate data
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or CSPs but the result is considered unprotected plaintext and provides no security relevant functionality until protected
with an approved cryptographic algorithm).

7.2.4.2

Normal operation

Normal operation is where the entire set of algorithms, security functions, services or processes are available and/or

configurable.

CSPs shall [02. 22] be excluswe between approved and non- approved services and modes of operatlon (e.g. not shared

or accessed).
process witho\

The module’s
of operation (b

All services sh
function or pro

7.2.4.3 Deg

A cryptographi
cryptographic 1

degraded
the modul
the mechd

all conditig
algorithm

g

services
function, o

The cryptograg
without failure

t the zer0|sat|on of the RBG seed as Iong as the seed cannot be accessed in the non apd

security policy shall [02.23] define the complete set of services that are provided for ead
bth approved and non-approved).

all [02.24] provide an indicator when the service utilises an approved cryptographic alg
Cess in an approved manner and those services or processes specified-in 7.4.3.

raded operation

c module may be designed to support degraded functionality if\the module enters the erro
hodule to operate in degraded operation, the following shall [02.25] apply:

bperation shall [02.26] be entered only after exiting_Jan error state;

nism or function that failed shall [02.28] be-isolated;

bfter entering degraded operation{.and

hall [02.30] provide an _.indicator if attempts are made to use a non-operational alg
r process.

hic module shall f02.31] remain in degraded operation until such time the cryptographid
all pre-operationalyself-tests successfully. The cryptographic module may perform certa

eecurity function or
roved mode.

h defined mode

jorithm, security

state. For a

e shall [02.27] provide status information when‘rte-configured and degraded operation enfered;

nal algorithm self-tests shall [02.29] be performed prior to the first operational use of the cryptographic

orithm, security

module passes
n diagnostics in

addition to all
module fails th

pre-operational, self-tests, as part of the condition to exit the degraded operation. If th
b pre-operdtional self-tests, the module shall not [02.32] enter degraded operation.

e cryptographic

7.3 Cryptographic module interfaces

7.3.1 Cryptograpnic module interfaces general requirements
A cryptographic module shall [03.01] restrict all logical information flow to only those physical access points and logical
interfaces that are identified as entry and exit points to and from the cryptographic boundary of the module. The
cryptographic module logical interfaces shall [03.02] be distinct from each other although they may share one physical
port (e.g. input data may enter and output data may exit via the same port) or may be distributed over one or more
physical ports (e.g. input data may enter via both a serial and a parallel port). An Application Program Interface (API) of
a software component of a cryptographic module may be defined as one or more logical interface(s).

The documentation requirements specified in A.2.3 shall [03.03] be provided.
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7.3.2 Types of interfaces

Hardware Module Interface (HMI): The total set of interfaces used to request the services of the hardware module,

including parameters that enter or leave the module’s cryptographic boundary as part of the requested service.

Software or Firmware Module Interface (SFMI): The total set of interfaces used to request the services of the

software or the firmware module, including parameters that enter or leave the module’s cryptographic boundary as

part of the

the servicg
cryptogra

7.3.3 Definit

A cryptograph
perspective of
a) Data inpu
processed
another m
data input

Data outp
the contro

SSPs) shall [03.06] exit via the "data output" interface. ‘All'data output via the “data output” interfa
d while performing manual entry, pre-operational self-tests, software/firmware loading an

be inhibite]
when the

Control inf
manual co
shall [03.(

Control o
module )

“control oditput” interface. All eontrol output via the “control output” interface shall [03.10] be inh

cryptograq

Status out
and physi
(vibration)
Status out

Hybrid Softwa

c module shall [03.04] have the following five interfaces ("input" and\output" are ing

f interface.

pdule) shall [03.05] enter via the "data input” interface. Data may be accepted by the mo

Ut interface. All data (except status data output viacthe’status output interface and contro

put interface. All input commands, sighals (e.g clock input), and control data (including fu

requested service.

s of the hybrid software
hic boundary as part of the requested service.

on of interfaces

he module):

All data (except control data entered via the contral* input interface) that
by a cryptographic module (including plaintext data, ciphertext-data, SSPs, and status

interface while the module is performing self-tests (7.10).
output interface) that is output from a cryptographic'module (including plaintext data, ciph
ryptographic module is in an error state.
ntrols such as switches, buttons, and keyboards) used to control the operation of a cryptd

8] enter via the "control input" interface.

Uitput interface. All output commands, signals, and control data (e.g. control comma
ised to control or indicate the state of operation of a cryptographic module shall [03

hic module is in ah_error state unless exceptions are specified and documented in the seq

but interface~~All output signals, indicators (e.g. error indicator), and status data (includ

cal indicators such as visual (display, indicator lamps), audio (buzzer, tone, ring),
used_torindicate the status of a cryptographic module shall [03.11] exit via the "status g

but may be either implicit or explicit.

used to request
ve the module’s

icated from the

is input to and
nformation from
dule through the

data output via
ertext data, and
ce shall [03.07]
d zeroisation; or

nction calls and
graphic module

nds to another
09] exit via the
ibited when the
urity policy.

ng return codes
bnd mechanical
utput” interface.

1 lo

Except for the

f)

interface.

£5. 4 ot (AN | 1 (| L 1L ran 4n7
SUTNIWAIT LUI'yPJluUUTrapime TIoUuIcsS, dit TIiTUUuuiITcs STidlil [Uo. LZ]

disSU Tiave

4l £all : HO I 4 .
IS TUNTOWITTY mrertace.

Power interface. All external electrical power that is input to a cryptographic module shall [03.13] enter via a power

A power interface is not required when all power is provided or maintained internally within the
cryptographic boundary of the cryptographic module (e.g. an internal battery).

The cryptographic module shall [03.14] distinguish between data, control information, and power for input, and data,

control informa

tion, status information, and power for output.

The cryptographic module specification shall [03.15], unambiguously, specify format of input data and control
information, including length restrictions for all variable length inputs.
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7.3.4 Trusted channel

A trusted channel is a link established between the cryptographic module and a sender or receiver to securely
communicate unprotected plaintext CSPs, key components and authentication data. A trusted channel protects against
eavesdropping, as well as physical or logical tampering by unwanted operators/entities, processes or other devices,
between the module’s defined input or output ports and along the communication link with the intended sender or

receiver endpo

int.

SECURITY LEVELS 1 AND 2

For Security Lg
SECURITY LE
For Security Lg
for the ftr
cryptogra

trusted ch

the truste
communic

the physid
logical inte

identity-ba
a status in|
SECURITY LE

In addition to th
[03.22] be emf

7.4 Roles, i

7.4.1 Roles,

A cryptographi
A single opera
shall [04.02] i

vels 1 and 2, there are no requirements for a trusted channel.

VEL 3

vel 3,

Ansmission of unprotected plaintext CSPs, key components and,-authentication da

hic module and the sender or receivers endpoint the cryptographictmodule shall [03.]
hnnel;

H channel shall [03.17] prevent unauthorised modificatien; substitution, and disclg
ation link;

al ports used for the trusted channel shall [03.18}be physically separated from all ot
rfaces used for the trusted channel shall [03.19]. beVogically separated from all other inte
sed authentication shall [03. 20] be employed,for all services utilising the trusted channel
dicator shall [03.21] be provided when.the trusted channel is in use.

VEL 4

e requirements of Security.Leyel 3, for Security Level 4 multi-factor identity-based authen
loyed for all services utilising the trusted channel.

bervices, and authentication

services, and\authentication general requirements

c module.shall [04.01] support authorised roles for operators and corresponding services
or may.assume multiple roles. If a cryptographic module supports concurrent operators,
ntefnally maintain the separation of the roles assumed by each operator and the corresp

An operator is

a between the
6] implement a

sure along the
her ports or the

rfaces;

and

tication shall

within each role.
then the module
bnding services.

not'required to assume an authorised role to perform services where CSPs and PSPs

re not modified,

disclosed, or substituted (e.g. show status, self-tests, or other services that do not affect the security of the module).

Authentication mechanisms may be required within a cryptographic module to authenticate an operator accessing the
module, and to verify that the operator is authorised to assume the requested role and perform the services within the

role.

The documentation requirements specified in A.2.4 shall [04.03] be provided.
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7.4.2 Roles

A cryptographic module shall [04.04], at a minimum, support a Crypto Officer Role. The Crypto Officer Role shall
[04.05] be assumed to perform cryptographic initialisation or management functions, and general security services (e.qg.
module initialisation, management of CSPs, PSPs, and audit functions).

A cryptographic module may support a User Role. If the cryptographic module supports a User Role, then the User Role
shall [04.06] be assumed to perform general security services, including cryptographic operations and other approved
security functions.

A cryptographi
and/or logical 1
(BIST)). All ung

A cryptographi

C module may support a Maintenance Role. The Maintenance Role is a role assumed du
haintenance services (e.g. opening service covers, performing certain diagnostics such.as
rotected SSPs shall [04.07] be zeroised when entering or exiting the Maintenance)Role.

c module may support other roles or in addition to the roles specified above,

7.4.3 Services

7.4.3.1 Ser
Services shall
inputs shall [0
or functions. §

services, operations, or functions initiated or obtained by service inputs.

service output.

ices general requirements

[04.08] refer to all of the services, operations, or functions:that can be performed by a n
1.09] consist of all data or control inputs to the module that'initiate or obtain specific serv
ervice outputs shall [04.10] consist of all data outputs;.€ontrol outputs, and status outputs
Each service input shall [0

ring the physical
built in self-test

hodule. Service
ces, operations,
5 that result from
1.11] result in a

A cryptographit module shall [04.12] provide the following.§érvices to operators.

a) Show mogule’s versioning information. The cryptographic module shall [04.13] output the npme or module
identifier gnd the versioning information that_can be correlated with a validation record (e.g. harfgware, software
and/or firmware versioning information).

b) Show stats. The cryptographic modulesshall [04.14] output current status. This may include the Joutput of status
indicators jn response to a service request.

c) Perform gelf-tests. The cryptegraphic module shall [04.15] initiate and run the pre-operational self-tests as
specified ih 7.10.2.

d) Perform gpproved secutity functions. The cryptographic module shall [04.16] perform at least one approved
security fupction used\in an approved mode of operation as specified in 7.2.

e) Perform zgroisation. The cryptographic module shall [04.17] perform zeroisation of the parameters as specified in
7.9.7.

A cryptographic module may provide other services, operations, or functions, both approved, and non-approved, in
addition to the services specified above. Specific services may be provided in more than one role (e.g. key entry
services may be provided in the user role and the crypto officer role).

7.4.3.2 Bypass capability

Bypass capability is the ability of a service to partially or wholly circumvent a cryptographic function or process. If the
module can output a particular data or status item in a cryptographically protected form, or (as a result of module
configuration or operator intervention) can also output the item in a non-protected form, then a bypass capability shall
[04.18] be defined.
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If a cryptographic module implements a bypass capability, then:

a)

b)

7.4.3.3  Selftinitiated cryptographic output capability

the operator shall [04.19] assume an authorised role before configuring the bypass capability;

two independent internal actions shall [04.20] be required to activate the capability to prevent the inadvertent
bypass of plaintext data due to a single error. The two independent internal actions shall [04.21] modify software
and/or hardware behaviour that is dedicated to mediate the bypass capability (e.g. two different software or
hardware flags are set, one of which may be user-initiated); and

the module shall [04.22] show status to indicate whether the bypass capability:

1) is not|activated, and the module is exclusively providing services with cryptographic proeessing (e.g. plaintext
data is encrypted); or

2) s actlvated and the module is exclusively providing services without cryptographic processing (e.g. plaintext
data is not encrypted); or

3) s alternately activated and deactivated and the module is providing,'seme services with cryptographic
procegsing and some services without cryptographic processing (e.g. farimodules with multiplg communication
chanrlels, plaintext data is or is not encrypted depending on each chahnel configuration).

Self-initiated cfyptographic output capability is the ability of the module to perform cryptographic operations and other
approved security functions or SSP management techniques. without external operator request. The self-initiated
cryptographic joutput capability shall [04.23] be configured\ by the Crypto Officer and this configuration may be

preserved over resetting, rebooting, or power cycling of the module.

If a cryptographic module implements a self-initiated cryptographic output capability, then:

7.4.3.4  Soffware/Firmware loading

two indepgndent internal actions shall [04.24] be required to activate the capability to prevent|the inadvertent
output dug¢ to a single error. The two independent internal actions shall [04.25] modify software and/or hardware
behaviour|that is dedicated to mediatectheé capability (e.g. two different software or hardware flagg are set, one of
which may be user-initiated); and

the module shall [04.26] shew" status to indicate whether the self-initiated cryptographic output capability is
activated.

If a cryptographic module has the capability of loading software or firmware from an external source, then the following

requirements ghall\[04.27] apply:

the loaded software or firmware shall [04.28] be validated by a validation authority prior to loading to maintain
validation;

all data output via the data output interface shall [04.29] be inhibited until the software/firmware loading and load
test has completed successfully;

the Software/Firmware Load Test specified in 7.10.3.4 shall [04.30] be performed before the loaded code can be
executed;

the cryptographic module shall [04.31] withhold execution of any loaded or modified approved security functions
until after the pre-operational self-tests specified in 7.10.2 have been successfully executed; and
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loaded software or firmware (7.4.3).

the modules versioning information shall [04.32] be modified to represent the addition and/or update of the newly

If the loading of new software or firmware is a complete image replacement, this shall [04.33] constitute an entirely new
module which would require validation by a validation authority to maintain validation. The new software or firmware
image shall [04.34] only be executed after the module transitions through a power-on reset. All SSPs shall [04.35] be

zeroised prior t

o execution of the new image.

7.4.4 Authentication

Authentication
module and to
The following t

Role-Base¢
module sf
shall [04.
required tg
assumptio]
the modul
operator.

a)

Identity-Ba
module, th
require th

mechanisms may be required within a cryptographic module to authenticate an operatg
verify that the operator is authorised to assume the requested role and perform services|
ypes of mechanisms are used to control access to the cryptographic module:

r accessing the
within that role.

d Authentication: If role-based authentication mechanisms are supported by ‘a’cryptographic module, the

all [04.36] require that one or more roles either be implicitly or explicitly’selected by t
B7] authenticate the assumption of the selected role (or set of roles). The cryptograph
authenticate the individual identity of the operator. The selection/f'roles and the auth
h of selected roles may be combined. If a cryptographic module perniits an operator to ch
e shall [04.38] authenticate the assumption of any role that-was not previously authe

sed Authentication: If identity-based authentication <mechanisms are supported by
e module shall [04.39] require that the operator be individually and uniquely identifig]
at one or more roles either be implicitly or explicitly selected by the operator, an

he operator and
c module is not
bntication of the
ange roles, then
nticated for that

a cryptographic
d, shall [04.40]
d shall [04.41]

authenticate the identity of the operator and the authorisation of the operator to assume the selected role or set of

roles. The
the select
module sk

authorised.

A cryptographi
role, or may
module is res

%
be authenticated.

Various types
authentication
cryptographic

characteristics
unauthorised U
authentication

authentication of the identity of the operator, selection of roles, and the authorisation of tH
bd roles may be combined. If a cryptographic module permits an operator to change
all [04.42] verify the authorisation of the identified operator to assume any role that wa

c module may permit an authenticated operator to perform all of the services allowed with
quire separate authentication:for each service or for different sets of services. When
, rebooted, powered off and-subsequently powered on, the module shall [04.43] requirg

of authentication” data may be required by a cryptographic module to implement
mechanisms, including (but not limited to) the knowledge or possession of a

key, or equivalent; possession of a physical key, token, or equivalent; or verificat
(e.g. bionietrics). Authentication data within a cryptographic module shall [04.44] be p
se, disclosure, modification, and substitution. Approved security functions may be use
mechanism.

e assumption of
roles, then the
s not previously

n an authorised
a cryptographic
the operator to

the supported
password, PIN,
on of personal
rotected against
d as part of the

The initialisatid

n-of authentication mechanisms may warrant Qppr‘inl treatment_If a r‘rylntngralnhir‘ m

odule does not

contain the authentication data required to authenticate the operator for the first time the module is accessed, then other
authorised methods (e.g. procedural controls or use of factory-set or default authentication data) shall [04.45] be used
to control access to the module and initialise the authentication mechanisms. If default authentication data is used to
control access to the module, then default authentication data shall [04.46] be replaced upon first-time authentication.
This default authentication data does not need to meet the zeroisation requirements (7.9.7).

The authentication mechanism may be a group of mechanisms of different authentication properties that jointly meet the
requirements of this clause. If the cryptographic module uses security functions to authenticate the operator, then those
security functions shall [04.47] be approved security functions.
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The strength of the approved authentication mechanism shall [04.49] be specified in the security policy (Annex B).

For each attempt to use the approved authentication mechanism, the module shall [04.50] meet the strength of the

authentication objective. For multiple attempts to use the approved authentication mechanism during a one-minute
period, the module shall [04.51] meet the strength of the authentication objective.

documented procedural controls or security rules (e.g. password size restrictions).

For a soft

arae crvntoaranhic-module—at Securitvl evel 2 the oneratina-svstem-mavimplement th
e Rptograpric—Roathe—at HHHY—=8Ve+—<—h peratiRg-system—ay—HRpemeht—th

The approved authentication mechanism shall [04.52] be met by the module’s implementation and not rely on

authentication

mechanis
shall [04.5

Feedback
visible disj

actual authentication data.

Feedback

authentication mechanism strength beyond the required authentication strength.

SECURITY LE|

For Security Lével 1, a cryptographic module is not required to empldy authentication mechanisms to ¢

the module.
operator either

SECURITY LE

For Security L
access to the 1

SECURITY LE|

For Security Level 3, a cryptographic module shall [04.58] employ identity-based authentication mechg

access to the 1
SECURITY LE

For Security
mechanisms tqg

7.5 Softwal

h. If the operating system implements the authentication mechanism, then the authentica
3] meet the requirements of this clause.

of authentication data to an operator shall [04.54] be obscured during the authentication
blay of characters when entering a password). Non-significant characters maybe displaye
provided to an operator during an attempted authentication shall ;{04.55] prevent w
VEL 1

f a module does not support authentication meghanisms, the module shall [04.56]
implicitly or explicitly select one or more roles.

VEL 2

bvel 2, a cryptographic module shall [04.57] at a minimum employ role-based authenti
nodule.

VEL 3

hodule.
VEL 4

Level 4, aSeryptographic module shall [04.59] employ multi-factor identity-baseq

control access to the module.

e/Firmware security

tion mechanism

process (e.g. no
d in place of the

bakening of the

ontrol access to
require that the

cation to control

nisms to control

| authentication

A cryptographic module is defined as either a hardware, software, firmware or hybrid module (7.2.2). The requirements

of this clause s

hall [05.01] apply to software and firmware components of a cryptographic module.

A cryptographic module that is implemented completely in hardware is not subject to the software/firmware security
requirements of this International Standard.

The public verification key or keyed message authentication key used for an approved integrity technique may reside
within the module code and is not considered a SSP.

The documentation requirements specified in A.2.5 shall [05.02] be provided.
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SECURITY LEVEL 1

The following requirements shall [05.03] apply to software and firmware components of a cryptographic module for

Security Level

1:

without madification prior to installation (7.11.7);

software

nd firmware components within a dianinf hardware component aof a hyhrid mndlllp)'

All software and firmware shall [05.04] be in a form that satisfies the requirements of this International Standard

For software and firmware modules and the software or firmware component of a hybrid module (except for the

firmw.

b

— b
For softw
componen
— A cry
[05.0¢
cryptd
EDC

If the integ
on the mo
a single €
signatures
the error g
itself not

module’s s

An operat
(7.3.2);

All data ar
services (1

For a soft

A cryptographic mechanism using an approved integrity technique shall [05.05] be applied'to

bre components within the module’s defined cryptographic boundary in one of the followin
y the cryptographic module itself; or

y another validated cryptographic module operating in an approved mode of operation.

ts within a disjoint hardware component of a hybrid cryptographie‘-module:

btographic mechanism using an approved integrity techhique or an error detection co
] be applied to all software and firmware compeénents within the hardware m
graphic boundary or within disjoint hardware components of the hybrid module. If an E
Ehall [05.07] be at least 16 bits in length.

rity test fails (i.e. the calculated result is not.sdccessfully verified or the EDC cannot be ve
Hule type), the module shall [05.08] enter’the error state. The approved integrity techniqu
ncompassing message authenticationcode or signature, or multiple disjoint authenti
of which failure of any disjoint authentication code or signature shall [05.09] cause the
tate. The expected referenced output of the integrity technique mechanism may be cons
Subject to the integrity technique. The temporary value(s) generated during the inte
oftware or firmware shall [05.10] be zeroised from the module upon completion of the int

br shall [05.11] be able‘to perform the integrity test on demand via an HMI, SFMI, HSMI

d control inputs,-and data, control and status outputs (specified in 7.3.3) of the cryptogray
[.4.3) shall405:12] be directed through a defined HMI, SFMI, HFMI or HSMI; and

vare or-firmware module, if the loaded software or firmware image is a complete replacs

of the vali$

constitute

ated_module image, the software/firmware load test is not applicable (NA) as the replacsg

all software and
h ways:

are and firmware components of a hardware cryptographic-module and the software or firmware

de (EDC) shall
bdule’s defined
DC is used, the

rified depending
e may consist of
cation codes or
module to enter
idered data and
prity test of the
grity test;

or HFMI service

bhic module and

ment or overlay
ment or overlay

a.héw module.

If the software or firmware that is loaded is associated, bound, modifies or is an executable requisite of the validated
module, then the software/firmware load test is applicable and shall [05.13] be performed by the validated module

with the fo

llowing exceptions:

replacement or overlay of the validated module.

a complete image replacement or overlay of the validated module.

30

The cryptographic module is a software module and the loaded software image is a complete image

The cryptographic module is a firmware module of physical Security Level 1 and the loaded firmware image is
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replacement or overlay of the disjoint software components.

image is a complete image replacement or overlay of the disjoint firmware components.

SECURITY LEVEL 2

The cryptographic module is a hybrid software module and the loaded software image is a complete image

The cryptographic module is a hybrid firmware module of physical Security Level 1 and the loaded firmware

In addition to the requirements of Security Level 1, the following requirements shall [05.14] apply to software and

firmware comj

nents of a cryptographic module for Security | evel 2:

The softw
executabld

There sh
operator tq

For softwsg
(except fo
— An af
and fi
verifig

SECURITY LE

In addition to {
and firmware n

for the softwarg¢ and firmware components within a disjoint hardware component of a hybrid module):

A cryptographi
components w
test fails and th

The digital sign
failure of any d
[05.23] reside

7.6  Operati

7.6.1 Operat

are and firmware components of a cryptographic module shall [05.15] only include
p form (e.g. no source code, object code or just-in-time compiled code);

all [05.16] be no services or control settings via the HMI, SFMI, HFMI of, HSMI interf
initiate or perform debugging techniques;

re and firmware modules and the software or firmware component ¢f a-hybrid module for
the software and firmware components within a disjoint hardware'\component of a hybrid

proved digital signature or keyed message authenticationccode shall [05.17] be applie
Frmware within the module’s defined cryptographic boundary. If the calculated result is
d, the test fails and the module shall [05.18] enter the-efror state.

VELS 3 AND 4
he requirements of Security Levels 1 and 2¢the following requirements shall [05.19] a

hodules and the software or firmware component of a hybrid module for Security Levels

C mechanism using an approved digital signature shall [05.20] be applied to all software 3
thin the module’s defined cryptographic boundary. If the calculated result is not successf
e module shall [05.21] enterthe error state.

ature technique may consist of a single encompassing signature or multiple disjoint signa

sjoint signature shall.{05.22] cause the module to enter the error state. The private signi
putside the module,

onal environment

onal-environment general requirements

The operationa

code that is in

hce to allow the

Security Level 2
module):

H to all software
not successfully

pply to software

3 and 4 (except

nd firmware
Llly verified, the

tures of which

ng key shall

irmware, and/or

hardware required for the module to operate. The operational environment of a software, firmware, or hybrid module
includes, at a minimum, the module components, the computing platform, and the operating system that controls or
allows the execution of the software or firmware on the computing platform. A hardware module may have an operating
environment within the module consisting of an operating system which allows the execution of internal software or
firmware. The operating system is considered to include, when applicable, the virtual machine(s) (system and/or
process) and the runtime environment (e.g. Java Runtime Environment — JRE).

A general-purpose operational environment refers to the use of a commercially available general-purpose operating
system (i.e. resource manager) that manages the software and firmware components and also manages system and
operator(s) processes/thread(s), including general-purpose application software such as word processors.
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The operational environment can be non-modifiable, limited or modifiable.

The following clause specifies the three specific operational environments.

a) A non-modifiable operational environment is designed or configured in a manner to prevent modification by an
operator or process to the module components, the computing platform, or the operating system. This environment
may consist of a firmware module operating in a non-programmable computing platform or a hardware module

which prevents the loading of any additional software or firmware.

b) A limited operational environment is designed or configured in a manner to allow controlled modification by an
operator of process to the module components, the computing platform, or the operating system:This environment
may be firmware operating in a programmable hardware module where the loading of additional firnpware meets the
firmware Ipading requirements specified in 7.4.3.4.

c) A modifigable operational environment refers to an operating environment that)ymay be [reconfigured to

add/delets
computer
systems &
operator ¢
that is not

/modify functionality, and/or may include general-purpose operating system capabilitie
operating system, configurable smartcard operating system, or programmable softwa
re considered to be modifiable operational environments if software '‘components can bg
r process and/or an operator or process can load and execlite”software (e.g. a
part of the defined software, firmware, or hybrid module.
A modifialjle operational environment has the following characteristics;
Functions

trusted to
the operat

may be added or modified within the operational{environment. Those functions are
not interfere with the operation of the cryptographic module unless such interference
onal environment.

In such ar
belong to
interfaces

environment it is required that no function~gperating in the same operational environme
the trusted part of the operational environment have access to SSPs other than
of the cryptographic module.

It is there
module d(
obtain infd
execution

fore required that the operational environment provides the capability to separate th

rmation from the cryptographic module related to the CSPs nor be able to modify CSH
flow of the cryptographic ‘module other than via the interfaces provided by the cryptograph

A specific
cryptograg
cryptograg
module).

configuration of thetoperational environment may be required to achieve adequate p
hic module with-its“code and data (e.g. prohibiting specific kind of inter-process comm
hic module, assigning restrictive access rights to files containing SSPs or the code of tf

Some examplgs of operational environments are provided in the following table.

5 (e.g. use of a
re). Operating
modified by an
vord processor)

not necessarily

is prohibited by

nt that does not
via the defined

e cryptographic

ring operation from other functions in the operational environment such that those funcjons can neither

Ps, PSPs or the
ic module itself.

rotection of the
Linication for the
e cryptographic

Configuration Examples

Operational
Environment

A computing platform that does not permit the loading of code and does not permit operators to modify
the configuration of the computing platform, operating system or cryptographic module.

Non-Modifiable

A computing platform containing an operating system that allows the loading of additional code that is
authenticated and meets all applicable requirements of this International Standard.

Limited

32
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A computing platform that allows the loading of code without meeting the software or firmware loading Modifiable
requirements of this International Standard.
A computing platform containing code whose operating system is reconfigurable by the operator Modifiable

allowing the removal of the security protections.

For a non-modifiable or limited environment, the controlling components which maintain the non-modifiable or limited

environment

ay include attributes of the computing platform. the operating system or the cryptographic

module itself or

all of the abovs.

Code which is
Standard. Cod
Standard.

If the operatig

requirements in 7.6.2 shall [06.01] apply.

If the operation
[06.02] apply.

The document

7.6.2 Operat
SECURITY LE
The requireme
SECURITY LE

There are no a

7.6.3 Operat
SECURITY LE|
The following r

Each instg

executed in a non-modifiable or limited environment is referred to as firmware Within this International

e which is executed in a modifiable environment is referred to as software. within t

nal environment is non-modifiable or a limited operational environment, only the o

al environment is a modifiable operational environment, the opérating system requiremer

htion requirements specified in A.2.6 shall [06.03] be provided.

ng system requirements for limited or non-modifiable operational environments

VEL 1

his International

berating system

tsin 7.6.3 shall

nts in 7.6.3 Security Level 1 shall [06.04)\be applicable if the module is Security Level 1in 7.7.

VELS 2, 3, AND 4
dditional requirements.

ng system requirements for modifiable operational environments
VEL 1
bquirements-apply to operating systems for Security Level 1.

nce of a cryptographic module shall [06.05] have control over its own SSPs.

processes from

The oper

tional environment shall [ﬂﬁ nﬁ] Ir_\rn\lir'lt: the {"stlhi“fy to annrnfn individual npplir‘:\finn

each other in order to prevent uncontrolled access to CSPs and uncontrolled modifications of SSPs regardless if
this data is in the process memory or stored on persistent storage within the operational environment. This ensures
that direct access to CSPs and SSPs is restricted to the cryptographic module and the trusted parts of the
operational environment. Restrictions to the configuration of the operational environment shall [06.07] be
documented in the security policy of the cryptographic module.

by external processes/operators.

NOTE

cryptographic module itself.
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These requirements cannot be enforced by administrative documentation and procedures, but must be enforced by the
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SECURITY LEVEL 2

In addition to the requirements of Security Level 1, for Security Level 2 an operating environment shall [06.09] meet the
following requirements or as allowed by the validation authority.

— all cryptographic software, SSPs, and control and status information shall [06.10] be under the control of an
operating system that implements either role-based access controls or, at the minimum, a discretionary access
control with robust mechanism of defining new groups and assigning restrictive permissions for example through
access control lists (ACLs), and with the capability of assigning each user to more than one group. The operating

system s

all [06.11] be configured to protect against unauthorised execution, modification, and reading of SSPs,

control an

— to protect
the operat

— shall
permi

— shall
permi
modu
cryptd

— shall
permi
plaint

— shall
permi

and

— the followi
defined in

— when
proce
imags
the of

— the of
owne

| status data;

plaintext data, cryptographic software, SSPs, and authentication data, the access contro
ng system:

[06.12] be configured to define and enforce the set of roles or the groups.and their asso
5sions that have exclusive rights to execute the stored cryptographic software;

[06.13] be configured to define and enforce the set of roles or the groups and their asso
5sions that have exclusive rights to modify (i.e. write, replace;.and delete) the followir]
e software stored within the cryptographic boundary: cryptographic programs, cryptogrn
graphic audit data), SSPs, and plaintext data;

[06.14] be configured to define and enforce the set-of roles or the groups and their asso
5sions that have exclusive rights to read cryptographic data (e.g. cryptographic audit d
ext data; and

[06.15] be configured to define and enforee. the set of roles or the groups and their asso
5sions that have exclusive rights to enter"SSPs.

hg specifications shall [06.16]*be consistent with the roles or designated groups’ rights
the security policy:

not supporting a maintenance role, the operating system shall [06.17] prevent all opera

s). In this case,-running processes refer to all processes, cryptographic or not, not owng
erating systém (i.e. operator-initiated);

perating:System shall [06.18] prevent user processes from gaining either read or write
by lother processes and to system SSPs; and

mechanisms of

Ciated restrictive

Ciated restrictive
g cryptographic
aphic data (e.g.

Ciated restrictive
bta), CSPs, and

Ciated restrictive

and services as

ors and running

5ses from modifying running cryptographic processes (i.e. loaded and executing cryptographic program

d or initiated by

access to SSPs

— the configuration of the operating system that meets the above requirements shall [U6.19] be specified in the
Administrator Guidance. The Administrator Guidance shall [06.20] state that the operating system must be
configured as specified for the module contents to be considered protected.

The identification and authentication mechanism to the operating system shall [06.21] meet the requirements of 7.4.3
and be specified in the module's security policy.

All cryptographic software, SSPs, control and status information shall [06.22] be under the control of:

— an operating system which shall [06.23] have, at a minimum, the following attributes:
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— the operating system shall [06.24] provide an audit mechanism with the date and time of each audited event.
The cryptographic module shall [06.25] not include SSPs as part of any audit record;

— the cryptographic module shall [06.26] provide the following events to be recorded by the audit mechanism of
the operating system:

— modifications, accesses, deletions, and additions of cryptographic data and SSPs;

— attempts to provide invalid input for Crypto Officer functions;

|
)

ddition or deletion of an operator to and from a Crypto Officer role (if those roles are eranaged by the
ryptographic module);

(@)

— the use of a security-relevant Crypto Officer function;

—

¢quests to access authentication data associated with the cryptographic module;

— the use of an authentication mechanism (e.g. login) associated with.thé.cryptographic module; and

|
o)

Xplicit requests to assume a Crypto Officer role.

— the apdit mechanism of the operating system shall [06.27], be capable of auditing the follpwing operating
system related events:

|
)

| operator read or write accesses to audit data stored in the audit trail;

— access to files used by the cryptographic meduile to store cryptographic data or SSPs;

|
)

ddition or deletion of an operator tozand from a Crypto Officer role (if those roles are managed by
perational environment);

(o]

—

¢quests to use authentication data management mechanisms;

|
®

ftempts to use the trusted*ehannel function and whether the request was granted, when trusted channel is
upported at this security level; and

n

identification of the initiator and target of a trusted channel, when trusted channel is sppported at this
ecurity level.

n

— the operating.system shall [06.28] be configured to prevent operators other than those with the privileges
identified in the security policy from modifying cryptographic module software and audit data stored within the
operatiohalenvironment of the cryptographic module.

Only operating systems that are configured to meet the above security requirements shall [06.29] be permitted at this
security level, whether or not the cryptographic module operates in an approved mode of operation. The audit record
should be protected against unauthorised modification through the use of an approved security function.

7.7 Physical security

7.7.1 Physical security embodiments

A cryptographic module shall [07.01] employ physical security mechanisms in order to restrict unauthorised physical
access to the contents of the module and to deter unauthorised use or modification of the module (including substitution
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of the entire module) when installed.

cryptographic boundary shall [07.02] be protected.

All hardware, software, firmware, data components and SSPs within the

A cryptographic module that is implemented completely in software such that the physical security is provided solely by

the computing

platform is not subject to the physical security requirements of this International Standard.

The requirements of this clause shall [07.03] be applicable to hardware and firmware modules, and hardware and

firmware comp

The requireme

onents of hybrid modules.

nts of this clause shall [07.04] be applicable at the defined physical boundary of the mod

jle.

Physical secur
a) Single-ch
be used a
protected.
chip.

b) Multiple-d

interconns
of multiple

c) Multiple-g
interconne
cryptograq

Depending on
use, or modific

and/or

during an

and appropriat

subsequent to an attempt by leaving visible sign§’(i.e. tamper evidence);

ty requirements are specified for three defined physical embodiments of a cryptographic’n]

p cryptographic modules are physical embodiments in which a single integrated circ
5 a standalone device or may be embedded within an enclosure or a product that may
Examples of single-chip cryptographic modules include single IC chips ©r smart cards

hip embedded cryptographic modules are physical embodiments”in which two or m
cted and are embedded within an enclosure or a product that may hot be physically prote
-chip embedded cryptographic modules include adapters and.expansion boards.

hip standalone cryptographic modules are physical.embodiments in which two or m
cted and the entire enclosure is physically préotected. Examples of multiple-c
hic modules include encrypting routers, secure radies or USB tokens.

the physical security mechanisms of a cryptographic module, unauthorised attempts at
ption shall [07.05] have a high probability, ef\being detected:

hccess attempt

b immediate actions.shall [07.06] be taken by the cryptographic module to protect CSPs.

nodule.
it (IC) chip may

ot be physically
with a single IC

bre |C chips are
cted. Examples

bre IC chips are
nip, standalone

bhysical access,

Table 3 summarises the physical’security requirements, both the general and the three specific embodinents for each of

the four secur
general requirg

ty levels. The\embodiment-specific physical security requirements at each security le
ments at the-same level, and the embodiment-specific requirements of the previous level

Table 3: Summary of physical security requirements for cryptographic modules

el enhance the

= A "
STlicidl REYUITTITTTiS

for all Embodiments

Stngte=Ehip

AArdigad los
WIUTLIPTE=CTITY

Embedded

Mu:tipic-u: |p

Standalone

Security Level 1

Production-grade
components.

Standard passivation.

Procedural or automatic
zeroisation when
accessing the
maintenance access
interface.

No additional
requirements.

Production-grade
enclosure or removable
cover.

Production-grade
enclosure or removable
cover.
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General Requirements
for all Embodiments

Single-Chip

Multiple-Chip
Embedded

Multiple-Ch

Standalone

ip

Security Level 2

Evidence of tampering.
Opaque or translucent
within the visible
spectrum.

Prevent direct
observation through

Tamper-evident coating
on chip or enclosure.

Tamper-evident
encapsulating material
or enclosure with
tamper-evident seals or
pick-resistant locks for
doors or removable
covers

Tamper-evident
encapsulating ma
or enclosure with

tamper-evident seals or
pick-resistant locks for

doors or removab
covers

hrotes—amd-stits:

terial

le

Security Level 3

Tamper response and
zeroisation circuitry.

Automatic zeroisation
when accessing the
maintenance access
interface.

Prevent probing through
holes are slits.

EFP or EFT for
temperature and
voltage.

Hard tamper-evident
coating on chip or strong
removal-resistant and
penetration resistant
enclosure.

Hard tamper-evident
encapsulating material
or strong enclosure.

Hard tampet-éevid
encapsulating mg
or strong’enclosu

ent
terial
re.

Security Level 4

Tamper detection and
response envelope.

EFP for temperature and
voltage.

Protection from fault
induction.

Hard removal-resistant
coating on chip.

Tamper detection and
response envelope with
zeroisation capability.

Tamper detection
response envelog
zeroisation capab

and
e with
lity.

In general, Segurity Level 1 provides a baseline set of requirements. Security Level 2 requires the ad
evident mechgnisms and the inability to.gather information about the internal operations of the criti
module (opagyeness). Security Level 3_adds requirements for the use of strong or hard conformal o
enclosures with tamper detection and response mechanisms for removable covers and doors and res|
probing via opgnings or entry points. Environmental failure protection (EFP) or environmental failure
required at Sqcurity Level 3. Seecurity Level 4 adds requirements for the use of strong or hard co
conformal enclosures with tamper detection and response mechanisms for the entire enclosure or sigr
Environmental|failure protection (EFP) and protection from fault induced attacks are required at Security

jition of tamper-
tal areas of the
r non-conformal
stance to direct
testing (EFT) is
nformal or non-
ificant damage.
Level 4.

Security requirements-are specified for a maintenance access interface when a cryptographic modulg is designed to

permit physica

access (e.g. by the module vendor or other authorised individuals).

Tamper detection and tamper response are not substitutes for tamper evidence.

The documentation requirements specified in A.2.7 shall [07.07] be provided.

7.7.2 Physical security general requirements

The following requirements shall [07.08] apply to all physical embodiments:

— documentation shall [07.09] specify the physical embodiment and the security level for which the physical security
mechanisms of a cryptographic module are implemented;

© ISO/IEC 2012 — All rights reserved
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whenever zeroisation is performed for physical security purposes, the zeroisation shall [07.10] occur in a

sufficiently small time period so as to prevent the recovery of the sensitive data between the time of detection and
the actual zeroisation;

if a module includes a maintenance role that requires physical access to the contents of the module or if the module

is designed to permit physical access (e.g. by the module vendor or other authorised individual), then:

a maintenance access interface shall [07.11] be defined;

the maintenance—access—interface—shall [07 121 include all physical access—pathstothecontents of the

cryptd

any rg
using

SECURITY LE
The following r

the crypto
techniqueq
environmg

when perf

SECURITY LE

In addition to
cryptographic 1
— the crypto
physical a

the tampe|
spectrum
internal op

if the cryp
manner to
observatig

SECURITY LE|

the appropriate physical security mechanisms.

VEL 1

bquirements shall [07.14] apply to all cryptographic modules for Security Level 1:
hraphic module shall [07.15] consist of production-grade compenents that include stan
brming physical maintenance, zeroisation shall [07.16] either be performed procedurally

or automatically by the cryptographic module.

VEL 2

hodules for Security Level 2:

jraphic module shall [07.18] provide evidence of tampering (e.g. on the cover, enclosure
ccess to the module is attempted,;

r-evident material, coating or enclosure shall [07.19] either be opaque or translucent

graphic module, including any removable covers or doors; and

movable covers or doors included within the maintenance access interface shall.[07.13]

(e.g. a conformal coating or a sealing coat applied over"the module’s circuitry to
ntal or other physical damage); and

the general requirements for SecurityiLevel 1, the following requirement shall [07.

i.e. light of wavelength range of 400nm to 750nm) to prevent the gathering of inforn
erations of the critical areas of the module; and

tographic module contains ventilation holes or slits, then the module shall [07.20] be
preventthe gathering of information of the module’s internal construction or components
n using-artificial light sources in the visual spectrum of the module’s internal construction

be safeguarded

jard passivation
protect against

by the operator

L7] apply to all

and seal) when

vithin the visible
ation about the

constructed in a
by direct visual
br components.

VEL3

In addition to the general requirements for Security Levels 1 and 2, the following requirements shall [07.21] apply to all
cryptographic modules for Security Level 3:

if the cryptographic module contains any doors or removable covers or if a maintenance access interface is defined,

then the module shall [07.22] contain tamper response and zeroisation capability. The tamper response and
zeroisation capability shall [07.23] immediately zeroise all unprotected SSPs when a door is opened, a cover is
removed, or when the maintenance access interface is accessed. The tamper response and zeroisation capability
shall [07.24] remain operational when unprotected SSPs are contained within the cryptographic module;
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if the cryptographic module contains ventilation holes or slits, then the module shall [07.25] be constructed in a

manner that prevents undetected physical probing inside the enclosure (e.g. prevent probing by a single articulated

probe);

strong or hard conformal or non-conformal enclosures, coatings or potting materials shall [07.26] maintain strength

and hardness characteristics over the module's intended temperature range of operation, storage and distribution,

uniquely n

umbered evidence tape or uniquely identifiable holographic seals), and

if tamper evident seals are employed, they shall [07.27] be uniquely numbered or independently identifiable (e.g.

the modul
SECURITY LE

In addition to t
all cryptograph

the crypto
tamper de

the modul

the cryptd
techniqueq

7.7.3 Physic

7.7.3.1  Sing

In addition to {
single-chip cry

SECURITY LE
There are no a
SECURITY LE

In addition to
cryptographic 1

the crypto

p shall [07.28] either include EFP features or undergo EFT.
VEL 4

he general requirements for Security Levels 1, 2, and 3, the following requitement shall
¢ modules for Security Level 4:

graphic module shall [07.30] be protected either by a hard opaque removal-resistant
fection envelope with tamper response and zeroisation capability;

p shall [07.31] include EFP features; and

graphic module shall [07.32] provide protection frem fault induction. The fault indu
5 and the mitigation metrics employed shall [07.33]¢bevdocumented as specified in Annex

pl security requirements for each physical security embodiment

le-chip cryptographic modules

he general physical security requirements specified in 7.7.2, the following requirement
btographic modules.

VEL 1
dditional Security Level 1 requirements for single-chip cryptographic modules.
VEL 2

the requirements for Security Level 1, the following requirements shall [07.34] app
nodules for Security Level 2:

jraphic module shall [07.35] be covered with a tamper-evident coating (e.g. a tamper-evi

material ok

[07.29] apply to

coating, or by a

ction mitigation
B.

5 are specific to

y to single-chip

dent passivation

closure to deter

a +9mpnr evident material hn\/nring the pgcei\lafinn) or contained-in g fampnr evident en

direct observation, probing, or manipulation of the module and to provide evidence of attempts to tamper with or
remove the module.

SECURITY LEVEL 3

In addition to the requirements for Security Levels 1 and 2, the following requirements shall [07.36] apply to single-chip
cryptographic modules for Security Level 3:

covering the passivation),

© ISO/IEC 2012 — All rights reserved
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or

the enclosure shall [07.38] be implemented so that attempts at removal or penetration of the enclosure shall

[07.39] have a high probability of causing serious damage to the cryptographic module (i.e. the module will not

function).

SECURITY LEVEL 4

In addition to the requirements for Security Levels 1, 2, and 3, the following requirements shall [07.40] apply to single-

chip cryptograj

hic modules for Security L evel 4:

the crypto

and adheg
probability,

the remov.

high probz

7.7.3.2 Mul

In addition to t
embedded cry|

SECURITY LE|

If the cryptogr
removable cov

SECURITY LE

In addition to

1

graphic module shall [07.41] be covered with a hard, opaque removal-resistant ceatin
bion characteristics such that attempting to peel or pry the coating from the module
of resulting in serious damage to the module (i.e. the module will not function);;and

bility of dissolving or seriously damaging the module (i.e. the module will not function).

iple-chip embedded cryptographic modules

tographic modules.
VEL 1

aphic module is contained within an enclosure’or removable cover, a production-gra
er shall [07.43] be used.

VEL 2

the requirement for Security Leyel 1, the following requirements shall [07.44] apply

embedded cryptographic modules for Security Level 2:

bl-resistant coating shall [07.42] have solvency characteristics such that dissolving the co

e general security requirements specified in 7.7.2, the following requirements are specifig

g with hardness
vill have a high

ating will have a

to multiple-chip

He enclosure or

to multiple-chip

— the module components shall [07445] be covered with a tamper-evident coating or potting maferial (e.g. etch-
resistant coating or bleeding paint) to deter direct observation and to provide evidence of attempts tp tamper with or
remove mpdule components,
or

— the modulg shall [0A.46] be entirely contained within a metal or hard plastic production-grade englosure that may
include doprs or«emovable covers;

and

the enclosure includes any doors or removable covers, then the doors or covers shall [07.47] be locked with pick-

resistant mechanical locks employing physical or logical keys or shall [07.48] be protected with tamper-evident

seals (e.g.

SECURITY LEV

evidence tape or holographic seals).

EL 3

In addition to the requirements for Security Levels 1 and 2, the following requirements shall [07.49] apply to multiple-
chip embedded cryptographic modules for Security Level 3.
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potting material (e.g. a hard epoxy material),

the multiple-chip embodiment of the circuitry within the cryptographic module shall [07.50] be covered with a hard

the module shall [07.51] be contained within a strong enclosure such that attempts at removal or penetration of the

enclosure will have a high probability of causing serious damage to the module (i.e. the module will not function).

SECURITY LE

In addition to tﬂue requirements for Security Levels 1, 2, and 3, the following requirements shall [07.52])3
chip embeddeq

the modu
enclosure
serpenting
enclosure
or dissolvi

the modul
the tampd
unprotects
contained
7.7.3.3

Mul

In addition to the general security requirements specified in@:7.2, the following requirements are specifig

standalone cry
SECURITY LE

The cryptogra
that may includ

SECURITY LE|

In addition to
standalone cry|
— if the enclq
[07.62] be
protected

VEL 4

cryptographic modules for Security Level 4:

e components shall [07.53] be within a strong or hard conformal or non{onformal
shall [07.54] be encapsulated by a tamper detection envelope (e.g. a flexiblelmylar prin
geometric pattern of conductors or a wire-wound package or a non-fléxible, brittle ci
that shall [07.55] detect tampering by means such as cutting, drilling; milling, grinding,

ng of the potting material or enclosure to an extent sufficient for accessing SSPs; and

e shall [07.56] contain tamper response and zeroisation circuitry/that shall [07.57] cont
r detection envelope and, upon the detection of tampering, shall [07.58] immedid
d SSPs. The tamper response circuitry shall [07.59] remain operational when unprot
within the cryptographic module.

iple-chip standalone cryptographic modules

btographic modules.
VEL 1

bhic module shall [07.60] be entirely contained within a metal or hard plastic production-|
e doors or removable covers{

VEL 2

the requirements ‘for Security Level 1, the following requirements shall [07.61] apply
btographic modules for Security Level 2:

sure of the cryptographic module includes any doors or removable covers, then the doorg
lockedswith pick-resistant mechanical locks employing physical or logical keys or
vith tamper-evident seals (e.g. evidence tape or holographic seals).

q

pply to multiple-

enclosure. The
d circuit with a

e
icuit or a strong

urning, melting,

nuously monitor
tely zeroise all
ected SSPs are

to multiple-chip

grade enclosure

to multiple-chip

or covers shall
hall [07.63] be

SECURITY LE

ELS

In addition to the requirements for Security Levels 1 and 2, the following requirements shall [07.64] apply to multiple-
chip standalone cryptographic modules for Security Level 3:

the module shall [07.65] be contained within a strong enclosure such that attempts at removal or penetration of the

enclosure will have a high probability of causing serious damage to the module (i.e. the module will not function).

SECURITY LE

VEL 4

© ISO/IEC 2012 — All rights reserved
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In addition to the requirements for Security Levels 1, 2, and 3, the following requirements shall [07.66] apply to multiple-
chip standalone cryptographic modules for Security Level 4:

the enclosure of the cryptographic module shall [07.67] contain a tamper detection envelope that use tamper

detection mechanisms such as cover switches (e.g. micro-switches, magnetic Hall effect switches, permanent
magnetic actuators, etc.), motion detectors (e.g. ultrasonic, infrared, or microwave), or other tamper detection
mechanisms as described in 7.7.3.2 Security Level 4. The tamper detection mechanisms shall [07.68] respond to
attacks such as cutting, drilling, milling, grinding, burning, melting, or dissolving to an extent sufficient for accessing
SSPs; and

the cryptg
continuoug
immediate
operationd

7.7.4 Enviro

7.7.4.1 Env
The electronic
Deliberate or a
erratic operatiq
module. Reas
environmental
or undergo eny

For Security L
undergo envirg
failure protecti
[07.74] employ

7.7.4.2 Env
Environmental
environmental
compromise th

graphic module shall [07.69] contain tamper response and zeroisation capability (th
ly monitor the tamper detection envelope and, upon the detection of tampering
ly zeroise all unprotected SSPs. The tamper response and zeroisation capability 'shal
| when unprotected SSPs are contained within the cryptographic module.

hmental failure protection/testing

ronmental failure protection/testing general requirements

ccidental excursions outside the specified normal operatingranges of voltage and temper
n or failure of the electronic devices or circuitry that can.compromise the security of th
bnable assurance that the security of a cryptographic module cannot be compromis

ironmental failure testing (EFT).
evels 1 and 2 a module is not required tolemploy environmental failure protection (B
nmental failure testing (EFT). At Security.Level 3, a module shall [07.73] either emplo

bn (EFP) features or undergo environmental failure testing (EFT). At Security Level 4,
environmental failure protection (EFR)features.

ronmental failure protection/features

conditions (accidental or induced) when outside of the module's normal operating
e security of the module.

The cryptographic module shall [07.76] monitor and correctly respond when operating temperature

outside of the §

If the temperat
shall [07.77] e

pecified ngfmal operating ranges.

ther:

bt shall [07.70]
, shall [07.71]
[07.72] remain

devices and circuitry are designed to operate within a patticular range of environmegntal conditions.

ature can cause
e cryptographic
ted by extreme

conditions can be provided by having the module eémploy environmental failure protection (EFP) features

FP) features or
y environmental
a module shall

failure protection (EFP).Jfeatures shall [07.75] protect a cryptographic module against unusual

range that can

and voltage are

Lire or.'voltage falls outside of the cryptographic module's normal operating range, the protection capability

or
— immediate
7.7.4.3 Env

shutdown the module to prevent further operation,

ly zeroise all unprotected SSPs.

ironmental failure testing procedures

Environmental failure testing (EFT) shall [07.78] involve a combination of analysis, simulation, and testing of a
cryptographic module to provide reasonable assurance that the environmental conditions (accidental or induced) when
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outside the module's normal operating ranges for temperature and voltage will not compromise the security of the
module.

EFT shall [07.79] demonstrate that, if the operating temperature or voltage falls outside the normal operating range of
the module resulting in a failure , at no time shall [07.80] the security of the cryptographic module be compromised.

The temperature range to be tested shall [07.81] be from a temperature within the normal operating temperature range
to the lowest (i.e. coldest) temperature that either (1) shutdown the module to prevent further operation or (2)
immediately zeroise all unprotected SSPs; and from a temperature within the normal operating temperature range to the
highest (i.e. hottest) temperature that either (1) shuts down or goes into an error state or (2) zeroises all unprotected
SSPs. The temperature range to be tested shall [07.82] be from - 100° to + 200° Celsius (-(140° to + 400°

Fahrenheit); hpwever, the test shall [07.83] be interrupted as soon as either (1) the module is~shutdown to prevent
further operation, (2) all unprotected SSPs are immediately zeroised or (3) the module f‘enters |a failure state.
Temperature ghall [07.84] be monitored internally at the sensitive components and critical devices and not just at the
physical boundary of the module.

The voltage range tested shall [07.85] be gradually decreasing from a voltage within.the*normal operating voltage range

to a lower vol
unprotected S§
a higher volta
unprotected S§

7.8  Non-iny
Non-invasive 4
without physic
these types of

ge that either (1) shuts down the module to prevent further operation or (2) immedia
bPs; and shall [07.86] be gradually increasing from a voltage withitnthe normal operating

bPs.

asive security

ttacks attempt to compromise a cryptographic <module by acquiring knowledge of the
blly modifying or invading the module. Modules)may implement various techniques to
attacks. The test metrics for non-invasive attack mitigation for each of the associated s

addressed by this International Standard are referenced inzAnnex F.

This subclaus
techniques to g

Non-invasive 4
are not referen

Non-invasive 4
are referenced

The document

SECURITY LE

A

P d

=

is not applicable if the cryptographic module does not implement non-invasive
rotect the module’s unprotected SSPs from non-invasive attacks referenced in Annex F.

ttack mitigation techniques.implemented by the cryptographic module to protect the mog
ced in Annex F shall [08/01} ' meet the requirements in 7.12.

ttack mitigation techniques implemented by the cryptographic module to protect the moq
in Annex F shall.[08.02] meet the following requirements.

htion requirements specified in A.2.8 shall [08.03] be provided.

VELS 15AND 2

tely zeroises all
voltage range to

e that either (1) shuts down the module to prevent further.operation or (2) immediately zeroises all

module’'s CSPs
mitigate against
bcurity functions

ttack mitigation

ule’s SSPs that

jule’s SSPs that

For Security Leg

vels1 and 2, documentation shall [08.04] specify all of the mitigation techniques employ

d to protect the

module’s CSPsfromrthemor=invasive attacks TeferencedimAmmex FDocumentatiomstat68-55 T
the effectiveness of each of the attack mitigation techniques.

SECURITY LEVEL 3

de evidence of

In addition to the requirements for Security Levels 1 and 2, for Security Level 3, the cryptographic module shall [08.06]
be tested to meet the approved non-invasive attack mitigation test metrics for Security Level 3 as referenced in Annex F.

SECURITY LEVEL 4
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In addition to the requirements for Security Levels 1 and 2, for Security Level 4, the cryptographic module shall [08.07]
be tested to meet the approved non-invasive attack mitigation test metrics for Security Level 4 as referenced in Annex F.

7.9 Sensitive security parameter management

7.9.1 Sensiti

ve security parameter management general requirements

Sensitive Security Parameters (SSPs) consist of Critical Security Parameters (CSPs) and Public Security Parameters
(PSPs). The security requirements for SSP management encompass the entire lifecycle of SSPs employed by the

module. SSH
entry/output, S

Encrypted CSH
using non-app
Standard.

CSPs shall [
substitution.

PSPs shall [0

A module shal
person, group,

Hash values o
as CSPs.

The document

7.9.2 Rando

A cryptographi
Annex C.

If an approved security function, SSP generation or SSP establishment method requires random

approved RBG

If entropy is ¢
entropy input g

7.9.3 Sensiti

management includes random Dbit _generaiors (RBGS), SSP generation, SSP_ esia
SP storage, and unprotected SSP zeroisation.

Ps refer to CSPs that are encrypted using an approved security function. CSPs encrypts
roved security functions are considered unprotected plaintext within thesecope of t

9.01] be protected within the module from unauthorised access,(use, disclosure, m

.02] be protected within the module against unauthorised maodification and substitution.

[09.03] associate an SSP which is generated, entered.into or output from the module wi
role, or process) to which the SSP is assigned.

passwords, RBG state information and intermediate key generation values shall [09.04

ption requirements specified in A.2.9 shall{09.05] be provided.

M bit generators

c module may contain RBGs,»a-chain of RBGs, or may be solely an RBG. Approved RE

shall [09.06] be used to provide these values.

bllected from_outside the cryptographic boundary of the module, the data stream gensg
hall [09.07]’be considered a CSP.

Ve sgcurity parameter generation

lishment, SSP

d or obfuscated
his International

odification, and

th the entity (i.e.

] be considered

8Gs are listed in

values, then an

rated using this

A module may

ntarad inta tha mad s
13 TOGoT

oo
O CTTtCTC O Tto—tr T T otorc

Compromising the security of the SSP generation method which uses the output of an approved RBG (e.g. guessing the
seed value to initialise the deterministic RBG) shall [09.08] require at least as many operations as determining the value
of the generated SSP.

SSPs generated by the module from either the output of an approved RBG or derived from an SSP entered into the
module and used by an approved security function or SSP establishment method shall [09.09] be generated using an
approved SSP generation method listed in Annex D.
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ve security parameter establishment

SSP establishment may consist of

automated SSP transport or SSP agreement methods or

manual SSP entry or output via direct or electronic methods.

Automated SSP establishment shall [09.10] use an approved method listed in Annex D. Manual SSP establishment

shall [09.11]

eet the rpquirnmpntc of 7958

7.9.5 Sensiti

SSPs may be
or output via a
or the module

[09.12] be thro|

All cryptographically protected SSPs, entered into or output from the module\shall [09.13] be enc

approved secu

For directly en
accuracy.

To prevent the

order to output

output of the C

For electronic éntry or output via a wireless connection; CSPs, key components and authentication data

encrypted.

Manually enten

SECURITY LE

Plaintext CSP4
interface(s) shared with other‘physical ports and logical interfaces of the cryptographic module.

For software
authentication
components a

If &
[09.14] be disf
for accuracy ug

e security parameter entry and output

manually entered into or output from a module either directly (e.g. entered via-a keyboard
visual display) or electronically (e.g. via a smart card/tokens, PC card, othef\electronic ke|
operating system). If SSPs are manually entered into or output from a module, the entry
ugh the defined HMI, SFMI, HFMI or HSMI (7.3.2) interfaces.

Fity function.

ered SSPs, the entered values may be temporarily displayed to allow visual verification
ncrypted SSPs are directly entered into the module;then the plaintext values of the
layed. Directly entered (plaintext or encrypted) SSPs\shall [09.15] be verified during ent
ing the conditional manual entry test specified in%,10.3.5.

inadvertent output of sensitive information, two independent internal actions shall [09.14

any plaintext CSP. These two independént internal actions shall [09.17] be dedicated
SPs.

ed PSPs do not need to e cryptographically authenticated.
VELS 1 AND 2

, key components and authentication data may be entered and output via physical po

modules.-or the software components of a hybrid software module, CSPs, key c
datd_may be entered into or output in either encrypted or plaintext form provided that

or number pad,
y loading device,
or output shall

rypted using an

and to improve
SSPs shall not
ry into a module

5] be required in
o mediating the

shall [09.18] be

rt(s) and logical

bmponents and
the CSPs, key
t and meet the

hdauthentication data shall [09.19] be maintained within the operational environmer

requirements o

SECURITY LE

7673

VEL 3

In addition to Security Levels 1 and 2, for Security Level 3, CSPs, key components and authentication data shall [09.20]
be entered into or output from the module either encrypted or by a trusted channel.

CSPs which are plaintext secret and private cryptographic keys shall [09.21] be entered into or output from the module
using split knowledge procedures using a trusted channel.
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If the module employs split knowledge procedures, the module shall [09.22] employ separate identity-based operator
authentication for entering or outputting each key component, and at least two key components shall [09.23] be

required to reco

SECURITY LE

nstruct the original cryptographic key.

VEL 4

In addition to Security Level 3, for Security Level 4 the module shall [09.24] employ multi-factor separate identity-based

operator authe

7.9.6 Sensiti

ntication for entering or outputting each key component.

aramatar storage
e Hete—Stoay

SSPs stored W
every SSP stofled within the module with the entity (e.g. operator, role, or process) to which the SSP is a

Access to plair

operators shal

7.9.7 Sensiti

A module shd

Temporarily st

needed for futy
A zeroised SS}

Except at secl

protected withi
not required.

SSPs need no|
that are authen

Parameters us
SECURITY LE

The zeroisatio
module’s contr

SECURITY LE|

The cryptograf
all ones or with

ithin a module may be stored either in plaintext or encrypted form. A module shall* |

text CSPs by unauthorised operators shall [09.26] be prohibited. Modification of PSPs
[09.27] be prohibited.

e security parameter zeroisation

Il [09.28] provide methods to zeroise all unprotected SSPs-and key components wit
bred SSPs and other stored values owned by the moduletshould be zeroised when thg
re use.

P shall [09.29] not be retrievable or reusable.

rity level 4, zeroisation of protected PSPs, encrypted CSPs, or CSPs otherwise physi
h an additional embedded validated module(meeting the requirements of this Internatio
t meet these zeroisation requirements”if they are used exclusively to reveal plaintext da
tication proxies (e.g. a CSP that issa module initialisation key).

ed solely for self-test purposés’in 7.10 need not meet zeroisation requirements.

VEL 1

n of unprotected-SSPs may be performed procedurally by the module operator, and ind
bl (e.g. reformatting of a hard drive, the atmospheric destruction of a module during re-ent

VELS 2 AND 3

hic module shall [09.30] perform the zeroisation of unprotected SSPs (e.g. overwriting w

9.25] associate
5signed.

by unauthorised

hin the module.
y are no longer

cally or logically
nal Standard) is

ta to processes

ependent of the
ry, etc.).

th all zeros or

random data). Zeroisation shall [09.31] exclude the overwriting of an unprotected SSP w

ith another

unprotected S

P. Temporary SSPs shall [09.32] be zeroised when they are no longer needed. The mo

[09.33] provide an output status indication when the zeroisation is complete.

SECURITY LE

VEL 4

ule shall

In addition to the requirements of Security Levels 2, and 3, the following requirements shall [09.34] be met:

the zeroisation shall [09.35] be immediate and non-interruptible and shall [09.36] occur in a sufficiently small time

period so as to prevent the recovery of the sensitive data between the time zeroisation is initiated and the actual
zeroisation completed; and
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returned to the factory state.

7.10 Self-tes

7.10.1 Self-te

ts

st general requirements

all SSPs shall [09.37] be zeroised whether plaintext or cryptographically protected, such that the module is

Cryptographic module pre-operational and conditional self-tests provides the operator assurance that faults have not
been introduced that would prevent the module's correct operation. All self-tests shall [10.01] be performed, and

determination
text vectors, e
approved mod

The pre-opera
data output via

Conditional sel
functions for w

All self-tests id
applicable with
underlying alg
through E for ¢

A cryptographi
specified in thig

If a cryptograp
indicator as s
output control

not [10.10] util
has been repe
test, the operd|
through an ung

At Security Ley
the module. Th
test failed).

The document

7.10.2 Pre-op

bf pass or fail shall [10.0Z] be made by the module, without exiernal controls, externall
pected output results, or operator intervention or whether the module will operate in anig

)

.

ional self-tests shall [10.03] be performed and passed successfully prior tosthe modu
the data output interface.

f-tests shall [10.04] be performed when an applicable security function or process is invo
hich self-tests are required).

entified in underlying algorithmic standards (Annexes C through E) shall [10.05] be
in the cryptographic module. All self-tests identified in ‘addition or in lieu of those
prithmic standards (Annexes C through E) shall [10.06]"be implemented as reference
ach approved security function, SSP establishment method and authentication mechanisr

c module may perform other pre-operational or:conditional critical functions test in add
b International Standard.

nic module fails a self-test, the module shall [10.07] enter an error state and shall [10.08
ecified in 7.3.3. The cryptographic module shall not [10.09] perform any cryptograph
hnd data via the control and data output interface while in an error state. The cryptograpk
ise any functionality that relies upon a function or algorithm that failed a self-test until the
bted and successfully passed. (If a module does not output an error status upon failure g
tor of the module shall [10.41] be able to determine if the module has entered an errg
mbiguous procedure documented in the security policy (Annex B).

els 3 and 4, the module shall [10.12] maintain an error log that is accessible by an autho
e error log shall-[10.13] provide information, at a minimum, the most recent error event

btion requirements specified in A.2.10 shall [10.14] be provided.

brational self-tests

y provided input
pproved or non-

e providing any

ed (i.e. security

mplemented as
specified in the
d in Annexes C
n.

tion to the tests

output an error
ic operations or
ic module shall
elevant self-test
f a module self-
r state implicitly

rised operator of
(i.e. which self-

7.10.2.1 Pre-

operational self-test general requirements

The pre-operational self-tests shall [10.15] be performed and passed successfully by a cryptographic module between
the time a cryptographic module is powered on or instantiated (after being powered off, reset, rebooted, cold-start,
power interruption, etc.) and before the module transitions to the operational state.

A cryptographic module shall [10.16] perform the following pre-operational self-tests, as applicable:

pre-operational software/firmware integrity test;

pre-operational bypass test; and
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— pre-operational critical functions test.

7.10.2.2 Pre-operational software/firmware integrity test

All software and firmware components within the cryptographic boundary shall [10.17] be verified using an approved
integrity technique or EDC satisfying the requirements defined in 7.5. If the verification fails, the pre-operational
software/firmware integrity test shall [10.18] fail. The pre-operational software/firmware integrity test is not required for
any software or firmware excluded from the security requirements of this International Standard or for any executable
code stored in non-reconfigurable memory.

If a hardware module does not contain either software or firmware, the module shall [10.19], at a minillnum, implement
one cryptograghic algorithm self-test as specified in 7.10.3.2 as a pre-operational self-test.

A cryptographic algorithm that is used to perform the approved integrity techniqué \for the | pre-operational
software/firmware test shall [10.20] first pass the cryptographic algorithm self-test specified in’'7.10.3.2.

7.10.2.3 Pre{operational bypass test
If a cryptographic module implements a bypass capability, then the module shat[10.21] ensure the corfect operation of
the logic governing activation of the bypass capability by exercising that logic:; The module shall [10.22] also verify the
data path by:

— setting thg bypass switch to provide cryptographic processingc«and verify that data transferred thrqugh the bypass
mechanism is cryptographically processed, and

— setting the bypass switch to not provide cryptographic“processing and verify that data transferfed through the
bypass mechanism is not cryptographically processed:

7.10.2.4 Prejoperational critical functions test

There may be |other security functions critical t6-the secure operation of a cryptographic module that $hall [10.23] be
tested as a pre-operational test. Documentation shall [10.24] specify the pre-operational critical functionf that are tested.

7.10.3 Condit|onal self-tests

7.10.3.1 Conditional self-test general requirements

Conditional seff-tests shall~{10.25] be performed by a cryptographic module when the conditions gpecified for the
following tests|occur: Gryptographic Algorithm Self-Test, Pair-Wise Consistency Test, Software/Firmyare Load Test,
Manual Entry Test, Conditional Bypass Test and Conditional Critical Functions Test.

7.10.3.2 Conditional cryptographic algorithm self-test

Cryptographic Algorithm Self-Test. A cryptographic algorithm test shall [10.26] be conducted for all cryptographic
functions (e.g. security functions, SSP establishment methods and authentication) of each approved cryptographic
algorithm implemented in the cryptographic module as referenced in Annexes C through E. The conditional test shall
[10.27] be performed prior to the first operational use of the cryptographic algorithm.

A cryptographic algorithm self-test may be a known-answer test, a comparison test or a fault-detection test.

A known-answer test consists of a set of known input vectors (e.g. data, keying material, or constants in lieu of random
bits) which are operated on by the cryptographic algorithm to generate a result. The result is compared to the known
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expected output result. If the calculated output does not equal the known answer, the cryptographic algorithm known-

answer self-tes

t shall [10.28] fail.

An algorithm self-test shall [10.29] at a minimum use the smallest approved key length, modulus size, DSA prime, or
curves as appropriate that is supported by the module.

If an algorithm specifies multiple modes (e.g. ECB, CBC, etc), at a minimum, one mode shall [10.30] be selected for the

self-test that is

Examples

supported by the module or as specified by the validation authority.

of known_aoncwar tacte-
O OW R RSWeT eSS

One-way |
hashing, Kk

Reversibld
encryption|

A comparison
outputs are not

A fault-detectipn test involves the implementation of fault detection mechanisms integrated within th

algorithm imple
7.10.3.3 Con
If a cryptograp

for every gene|
algorithm.

7.10.3.4 Con

If a cryptograp
requirements i

— the cryptographic module shall {10.37] implement an approved authentication technique to verify t
software or firmware that is_loaded:;

— the referehce authentication key shall [10.38] be loaded independently in the module prior to
firmware lpading; and

— the applied approved authentication technique shall [10.39] be successfully verified or the softwa
test shall

eyed hashes, message authentication, RBG (fixed entropy vector), SSP agreement.

unctions: Input test vector(s) generate output which shall [10.31] be identical to‘exped
functions: Both the forward and reverse function shall [10.32] be self:tested (e.g.
and decryption, SSP transport encryption and decryption, digital signature ‘generation an
test compares the output of two or more independent cryptographic algorithm implem|

equal, the cryptographic algorithm comparison self-test shall [10:33] fail.

mentation, if a fault is detected, the cryptographic algorithm fault-detection self-test shall

ditional pair-wise consistency test

nic module generates public or private key pairs, a pair-wise consistency test shall [10.3
rated public and private key pair as referenced in Annexes C through E for the applicab

ditional software/firmware load tést

hic module has the capability-of loading software or firmware from an external source, th
N addition to those in 7.4.3:4.shall [10.36] be performed:

ted output (e.g.
symmetric key
i verification)

entations, if the

e cryptographic
[10.34] fail.

5] be performed

le cryptographic

en the following

ne validity of the

the software or

re/firmware load

10440] fail. Loaded software or firmware shall not [10.41] be used if the software/firmwal]e load test fails.

7.10.3.5 Con

ditional manual entry test

If SSPs or key components are manually entered directly into a cryptographic module or if error on the part of the
human operator could result in the incorrect entry of the intended value, then the following manual entry tests shall
[10.42] be performed:

using dupl

icate entries.
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If an EDC is used, the EDC shall [10.45] be at least 16 bits in length. If the EDC cannot be verified, or the duplicate
entries do not match, the test shall [10.46] fail.

7.10.3.6 Conditional bypass test

If a cryptographic module implements a bypass capability where the services may be provided without cryptographic
processing (e.g. transferring plaintext through the module), then the following suite of bypass tests shall [10.47] be
performed to ensure that a single point of failure of module components will not result in the unintentional output of

plaintext.

A cryptographi
when a switch

If a cryptograp
some services|

c module shall [10.48] test for the correct operation of the services providing cryptogig
fakes place between an exclusive bypass service and an exclusive cryptographic service.

hic module can automatically alternate between a bypass service and a cryptographic s
with cryptographic processing and some services without cryptographic/processing, t

shall [10.49] fest for the correct operation of the services providing cryptographic precessing when

governing the s
If a cryptograp
[10.50] verify t

modification off
technique imm

7.10.3.7 Con

There may be
tested as a cor

7.10.3.8 Peri

SECURITY LE
A cryptographi
for periodic te§
service, resetti

SECURITY LE

In addition to

bwitching procedure is modified (e.g. an IP address source/destination table).

he integrity of the governing information through an approved jntegrity technique immedia
the governing information, and shall [10.51] generate a newintegrity value using the app
ediately following the modification..

ditional critical functions test

other security functions critical to the secure ‘opération of a cryptographic module that
ditional self-test.

lodic self-tests

VELS 1 AND 2

iting of the module. Acceptable means for the on-demand initiation of periodic self-teg
ng, rebooting, or pewer cycling.

VELS 3 AND 4

e requirements at Security Levels 1 and 2, the module shall [10.54] repeatedly upor

h
period automalically, without external input or control, perform the pre-operational or conditional self]

period and anyf
operational or

conditions that may result in the interruption of the module’s operations during the time tq

phic processing

ervice, providing
hen the module
the mechanism

hic module maintains internal information that governs the bypass_capability, then the module shall

ely preceding
roved integrity

shall [10.52] be

C module shall [10.53] permit operators to initiate the pre-operational or conditional self-tests on demand

ts are: provided

a defined time
+tests. The time
repeat the pre-

conditional self-tests shall [10.55] be specified in the security policy (Annex B) (e.qg.

f the module is

performing mission critical services that can’t be interrupted and the time period is passed for the initiation of the pre-
operational self-tests; the self-tests may be deferred after the time period is passed again.).

7.11 Life-cycle assurance

7.11.1 Life-cycle assurance general requirements

Life-cycle assurance refers to the use of best practices by the vendor of a cryptographic module during the design,
development, operation and end of life of a cryptographic module, providing assurance that the module is properly
designed, developed, tested, configured, delivered, installed and disposed, and that the proper operator guidance
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documentation is provided. Security requirements are specified for configuration management, design, finite state model,
development, testing, delivery and operation, and guidance documentation.

The documentation requirements specified in A.2.11 shall [11.01] be provided.

7.11.2 Configuration management

Configuration management specifies the requirements for a configuration management system implemented by a
cryptographic module vendor, providing assurance that the integrity of the cryptographic module is preserved by

requiring disciptne-and-control-in-the-processes-ofrefinement-and-modification-of-the-cryptographicno

ule and related

documentation
to, and providég|

SECURITY LE

The following S

a configur
module co

each vers

componen
document

or revision
SECURITY LE

In addition to t
automated con|

7.11.3 Design
A design is an
intended to prq
functionality dg

Cryptographic

7.11.4 Finite 3

A configuration management system is put in place to prevent accidental or unauthoris
change traceability for, the cryptographic module and related documentation.

VELS 1 AND 2
ecurity requirements shall [11.02] apply to cryptographic modules for Secutity Levels 1 a

ation management system shall [11.03] be used for the development of a cryptograp
mponents within the cryptographic boundary, and of associated module documentation;

on of each configuration item (e.g. cryptographic module,"module hardware parts, n
ts, module HDL, user guidance, security policy, etc.)(that comprises the module
ption shall [11.04] be assigned and labelled with a unique identifier; and

the configliration management system shall [11.05] track and maintain the changes to the identificg
of each configuration item throughout the life-éycle of the validated cryptographic module.

VELS 3 AND 4

he requirements for Security Levels (\and 2, the configuration items shall [11.06] be m3
figuration management system.

engineering solution that-addresses the functional specification for a cryptographic modul
vide assurance that\the functional specification of a cryptographic module corresponds
scribed in the security policy.

modules shralt[11.07] be designed to allow the testing of all provided security related ser

tate-model

The operation

ed modifications

nd 2:

hic module and

hodule software
and associated

tion and version

naged using an

2. The design is
to the intended

ices.

of 3 (‘rypfngraphir‘ module shall [11 OR] he Qppr‘ifipd lming a Finite State Madel

(or equivalent)

represented by a state transition diagram and a state transition table and state descriptions. The FSM shall [11.09] be
sufficiently detailed to demonstrate that the cryptographic module complies with all of the requirements of this
International Standard.

The FSM of a cryptographic module shall [11.10] include, as a minimum, the following operational and error states:

Power on/off state. A state in which the module is powered off, placed in standby mode (volatiie memory

maintained), or the operational state preserved in non-volatile memory (e.g. hibernation mode) and in which primary,
secondary, or backup power is applied to the module. This state may distinguish between power sources being
applied to a cryptographic module. For a software module, power on is the action of spawning an executable image
of the cryptographic module.
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transitions

to the approved state.

secure administration, and key management).

CSP entry

cryptograp

state: a state for entering the CSPs into the cryptographic module.

hic-opnerations—or nerform-other annroved-functions
pPeraHoRS—OoFP 1S3 pPprovea+HRGHORS-

General initialisation state: A state in which the cryptographic module is undergoing initializing before the module

Crypto Officer State: a state in which the Crypto Officer services are performed (e.g. cryptographic initialisation,

User state: (if a User role is implemented): a state in which authorised users obtain security services, perform

Approved
Self-test s

Error state
may be on
that indicH
module, o
states shd
of the cryp

Each distinct d
[11.12] be dep

Changing to th
A cryptographi

Bypass st
plaintext o

Quiescent|
hibernatio

7.11.5Develo

A proper deve
the module fu
validated crypt
a cryptographi
implementation

state: a state in which approved security functions are performed.

ate: a state in which the cryptographic module is performing self-tests.

: a state when the cryptographic module has encountered an error condition (e.g. failed a
e or more error conditions that result in a single module error state. Error states may inclu
te an equipment malfunction and that may require maintenance, §ervice or repair of th
[ recoverable "soft" errors that may require initialisation or resetting of the module. Rec
[ [11.11] be possible, except for those caused by hard errorscthat require maintenance, 3
tographic module.

cted as a separate state.

e Crypto Officer state from any other role otherithan the Crypto Officer role shall [11.13] K

c module may contain other states including; but not limited to, the following:

bte: a state in which a service, as_a-result of module configuration or operator interven

utput of a particular data or status-item that would normally be output in encrypted form.
state: a state in which:.the cryptographic module is dormant (e.g. low power, s
).

pment

opment process provides assurance that the implementation of a cryptographic module
nctional spécification and security policy, that the cryptographic module is maintainab
pgraphic(module is reproducible. This clause specifies the security requirements for the r|
C modulé’s security functionality at various levels of abstraction from the functional spsg
representation.

self-test). There
de "hard" errors
e cryptographic
bvery from error
ervice, or repair

ryptographic module service, security function use, erar state, self-test, or operator authentication shall

e prohibited.

lion, causes the

ispended or in

corresponds to
e, and that the
epresentation of
cification to the

SECURITY LEVEL 1

The following requirements shall [11.14] apply to cryptographic modules for Security Level 1:

if a cryptographic module contains software or firmware, the source code, language reference, the compilers,

compiler versions and compiler options, the linker and linker options, the runtime libraries and runtime library
settings, configuration settings, build processes and methods, the build options, environmental variables and all
other resources used to compile and link the source code into an executable form shall [11.15] be tracked using
the configuration management system;
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comments that depict the correspondence of the software or firmware to the design of the module;

Description Language (HDL), as applicable;

correspondence of the hardware to the design of the module;

for software-and-firmwatre-cryptoagraphic-modules-and-the-software-or-firmware-componentof-a-hybr
fe——aRa—HHWS RptograpHcRoathesahRa—+e-SoHwWat —HARPARSH FRPORSAH-O+aYBY

if a cryptographic module contains software or firmware, the source codes shall [11.16] be annotated with

if a cryptographic module contains hardware, documentation shall [11.17] specify the schematics and/or Hardware

if a cryptographic module contains hardware, the HDL shall [11.18] be annotated with comments that depict the

d module:

the re
calcul
— thecr
to con
— the ¢
comp

SECURITY LE

In addition to
modules for Sq

sult of the integrity and authentication technique mechanisms specified in 7.5 and(A 10
ated and integrated into the software or firmware module by the vendor during the' modulg

yptographic module documentation shall [11.20] specify the compiler, configuration settin

he requirements for Security Level 1, the followingrequirements shall [11.22] apply
curity Levels 2 and 3:

all softwa

shall [11.24] be provided for the use of a low-level language (e.g. assembly language or microcod
the performance of the module or when a high-level‘language is not available;

custom in
Descriptio
parameten
SECURITY LE

In addition to
cryptographic 1

for each G

all softwafe or firmware shall [11.26] be designed and implemented in a manner that avoids t

e or firmware shall [11.23] be implemented*using a high-level, non-proprietary langu

grated circuits within a cryptographic-module shall [11.25] be implemented using a high
n Language (HDL) (e.g. VHDL or Merilog); and
s or symbols not necessary)for the module’s functionality and execution.
VEL 4

the requirements for Security Levels 1, 2 and 3, the following requirement shall |
nodules fop-Security Level 4:

ryptographic module hardware and software component, the documentation shall [11.2

with com

procedure|inorder to execute correctly and (2) the post-conditions expected to be true when the e

ents.that specify (1) the pre-conditions required upon entry into each module compone

shall [11.19] be
development;

gs and methods

hpile the source code into an executable form; and

ryptographic module shall [11.21] be developed using production-grade development tools (e.g.
lers).

VELS 2 AND 3

o cryptographic

age or rationale
e) if essential to

-level Hardware

he use of code,

11.27] apply to

8] be annotated
nt, function, and

ecution of each

module component, function, and procedure is complete. The pre-conditions and post-conditions may be specified
using any notation that is sufficiently detailed to completely and unambiguously explain the behavior of the
cryptographic module component, function, and procedure.

7.11.6 Vendor testing

This clause specifies the requirements for vendor testing of the cryptographic module, including testing of the security
functionality implemented in the cryptographic module, providing assurance that the cryptographic module behaves in
accordance with the module security policy and functional specifications.

SECURITY LEVELS 1 AND 2
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For Security Levels 1 and 2, documentation shall [11.29] specify the functional testing performed on the cryptographic

module.

For software or firmware cryptographic modules and the software or firmware component of a hybrid module, the vendor
shall [11.30] use automated security diagnostic tools (e.g. detect buffer overflow).

SECURITY LEVELS 3 AND 4

In addition to the requirements for Security Levels 1 and 2, documentation shall [11.31] specify the procedures for and

the results of |

w-level testing performed on the cryptographic module.

7.11.7 Deliver

This clause specifies the security requirements for the secure delivery, installation, and startup of

module, provig
initialised in a ¢

SECURITY LE|

For Security L
startup of the g

SECURITY LE
In addition to
maintaining se
authorised ops¢
initialisation of

SECURITY LE|

In addition to
operator to be

7.11.8 End of

This clause s
further use by {

SECURITY LE|

y and operation

ing assurance that the module is securely delivered to authorised opérators, and
orrect and secure manner.

VEL 1

evel 1, documentation shall [11.32] specify the procedures for secure installation, i
ryptographic module.

VELS 2 AND 3

the requirement of Security Level 1, documentation shall [11.33] specify the procedu
curity while distributing, installation and theinitialisation of versions of a cryptogra
rators. The procedures shall [11.34] specify,how to detect tamper during the delivery,
the module to the authorised operators.

VEL 4

the requirements of Security Levels 1, 2 and 3, the procedures shall [11.35] requirg
buthenticated by the module using the operator specific authentication data provided by th

life

ecifies the security‘requirements when a cryptographic module is no longer deployed
he operator.

VELS 1 AND 2

For Security I

cryptographic medule. Sanitization is the process of removing sensitive information (e.g. SSPs, user daf

Llevel 1 and 2, documentation shall [11.36] specify the procedures for secure sa

a cryptographic
s installed and

hitialisation, and

res required for
phic module to
installation and

the authorised
e vendor.

or intended for

hitization of the

a, etc.) from the

module, so that it may either be distributed o other operators or disposed.

SECURITY LEVELS 3 AND 4

In addition to the requirement of Security Levels 1 and 2, documentation shall [11.37] specify the procedures required
for the secure destruction of the module.

7.11.9 Guidance documents

The requirements in this clause are intended to ensure that all entities using the cryptographic module have adequate
guidance and procedures to administer and use the module in an approved mode of operation.

54

© ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=3f7aa12d5772341a3f406b8af58767af

ISO/IEC 19790:2012(E)

Guidance documentation consists of administrator and non-administrator guidance.

Administrator guidance shall [11.38] specify:

the administrative functions, security events, security parameters (and parameter values, as appropriate), physical

ports, and logical interfaces of the cryptographic module available to the Crypto Officer and/or other administrative

roles;

procedures required to keep operator authentication data and mechanisms functionally independent;

procedure
assumptio
Non-administrd

the appro
cryptogra

all User re

7.12 Mitigati

Susceptibility d
module type,

5 on how to administer the cryptographic module in an approved mode of operation; and
hs regarding User behavior that are relevant to the secure operation of the cryptographic
tor guidance shall [11.39] specify:

ed and non-approved security functions, physical ports, and logical interfaces available 1
hic module; and

sponsibilities necessary for the approved mode of operation of a‘eryptographic module.

on of other attacks

f a cryptographic module to attacks not defined elsewhere in this International Standard
implementation, and implementation environmeént. Such attacks may be of particu

cryptographic modules implemented in hostile environments (e:g. where the attackers may be the auth

of the module).

external to theg
cryptographic 1

The document
SECURITY LE|
If a cryptogra
International S
designed to mi
be validated wi

SECURITY LE

In addition to

module.
nodule.

In all cases, the attacks attenmpt to determine some knowledge about the

btion requirements specified in A.2112 shall [12.01] be provided.

VELS 1,2 AND 3

bhic module is designed to mitigate one or more specific attack(s) not defined el
tandard, then the module’s supporting documents shall [12.02] enumerate the attack(s
ligate. The existence and proper functioning of the security mechanisms used to mitigate
nen requirements and associated tests are developed.

VEL 4

the,‘requirements for Security Levels 1, 2 and 3, the following requirement shall |

module.

o the users of a

depends on the
lar concern for
brised operators

These attacks generally rely on the analysis of information obtained from sources that are physically

CSPs within the

sewhere in this
5) the module is
the attack(s) will

12.03] apply to

cryptographic 1

nhodules for Security Levels 4.

If the mitigation of specific attacks not defined elsewhere in this International Standard is claimed, documentation

shall [12.04] specify the methods used to mitigate the attacks and the methods to test the effectiveness of
mitigation techniques.
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Annex A
(normative)

Documentation requirements

A.1 Purpos

This annex spf
undergo an ind

A.2 ltems

A.2.1 Gener

No general dog

A.2.2 Cryptd

— Specificati
(Security 1

— Specificati

— Specificati
the physic

— Specificati
security re
Levels 1, 1

— Specificati

— Specificati
applicable

— Specificati

e

bcifies the minimum documentation which shall [A.01] be required for a cryptographic n
ependent verification scheme.

il

umentation requirements specified.

graphic module specification

pn of the module type (hardware, software; .fiirmware, hybrid software or hybrid firn
evels 1, 2, 3and 4)

pn of the module boundary. (Security Levels 1, 2, 3 and 4)

pn of the hardware, software and.firmware components of the cryptographic module, ar
bl configuration of the module. (Security Levels 1, 2, 3 and 4)

pn of hardware, softwarer firmware components of the cryptographic module that are e
quirements of this International Standard and an explanation of the rationale for the exc
. 3and 4)

pn of the physicalports and logical interfaces of a cryptographic module. (Security Levels

pn of the-mianual or logical controls of a cryptographic module, physical or logical status
physical,{ogical, and electrical characteristics. (Security Levels 1, 2, 3 and 4)

pnof all security functions, both approved and non-approved, that are employed by

hodule that is to

nware module).

d description of

cluded from the
usion. (Security

1,2, 3and 4)

indicators, and

a cryptographic

module a
4)

dspecification of att modes of operation, bothapprovedand on-approved. (Security

vels 1, 2, 3 and

— Block diagram depicting all of the major hardware components of a cryptographic module and component
interconnections, including any microprocessors, input/output buffers, plaintext/ciphertext buffers, control buffers,

key storag

e, working memory, and program memory. (Security Levels 1, 2, 3 and 4)

— Specification of the design of the hardware, software and firmware of a cryptographic module. (Security Levels 1, 2,

3and 4)
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Specification of all security-related information, including secret and private cryptographic keys (both plaintext and
encrypted), authentication data (e.g. passwords, PINs), CSPs, PSPs, and other protected information (e.g. audited
events, audit data) whose disclosure or modification can compromise the security of the cryptographic module.
(Security Levels 1, 2, 3 and 4)

Specification of how the module supports a degraded mode of operation. (Security Levels 1, 2, 3 and 4)

Specification of a cryptographic module security policy including the rules derived from the requirements of this
International Standard and the rules derived from any additional requirements imposed by the vendor. (Security

Levels 1, 23 and 4)

3 Cryptag

Specificati
physical a

Specificati

Specificati
(Security 1

4 Roles,
Specificati

Specificati
approved.
role(s) in v

Specificati
an author
CSPs, or q

Specificati
data requi
to the mo
mechanisr
mechanisr

Specificati
tests, perf

graphic module interfaces

pn of the data input, data output, control input, control output, status output-and power
nd logical. (Security Levels 1, 2, 3 and 4)

pn of the trusted channel interface. (Security Levels 3 and 4)

pn of the exceptions and rationale if the control output interface)is not inhibited during
evels 1, 2, 3and 4)

services, and authentication
pn of all authorised roles supported by a cryptographic module. (Security Levels 1, 2, 3 ar

pn of the services, operations, or functions provided by a cryptographic module, both apj
For each service, specification of the service input, corresponding service output, andg
hich the service can be performed. (Seg¢urity Levels 1, 2, 3 and 4)

pn of any services provided by a_cryptographic module for which the operator is not req
sed role, and how these services do not modify, disclose, or substitute cryptographic
therwise affect the security. of the module. (Security Levels 1, 2, 3 and 4)

pn of the authentication mechanisms supported by a cryptographic module, the types g
red to implement supported authentication mechanisms, the authorised methods used t
jule for the first time and initialise the authentication mechanism, and the strength of th
hs supported, by the module, including the rationale supporting the use of multiplg
ns. (Securityskevels 2, 3 and 4).

pn of the-module's services that show the module's versioning information, show staty
brm approved security functions and perform zeroisation. (Security Levels 1, 2, 3 and 4)

interfaces, both

the error state.

d4)

broved and non-
the authorised

Lired to assume
keys and other

f authentication
b control access
e authentication
e authentication

s, perform self-

Specificati

mof thebypassmechanisms{Security tevefs 1,2, 3amd %)

Specification of the software or firmware loading mechanisms. (Security Levels 1, 2, 3 and 4)

Specification of the self-initiated cryptographic output capability controls and interface. (Security Levels 1, 2, 3 and

4)

5 Software/Firmware security

Specification of approved integrity techniques or EDC used. (Security Levels 1, 2, 3 and 4)
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