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Foreword

ISO (the International Organization for Standardization) and

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
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Introduction

RFID air interface technology is based on non-contact electro-magnetic communication among interrogators
and tags. RFID software systems are composed of RFID interrogators, intermediate software systems, and
applications that provide control and coordination of air interface operation, tag information exchange, and
health and performance management of system components. RFID technology is expected to increase
effectiveness in many aspects of business by further advancing the capabilities of Automatic Identification and
Data [Capture (AIDC). To achieve this goal through the successful adoption of RFID technology into real
busingss environments, RFID devices, software systems, and business applications shall provide secure and
interoperable services, interfaces, and technologies. This is the goal of the standards-defiped for RFID
Softwpre System Infrastructure (SSI), ISO/IEC 24791. The composition and operations{ef SSI exjst in systems
that implement other RFID standards including the air interfaces described in the 1ISQ/IEC 18000 series and
the dgta and interface functions defined in ISO/IEC 15962, ISO/IEC 15963, ISO/IEC24753 and gthers.

The doal of this part of ISO/IEC 24791 is to define a device interface that provides RFID contrdlling software
with lpw-level access to RFID air interface hardware. This low-level access’gives programmer$ a degree of
contrgl over the sequencing of air protocol commands and direct access.to air protocol command parameter.
Using this low-level interface, programmers can optimize RFID data.access and control operatiors.

The interface defined by this part of ISO/IEC 24791 supports the-following features:

efficient, binary transfer syntax over TCP/IP
o| access to RFID air protocol commands and cemmand parameters

o| support for optimized RFID tag access ‘operations whereby multiple operations can be p¢rformed on a
tag with minimal tag state changes

o| direct read/write access to all data on an RFID tag

¢| read one or more individual‘tag data items (encoded as defined by ISO/IEC 15962) ag specified by
their OID using URN notation

o| [optional] decodé:data items (encoded as defined by ISO/IEC 15962) into their Unicode
representation-(UTF-8 encoded). Encoding data items is not supported

o| support forRFID air protocol type defined by Type C of ISO/IEC 18000-6.

respegtive.command parameters. Therefore using this interface, tag memory banks can be locked, tags can
be killedjvand raw-binary RFID tag data can be accessed directly on a tag for both reading and writing. In
addition, individual data items (encoded as defined by TSO/IEC 15962) can be read by specifying each data
item’s OID. Optionally, the interrogator can decode data items read into their character string representation. If
the interrogator cannot decode a data item, then it will return the entire encoded package within which the
data item resides. In this case, it is the responsibility of higher-level software to further decode the data item.
The interface does not support RFID tag data encoding. It is the responsibility of higher-level software (i.e.,
software outside the interface defined by this part of ISO/IEC 24791 to perform data encoding (i.e., binary tag
data representation as defined by ISO/IEC 15962) that is stored on RFID tags.

The irFerface defined in this part of ISO/IEC 24791 provides access to RFID air protocol commgnds and their

This part of ISO/IEC 24791 is composed of the EPCglobal™ standard, Low Level Reader Protocol [LLRP], in
its entirety with extensions that support reading RFID tag data items that are encoded according to
ISO/IEC 15962. As does the LLRP standard, this part of ISO/IEC 24791 defines both the abstract functional
capabilities of the interrogator interface and the binary transfer syntax between the interrogator and a
controlling system device. The transfer syntax is defined to be communicated over TCP/IP.

© ISO/IEC 2012 — All rights reserved \"
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Information technology — Radio frequency identification (RFID)

for item management — Software system infrastructure

Part 5:
Device interface

1

[ds)

jcope

This part of ISO/IEC 24791 defines an interface within the Software System Infrastructure (SSI)
RFID|system control components with low-level access to RFID interrogators’ for the purpose
RFID|data access and control operations. This interface is designed to be modular with the abi
multigle RFID air protocols. However, in this this part of ISO/IEC 24794 the only RFID air proto
is Tyge C of ISO/IEC 18000-6.

2 (Conformance

Confgrmance for this part of ISO/IEC 24791 shall\satisfy the requirements of the EPQ
specification and the requirements of the LLRP extensions defined in clause 9 of this part of IS
Clause 9 is partitioned into sub-clauses and each’ sub-clause includes a specific compliancs
paragraph. Therefore, conformance to clause-9 of this part of ISO/IEC 24791 is defined
staternents of the compliance requirements paragraphs found within the sub-clauses of d
EPCdlobal LLRP specification also has specific compliance requirement paragraphs. Therefore,
to th¢ EPCglobal LLRP specification(is defined by the shall statements of the compliance
paragraphs found in the LLRP specification.

3 ormative references

The following referenced documents are indispensable for the application of this documer
refergnces, only the.-edition cited applies. For undated references, the latest edition of th
document (inclu@ing any amendments) applies.

ISO/IEC 8859-1, Information technology — 8-bit single-byte coded graphic character sets —
alphapet.No. 1

that provides
of optimizing
ity to support
col supported

global LLRP
D/IEC 24791.
requirement
by the shall
lause 9. The
conformance
requirement

t. For dated
e referenced

Part 1: Latin

ISO/IEC 19762-1, Information technology — Automatic identification and data capture (AIDC) techniques —

Harmonized vocabulary — Part 1: General terms relating to AIDC)

ISO/IEC 19762-3, Information technology — Automatic identification and data capture (AIDC) techniques —

Harmonized vocabulary — Part 3: Radio frequency identification (RFID)

ISO/IEC 24791-1, Information technology — Radio frequency identification (RFID) for item management —

Software system infrastructure — Part 1: Architecture

EPCglobal™ LLRP, Low Level Reader Protocol
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4 Terms

and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762-1, ISO/IEC 19762-3, and
the following apply.

4.1

device interface
communications interface that provides tag data access and control operations between an RFID Interrogator
and an upstream Client

4.2

endpoint
one of two ¢
interface of a

4.3

interrogator
component t
other system

4.4

nother component

lendpoint

at implements and exposes the interrogator interface defined by this part of 1ISO/IEC 247
components

client endpojnt

component th

4.5
interface

at uses the interrogator interface defined by this part of ISO/|IE€,24791 to access interrogat

shared boundary between two functional units, defined by various Characteristics pertaining to the fung

physical or sq

4.6

interrogator
system comp
management

4.7

data set
binary repres
the rules defi

4.8

data item
pairing of a
defined by IS

4.9
encoded pad

ftware interconnections, signal exchanges, and other characteristics, as appropriate

controller
onent, possibly a distinct physical deyvice, which is capable of exercising the data, contro
of interrogators as described in this part of ISO/IEC 24791

entation of a data element’s identifier and its associated data value that is encoded accord
ned by ISO/IEC 15962 standard access method

jata element's®identifier and its associated data value that is encoded according to the
D/IEC 15962, regardless of access method

kage

bmponents that either implements and exposes an interface to other components or, useLs the

(91 to

ors

tions,

|, and

ing to

rules

self-describing binary data from an RFID tag memory bank that, when given the memory bank's DFSID (
defines the ISO/IEC 15962 access method and data format), decoding software can fully decode the
individual data item(s) to extract the encapsulated data

410

protocol data unit
unit of information communicated between network peers

which
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5 Abbreviated terms
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For the purposes of this part of ISO/IEC 24791, the symbols and abbreviated terms given in ISO/IEC 19762-1,
ISO/IEC 19762-3, and the following apply.

AIDC

Automatic Identification and Data Capture

DSFID
Data Storage Format Identifier

LLR
Low L

RF
Radid

SSI
Softw

UML
Unifie

6

[da)

ISO/I
amon|

evel Reader Protocol

Frequency

are System Infrastructure

d Modeling Language

poftware System Infrastructure Architecture Overview

EC 24791-1 defines the architecture for the Seftware System Infrastructure. The basi
g the interfaces and implementations of the Software System Infrastructure is depicted

Archifecture Overview including Relationships to other RFID Standards.

Device Management Impleiiertation

End System Implementaton

e G 5 —

ISOVIEC 24791
ierface
Botgulaiy
inciding
Sec ity
Considerations

Dewice Management

Z4TN-3

=

. R

Data Managenmsent
247T01.2

"

Drata Management Implementation

{including 1 5962724753 encodinoidecoding)

= =

Device literface
7.5

C relationship
n Figure 1 —

—

Inlerrogator Implemeniation

._-T'_'_‘_‘—r\-__

18000 l

"'=|\--__d-l="'

RFID
Taa

Figure 1 — Architecture Overview including Relationships to other RFID Standards
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The Data Interface, Device Interface, and Device Management each provide one or more interfaces that allow
a client to communicate with a service-providing implementation, either within the same computing device or
across a network. These client and service implementations are consistently referred to as Client Endpoints
and Services Endpoints, respectively, and in general, the Client Endpoint accesses the capabilities provided
by the Services Endpoint. It is the responsibility of the specific standard to define the formats, procedures,
operations, and conformance requirements of each interface.

7 UML Modeling

Although Figure 1 provides a general overview of the relationship between the interfaces and implementations
in the SSI, ifi i i i e TemTai e
represent th
common und

U IVIOUE O argudayge U1V Osed dinaer o E UOCU O grap |Ca||y
organization and operation of the Device Interface and implementations so that a precise and
rstanding of the relationships among the components can be defined.

UML is a very rich language, but for simplicity only the Physical Diagram subset of the language is uged to
architecture of the Software System Infrastructure. Physical diagrams, comprised of Component
Diagrams and Deployment Diagrams, represent the relationships among the functions. and the inteffaces
provided by the SSI architectural elements as well as how these functions might exist|in standards compliant
pectively. Refer to ISO/IEC 24791-1 for a more complete description how UML is used in this

This clause @lescribes the device interface defined by thishpart of ISO/IEC 24791 in terms of the qverall
software system infrastructure described in ISO/IEC 2479®+1. Annex A of this part of ISO/IEC 24791 prgvides
further refereinces to several open sources projects that offer software libraries and utilities supporting this
device interface.

8.2 Architecture

As defined in ISO/IEC 24791-1, the Device' Interface defines data and control operation between the Device
Interface Seryices Endpoint on an RFID’ interrogator and the Client Endpoint typically on a different physical
device. A Deyvice Interface component exposes an interface as represented in Figure 2 — Device Intgérface
Representatipn whereby a DevieelInterface Services Endpoint provides services to a Device Interface [Client
Endpoint over an interface binding as specified in clause 10 of this part of ISO/IEC 24791, ISO/IEC 24791-5.
The Client and Services Endpgints may exist in a single device or may be accessed across a network.

24791-5 O

| | Device Interface
| Services Endpoint

Figure 2 — Device Interface Representation

4 © ISO/IEC 2012 — All rights reserved
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The Device Interface is responsible for supporting and exercising the capabilities provided by the RFID air
protocols to achieve the tag and sensor access goals of an RFID software system. In order to achieve this
goal, the standards provided for the data, control, and management functions at this level in the Software
System Infrastructure are air-protocol aware and capable of fully exercising specific features of the supported
air protocol standards. Equivalently, it is not a goal to provide a single, abstract interrogator interface that
provides a common interface regardless of the specific air protocol in use. Doing so would reduce the ability of
the software systems to access the specific features provided by existing and future air protocols.

The Device Interface supports requests for, and communication of, tag information between the Services
Endpoint on RFID interrogators and the Client Endpoint on upstream devices. The data functions include
capabilities such as reading, writing, filtering, and the reporting of tag and sensor data. Synchronous, event-

based
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need
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and externally triggered operation may be supparted for access requests

pntrol functions in the architecture provide an interface for the Device Interface Clientto exq
| over the access operations on an interrogator. This control is specific to each)air pr
ed to provide the necessary capabilities to allow for software system, interrogator) and RR
zation. The control function of the Device Interface also supports the delivery of'system, int
RF environment data from the Services Endpoint to the Client Endpoint/\This data car
mentations to provide the control required to achieve the desired systemgoals.

LRP Extensions Abstract Definitions

General

FC 24791-5 directly references and therefore utilizes_the complete structure, definitions,
dures of the EPCglobal Low Level Reader Protocol (LLRP) specification [LLRP] with th
sions that provide support for reading and decodifng RFID Type C of ISO/IEC 18000-6 tag d
perated upon according to ISO/IEC 15962. If.an implementation of this part of ISO/IEC 24
code a tag data object, then it shall transferto the client endpoint the raw, binary contents
et (i.e., the data object and its associated header data such as precursor and length fields)

ata may be encoded according to ISO/IEC 15962 to represent different character sets (e.
FC 8859-1, or UTF-8, or application defined). Tag data encoded as UTF-8 (compaction
ompatible with this part of ISQHAEC 24791, and is transferred “as-is”. It is the responsibilit

ation defined (compaction code 000) cannot be decoded by an implementation of
FC 24791 and as such, it shall be transferred as raw, binary data. Tag data that is enc
bry, directory, or tag“data profile access methods and with the following compaction cod
00, and 101) when decoded have the same single byte value on the tag and in UTF-8
action schemetis declared as Octet encoded (compaction code 110) then the encoding on
to be converted to UTF-8 if any byte value is in the range between 80, to FF,. An eX
rsion algorithm is given in Appendix B.

emainder of this part of ISO/IEC 24791 defines the ISO/IEC 24791-5 extensions to LLRH

rcise specific
ptocol and is
environment
errogator, tag,
be used by

formats, and
e addition of
ata formatted
791 is unable
of the entire

., the default
code 111) is
of the client

ation to convert this UTE-8:data to other character sets if needed. Tag data found to be encoded as

this part of
oded with no
bs (001, 010,
format. If the
the tag shall
ample of the

. This clause

es.-an abstract definition of interface parameters used to request and return decoded tag

data. Clause

10 defines the transfer syntax details required to implement these interface parameters.

When referencing the EPCglobal LLRP specification, it will be helpful to understand that there are several
EPCglobal terms that are synonymous with ISO/IEC terms. The following list enumerates EPCglobal terms
with definitions using ISO/IEC terminology:

E

PC (Electronic Product Code)

identifier corresponding to the ISO/IEC unique item identifier (Ull) as defined by air protocol interface Type

Cc

E

of ISO/IEC 18000-6 when memory bank 01, bit 17, is zero

PC Memory Bank

equivalent to the Ull memory bank as defined by air protocol interface Type C of ISO/IEC 18000-6

© ISO/IEC 2012 — All rights reserved
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e Class1,Gen 2 (C1G2)
equivalent to the air protocol interface, Type C, as defined in ISO/IEC 18000-6

e Reader
equivalent to an interrogator as defined in ISO/IEC 19762-3

The ISO/IEC 15962 RFID tag data encoding rules are defined in terms of data items that represent a pairing
of the data item identifier (OID) and its associated data value. Data items, as defined by ISO/IEC 15962 rules,
include data encoded as either packed objects or concatenated data sets (i.e., two different access methods
defined by ISO/IEC 15962).

Th|s part Of ISOUEC 24701 oxviande 11 RD for tha niirnaca of neayadin
SOttt o4 uT—txternao—r—r TOr—tc—port LASA RS 1L

P purpese-ef-previding—a-Clienrt-endpeirt-with—the—following
specific capabilities:

LA R LR~ A=) =4

a) request an Interrogator to search a tag for one or more specific OIDs and to report back to.the Client the
occurrenges of each OID as it is found on the tag;

b) request an Interrogator to report all OIDs found on a tag;

c) request an Interrogator to check for duplicate occurrences of one or more OIDs on a tag and retufn the
number ¢f instances found;

d) request for either raw or decoded data to be returned for each QOIb, Teturned in the responsg to a
particulaf request.

The following sub-sections provide abstract definitions of LLRR“extensions designed to satisfy [these
capabilities. Clause 10 provides the binary transfer syntax definition*for these extensions.

The LLRP extensions defined in this part of ISO/IEC 24791*correspond to the section titled Access Opgdration
of the LLRP gpecification which defines air-protocol-specific access-operation parameters (e.g., Read, Write,
Kill, Lock, etg.). These extensions define a new LLRP access-operation parameter and four new supporting
parameters. [The following sub-sections define these new LLRP parameters as they apply to Typel C of
ISO/IEC 18000-6.

9.2 LLRP pata Types

LLRP includgs definitions of abstract 'data field types. For this part of ISO/IEC 24791, these data field|types
are extended|with one additional fiéld type:

Objectldentifier — This field type is used to represent Object Identifiers (OID) as defined by ISO/IEC 15961-1.

An Object Identifier is as._a.character string that is structured following the URN syntax rules defined by
RFC 3061.

9.3 [1SO15Pp62Read Parameter

9.3.1 General

This parameter, ISO15962Read, is an extension to LLRP. It is an access-operation parameter that supports
reading one or more ISO/IEC 15962 data items from a specified memory bank on an RFID tag. The results of
this access operation are reported with an associated ISO15962ReadResult parameter (see 9.4).

This access operation requires that the Interrogator is capable of parsing data encoded on the tag only
enough to locate one or more encoded data items given a list of one or more object identifiers (OIDs).
Although the Client may request decoded data from the Interrogator, the Interrogator is not required to support
the ability to decode tag data and it may return the raw binary-encoded data as it is read directly from the tag.
In this case, it is the responsibility of the Client software to decode this binary data. If the Interrogator does
return raw binary data, then it will return the tag memory’s DSFID and one or more entire encoded packages
such that higher-level software will be capable of fully decoding the data items requested by the Client.

6 © ISO/IEC 2012 — All rights reserved
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If the interrogator has a minimal AFI table that lists the received AFI (but does not list compaction modes for
Monomorphic Ulls), then for a monomorphic Ull the interrogator will return an empty DSFID field, and the
undecoded data is returned.

If the interrogator has a full AFI table, then the interrogator will return an empty DSFID field, and monomorphic
Ull can be decoded and returned.

If the interrogator does not have an AFI table or the AFI is not listed in the interrogator’s table, return an error

code,

and the application can issue a simple Read command instead.

In addition to requesting one or more specific OIDs, a Client can request to read all data items found in a

speci
NOTE
within

errong

fied memaory bank on the fng

In general, duplicate data items (i.e., two or more data items with identical OIDs) are not'ex

ous tag state. If the Find Duplicates flag is set true, then the Interrogator will return a €ount of eg

bected to exist

a tag’s memory bank. Nevertheless, this part of ISO/IEC 24791 provides a mechanism( for’ detg¢cting such an

ch OID found.

d not support

Obviotisly, a count greater than one for any OID indicates that this OID is duplicated.
Compliance requirement: Compliant Interrogators and Clients shall implement this paramefer. However,
compliant Interrogators MAY only implement return data control codes 0-1 (noné or raw data) an
code P (decoded data).
ISQ15962Read Parameter
OpSpeclID : Unsigned Short Integer
This|data field is a number generated dynamically by the ‘Client for each OpSpec parameter sgnt to
the Interrogator. This data field value is then used by.the Interrogator as a handle that is returned
with|the corresponding 1ISO15962ReadResult parameter. The handle can thereby be used by the

Pos}

oD

The

Client to correlate specific read requests with their’corresponding read results.

Memory Bank : Integer

bible Values:
Value” Definition
1 UZIsmemory bank
3)\User memory bank

5: List<OID parameters> [Optional]

Client provides this list of one or more OID parameters for the Interrogator to locate in g

tag’'s

memory bank.

If this list is omitted, then the Interrogator will report all OIDs it finds in the tag’s memory bank.
Find Duplicates: Boolean

If this data field is set true, then the Interrogator will report every instance of each OID requested. If
set true and the OIDs list if empty, then the Interrogator will report all data items it finds in the tag’s
memory bank including duplicate OIDs. If set false, then the Interrogator will report only the first

instance encountered (if any) for each OID requested.

Return Data Control Code: Integer

© IS0/

IEC 2012 — All rights reserved
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Possible Values:
Value Definition

0 DNone. (don’t return data)

1 Raw Data. (return raw binary data read from tag)

2 Decoded Data. [optional]
"NOTE Mdmory bank values enumerated here are arbitrary code values assigned to represent the diffefent m
banks in the interface specified by this part of ISO/IEC 24791. For convenience, the decimal values, of |0,1,2,3
chosen as codg values to correspond to the air protocol memory bank binary values of 002, 012, 102, 112 that are sp
by ISO/IEC 18000-6. In the case of this parameter (ISO15962Read), only memory banks Ull and User' Memory apply.
9.3.2 OID Rarameter

This paramet
of zero or mo|

The monomo

specific OID by means of an AFI table.

Compliance

er, OID, simply provides a parameter encapsulation of an OID for b€ purpose of supporting
e OIDs as found embedded in the ISO15962Read parameter.

rphic Ull can be searchable by OID if the interrogator can“match the monomorphic Ull wi

requirement: Compliant Interrogators and Clients shall implement this parameter.

Objectlg

OID: Object

entifier Parameter

dentifier

9.4 ISO15

9.41 Gene

This parame
operation (se

DSFID is defi

Compliance

D62ReadResult Parameter

ral

fer, 1ISO15962ReadResult, is used to report the results of the 1ISO15962Read tag 4
e 9.3).

ned as an_array which can be zero length and it is therefore optional by default.

requirement: Compliant Interrogators and Clients shall implement this parameter.

emory
were
ecified

a list

th the

ccess

ISO15962ReadResult Parameter

OpSpeclID: Unsigned Short Integer

This data field is a number generated dynamically by the Client and supplied with the
ISO15962Read parameter associated with this read result. This number is a handle that can
be used by the Client to correlate the read results in this parameter with a specific read
request.

Memory Bank: Integer
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The memory bank specified by the Client is returned here as a convenience for the Client.
Possible Values:
Value® Definition
1 UII memory bank

3 User memory bank

AFIl: Byte Array

This data field returns the tag’s AFI contents to the Client.

DSFID: Byte Array

Thig data field returns the memory bank’s DSFID contents to the Client.

(o)

Ds Read: List <ISO159620IDReadResult>

A list of zero or more 1ISO159620IDReadResult parameter entries, one for each requested
OID found in the tag’s memory bank. If the Client requested to‘read all OIDs, then this list will
include one parameter entry for each OID found in the tag’s memory bank.

If the Client requested decoded data and the Intetrogator is capable of providing this
dedoding, then the decoded data values are returned with each ISO159620IDReadResult
parBmeter.

Read Data: List <ISO15962RawDataReadResult>

A llst of zero or more ISO15962RawDataReadResult parameter entries. Each parameter
endapsulates an encoded package (from the tag’s memory bank (as specified in the read
reqest) representing one or more_requested OIDs. For instance, if the tag’s memory bank’s
acgdess method is standard data'sets, then there may be one 1ISO15962RawDataReadResult
pargmeter returned for each OID requested. Or, if all of the OIDs exist in a single packed
object, then there may.be just one ISO15962RawDataReadResult parameter returned
repfesenting all OIDs requested.

NOITE The raw data returned is the complete encoded package including both the data
ite’s encoded)OID and its data value.

If the Client requested decoded data but the Interrogator is not capable of providing this
dedoding,) then the corresponding encoded package will be returned in a
1ISQ15962RawDataReadResult parameter.

Result: Integer

Possible Values:

Value Definition
0 Success
1 No OIDs found
2 Non-specific tag error
3 No response from tag
4 Non-specific Interrogator error

© ISO/IEC 2012 — All rights reserved 9
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"NOTE Memory bank values enumerated here are arbitrary code values assigned to represent the different memory
banks in the interface specified by this part of ISO/IEC 24791. For convenience, the decimal values of 0,1,2,3 were
chosen as code values to correspond to the air protocol memory bank binary values of 002, 012, 102, 112 that are specified
by ISO/IEC 18000-6. In the case of this parameter (ISO15962ReadResult), only memory banks Ull and User Memory

apply.
9.4.2 1S0159620IDReadResult Parameter

This parameter, ISO1596201DReadResult, is used to report the results of reading individual ISO/IEC 15962
data items.

Compliance ators

MAY omit support for the Decoded Data field of this parameter

ISO159620IDReadResult Parameter

OID: Objeqtldentifier

The data item’s object identifier.

Count: Unsigned Short Integer

The numbdr of instances that the OID was found in the tag’'s memory bank.

NOTE If the Find Duplicates field in the associated ISO15962Read parameter is set false,
then the Cpunt value may be less than the actual count that exists'on the tag. However, the
Count valug will be at least one if one or more data items with{the corresponding OID exists
on the tag.
Decoded Data: String [optional]

If the Client requested decoded data and the.Interrogator is capable of fully decoding the

data item,

not return
characters
of this par

hen the decoded data is returned here as a Unicode string. If the decoded data is
d, then an empty string willxbe returned. The structure, syntax, and valid
of the decoded data is dependent on the data item’s OID and is out of the scope
of ISO/IEC 24791. This.information is under the jurisdiction of the entity that

registered the OID.
Result: Intgger
Possible Values:

Definition

0 Success

1 Object data not read

2 Non-specific tag error
3 No response from tag
4
5

Non-specific Interrogator error
Unable to decode the data item

9.4.3 1S0O15962RawDataReadResult Parameter

This parameter, 1SO15962RawDataReadResult, is used to report the results of reading individual
ISO/IEC 15962 data items. It reports one encoded package. This is the raw data returned that includes both a
data item’s encoded OID and its data value. The encoded package returned represents at least one data item
but it can also represent multiple data items. For instance, if the tag’s memory bank’s access method is set to
packed objects, then the encoded package will include one or more data items.

10 © ISO/IEC 2012 — All rights reserved
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Client software is responsible for decoding the encoded package returned, parsing the individual data items,
decoding OIDs, and decoding compressed data values.

NOTE

If additional information such as edit flags are required, then the Client software shall read raw data.

Compliance requirement: Compliant Interrogators and Clients shall implement this parameter.

ISO15962RawDataReadResult Parameter

Offset: Unsigned Short Integer

The
Dat
The
NO
me
end

Re{

Po4

TE The length of this array corresponds to the length of the data read\from the tag’s
mory bank. For each data item encoded, the raw data includes both|the data item’s

DIt offSet where the 1SO data 1tem begins in the tag s memory bank.
a: Byte Array

encoded package (i.e., raw binary data) as found in the tag’s memory bank.

oded OID and its data value.
sult: Integer

sible Values:

Value Definition
0 Success
1 Non-specific tag error
2 No response from tag
3 Non-specific Intefrrogator error

10 L

10.1

This ¢
LLRP
LLRP
synta
proto

LRP Extensions Binary,Encoding

General

parameters ‘and fields within parameters. As defined by the LLRP specification, this b

bol that-provides a reliable transport for protocol data units (i.e., message frames).

10.2

ISO15962Read Parameter

10.2.1 General

lause and its sub-clauses define the specific contents of the binary transfer syntax of the extensions to
as describedtin.Clause 9 above. See the LLRP specification [LLRP] for details about th¢ encoding of

nary transfer

K is definedas an application protocol that is layered over TCP/IP. It can also be applied to|any transport

0 1 2 3
0/1/2/3/4|/5/6]7|/8/9/0/1/2/3/ 4/ 5/6|/7/8|/9/0|1]2/3/ 4/ 5/6/7/8]9]0
Reserved Type = 901 Length
OpSpecID MB \ D\ Reserved ReturnDataControlCode
OID Parameter (0-n)
© ISO/IEC 2012 - All rights reserved 11
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Abbreviations

MB — Memory Bank
D - Find Duplicates

See 9.3 for the abstract definition of this parameter.

10.2.2 OID Parameter

N

w

4,567

temngth

Objectldentifier

NOTE Th
Objectldentifie
in the Length

“Bytes To End’

e Objectldentifier is encoded as a UTF-8 string which is a variable length field) The length [of the
(i.e., number of bytes) is established by Length — 4. 4 is the size of the parameter;header which is ingluded
alue. This encoding scheme (i.e., a variable length array running to the end ©f'the parameter) is|called
which is supported by open source LLRP parsing tools referenced in Annex A:

See 9.3.2 for|the abstract definition of this parameter.
10.3 ISO15p62ReadResult Parameter
10.3.1 Gene
0 1 2 3
0/1]/2[3]4|/5|6 8/9/0]12 415|167 0 3/4/5/6|7/8]9]/0
Reserved Type = 903 Length
Res\ \ OpSpeclD MB \ Reserved
AFI1 Byte Count \ AF|
DSFID Byte Count \ DSFID

[SO159620I1DReadResult (0-n)

ISO15962RawDataReadResult (0-n)

Abbreviation

MB —

NOTE AF

by “N” data bytes where “N” is established by the leading byte count value.

Memory Bank

See 9.4 for the abstract definition of this parameter.

12

ollowed
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1

N

oo

112]3/4/5/6]7]|8

9/0[1]2

213

3
0

4/5|/6|7/8]9

Reserved

Type = 904

Length

Result \

Count

OID Byte Count [15:8]

OID Byte Count [7:0]

OID

DecodedData Byte Count

DecodedData

NOTE OID and DecodedData are character strings that are encoded for transfer as UTF-8 strings. UT|F-8 strings are

variab
followd

e length and therefore they are encoded as Byte Arrays. A Byte Array is encoded with a leading 16-bit byte count
ed by “N” data bytes where “N” is established by the leading byte count value. The tag data is deqoded following

ISO/IHC 15962 rules. If the DecodedData parameter is present, it will always be represented‘as UTF-8 fon transfer to the
client endpoint. If the tag data was encoded with no directory, directory or tag data profile access methods and with
ISO/IHC 8859-1 characters in the range 80y to FFy, then an implementation of this partof ISO/IEC 2479[1 shall convert
these | characters to their equivalent UTF-8 characters. As a specific example, i’ the client appligation requires
ISO/IHC 8859-1 character representation, then it shall convert UTF-8 to ISOAECI8859-1 characters. Annex B is an

informptive example of algorithms that convert data between ISO/IEC 8859-1 and*UTF-8 character strings.

See 9.4.2 for the abstract definition of this parameter.

10.3.3 1SO15962RawDataReadResult Parameter

0 1 2 3
0/1/RP|3/4/5/6|/7|8]9|0]1]2 4 |56 9]0 2/3/4/5/6/7/8]9/0]1
Ré¢served Type = 905 Length
Result \ Offset \ Data Bytgq Count [15:8]
Data

Data Byte Count [7:0]

NOTE] The Data field is a varjable Tength Byte Array. This field is encoded with a leading 16-bit byte count followed by

“N” data bytes where “N” is established by the leading byte count value.

See 9.4.3 for the abstract'definition of this parameter.

© ISO/IEC 2012 — All rights reserved
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Annex A
(informative)

LLRP Open Source Project References

Support of the interface defined by this part of ISO/IEC 24791, known at the time of this writing, are three
open source projects:

e LLRR Toolkit (see www.lIrp.org). This project includes a machine-readable definition of the |LLRP
transfer syntax. It also includes tools that can be used to capture and exchange LLRP. sgssion
contgnts.

o Wire$hark (formerly Ethereal. See www.wireshark.org). This project offers a LAN analyzer togl with
an LYRP plug-in that can parse and decode LLRP protocol data units (PDUs).

e LLRR Virtual Reader (see www.rifidi.org). This project offers an RFID-reader simulator that is
accessible via the LLRP interface.

14 © ISO/IEC 2012 - All rights reserved
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