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committee are circulated to national bodies for voting. Publication
nal Standard requires approval by at least 75 % of the.national
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Standard ISO/IEC 8825-2 was prepared by Joint Technical
D/IEC JTC 1, Information technology, Subcommiittee SC 21, Open
pnnection, data management and open distributed processing, in
with ITU-T. The identical text is published as ITU-T Recommen-

2 consists of the following parts, under the general title Information
ASN. 1 encoding rules:

bpecification of BasictEncoding Rules (BER), Canonical Encoding
ER) and Distinguished Encoding Rules (DER)

[pecification of Packed Encoding Rules (PER)

F of this'part of ISO/IEC 8825 are for information only.
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Introduction

The publications ITU-T Rec. X.680 | ISO/IEC 8824-1, T ,ITU
ISO/IEC 8824-3, ITU-T Rec. X.683 | ISO/IEC 8824-4, ITU-T Rec. X.680/Amd. 1 | ISO/IEC 8
ITU-T Rec. X.681/Amd. 1 | ISO/IEC 8824-2/Amd. 1 together describe Abstract Syntax-Notation O

notation for the definition of messages to be exchanged between peer applications.

8 TI_.T Recr 681 1 TQ(\ITEC 8824_2

_ i
1uU-x NCC. A, 1A\ iU~

This R¢gcommendation | International Standard defines encoding rules that may be applied to values o
using the notation specified in ITU-T Rec. X.680 | ISO/IEC 8824-1. ApplicatiOn of these encoding r
transfer) syntax for such values. It is implicit in the specification of these encoding rules that they are als

decoding.

There 4re more than one set of encoding rules that can be applied tovalues of ASN.1 types. This Red
International Standard defines a set of Packed Encoding Rules (PER), so called because they achieve a
represeptation than that achieved by the Basic Encoding Rules (BER) and its derivatives described in ITT
| ISO/MIEC 8825-1 which is referenced for some parts of the specification of these Packed Encoding Rules

' Rar Y A22 |
NCU. ALU04L

824-1/Amd. 1,
ne (ASN.1), a

types defined
les produces a
b to be used for

ommendation |
more compact
J-T Rec. X.690
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY -
ASN.1 ENCODING RULES:
SPECIFICATION OF PACKED ENCODING RULES (PER)

1 Scope

This Recommendation | International Standard specifies a set of Packed Encoding Rules that may be used to derive a
transfer syntax for values of types defined in ITU-T Rec. X.680 | ISO/IEC 8824-1. These Packed Encoding Rules are
also to be ppplied for decoding such a transfer syntax in order to identify the data values being transferred.

The encodjiing rules specified in this Recommendation | International Standard
1 are used at the time of communication;

{ are intended for use in circumstances where minimizing the size of the,representation of yalues is the
major concern in the choice of encoding rules;

1+ allow the extension of an abstract syntax by addition of -€xtra values, preserving the encodings
of the existing values, for all forms of extension described in ITU-T Rec. X.68¢/Amd. 1 |
ISO/IEC 8824-1/Amd. 1.

2 Normative references

The following Recommendations and International Standards*contain provisions which, through reference] in this text,
constitute [provisions of this Recommendation | International Standard. At the time of publication, the editigns indicated
were valifl. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommepdation | International Standard are endouraged to investigate the possibility of applying the [most recent
editions of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers| of currently
valid Intefnational Standards. The Telecommunications Standardization Bureau of the ITU maintains a list| of currently
valid ITU;T Recommendations.

2.1 [dentical Recommendations | International Standards

- ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Qpen Systems
Interconnection — Basic Reference Model: The Basic Model.

- ITU-T/Reécommendation X.216 (1994) | ISO/IEC 8822:1994, Information technology — Open Systems
Interconnection — Presentation service definition.

- ITU-T Recommendation X.226 (1994) | ISO/IEC 8823-1:1994, Information technology — Qpen Systems
Interconnection — Connection-oriented presentation protocol: Protocol specification.

—  ITU-T Recommendation X.680 (1994) | ISO/IEC 8824-1:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

—  ITU-T Recommendation X.680 (1994)/Amd. 1 (1995) | ISO/IEC 8824-1:1995/Amd. 1:1995, Information
technology — Abstract Syntax Notation One (ASN.1): Specification of basic notation — Amendment 1:
Rules of extensibility.

—  ITU-T Recommendation X.681 (1994) | ISO/IEC 8824-2:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

—  ITU-T Recommendation X.681 (1994)/Amd. 1 (1995) | ISO/IEC 8824-2:1995/Amd. 1:1995, Information
technology — Abstract Syntax Notation One (ASN.1): Information object specification — Amendment 1:
Rules of extensibility.

—  ITU-T Recommendation X.682 (1994) | ISO/IEC 8824-3:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.

ITU-T Rec. X.691 (1995 E) 1
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2.2

3

For the purposes of this Recommendation | International Standard, the following definitions apply.

31

ISO/IEC 8%22:

This Recommendation | International Standard makes use of the)following terms defined in ITU-T R
a) defined context set;
b) presentation context identifier.

3.2

For the
ISO/IEC 8§24-1 apply.

3.3

This Recompmendation | International Standard makes use of the following terms defined in ITU-T Rec. X.6
ISO/IEC 8$24-1/Amd. 1:

34

Tecification of Basic Notation
p

—  ITU-T Recommendation X.683 (1994) | ISO/IEC 8824-4:1995, Information technology — Abst

Notation One (ASN.1): Parameterization of ASN.1 specifications.
—  ITU-T Recommendation X.690 (1994) | ISO/IEC 8825-1:1995, Information technology — ASN.

ract Syntax

1 encoding

rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished

Encoding Rules (DER).

Additional references
—  CCITT Rec. X.208 (1988), Specification of Abstract Syntax Notation One (ASN.1).

—  ISO/IEC 2022:1994, Information technology — Character code structure and extension techniques.

— IS0 2375:1985, Data processing — Procedure for registration of escape sequences.

— ISO 6093:1985, Information processing — Representation of numerical values in character
information interchange.

—ISO/IEC 882471990, Tnjormation technology — Open Syslerms Interconnection — Specijicalion
Syntax Notation One (ASN.1).

—|  ISO International Register of Coded Character Sets to be Used with Escape Sequences:

-| ISO/MIEC 10646-1:1993, Information technology — Universal Multiple-Octet/ Coded
Set (UCS) — Part 1: Architecture and Basic Multilingual Plane.

Definitions

Basic Presentation Service Definition

rposes of this Recommendation ™ International Standard, all the definitions in ITU-T Re

ASN.1 Extensibility

a) extensien‘marker;
b) extehsion series;

c) extension root;

strings for

of Abstract

Character

ec. X.216 |

c. X.680 |

80/Amd. 1|

\i
B
L
D
B
P
D,
D,
b
D
B

THOTOT Tt o Terots

Information Object Specification

For the purposes of this Recommendation | International Standard, all the definitions in ITU-T Rec. X.681 |
ISO/IEC 8824-2 apply.

3.5

Constraint Specification

This Recommendation | International Standard makes use of the following terms defined in ITU-T Rec. X.682 |
ISO/IEC 8824-3:

D) . .
a) Ccomponent relation constraint;

b) table constraint.

ITU-T Rec. X.691 (1995 E)
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3.6 Parameterization of ASN.1 Specification

This Recommendation | International Standard makes use of the following terms defined in ITU-T Rec. X.683 |
ISO/IEC 8824-4:

variable constraint.

3.7 Basic Encoding Rules

This Recommendation | International Standard makes use of the following terms defined in ITU-T Rec. X.690 |
ISO/IEC 8825-1:

a) dynamic conformance;

b) static conformance;
J——data vatue;

d) encoding (of a data value);
g) sender;

f receiver.

3.8 Additional definitions

In additior], the following definitions apply.

3.8.1 2’s-complement-binary-integer encoding: The encoding of a whole-number into an octet-aligned-bit-field of
a specified length, or into the minimum number of octets that will accommodate that whole number encoded as a 2’s-
complemept-integer, which provides representations for whole numbefs that are equal to, greater than, or legs than zero,

as specified in 10.4.
INOTES

The value of a two’s complement binary number is derived by numbering the bits in the contents octets| starting with

bit 1 of the

S
last octet as bit zero and ending the numbering with.bit 8 of the first octet. Each bit is assigned a numerichl
ts position in the above numbering sequence. The*value of the two’s complement binary number is obtained
al values assigned to each bit for those bits which are set to one, excluding bit 8 of the first octet, and then

where N is
" the numerig

value of 2V,
by summing
reducing this

value by th¢ numerical value assigned to bit 8 of the first @ctet if that bit is set to one.

Whole number is a synonym for the, mathematical term integer. It is used here to avoid confusion with the ASN.1

4

type integer.

3.8.2 bstract syntax value: A valie of an abstract syntax (defined as the set of values of a single A
which is t¢ be encoded by PER, or whieh is to be generated by PER decoding.

L\SN.1 type),

OTE - The single ASNM type associated with an abstract syntax is formally identified by an of
-SYNTAX.

ject of class
ABSTRA

3.8.3 it-field: The product of some part of the encoding mechanism that consists of an ordered set of]
not necesdarily a multiple of eight, and do not necessarily begin on an octet boundary in the complete enc
abstract syntax value.

bits that are
oding of the

3.84 anonical encoding: A complete encoding of an abstract syntax value obtained by the application
rules that|have no implementation-dependent options; such rules result in the definition of a 1-1 mapp|
unambiguous and unique bitstrings in the transfer syntax and values in the abstract syntax.

of encoding
ing between

3.8.5 composite type: A set, sequence, set-of, sequence-of, choice, embedded-pdv, external or unrestricted character
string type.

3.8.6 composite value: The value of a composite type.

3.8.7 constrained whole number: A whole number which is constrained by PER-visible constraints to lie within a

range from "1b" to "ub" with the value "Ib" less than or equal to "ub”, and the values of "lb" and "ub" as permitted
values.

NOTE - Constrained whole numbers occur in the encoding which identifies the chosen alternative of a choice type, the
length of character, octet and bit string types whose length has been restricted by PER-visible constraints to a maximum length, the
count of the number of components in a sequence-of or set-of type that has been restricted by PER-visible constraints to a maximum
number of components, the value of an integer type that has been constrained by PER-visible constraints to lie within finite minimum
and maximum values, and the value that denotes an enumeration in an enumerated type.

ITU-T Rec. X.691 (1995 E)
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3.8.8 effective size constraint (for a constrained string type): A single finite size constraint that could be applied
to a built-in string type and whose effect would be to permit all and only those lengths that can be present in the
constrained string type.

NOTE - For example, the following has an effective size constraint:

A ::=1ASString (SIZE(1..4) | SIZE(10..15))
since it can be rewritten with a single size constraint that applies to all values:

A ::= IAS5String (SIZE(1..4 | 10..15))
whereas the following has no effective size constraint since the string can be arbitrarily long if it does not contain any characters other
than 'a’, 'b' and 'c":

B ::= IASString (SIZE(1..4) | FROM("'abc"))

3.8.9 effective PermittedAlphabet constraint (for a constrained restricted character string type): A single
Permitted Alphabet constraint that could be applied to a built-in known-multiplier character string type and whose effect
would be to permit all and only those characters that can be present in any character position of any of the values in the
constrained restricted character string type

OTE — An effective PermittedAlphabet constraint is either the entire alphabet of the unconstrained charactgr string type
or a PermittedAlphabet specification that happens to be a superset of all PermittedAlphabet constraints imposed.on the type. For
example, in

::= JASString (FROM("'AB") | FROM(''CD"))
Bk ::= IASString (SIZE(1..4) | FROM("'abc'"))
"Ax" has an effective Permitted Alphabet constraints that consist of the entire [A5String alphabet sincethere is no Permifted Alphabet

constraint that applies to all values of "Ax". The same is true for "Bx". On the other hand, ‘the following has I:m effective
Permitted Alphabet constraint of "ABCDE" since there is a PermittedAlphabet constraint specified.that applies to all valuef:

Al ::= JA5String (FROM(""AB'") | FROM("'CD") | FROM("ABCDE"))

3.8.10 enumeration index: The non-negative whole number associated with-an "Enumerationltem"” in an gnumerated
type. The |enumeration indices are determined by sorting the "Enumerationltem"s into ascending ord¢r by their
enumeratiop value, then by assigning an enumeration index starting with zero for the first "EnumerationItefn"”, one for
the second,|and so on up to the last "EnumerationItem" in the sorted list:

OTE - "Enumerationltem"s in the "RootEnumeration" are sorted separately from those in the "AdditionalEnymeration"”.

3.8.11 extensible for PER encoding: A property of a type whose definition contains an extension marker|that affects
the PER enfoding.

3.8.12 field-list: An ordered set of bit-field and/or, octet-aligned-bit-field values that is produced as |a result of
applying these encoding rules to components of a value.

OTE - (Tutorial) The model employed ii~this Recommendation | International Standard uses the term '[field-list" to
indicate a lifked list of buffers each containing an encoding, a length in bits, and an octet alignment indicator of "bit-fie}d" or "octet-
aligned-bit-fleld". Each encoding is that of a valag.of an ASN.1 type. The octet alignment indicator says whether the encdding is to be
aligned on 4n octet boundary when used to-form the complete encoding of the abstract syntax value, or if it should be added
immediately| after the last bit of the previous encoding in the complete encoding. The notion of "field-list" is for descriptive purposes
only and dogs not suggest an implementation method.

3.8.13 indefinite-length: An~encoding whose length is greater than 64K-1 or whose maximum length cannot be
determined|from the ASN.1 notation.

3.8.14 fixed-length type: A type such that the value of the outermost length determinant in an encoding pf this type
can be det¢rmined (using the mechanisms specified in this Recommendation | International Standard) from the type
notation (after the-application of PER-visible constraints only) and is the same for all possible values of the type.

3.8.15 fixed-value: A value such that it can be determined (using the mechanisms specified in this Recommendation |
is— ermRitte e—(afte teation istble-eonstratnts-only) of the

3.8.16  known-multiplier character string type: A restricted character string type where the number of octets in the
encoding is a known fixed multiple of the number of characters in the character string for all permitted character string
values. The known-multiplier character string types are IAS5String, PrintableString, VisibleString, NumericString,
UniversalString and BMPString.

3.8.17 length determinant: A count (of bits, octets, characters, or components) determining the length of part or all
of a PER encoding.

3.8.18 normally small non-negative whole number: A part of an encoding which represents values of an
unbounded non-negative integer, but where small values are more likely to occur than large ones.

3.8.19 normally small length: A length encoding which represents values of an unbounded length, but where small
lengths are more likely to occur than large ones.

4 ITU-T Rec. X.691 (1995 E)
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3.8.20 octet-aligned-bit-field: The product of some part of the encoding mechanism that consists of an ordered set of
bits that are not necessarily a multiple of eight, but which are required to begin on an octet boundary in the complete
encoding of the abstract syntax value.

3.8.21 non-negative-binary-integer encoding: The encoding of a constrained or semi-constrained whole number
into either a bit-field of a specified length, or into an octet-aligned-bit-field of a specified length, or into the minimum
number of octets that will accommodate that whole number encoded as a non-negative-binary-integer which provides
representations for whole numbers greater than or equal to zero, as specified in 10.3.

NOTE - The value of a two’s complement binary number is derived by numbering the bits in the contents octets, starting
with bit 1 of the last octet as bit zero and ending the numbering with bit 8 of the first octet. Each bit is assigned a numerical value of
2N, where N is its position in the above numbering sequence. The value of the two’s complement binary number is obtained by
summing the numerical values assigned to each bit for those bits which are set to one.

3.8.22 PER-visible constraint: An instance of use of the ASN.1 constraint notation which affects the PER encoding
of a value.

3.8.23 relay-safe encoding: A complete encoding of an abstract syntax value which can be decoded (iJncluding any
embedded encodings) without knowledge of the presentation layer defined context set that formed the-enyironment in
which thelencoding was performed.

3.8.24 semi-constrained whole number: A whole number which is constrained by PER-visible constraiIts to exceed
or equal spme value "Ib" with the value "1b" as a permitted value, and which is not a constrained whole number.

NOTE — Semi-constrained whole numbers occur in the encoding of the length of unconstrained (and in some cases
constrained) character, octet and bit string types, the count of the number of components,in/unconstrained (and ih some cases
constrained) sequence-of and set-of types, and the value of an integer type that has been constrained to exceed some minimum value.

3.8.25 simple type: A type that is not a composite type.

3.8.26 extually dependent: A term used to identify the case where if.Some reference name is used in gvaluating an
element s¢t, the value of the element set is considered to be dependenton that reference name, regardless of whether the
actual set jarithmetic being performed is such that the final value of the element set is independent of the agtual element
set value gssigned to the reference name.

NOTE — For example, the following definition of "Foo" is\téxtually dependent on "Bar" even though "Bar" hgs no effect on
"Foo"s set|of values (thus, according to 9.3.4 the constraint,on/"Foo" is not PER-visible since "Bar" is constraingd by a table
constraint gnd "Foo" is textually dependent on "Bar").

MY-CLASS ::= CLASS { &name PrintableString, &age INTEGER } WITH SYNTAX{&name , &age}
MyObjectSet MY-CLASS ::= { {""Jack", 7} | {"Jill", 5} }.

Bar ::= MY-CLASS.&age ({MyObjectSet})

Foo ::= INTEGER (Bar | 1..100)

3.8.27 pnconstrained whole number: A whole number which is not constrained by PER-visible constraints.

NOTE - Unconstrained-whole numbers occur only in the encoding of a value of the integer type.

4 Abbreviations

ASN.Ix—Abstract Syntax Notation One

BER Basic Encoding Rules of ASN.1
PER Packed Encoding Rules of ASN.1
CER Canonical Encoding Rules of ASN.1

16K 16384

32K 32768

48K 49152

64K 65536
5 Notation

This Recommendation | International Standard references the notation defined by ITU-T Rec. X.680 | ISO/IEC 8824-1.
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6 Convention

6.1 This Recommendation | International Standard defines the value of each octet in an encoding by use of the
terms "most significant bit" and "least significant bit".

NOTE - Lower layer specifications use the same notation to define the order of bit transmission on a serial line, or the
assignment of bits to parallel channels.

6.2 For the purpose of this Recommendation | International Standard, the bits of an octet are numbered from 8 to 1,
where bit 8 is the "most significant bit" and bit 1 the "least significant bit".

6.3 The term "octet" is frequently used in this Recommendation | International Standard to stand for "eight bits".
The use of this term in place of "eight bits" does not carry any implications of alignment. Where alignment is intended it
is explicitly stated in this Recommendation | International Standard.

7.1 This Recommendation | International Standard specifies four encoding rules (together withotheir|associated
object identifiers) which can be used to encode and decode the values of an abstract syntax defined as the yalues of a
single (known) ASN.1 type. This clause describes their applicability and properties.

7.2 Without knowledge of the type of the value encoded, it is not possible to determine the structure of the
encoding (4nder any of the PER encoding rule algorithms). In particular, the end of the encoding cannot be fletermined
from the engoding itself without knowledge of the type being encoded.

7.3 PER encodings are always relay-safe provided the abstract values of(the' types EXTERNAL, EMBEDDED
PDV and CHARACTER STRING are constrained to prevent the carriage of préséntation context identifiers.

7.4 The most general encoding rule algorithm specified in this Recommendation | International $tandard is
BASIC-PER, which does not in general produce a canonical encoding:

7.5 Al second encoding rule algorithm specified in this Recommendation | International Standard is CANONICAL-
PER, which produces encodings that are canonical. This is defined as a restriction of implementation-dependpnt choices
in the BASIC-PER encoding. CANONICAL-PER produces canonical encodings that have applicatjons when
authenticatgrs need to be applied to abstract values, as described in ITU-T Rec. X.690 | ISO/IEC 8825-1, Anngx D.

NOTE - Any implementation conforming to CANONICAL-PER for encoding is conformant to BASIC-PER fpr encoding.

Any implementation conforming to BASIC-PER for decoding is conformant to CANONICAL-PER for decoding. Thug, encodings
made accordjng to CANONICAL-PER are encodings that'are permitted by BASIC-PER.

7.6 Iff a type encoded with BASIC-PER or CANONICAL-PER contains EMBEDDED PDV, CHARACTER
STRING o EXTERNAL types, then the‘outer encoding ceases to be relay-safe unless the transfer syntax usedl for all the
EMBEDDED PDV, CHARACTER STRING and EXTERNAL types is relay safe. If a type encoded with BASIC-PER
or CANONICAL-PER contains EMBEDDED PDV, EXTERNAL or CHARACTER STRING types, thep the outer
encoding ceases to be canonical unless the transfer syntax used for all the EMBEDDED PDV, EXTERNAL and
CHARACTER STRING typés is canonical.
NOTE - The character transfer syntaxes supporting all character abstract syntaxes of the form {iso standard 10646 level-1

(1) ....} are ¢anonical. Those supporting {iso standard 10646 level-2 (2) ....} and {iso standard 10646 level-3 (3) ....} arg not always
canonical. Alll the aboye character transfer syntaxes are relay-safe.

7.7 Both '‘BASIC-PER and CANONICAL-PER come in two variants, the ALIGNED varian{, and the
UNALIGNED wariant. In the ALIGNED variant, padding bits are inserted from time to time to restore octe alignment.
In the UNALIGNED variant, no padding bits are ever inserted.

7.8 There are no interworking possibilities between the ALIGNED variant and the UNALIGNED variant.

7.9 PER encodings are self-delimiting only with knowledge of the type of the encoded value. Encodings are
always a multiple of eight bits. When carried in an EXTERNAL type they shall be carried in the OCTET STRING
choice alternative, unless the EXTERNAL type itself is encoded in PER, in which case the value may be encoded as a
single ASN.1 type (i.e. an open type). When carried in OSI presentation protocol, the "full encoding" (as defined in ITU-
T Rec. X.226 | ISO/IEC 8823-1) with the OCTET STRING choice alternative shall be used.

7.10 The rules of this Recommendation | International Standard apply to both algorithms and to both variants unless
otherwise stated.

7.11 Annex C is informative, and gives recommendations on which combinations of PER to implement in order to
maximize the chances of interworking.
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8 Conformance

8.1 Dynamic conformance is specified by clause 9 onwards.

8.2 Static conformance is specified by those standards which specify the application of these Packed Encoding
Rules.

NOTE - Annex C of this Recommendation | International Standard provides guidance on static conformance in relation to
support for the two variants of the two encoding rule algorithms. This guidance is designed to ensure interworking, while recognizing
the benefits to some applications of encodings that are neither relay-safe nor canonical.

8.3 The rules in this Recommendation | International Standard are specified in terms of an encoding procedure.
Implementations are not required to mirror the procedure specified, provided the bit string produced as the complete
encoding of an abstract syntax value is identical to one of those specified in this Recommendation | International
Standard for the applicable transfer syntax.

84 Implementations performing decoding are required to produce the abstract syntax value corresponding to any
received bit string which could be produced by a sender conforming to the encoding rules identified.if the transfer
syntax as§ociated with the material being decoded.

NOTES

1 In general there are no alternative encodings defined for the BASIC-PER explicitly stated’in,this Recommendation |
Internationpl Standard. The BASIC-PER becomes canonical by specifying relay-safe operation and by restricting some of the
encoding pptions of other ISO/IEC Standards that are referenced. CANONICAL-PER provides an alternativg to both the
Distinguished Encoding Rules and Canonical Encoding Rules (see ITU-T Rec. X.690 | ISO/IEC 8825-1) where a canonjcal and relay-
safe encoding is required.

2 When CANONICAL-PER is used to provide a canonical encoding, it is recommended that any resulfing encrypted
hash value] that is derived from it should have associated with it an algorithm identifjer\that identifies CANONICAL-PER as the
transformation from the abstract syntax value to an initial bitstring (which is then hashed).

9 The approach to encoding used for PER

9.1 [Use of the type notation

9.1.1 These encoding rules make specific use of the ASN:1 type notation as specified in ITU-T Rec. X.680 |
ISO/IEC 8824-1, and can only be applied to encode the values'of a single ASN.1 type specified using that nptation.

9.1.2 In particular, but not exclusively, they are dependent on the following information being retained jn the ASN.1
type and yalue model underlying the use of the notation:

a) the nesting of choice types within"choice types;

b) the tags placed on the components in a set type, and on the alternatives in a choice type, and the values
given to an enumeration;

c) whether a set or sequence type component is optional or not;
d) whether a set or sequence type component has a DEFAULT value or not;

e) the restricted range of values of a type which arise through the application of PER-visible constraints
(only);
f) whethér-acomponent is an open type;

g) whether an extension marker is present.

9.2 Us¢ of tags to provide a canonical order

This Recommendation | International Standard requires components of a set type and a choice type to be canonically
ordered independent of the textual ordering of the components. The canonical order is determined by sorting the tags of
the components, as specified in 6.4 of ITU-T Rec. X.680 | ISO/IEC 8824-1.

9.3 PER-visible constraints

NOTE - The fact that some ASN.1 constraints may not be PER-visible for the purposes of encoding and decoding does not
in any way affect the use of such constraints in the handling of errors detected during decoding, nor does it imply that values violating
such constraints are allowed to be transmitted by a conforming sender.
9.3.1 Constraints that are expressed in human-readable text or in ASN.1 comment are not PER-visible.
9.3.2 Variable constraints are not PER-visible (see 10.4 and 10.5 of ITU-T Rec. X.683 | ISO/IEC 8824-4).

9.3.3 Table constraints are not PER-visible (see ITU-T Rec. X.682 | ISO/IEC 8824-3).
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9.3.4 Constraints whose evaluation is textually dependent on a table constraint or a component relation constraint are
not PER-visible (see ITU-T Rec. X.682 | ISO/IEC 8824-3).

9.3.5 Component relation constraints are not PER-visible (see ITU-T Rec. X.682 | ISO/IEC 8824-3).

9.3.6 Constraints on restricted character string types which are not (see clause 34 of ITU-T Rec. X.680 |
ISO/IEC 8824-1) known-multiplier character string types are not PER-visible (see 3.8.16).

9.3.7 Subject to the above, all size constraints are PER-visible.

9.3.8 The effective size constraint for a constrained type is a single size constraint such that a size is permitted if and
only if there is some value of the constrained type that has that (permitted) size. If the constrained type has values of a
size that does not satisfy the constraint there is no effective size constraint. '

9.3.9 PermittedAlphabet constraints on known-multiplier character string types are PER-visible.

9.3.10 The effective Permitted Alphabet constraint for a constrained type is a single PermittedAlphabet constraint such

that a charagter is allowed if and only if there is some value of the constrained type that contains that chardcter. If all

characters df the type being constrained can be present in some value of the constrained type, thenthe effective

Permitted Alphabet constraint is the set of characters defined for the unconstrained type.
NOTES

1 In the definition of a constrained type, multiple PER-visible constraints may be applied either directly or through the
use of "ContainedSubtype"s.

2 [ See Annex B for observations on the effect of combining constraints that individually ‘are PER-visible.
9.3.11 A]: inner type constraint applied to a real type is PER-visible.

9.3.12  An inner type constraint applied to an unrestricted character string or'embedded-pdv type is PER-vjisible only
when it is psed to restrict the value of the "syntaxes" component to a singl€ value, or when it is used|to restrict
"identificatipn” to the "fixed" alternative (see clauses 24 and 27).

9.3.13 Constraints on the useful types are not PER-visible.

9.3.14 Subject to the above, all other constraints are PER-visible if and only if they are applied to an integer type or,
single value constraints excluded, to a known-multiplier character string type.

9.3.15 If|a PER-visible constraint other than PermittedAlphabet has an extension marker, then the type is|defined to
be extensible for PER encodings.

NOTES

1 If an extension marker is present in.aConstraintSpec which is not PER-visible, and there is no other extension marker
present in thg constraint, then the type is encoded by PER as if it has no extension marker.

2| If there are multiple SizeConstraint specifications applied to a type and one of them is extensible, ther] the type is
encoded in PER as if the extension marker was present on all the SizeConstraint specifications.

9.3.16  Altype is also extensible.for PER encodings if any of the following occurs:

a) it is derived from-an ENUMERATED type (by subtyping, type referencing, or tagging) and [there is an
extension markef in the "Enumerations" production; or

b) it is derived from a SEQUENCE type (by subtyping, type referencing, or tagging) and there is an
extension marker in the "ComponentTypeLists" or in the "SequenceType" productions; or

c) itlisderived from a SET type (by subtyping, type referencing, or tagging) and there is an extension marker
inthe "ComponentTypeLists" or in the "SetType" productions; or

d) it is derived from a CHOICE type (by subtyping, type referencing, or tagging) and there is an extension
marker in the "AlternativeTypeLists" production.

9.4 Type and value model used for encoding

9.4.1 An ASN.1 type is either a simple type or is a type built using other types. The notation permits the use of type
references and tagging of types. For the purpose of these encoding rules the use of type references and tagging have no
effect on the encoding and are invisible in the model, except as stated in 9.2. The notation also permits the application of
constraints and of error specifications. PER-visible constraints are present in the model as a restriction of the values of a
type. Other constraints and error specifications do not affect encoding and are invisible in the PER type and value model.

9.4.2 A value to be encoded can be considered as either a simple value or as a composite value built using the
structuring mechanisms from components which are either simple or composite values, paralleling the structure of the
ASN.1 type definition.
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9.5 Structure of an encoding
9.5.1 These encoding rules specify:
a) the encoding of a simple value into a field-list; and
b) the encoding of a composite value into a field-list, using the field-lists generated by application of these
encoding rules to the components of the composite value; and
c) the transformation of the field-list of the outermost value into the complete encoding of the abstract
syntax value (see 10.1).
Preamble Length Preamble Length Contents Preamble Length Contents
Gentents
NOTE - The preamble, length, and contents are all “fields” which, concatenated together, form a “field-list”. The
field-list ofla composite type other than the choice type may consist of the fields of several values concatenated.togeth¢r. Either the
preamble, length and/or contents of any value may be missing.
Figure 1 — Encoding of a composite value into a field-list
9.5.2 The encoding of a component of a data value either:
h)  consists of three parts, as shown in Figure 1, which appear if. the following order:
1) apreamble (see clauses 18, 20 and 22);
2) alength determinant (see 10.9);
3) contents; or
b) (where the contents are large) consists of an‘arbitrary number of parts, as shown in Figure 2, |of which the
first is a preamble (see clauses 18, 20 and\22) and the following parts are pairs of octet-aligned-bit-fields,
the first being a length determinant for'a fragment of the contents, and the second that fragment of the
contents; the last pair of fields is identified by the length determinant part, as specified in 10.9.
Contents
Preamble Length Contents Length Contents Length (may be
missing)
Figure 2 — Encoding of a long data value
9.5.3 Each-of\the parts mentioned in 9.5.2 generates either:
). (a null field (nothing); or
b) abit-field; or
¢) an octet-aligned-bit-field; or
d) afield-list which may contain either bit-fields, octet-aligned-bit-fields, or both.
9.6 Types to be encoded
9.6.1 The following clauses specify the encoding of the following types into a field-list: boolean, integer,

enumerated, real, bitstring, octetstring, null, sequence, sequence-of, set, set-of, choice, open, object identifier,
embedded-pdv, external, restricted character string and unrestricted character string types.

9.6.2
9.6.3

The selection type shall be encoded as an encoding of the selected type.

The ANY type, defined in CCITT Rec. X.208 (1988) | ISO/IEC 8824:1990, shall be encoded as an open type.
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9.6.4 Encoding of tagged types is not included in this Recommendation | International Standard as, except as stated
in 9.2, tagging is not visible in the type and value model used for these encoding rules. Tagged types are thus encoded
according to the encoding of the type which has been tagged.

9.6.5 The following "useful types" of clause 38 of ITU-T Rec. X.680 | ISO/IEC 8824-1 shall be encoded as if they
had been replaced by their definitions given in ITU-T Rec. X.680 | ISO/IEC 8824-1:

—  generalized time;
- universal time;

—  object descriptor.

Constraints on the useful types are not PER-visible.

10 ‘Encoding procedures
10.1 oduction of the complete encoding
10.1.1  The field-list produced as a result of applying this Recommendation | International Stardard to th¢ outermost

value shall pe used to produce the complete encoding of the abstract syntax value as follows; €ach field in the field-list
shall be taken in turn and concatenated to the end of the bit string which is to form the complete‘encoding of fhe abstract
syntax valug preceded by additional zero bits for padding as specified below.

10.1.2 Iy the UNALIGNED variant of these encoding rules, all fields shall be céncatenated without padding. If the
result of encoding the outermost value is an empty bit string, the bit string shall be'\replaced with a single ogtet with all
bits set to Q. If it is a non-empty bit string and it is not a multiple of eight bits, (Zero'to seven) zero bits shall be appended
to it to produce a multiple of eight bits.

10.1.3 In the ALIGNED variant of these encoding rules, any bit-fields in the field-list shall be concatenafed without
padding, arld any octet-aligned-bit-fields shall be concatenated after-(zero to seven) zero bits have been condatenated to
make the lgngth of the encoding produced so far a multiple of eightbits. If the result of encoding the outermpst value is
an empty bjt string, the bit string shall be replaced with a single octet with all bits set to 0. If it is a non-empty bit string
and it is no{ a multiple of eight bits, (zero to seven) zero bits shall be appended to it to produce a multiple of ejght bits.

TE — The encoding of the outermost value is the ‘empty bit string if, for example, the abstract syntax value js of the null
type or of an|integer type constrained to a single value.

10.1.4 e resulting bit string is the complete encoding of the abstract syntax value.

10.2 pen type fields

10.2.1 In order to encode an open type field, the value of the actual type occupying the field shall be encoded to a
field-list which shall then be converted to a complete encoding of an abstract syntax value as specified| in 10.1 to
produce an|octet string of length™n" (say).

10.2.2  The field-list forithevalue in which the open type is to be embedded shall then have added to it (s specified
in 10.9) an|unconstrained-\length of "n" (in units of octets) and an associated octet-aligned-bit-field containjng the bits
produced ir} 10.2.1.

NOTE ~Where the number of octets in the open type encoding is large, the fragmentation procedures of 10.9 will be used,
and the encoding of-the open type will be broken without regard to the position of the fragment boundary in the encoding of the type
occupying the'openh type field.

10.3 Encoding as a non-negative-binary-integer

NOTE - (Tutorial) This subclause gives precision to the term "non-negative-binary-integer encoding", putting the integer
into a field which is a fixed number of bits, a field which is a fixed number of octets, or a field that is the minimum number of octets
needed to hold it.

10.3.1  Subsequent clauses refer to the generation of a non-negative-binary-integer encoding of a non-negative whole
number into either a bit-field of specified length, a single octet, a double octet, or the minimum number of octets for the
value. This clause specifies the precise encoding to be applied when such references are made.

10.3.2  The leading bit of the field is defined as the most significant bit of the first octet, and the trailing bit of the field
is defined as the least significant bit of the last octet.

10.3.3  For the following definition only, the bits shall be numbered zero for the trailing bit of the field, one for the
next bit, and so on up to the leading bit of the field.
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10.3.4 In a non-negative-binary-integer encoding, the value of the whole number represented by the encoding shall be
the sum of the values specified by each bit. A bit which is set to "0" has zero value. A bit with number "n" which is set to
"1" has the value 2".

10.3.5 The encoding which sums (as defined above) to the value being encoded is an encoding of that value.

NOTE - Where the size of the encoded field is fixed (a bit-field of specified length, a single octet, or a double octet), then
there is a unique encoding which sums to the value being encoded.

10.3.6 A minimum octet non-negative-binary-integer encoding of the whole number (which does not predetermine
the number of octets to be used for the encoding) has a field which is a multiple of eight bits and also satisfies the
condition that the leading eight bits of the field shall not all be zero unless the field is precisely eight bits long.

NOTE - This is a necessary and sufficient condition to produce a unique encoding.

104 Encoding as a 2’s-complement-binary-integer

YOTE—=Tutoriat)y Thissubclause gives precisiomtotirete PITTITE dry=-TImeger T g pytting a signed
integer int¢ a field that is the minimum number of octets needed to hold it. These procedures are referenced.imjlater encoding
specificatigns.
10.4.1 Bubsequent clauses refer to the generation of a 2’s-complement-binary-integer encoding.of a whole number
(which may be negative, zero, or positive) into the minimum number of octets for the value. This subclause|specifies the
precise enfcoding to be applied when such references are made.
10.4.2 [The leading bit of the field is defined as the most significant bit of the first octet, and the trailing bjt of the field
is defined|as the least significant bit of the last octet.
10.4.3  For the following definition only, the bits shall be numbered zero for the trailing bit of the field, one for the

next bit, apd so on up to the leading bit of the field.

10.4.4 [n a 2’s-complement-binary-integer encoding, the value of the whole number represented by the encoding shall
be the sum of the values specified by each bit. A bit which is set ta_"0" has zero value. A bit with number|"n" which is
set to "1" has the value 2" unless it is the leading bit, in which case.t has the (negative) value -2".
10.4.5 |Any encoding which sums (as defined above) to the value being encoded is an encoding of that value.
10.4.6 |A minimum octet 2’s-complement-binary-intéger encoding of the whole number has a field-width that is a
multiple gf eight bits and also satisfies the condition that the leading nine bits of the field shall not all be zgro and shall
not all beones.

INOTE - This is a necessary and sufficient,condition to produce a unique encoding.
10.5 [Encoding of a constrained whole number

INOTE - (Tutorial) This subclause is referenced by other clauses, and itself references earlier clauses for the
a non-neghtive-binary-integer or a_2’s-complement-binary-integer encoding. For the UNALIGNED variant the va
encoded i} the minimum numbgr of bits necessary to represent the range (defined in 10.5.3). The rest of this note
ALIGNEL variant. Where the(range is less than or equal to 255, the value encodes into a bit-field of the minimum size

production of
lue is always
addresses the

for the range.
Where the

encodes in|
an octet-al|

encode a |
independe

10.5.1

range is exactly 256, the value encodes into a single octet octet-aligned-bit-field. Where the range is 257 to
0 a two octet-octet-aligned-bit-field. Where the range is greater than 64K, the range is ignored and the valul

ength field \(usually a single octet) to indicate the length of the encoding. For the other cases, the length of t
nt of the value being encoded, and is not explicitly encoded.

This subclause specifies a mapping from a constrained whole number into either a bit-field or an ¢

b4K, the value
e encodes into

gned-bit-field, which is the minimum number of octets for the value. In this latter case, later procedures {see 10.9) also

he encoding is

ctet-aligned-

bit-field, and is invoked by later clauses in this Recommendation | International Standard.

10.5.2 The procedures of this subclause are invoked only if a constrained whole number to be encoded is available,
and the values of the lower bound, "1b", and the upper bound, "ub", have been determined from the type notation (after
the application of PER-visible constraints).

NOTE - A lower bound cannot be determined if MIN evaluates to an infinite number, nor can an upper bound be
determined if MAX evaluates to an infinite number. For example, no upper or lower bound can be determined for
INTEGER(MIN..MAX).

"o

10.5.3 Let "range" be defined as the integer value ("ub" - n".

"Ib" + 1), and let the value to be encoded be

10.5.4 If "range" has the value 1, then the result of the encoding shall be an empty bit-field (no bits).

10.5.5 There are five other cases (leading to different encodings) to consider, where one applies to the UNALIGNED
variant and four to the ALIGNED variant.
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10.5.6 In the case of the UNALIGNED variant the value ("n" - "Ib") shall be encoded as a non-
negative-binary-integer in a bit-field as specified in 10.3 with the minimum number of bits necessary to represent the
range.

NOTE - If "range" satisfies the inequality 2™ < "range" <= 2m* !, then the number of bits = m + 1.
10.5.7 In the case of the ALIGNED variant the encoding depends on whether:
a) "range" is less than or equal to 255 (the bit-field case);
b) "range" is exactly 256 (the one-octet case);
¢) 'range" is greater than 256 and less than or equal to 64K (the two-octet case);
d) "range" is greater than 64K (the indefinite length case).
10.5.7.1 (The bit-field case.) If "range" is less than or equal to 255, then invocation of this clause requires the

generation of a bit-field with a number of bits as specified in the table below, and containing the value ("n" - "Ib") as a
non-negative-binary-integer encoding in a bit-field as specified in 10.3.

"Range" Bit-field size (in bits)
2 1

3,4
5,6,7,8
9to0 16

17 to 32
33 to 64
65 to 128
129 to 255

0 N N L A W N

10.5.7.2 (The one-octet case.) If the range has a value of 256, then¢he'value ("n" — "Ib") shall be encoded in h one-octet
octet-aligned-bit-field as a non-negative-binary-integer as specified\in 10.3.

10.5.7.3 (The two-octet case.) If the "range" has a value greater than or equal to 257 and less than or equal tq 64K, then
the value ("h" — "Ib") shall be encoded in a two-octet octet-aligned-bit-field as a non-negative-binary-integer gncoding as
specified in(10.3

10.5.7.4 (The indefinite length case.) Otherwise;-the value ("n" — "Ib") shall be encoded as a non-negatjve-binary-
integer in ap octet-aligned-bit-field with the mihimum number of octets as specified in 10.3, and the numbgr of octets
"len" used ih the encoding is used by other ¢clauses that reference this subclause to specify an encoding of the length.

10.6 Encoding of a normally small non-negative whole number

NPTE - (Tutorial) This-procedure is used when encoding a non-negative whole number that is expected to e small, but
whose size i§ potentially unlimited ‘due to the presence of an extension marker. An example is a choice index.

10.6.1 Iflthe non-negative whole number, "n", is less than or equal to 63 then a single-bit bit-field shall b¢ appended
to the field-list with thé.bit set to 0, and "n" shall be encoded as a non-negative-binary-integer into a 6-bit bit-fiield.

10.6.2 If"n" is'greater than or equal to 64, a single-bit bit-field with the bit set to 1 shall be appended to the field-list.
The value [n'/shall then be encoded as a semi-constrained whole number with "1b" equal to 0 and the prqcedures of
10.9 shall be invoked to add it to the field-list preceded by a length determinant.

10.7 Encoding of a semi-constrained whole number

NOTE - (Tutorial) This procedure is used when a lower bound can be identified but not an upper bound. The encoding
procedure places the offset from the lower bound into the minimum number of octets as a non-negative-binary-integer, and requires
an explicit length encoding (typically a single octet) as specified in later procedures.

10.7.1  This subclause specifies a mapping from a semi-constrained whole number into an octet-aligned-bit-field, and
is invoked by later clauses in this Recommendation | International Standard.

10.7.2  The procedures of this clause are invoked only if a semi-constrained whole number ("n" say) to be encoded is
available, and the value of "lb" has been determined from the type notation (after the application of PER-visible
constraints).

NOTE - A lower bound cannot be determined if MIN evaluates to an infinite number. For example, no lower bound can be
determined for INTEGER(MIN..MAX).
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10.7.3
10.7.4

ISO/IEC 8825-

The procedures of this subclause always produce the indefinite length case.

(The indefinite length case.) The value ("n" —

"Ib") shall be encoded as a non-negative-binary-

2: 1996 (E)

integer in an

octet-aligned-bit-field with the minimum number of octets as specified in 10.3, and the number of octets "len" used in

the encod

10.8

ing is used by other clauses that reference this clause to specify an encoding of the length.

Encoding of an unconstrained whole number
NOTE - (Tutorial) This case only arises in the encoding of the value of an integer type with no low

er bound. The

procedure encodes the value as a 2’s-complement-binary-integer into the minimum number of octets required to accommodate the
encoding, and requires an explicit length encoding (typically a single octet) as specified in later procedures.

10.8.1
field, and

10.8.2

10.8.3
aligned-b
encoding

10.9

which the
multiplier

of or set-of

This subclause specifies a mapping from an unconstrained whole number ("n" say) into an octe
is invoked by later clauses in this Recommendation | International Standard.

The procedures of this subclause always produce the indefinite length case.

t-aligned-bit-

The indefinite length case.) The value "n" shall be encoded as a 2’s-complement-binary-intége
t-field with the minimum number of octets as specified in 10.4, and the number of octets)."len
is used by other clauses that reference this subclause to specify an encoding of the length.

General rules for encoding a length determinant
INOTES
1

Character string (with the length count in characters), or a list of fields (with'the'length count in components
D.
2

(Tutorial) The procedures of this subclause are invoked when an explicit length/field is needed for so
encoding regardless of whether the length count is bounded above (by PER-visible constraints) or not. The part of t}
ength applies may be a bit string (with the length count in bits), an octet string\(with the length count in oct

(Tutorial) In the case of the ALIGNED variant if the length count is bounded above by an upper bou

rin an octet-
' used in the

me part of the
e encoding to
ets), a known-
pf a sequence-

nd that is less

than 64K, [then the constrained whole number encoding is used for the length’ For sufficiently small ranges the resulf is a bit-field,
otherwise fhe unconstrained length ("n" say) is encoded into an octet-aligned-bit-field in one of three ways (in ordef of increasing
size):

a)  ("n" less than 128) a single octet containing "n" with.bit 8 set to zero;

b) ("n" less than 16K) two octets containing "n" witlrbit 8 of the first octet set to 1 and bit 7 set to zero;

c) (large "n") a single octet containing a count "m" with bit 8 set to 1 and bit 7 set to 1. The count "m" is ope to four, and
the length indicates that a fragment of thetmaterial follows (a multiple "m" of 16K items). For all valpes of "m" the
fragment is then followed by another lerigth encoding for the remainder of the material.

3 (Tutorial) In the UNALIGNED variant, if the length count is bounded above by an upper bound that isless than 64K,
then the c¢nstrained whole number encoding is used to encode the length in the minimum number of bits necessary tp represent the
range. Othprwise, the unconstrained length ("n'\say) is encoded into a bit-field in the manner described above in Note 2
10.9.1 (This subclause is not invoked'if, in accordance with the specification of later clauses, the value [of the length
determingnt, "n", is fixed by the type. definition (constrained by PER-visible constraints) to a value less than{64K.

10.9.2 |This subclause is_invoked for addition to the field-list of a field, or list of fields, preceded| by a length
determingnt "n" which deterniines either:

a) the lengthiin octets of an associated field (units are octets); or

b) the length in bits of an associated field (units are bits); or

¢) , (the number of component encodings in an associated list of fields (units are components ¢f a set-of or
sequence-of); or

d) the number of characters in the value of an associated known-multiplier character string type (units are
characters).

10.9.3 (ALIGNED variant) The procedures for the ALIGNED variant are specified in 10.9.3.1-10.9.3.8.4. (The

procedures for the UNALIGNED variant are specified in 10.9.4.)

10.9.3.1 As a result of the analysis of the type definition (specified in later clauses) the length determinant (a whole

number "

n") will have been determined to be either:

a) anormally small length with a lower bound "Ib" equal to one; or

b) a constrained whole number with a lower bound "Ib" (greater than or equal to zero), and an
"ub" less than 64K; or

c) asemi-constrained whole number with a lower bound "1b" (greater than or equal to zero), or

upper bound

a constrained

whole number with a lower bound "lb" (greater than or equal to zero) and an upper bound "ub" greater

than or equal to 64K.
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10.9.3.2 The subclauses invoking the procedures of this subclause will have determined a value for "Ib", the lower
bound of the length (this is zero if the length is unconstrained), and for "ub", the upper bound of the length. "ub" is unset
if there is no upper bound determinable from PER-visible constraints.

10.9.3.3 Where the length determinant is a constrained whole number with "ub" less than 64K, then the field-list shall
have appended to it the encoding of the constrained whole number for the length determinant as specified in 10.5. If "n"
is non-zero, this shall be followed by the associated field or list of fields, completing these procedures. If "n" is zero
there shall be no further addition to the field-list, completing these procedures.

NOTES
1 For example:
A ::=Foo (SIZE (3..6)) -- Length is encoded in 2-bit bit-field
B ::= Foo (SIZE (40000..40254)) -- Length is encoded in 8-bit bit-field
C ::=Foo (SIZE (0..32000)) -- Length is encoded in 2-octet octet-aligned bit-field
D ::=Foo (SIZE (64000)) -- Length is not encoded

2 | The effect of making no addition in the case of "n" equals zero is that padding to an octet boundary doep not occur
when these prpcedures are invoked to add an octet-aligned-bit-field of zero length, unless required by 10.5.

10.9.3.4 Where the length determinant is a normally small length and "n" is less than or equal to.64, a single-bit bit-
field shall bg appended to the field-list with the bit set to 0, and the value "n-1" shall be encoded/as a nonfnegative-
binary-integer into a 6-bit bit-field. This shall be followed by the associated field, completing these procedures. If "n" is
greater than [64, a single-bit bit-field shall be appended to the field-list with the bit set to 1, followed by the e;[coding of
"n" as an [unconstrained length determinant followed by the associated field, raccording to the procedures
of 10.9.3.5-10.9.3.8 4.

NOTE - Normally small lengths are only used to indicate the length of the bitmap that prefixes the extensipn addition
values of a sef or sequence type.

10.9.3.5 Otherwise (unconstrained, or large "ub"), "n" is encoded and appended to the field-list followpd by the
associated fiplds as specified below.

NQTE - The lower bound, "Ib", does not affect the length encodings.specified in 10.9.3.6-10.9.3.8.4.

10.9.3.6 If ['n" is less than or equal to 127, then "n" shall beieéncoded as a non-negative-binary-integer [using the
procedures ¢f 10.3) into bits 7 (most significant) to 1 (least significant) of a single octet and bit 8 shall be spt to zero.
This shall bp appended to the field-list as an octet-aligned-bit-field followed by the associated field or list| of fields,
completing these procedures.

NQTE - For example, if in the following a value©f "A" is 4 characters long, and that of "B" is 4 items long,

A 1:= IA5String

B j:= Foo (SIZE (4..123456))

both values afe encoded with the length octet occupying one octet, and with the first bit set to 0 to indicate that the lengthl[is less than
or equal to 127:

P
0 0000100 4 characters/items
I
length value
10.9.3.7 If ™" is greater than 127 and less than 10K, then n shall be encoded as a non-negative-binary-imeger (using

the procedures of 10.3) into bit 6 of octet one (most significant) to bit 1 of octet two (least significant) of a two-octet
octet-aligned-bit-field with bit 8 of the first octet set to 1 and bit 7 of the first octet set to zero. This shall be appended to
the field-list followed by the associated field or list of fields, completing these procedures.

NOTE - If in the example of 10.9.3.6 a value of "A" is 130 characters long, and a value of "B" is 130 items long, both

values are encoded with the length component occupying 2-octets, and with the first two bits set to 10 to indicate that the length is
greater than 127 but less than 16K.

10 000000 10000010 130 characters/items

I

length value
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10.9.3.8 If "n" is greater than or equal to 16K, then there shall be appended to the field-list a single octet in an octet-
aligned-bit-field with bit 8 set to 1 and bit 7 set to 1, and bits 6 to 1 encoding the value 1, 2, 3 or 4 as a non-negative-
binary-integer (using the procedures of 10.8). This single octet shall be followed by part of the associated field or list of
fields, as specified below.

NOTE - The value of bits 6 to 1 is restricted to 1-4 (instead of the theoretical limits of 0-63) so as to limit the number of
items that an implementation has to have knowledge of to a more manageable number (64K instead of 1024K).

10.9.3.8.1 The value of bits 6 to 1 (1 to 4) shall be multiplied by 16K giving a count ("m" say). The choice of the
integer in bits 6 to 1 shall be the maximum allowed value such that the associated field or list of fields contains more
than or exactly "m" octets, bits, components or characters, as appropriate.

NOTES
1 The unfragmented form handles lengths up to 16K. The fragmentation therefore provides for lengths up to 64K with a
granularity of 16K.

2 If in the example of 10.9.3.6 a value of "B" is 144K + 1 (i.e. 64K + 64K + 16K + 1) items long, the value is
fragmented, with the first two bits of the first three fragments set to 11 to indicate that one to four blocks each of 16K items follow,

and that afpother length component will follow the last block of each fragment:

| [ ! |
11 000j100 64K items 11 000100 64K items 11 000001 16K items 0,~0000001 1 item

I I I ]

lengtl value length value length value length value

10.9.3.8.2 That part of the contents specified by "m" shall then be appendéd to the field-list as either:

a) a single octet-aligned-bit-field of "m" octets containing the first "m" octets of the associgted field, for
units which are octets; or

b) a single octet-aligned-bit-field of "m" bits containing the first "m" bits of the associated fleld, for units
which are bits; or

c) the list of fields encoding the first "m".components in the associated list of fields, for unjits which are
components of a set-of or sequence-of types; or

d) asingle octet-aligned-bit-field of "m”)characters containing the first "m" characters of the asgociated field,
for units which are characters.

10.9.3.8.3 The procedures of 10.9 shall then be reapplied to add the remaining part of the associated fiield or list of
fields to the field-list with a length which/is a semi-constrained whole number equal to ("n" — "m") with a| lower bound
of zero.

NOTE - If the last fragrient that contains part of the encoded value has a length that is an exact multiplle of 16K it is
followed Yy a final fragment that-consists only of a single octet length component set to 0.

10.9.3.8.4 The addition-ef only a part of the associated field(s) to the field-list with reapplication of thepe procedures
is called the fragmentation procedure.

10.9.4 |(UNALIGNED variant) The procedures for the UNALIGNED variant are specified in 10.9.4)1 to 10.9.4.2
(The prog¢edures for the ALIGNED variant are specified in 10.9.3):

10.9.4.1 |If\the length determinant "n" to be encoded is a constrained whole number with "range" ("ub"-"Ib{+1) less than
64K, then "n" shall be encoded as a non-negative-binary-integer (as specified in 10.3) using the minimum number of bits
necessary to encode the "range". If "n" is non-zero this shall be followed by an associated field or list of fields,

completing these procedures. If "n" is zero there shall be no further addition to the field-list, completing these
procedures.

NOTE - If "range” satisfies the inequality 2™ < "range" <= 2™* 1, then the number of bits in the length determinant
ism+1.

10.9.4.2 If the length determinant "n" to be encoded is a constrained whole number greater than or equal to 64K, or is a
semi-constrained whole number, then "n" shall be encoded as specified in 10.9.3.4-10.9.3.8 4.

11 Encoding the boolean type

11.1 A value of the boolean type shall be encoded as a bit-field consisting of a single bit.
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11.2 The bit shall be set to 1 for TRUE and O for FALSE.

11.3 The bit-field shall be appended to the field-list with no length determinant.

12 Encoding the integer type
NOTES

1 (Tutorial ALIGNED variant) Ranges which allow the encoding of all values into one octet or less go into a minimum-
sized bit-field with no length count. Ranges which allow encoding of all values into two octets go into two octets in an octet-aligned-
bit-field with no length count. Otherwise, the value is encoded into the minimum number of octets (using non-negative-binary-integer
or 2’s-complement-binary-integer encoding as appropriate) and a length determinant is added. In this case, if the integer value can be
encoded in less than 127 octets. (as an offset from any lower bound that might be determined), and there is no finite upper and lower
bound, there is a one-octet length determinant, else the length is encoded in the fewest number of bits needed. Other cases are not of
any practical interest, but are specified for completeness.

2 (Tutorial UNALIGNED variant) Constrained integers are encoded in the fewest number of bits necessary to represent
the range regafdless of its size. Unconstrained integers are encoded as 1n INote 1.

12.1 If 4n extension marker is present in the constraint specification of the integer type, then a single bjt shall be
added to the|field-list in a bit-field of length one. The bit shall be set to 1 if the value to be encoded is'not within the
range of the] extension root, and zero otherwise. In the former case, the value shall be added to/the field{list as an
unconstrained integer value, as specified in 12.2.4-12.2.6, completing this procedure. In the latter'case, the valye shall be
encoded as if the extension marker is not present.

12.2 If hn extension marker is not present in the constraint specification of the.intéger type, then the following
applies:

12.2.1 If PER-visible constraints restrict the integer value to a single value themthere shall be no addition tq the field-
list, completjng these procedures.

12.2.2 If [PER-visible constraints restrict the integer value to be-a{constrained whole number, then if shall be
converted tol a field according to the procedures of 10.5 (encoding of)a.constrained whole number), and the procedures
of 12.2.5-12{2.6 shall then be applied.

12.2.3  If PER-visible constraints restrict the integer valug to'be a semi-constrained whole number, then jit shall be
converted t¢ a field according to the procedures of 10,7 (eéncoding of a semi-constrained whole number), and the
procedures df 12.2.6 shall then be applied. ’

12.2.4 If PER-visible constraints do not restrict\the integer to be either a constrained or a semi-constrained whole
number, theh it shall be converted to a field acdording to the procedures of 10.8 (encoding of an unconstraiped whole
number), anfl the procedures of 12.2.6 shall then be applied.

12.2.5  If the procedures invoked to encode the integer value into a field did not produce the indefinite length case (see
10.5.7.4, an]I"10.8.2) then that field shall be appended to the field-list completing these procedures.

12.2.6  Otherwise, (the indefinite length case) the procedures of 10.9 shall be invoked to append the field t¢ the field-
list preceded by one of the following:

a)| A constrdined length determinant "len" (as determined by 10.5.7.4) if PER-visible constraints festrict the
type with finite upper and lower bounds and, if the type is extensible, the value lies within the rgnge of the
exténsion root. The lower bound "Ib" used in the length determinant shall be 1, and the upper hound "ub”
shall be the count of the number of octets required to hold the range of the integer value.

"

Re SOaHRE—O Re aie ava >0 S0 — & ALQLLIG 0 be encoded
as 00xxxxxx00000000, where each 'x' represents a zero pad bit that may or may not be present depending on where within
the octet the length occurs (e.g. the encoding is 00 xxxxxx 00000000 if the length starts on an octet boundary, and
00 00000000 if it starts in the 2nd from the last bit of an octet).

b) An unconstrained length determinant equal to "len" (as determined by 10.7 and 10.8) if PER-visible
constraints do not restrict the type with finite upper and lower bounds, or if the type is extensible and the
value does not lie within the range of the extension root.

13 Encoding the enumerated type

NOTE - (Tutorial) An enumerated type without an extension marker is encoded as if it were a constrained integer whose
subtype constraint does not contain an extension marker. This means that an enumerated type will almost always in practice be
encoded as a bit-field in the smallest number of bits needed to express every enumeration. In the presence of an extension marker, it is
encoded as a normally small non-negative whole number if the value is not in the extension root.

16 ITU-T Rec. X.691 (1995 E)


https://iecnorm.com/api/?name=73f337d81d680db2643c92c2ceb2546c

ISO/IEC 8825-2 : 1996 (E)

13.1 The enumerations in the enumeration root shall be sorted into ascending order by their enumeration value, and
shall then be assigned an enumeration index starting with zero for the first enumeration, one for the second, and so on up
to the last enumeration in the sorted list. The extension additions (which are always defined in ascending order) shall be
assigned an enumeration index starting with zero for the first enumeration, one for the second, and so on up to the last
enumeration in the extension additions.

NOTE - ITU-T Rec. X.680/Amd. 1 i ISO/IEC 8824-1/Amd. 1 requires that each successive extension addition shall have a
greater enumeration value than the last.

13.2 If f the enumerated type, then the enumeration index shall be

11 1
encoded. Its encodmg shall be as though it were a value of a constrained integer type for which there is no extension
marker present, where the lower bound is 0 and the upper bound is the largest enumeration index associated with the
type, completing this procedure.

13.3 If the extension marker is present, then a single bit shall be added to the field-list in a bit-field of length one.

The bit shall be set to 1 if the value to be encoded is not within the extension rooct, and zero otherwise. In the former

case, the enumeration additions shall be sorted according to and the value shall be added to the field-list;a$ a normally
small non-negative whole number whose value is the enumeration index of the additional enumerationand with "1b" set
to 0, complieting this procedure. In the latter case, the value shall be encoded as if the extension marker-is ndt present, as
specified ip 13.2.

NOTE -~ There are no PER-visible constraints that can be applied to an enumerated ty

rules.

ncoding the real type
OTE - (Tutorial) A real uses the contents octets of CER/DER preceded by-a length determinant that will ir| practice be a

the base of the abstract value is 10, then the base of the. eficoded value shall be 10, and if the| base of the

he encoding of REAL specified for the Canonical\Encoding Rules and Distinguished Encoding Rules in
. X.690 | ISO/IEC 8825-1 shall be applied to give,an octet-aligned-bit-field which is the contents pctets of the
CER/DER|encoding. The contents octets of this encodifng consists of "n" (say) octets and is placed in an qctet-aligned
field of "nf" octets. The procedures of 10.9 shall be irvoked to append this octet-aligned-bit-field of "n" ¢ctets to the
field-list, greceded by an unconstrained length deterfinant equal to

n "

15 ncoding the bitstring type

OTE - (Tutorial) Bitstrings with’a constrained length less than or equal to two octets do not cause octet aligmment. Larger
bitstrings afe octet-aligned. If the length.is fixed by constraints and the upper bound is less than 64K, there is no explicit length
encoding, otherwise a length encoding is included which can take any of the forms specified earlier for length encodings, including
fragmentatipn for large bit strings.

15.1 ER-visible censtraints can only constrain the length of the bitstring.

15.2 here thére)are no PER-visible constraints and 19.7 of ITU-T Rec. X.680 | ISO/IEC 8824-1 appligs, the value
shall be encoded With no trailing 0 bits (note that this means that a value with no 1 bits is always encoded as an empty bit
string).

15.3 Where there 1s a PER-visible constraint and 19.7 of ITU-T Rec. X.680 | ISO/IEC 8824-1 applies (i.e. the
bitstring type is defined with a "NamedBitList", the value shall be encoded with trailing O bits added or removed as
necessary to ensure that the size of the transmitted value is the smallest size capable of carrying this value and satisfies
the effective size constraint.

154 Let the maximum number of bits in the bitstring (as determined by PER-visible constraints on the length) be
"ub" and the minimum number of bits be "Ib". If there is no finite maximum we say that "ub" is unset. If there is no
constraint on the minimum then "Ib" has the value zero. Let the length of the actual bit string value to be encoded be
H " blts

15.5 If an extension marker is present in the size constraint specification of the bitstring type, a single bit shall be
added to the field-list in a bit-field of length one. The bit shall be set to 1 if the length of this encoding is not within the
range of the extension root, and zero otherwise. In the former case, 15.10 shall be invoked to add the length as a semi-
constrained whole number to the field-list, followed by the bitstring value. In the latter case the length and value shall be
encoded as if the extension marker is not present.
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15.6 If an extension marker is not present in the constraint specification of the bitstring type, then 15.7-15.10 apply.

15.7 If the bitstring is constrained to be of zero length ("ub" equals zero), then it shall not be encoded (no additions
to the field-list), completing the procedures of this clause.

15.8 If all values of the bitstring are constrained to be of the same length ("ub" equals "1b") and that length is less
than or equal to sixteen bits, then the bitstring shall be placed in a bit-field of the constrained length "ub" which shall be
appended to the field-list with no length determinant, completing the procedures of this clause.

15.9 If all values of the bitstring are constrained to be of the same length ("ub" equals "1b") and that length is greater
than sixteen bits but less than 64K bits, then the bitstring shall be placed in an octet-aligned-bit-field of length "ub"
(which is not necessarily a multiple of eight bits) and shall be appended to the field-list with no length determinant,
completing the procedures of this clause.

15.10 - If 15.7-15.9 do not apply. the bitstring shall be placed in an octet-aligned-bit-field of length "n" bits and the
procedures gf 10.9 shall be invoked to add this octet-aligned-bit-field of "n" bits to the field-list, preceded-bly a length
determinant pqual to "n" bits as a constrained whole number if "ub" is set and is less than 64K or as a semi-cpnstrained
whole numbgr if "ub" is unset. "Ib" is as determined above.

NQTE - Fragmentation applies for unconstrained or large "ub" after 16K, 32K, 48K or 64K bits.

16 Encoding the octetstring type

NQTE - Octet strings of fixed length less than or equal to two octets are not octét-aligned. All other octet strings are octet-
aligned. Fixed length octet strings encode with no length octets if they are shorter than 64K; For unconstrained octet string$ the length
is explicitly epcoded (with fragmentation if necessary).

16.1 PHR-visible constraints can only constrain the length of the oetetstring.

16.2 Lef the maximum number of octets in the octetstring (as.determined by PER-visible constraints on the length)
be "ub" and the minimum number of octets be "1b". If there is n@ finite maximum we say that "ub" is unset. If there is no
constraint o the minimum then "Ib" has the value zero. Let the length of the actual octetstring value to be eficoded be

n" octets.

16.3 If there is a PER-visible size constraint and-an extension marker is present in it, a single bit shall b¢ added to
the field-list|in a bit-field of length one. The bit shall be set to 1 if the length of this encoding is not within thg range of
the extensiof root, and zero otherwise. In the former case 16.8 shall be invoked to add the length as a semi-cpnstrained
whole number to the field-list, followed by. the octetstring value. In the latter case the length and value shall bg encoded
as if the extension marker is not present!

16.4 If pn extension marker.js-not present in the constraint specification of the octetstring type, then[16.5-16.8
apply.
16.5 If the octetstringtis constrained to be of zero length ("ub" equals zero), then it shall not be engoded (no

additions to the field-list); completing the procedures of this clause.

16.6 If 311 yalues of the octetstring are constrained to be of the same length ("ub" equals "Ib") and that lenjgth is less
than or equal t0\two octets, the octetstring shall be placed in a bit-field with a number of bits equal to the cpnstrained
length "ub" multiplied by eight which shall be appended to the field-list with no length determinant, completing the
procedures of this clause.

16.7 If all values of the octetstring are constrained to be of the same length ("ub" equals "Ib") and that length is
greater than two octets but less than 64K, then the octetstring shall be placed in an octet-aligned-bit-field with the
constrained length "ub" octets which shall be appended to the field-list with no length determinant, completing the
procedures of this clause.

16.8 If 16.5-16.7 do not apply, the octetstring shall be placed in an octet-aligned-bit-field of length "n" octets and
the procedures of 10.9 shall be invoked to add this octet-aligned-bit-field of "n" octets to the field-list, preceded by a
length determinant equal to "n" octets as a constrained whole number if "ub" is set, and as a semi-constrained whole

number if "ub" is unset. "1b" is as determined above.

NOTE - The fragmentation procedures may apply after 16K, 32K, 48K, or 64K octets.

18 ITU-T Rec. X.691 (1995 E)
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17 Encoding the null type

NOTE - (Tutorial) The null type is essentially a place holder, with practical meaning only in the case of a choice or an
optional set or sequence component. Identification of the null in a choice, or its presence as an optional element, is performed in these
encoding rules without the need to have octets representing the null. Null values therefore never contribute to the octets of an
encoding.

There shall be no addition to the field-list for a null value.

18 Encoding the sequence type

NOTE - (Tutorial) A sequence type begins with a preamble which is a bit-map. If the sequence type has no extension
marker, then the bit-map merely records the presence or absence of default and optional components in the type, encoded as a fixed
length bit-field. If the sequence type does have an extension marker, then the bit-map is preceded by a single bit that says whether
values of extension additions are actually present in the encoding. The preamble is encoded without any length determinant provided
it is less than 64K bits long, otherwise a length determinant is encoded to obtain fragmentation. The preamble is followed by the fields
that encod ; i : i ftiorTs; i i ne is encoded
there is the¢ encoding (as a semi-constrained whole number) of a count of the number of extension additions in the type [being encoded,
followed by a bit-map equal in length to this count which records the presence or absence of values of each extension addition. This is
followed by the encodings of the extension additions as if each one was the value of an open type field.

18.1

of length
bit is cal
added.

18.2 If the sequence type has "n" components in the extension root that are marked OPTIONAL or DEFAULT, then
a single bit-field with "n" bits shall be produced for addition to the field-list. The.bits of the bit-field shall, thken in order,
encode the presence or absence of an encoding of each optional or default component in the sequence typg. A bit value

If the sequence type has an extension marker, then a single bit shall first be added to.th€ field-lisf in a bit-field
one. The bit shall be one if values of extension additions are present in this encoding, and zero otherwise. (This
ed the "extension bit" in the following text.) If there is no extension marker;)there shall be no|extension bit

of 1 shal

encoding

default ¢

18.3

encode the presence of the encoding of the component, and a“bit value of O shall encode the

bmponent, and the trailing bit shall encode the presence or absence of the last optional or default ¢

If "n" is less than 64K, the bit-field shall be appended to the field-list. If "n" is greater than or

of the component. The leading bit in the preamble shall encode the presence or absence of the fif

sence of the
st optional or
mponent.

equal to 64K,

then the
determin|

procedures of 10.9 shall be invoked to add this bit-field of "n" bits to the field-list, preceded by a length
hnt equal to "n" bits as a constrained whole number with "ub" and "1b" both set to "n".

NOTE - In this case, "ub" and "1b" will be ignored by the length procedures. These procedures are invoked here in order to

provide fragmentation of a large preamble. The situation’is expected to arise only rarely.

184 The preamble shall be followed by the field-lists of each of the components of the sequence vatue which are
present, faken in turn.

18.5

encoded
value to
explicitly

For CANONICAL-PER encodings of components marked DEFAULT shall always be absent if t
is the default value. For BASIC-PER encodings of components marked DEFAULT shall always b
be encoded is the default value of a simple type (see 3.8.25), otherwise it shall be encoded if ar
present in the abstract sequence value.

he value to be
e absent if the
d only if it is

18.6
one, thern

This completes.the encoding if the extension bit is absent or is zero. If the extension bit is present and set to
the following procedures apply.

18.7
produceq
encoding

Let the'number of extension additions in the type being encoded be "n", then a bit-field with "n
for addition to the field-list. The bits of the bit-field shall, taken in order, encode the presence or

' bits shall be
absence of an

of each extension addition in the type being encoded. A bit value of 1 shall encode the pr

esence of the

encoding Of the extension addition, and a bit value ol U shall encode the absence of the encoding ol the extension
addition. The leading bit in the bit-field shall encode the presence or absence of the first extension addition, and the
trailing bit shall encode the presence or absence of the last extension addition.

18.8 The procedures of 10.9 shall be invoked to add this bit-field of "n" bits to the field-list, preceded by a length
determinant equal to "n" as a normally small length.

NOTE - "n" cannot be zero, as this procedure is only invoked if there is at least one extension addition being encoded.
18.9 This shall be followed by field-lists containing the encodings of each extension addition that is present, taken

in turn, with each extension addition encoded as if it were the value of an open type field as specified in 10.2.1.

19
19.1

Encoding the sequence-of type

PER-visible constraints can constrain the number of components of the sequence-of type.

ITU-T Rec. X.691 (1995 E)
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19.2 Let the maximum number of components in the sequence-of (as determined by PER-visible constraints) be
"ub" components and the minimum number of components be "1b". If there is no finite maximum or "ub" is greater than
or equal to 64K we say that "ub" is unset. If there is no constraint on the minimum then "lb" has the value zero. Let the
number of components in the actual sequence-of value to be encoded be "n" components.

19.3 The encoding of each component of the sequence-of will generate a number of fields to be appended to the
field-list for the sequence-of type.

194 If there is a PER-visible constraint and an extension marker is present in it, a single bit shall be added to the
field-list in a bit-field of length one. The bit shall be set to 1 if the number of components in this encoding is not within
the range of the extension root, and zero otherwise. In the former case clause 19.7 shall be invoked to add the length as a
semi-constrained whole number to the field-list, followed by the component values. In the latter case the length and
value shall be encoded as if the extension marker is not present.

19.5 If the number of components is fixed ("ub".equals "1b") and "ub" is less than 64K, then there shall be no length
determinant equence-o nd the fie of oach a 4 e
sequence-of

omponent-shall be appended—inturntothe field-list of the

19.6 Otherwise, the procedures of 10.9 shall be invoked to add the list of fields generated by the 'n"-Components to
the field-list] preceded by a length determinant equal to "n" components as a constrained whole number if "pb" is set,
and as a semji-constrained whole number if "ub" is unset. "Ib" is as determined above.
NQTES
1 The fragmentation procedures may apply after 16K, 32K, 48K, or 64K components:

2 | The break-points for fragmentation are between fields. The number of bits priof.to.a break-point are not ngcessarily a
multiple of eight.

20 Encoding the set type

The set type{shall have the elements in its "RootComponentTypeList")sorted into the canonical order specifieql in 6.4 of
ITU-T Rec. K.680 | ISO/IEC 8824-1 and additionally for the purposes of determining the order in which components are
encoded when one or more component is an untagged choice type,each untagged choice type is ordered as thqugh it has
a tag equal tp that of the smallest tag in the "RootAlternativeTypeList" of that choice type or any untagged choice types
nested within. The set elements that occur in the "AdditionalComponentTypeList" shall be sorted into the|canonical
order specified in 6.4 of ITU-T Rec. X.680 | ISOAEC 8824-1 independent of how the NamedTypes in the
RootCompohentTypeList were sorted. The set value;shdll then be encoded as if it had been declared a sequencg type.

EXAMPLE - In the following which.dssumes a tagging environment of IMPLICIT TAGS

A ::=SET
{
a [3] INTEGER;
b [1] CHOICE
{
C [2VINTEGER,
d“\ [4] INTEGER
}
e CHOICE
{
f CHOICE
t
g [S]INTEGER,
h [6] INTEGER
b
i CHOICE
{
j [0] INTEGER
}
}

}

the order in which the components of the set are encoded will always be e, b, a, since the tag [0] sorts lowest,
then [1], then [3].

NOTE - ITU-T Rec. X.680/Amd. 1 | ISO/IEC 8824-1/Amd. 1 requires that each successive extension addition shall have a
greater tag value than the last added to the "Additional ComponentTypeList".
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21 Encoding the set-of type

21.1 For CANONICAL-PER the encoding of the component values of the set-of type shall appear in ascending
order, the component encodings being compared as bit strings padded with as many as seven 0 bits to an octet boundary.

NOTE - Any pad bits added to achieve octet alignment for the sort do not appear in the actual encoding.

21.2 For BASIC-PER the set-of shall be encoded as if it had been declared a sequence-of type.

22 Encoding the choice type

NOTE - (Tutorial) A choice type is encoded by encoding an index specifying the chosen alternative. This is encoded as for
a constrained integer (unless the extension marker is present in the choice type, in which case it is a normally small non-negative
whole number) and would therefore typically occupy a fixed length bit-field of the minimum number of bits needed to encode the

LN 2 W P JUSRUPN JU. PRSI IR RS, SO Dy Ta Lia axliltwnaile: lawasa N\ Thic 1o fFAallawwad ke tha anandin £ th altann
maex. (Alt i This is followed by the encoding of the chosen alternative, with alternatives

that are ex{ension additions encoded as if they were the value of an open type field. Where the choice has only one alter|

hative, there is

no encodirlg for the index.
22.1 ncoding of choice types are not affected by PER-visible constraints.
22.2 ach component of a choice has an index associated with it which has the value zéfo-for the first plternative in

the root df the choice (taking the alternatives in the canonical order specified in ITU-T-Rec. X.680 | ISOJ/IEC 8824-1,
clause 6.4), one for the second, and so on up to the last component in the extension root of the choice. An ipdex value is
similarly pssigned to each extension addition, starting with O just as with the components of the extension|root. Let "n"
be the value of the largest index in the root.

NOTE — ITU-T Rec. X.680/Amd. 1 | ISO/IEC 8824-1/Amd. 1 requires that€ach successive extension additipn shall have a
greater tag|value than the last added to the "AdditionalAlternativeTypeList".

22.3 For the purposes of canonical ordering of choice alternativés that ¢ ntam an untagged choice each untagged
choice type shail be ordered as though it has a tag equal to that{of the smallest tag in the extension root pf either that
choice type or any untagged choice types nested within.

22.4 If the choice has only one alternative in the exténsion root there shall be no encoding for the|index if that
alternativg is chosen.

22.5 If the choice type has an extension markér, then a single bit shall first be added to the field-list in|a bit-field of
length onk. The bit shall be 1 if a value of an extension addition is present in the encoding, and zero otherwise. (This bit
is called fhe "extension bit" in the following text.) If there is no extension marker, there shall be no extensiop bit added.

22.6 If the extension bit is absént)then the choice index of the chosen alternative shall be encoded into a field
according to the procedures of clause 12 as if it were a value of an integer type (with no extension marker |n its subtype
constrainf) constrained to the range 0 to "n", and that field shall be appended to the field-list. This shall thep be followed
by the figlds of the chosen alternative, completing the procedures of this clause.

22.7 If the extension bit is present and the chosen alternative lies within the extension root, the choic¢ index of the
chosen alternative shall"be encoded as if the extension marker is absent, according to the procedure of , completing the
procedurg¢s of this\clause.

22.8 Ifithe extens1on b1t is present and the chosen alternative does not he w1th1n the extensron root, thel choice index
of the chbse v ROFH R : tto 0 and that
field shall be appended to the ﬁeld llst Th1s shall then be followed by a ﬁeld list contammg the encodmg of the chosen
alternative encoded as if it were the value of an open type field as specified in 10.2, completing the procedures of this
clause.

23 Encoding the object identifier type

NOTE - (Tutorial) An object identifier type encoding uses the contents octets of BER preceded by a length determinant
that will in practice be a single octet.

The encoding specified for BER shall be applied to give an octet-aligned-bit-field which is the contents octets of the
BER encoding. The contents octets of this BER encoding consists of "n" (say) octets and is placed in an octet-aligned-
bit-field of "n" octets. The procedures of 10.9 shall be invoked to append this octet-aligned-bit-field to the field-list,
preceded by a length determinant equal to "n" as a semi-constrained whole number octet count.
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24 Encoding the embedded-pdyv type

NOTE - (Tutorial) The embedded-pdv type is typically encoded with a single flag bit at its head, followed by a normally
small non-negative whole number that encodes an "index", optionally followed by the "identification" and finally followed by the
"data-value". The single flag bit determines which of two sub-rules is in use in the remainder of the embedded-pdv value. This bit is
set to 1 to indicate that the "index-setting" rule EP-A is in use, and it is set to O to indicate that the "index-using" sub-rule is in use.
The "index-setting" sub-rule is used upon the first occurrence of a given "identification" in the abstract syntax value. For all
subsequent occurrences of that "identification" value within the abstract syntax value in which the embedded-pdv type is defined the
"index-using" sub-rule is used. When the "index-setting" sub-rule is used the full "identification" value is encoded. An "index" value
which appears with the flag set to 0 in an embedded-pdv encoding is required to appear precisely once as an "index" value with the
flag set to 1. For CANONICAL-PER, only the "syntaxes" alternative of "identification" is allowed (explicitly or via ASN.1
constraints on the embedded-pdv type). There is one additional optimization: if both the abstract and transfer syntaxes are constrained
by PER-visible constraints to be a single value, or if "identification” is constrained to the "fixed" alternative, then there is no single
flag bit, "index" nor "identification" present in the encoding.

24.1 There are three ways in which an embedded-pdv type can be encoded:

a)

; ativ g ification" is
constrained to the "fixed" alternative, in which case only the data-value shall be encoded; this|alternative
is called the "predefined" option;

U v C UCUUCU=-PDUY Y PC U a CU U d YIC vdiucC O UC

b)| the first bit of the embedded-pdv value is set to 1, in which case an "index" value shall*be prefixed to the
"identification” which shall be present, followed by the "data-value"; this alternative is called fhe "index-
setting" sub-rule, or EP-A;

c)| the first bit of the embedded-pdv value is set to 0, in which case an "ind€x,' value and "data-vlue" shall
be present but the "identification" shall be absent; this alternative is‘called the "index-using|' sub-rule,
or EP-B.

24.2 The "predefined" option shall be used when either "identification is\constrained to the "fixed" alternative or
when the "syntaxes" alternative of "identification" is constrained to a single(value. When the "predefined" optjon is used
the completg encoding of the "data-value" shall be added to an octet-aligned-bit-field and 10.9.3.5 shall be fnvoked to
append it tqg the field-list, prefixed with the length as a semi-constrained whole number. This completes the procedures
for this claupe.

24.3 en the "predefined" option is not selected a single bit shall be added to the field-list in a bit-field pf length 1
and set to 1] This bit shall be set to 1 if the "index-setting".Sub-rule is being employed, otherwise it shall be sef to O.

24.4 The "index-setting" sub-rule shall be used’the first time that a given abstract value for "identitEcation" is
specified. When the "index-setting” sub-rule is usedy 10.6 is invoked to add an index value to the field-list as p normally
small non-negative whole number. The first index value shall be 0, and it shall be incremented by 1 for each distinct
"identificatipn" value that is encountered. Clalise 22 shall then be invoked to add the "identification" to the field-list. The
complete efcoding of the "data-value" shall then be added to an octet-aligned-bit-field and 10.9 shall be |nvoked to
append it tq the field-list, prefixed with-the length as a semi-constrained whole number. This completes the procedures
for this clauke.

24.5 The "index-using"(Sub-rule shall be used on all subsequent occurrences of a given abstract| value for
"identificatipn". When the \"index-using" sub-rule is used, 10.6 is invoked to add an index value to the field-list as a
normally small non-negative whole number. This index value shall correspond to the one which was previously added to
the field-lis{ for this given "identification" abstract value. The complete encoding of the "data-value" shall theh be added
lignedsbit-field and 10.9 shall be invoked to append it to the field-list, prefixed with the length [as a semi-
constrained [whole-humber. This completes the procedures for this clause.

24.6 TUTORIAL: Thus for any given "identification” value there is a (relatively inefficient) EP-A encoding with
both a unique index value and the full "identification" value, followed by arbitrarily many (efficient) EP-B encodings
linked to the EP-A encoding by the index value.

24.7 The EP-A encoding shall be the PER encoding of the single index-setting/index-using bit, followed by the
index, followed by the following sequence type for which AUTOMATIC TAGS is specified (see 22.6 and 26.3 of
ITU-T Rec. X.680 | ISO/IEC 8824-1):

SEQUENCE {
identification CHOICE {
syntaxes SEQUENCE {
abstract OBJECT IDENTIFIER,
transfer OBJECT IDENTIFIER },
syntax OBJECT IDENTIFIER,
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presentation-context-id INTEGER,

context-negotiation SEQUENCE {
presentation-context-id INTEGER,
transfer-syntax OBJECT IDENTIFIER },
transfer-syntax OBJECT IDENTIFIER,
fixed NULL },
data-value BIT STRING }
24.8 The value of "data-value" shall be the e codmg of the abstract data value using the identified transfer syntax

Ji L I g tha came nofae +h~ tha

and the value of all other fields shall be encoded using the same transfer syntax as the other values appearing in the

abstract syntax value.

NOTE - Both alternatives of "data-value" in the abstract syntax are encoded identically — as a bit string — in the transfer
syntax.

25 Encoding-of-a-value-of the-external-type

25.1 The encoding of a value of the external type shall be the PER encoding of the following)sefuence type,
assumed fo be defined in an environment of EXPLICIT TAGS, with a value as specified in the subclauses below:

[UNIVERSAL 8] IMPLICIT SEQUENCE {

direct-reference OBJECT IDENTIFIER OPTIONAL,
indirect-reference INTEGER OPTIONAL,
data-value-descriptor ObjectDescriptor OPTIONAL,
encoding CHOICE {
single-ASN1-type [0] ABSTRACT-SYNTAX.&Type,
octet-aligned [1] IMPLICIT OCTET STRING,
arbitrary [2] IMPLICIT BIT STRING } }

NOTE — This sequence type is the same as that specified in CCITT RecyX.208 (1988) | ISO/IEC 8824 (1990).

25.2 The value of the components depends on the abstract value being transmitted, which is a valug of the type
specified fin 30.5 of ITU-T Rec. X.680 | ISO/IEC 8824-1.

253 The "data-value-descriptor" above shall be present:ifrand only if the "data-value-descriptor" is present in the
abstract vialue, and shall have the same value.

254 Values of "direct-reference” and "indirect-reference" above shall be present or absent in accprdance with
Table 1. Table 1 maps the external type alternativésof "identification” defined in ITU-T Rec. X.680 | ISQJIEC 8824-1,
clause 3015, to the external type components "ditect-reference” and "indirect-reference” defined in 8.18.1.

Table 1~Alternative encodings for “identification”

identification direct-reference indirect-referencq
syntaxes **x CANNOT OCCUR *** *** CANNOT OCCUR ***
syntax syntax ABSENT
presentatfon-context-id ABSENT presentation-context-id
context-negotiation transfer-syntax presentation-context-id
transfcr- ]"tul\ Hkok F‘A‘I\H\I(\T OCCUR kX% *%% CANNOT OCCUR k%
fixed *** CANNOT OCCUR *** *** CANNOT OCCUR ***

25.5 The data value shall be encoded according to the transfer syntax identified by the encoding, and shall be placed
in an alternative of the "encoding" choice as specified below.

25.6 If the data value is the value of a single ASN.1 data type, and if the encoding rules for this data value are the
same as those for the complete "EXTERNAL" data type, then the sending implementation shall be "single-ASN1-type".

25.7 If the encoding of the data value, using the agreed or negotiated encoding, is an integral number of octets, then
the sending implementation shall be "octet-aligned".

NOTE - A data value which is a series of ASN.1I types, and for which the transfer syntax specifies simple concatenation of
the octet strings produced by applying the ASN.1 Basic Encoding Rules to each ASN.1 type, falls into this category, not that of 25.6.
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25.8

the "Encoding” choice shall be "arbitrary".

25.9
with a value

equal to the data value to be encoded.

If the encoding of the data value, using the agreed or negotiated encoding, is not an integral number of octets,

If the "Encoding" choice is chosen as "single-ASN1-type", then the ASN.1 type shall replace the open type,

NOTE - The range of values which might occur in the open type is determined by the registration of the object identifier
value associated with the "direct-reference", and/or the integer value associated with the "indirect-reference”.

25.10

negotiated transfer syntax, and the resulting octets shall form the value of the octetstring.

25.11

negotiated transfer syntax, and the result shall form the value of the bitstring.

If the "Encoding" choice is "octet-aligned”, then the data value shall be encoded according to the agreed or

If the "Encoding” choice is "arbitrary”, then the data value shall be encoded according to the agreed or

26

Epcoding the restricted character string types

NOTES
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26.2 T

(Tutorial ALIGNED variant) Character strings of fixed length less than or equal to two octets aré not o(

gs of variable length that are constrained to have a maximum length of less than two octets are not octet-

r unconstrained character strings or constrained character strings longer than 64K-1 the-length is explici
htation if necessary). Each NumericString, PrintableString, VisibleString (ISO646String); IA5String, BM

e effective Permitted Alphabet constraint.

(Tutorial UNALIGNED variant) Character strings are not octet-aligned. If\there is only one possible I
gth encoding if they are shorter than 64K characters. For unconstrained chéractér strings or constrained char

Fan accommedate all characters allowed by the effective PermittedAlphabet constraint.

(Tutorial on size of each encoded character) Encoding of eagh.character depends on the effective Permit
e 9.3.10), which defines the alphabet in use for the type. Suppose this alphabet consists of a set of charact
h of the known-multiplier character string types (see 3.8.16), there is an integer value associated with eac

b to the set of characters ALPHA is used to determine‘the encoding to be used, as follows: The number of

smallest number of bits that can encode the valué&:N-1 as a non-negative binary integer. For the ALIGNED vz
umber of bits that is a power of two and that,can encode the value N-1. Suppose the selected number of bits i
h the set BETA can be encoded (with no_transformation) in B bits, then the value in set BETA is used to 1¢
p characters in the set ALPHA. Otherwise,'the values in set BETA are taken in ascending order and replaced

n up to N-1, and it is these values'that are used to represent the corresponding character. In summary: mi
next power of two for the ALIGNED variant) are always used. Preference is then given to using the val
h the character, but if any of these'values cannot be encoded in the minimum number of bits a compaction is

e following restricted.character string types are known-multiplier character string types: Num)
ng, VisibleString (ISO646String), IA5String, BMPString, UniversalString. Effective Permitte
re PER-visible only for these types.

character stiing. Otherwise, "aub" is unset.

26.3 Th

e effective size constraint notation may determine a non-zero lower bound "alb" for the len

abstract cha

acter string. Otherwise, "alb" is zero.

1 strings are octet-aligned. Fixed length character strings encode with no length octets if they are short

64K-1 the length is explicitly encoded (with fragmentation if neeessary). Each NumericString, Prin
(ISO646String), 1A5String, BMPString and UniversalString charactefyis encoded into the number of bits

reference to some code table associated with the restricted character string type. The set of values F

tet-aligned.
hligned. All
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ly encoded
PString and
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NOTE - PER-visible constraints only apply to known-multiplier character string types. For other restricted character string
types "aub" will be unset and "alb" will be zero.

26.4

If the type is extensible for PER encodings (see 9.3.15), then a bit-field consisting of a single bit shall be added

to the field-list. The single bit shall be set to zero if the value is within the range of the extension root, and to one
otherwise. If the value is outside the range of the extension root, then the following encoding shall be as if there was
neither an effective size constraint nor an effective Permitted Alphabet constraint.

NOTE - Only the known-multiplier character string types can be extensible for PER encodings. Extensibility markers on
other character string types do not affect the PER encoding.

26.5

types is specified in 26.6.

26.5.1
or the entire

24

alphabet of the built-in type if there is no Permitted Alphabet constraint.
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26.5.2 Let N be the number of characters in the effective permitted alphabet. Let B be the smallest integer such that 2
to the power B is greater than or equal to N. Let B2 be the smallest power of 2 that is greater than or equal to B. Then in
the ALIGNED variant, each character shall encode into B2 bits, and in the UNALIGNED variant into B bits. Let the
number of bits identified by this rule be "b".

26.5.3 A numerical value "v" is associated with each character by reference to clause 36 of ITU-T Rec. X.680 |
ISO/IEC 8824-1 as follows. For UniversalString, the value is that used to determine the canonical order in 36.4 (The
value is in the range O to 232 — 1). For BMPString, the value is that used to determine the canonical order in 36.5 (The
value is in the range O to 216 — 1). For NumericString and PrintableString and VisibleString and IA5String the value is
that defined for the ISO 646 encoding of the corresponding character. (For IA5String the range is 0 to 127, for
VisibleString it is 32 to 126, for NumericString it is 32 to 57, and for PrintableString it is 32 to 122. For IASString and
VisibleString all values in the range are present, but for NumericString and PrintableString not all values in the range are
in use.)

26.5.4 Let the smallest value in the range for the set of characters in the permitted alphabet be "Ib" and the largest

value be "y Themthe encoding of A caracter imo-b*-bits Ts theTor=rregative-bimary=integer encoding-of the value "v"
identified s follows:

)
1)

"o

if "ub" is less than or equal to 2b — 1, then "v

q

is the value specified in above; otherwise.

the characters are placed in the canonical order defined in clause 36 of ITU-T Rec. X.68
8824-1. The first is assigned the value zero and the next in canonical order is‘assigned a valu
greater than the value assigned to the previous character in the canonical order. These are the

D | ISO/IEC
e that is one
alues "v".

NOTE - Item a) above can never apply to a constrained or unconstrained NumericString character,

which always
ncodes into four bits or less using b).

[

26.5.5

26.5.6

The encoding of the entire character string shall be obtained by encoding each character (using ar
value "v")
of "b" bit|

as a non-negative-binary-integer into "b" bits which shall be concatenated to form a bit-field that
{

f "aub" equals "alb" and is less than 64K, then the bit-field/shall be added to the field-list as an ¢

appropriate
is a multiple

pctet-aligned

field if "aub" times "b" is greater than 16, but shall otherwise.be added as a bit-field that is not octet-gligned. This
completes{ the procedures of this subclause.

26.5.7
determinal
"alb" and
greater th|
procedure;

[f "aub" does not equal "alb" or is greater thaf or equal to 64K, then 10.9 shall be invoked to
nt with "n" as a count of the characters in thé\character string with a lower bound for the length dg
an upper bound of "aub". The bit-field 6f'shall then be added as an octet-aligned field if "aub"
hn or equal to 16, but shall otherwisé-be added as a bit-field that is not octet-aligned. This ¢
5 of this subclause.

hdd a length
terminant of
times "b" is
bmpletes the

26.6
constraint

This subclause applies to character strings that are not known-multiplier character strings.
s are never PER-visible, and-the type can never be extensible for PER encoding.

n this case,

26.6.1
CANONI

For BASIC-PER, reference below to "base encoding" means BER. For CANONICAL-PH
CAL-BER.

R it means

"o

26.6.2 n" octets.

The "base encoding" shall be applied to the character string to give a field of

non

Subclause-10.9 shall be invoked to add an unconstrained length determinant with "n" as a count fin octets and
f "n' octets shall be added as an octet-aligned bit-field, completing the procedures of this subclause.

26.6.3
the field ¢

27 Encoding the unrestricted character string type

NOTE - (Tutorial) The unrestricted character string type is typically encoded with a single flag bit at its head, followed by
a normally small non-negative whole number that encodes an "index", optionally followed by the "identification” and finally followed
by the "string-value". The single flag bit determines which of two sub-rules is in use in the remainder of the unrestricted character
string value. This bit is set to 1 to indicate that the "index-setting" rule EP-A is in use, and it is set to O to indicate that the "index-
using” sub-rule is in use. The "index-setting" sub-rule is used upon the first occurrence of a given "identification" in the abstract
syntax value. For all subsequent occurrences of that "identification” value within the abstract syntax value in which the unrestricted
character string type is defined the "index-using" sub-rule is used. When the "index-setting" sub-rule is used the full "identification"
value is encoded. An "index" value which appears with the flag set to 0 in an unrestricted character string encoding is required to
appear precisely once as an "index" value with the flag set to 1. For CANONICAL-PER, only the "syntaxes" alternative of
“identification" is allowed (explicitly or via ASN.1 constraints on the unrestricted character string type). There is one additional
optimization: if both the abstract and transfer syntaxes are constrained by PER-visible constraints to be a single value, or if
“identification" is constrained to the "fixed" alternative, then there is no single flag bit, "index" nor "identification" present in the
encoding.
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27.1 There are three ways in which an unrestricted character string type can be encoded:

a) the "syntaxes" alternative of the unrestricted character string type is constrained to a single value or
"identification” is constrained to the "fixed" alternative, in which case only the "string-value" shall be

encoded; this alternative is called the "predefined" option;

b) the first bit of the unrestricted character string value is set to 1, in which case an "index" value shall be
prefixed to the "identification" which shall be present, followed by the "string-value"; this alternative is

called the "index-setting" sub-rule, or EP-A;

¢) the first bit of the unrestricted character string value is set to 0, in which case an "index"

value and

"string-value" shall be present but the "identification" shall be absent; this alternative is called the "index-

using” sub-rule, or EP-B.

27.2 The "predefined” option shall be used when either "identification" is constrained to the "fixed" alternative or
when the "syntaxes” alternative of "identification" is constrained to a single value. When the "predefined" option is used

the complete-ene
append it tg

for this sub¢lause.

273

274
- specified.

e "index-setting" sub-rule shall be used the first time that a given abstract(value for "identif

egative whole number. The first index value shall be 0, and it shall be\in¢remented by 1 for ez
ijon" value that is encountered. Clause 22 shall then be invoked to add the “identification" to the fie

oding-o g=vald at-be-added-toamoctet=atigned=bit=fretdamt1093- attbejinvoked to
the field-list, prefixed with the length as a semi-constrained whole number. This completes-the procedures

hen the "predefined” option is not selected a single bit shall be added to the field-list in.a bit-field of length

ication" is

hen the "index-setting" sub-rule is used 10.6 is invoked to add an index yalué to the field-list as @ normally

ch distinct
d-list. The

complete encoding of the "string-value" shall then be added to an octet-aligned?bit-field and 10.9 shall be jnvoked to

append it tg
for this subd

lause.

27.5 The "index-using" sub-rule shall be used on all subsequént occurrences of a given abstract
"identificatipn”. When the "index-using" sub-rule is used 10.6 isVinvoked to add an index value to the fie
normally small non-negative whole number. This index value shall correspond to the one which was previous|

the field-list, prefixed with the length as a semi-constrained whole number. This completes the procedures

value for
d-list as a
y added to

the field-lisp for this given "identification" abstract value.~THe complete encoding of the "string-value" shall then be

added to an| octet-aligned-bit-field and 10.9 shall be invoked to append it to the field-list, prefixed with the
semi-constrpined whole number. This completes the proeedures for this subclause.

ength as a

27.6 TYUTORIAL: Thus for any given "identification" value there is a (relatively inefficient) EP-A enc bding with

both a uniqpe index value and the full "identification” value, followed by arbitrarily many (efficient) EP-B encodings
linked to th¢ EP-A encoding by the index value.
27.7 The EP-A encoding shall be the PER encoding of the single index-setting/index-using bit, followed by the
index, followed by the following.sequence type for which AUTOMATIC TAGS is specified (see 22.6 and 26.3 of
ITU-T Rec.|X.680 | ISO/IEC 8824-1):
SEQUENCE {
identification CHOICE {
syntaxes SEQUENCE {
abstract OBJECT IDENTIFIER,
transfer OBJECT IDENTIFIER },
SYITtax OBJECT IDENTIFIERK,
presentation-context-id INTEGER,
context-negotiation SEQUENCE {
presentation-context-id INTEGER,
transfer-syntax OBJECT IDENTIFIER },
transfer-syntax OBJECT IDENTIFIER,
fixed NULL },
string-value OCTET STRING }

27.8 The value of "string-value" shall be the encoding of the abstract data value using the identified transfer syntax,
and the value of all other fields shall be encoded using the same transfer syntax as the other values appearing in the

abstract syntax value.

NOTE - Both alternatives of "string-value" in the abstract syntax are encoded identically — as an octet string — in the

transfer syntax.
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28.1

ISO/IEC 8825-2

Object identifiers for transfer syntaxes

: 1996 (E)

The encoding rules specified in this Recommendation | International Standard can be referenced and applied

whenever there is a need to specify an unambiguous bit string representation for all of the values of a single ASN.1 type.

28.2

rules specified in this Recommendation | International Standard:

28.3

some spedifically named ASN.1 type defined using the ASN.1 notatior; then the object identifier valu

in 28.2 mqy be used with the abstract syntax name to identify those transfer syntaxes which result from th¢ application
of the encpding rules specified in this Recommendation | International-Standard to the specifically named

used in defining the abstract syntax.

presentatiof protocol (ITU-T Rec. X.226 | ISO/IEC 8823-1).

28.4

conditionq of 28.3 for the definition of the abstract sysitax are not met.

For BASIC-PER, ALIGNED variant:
{joint-iso-itu-t asn1 (1) packed-encoding (3) basic (0) aligned (0)}
"Packed encoding of a single ASN.1 type (basic aligned)"

For BASIC-PER, UNALIGNED variant:
{joint-iso-itu-t asn1 (1) packed-encoding (3) basic (0) unaligned (1)}

or CANONICAL-PER, ALIGNED variant:

{joint-iso-itu-t asn1 (1) packed-encoding (3) canonical (1) aligned (0)}
"Packed encoding of a single ASN.1 type (canonical aligned)"

For CANONICAL-PER, UNALIGNED variant:

{joint-iso-itu-t asn1 (1) packed-encoding (3) canonical (1) unaligned (1)}
"Packed encoding of a single ASN.1 type (canonical unaligned)"

Where an application standard defines an abstract syntax as a set of @bstract values, each of which

NOTE — In particular, these identifications of the encoding.rules can appear in the "transfer syntax name

he names specified in 28.2 shall not be used*with an abstract syntax name to identify a transfer

The following object identifiers and object descriptor values are assigned to identify and describe the encoding

is a value of
es specified

ASN.1 type

" field of the

syntax if the
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Annex A

Example of encodings

(This annex does not form an integral part of this Recommendation | International Standard)

This annex illustrates use of the Packed Encoding Rules specified in this Recommendation | International Standard by
showing representations in octets of a (hypothetical) personnel record which is defined using ASN.1.

Al Record that does not use subtype constraints

A.1.1  ASN.1 description of the record structure

The structyre of the hypothetical personnel record is formally described below using ASN.1 specified in ITU-T
Rec. X.680( ISO/IEC' 8824-1 for defining types. This is identical to the example defined in Anneéx\A| of ITU-T
Rec. X.690(l ISO/IEC 8825-1.

PersomnelRecord ::= [APPLICATION 0] IMPLICIT SET {

name Name,
title [0] VisibleString,
number EmployeeNumber,

dateOfHire [1] Date,
nameOfSpouse [2] Name,
children [31 IMPLICIT
SEQUENCE OF ChildInformation DEFAULT {} }

ChildInfermation ::= SET
{ name Name,
dateOfBirth [0] Date}

Name ::= [APPLICATION 1] IMPLICIT SEQUENCE

{givenName VisibleString,
initial VisibleString,
familyName VisibleString}

=

D[lployeeNumber ::= [APPLICATION.2] IMPLICIT INTEGER
te ::= [APPLICATION 3] IMPLICIT VisibleString -- YYYYMMDD
A.1.2  AISN.1 description of a record value

The value gf John Smith’s personnel record is formally described below using ASN.1.

{

ame {givenName " John'initial ''P'"' familyName ''Smith"},
itle “Director',
umber 51,
ateQfHire "'19710917",
ameOfSpouse {givenName ''Mary" initial "T"' familyName ''Smith''},
Fen
{{name {givenName "Ralph" initial "T"" ,familyName ""Smith"'},
" dateOfBirth ''19571111""},
{name {givenName "'Susan",initial "B" familyName "Jones"},
dateOfBirth ''19590717''}}}

A.1.3  ALIGNED PER representation of this record value

The representation of the record value given above (after applying the ALIGNED variant of the Packed Encoding Rules
defined in this Recommendation | International Standard) is shown below. The encoding is shown in hexadecimal,
followed by a commented description of the encoding shown in binary.

The length of this encoding is 94 octets. For comparison, the same PersonnelRecord value encoded using the
UNALIGNED variant of PER is 84 octets, BER with the definite length form is at least 136 octets, and BER with the
indefinite length form is at least 161 octets.
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A.1.3.1 Hexadecimal view

80044A6F 686E0150 05536D69 74680133 08446972 6563746F 72083139 37313039
3137044D 61727901 5405536D 69746802 0552616C 70680154 05536D69 74680831
39353731 31313105 53757361 6E014205 4A6F6E65 73083139 35393037 3137

A.1.3.2 Binary view

So as to make it easier to read the binary view of the data, blank lines are used to group fields that logically belong
together (typically length/value pairs); a newline is used to delineate fields; space is used to delineate characters within a
character string; and an 'x' represents a zero pad bit that is used from time to time to align fields on an octet boundary.

I XXXXXXX Bitmap bit = 1 indicates "children" is present
00000100 Length of name.givenName = 4
01001010 QTTOTTIT OTTOTOO0 OTTOTTTO i name.givenName = Jonn

00000001 Length of name.initial = 1

01010000 name.initial = "P"

00000101 Length of name.familyName =5
01010011 1101101 01101001 01110100 01101000 name.familyName = "Smith"
00000001 Length of (employee) number =
00110011 (employee)number = 51

00001000 Length of title =8

01000100 (1101001 01110010 01100101 01100011 0111010001101111 01110010  title= "Director”

00001000 Length of dateOfHire = 8

00110001 $0111001 00110111 00110001 00110000 00111001 00110001 001)11 1  dateOfHire = "19590717"

00000100 Length of nameOfSpouse.givenName = 4
01001101 1100001 01110010 01111001 nameOfSpouse.givenName = "Mary"
00000001 Length of nameOfSpouse.initial F 1
01010100 nameOfSpouse.initial = "T"

00000101 Length of nameOfSpouse.familyName = 5
01010011 P1101101 01101001 01110100 01101000 nameOfSpouse.familyName = "mith"
00000010 Number of children

00000101 Length of children[0].givenNam¢ = 5
01010010 P1100001 01101100 01110000-01.101000 children[0].givenName = "Ralph|
00000001 Length of children[0].initial = 1
01010100 children[0].initial = "T"

00000101 Length of children[0].familyName = 5
01010011 p1101101 0110100 01110100 01101000 children[0].familyName = "Smith"
00001000 Length of children[0].dateOfBirth = 8
00110001 pO1110601N00O110101 00110111 00110001 00110001 00110001 00110001  children[0].dateOfBirth = "1957}111"
00000101 Length of children[1].givenName = 5
01010011 PINY0101 01110011 01100001 01101110 children[1].givenName = "Susan/'
00000001 Length of children[1].initial = 1
01000010 children[1].initial = "B"

00000101 Length of children[1].familyName = 5
0100101001101111 01101110 01100101 01110011 children[1].familyName = "Jones"
00001000 Length of children[1].dateOfBirth = 8

00110001 00111001 00110101 00111001 00110000 00110111 00110001 00110111  children[1].dateOfBirth = "19590717"

A.1.4 UNALIGNED PER representation of this record value

The representation of the record value given above (after applying the UNALIGNED variant of the Packed Encoding
Rules defined in this Recommendation | International Standard) is shown below. The encoding is shown in hexadecimal,
followed by a commented description of the encoding shown in binary. Note that pad bits do not occur in the
UNALIGNED variant, and characters are encoded in the fewest number of bits possible.
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The length of this encoding is 84 octets. For comparison, the same PersonnelRecord value encoded using the ALIGNED
variant of PER is 94 octets, BER with the definite length form is at least 136 octets, and BER with the indefinite length
form is at least 161 octets.

A.1.4.1 Hexadecimal view

824ADFA3 700D005A 7B74F4D0 02661113 4F2CB8FA 6FE410C5 CB762C1C B16E0937
OF2F2035 O0169EDD3 D340102D 2C3B3868 01A80B4F 6E9ESA02 18B96ADD 8B162C41
69F5E787 700C2059 5BF765E6 10C5CB57 2C1BB1l6E

A.14.2 Binary view

So as to make it easier to read the binary view of the data, blank lines are used to group fields that logically belong
together (typically length/value pairs); a newline is used to delineate fields; space is used to delineate characters within a
character stfing; a period (.) is used to mark octet boundaries; and an 'x' represents a zero-bit used to pad the final octet to
an octet boyndary.

1 Bitmap bit = 1 indicates,"children"|is present
0000010.0 Length of name.gjvenName = 4
1001010.1101111 1.101000 11.01110 name.givenNamig-="John"

000.00001 Length of name.initial = 1

101.0000 name.initial = "P"

0000.0101 Length of name.familyName = 5
1010.011 11011.01 110100.1 1110100 .1101000 name.familyName = "Smith"
0.0000001 Length of (employee) number = 1
0.0110011 (employee) number = 51

0.0001000 Length of title = 8

1.000100 11.01001 111.0010 1100.101 11000.11 111010.0 1101111%3110010 title = "Director”

0.0001000 Length of dateOfHire = 8

0.110001 01f.11001 011.0111 0110.001 01100.00 011100.1, 0110001 .0111111  dateOfHire = "19590717"

0.0000100 , Length of nameOfSpouse.givenName = 4
1.001101 11.00001 111.0010 1111.001 nameOfSpouse.givenName = "Mary"
00000.001 Length of nameOfSpouse.initial =
10101.00 nameOfSpouse.initial = "T"

000001.01 Length of nameOfSpouse.familyName = 5
101001.1 1101101 .1101001 1.110100.11.01000 nameOfSpouse.familyName = "Smith"
000.00010 Number of children

000.00101 Length of children[0].givenName 3 5
101.0010 1100.001 11041:60 111000.0 1101000 children[0].givenName = "Ralph"
.00000001 Length of children[0].initial = 1
.1010100 children[O].initial = "T"

0.0000101 Eength-of-chitdrentO}-famityName = 5
1.010011 11.01101 110.1001 1110.100 11010.00 children[0].familyName = "Smith"
000010.00 Length of children[0].dateOfBirth = 8
011000.1 0111001 .0110101 0.110111 01.10001 011.0001 0110.001 01100.01 children[0].dateOfBirth = "19571111"
000001.01 Length of children[1].givenName = 5
101001.1 1110101 .1110011 1.100001 11.01110 children[1].givenName = "Susan"
000.00001 Length of children[1].initial = 1
100.0010 children[1].initial = "B"

0000.0101 Length of children[1].familyName = 5
1001.100 11011.11 110111.0 1100101 .1110011 children[1].familyName = "Jones"
0.0001000 Length of children[1].dateOfBirth = 8

0.110001 01.11001 011.0101 0111.001 01100.00 011011.1 0110001 .0110111x children[1].dateOfBirth = "19590717"
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A2 Record that uses subtype constraints

This example is the same as that shown in clause A.1, except that it makes use of the subtype notation to impose
constraints on some items.

A.2.1  ASN.1 description of the record structure

The structure of the hypothetical personnel record is formally described below using ASN.1 specified in ITU-T
Rec. X.680 | ISO/IEC 8824-1 for defining types.

PersonnelRecord ::= [APPLICATION 0] IMPLICIT SET {

name Name,
title [0] VisibleString,
number EmployeeNumber,

dateOfHire [1] Date,
nameOfSpouse [2] Name,
children [3]1 IMPLICIT
SEQUENCE OF ChildInformation DEFAULT {} }

ChildInformation ::= SET
{ name Name,
dateOfBirth [0] Date}

Name ::= [APPLICATION 1] IMPLICIT SEQUENCE

{givenName NameString,
initial NameString (SIZE(1)),
familyName NameString}

EmployeeNumber ::= [APPLICATION 2] IMPLICIT INTEGER

Date ::= [APPLICATION 3] IMPLICIT VisibleString (FROM("'0".."'9") A SIZE(8)) -- YYYYMMDD
NameString ::= VisibleString (FROM("'a".."'z'"{ "A".."Z" | "'-."") A SIZE(1..64))

A.2.2 ASN.1 description of a record value

The value|of John Smith’s personnel recotd is formally described below using ASN.1.

{ name {givenName " John" initial '"P"',familyName "Smith"},
title "Director'',

number 51,

dateOfHire "19710917",
nameOfSpouse {givenName '"Mary" ,initial "T"' familyName "Smith''},
children

{{name {givenName "'Ralph".initial ""T"" familyName ''Smith"''},
dateOfBirth '"19571111"'},

{name {givenName ''Susan'',initial ''B"',familyName "'Jones''},
dateOfBirth ''19590717''}}}

A.2.3 ALIGNED PER representation of this record value

The representation of the record value given above (after applying the ALIGNED variant of the Packed Encoding Rules
defined in this Recommendation | International Standard) is shown below. The encoding is shown in hexadecimal,
followed by a commented description of the encoding shown in binary. In the binary view an 'x'is used to represent pad
bits that are encoded as zero-bits; they are used to align the fields from time to time.

The length of this encoding is 74. octets. For comparison, the same PersonnelRecord value encoded using the

UNALIGNED variant of PER is 61 octets, BER with the definite length form is at least 136 octets, and BER with the
indefinite length form is at least 161 octets.
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A.2.3.1 Hexadecimal view

864A6F68 6E501053 6D697468 01330844 69726563 746F7219 7109170C 4D617279
5410536D 69746802 1052616C 70685410 536D6974 68195711 11105375 73616E42
104A6F6E 65731959 0717

A.2.3.2 Binary view

So as to make it easier to read the binary view of the data, blank lines are used to group fields that logically belong
together (typically length/value pairs); a newline is used to delineate fields; space is used to delineate characters within a
character string; and an 'x' represents a zero pad bit that is used from time to time to align fields on an octet boundary.

1 Bitmap bit = 1 indicates "children" is present
000011x LCength of name.givenName = 4
0100101001101111 01101000 01101110 name.givenName = "John"

01010000 name.initial = "P"

000100xx Length of name.familyName = 5
01010011 01j101101 01101001 01110100 01101000 name.familyName =/"Smith"

00000001 Length of (employee) number = 1
00110011 (employé€e) number = 51

00001000 Length of title = 8

01000100 01101001 01110010 01100101 01100011 01110100 01101111 01110010 title’= "Director"

0001 1001 Q111 0001 0000 1001 0001 0111 dateOfHire = "19590717"

00001 1xx Length of nameOfSpouse.givenNatne = 4
01001101 01100001 01110010 01111001 nameOfSpouse.givenName = "Marly"
01010100 nameOfSpouse.initial = "T"

000100xx Length of nameOfSpouse.familyNgme = 5
01010011 01101101 01101001 01110100 01101000 nameOfSpouse.familyName = "Smiith"
00000010 Number of children

000100xx Length of children[0].givenName 5 5
01010010 01100001 61101100 01110000 01101000 children[0].givenName = "Ralph"
01010100 children[0].initial = "T"

000100xx Length of children[0].familyName = 5
01010011 01101101 ©1161001 0110100 01101000 children[0].familyName = "Smith"

0001 1001 9101 O111 0001\06001 0001 0001 children[0].dateOfBirth = "195711]1"
000100xx Length of children[1].givenName 5 5
01010011 01110101611 10011 01100001 01101110 children[1].givenName = "Susan"
01000010 children[1].initial = "B"

000100xx Length of children[1].familyName = 5
0100101001101111 61101110 01100101 01110011 children[1].familyName = "Jones"

0001 1001 0101 1001 0000 0111 0001 0111 children[1].dateOfBirth = "19590717"

A.2.4  UNALIGNED PER representation of this record value

The representation of the record value given above (after applying the UNALIGNED variant of the Packed Encoding
Rules defined in this Recommendation | International Standard) is shown below. The encoding is shown in hexadecimal,
followed by a commented description of the encoding shown in binary. Note that pad bits do not occur in the
UNALIGNED variant, and characters are encoded in the fewest number of bits possible.

The length of this encoding is 61 octets. For comparison, the same PersonnelRecord value encoded using the ALIGNED
variant of PER is 74 octets, BER with the definite length form is at least 136 octets, and BER with the indefinite length
form is at least 161 octets.
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A.2.4.1 Hexadecimal view

865D51D2 888A5125 F1809984 44D3CB2E 3EI9BFI90C B8848B86 7396E8A8 8A5125F1
81089B93 D71AA229 4497C632 AE222222 985CE521 885D54C1 70CAC838 B8

A.2.4.2 Binary view

So as to make it easier to read the binary view of the data, blank lines are used to group fields that logically belong
together (typically length/value pairs); a newline is used to delineate fields; space is used to delineate characters within a
character string; a period (.) is used to mark octet boundaries; and an 'x' represents a zero-bit used to pad the final octet to
an octet boundary.

1 Bitmap bit = 1 indicates "children] is present
000011 Length of name.givenName.= 4

0.01011 10}.010 10001.1 101001 name.givenName = "John"

0.10001 name.initial = 7R"

000.100 Length of(fiame.familyName = 5

01010.0 104000 1.00100 101.111 10001.1 name.familyName = "Smith"

0000000.1 Length of (employee) number = 1
0011001.1 (employee) number = 51

0000100.0 Length of title = 8

1000100 .1j101001 1.110010 11.00101 110.0011 1110.100 11011.11 111001.0 title = "Director”

0001 100.11 0111 000.1 0000 100.1 0001 O11.1 dateOfHire = "19590717"

000011 Length of nameOfSpouse.givenNgme = 4
0.01110 01f1.100 10110.1 110100 nameOfSpouse.givenName = "Mary"
0.10101 nameOfSpouse.initial = "T"

000.100 Length of nameOfSpouse.familyName = 5
01010.0 1d1000 1.00100 101.111 100011 nameOfSpouse.familyName = "Stith"
0000001.0 Number of children

000100 Length of children[0].givenName|= 5
0.10011 011.100 100111101011 1.00011 children[0].givenName = "Ralph"
010.101 children[0].initial = "T"

00010.0 Length of children[0].familyNamg = 5
010100 1.01000 100.100 10111.1 100011 children[0].familyName = "Smith"
0.001 1001 0.101 0111 0.001 0001 0001 0001

0.001 1001 0.101 0111 0.001 0001 0.001 0001 children[0].dateOfBirth = "19571111"
0.00100 Length of children[1].givenName = 5
010.100 11000.0 101110 0.11100 101.001 children[1].givenName = "Susan"
00001.1 children[1].initial = "B"

000100 Length of children[1].familyName = 5
0.01011 101.010 10100.1 100000 1.01110 children[1].familyName = "Jones"

000.1 1001 010.1 1001 000.0 0111 000.1 O111xxx children[1].dateOfBirth = "19590717"
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A3 Record that uses extension markers

A3.1 ASN.1 description of the record structure

The structure of the hypothetical personnel record is formally described below using ASN.1 specified in
ITU-T Rec. X.680. | ISO/IEC 8824-1 for defining types that are not extensible, and ITU-T Rec. X.680/Amd. 1 |
ISO/EC 8824-1/Amd. 1 for defining extensible types.

PersonnelRecord ::= [APPLICATION 0] IMPLICIT SET {

name Name,
title [0] VisibleString,
number EmployeeNumber,

dateOfHire [1] Date,
nameOfSpouse [2] Name,
—chitdren———— B3 HMPHET
SEQUENCE (SIZE(2, ...)) OF ChildInformation OPTIONAL {},

.}

ChildInfermation ::= SET
{ name Name,
dateOfBirth [0] Date,

ooy

sex [1] IMPLICIT ENUMERATED {male(1), female(2);;unknown(3)} OPTIONAL
}

Npme ::=[APPLICATION 1] IMPLICIT SEQUENCE
{givenName NameString,

initial NameString (SIZE(1)),
familyName NameString,
o}

EmployeeNumber ::= [APPLICATION 2] IMPLICHINTEGER (0..9999, ...)
Date ::= [APPLICATION 3] IMPLICIT VisibleString (FROM("'0".."9") * SIZE(S, .., 9..20)) -- YYYYMMDD
NameString ::= VisibleString (FROM("'a"".."z" | "A".."Z" | "'-."") A SIZE(1..64, ...))
A.3.2  ASN.1 description of a record value

The value gf John Smith’s personnel record is formally described below using ASN.1.

{ name {givenName "John"initial "'P"" ,familyName ""Smith"'},

title ''Director",

number 51,

dateOfHire '"19710917",

nameQfSpouse {givenName ''Mary" initial ""T" ,familyName ""Smith"},
children

{{name {givenName "'Ralph"initial "'T"",familyName ""Smith"},
dateOfBirth "19571111""},

{name {givenName "'Susan'\initial "B" ,familyName ''Jones"'},
dateOfBirth '"19590717", sex female}}}

A3.3  ALIGNED PER representation of this record value

The representation of the record value given above (after applying the ALIGNED variant of the Packed Encoding Rules
defined in this Recommendation | International Standard) is shown below. The encoding is shown in hexadecimal,
followed by a commented description of the encoding shown in binary. In the binary view an 'x' is used to represent pad
bits that are encoded as zero-bits; they are used to align the fields from time to time.

The length of this encoding is 83 octets. For comparison, the same PersonnelRecord value encoded using the

UNALIGNED variant of PER is 65 octets, BER with the definite length form is at least 139 octets, and BER with the
indefinite length form is at least 164 octets.
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A.3.3.1 Hexadecimal view
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40C04A6F 686E5008 536D6974 68000033 08446972 6563746F 72001971 0917034D
61727954 08536D69 74680100 52616C70 68540853 6D697468 00195711 11820053

7573616E 42084A6F 6E657300 19590717 010140

A.3.3.2 Binary view

So as to make it easier to read the binary view of the data, blank lines are used to group fields that logically belong
together (typically length/value pairs); a newline is used to delineate fields; space is used to delineate characters within a
character string; and an 'x' represents a zero pad bit that is used from time to time to align fields on an octet boundary.

0
1

0

No extension values present in PersonnelRecord
Bitmap bit = 1 indicates "children" is present

0
0000  I1xxkxxx
01001010 01j101111 01101000 01101110

01010000

0
000100x
01010011 01/101101 01101001 01110100 01101000

OXXXXXXX
00000000 00110011

00001000

01000100 01101001 01110010 01100101 01100011 01110100 01101111 01110010

OXXXXXXX
0001 1001 P11l 0001 0000 1001 0001 O111

0

0
000011
01001101 01100001 01110010 01111001

01010100

0 .
000100x
01010011 0}101101 01101001 01110100 01101000

0

0
0

0
000100xx XKkXX
01010010 0OILLOO001 01101100 01110000 01101000

No-extension-values-present-in—name"

Length is within range of extenSion’foot
Length of name.givenName =4
name.givenName = "John"

name.initial = "P"

Length is within.range of extension foot
Length of name.familyName = 5
name.faniilyName = "Smith"

Valie is'within range of extension rpot
(émployee) number = 51

Length of title = 8
title = "Director”

Length is within range of extension foot
dateOfHire = "19590717"

No extension values present in nam¢OfSpouse

Length is within range of extension [root
Length of nameOfSpouse.givenName = 4
nameOfSpouse.givenName = "Mary"

nameOfSpouse.initial = "T"

Length is within range of extension|root
Length of nameOfSpouse.familyName = 5
nameOfSpouse.familyName = "Smjth"

Number of "children" is within the fange of the
extension root

No extension values present in chilfiren[0]
No extension values present in chilfiren[0].name

Length is within range of extensior| root
Length of children[0].givenName 3 5
children[Q].givenName = "Ralph”

01010100

0
000100x
01010011 01101101 01101001 01110100 01101000

OXXXXXXX
0001 1001 0101 0111 0001 0001 0001 0001

1
0

0
00010 OxxxxXXX
01010011 01110101 01110011 01100001 01101110

children[0].initial = "T"

Length is within range of extension root
Length of children[0].familyName = 5
children[0].familyName = "Smith"

Length is within range of extension root
children[0].dateOfBirth = "19571111"

Extension value(s) present in children[1]
No extension values present in children[0].name

Length is within range of extension root
Length of children[1].givenName = 5
children[1].givenName = "Susan"
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