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Foreword

SO (the International Organization for Standardization) and IEC (the
international Electrotechnical Commission) form the specialized system
for worldwide standardization. National bodies that are members of ISO
or IEC participate in the development of International Standards through

tion to deal

with particular fields of technical activity. 1SO and~{EC technical

committees collaborate in fields of mutual interest. Other
organizations, governmental and non-governmental,” in' liais
and IEC, also take part in the work.

In the field of information technology, ISO @nd IEC have established a
joint technical committee, ISO/IEC JTC1." in addition to|developing
International Standards, ISO/IEC JTC1 has created a Special Group on
Functional Standardization for _the” elaboration of Ipternational
Standardized Profiles.

An International Standardized Profile is an internationally agreed,
harmonized document which' identifies a standard or group of standards,

together with optionscand parameters, necessary to acgomplish a
function or set of functions.

International Standardized Profile ISO/IEC ISP 12063-1 was prepared
with the collaberation of:

- OSkAsia-Oceania Workshop (AOW)

- ~European Workshop for Open Systems (EWOS), jointly with the
European Telecommunications Standards Institute (ETSI) :

- OSE Implementors’ Workshop (OIW)

ISO/IEC ISP 12063 consists of the following parts, under the general title
Information technology - International Standardized Profiles AMH3n -
Message Handling Systems - EDI Messaging:

¢

- Part 1 : EDIMG MHS Service Support

- Part 2 : AMH31 - EDIMG Content

- Part 3 : AMH32 - EDIMG Requirements for Message Transfer (P1)

- Part 4 : AMH33 - EDIMG Requirements for MTS Access (P3)
- Part 5 : AMH34 - EDIMG Requirements for Enhanced MS Access (P7)

Annexes A and B form an integral part of this part of ISO/IEC ISP 12063.
Annexes C, D and E are for information only.
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Introduction

This part of ISO/IEC ISP 12063 is defined within the context of
Funictional Standardization, in accordance with the principles specified by
ISO/NEC TR 10000, “Framework and Taxonomy of International
Standardized Profiles”. The context of Functional Standardization is one

ifies, covering base standards, profiles, and registration
mechpgnisms. A profile defines a combination of base standards that
collectively perform a specific well-defined (T function.  Profiles

f the most important roles for an ISP is to serve as the basis for the
bpment (by organizations other than ISO and IEC) of internationally
ized tests. I1SPs are produced not simply to ‘legitimize’ a particular

shops.

iv
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~ Information technology - International Standardized
| Profiles AMH3n — Message Handling Systems — EDI
Messaging —

Part1:
- | EDIMG-MHS Service-Suppo

pa

" 1 | Scope

T 1.1 General

. This part of ISO/IEC ISP 12063 contains the overall specifications of the support of MHS Element
and associated MHS functionality in an Electronic Data Interchange Messaging (EDIMG) environiment which
| are| generally not appropriate for consideration only from the perspective 'of a single MHS protocol. These
‘x specifications form part of the EDI Messaging application functions, as-defined in the parts of ISO/IEC ISP
12063, and are based on the Common Messaging content type-independent specifications in 1$O/IEC ISP

10611. Such specifications are in many cases applicable to mare’than one MHS protocol or are otherwise
! corjcerned with component functionality which, although it can‘be verified via protocol, is not just related to
| protocol support. They are therefore designed to be referenced in the MHS EDI Messaging applicdtion profiles
1 ISQ/IEC ISP 12063-2 (AMH31), ISO/MEC ISP 12063-3 (AMH32), ISO/IEC ISP 12063-4 (AMH33) gnd ISO/IEC
‘ ISH 12063-5 (AMH34), which specify the support of specific MHS protocols and associated functionplity.

of Service

‘ The specifications in this part of ISO/IEC ISP 12063 are divided into basic requirements, which are required
to Ee supported by all EDIMG implementations; and a number of optional functional groups,
sighificant discrete areas of related functionality which are not required to be supported by all imple

(\n overview of the scope and applicahility of the AMH3n set of profiles and of the structure of this multipart
1 ISR is provided in annex D.

2 Position within the taxohomy

‘ his part of ISO/IEC ISP. 12063 is the first par, as text common to all parts of the multipart ISP jidentified in

3‘ SQ/IEC TR 10000-2,as“AMH3, Message Handling Systems - EDI Messaging” (see ailso ISO/IEC TR 10000-1,
3 ubclause 8.2 for the définition of multipart ISPs).

his part of ISO/IEC ISP 12063 does not, on its own, specify any profiles.

1 Normative references

he following documents contain provisions which, through reference in this text, constitute provisions of this
art of ISO/IEC ISP 12063. At the time of publication, the editions indicated were valid. All documents are
ubject to revision, and parties to agreements based on this part of ISO/IEC ISP 12063 are wamed against
\ utomatically applying any more recent editions of the documents listed below, since the nature of references
| ade by ISPs to such documents is that they may be specific to a particular edition. Members of IEC and ISO
‘ aintain registers of currently valid International Standards and ISPs, and the Telecommunications
1 tandardization Bureau of the ITU maintains a list of currently valid ITU-T Recommendations.

| mendments and corrigenda to the base standards referenced are listed in annex B.
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NOTES

1 - References in the body of this part of ISO/IEC 12063 to specific clauses of ISO/IEC documents refer also to the
corresponding clauses of the equivalent ITU-T Recommendations (as noted below) unless otherwise stated.

2 - Informative reference are found in annex E.

ISO/IEC TR 10000-1: 1992, Information technology - Framework and taxonomy of International Standardized Profiles -
Part 1: Framework.

ISO/IEC TR 10000-2: 1994, Information technology - Framework and taxonomy of International Standardized Profiles .
Part 2: Principles and taxonomy for OSI profiles.

ISOAEC 10021-1: 1990, Information technology - Text Communication - Message-Oriented Text Interchangb Systems
(MOTIS) - Part 1: System and Service Overview. [see also CCITT Recommendation F.400(1992)]

ISO/EC 10021-2; 1990, Information technology - Text Communication - Message-Oriented Text lnterchangp Systems
(MOT|IS) - Part 2: Overall Architecture. [see also CCITT Recommendation X.402(1992)]

ISOAMEC 10021-4: 1990, Information technology - Text Communication - Message-Oriented. Text Interchahgz Systems
(MOT|S) - Part 4: Message Transfer System: Abstract Setvice Definition and Procedures. [see a
Recommendation X.411(1992)]

ISOMEC 10021-5: 1990, Information technology - Text Communication - Message-OFiented Text Interchangp Systems
{(MOT|S) - Part 5: Message Store: Abstract Service Definition. [see also CCITT Recommendation X.413(1992)]

ISO/NEC 10021-8: 1995, Information technoiogy - Text Communication - Message Handling Systems - Part 8 | Electronic
Data interchange Messaging Service. [see also CCITT Recommendation F.435( 199 1)] ‘

ISO/EC 10021-9: 1995, Information technology - Text Communicationy> Message Handling Systems Part 9 | Electronic
Data Interchange Messaging System. [see also CCITT Recommeridation X.435(1991)) , '

ISO/IEC ISP 10611: 1994, Information technology - International Standardized Profiles AMH1n - Message Handling
Systefns - Common Messaging

Recommendation F.400(1992), Message handling. services: Message handling system and service overview.

CCl

CeIT Recommendation F.435(1991), Message handling: EDI messaging setvice.

CCITT Recommendation X.402(1992), Message-handling systems: Overall architecture.

CCITT Recommendation X.411(1992), Message handling systems - Message transfer system: Abstract servicg definition
and pfocedures.

CCITY Recommendation X.413(1992), Message handling systems - Message store: Abstract service definition.
CCITT Recommendation X.435(1991), Message handling systems: EDI messaging system.

3 Definitions

For the purposes of this part of ISO/IEC ISP 12063, the following definitions apply.

Terms used’in this part of ISO/IEC ISP 12063 are defined in the referenced base standards; in adTition, the
folloan_g terms are defined.

3.1 General

3.1.1 basic requirement : An Element of Service, protocol element, procedural element or othef identifiable
teature specified in the base standards which is required to be supported by all MHS implementations.

3.1.2 functional group : A specification of one or more related Elements of Service, protocol elements,
procedural elements or other identifiable features specified in the base standards which together support a
significant optional area of MHS functionality.

o CCITT .
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NOTE - A functional group can cover any combination of MHS features specified in the base standards for which the effect
of implementation can be determined at a standardized external interface - i.e. via a standard OS! communications

protocol (other forms of exposed interface, such as a standardized programmatic interfaces, are outside the scope of this
version of ISO/IEC ISP 12063).

3.2 Support classification

To specify the support level of Elements of Service for this part of ISO/IEC ISP 12063, the following
terminology is defined.

3.2.1 mandatory support (m) :

for origination:
for MT and MS Elements of Service:
A service provider (i.e. an MTA or MS) shall be able to make the Element of Service ayailable to a
service user in the role of originator; a service user (i.e. a UA) shall be able to use the Element of
Service in the role of originator.
for EDI Elements of Service:
A service provider (i.e. an EDI-UA) shall implement all the procedures specified in the base
standards which are associated with the provision of the Elément of Service, including pise of the
corresponding MT or MS Element(s) of Service, as appropriate; where specified in the base
standards, a service provider shall make the Element of\Service available to the servicp user in
the role of originator; in all cases, it shall be stated in‘the PICS whether the Element of|Service is
made available to the service user and, if so, howthis is achieved.
tor reception:
for MT and MS Elements of Service:
A service provider (i.e. a MTA or MS) shall be able to make the Element of Service available to a
service user in the role of recipient;a service user (i.e. a UA) shall be able to use the Hement of
Service in the role of recipient.
for EDI Elements of Service:
A service provider (i.exan EDI-UA) shall implement all the procedures specified in the base

standards which areassociated with the provision of the Element of Service, including use of the
corresponding MT-or MS Element(s) of Service, as appropriate; where specified in the base
standards, a service provider shall make the Element of Service available to the servicg user in
the role of recipient; in all cases, it shall be stated in the PICS whether the Element of $ervice is
made available to the service user and, if so, how this is achieved.

2 optional support (0) : An implementation is not required to support the Element of Service

If support
aimed, thenthe Element of Service shall be treated as if it were specified as mandatory support

3.2{3 conditional support (c) : The Element of Service shall be supported under the conditions [specified in
this part of ISO/IEC ISP 12063.
e i

j If these conditions are met, the Element of Service shall be tregted as if it

: be treated
as if it were specified as optional support (unless otherwise stated).

3,2.4 out of scope (i) : The Element of Service is outside the scope of this part of ISO/IEC ISP 12063 - i.e. it

will not be the subject of an ISP conformance test. However, the handling of associated protocol elements may
be specified separately in the subsequent parts of ISO/IEC ISP 12063.

3.2.5 not applicable (-) : The Element of Service is not applicable in the particular context in which this
classification is used.
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3.3 Profile object identifiers
Profiles that are specified in ISO/IEC ISP 12063 are identified by the object identifiers in table 1.

NOTE - These object identifiers are included for formal purposes and any use of them is not defined. They are not related
to any implementation of messaging and do not appear in the protocols specified in ISO/IEC ISP 12063.

Table 1 - Profile object identifiers

Profile Obiject Identifier

AMH31 { iso standard edi-messaging(12063) edimg-content (2) }

AMH3 { iso standard edi-messaging(12063) edimg-message-transter(3) |
AMH { iso standard edi-messaging(12063) edimg-mts-access(4) }

AMH { iso standard edi-messaging(12063) edimg-ms-access(5) }

4 |Abbreviations

84iwW 84 Interworking

AF Automatic Forwarding

ASN.1 Abstract Syntax Notation One
cv Conversion

DIR Use of Directory

DL Distribution List

ED{ Electronic data interchange

EDI-MS EDI message store
EDI-UA EDI user agent
EDIFACT  EDI For Administration, Commerce and Transport

EDIM EDI Message

EDIMG EDI Messaging

EDIN ED! Notification. .

EH EDIFACT Heading fields

EIT Encoded information type

EoS Element of Service

FG Functional group

FN Forwarded notification

IPM Interpersonal message or Interpersonal messaging
ISP International Standardized Profile
ISPIGS International Standard Protocol Implementation Conformance Statement
LD Latest Delivery

MF Manual Forwarding

MHS Message Handling Systems

MPB Muiti part body

MS Message store

MT Message transfer

MTA Message transfer agent

MTS Message Transfer System

NN Negative notification

oSl Open Systems Interconnection

PD Physical Delivery

PDAU Physical delivery access unit

Pedi Protocol for electronic data interchange
PN Positive notification

PS Private syntax

RED Redirection

SEC Security

UA User agent

X12 ANSI X12
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Support level for Elements of Service (see 3.2):

m mandatory support
o optional support

c conditional support
i out of scope

- not applicable

5  Conformance

Ng conformance requirements are specified in this part of ISO/IEC ISP 12063..

NQTE - This part of ISO/IEC ISP 12063 is a reference specification of the basic requirements and fundtional groups
covered by the AMH3n set of profiles and is additional to the protocol-specific requirements specified in the fiﬂlowing parts
of [SO/IEC ISP 12063. Although this part of ISO/AEC ISP 12063 contains normative requiréments, there ig no separate
corjformance to this part (i.e. it is not identified in the MHS taxonomy in ISO/IEC TR 10000-2)-since such reqlirements are
only significant when referenced in the context of a particular protocol.

Copformance requirements are specified by protocol for each MHS functional object in the following parts of
ISQ/IEC ISP 12063 with reference to the specifications in this part. Support of functionality as spegified in this
paft may only be verifiable where the effect of implementation can.bé-determined at a standardized external
int¢rface - i.e. via a standard OSI communications protocol. Further, the provision of Elements of [Service and
other functionality at a service interface will not necessarily be vefifiable unless such interface is replized in the
forn of a standard OSI communications protocol. Other foris of exposed interface (such as a F

uman user
intIrface or a standardized programmable interface may be provided, but are not required for conformance to
thig version of ISO/IEC ISP 12063.

6 Basic requirements

Annex A specifies the basic requirementsdor support of MHS Elements of Service (EoS) for conformance to
ISQ/IEC ISP 12063. Basic requirement§’specify the level of support required by all EDIMG impl

gmentations,
as yelevant to each type of MHS functional object - i.e. MTA, MS or UA (as MTS-user or MS-user, as relevant).

n|implementation conformingto the basic requirements of ISO/IEC ISP 12063 shall conform {o the basic
requirements of ISO/IEC ISP 10611, as appropriate to the type of MHS functional object.

Generation of notifications

An|EDI-UA implementation shall be able to accept or refuse EDI responsibility for a received EDIM, 1t shall be
| ble to generate appropriate positive and negative EDI notifications to respond to EDI notification requests,

1 ither locally-or by request from the EDIMG user as defined in the MHS base standards. The errgr codes are
i enerated-either by the EDIMG user or by the EDI-UA.

. It shallbe stated in the PICS which EDIN reason code values an EDI-UA implementation is able to generate.

1 .2 Reception of notifications
n EDI-UA shall be able to receive any type of EDI notification.

.3 Number of recipients

I\ an EDI-UA implementation comprises any limit on the number of recipients that can be specified in an EDIM
heading, then such limit shall be stated in the PICS.
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6.4 Message length

If an EDI-UA implementation imposes any constraint on the size of the message content, then such constraint
shall be stated in the PICS.

6.5 Identification of the recipient
The originating EDI-UA shall use the same O/R name in the RecipientField as in the Submission envelope.
On reception of an EDIM, the EDI-UA shall identify its own recipient sub-fields in the EDIM heading fields

based on O/R name in the RecipientField in the RecipientsSubField of the EDIM. The value shall be the O/R
nam i i irection-hi i is-recipient-name

ent of the Message Delivery operation.

NOTHS

1 - Where the EDIM passes through intermediate MTAs implementing X.400 (84) after a redirection, a bilateral pgreement
will bg needed since the redirection-history is lost.

2 - Where the EDIM has been delivered as a result of DL expansion, the EDI-UA can<bt identify its own recjpient sub- .

fields,
3 - The requirements in this clause are also submitted to ITU-T and ISO/IEC as.aerceived defect in the base standard.
6.6 | Body part types and encoded information types

supports in the roles of originator and receiver. An MTA oran MS implementation shall be able to agcept any

it sh}l(l be stated in the PICS which body part types and encoded information type values an implementation
synt

The dise of PRIVATE and UNDEFINED EDI body part types is deprecated in favour of privately defining an
object identifier for the specific syntax used (see7.12).

7 Functional groups

Annex A specifies any additional-tequirements for support of MHS EoS if support of an optional functional
group (FG) is claimed, as appropriate to each type of MHS functional object. The following clauses spmmarize
the functionality supported by each of the optional FGs and identify any particular such requirgments or
implgmentation considerations which are outside the scope of formal conformance to ISO/IEC ISP 12063. A
summary of the functional groups, identifying which may be supported (Y) and which are not applicable (N) for
each|type of MHS functional object (i.e. MTA, MS or UA - whether as MTS-user or as MS-user is not
distinguished), is.given in table 2.

The gonformance requirements for support of the various functional groups, covering support of additional
prototol elements and/or procedures, are specified in parts 2, 3, 4 and 5 of ISO/IEC ISP 12063, acg¢ording to
the pfotocol(s) to which each functionai group relates.
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Table 2 - Summary of AMH3n optional functional groups

|
|
\
| ©ISO/EC ISO/IEC ISP 12063-1 : 1995 (E)
|
i
|

| Functional Group Inheritance | relevantto | relevantto | relevant to

-~ from AMH1n aMTA aMs aUA

L

EDI Conversion (CV) ! inherited Y N N

|

} EDI Distribution List (DL) 1 inherited Y "N N

| ‘

| ED! Physical Delivery (PD) 1 inherited Y N Y

| -

EDI Eorwarding (AE, ME) Row N Y Y

EDI Redirection (RED) ! inherited Y Y%

\ BDI Latest Delivery (LD) 1 inherited Y

‘ \ BD! Security

| (BEC1, SEC2, SEC3) new N Y Y

@ | o, s0c)2 inherited N Y %

(81, S1C, S2, S52C) 2 inherited Y Y Y

| BDI Use of Directory (DIR) ! inherited Y N Y

| HD!I 84 Interworking (84IW) 2 inherited Y N Y

| EDI Muiti-Part Body (MPB) néw N Y Y

HDI ANSI X12 (X12) new N N Y

w 8DI Private Syntax (PS) new N N Y

EDI EDIFACT Heading fields (EH) new N Y Y

\ 1 There are no additional requirements to those specified in ISO/IEC ISP 10611.

‘; 2 Further requirements to those in ISO/IEC ISP 10611 are specified.

‘s

@ 7.1 EDI Conversion (CV)

‘ No|explicit conversions have been defined for the primary body part (which contains an EDI body gart or EDIM

‘; body part) by-the MTS. Implicit conversion of the primary body part is permitted, but the spegification of

| patticular conversions is beyond the scope of ISO/IEC ISP 12063.

\

‘ Implicit.or explicit conversion of other body parts (which contain additional information, such as|graphics or
texT) shall conform to the Common Messaging Conversion FG specified in ISO/IEC ISP 10611 Any such

conversions performed by the receiving EDI-UA are outside the scope of ISO/IEC ISP 12063.

| ’\lOTE -The use of some MHS security EoS require that any conversion that is performed by the receiving EDI-UA must be
i done after the security services are performed.

; .2 EDI Distribution List (DL)

| he EDI Distribution List FG covers all issues relating to the performance of distribution list (DL) expansion.

n implementation conforming to the EDI DL FG shall conform to the Common Messaging DL FG as specified
in ISO/IEC ISP 10611. There are no additional requirements for an MTA in an EDIMG environment.
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7.3 EDI Physical Delivery (PD)

ISONEC

The EDI Physical Delivery FG is concerned with access to physical delivery (i.e. postal, courier, etc.) services.

The EDI PD FG comprises two separate and distinct parts:
o support of PD EoS on origination and submission;

o support of a co-located physical delivery access unit (PDAU).

SUpport of PD EoS on submission may be relevant either for an EDI-UA or an MTA. Support of a PDAU is only
applicable to an MTA. The requirements for the PDALU itself are outside the scope of ISO/IEC ISP 12063

An implementation conforming to the EDI PD FG shall conform to the Common Messaging PD FG as,gpecified

in ISQ/IEC ISP 10611. An EDI-UA conforming to the EDI PD FG shall also make the PD EoS availak

e to the

EDIMG user for origination as specified in ISO/IEC ISP 10611. There are no additional requirements for the

MTA ih an EDIMG environment.
7.4 EDI Forwarding (AF, MF)

The EDPI Forwarding FG defines the service and functionality required to perforniforwarding of EDIMs
behalfiof an EDIMG user.

by or on ‘

The EPI Forwarding FG is specified as two classes: Automatic Forwarding(AF) and Manual Forwarding (MF).

In clags AF the forwarding is performed automatically by the EDI-UA)or by the EDI-MS based on

a set of

criteria specified by the EDIMG-user. The available criteria and théifinvocation method shall be stated in the
PICS.|In class MF the forwarding is performed by the EDI-UA on explicit instruction by the EDIMG-user on

each qccasion.

it shal| be stated in the PICS whether or not removal of body parts is supported.

NOTE |- The MHS base standards requires that support of the notifications and information fields associated with

forwardiing (i.e. those mandated in this FG) is mandataryif forwarding is performed.

7.4.1 EDI Forwarding class (AF)

The EDI Automatic Forwarding class (AF) supports use of the Stored EDI Message Auto-forward EoS.
7.4.2 EDI Forwarding class (MF)

The EDI Manual Forwarding class (MF) supports use of the EDI Forwarding EoS by an EDI-UA.

7.5 EDI Redirection (RED

specmed in ISO/IEC ISP 10611. There are no additional requurements for an MTA inan EDIMG environment.

7.6 EDI Latest Delivery (LD)

The EDI Latest Delivery FG covers support of the Latest Delivery EoS - i.e. the functionality required to cause

non-delivery to occur if a latest delivery time specified by the originator has expired.

An implementation conforming to the EDI LD FG shall conform to the Common Messaging LD FG as specified
in ISO/NEC ISP 10611. There are no additional requirements for an MTA or EDI-UA in an EDIMG environment.
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7.7 EDI Security (SEC1, SEC2, SEC3, S0, S0C, S1, S1C, S2, S2C)

The EDI Security FG covers the provision of security service in an EDIMG environment. As the interface
between the EDIMG user and the EDI-UA is outside the scope of this profile, implementations of security

mechanisms can be in the EDI-UA or as part of a general security mechanism integrated with the EDIMG user-
object.

The EDI Security FG is specified as three independent security classes denoted as SEC1, SEC2 and SEC3.

In addition to this, an EDIMG implementation can support any of the Common Messaging security classes S0,
S0C, 81, S1C, S2 and S2C.

An implementd ass(es) are
supported ’
Theg security classes SEC1 and SEC2 require support of the Content Integrity EoS. SEC2 also requires support
of the Message Origin Authentication EoS. This may be achieved by supporting Common Messagjng security
clags S0 as specified in ISO/IEC ISP 10611 (see 7.7.2).
7.711 EDI specific security classes (SEC1, SEC2, SEC3)
The EDI Security FG supports use of EDIMG security services and functionality provide within the EDIMs and
EDINs as follows :
Table 3 - EDI Security Classes
Element of Service Security Class
SEC1 SEC2 SEC3
Application Security Element 0 (o] m
Non-repudiation of Content Originated 0 | m (o]
Non-repudiation of Content Received o] m o)
Non-repudiation of Content Received Request o m o]
Non-repudiation of EDT Notification o} m o
Non-repudiation of EDI Notification Request o] m o
Proof of Content Received m m o
Proofof Content Received Request m m o]
Proof of EDI Notification m m 0
Proof of EDI Notification Request m m . o}

ecurity class SEC1 requires that security measures shall be provided by the EDIMG system implementation in
order to provide EDI-UA to EDI-UA proof services for an EDIMs.

Security class SEC2 requires that security measures shall be provided by the EDIMG system implementation in
order to provide EDI-UA to EDI-UA non-repudiation services for an EDIMs.

Security class SEC3 requires that security measures shall be provided by the EDIMG system implementation in
order to provide EDIMG user to EDIMG user security services.

9
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7.7.2

Common messaging security (S0, S0C, S1, S1C, S2, 52C)

The Common messaging Security classes covers the provision of secure messaging in an EDIMG environment
and is specified as three security classes which are incremental subsets of the security features available in
the MHS base standards: ‘

S0

This security class only requires security functions which are applicable between MTS-users.
Consequently security mechanisms are implemented within the MTS-user. An MTA is only
required to support the syntax of the security services on submission and delivery (support of
the syntax on relaying is a basic requirement). An MTA is not expected to understand the
semantics of the security services.

S1

S2

In ad
supp

This security class requires security functionality within both the MTS-user and the MTS. The
MTS security functionality is only required to achieve secure access management.’Ag with SO,
most of the security mechanisms are implemented within an MTS user. S1 primarily| provides
integrity and authentication between MTS users. However, MTAs are expected t¢ support
digital signatures for peer-to-peer authentication, security labelling and sgcurity contexis.

This security class adds security functions within MTAs and the. MTS. The main security
function added within this class is authentication within the MTS, and hence non-repudiation
can also be provided.

ition, each of the three security classes has a variant (denoted as/S0C, S1C and $2C) which requires
rt of end-to-end content confidentiality.

The requirements for an implementation conforming to the Common Messaging security classes are specified

in 1SC
7!8
The H

An i
speci

NOTE

1-A
Howey

EDI Use of Directory (DIR)

/IEC ISP 10611. There are no additional requirements.for-an MTA, UA or MS in an EDIMG env(ronment.

DI Use of Directory FG covers support of the Designation of Recipient by Directory Name EoS ag follows:

support of specification of a recipient by means of a directory name by an MTS-user gr
an MTA on submission,;

support of access to.'a directory service by an MTA to obtain one or more O/R
addresses (either-on submission or subsequently if an O/R address is absent g
determined to beinvalid and a directory name is present).

bl

plementation conforming to the EDI DIR FG shall conform to the Common Messaging DIR FG as

5

2 - Thérs are

10

ied in ISO/IEC ISP 10611. There are no additional requirements for an MTA or UA.

Hirectory~may also be used directly by MHS users to obtain information to assist in the submission of messages.
er, such use is not necessarily MHS-specific and is therefore outside the scope of ISO/IEC ISP 12063.

5by MHS.
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*7.10 EDI Multi-Part Body (MPB)

7.11 EDI ANSI X12 (X12)

The
conveyance of a privately defined object identifier, identifyng the interchange syntax within the EI
(i.

Su

7.

©ISO/EC

7.9 EDI 84 Interworking (84IW)

ISO/IEC ISP 12063-1 : 1995 (E)

The 84 Interworking FG covers interworking between implementations conforming to ISO/IEC ISP 12063
(hereafter referred to as ‘1988 systems’) and implementations conforming to the CCITT X.400(1984)

Recommendations (hereafter referred to as ‘1984 systems’).

ltiple body parts in an EDIM.

The ED! ANSI X12 FG covers support of the ANSI X12 EDI syntax, including conveyance
interchange within the EDI body part. Support of the applicable' X312 heading fields is also required.

7.

12 EDI Private syntax (PS)

EDI Private syntax FG covers support of all ‘possible privately defined EDI syntaxes.

€. object identifiers not defined in the base standard). See further subclause 8.2.6 of ISO/IEC 100

port can be claimed by an implementation which passes the interchange transparently to the EQ

3 EDI EDIFACT heading fields (EH)

e EDI interchange, in the corresponding EDIM heading fields.

TE - edi-message-typaiis covered in the basic requirement to ISO/IEC ISP 12063.

ivalence of.elements common to the EDI information in the ED! body part and the EDIM header

An MTA implementation conforming to the EDI 84IW FG shall conform to the Common Messaging 84IW FG as
specified in ISO/IEC ISP 10611. There are no additional requirements for an MTA in an EDIMG environment.

A UA implementation conforming to the EDI 84IW FG shall support origination and reception of IPM content
identified as integer 2 as specified in subclause 20.2 of ISO/IEC 10021-7 and shall support origination and
1 rt

itional recommended practices for interworking with earlier EDI messaging implementations are described
in annex C.

Tt:]a EDI Multi-Part Body FG defines the service and functionality that is required to support the generatlon of
m

of an X12

it includes
DI body part

IMG-user.

The EDI EDIFACT heading fields FG covers support of the handling of EDIFACT heading field data elements

hall be stated.for origination and for reception in the PICS, whether the EDI-UA checks for the semantic

11
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8 Naming and addressing

implementations shall support naming and addressing capabilities as specified in clause 8 of ISO/IEC ISP
10611-1.

in addition, an EDI-UA implementation shall support use of the numeric and terminal forms to identify
recipients. Use of these forms to identify the EDI-UA itself is not required.

9 Error and exception handling

JSO/NEC

An implementation detecting a violation of such bounds may generate a size-constraint-violation, byt is not
requirgd to do so.

An implementation is not required to be able to accept elements up to such bounds where an appropriate error .
indicatjon is defined in the base standards.

12
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Annex A

(normative)

ISO/IEC ISP 12063-1 : 1995 (E)

Elements of Service

in the event of a discrepancy becoming apparent in the body of this part of ISO/IEC ISP 12063 and the tables

in this annex, this annex is to take precedence.

A.l MT Elements of Service

Th

12

the case of the second column.

Table A.1 - Elements of Service Belongingto The Basic EDIMG Service (MT EoS)

The requirements for support of MT EoS by an MTA are as specified in clause A.1 of ISO/IEC ISP 10611-1.
following tables specily the requirements for use of such services by an MTS:user in| an EDIMG

enyironment (i.e. EDI-UA) for conformance to ISO/IEC ISP 12063. Whether such services are magde available
to the MHS user is covered in the AMH31 PICS proforma.

' in the following tables, the "Basic” column reflects the basic requirements for conformance to ISO/IEC ISP

' D63 - i.e. the minimum level of support required by all EDI-UA implementations (see claugse 6). The
" Inctional Group" column specifies any additional support requiremenits if support of an optional functional
grgup is claimed (see clause 7). Each column is then further subdivided into support for origination ("Orig")
ang reception ("Rec") as defined in 3.2, together with the abbreviated name of the functional group ("FG") in

Element of Service Basic Functional Group
Orig. Rec. FG Orig. Rec.
Acgess Management m m
Content Type Indication m m
Converted Indication - m
} Deljvery Time Stamp Indication - m
Megsage Identification m m
Non-delivery Notification m -
Original Encoded Information Types Indication m m
Submission Time Stamp Indication m m
User/UA Capabilities Registration - m

13
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Table A.2 - EDIMG Optional User Facilities (MT EoS)

Element of Service Basic Functional Group
Orig. Rec. FG Orig. Rec.

Additional Physical Rendition o -

Alternate Recipient Allowed m -

Alternate Recipient Assignment1 - -

Basic Rhysical Rendition o - PD m

Content Confidentiality o o SoC m m

S1C m m
sa¢ m m

Contentt integrity +] o S0 m m
SEC1 m m
SEC2 m m

Conveision Prohibition : m m

Convergion Prohibition in Case of Loss of Information o [¢]

Counter Coliection - o - PD m

Counter Collection with Advice ' ) -

Deferred Delivery m ~

Deferredd Delivery Cancellation m? -

Delivery Notification m -

Delivery via Bureaufax Service o -

Designation of Recipient by Directory Name o - DIR m

Disclosure of Other Recipients m m

DL Expansion History Indication - m

bL Eprnsion Prohibited mS -

EMS (Elxpmuausanam) o = PD m

Explicit Conversion o -~

Grade of Delivery Selection m m

Hold for Delivery - o

Implicit Conversion - -

Latest Defivery Designation o - LD m

14
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Element of Service

Basic Functional Group
Orig. Rec. FG Orig. Rec.
Message Flow Confidentiality i i
Message Origin Authentication o o S0 m m
SEC1 m m
SEC2 m m
Message Security Labelling o o s1 m m
Message Sequence integrity o 0
Multi-destination Delivery m -
rfon-repudiation of Delivery o o 82 m m
Ilon-repudiation of Origin o o - 82 m m
Nen-repudiation of Submission i - S2 m m
Qrdinary Mail o - PD m
Qriginator Requegted Alternate Recipient o - RED m
Rhysical Delivery Notification by MHS o -
Fhysical Delivery Nofification by PDS [¢] -
Physical Forwarding Allowed o - PD m
Physical Forwarding Prohibited o - PD m
Prevention of Non-delivery Notification o -
‘ Probe © -
Probe Origin Authentication i -
Proof of Delivery 4] o S0 m m
Proof of Submission - S2 m m
Reditection Disallowed by Originator md
Redirection of Incoming Messages - o RED md
Registered Mail -
\ Registered Mail to Addressee in Person -
Report Oriéin Authentication i S2 m m
L?equest for Forwarding Address -

15
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Element of Service . Basic Functional Group

Orig. Rec. FG Orig. Rec.

Requested Preferred Delivery Method o [

Restricted Delivery - i

Return of Content i -
Secure|Access Management : .o o S1 m m
Spediall Delivery (<] - PD m
Undeliverable Mail with Return of Physical Message 0 - PD m
Use of Pistribution List m8 -
1 The method by which an alternate recipient is specified to the MTA is outside the scope of ISO/IEC
ISP 12063 .
2 Performance of this EoS is not guaranteed if the message has already been transferred.from the
submitting MTA.
3 To prevent an unknown number of EDINs from being sent to the original originator of an EDIM in the

case of DL-expansion, "DL-expansion-prohibited” should normaily to beset'to "prohibited” any of PN,
NN or FN is requested..

4 Support of this Elements of Service has been made mandatory-as the defautt is “allowed”. Only the
capability to generate the “prohibited” value is required for conformance.

5 ltis not required that the support of this EoS is achieved using the Register operation.
6 Use of Distribution List on submission is always pdssible as DLs cannot be distinguished from other
O/R addresses.

16
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A.2 MS Elements of Service

ISONEC ISP 12063-1 : 1995 (E)

The requirements for support of MS EoS by an MS are as specified in clause A.2 of ISO/IEC ISP 10611-1

except as modified by table A.4. The following tables specify the requirements for use of such services by an

EDI-MS-user in an EDIMG environment (i.e. EDI-UA) for conformance to ISO/IEC ISP 12063. Whether such
services are made available to the MHS user is covered in the AMH31 PICS proforma.

in the following tables, the "Basic" column reflects the basic requirements for conformance to ISO/IEC ISP

12063 - i.e. the minimum level of support required by all EDI-UA implementations (see clause 6).

"Functional Group” column specifies any additional support requirements if support of an optional functional
group is claimed (see clause 7), together with the abbreviated name of the functional group ("FG").

Table A.3 - Base EDI Message Store Facilities
Blement of Setvice Basic Functional Group '
Orig. Rec. FG Orig. Rec.
NIS Register o ) AF m m
Stored Message Deletion m m
Stﬁred Message Fetching m m
Ytored Message Listing o o
Stored Message Summary o 1)
Table A.4 - EDI Message Store Optional User Facilities
Element of Service Basic Functional Group
Qrig. Rec. FG Orig. Rec.
Stored Message Alert [¢] o
E,tored Message Auto-forward i i
Jtored EDI Message Auto-forward o (4] AF m m

17
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A.3 EDIMG-specific Elements of Service

The following tables specify the requirements for support of EDIMG-specitic Elements of Service by an MTS-
user in an EDIMG environment (i.e. EDI-UA) for contormance to ISO/IEC ISP 12063. Whether such services
are made available to the MHS user is covered in the AMH31 PICS proforma.

In the following tables, the "Basic" column reflects the basic requirements for conformance to ISO/IEC ISP
12063 - i.e. the minimum level of support required by all EDI-UA implementations (see clause 6). The
"Functional Group" column specifies any additional support requirements it support of an optional functional
group is claimed (see clause 7). Each column is then further subdivided into support for origination ("Orig™)
and reception ("Rec") as defined in 3.2, together with the abbreviated name of the functional group ("FG") in
the cag .

Table A.5 - Elements of Service Belonging to The Basic EDIMG Service (EDIMG EoS)
Element of Service Basic Functional Group
Orig. Rec. FG Orig. Rec.
EDI Mgssage !dentification m m
Typed Body m m
Table A.6 - EDIMG Optional User Facilities (EDIMG EoS)
Efemept of Service Basic Functional Group
Orig. Rec. FG Orig. Rec.
Applicgtion Security Element o] 4] SEC3 m m
Charadgter Set ' m m
Cross Reference Information le] m MPB m
EDI Foywarding o -~ AF, MF m
ED! Mgssage Type(s) m m
EDI Ngtification Request m m
£D{ Standard Indication m m
EDIM Tesponsibimy Forwarding Allowed Indication m m
EDIN 4eoeiver 0 m AF, MF m
Expiry Date/Time Indication (4] m
Incomplete Copy Indication o m AF, MF ¢!
Interchange Header m m
Muiti-part Body o m MPB m

18
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Element of Service Basic Functional Group
Orig. Rec. FG Orig. Rec.
Non-repudiation of Content Originated [*] o] SEC2 m m
Non-repudiation of Content Received o o SEC2 m m
Non-repudiation of Content Recsived hequest o o SEC2 m m
Non-repudiation of EDI Notification o 0 SEC2 m m
Non-repudiation of EDI Notification Request <] o SEC2 m m
Qbsoleting indication 0 m?
Qriginator Indication m m
Proof of Content Received o 0 SEC1 m m
SEC2 m m
Proof of Content Received Request o o SECH m m
SEC2 m m
Fyoof of EDI Notification o (0 SEC1 m m
SEC2 m m
Pjoof of EDI Notification Request o 0 SEC1 m m
SEC2 m m
Recipient Indication m m
Helated Message(s) o m
Sprvices Indication o o

1

o,

Support on origination is conditional on supporting removal of body parts.

The EDI-UA do not has any control when the EDIM is transferred to the EDIMG user.

19
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International Standards are subject to constant review and revision by the ISO/IEC Technical Committees
concerned. The following amendments and corrigenda are approved by ISO/IEC JTC1 and are considered as

Annex B

(normative)

Amendments and corrigenda

normative references in this part of ISO/IEC ISP 12063.

NOTE
Guide,

ISO/Y
ISO/E
ISO/H
ISO/E
ISO/H
ISO/IE
ISO/Ig
ISO/IE
ISO/NE
ISO/IE
ISO/IE
ISO/IE
ISO/g
ISO/IF
ISO/E
ISO/IE

Version 11 (circulated, but not approved by ITU SG 7).

C 10021-1:1990/Cor.1:1991
C 10021-1:1990/Cor.2:1991
C 10021-1:1990/Cor.3:1992
C 10021-1:1990/Cor.4:1992
C 10021-1:1890/Cor.5:1992
C 10021-1:1990/Cor.6:1994
C 10021-2:1990/Cor.1:1991
C 10021-2:1990/Cor.2:1991
C 10021-2:1990/Cor.3:1992
C 10021-2:1990/Cor.4:1992
C 10021-2:1990/Cor.5:1993
C 10021-2:1990/Cor.6:1994
C 10021-2:1990/Gor 7:1994
C 10021-4:1990/Cor.1:1991
C 10021-4:1990/Cor.2:1991

C10021-4:1990/Cor.3:1992

- Corresponding corrigenda to the equivalent ITU-T Recommendations are contained in the MHS Implementors'

ISO/IEC 10021-4:1990/Cor.5:1992
ISO/NEC 10021-4:1990/Cor.6:1993
ISO/IEC 10021-4:1990/Cor.7:1994
ISO/IEC 10021<4:1990/Cor.8:1994
ISO/IEC(10021-5:1990/Cor.1:1991
ISO/EC 10021-5:1990/Cor.2:1991
[SO/IEC 10021-5:1990/Cor.3:1992
ISO/IEC 10021-5:1990/Cor.4:1992
ISONEC 10021-5:1990/Cor.5:1992
ISONEC 10021-5:1990/Cor.6:1994
ISONEC 10021-5:1990/Cor.7:1994

ISO/IEC 10021-1:1990/Amd.2 !
ISO/IEC 10021-2:1990/Amd.1:1994
ISO/IEC 10021-2:1990/Amd.2:1994

ISO/IEC 10021-4:1990/Amd.1:1994

ISO/IEC 10021-4:1990/Cor.4:1992

20
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Annex C
(informative)

Additional recommended practices for 1984 interworking

C.1 Introduction

This annex provides some additional recommendations concerning _interworking between EDI-UA
implementations according to ISO/IEC ISP 12063 (hereafter referred to as ‘1988 systenis’) and UA
lementations according to earlier recommended practices (hereafter referred to as ‘1984 systems’).

These recommended practices are additional to the requirements of the EDI 84 Interworking fungtional group,
either because the interworking issue in question is outside the scope of the MHS bdse standards (and hence

also outside the scope of formal conformance to ISO/IEC ISP 12063) or because it is-anticipated that the issue
uld be resolved in the MHS base standards.

The recommendations in this annex are concerned with the downgrading of EDIMs (content type 35) into

interpersonal messages (content type 2). Such a capability could be implemented in an originating EDI-UA or
elsewhere in the message path.

THis annex does not specify the conditions under which an implementation may invoke these prpcedures, or
hdw a requirement for downgrading of a particular EDIM should be determined. Such determinatiop will require
knowledge of the recipient's capabilities, bilateral agreements, configuration or some other approgriate means.

Without such knowledge it may be inappropriate to invoke these procedures, and it is strongly recommended
that content downgrading is only performed when it isknown that it is appropriate to do so.

DTE - Recommended practices for interworking betiween 1988 and 1984 MTA implementations are covergd in annex D
of ISO/IEC ISP 10611-1.

ere are different scenarios for interworking with 1984 systems. These are:

interworking between.an EDIMG user and a 1984 MTA;

interworking between EDIMG systems and IPM systems.

n|a global messaging ‘environment it is conceivable that an EDI-UA may be involved in all sqenarios with
ifferent parties.

e case of an EDI-UA forwarding EDIMs between a 1984 EDIMG system and a 1988 EDIMG sgystem is not
onsidered.

interworking between an EDI-UA and a 1984 UA

n-implementation

Downgrading of the MTS is according to the downgrading rules between 1988 and 1984 systems
as defined in ISO/IEC 10021-6 and further classified in ISP 10611-1.

Rules are defined in this clause for Elements of Service which require a 1988 MTS and cannot be
downgraded.

21
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An EDI-UA may support downgrading of service elements requested by an EDI Application as specified in

Table C.1 and C.2.

Table C.1 - Classification of Downgrading Actions for EDIMG EoS

Proof of EDI Notification Request

Element of Service Action
Incomplete Copy Indication D
Non Repudiation of Content Originated R
Non Repudiation of Content Received R
Non Repudiation of Content Received Request R
Non Repudiation of Delivery D
Non Repudiation of ED! Notification R
Non Repudiation of EDI Notification Request R
Proof of Content Received R
Proof of Content Received Request R
Proof of EDI Notification R
R

Table C.2 - Classitication of Downgrading Actions MT EoS

22

Message Sequence integrity

Element of Service Action
Additional Physical Rendition D
Basic Physical Rendition D
Content Confidentiality D
Content Integrity R
Conversion Prohibition in Case of Loss of Information D
Counter-Collection D
Caunter Collection with Advice D
Delivery via Bureaufax Service D
Designation of Recipient by Directory Name D
DL Expansion History Indication D
DL Expansion Prohibited D
EMS (Express Mail Service) D
Latest Delivery Designation D
Message Flow Confidentiality D
Message Origin Authentication R
Message Security Labelling D
D
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(0]

should be notified but the mechanism for this is a local matter.

.3 Interworking between an EDI-UA and a 1984 MTA

Element of Setvice Action
Non Repudiation of Origin b
Non Repudiation of Submission D
Ordinary Malil D
Originator Requested Alternate Recipient D
Physical Delivery Notification by MHS D
Physical Delivery Notitication by PDS D
Physical Forwarding Allowed D
Physical Forwarding Prohibited D
Probe Origin Authentication b
Proof of Delivery D
Proof of Submission D
Redirection Disallowed by Originator D
Redirection of Incoming Messages D
Registered Mail D
Registered Mail to Addressee in Person D
Report Origin Authentication D
Regquest for Forwarding Address D
Requested Delivery-Method D
Secure Access Management D
Spadial Delivery D
Use-of Distribution List D
User/UA Capabilities Registration b
igend tables €.1 and C.2:
Corresponding protocol elements or service requests are downgraded. The notification of thig action to
the EDI Appilication is a local matter.

ation

ubmission of EDIMs and EDINs to 1984 MTA and delivery of EDIMs and EDINs from a 1984 MTA is specified
ISO/NIEC 10021-9 clause 19.

23
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C.4 Interworking between EDIMG systems and IPM systems

This scenario specifies the conversion between systems using the P2 approach for EDI and systems using
Pedi. The P2 approach specifies how an EDI Interchange can be carried in an IPM over 1984 MTS. The EDI
interchange is carried as an IASstring in the text part of the IPM Content.

C.4.1 Conversion from EDIM to IP-message
The verification of authority to perform a particular conversion is outside the scope of this annex. )t is assumed

that such conversions will be done with the full knowledge of the originating and recipient parties. Any
conversion will at least be ruled by any conversion prohibition or conversion prohibition in case of loss request.

The EDIFACT 1SO646 EDI body part of the EDIM is copied to the IPM Body as an IA5 Text body part| All other
body parts of the EDIM will be discarded and this action is treated as a conversion. The encede information
type (EIT) on the message envelope is IA5Text. The conversion fails if the EDI body part is not “an EDIFACT
1S0646 body part.

The 1PM Heading fields are set as follows:
IPMIidentifier: EDIMIdentifier .
Originator: Originator ORName

Recipjents: Recipients from the EDIM Heading. All recipients” become IPM Primary recipignts. The
conversion fails if any EDIN is requested. IPM Natifications are not requested.

Subjept: Not present, or set to a value according to local policy.

C.4.2|Conversion from |P-message to EDIM

It is agsumed that there is one and only one body part in the IPM Message, and that this body part coptains an
EDI Interchange.

The IFPM body part becomes the first, and only, body part of the EDIM.
The HDIM Heading fields are set as follows:

EDIM(ldentifier: Originator ORName concatenated with the Local {PMldentifier portion of the IPMIdentifier.

Originator: Originator.ORName.
Reciplents: Recipient ORNames from the IPM Heading. The edi notification requests field is not cqded.

EDIBodyPartType:
The value is a local implementation issue. If the entity performing the conversion can identify
the EDI syntax of the EDI Interchange then it can specify an appropriate value. Otherwise, the
entity must be assuming a specific encoding and will specify the value for the syftax it is
ASSUTING:

Other heading fields may be set if the entity performing the conversion is capable of parsing the EDI
Interchange and discovering the correct values of the EDIM Heading fields.

Since there are no notification requests the EDI-UA will never create an EDIN when it receives a converted
EDIM and therefore the action for handling EDiNs in the reverse direction does not need to be considered.
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