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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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Fent types of ISO documents should be noted. This document was drafted in acéorda
rial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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URL;
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This

it rights. ISO shall not be held responsible for identifying any or all sueh*patent right
atent rights identified during the development of the document willbe in the Introdu
e [SO list of patent declarations received (see www.iso.org/patents).

frade name used in this document is information given for the-éonvenience of users 4
[itute an endorsement.

in explanation on the voluntary nature of standards, the meaning of ISO specifig
pssions related to conformity assessment, as well ‘as’information about ISO's adhel
d Trade Organization (WTO) principles in the Techniical Barriers to Trade (TBT) see t
www.iso.org/iso/foreword.html.

document was prepared by ISO/TC 204, Intelligent transport systems.

first edition cancels and replaces ISO/TS17423:2014, which has been technically revis
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Introduction

Abstracting applications from communications is a useful basic architectural principle of Intelligent
Transport Systems! (ITS) embodied in the ITS station and communication architecture presented in
[SO 21217:2014.

Applications and communications are linked together using the concepts of flows and paths and
communication profiles described in ISO 21217:2014 with related flow and path management
procedures specified in ISO 24102-62)[11], The ITS station management uses communication
requirements and objectives of applications together with the capabilities of the ITS station (status of
available commtnieationprotocolstacks}and-sets-of decistonrles{regulations-and-poleiesitoselect
suitable parpmeterized ITS-S communication protocol stacks, also referred to as "ITS-S Communicpation
Profiles" (IT[S-SCP), for each source of a potential flow as illustrated in Figure 1. A set of communichtion
requirements is referred to as a Flow Type in ISO 24102-6[11]. There may be well-known lregistered
Flow Types ps specified in ISO 17419.

Applications

API

O

ys) ITS-S Facility
N Layer
Protocols
Communication
| | profile selection | |-
ITS-S process N
apolications' Communication s ITS-S N&T
ppY protocols’ 2 Layer
requirements status =/ Protocols
and objectives * ~
Set of rules
(regulations; ITS-S Access
pOliCiES) Layer
g
ITS-S Management 1R Protocols
—
(.Q Communications

Figure 1 <<ITS-S communication profile selection process

An ITS-S communication{profile is independent of any destination address. However an instantiption
of a communication profile includes the address of the next hop recipient, and a path includes address
information{of thewaext hop recipient, the anchor and the destination as specified in ISO 24102-6[1}1.

A user of an| TS ‘station unit may be able to influence the selection of ITS-S communication profilgs by
providing his-6wr-pelieies-

Information from a Local Dynamic Map (LDM) on neighbouring stations offering certain communication
capabilities may also be useful for the ITS-S communication profile selection process, although not
indispensable.

1) The term “Cooperative ITS” (C-ITS) indicates specific features of ITS [4]. For the purpose of this document, no
distinction between ITS and C-ITS is needed.

2) To be published.

vi © ISO 2018 - All rights reserved
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Intelligent transport systems — Cooperative systems —

Ap

plication requirements and objectives

1 Scope

This

document

JR— q

1
I

—_— q

o the ITS-S management in support of automatic selection of ITS-S communicatien p
TS station unit (ITS-SU),

gpecifies related procedures for the static and dynamic ITS-S communication prof
Irocesses at a high functional level,

2 Normative references

The
cons
undg

ISO 4

IS0/
basid

ISO 1

ISO
Arch

For t

ISO 4

following documents are referred to in the text in such*a way that some or all of t
[itutes requirements of this document. For dated references, only the edition cited
ted references, the latest edition of the referenced@document (including any amendme

217:2015, Codes for the representation of currencies

EC 8824-1:2015, Information technology ="Abstract Syntax Notation One (ASN.1): Spé
notation

7419, Intelligent transport systems->=~Identifiers — Globally unique identification

P1217:2014, Intelligent transport systems — Communications access for land mobiles
tecture

Terms and definitions

he purposes ofthis document, the following terms and definitions apply.

nd I[EC maintain terminological databases for use in standardization at the following z

EC Electropedia: available at https://www.electropedia.org/

— 1

gpecifies communication service parameters presented by ITS station (ITS-S) applicatign processes

rofiles in an

le selection

rovides an illustration of objectives used to estimate an optimumdS-S communicatign profile.

heir content
applies. For
hts) applies.

cification of

- (CALM) —

ddresses:

SO-Online browsing platform: available at https://www.iso.org/obp

3.1
auth

orization

prescription that a particular behaviour shall not be prevented

Note

1 to entry: Unlike a permission (3.10), an authorization is an empowerment.

Note 2 to entry: From ITU-T X.911[14],

© ISO
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ITS-S application process
element in an ITS station that performs information processing for a particular application and uses
ITS-S services to transmit and receive information

Note 1 to entry: Examples of ITS-S application processes are ITS-S applications, ITS-S facility applications (e.g. for

CAM), and IT
[SOURCE: IS

3.3
ITS applica

S-S management applications (e.g. FSAP specified in ISO 22418[10]),
021217:2014, 3.19, modified — Note 1 to entry has been added.]

ion

instantiatio
application

[SOURCE: I§

3.4

ITS service
functionalit
sustainabili

[SOURCE: IS
3.5

ITS-S applig
ITS-S applic
[SOURCE: IS
3.6

ITS-S applig
functionalit

[SOURCE: IS
3.7

ITS-S comnjunication profile

parameteriz

3.8

ITS-S comnjunication pretoeol stack

consistent
other nodes

3.9
ITS-S applig

h of an ITS service that involves an association of two or more complementary
brocesses

0 21217:2014, 3.9 — modified: Note 1 to entry was deleted.]

y provided to users of intelligent transport systems designed e:g! to increase si
Ly, efficiency, or comfort

0 21217:2014, 3.11]

fation

htion process residing in the ITS-S application entity
0 21217:2014, 3.18]

"ation process provisioner

 in an ITS-SU offering ITS-S application processes for download to other ITS-SUs
0 17419:2018, 3.14]

ed ITS-S communicatioh-protocol stack

et of ITS-S ¢ommunication protocols enabling communications between an ITS-SCU

which maybe identified by a registered globally unique reference number

ration process RX/TX interface

sink or sour

TS-S

hfety,

and

ce-of an ITS-S application process

3.10

permission

rule thatap

articular behaviour is allowed to occur

Note 1 to entry: From ITU-T X.911[14],

© ISO 2018 - All rights reserved
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4 Symbols and abbreviated terms

BSME
CPSP
CRO
CSpP

CSP_AvgADUrate

Bounded Secured Managed Entity, see [SO 21217
Communication Profile Selection Process
Communication Requirements and Objectives

Communication Service Parameter

Communication service parameter “Average ADU generation rate”

CSP_CommDistance

CSP_pataConfidentiality

CSP_Datalntegrity

CSP_pestinationDomain

CSP_DestinationType

CSP_Directivity

CSP_ExpFlowLifetime

CSP_FlowType

CSP_LogicalChannelType

CSP_MaxADU

CSP_MaxLat

CSP_MaxPrio

CSP_MinThP

CSP_NonRepudiation

CSP_PortNo

CSP_Protocol

CSP_Resilience

CSP_BessionCont

Communication service parameter “Communication distancef
Communication service parameter “Need for data confidentia
Communication service parameter “Need for datalintegrity”
Communication service parameter “Destination domain”
Communication service parameter “Destihation type”
Communication service parameter~Directivity”
Communication service parameter “Expected flow lifetime”
Communication service parameter “Flow type”
Communication service parameter “Logical channel”
Communication service parameter “Maximum ADU size”
Communicatien service parameter “Maximum allowed latenc]
Communication service parameter “Maximum priority”

Communication service parameter “Minimum throughput”

Communication service parameter “Need for non-repudiation|

Communication service parameter “Port Number”
Communication service parameter “Protocol requirements”
Communication service parameter “Resilience”

Communication service parameter “Session continuity”

lity”

CSP_SourceAuthentication
CSP_SpecificCommsProts
ITS-S-FlowID

[ICP

ITS-S

ITS-SCP

© ISO 2018 - All rights reserved

Communication service parameter “Source authentication”

Communication service parameter “Specific communications protocols”

Flow Identifier, see ISO 24102-6[11]

ITS station-internal management communications protocol, see

[SO 24102-419]
ITS station, see ISO 21217:2014

ITS station communication profile
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ITS-SCPS
ITS-SCU

ITS-SU

R_ConnectRate

R_ConnectT

R_DataUnitRate

:2018(E)

ITS station communication protocol stack

ITS station communication unit, see ISO 21217:2014
ITS station unit, see ISO 21217:2014

“Maximum rate per connection” rule

imeRate

“Maximum rate per connection time” rule

“Maximum rate per data unit” rule

R_FlatRate
R_StationAf
R_StationAy
R_StationL(d

ITS-S-FlowT|

“Flat Rate” rule
jonymity “Need for station anonymity” rule
thentication “Support of station authentication” rule
cationPrivacy “Need for station location privacy” rule

ypelD ITS-S flow type identifier (from ISO 24102-6)

5 Communication service parameters

5.1 Abstraction of application processes from communications

The ITS staf
distinguishg
"Application
application
in ISO 17419

abstrac
(in "Fad

ion (ITS-S) reference architecture presented inFigure 2 and specified in ISO 21217
s two main blocks, i.e. "Applications” and "Communications". ITS-S application procesy
s" access communication services in "Communications" through an API. Portability of
processes, which leads to the creation,afITS application process repositories as desc
, is enabled by

Fion of ITS-S application processes (e.g. in "Applications") from communication prot
ilities", "Networking & Tramsport", "Access") and supporting management and sec

functiopality (in "Management", Security") introduced as an essential basics of an ITS stati

[SO 212
procedy
specifie]
and sta

procedy
manage

Communica

17:2014,

res by which instances'of ITS-S application processes runningin an ITS station unit (IT§
d in ISO 21217:2014 can present requirements for communication services in an absg
ndardized waytothe ITS station management as specified in this document,

res for automatic selection of optimum communication profiles by the ITS st
ment for.each set of required communication services.

2014
esin
TS-S
ribed

bcols
urity
On in

-SU)
tract

htion

Lion'service requirements are presented by means of "Communication Service Parame

(CSP) as ids

ters"”

ntified in this document. These parameters are used to identify sets of possible chpices

of ITS-S communication profiles as well as selecting the "optimal” ITS-S communication profile out of
each set. The selection of the "optimal" ITS-S communication profile is implementation dependent and
generally involves the formulation of a cost function based on objectives. The cost function needs to be

extremized

(maximized or minimized) as discussed in Annex C.

© ISO 2018 - All rights reserved
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MS
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MN
N

Communications

Figure 2 — ITS station architecture [ISO.21217:2014]

The $ame approach to present communication requirements and objectives also applies to

— ITS-S application processes located in the ITS-Sfacilities layer (e.g. CAM source, specified in ETSI

EN 302 637-2[15]),

— ITS-S application processes located in theMTS-S management entity (e.g. SAM and SRM sources

gpecified in ISO/TS 16460[1] and ISO 22418[10]),
— ITS-S application processes located:in the ITS-S security entity,

— ITS-S application processes lacated somewhere else in an ITS station.

There are also other application processes that can get access to the communication services of an
ITS-§U. Such other applicatien processes are not certified to be installed in an ITS-SU implemented
as a BSME as described-indS0 21217:2014 and ISO 17419, but may use selected functionglity from it,

espefially communication functionality.

Figute 3 illustrates-a simplified version of Figure 2 to be applied to the process illustrated in Figure 1

consjdering I'TS S-application processes in general.

ITS-S application
processes

Simplified
communications

Figure 3 — Simplified architecture

© IS0 2018 - All rights reserved
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processes are classified in ISO 17419 as:

ITS-S application processes certified for a BSME and identified by an ITS-AID (ITS-S facilities

applications, ITS-S management applications, ITS-S security applications and ITS-S applications):

— authorized ITS-S applications;

permitted ITS-S applications;

application processes not certified for a BSME and without ITS-AID.

The definitions of "authorized" and "permitted” are given in ITU-T X.911[14].

CSPs for IT
presented i
those optiog
FlowType is

Users of ITS
application
may also be
policies, see

NOTE1 R

AnITS-S apy
process RX
requiremen

b-S application process sources are specified in 5.3, 5.4, 5.5, 5.6 and 5.7. An overvig
h 5.9. An ITS-S application process shall present the mandatory CSPs, and may, pr
1al CSPs which are relevant for it. Mandatory CSPs shall be treated as optional‘in’case
presented.

L.SUs may present rules, see Figure 1, by means of user policies, e.g. for cdses where the
process did not specify a specific value (example: financial requiréments). Require

Figure 1.

gulations are enforceable rules. Policies are rules or guidelineséwiich cannot be enforced.

lication process may have more than one communicatisn source (/ sink)3) (ITS-S applic
TX interface), and these communication sources\may have different communic
[s. Each communication source (and sink) of an JTS*S application process is identified

bW IS
pbsent
CSP_

TS-S

ents
given by authorities in terms of regulations and policies, or by-other entities in terfﬂils of

htion
htion
by a

reference nyimber of ASN.1 type ITSappProcSinkSourceNo specified in ISO 17419 which is uique

in the scopq
process pre
document. §
FlowTypelD
well-known

Information
specified in
ITSflowTyy
information|
authority sh
assigned IT}

NOTEZ A

e of that ITS-S application process. For each>communication source an ITS-S applic
sents a set of communication requirements to the ITS-S management as specified ir
uch a set of communication requiremeits is linked to an ITS flow type identifier (I
. ITS-S-FlowTypelDs may be well-khown registered identifiers pointing to pre-de
sets of requirements or may be dynamically assigned in an ITS-SU.

contained inaregistry for ITS flow typesis given by the ASN.1 type ITSflowTypeRegi
Annex A. This registry shall contain entries for ITS flow types given by the ASN.1
e specified in Annex A ard listed in Table 1. A registration authority may add fu
elements to properly~identify and support management of ITS flow types. A registr
all clearly distinguish the range of well-known registered ITS-FlowTypelDs and dynam
b-FlowTypelDs.

peneral introddction on registries for unique identifiers in ITS is provided in ISO 17419.

Table 1 — Registry components of ITSflowType

htion
this
['S-S-
fined

try
type
rther
htion
cally

Compon

Semantics

it of

ITSflowtyp=

id

FlowTypeID

req

in req. The CostObjective used in some communication service parameters is not
of aregistered ITS flow type. Thus the value presented in the registry is not relevant

it by an applicable value upon usage.

List of applicable communication service parameters ITSSappCPReqReg. The communi-
cation service parameter CSP_FlowType presenting a value of ITS-FlowTypelD is prohibited

convention shall be to use the value 255 (maximum relevance) in the registry, and to replace

part
. The

CSPs presented by ITS-S application processes for each communication source are used by the ITS
station management to select the best suited ITS-S communication profile per communication source.

3) An ITS-S application process might need to maintain flows for different communication sources, e.g. audio,
video and messages.

6
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It might be that an ITS-S management is not able to provide a communication protocol stack which fully
complies with the requirements, i.e. fails to identify and select an appropriate ITS-S communication
profile. In this failure situation either a best effort approach to enable communications or a refusal to
support this particular communication source applies. In any case the ITS-S management reports the
status of the ITS-S communication profile selection procedure to the ITS-S application process.

Once a ITS-S-FlowID has been assigned to an ITS-S application process, see ISO 24102-6[11], the ITS-S

appl

e.g u

Once

appl

AnTl
proc

PN).

are
ISO 1

The

Prog|

MA-

used

ITS-
ITS-

proc
of th

The

Manj

The

pres

5.2

CSPs

this

ication process can

present ADUs for transmission,

pnhlich data nhjm‘fq and

q

gubscribe to reception of data objects,
sing the procedures specified in ISO/TS 17429:2017, Clause 8[3l.

a ITS-S-FlowID has been assigned to an ITS-S application process, seeAS@ 24102-6[1
ication process cannot update CSPs associated with the flow.

'S-S application process may also present requirements on commufi¢ation sinks (ITS-§
bss RX/TX interface), e.g. to request opening a receive port identified by an ITS port n

niquely identified by a reference number of ASN.1 type ITSappProcSinkSourceNo
7419. CSPs for ITS-S application process sinks are specifiéd in 5.8.

nterface between "Applications” and "Communications” illustrated in Figure 1 is an

AP, SA-SAP and FA-SAP specified in ISO 24102-3[8]. Details of APIs depend on the oper4
to implement them.

$ application processes may reside in the ITS-S application entity, the ITS-S facilities

security entity, and in the ITS-S midnagement entity. The interaction between ITS-S

bsses and the ITS-S management-entity is specified in terms of functions in the servig
e MA-SAP, the MF-SAP, and the MS-SAP illustrated in Figure 2.

q

$pecification of APIs for ITS\s'outside the scope of this document.
igement procedures and-service primitives related to these CSPs are specified in Claug

hormative Annex“A-provides an ASN.1 module with specifications of types and val
ent the commumnicdtion requirements and objectives.

Commuinication service parameter classes

aresgrouped into classes. The following communication service parameter classes are

1], the ITS-S

application
umber (ITS-

Similarly to the communication sources of an ITS-S application process these communijcation sinks

specified in

'‘Application

ramming Interface" (API). An API provides the functionality described in the service access points

1ting system

layer, in the
application
e primitives

e 7.

ues used to

identified in

1iocument:

The class of operational CSPs is specified in 5.3.

The class of destination CSPs is specified in 5.4.

The class of performance CSPs is specified in 5.5.

The class of security CSPs is specified in 5.6.

The class of protocol CSPs is specified in 5.7.

CSPs relevant for ITS-S application process sinks, specified in 5.8

An overview of all CSPs identified in this document is presented in 5.9.

Some CSPs are mandatory, i.e. shall be presented by all ITS-S application processes as specified in 7.2.

© ISO 2018 - All rights reserved
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ASN.1 specifications of the CSPs are provided in Annex A.

5.3 Operational CSPs

5.3.1 List of CSPs

Operational CSPs specified in this document are:

— "Logical channel” communication service parameter CSP_LogicalChannelType (mandatory) as

specified in 5.3.2;

— "Session continuity" communication service parameter CSP_SessionCont (optional) as spedified

in 5.3.3

— "Average ADU generation rate" communication service parameter CSP_AvgADUrate)(optiongl) as

specified in 5.3.4;

— "FlowType" communication service parameter CSP_FlowType (optional) as specified in 5.3.5;

— "Maximum Priority" communication service parameter CSP_MaxPrio (optional) as specified in $.3.6;

o
o

— "Port Nimber" communication service parameter CSP_PortNo (mandatory) as specified in 5.8.7;

— "Expectled flow lifetime" communication service parameter GSPExpFlowLifetime (optiongl) as

specified in 5.3.8.

5.3.2 Logjcal channel

CSP_LogicalChannelType indicates the logical channel“to be used for communications. It [shall

always be presented by an ITS-S application process.\CSP_LogicalChannelType shall be of ASN.1|type

LogicalChannelType specified in ISO 17419.

Logical channels are subject to registration assspecified in ISO 17419. Some examples of logical chapnels

are present¢d in Table 2.

Table 2=~ Examples of logical channels
Acronym Name (\Y Description

CCH Control channel For dissemination and exchange of basic channel control infofma-
tion, communication information, and application management
information.

SaCH Service advertisement channel |For advertising of applications and services e.g. using FSAP $pec-
ified in ISO 22418I10].

SfCH Safetyroflife and property channel | For dissemination and exchange of safety of life and progerty
critical information.

SCH SCI ViLC L}ldllllt‘} FUI C)&L}ldllsc Uf lJCUl tU pCCl ITS'S dpp}iLdtiUll lJl ULCSS ddtd, and
for general message dissemination.

5.3.3 Session continuity

CSP_SessionCont indicates that the flow is related to a session. CSP_SessionCont shall be of ASN.1 type
SessionCont specified in Annex A.

SessionCont is a binary flag indicating whether a session may be interrupted or not. In case the
binary flag is set to one, an active session should not be interrupted by the station management.
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5.3.4 Average ADU generation rate

CSP_AvgADUrate indicates the repetition period (time) at which ADUs will be presented for
transmission. It is applicable only for information dissemination. CSP_AvgADUrate shall be of ASN.1

type

AvgADUrate specified in Annex A.

The value zero indicates an unknown average rate.

In ca

se CSP_AvgADUrate is not presented, then the value of zero shall apply.

5.3.5 Flow type

CSP_
whic|
spec

Whe
man
CSP_

5.3.4

CSP_
lowe
Annd

5.3.7

CSP_
and

for ¢
asso

In c3

spec

5.3.9

CSP_
type
Exp]
Timg
unkr

FlowType presents a well-known registered flow type identifier FlowTypelD specifiéd
h uniquely points to a set of pre-defined CSPs. CSP_FlowType shall be of ASN.1 type'F
fied in Annex A.

h CSP_FlowType is presented, no other CSPs need to be presented includifng‘those ind
latory. CSP_FlowType shall overrule other CSPs that conflict with theimplicit CSPs i
FlowType.

Maximum priority

MaxPrio presents the maximum allowed priority for flows)'In case CSP_MaxPrio is
st priority 0 is assumed. CSP_MaxPrio shall be of ASN{ type ITSapObPriority
X A.

Port number

PortNo is a mandatory CSP that consists of two parts, a direction indicator of ASN.1 typ¢
the port number mappings of ASN.1 type PortNumberMappings. CSP_PortNo i
ommunication sources and communication sinks to indicate a well-known port ny
Fiated with the interface. CSP_PortNo,shall be of ASN.1 type PortNoInfo specified in

se the given interface is not.associated with a well-known port, the port number
fied in ISO 17419 shall be presented.

Expected flow lifetime

ExpFlowLifetime-indicates the expected lifetime of a flow. CSP_ExpFlowLifetime shalll
ExpFlowLifeT¥me specified in Annex A.

FlowLifeTime consists of a time information of ASN.1 type TimeDuraf
DuratdonValue indicates the expected time for a flow. A time value of zero ind

owns:

In ca|

se’0SP_ExpFlowLifetime is not presented, then the value of zero shall apply.

nISO 17419
| owTypelID

icated to be
dentified by

hot present,
specified in

t POrtRxTx
5 presented
mber to be
Annex A.

PORT_UNK

be of ASN.1

ionValue.
icates "time

5.4

Destination CSPs

5.4.1 List of CSPs

Destination CSPs specified in this document are:

specified in 5.4.2.

specified in 5.4.3.
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— "Communication distance" communication service parameter CSP_CommDistance (optional) as

specifie

din 5.4.4.

— "Directivity" communication service parameter CSP_Directivity (optional) as specified in 5.4.5.

NOTE Destination address information is provided by the ITS-S application process at time of ITS-S-FlowID

allocation, se

5.4.2 Des

e IS0 24102-6[11].

tination type

CSP_DestinationType indicates the type of transmission. It shall always be presented by an ITS-S

nnnnnnn CSD Nact: aic of ACN 1 tvne-b crnacifiad s

application

Destination]

— 1: broadcast transmission;

—  2: multi

— 4: unicast transmission to a specific station;
— 8:anycgst transmission to exactly one undefined station;

— 16: geogast transmission to an area given by geo-coordinates.

5.4.3 Des

CSP_Desting
ITS-S applic

DestDomair
— 1:ITS st

— 2:local
TS 1646

— 4:sitel
— 8:ITSn
— 16: glob

5.4.4 Communication-distance

CSP_Comml]
next neighb
CommDists

43 + + m A
ssavavier o eres s upu\,lllu\,lulll] y\, TS OT7TroTH Tty pC oSS T T oy pe opetmttr H-AHRHE9

[ype indicates the following different casting types:

cast transmission to a defined multicast group;

tination domain

tionDomain indicates the domain of communications. It shall always be presented 1
htion process. CSP_DestinationDomain is of ASN.T type DestDomain specified in Ann

supports selection of the following commiunication domains:
ation-internal domain;

domain (including single-hop communications, e.g. performed with FNTP specified in
0[] and ISO 29281-1[13]);

cal domain;
btwork local domainwithout Internet access;

al domain (=Intérpet).

istance.indicates the required minimum communication distance in metres to reac
burnode (next node outside the ITS-SU), if applicable. CSP_CommDistance is of ASN.1

A

y an
X A.

1S0/

h the
type

nce specified in Annex A. The value zero shall indicate a distance larger than the maxi

mum

possible value of 65 535 m.

5.4.5 Directivity

CSP_Directivity provides information on the required antenna aperture as specified in ISO 21218I5]
and ISO 21214[12]. CSP_Directivity is of ASN.1 type Directivity specified in Annex A. This CSP is only
applicable for some access technologies, e.g. CALM IR specified in ISO 21214[12].

10

© ISO 2018 - All rights reserved


https://standardsiso.com/api/?name=ed65ddfb41e238d8ddedf46ac1b69ca7

5.5

ISO 17423:2018(E)

Performance CSPs

5.5.1 List of CSPs

Performance CSPs specified in this document are:

specified in 5.5.3;

"\

'Maximum APDU size" communication service parameter CSP_MaxADU (mandatory)

"Resilience" communication service parameter CSP_Resilience (optional) as specified in 5.5.2;

"Minimum required throughput”" communication service parameter CSP_MinThP (optional) as

as specified

as specified

r delivery of

at the ITS-S
be from the
elected only

information

MinThP is of

not be used,
meaningful
5, e.g. DENM.

bt specified

in 5.5.5.

5.5.2 Resilience

CSP_Resilience requests provision of appropriate means to increase thédikelihood of prope

mesgages. CSP_Resilience is of ASN.1 type Resilience specified inAAnnex A.

Apprjopriate means to increase the likelihood of proper deliveryof messages include:

— Acknowledgement of messages: Acknowledgements:can be at the ITS-S access layer,
etworking & transport layer, or at the ITS-S facilities’ layer. Acknowledgements can
estination node or from any interim node. AcknoWwledgment of messages should be s

case of unicast transmission.

— Repeated transmission of the same message: This should only be selected in case of
issemination.

5.5.3 Minimum required throughput

CSP_MinThP indicates the required average data rate in integer multiples of 100 bit/s. CSP_

ASN.[l type MinThP specified innAnhnex A.

The fange is from zero to 429496 729 500 bit/s in steps of 100 bit/s. The value zero should

as it jonly indicates thatmo-requirement for throughput is presented. This CSP is especially

for flpws of audio andrvidéo streams. It is less meaningful for transmission of single message

5.5.4 Maximum allowed latency

CSP_MaxLatindicates the maximum acceptable latency. CSP_MinThP is of ASN.1 type MaxL

in Afjnex A¢

Posstbltevaltet anges thatcanbe-indicated b_y Maxtatare

— response within less than 10 ms,

— response within less than 100 ms,

— response within less than 1 s,

— response within less than 10 s,

— response within less than 1 min,

— response within less than 10 min, and

— response within less than 1 h.

© ISO 2018 - All rights reserved
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This CSP may be meaningful for transmission of single messages, e.g. SPaT, CAM, DENM.

5.5.5 Maximum ADU size

CSP_MaxADU indicates the maximum size of protocol data units from an ITS-S application process flow.
CSP_MaxADU shall be of ASN.1 type MaxADU specified in Annex A.

The maximum ADU size can be presented in steps of 100 bytes in the range from zero to 6 553 400
bytes. The value zero indicates an unknown APDU size. The value MaxADU = 65 535 indicates an ADU
size in excess of 6 553 400 bytes.

This CSP is TeceSSary ircase of“tar ge ADYs"wherefr agnrentation s putcutiaﬂ_y reededduetoframe
size restrictions in the ITS-S access technologies. It shall always be presented by an ITS-S applichtion
process.

5.6 Security CSPs

5.6.1 Listof CSPs
Security CSPs specified in this document are:

— "Need ffor data confidentiality” communication service parameter CSP_DataConfidentjality
(optional) as specified in 5.6.2;

— "Need for data integrity” communication service parameter CSP_Datalntegrity (optional) as
specified in 5.6.3;

— "Need fpr non-repudiation” communication service parameter CSP_NonRepudiation (optiongl) as
specified in 5.6.4;

— "Need for data source authentication" communigation service parameter CSP_SourceAuthenticption
(optional) specified in 5.6.5.

5.6.2 Neeld for data confidentiality

CSP_DataConfidentiality indicates that)authentication is needed. CSP_DataConfidentiality is of ASN.1
type Datadonfidentiality specified in Annex A. DataConfidentiality allows presentatipn of
the cost factor, i.e. the relevance efthis CSP.

5.6.3 Neeld for data intégrity

CSP_Datalnflegrity indicates that encryption of the ADUs of the ITS-S application process is ne¢ded.
CSP_Datalnflegrity.issef ASN.1 type DataIntegrity specified in Annex A. DataIntegrity allows
presentation of the-cost factor, i.e. the relevance of this CSP.

5.6.4 Needfornon-repudiation

CSP_NonRepudiation indicates that the ITS-S application process requires appropriate means to ensure
non-repudiation. CSP_NonRepudiation is of ASN.1 type RegNonrepudiation specified in Annex A.
RegNonrepudiation allows presentation of the cost factor, i.e. the relevance of this CSP.

5.6.5 Need for source ITS-S application process authentication

CSP_SourceAuthentication indicates that the ITS-S application process needs the source of the
protocol data units which the ITS-S application process is producing to be authenticable at the receiver
side. CSP_SourceAuthentication is of ASN.1 type SourceAuthentication specified in Annex A.
SourceAuthentication allows presentation of the cost factor, i.e. the relevance of this CSP.

12 © ISO 2018 - All rights reserved
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5.7 Protocol CSP

5.7.1 List of CSPs
Protocol CSPs specified in this document are:

— "Communication protocol stack” communication service parameter CSP_Protocol (optional) as
specified in 5.7.2;

— "Specific communications protocols" communication service parameter CSP_SpecificCommsProts
(optional) as specified in 5.7.3.

5.7.7 Communication protocol stack

The pptional communication service parameter CSP_Protocol allows identification of a complete non-
parameterized communication protocol stack needed for a specific flow. CSP.Protocolf indicates a
globally unique registered communication protocol stack identifier specifiedinISO 17419.

CSP_Protocol is of ASN.1 type ProtocolReq specified in Annex A.
NOTH CSP_Protocol can also identify a set of communication protocol stacks, including partial

communication protocol stacks, together with rules on how to apply thent. An example is itsPrptStackID-
eCalll =1 identifying the eCall service; details are currently under development at CEN PT 1508.

5.7.3 Specific communications protocols

The | optional "Specific communications protocels” communication service parameter CSP_
SpecjficCommsProts allows identification of selected non-parameterized communicatiofs protocols
needed for a specific flow. CSP_SpecificCommsProts indicates globally unique registerfed protocol
identifiers specified in ISO 17419.

NOTH Different to CSP_Protocol, CSP:SpecificCommsProts does not necessarily specify| a complete
communications protocol stack.

CSP_PpecificCommsProts is of ASN.1.type SpecCommProts specified in Annex A.
Spe¢CommProts distinguishes/protocols in the

— ITS-S access layer,

— ITS-S networking®& transport layer,

— ITS-S facilities layer,

— ITS-S management entity,

— ITS-S'security entity, and

— other protocols.

Protocols are identified by a globally unique protocol identifier ITSprot ID specified in ISO 17419.

5.8 CSPs for sinks

The following CSPs specified for ITS-S application process sources are also applicable for ITS-S
application process sinks:

— CSP_LogicalChannelType, specified in 5.3.2;
— CSP_FlowType, specified in 5.3.5;

— CSP_MaxPrio, specified in 5.3.6;

© ISO 2018 - All rights reserved 13
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CSP_PortNo, specified in

5.9 C(CSPs overview

5.3.7;

CSP_ExpFlowLifetime, specified in 5.3.8;
CSP_Directivity, specified in 5.4.5.

Table 3 presents an overview of all CSPs specified in this document. Mandatory communication service

parameters are presented in

bold.

Table 3 — Communication service parameters overview

nologies potentially fragmentation is need

Communjcation service ASN.1 type Comment Q -
parameter 0\(1/
Operational communication service parameters
CSP_LogicalChannelType LogicalChannelType Mandatory communication service paranjeter.

CSP_Session{ont SessionCont Applicable only for ses$ion based flows.

CSP_AvgADUrate AvgADUrate Applicable only for information dissemination flows.

CSP_FlowType FlowTypeID Identifier of a floWwtype.

CSP_MaxPri ITSapObPriority Maximum allowed priority for flows

CSP_PortNo PortNolInfo Mandatory communication service paranjeter,
applicable for communication sources and fom-
munication sinks.

CSP_ExpFlowLifetime ExpFlowLifeTime Expected lifetime of a flow; not necessarily afflow
related to a session.

Destination communication'service parameters

CSP_DestingtionType DestinationType Mandatory communication service paranjeter.

CSP_DestingtionDomain DestDomain Mandatory communication service paranjeter.

CSP_CommDijistance CommDistance Applicable only to indicate distance to next
neighbour node (outside the ITS-SU).

CSP_Directivity Directivity Applicable only to indicate communication direc-
tion towards the next neighbour node (oufside
the ITS-SU).

Pérformance communication service parameters

CSP_Resilienfce Resilience Any means suited to increase the likelihopd of
proper delivery of messages.

CSP_MinThP MinThP Especially meaningful for flows of audid and
video streams. Less meaningful for transmigsion
of single messages, e.g. DENM.

CSP_MaxLat MaxLat Especially meaningful for transmission of single
messages. eg CAM DENM SPaT

CSP_MaxADU MaxADU Mandatory communication service parameter.

Necessary in case of “large ADUs” where due to
frame size restrictions in the ITS-S access tech-

ed.

Security communication servi

ce parameters

CSP_DataConfidentiality

DataConfidentiality

CSP_Datalntegrity

DataIntegrity

CSP_NonRepudiation

RegNonrepudiation

CSP_SourceAuthentication

SourceAuthentication

14
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Table 3 (continued)
Communication service ASN.1 type Comment
parameter
Protocol communication service parameter

CSP_Protocol ProtocolReq A complete registered non-parameterized pro-
tocol stack

CSP_SpecificCommsProts SpecCommProts List of specific non-parameterized communica-
tions protocols

The informative Annex B provides examples of value assignments for CSPs considering three different

use gases.

6

Policies and regulations

In the context of this document, the terms “policy” and “regulation” are used te\indicate rulep used in the

decidion process to select a communication protocol stack (see Figure 1). Policies are not

and

enfol
in arf
prov

may be presented by the user of an ITS-SU, an organisation, or-an’ authority. Reg

enforceable,
hlations are

‘'ceable, and may be presented only by an authority. How policies andregulations are mgde available
ITS-SU is outside the scope of this document. Some information on policies and rggulations is
jded in ISO 17419. Policies and regulations may apply either for specific ITS-S application processes,

or for specific communication protocols, e.g. frequency regulation. Policies and regulatidns typically

are v

Examples of policies set up by the user of an ITS-SU areddentified in this document:

6.1.1 List of rules

Costfrules specified.in‘this document are

[ost policy specified in 6.1;

$tation anonymity policy specified in 6.2;

$tation location privacy policy specified'in 6.3;

$tation authentication policy specified in 6.4.

Cost policy

Flat rate" rule specified in 6.1.2,

Maximuni rate per data unit” rule specified in 6.1.3,

1

Maximum rate per connection time" rule specified in 6.1.4,

alid in a specific region. ISO 17419 distinguishes policy:regions and regulatory regionsg.

"Maximum rate per connection" rule specified in 6.1.5.

All of these rules are based on the ASN.1 type MediumCost specified in ISO 17419.

6.1.2 Flatrate

The "Flat rate" rule R_FlatRate indicates that cost for communications shall be limited based on a flat
rate price.

MediumCost shall be applied as specified in Table 4.

© ISO 2018 - All rights reserved
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Table 4 — R_FlatRate

Component of MediumCost Value Semantics

costClass lor2 Value 1 shall be selected for zero cost. Otherwise value 2 shall
be selected.

costAmount Currency unit|Present in case of costClass = 2. Indicating the flat rate price.
Price information consists of a currency unit (three digit number
code specified in ISO 4217:2015), the integer part of the value,
and the fractional part of the value.

timeUnit — Optional component is not present for R_FlatRate.

amountUnigk Optionalcomponentis-notpresentforR1IlatRate-

6.1.3 Maximum rate per data unit

The "Maximum rate per data unit" rule R_DataUnitRate indicates that cost for communidations sh
d on a price per data unit.

limited basqg

MediumCosg

t shall be applied as specified in Table 5

Table 5 — R_DataUnitRate

h1l be

Componept of MediumCost Value S/e‘@\tics
costClass 4 Maximum rate per data unit.
costAmounjt Currency|Price per data unit. Pricé-nformation consists of a currencyl unit
unit (three digit number code specified in ISO 4217:2015), the infeger
part of the value, ahd the fractional part of the value.
timeUnit — Optional compenent is not present for R_DataUnitRate.
amountUnift Present |Possible data‘units to be selected:
1 kbyte, 10 kbyte, 100 kbyte, 1 Mbyte, 10 Mbyte, 100 Mbyte,
1 Gbyte, 10 Gbyte.
6.1.4 Maximum rate per connection time
The "Maximum rate per connectien time" rule R_ConnectTimeRate indicates that cost for
communications shall be limited/based on a price per connection time.
MediumCogt shall be applied as’specified in Table 5.
Table 6 — R_ConnectTimeRate
Component of Me@é\Cost Value Semantics
costClass 3 Maximum rate per connection time.
costAmoun|t Currency unit|Price per time unit. Price information consists of a currency unit
(three digit number code specified in ISO 4217:2015), the integer
part of the value, and the fractional part of the value.
timeUnit Time unit Possible time units to be selected:
us, ms, second, minute, hour, day, week, month, year; see IS0 21218[5].
amountUnit — Optional component is not present for R_ConnectTimeRate.

6.1.5 Maximum rate per connection

The "Maximum rate per connection” rule R_ConnectRate indicates that cost for communications shall
be limited based on a price per connection.

MediumCost shall be applied as specified in Table 7.

16
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Table 7 — R_ConnectRate

Component of MediumCost Value Semantics
costClass 5 Maximum rate per connection.
costAmount Currency |Price per connection. Price information consists of a currency unit
unit (three digit number code specified in ISO 4217:2015), the integer
part of the value, and the fractional part of the value.
timeUnit — Optional component is not present for R_ConnectRate.
amountUnit — Optional component is not present for R_ConnectRate.

6.2 | Need for station anonymity

The ['Need for station anonymity” rule R_StationAnonymity indicates whether station a

nee

d or not. R_StationAnonymity is of ASN.1 type Anonymity specified in Annéx A. |

allows presentation of the cost factor, i.e. the relevance of this rule. Default is.the value 7

nee

6.3

The

locat
Anng
the v

6.4

The

auth
Stat
the ¢

7 1

7.1
The {
I
|
|

d”.

Need for station location privacy

“Need for station location privacy” rule R_StationLocationRrivacy indicates whe
ion privacy is needed or not. R_StationLocationPrivacy is @fASN.1 type LocPrivacy]
X A. LocPrivacy allows presentation of the cost factot; ie. the relevance of this ru
alue zero, i.e. “not needed”.

Support of station authentication

q

"Support of station authentication” rule’ R_StationAuthentication whether
entication of the ITS-SU by a peer station issneeded or not. R_StationAuthentication is o
fionAuthentication specified in Anpex A. StationAuthentication allows prg
bst factor, i.e. the relevance of this rule. Default is the value zero, i.e. "not needed".

TS-S procedures for ITS-S communication profile selection

Overview
ollowing procedures’are identified:
Presentationof \€SPs by ITS-S application processes, specified in 7.2;

Monitoring)of capabilities of communications, specified in 7.3;

Monitering of change in regulations and policies, specified in 7.4;

q
>

nonymity is
\nonymity
ero, i.e. “not

ther station
specified in
e. Default is

upport for
f ASN.1 type
sentation of

TCCtrot o oo torrrarriicatrotr

Provision of additional rules and policies by user of ITS-SUs, specified in 7.6;

an ITS-SU, specified in 7.7.

ITS-S communication profile assignment for applications which are not certified to be installed in

As ITS-S application processes may reside e.g. in the ITS-S application entity, the ITS-S management
entity, and the ITS-S facilities layer, the services REQUEST and COMMAND of the MA-SAP, the MS-SAP
and the MF-SAP are used to exchange information and command between the ITS-S management entity
and the ITS-S application entity, the ITS-S management entity, and the ITS-S facilities layer, respectively.
These services and related .request and .confirm service primitives are specified in ISO 24102-3[8].
This document specifies functions carried in these service primitives. The ASN.1 definition of these
functions is specified in Annex A.
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These functions provide the mechanisms to present CSPs to the ITS-S management entity, and
the mechanisms to present feedback to the ITS-S application processes on the selection of ITS-S
communication profiles.

7.2 Presentation of CSPs

CSPs are presented by ITS-S application processes to the ITS-S management entity using the
service primitives A-REQUEST(ITS-S-Appl-Reg), or MF-REQUEST(ITS-S-Appl-Reg), or MS-
REQUEST(ITS-S-Appl-Reg), respectively. ITS-S-Appl-Reg consists of a sequence of elements of
ASN.1 type ITSSappCPReqReq illustrated in Table 8. ITS-S-Appl-Reg and ITSSappCPRegReg
are specified in Annex A.

Table 8 — CSPs per source / sink

Component of Value Semantics (b =
ITSSg:DpCPReqReg A bg/
reference ITS-SapSsId Implementation specificidentifier of an ITS-S applicption
process in an ITS-SU, see ISO 17419.
requirements ITSSappRegs List of CSPs for reference,

The requests introduced directly above shall be acknowledged¢ with MA-REQUEST(IT$-S-
Appl-RegConf), or MF-REQUEST(ITS-S-Appl-RegConf), of ) MS-REQUEST(ITS-S-Appl-
RegConf), [respectively. ITS-S-Appl-RegConf consists of a ‘Sequence of elements of ASN.1
type ITSYappCPReqConf which are illustrated in Tablen9. ITS-S-Appl-RegConf | and
ITSSappCHReqgConft are specified in Annex A.

In the case [that an appropriate ITS-S communication profile is not currently available, the request
is confirmefl with error/return code = 10 "VALUE NOT; AVAILABLE" as specified in ISO 24102-3[8l.
Otherwise, |the request is confirmed with error /itreturn code = 0 "SUCCESS" as specifigd in
ISO 24102-3[8]. The confirmation ITS-S-Appl-RegConf consists of details as illustrated in Tablg 9.

Table 9 — Confirmation of CSPs per source / sink

Component of \% Semantics
ITSSapp{PRegConf 0O
Reference ITS-SapSsld Implementation specific identifier of an ITS-S qppli-
cation processin an ITS-SU, see [SO 17419.
confDetaills ITSSappRegCont List of information on success or failure for refer¢nce.

This information is either presenting the BOOLJEAN
information TRUE = success or FALSE = failute, or
it shows an achievable value which is outside df the
required range, or it may be the ASN.1 NULL type.

7.3 Monitoring of capabilities of communications

Capabilities of communications are related to protocols contained in the ITS-S access layer, the ITS-S
networking & transport layer, and the ITS-S facilities layer, and possibly also in the ITS-S security entity
and the ITS-S management entity. Such capabilities depend on the installation and on the actual status
of the implemented protocols.

Specification of functionality in support of monitoring of capabilities of communication interfaces is
outside the scope of this document. This functionality is specified elsewhere, e.g. in ISO 21218[5] and
ISO 24102-1[6] for capabilities of communication interfaces (ITS-S access layer), and in ISO 24102-6[11],
1SO 29281-1[13] for capabilities of the ITS-S networking & transport layer.
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7.4 Monitoring of regulations and policies

Regulations and policies are applicable in specific regions. ISO 17419 specifies how regulatory regions
and policy regions are identified. Procedures to get updates of regulations and policies may use push or
pull mechanisms.

Functionality in support of monitoring of radio regulations is specified in ISO 21218[5] and
1SO 24102-1l6l.

7.5 Selection of ITS-S communication profiles

Upoif presentation of CSPs for each source of an ITS-S application process, the IT5-5 mandgement will
try tp identify applicable initial communication protocol stacks for each source, and willinitialize the
best puited communication protocol stack as specified in ISO 24102-6[11]. Success and failure to identify
such(protocol stacks will be reported as specified in 7.2. Resolution of conflicting rules (regplations and
policlies) is outside the scope of this document.

The ¢ost value of ASN.1 type CostObjective indicates the relevance of a CSP and may hgve values in
the range from zero to 255. A value of zero means that the related CSP,is.not at all relevart. A value of
255 indicates highest relevance. CSPs not presenting a cost value have an-implicit cost value|of 255. How
a conmunication profile selection process uses the cost value is outside the scope of this document,
allowing for different implementations.

In tHe case that no appropriate ITS-S communication profile could be selected, and a]l BOOLEAN
information in Table 9 reports success, the ITS-S application'process shall notify the ITS-S thanagement
whether it accepts to operate on available ITS-S communication profiles with the confirimed values,
or whether it will stop operation. In the latter case,the user of the ITS-SU should be informed about a
non-resolvable conflict. The notification shall usesthe A-REQUEST(ITS-S-Appl-RegFirnal), or MF-
REQUEST(ITS-S-Appl-RegFinal), or MS-REQUEST(ITS-S-Appl-RegFinal), respedtively. ITS-
S-Appl-RegFinal consists of a sequence, of ‘elements of ASN.1 type ITSSappCPFinall which are
illusfrated in Table 10. ITS-S-Appl-RegFenal is specified in Annex A.

Table 10 — Final ¢onfirmation of CSPs for all sources and sinks

Component of &e Semantics
[TSSappCPFinal ~
applicationID ITSsapid |Implementation specific identifier of an ITS-S applicatipn process in
an ITS-SU, see ISO 174109.
final] Logic TRUE: ITS-S application process can operate on available ITS-S com-
munication profiles with the confirmed values.
FALSE: ITS-S application process cannot operate at all.

Upon suceessful assignment of communication protocol stacks for each given sourde, an ITS-S
applicatien process can start requesting ITS-S-FlowIDs and producing related flows as [specified in
ISO 34102-6@].

In the case of failure, ITS-S remote management specified in ISO 24102-2[Z] can be used to download
missing protocols from the ITS-SCU configuration management centre, if applicable. Further details are
out of scope of this document.

7.6 Interaction with user of ITS-SU

Interaction with the ITS-SU user depends on implementation. Details are outside the scope of this
document.
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7.7 Support of other application processes

The ITS-S is specified in ISO 21217:2014 as a "Bounded Secured Managed Domain" which implies that
any kind of software (ITS-S application processes, communication protocols, etc.) running in an ITS-
SU must be certified. A large number of applications related to ITS already exists, e.g. as apps in smart
phones, which are not certified to run in an ITS-SU. Nevertheless such applications should also get
reasonable access to the communication tools available in an ITS-SU. In this document, the meaning of
ITS-SU is generalized such that it may consist of two parts:

— the part operated as a BSMD;

— thepar

operated-outside-ofthe BSMD

In support

1SO 21217:2
an applicati
entity, to thg
direct routiy

Two main cl
a) Applica
b) All othe

Class a) app

management.

Class b) ap

management.

All applicat
to the com
application
block compl
"other appli

TrtetrotreoT

of such application processes operated outside of the BSMD in a generalized T
D14 defines the application adaptation interface providing ITS-S gateway functiénality.
n adaptation interface interconnects an "external protocol stack” to the ITS-S:manage
e ['TS-S facilities layer, and to the ITS-S networking & transport layer, and thus’supportg
g on a default path to the Internet which enables end to end communications.

asses of application processes operated outside of the BSMD are idéntified:
Fion processes which know how to present CSPs as specified in €his document;
r applications.

ication processes may get a best effort ITS-S communication profile as decided by the

plication processes shall only get a default\path to Internet as decided by the

on processes operated outside of the BSMD shall always only get lowest priority a
munication tools (referred to as ITS-S services in ISO 21217:2014) compared to
brocesses as specified in SO 17419:When required, the ITS-S management entity may
ptely any data flow between the''other stations” and the ITS-S, or the data flow for selg
Cations", in order to ensure proper operation of the ITS-S application processes.

S-SU,
Such
ment

also

TS-S

TS-S

Ccess
TS-S
even

pcted
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Annex A
(normative)

ASN.1 modules

A.1 Overview

The ASN.1 basic notation is specified in ISO/IEC 8824-1:2015. The following ASN.1 moduild is specified
in this annex:

— (ITSapplReq?2 {iso(1) standard(0) cits-applReq (17423) asnm-1 (1) version2(2)}

In case the ASN.1 specifications given in this Annex are not in accordance with illuftrations or
specifications provided elsewhere in this document, the specifications given in this Annex ghall prevail.

Upddtes of this ASN.1 module will be published on http://standards.iso.org/iso/17423/ed-1/en.

Appljcable encodings of the types and values defined in the ASN¢l module specified in A.2 depend on
the ysage. ASN.1 BASIC-PER, UNALIGNED, as specified in ISOAEC 8825-2:2015[16], shal] apply if no
other explicit requirement on encoding is given.

A.2 | Module CITSapplReq

CITSppplReqg2 {iso(l) standard(0) cits-applRég (17423) asnm-1 (1) version2 (2)}
DEFINITIONS AUTOMATIC TAGS::=BEGIN
IMPORTS

-- CrITS Data Dictionary (stillein ISO 17419)

UserPriority, TimeDurationValme, Logic, NullType, PortNumber, MediumCost FROM
CITSgataDictionaryl {iso(l) standard(0) cits-applMgmt (17419) dataDictionary (1) versionl
(1)}

-—- IBO 17419

ITSajd, FlowTypelD,~YESappProcSinkSourceNo, PortRxTx, ITSprotocolStackID,
LogifalChannelTypey .ALTSprotID, ITSsapid, ITS-sculd, ITS-SapSsId, ITSprotocol FROM
CITSppplMgmtApptiReg? {iso(l) standard(0) cits-applMgmt (17419) applRegistry (2) |version2
(2)}

-— IBO 21248
DataRate,\JRirectivity FROM ITSllsap {iso(l) standard(0) calm-1l-sap(21218) asnm+yl (1)
versfiod2y (2) }

-- End of IMPORTS

-- Types
-- General types
CostObjective: :=INTEGER({

notRelevant (0),
highestRelevance (255)
}(0..255)

-—- SAP functions, 7.2

-- MA-SAP / MF-SAP / MS-SAP functions ISO 24102-3
-— Functions used in these three SAPs
ITS-S-Appl-Reg::= SEQUENCE OF ITSSappCPRegReg

ITS-S-Appl-RegConf::= SEQUENCE OF ITSSappCPReqgConf

© ISO 2018 - All rights reserved 21


http://standards.iso.org/iso/17423/ed-1/en
https://standardsiso.com/api/?name=ed65ddfb41e238d8ddedf46ac1b69ca7

ISO 17423:2018(E)

ITS-S-Appl-RegFinal::=ITSSappCPFinal
ITS-S-Appl-RegFinalConf: :=NullType

-- Used in REQUEST.request service primitive
ITSSappCPRegReqg: : =SEQUENCE {

Reference ITS-SapSsId,

Requirements ITSSappRegs

}

-- Used in REQUEST.confirm service primitive
ITSSappCPReqgConf: : =SEQUENCE {

Referen +ES—SapSotey
Confirmations ITSSappRegConf
}

-- Notificafion of final decision of ITS-S application process

-- Used in|REQUEST.request service primitive

ITSSappCPF1inal: :=SEQUENCE {
applicatfionID ITSsapid, -- same as in .request
final Logic
}

-- CSPs per communication source identified by ITSappProcSinkSourceNe, clause 5

-— CSP refgrence numbers

RefREQSCP: {= INTEGER {
c-logChgnnel (0), -- 5.3.2
c—-sessi¢gnCont (1), -- 5.3.3
c-destType (2), -- 5.4.2
c-avgADUrate (3), -- 5.3.4
c—-destD¢main (4), -- 5.4.3
c-flowTyge (5), -- 5.3.5
c-maxAPDHU (6), -- 5.5.5
c-commDjstance (7), -- 5.4.4
c-portN (8), -- 5.3.7
c-directivity (9), -- 5.4.5
c-resilience (13), -- 5.5.2
c-minTh} (15), -- 5.5.3
c-maxLat (17), -- 5.5.4
c-protog¢olReq (19), -- LSAN2
c-dataCqnfidentiality (21) ..~ 5.6.2
c-datalntegrity (23)%.+-- 5.6.3
c-nonReputability (2Z5), -- 5.6.4
c—-dataAythentication 7)), -- 5.6.5
c-maxPrjorityFlow ¢(29), -- 5.3.6
c-expFlgwLifeTime (31), -- 5.3.8
c-speclfsProts (33) -- 5.7.3
} (0..2%5)

-— CSP reqyest CRASS

REQSCP: :=CILASE {
&ref RefREQSCP,
&RegParam

}

-—- CSP Request
ITSSappRegs: :=SEQUENCE OF ITSSappSingleReq

ITSSappSingleReq: :=SEQUENCE {
refNo REQSCP. &ref ({Reg-SCP}),
param REQSCP. &RegParam ({Regq-SCP} {@refNo})
}

-—- CSP confirm CLASS
REQSCPCONEF': : =CLASS {
&ref RefREQSCP,
&RegConfParam
}
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-- CSP Confirm
ITSSappReqgConf: :=SEQUENCE OF ITSSappReqgSingleConf

ITSSappRegSingleConf: :=SEQUENCE {
refNo REQSCPCONF. &ref ({RegqConf-SCP}), -- same as in request
param REQSCPCONF. &§RegConfParam ({ReqConf-SCP} {@refNo})
}

-- Request CSPs (mandatory and optional)
Reg-SCP REQSCP::={logChannel | destType | destDomain | maxAPDU | sessionCont | avgADUrate

| flowType | commDistance | directivity | resilience | minThP | maxLat | protocolReq |
dataConfidentiality | datalIntegrity | nonReputability | dataAuthentication |
Mmax P pieritvil o |+ porto— pFlowrifeTime | speeTtoProts

-- Mandatory Request CSPs (only even ref numbers)

logChannel REQSCP: :={&ref c-logChannel, &RegParam LogicalChannelType}
destfype REQSCP::={&ref c-destType, &RegParam DestinationType}
destpomain REQSCP::={&ref c-destDomain, &RegParam DestDomain}

maxApPDU REQSCP: :={&ref c-maxAPDU, &RegParam MaxADU}

portNo REQSCP: :={&ref c-portNo, &RegParam PortNoInfo}

DestfinationType: :=INTEGER({
bkoadcast (1),
mplticast (2),
uhicast (4),
ahyCast (8
ggoCast (1

}

(0..255)

)
)y
6)

Destpomain: :=INTEGER({
stationInternal (1),
llinkLocal (2),
siteLocal (4),
iEsNWlocal (8)
global (1o
}

(0..255)

r

)

MaxApPU: :=INTEGER (0..65535) -- multiples of 100 byte
PortNoInfo: :=SEQUENCE {

dfirection PortRxTx,
phMapping PortNumberMappings

PortNumberMappings {:=SEQUENCE OF PortNumberMapping

PortNumberMappiQg<":=SEQUENCE {
nphmber ROrtNumber,

pkotType ITSprotocol

}

-- Optional Request CSPs (only odd ref numbers)

sesshanCont REQSCP::={gref c-sessionConit . SReqgParam SessionCont)}

avgADUrate REQSCP::={&ref c-avgADUrate, &RegParam AvgADUrate}

flowType REQSCP::={&ref c-flowType, &RegParam FlowTypeID}

commDistance REQSCP::={&ref c-commDistance, &RegParam CommDistance}

directivity REQSCP::={&ref c-directivity, &RegParam Directivity}

resilience REQSCP::={&ref c-resilience, &ReqgParam Resilience}

minThP REQSCP::={&ref c-minThP, &RegParam MinThP}

maxLat REQSCP::={&ref c-maxLat, &RegParam MaxLat}

protocolReq REQSCP::={&ref c-protocolReq, &RegParam ProtocolReq}
dataConfidentiality REQSCP::={&ref c-dataConfidentiality, &RegParam DataConfidentiality}
datalIntegrity REQSCP::={&ref c-datalntegrity, &RegParam Datalntegrity}
nonReputability REQSCP::={&ref c-nonReputability, &RegParam RegNonrepudiation}
dataAuthentication REQSCP::={&ref c-dataAuthentication, &RegParam SourceAuthentication}
maxPriorityFlow REQSCP::={&ref c-maxPriorityFlow, &RegParam ITSapObPriority}
expFlowLifeTime REQSCP::={&ref c-expFlowLifeTime, &ReqgParam ExpFlowLifeTime}
specItsProts REQSCP::={&ref c-speclItsProts, &RegParam SpecCommProts}
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AvgADUrate:
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session may be interrupted

:=TimeDurationValue

CommDistance: :=SEQUENCE {

minDistance MinCommDistance, -- meter
cost CostObjective
}
MinCommDistance::= INTEGER(0..65535)
Resilience: :=CostObjective -- if presented, resilience is requested
MinThP: : =ShobEici+
minThP DataRate,
cost CostObjective
}
MaxLat: :=SHQUENCE {
lat NaxLatLevel,
cost ostObjective
}
MaxLatLevel: :=INTEGER({
unknown (0), —-- unknown latency
small (1), —-- response within less than 1 ms
ms (2), —-- response within less than 10 ms
ms10 (4), —-- response within less than 100 ms
ms100 (8), —-—- response within less than 1 second
sec (16), —-- response within less than 10 seconds
secl0 (32), —-- response within less than 1 minute
min (64), —-- response within less than 10 miqutes
minl0 (128), —-- response within less than 1 hotr
any (255) -- any latency - not further specified
} (0..2%5)
ProtocolReq: :=ITSprotocolStackID
DataConfidentiality: :=CostObjective
DataIntegrity::=CostObjective
RegNonrepudiation: :=CostObjectiye
SourceAuthg¢ntication: :=CostOljective
ITSapObPrigrity: :=UserPri0oxity
ExpFlowLifg@Time: :=Tim€PufationValue -- expected time of a flow
SpecCommPr¢ts: :=SEQUENCE OF ITSprotID
-- Confirm ¢SPg (mandatory and optional)
RegConf-SCF REQSCPCONF: :={logChannelConf | destTypeConf | destDomainConf | maxAPDUConf]
sessionConttCanf | avgADlIrateConf | flowTypeConf | commDistanceConf | directivityConf |
resilienceConf | minThPConf | maxLatConf | protocolRegConf | dataConfidentialityConf |
dataIntegrityConf | nonReputabilityConf | dataAuthenticationConf | maxPriorityFlowConf
portNoConf | expFlowLifeTimeConf | specItsProtsConf, ...}
-- Mandatory Confirm CSPs (only odd ref numbers): ok (TRUE) / nok or possible values
logChannelConf REQSCPCONF: :={&ref c-logChannel, &RegConfParam Logic}
destTypeConf REQSCPCONF: :={&ref c-destType, &RegConfParam Logic}
destDomainConf REQSCPCONF': :={&ref c-destDomain, &ReqgConfParam Logic}
maxAPDUConf REQSCPCONF: :={&ref c-maxAPDU, &RegConfParam MaxADU}
portNoConf REQSCPCONF: :={&ref c-portNo, &RegConfParam NullType}
-- Optional Confirm CSPs (only even ref numbers):
sessionContConf REQSCPCONF: :={&ref c-sessionCont, &RegConfParam Logic}
avgADUrateConf REQSCPCONF: :={&ref c-avgADUrate, &RegConfParam Logic}
flowTypeConf REQSCPCONF: :={&ref c-flowType, &RegConfParam Logic}
commDistanceConf REQSCPCONF: :={&ref c-commDistance, &ReqgConfParam CommDistance}
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directivityConf REQSCPCONF: :={&ref c-directivity, &ReqgConfParam Directivity}
resilienceConf REQSCPCONF: :={&ref c-resilience, &ReqgConfParam Logic}
minThPConf REQSCPCONF: :={&ref c-minThP, &RegConfParam MinThP}

maxLatConf REQSCPCONF: :={&ref c-maxLat, &RegConfParam MaxLat}
protocolRegConf REQSCPCONF: :={&ref c-protocolReq, &RegConfParam Logic}
dataConfidentialityConf REQSCPCONF: :={&ref c-dataConfidentiality, &RegConfParam Logic}
dataIntegrityConf REQSCPCONF: :={&ref c-datalntegrity, &ReqgConfParam Logic}
nonReputabilityConf REQSCPCONF: :={&ref c-nonReputability, &RegConfParam Logic}
dataAuthenticationConf REQSCPCONF: :={&ref c-dataAuthentication, &RegConfParam Logic}
maxPriorityFlowConf REQSCPCONF: :={&ref c-maxPriorityFlow, &RegConfParam NullType}
expFlowLifeTimeConf REQSCPCONF: :={&ref c-expFlowLifeTime, &RegConfParam NullType}
specItsProtsConf REQSCPCONF: :={&ref c-specltsProts, &ReqgConfParam SpecCommProts}

-- Peplieies—and—regulations—{(rules)—elause—6

-- Pplicies reference number
RefPPLICY::= INTEGER {
FpolicyMediumCost
FpolicyLocPrivacy
FpolicyAnonymity
FpolicyStationAuthentication
(0..255)

— Q Q Q Q

-— Pplicies CLASS
CYC: :=CLASS {
&pef RefPOLICY,
&PolParam

-- Pplicies
Polifies::=SEQUENCE OF SinglePolicy

SinglePolicy: :=SEQUENCE {
refNo POLICYC.é&ref ({Policy}),
param POLICYC.&PolParam({Policy}{Q@refNe})

Polify POLICYC::={policyMediumCost |
polifyStationAuthentication, ...}

policyLocPrivacy |

policyAnonymity |

polifyMediumCost
poligyLocPrivacy
poligyAnonymity

POLICYC: :={&raf)/ c-policyMediumCost,
POLICYC: :={&ref c-policyLocPrivacy,
POLICYC::Sf&ref c-policyAnonymity,

&PolParam MediumCost}
&PolParam LocPrivacy}
&PolParam Anonymity}

polifyStationAuthentication

POLICYC::={&ref c-policyStationAuthentication, &Pg¢lParam

StatfonAuthentication}
-- Flinancial policiesy 6.1
-- MgdiumCost is {sp&cified in CITSdataDictionaryl

-- Station anopymity 6.2
Anonymity: :&=CgstObjective

-- Lpcakien privacy, 6.3
LocPfitacy: :=CostObjective

(ISO 17419)

-- Station authentication, 6.4
StationAuthentication::=CostObjective

-- ITS Flow Type registry (see also ISO 17419)
-- whole set of registration information
ITSflowTypeRegistry: :=SEQUENCE OF ITSflowType

-- a single record
ITSflowType: : =SEQUENCE {

Id FlowTypeID, -- Flow type identifier (only well-known flow types; imported from
ISO 17419)

Req ITSSappRegs -- list of requirements

}
-- values
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version INTEGER(0..255)::=2 -- Version of this ASN.1 module

/*
The ASN.1 specification has been checked for conformance to the ASN.1
standards by 0SS ASN.1l Syntax Checker, and by 0SS ASN-1STEP

*/

END

A.3 Definitions to be added to ISO 24102-3

The following definitions are dynamic extensions of types defined in ISO 24102-3 with CLASSAh up-
todate versipn of the ASN.1 module ITSmsap { iso (1) standard (0) calm-management (24102).msap (3)
asnm-1 (1) yersion2(2)} including all dynamic updates is published on the ISO Standards Mainterjance
Portal at httjp://standards.iso.org/iso/24102/-3/ed-2/en.

IMPORT statement to be added:

ITS-S-AppltReg, ITS-S-Appl-RegConf, ITS-S-Appl-RegFinal, ITS-S-Appl-RegFinalConf FROM
CITSapplReq {iso(l) standard(0) cits-applReqg (17423) asnm-1 (1) version2 (2)}

To be added|to MF-Request:

1iTS-S-AppliRegMF MFSAP-RR: :={&mxref c-iTS-S-Appd-RegMF, &MXParam ITS-S-Applj-
Reg}
iTS-S-AppliRegFinalMF MFSAP-RR: :={&mxref c-iTS-S-Appl-RegFinalMF, &MXParam ITS-S-

Appl-RegFingal}

To be added|to MF-ReqConfirm:

iTS-S-AppltRegConfMF MFSAP-RC: :={&mxret c-iTS-S-Appl-RegMF, &MXParam ITS-S-Appl
RegConf}
1TS-S-AppliRegFinalConfMF MFSAP-RC: :sf&mxref c-iTS-S-Appl-RegFinalMF, &MXParam ITS-Sj-
Appl-RegFinalConf}

To be added|to MS-Request:

1TS-S-Appl{RegMS MSSAP-RR: :={&mxref c-iTS-S-Appl-RegMS, &MXParam ITS-S-Applj-
Reg}
iTS-S-Appl{tRegFinalMS MSSAP-RR::={&mxref c-iTS-S-Appl-RegFinalMS, &MXParam ITS-S|-

Appl-RegFinal}

To be added|to MS=ReqConfirm:

iTS-S-ApplitRegBonfMsS MSSAP-RC: :={&mxref c-iTS-S-Appl-RegMS, &MXParam ITS-S-Appl
RegConf}
iTS-S-Appl-RegFinalConfMS MSSAP-RC: :={&mxref c-iTS-S-Appl-RegFinalMS, &MXParam ITS-S
Appl-RegFinalConf}

To be added to MA-Request:

iTS-S-Appl-Reg MASAP-RR::={g&mxref c-iTS-S-Appl-Reg, &MXParam ITS-S-Appl-Reg}
iTS-S-Appl-RegFinal MASAP-RR::={&mxref c-iTS-S-Appl-RegFinal, &MXParam ITS-S-Appl-
RegFinal}

To be added to MA-ReqConfirm:

iTS-S-Appl-RegConf MASAP-RC::={&mxref c-iTS-S-Appl-Reg, &MXParam ITS-S-Appl-
RegConf}
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iTS-S-Appl-RegFinalConf
RegFinalConf}

MASAP-RC: :={&mxref c-iTS-S-Appl-RegFinal,

ISO 17423:2018(E)

&MXParam ITS-S-Appl-

The following ASN.1 value definitions (values 'a’ and 'b") will be completed by ISO TC204. The result will
be published on the ISO Standards Maintenance Portal at http://standards.iso.org/iso/24102/-3/ed-2/en.

c-1TS-S-Appl-RegMF
c-iTS-S-Appl-RegFinalMF
c-1iTS-S-Appl-RegMs
c-1TS-S-Appl-RegFinalMS
c-1TS-S-Appl-Reg
c-iTS-S-Appl-RegFinal

RefMFSAP-R::
RefMFSAP-R: :
RefMSSAP-R::
RefMSSAP-R::
RefMASAP-R::
RefMASAP-R::

<|a|
<|b|
<lal
<'p!
<|a|
<|b|

thd>
tbhd>
thd>
tbd>
thd>
thd>
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