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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

non
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adoy
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Attention is drawn to the possibility that some of the elements of this document may be the subj

right

ISO
serv

ISO
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aovernmental —in ligican with 1SO  aleca taka nart in tha wwarlkk 1S caollabhaorates clos.
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governmentab—in—tiaisor—with—1SO—alse—take part—ir—the—work—SO—collaberates
hational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization,

hational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, H
ted by the technical committees are circulated to the member bodies for-voting. Publig
hational Standard requires approval by at least 75 % of the member bodies, casting a vote.

5. ISO shall not be held responsible for identifying any or all such pdtent rights.

B583-1 was prepared by Technical Committee ISO/TC 68)/Banking, securities and ot
ces, Subcommittee SC 6, Retail financial services.

B583 consists of the following parts, under the general title Financial transaction car
sages — Interchange message specifications:

Part 1. Messages, data elements and code values
Part 2: Application and registration procedures for Institution Identification Codes (/IC)

Part 3: Maintenance procedures for messages, data elements and code values

ely with the

art 2.

main task of technical committees is to prepare International Standards. Draft Ihternational Standards

ation as an

ect of patent

her financial

d originated
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Introduction

Services of the financial industry include the exchange of electronic messages relating to financial

transactions. Agreements on application specifications are generally at a private level. This Internati
Standard is designed as an interface specification enabling messages to be exchanged between syst

ional

ems

adopting a varlety of appllcatlon speC|f|cat|ons The appllcatlon speC|f|cat|on may remain at the private level.
Designers of-sduch—apphcatiors—have—complete—desigh—freedem ages

shall be conyertible to this mterface format in order that international mterchange may take pIace

This Intern
position indigator in a control field, or bit map. A one in the assigned position indicates the presence of a
element in g specific message. A zero in the assigned position indicates the absence of axdata elemen
specific message.

Data represéntation used in individual systems is subject to the commercial relationships between the p
contracting {fo each system. The message formats specified in this Internationalh\Standard are design
ensure that gompatibility between systems conforming to this International Standard is always feasible.

ational Standard uses a concept called a bit map, whereby each data element is" assigned a

data
in a

rties
d to

In a number|of cases, the names of data elements and message classes can become confusing when usgd in

descriptive paragraphs. The word authorization is a typical exampleyxltiis an activity undertaken by a
issuer, it is

and it is also

a word used in many data element names.
To aid clarity, the following conventions are followed within this:International Standard:
— data eldgment names have the first letter capitalized;
— data elgment names are shown in italics except'when used in tables or figures;

— message class names are shown capitalized when the context refers to their use in messagg
transacfions.

card

lhe name of a message class where an acquirer requestsra card issuer to undertake the agtivity

S or

ISO 8583:1993 has been revised to be published in three parts. A number of changes have been magle to
accommodate the latest advanees- in payment technologies and the opportunity has also been tak¢n to
improve the|layout and readability. A summary of the most significant changes between 1SO 8583:2008 (all

parts) and 130 8583:1993 isprovided in Annex F.
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Financial transaction card originated messages — Interchange
message specifications —

Part 1:
Messages,data-elements-and code values

1 [Scope

This|part of ISO 8583 specifies a common interface by which financial transaction card-originatdd messages
can be interchanged between acquirers and card issuers.

It specifies message structure, format and content, data elements and values for data elements.|The method
by which settlement takes place is not within the scope of this part.ef ISO 8583.

NOTE With the proliferation of technology available to financial institutions to offer services to customqrs, a range of
tokens (financial transaction cards, digital certificates etc.) now, exist for identifying account relationshipps. In order to

mainjain clarity, this part of 1ISO 8583 will continue to refer anly’ to financial transaction cards as the toKen. However,
readers should be aware that the actual token issued by a financial institution may be different.

2 Normative references

The |following referenced documents -are “indispensable for the application of this document. For dated
refenences, only the edition cited applies. For undated references, the latest edition of the referenced
docyment (including any amendmehnts) applies.

ISO B166 (all parts), Codes for the representation of names of countries and their subdivisions
ISO #217, Codes for the‘representation of currencies and funds

ISO #909, Bank cards— Magnetic stripe data content for track 3

ISO 372, Trade'data interchange — Trade data elements directory

ISO [r814-2;"Identification cards — Recording technique — Part 2: Magnetic stripe — Low coercivjty

|SO 7812 1’ ’l antifinatinn ~

oYY IadAantifinatinn Af iccriny D
GeHticatror—ta Tt T

o o
o OO TOCTHtTTCatrorn—C TCTo

ISO 7813, Identification cards — Financial transaction cards

ISO 7816-6, Identification cards — Integrated circuit(s) cards with contacts — Part 6: Interindustry data
elements

ISO 8583-2, Financial transaction card originated messages — Interchange message specifications — Part 2:
Application and registration procedures for Institution Identification Codes (IIC)

© 1SO 2003 — Al rights reserved 1
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ISO 8583-3:—"), Financial transaction card originated messages — Interchange message specifications —
Part 3: Maintenance procedures for messages, data elements and code values

ISO 8601, Data elements and interchange formats — Information interchange — Representation of dates and
times

ISO 8825 (all parts), Information technology — ASN.1 encoding rules

ISO 9564-1, Banking — Personal Identification Number (PIN) management and security — Part 1: Basic
principles and requirements for online PIN handling in ATM and POS systems

ISO 9807, B T Ir’\l.l Iy dr Id T UI’GtUd I‘-I'I ar IUI‘GI’ o7 VI.UUO RGL’UI‘I CTrrrcT Ito fUI Illvoouyc authcl Itl‘bal.‘l‘ul T (l UL‘GH’/‘
ISO 13492, Banking — Key management related data element (retail)

ISO 18245:4-2), Retail financial services — Merchant category codes

3 Termg and definitions
For the purppses of this document, the following terms and definitions apply.

31

acquirer
financial insfitution (or its agent) which acquires from the card acceptor.the data relating to the transactior) and
initiates that|data into an interchange system

NOTE The acquirer remains unchanged throughout a transaction.

3.2
address verification
process of ¢omparing data from the point of service*(POS) with that held by the card issuer to verify the
cardholder's|billing address

3.3

advice
message where the sender notifies the\receiver of an activity that has been taken, requiring no approval but
requiring a response

3.4

aggregatior
total amoun{ of a numberdefiransactions where details of the individual transactions that make up the totgl are
not provided or recoverable

3.5

attended tr3
transaction W
present at the time of the transaction

3.6
authentication
action of proving that someone or something is genuine

1) To be published. (Revision of ISO 8583-3:1998)
2) To be published.

2 © 1SO 2003 — Al rights reserved
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3.7
authorizing agent
institution that acts on behalf of and with the authority of the card issuer

3.8
card acceptor
party accepting the card and presenting transaction data to an acquirer

3.9
cardholder
customer associated with the primary account number requesting the transaction from the card acceptor

3.10
card issuer
finarjcial institution (or its agent) which issues the financial transaction card to the cardholder

NOTE The card issuer remains unchanged throughout a transaction.

3.1
card issuer back up total
totallamount for all transactions (for an agreed set of parameters) provided when the detail of each transaction
has been lost

3.12
crejit transaction
claim for funds by the cardholder for the credit of his account

NOTE At the same time, the transaction provides detajls\of funds acknowledged as payable by the adqquirer (and/or
the chrd acceptor) to the card issuer.

3.13
dataset
group of related sub-elements within a compesite data element

NOTE See 5.4.41.

3.14

dataset bit map

DBaE

bit npap used to identify. the presence (denoted by 1) or absence (denoted by 0) of sub-elemgnts within a
dataset

NOTE See 514:4.4.

3.15

debit transaction
apprpval by the cardholder of the debit to his account

NOTE At the same time, the transaction provides a claim of funds made by the acquirer (and/or the card acceptor)
against the card issuer.

3.16
electronic purse
application within an integrated circuit card (ICC)

NOTE The application allows the cardholder to have electronic value stored in the purse.

© 1SO 2003 — Al rights reserved 3
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3.17
fallback

transaction that is processed using a card reading technology that is not the card issuer's preferred card

reading tech

nology

NOTE This might be where a magnetic stripe is used, although the card has an ICC containing the same application
as identified on the magnetic stripe, and the POS has an ICC reader or the magnetic stripe read failed and the card details
were keyed into the POS.

3.18
file
collection of

Data racaord data alements
oHa-+e-6oFa-aata-S1e e ts

3.19
forwarding
institution wi

NOTE S

3.20
inquiry
message (fr

3.21
institution i

unigue number assigned to an institution participating in financial card.eriginated message interchange

NOTE S

3.22
instruction
message wh

NOTE A

3.23
instruction
message wh

NOTE N

3.24

linked load
electronic pu
providing the

NOTE O

nstitution
thin a transaction flow that sends a message forward from the originating institution

be 6.2.5.

bm the authorization message class) that requests information

dentification code

be 6.2.5 and 10.2.

ere the sender notifies the receiver of an’activity to be taken

h instruction acknowledgement is not sent'unless the receiver specifically requests one.

acknowledgement

ere the receiver notifies the sender that one or more instruction messages has been received

D financial liability is implied in sending the instruction acknowledgement message.

rse load4ransaction where the account providing the electronic purse is the same as the acq
funds

hly-one transaction is sent to the institution to both authenticate the purse and to secure the value f

load.

3.25

load transaction
transaction performed whereby value from the cardholder's source of funds (e.g. the funding account or cash)
is transferred to an electronic purse

NOTE In return, the electronic purse card issuer receives payment from the cardholder's funding source.

ount

r the
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maintenance agency

MA

group responsible for the administrative duties related to the maintenance of this part of ISO 8583, excluding
the institution identification code

NOTE See Clause 10.

3.27
mes

sage

set of data elements used to exchange information between institutions (or their agents)

NOTE No communications (header/trailer, protocol, or character code) or security implications-.arg
ident|fied.

3.28

mespage bit map

serigs of bits used to identify the presence (denoted by 1) or absence (denoted by 0) of each dat
a mgssage

NOTE See 5.3.

3.29

mespage class

set df messages which supports the specific activities being performed

3.30
mes
iden

3.31

sage function
ification of the purpose of a message and the activity involved

notification

mes

NOT

3.32

bage where the sender notifies the receiver of an activity taken

= A notification acknowledgement’is not sent unless the receiver specifically requests one.

notification acknowledgement

mes

NOT!

3.33

age where the receivér notifies the sender that one or more notification messages has been

E No financial.ligbility implied in sending the notification acknowledgement.

payment

mov

bment. of funds from a cardholder account to another party

EXAMPLE A utility bill payment.

3.34

assumed or

a element in

received

point of service
POS

card

3.35

acceptor location where the cardholder agrees the transaction takes place

receiving institution
institution within a transaction flow that receives a message before it reaches the final destination

NOTE See 6.2.5.

© 1SO 2003 — Al rights reserved


https://standardsiso.com/api/?name=598efd5d1a8cfc5f3291dcd267f5ce0a

ISO 8583-1

3.36
registration

:2003(E)

authority

group responsible for the administrative duties related to the maintenance of institution identification codes

NOTE See Clause 10.

3.37
registration
RMMG

and maintenance management group

group responsible for the allocation of institution identification codes (as specified in 1ISO 8583-2) and the
approval of changes to this part of ISO 8583 (as specified in ISO 8583-3)

NOTE Ske Clause 10.

3.38

repeat

resending ofl a request or advice message for which no response was received within the expecéted time

3.39

replacement authorization

authorization used when a previous authorization was approved and a subsequent'authorization is requirgd
NOTE This is used when, for example, the Amount transaction is now different.from the originally approved arpount
(see 8.2.1).

3.40

representment

transaction ({from the financial presentment message class) ariginated by an acquirer to partially or wholly
recover funds previously charged back to the acquirer by a card issuer

NOTE Ske 8.4.1.

3.41

request

message where the sender informs the receiver.that a transaction is in progress

NOTE Alresponse is required to completethe activity.

3.42

response

message where the sender informis the receiver that a request or advice message was received

NOTE The response instructs the receiver on what action to take to complete the original request or advice.

3.43

resubmissipn

re-entry of ajrequest message which was previously denied or rejected

NOTE See 8.2.1 and 8.4.1.

3.44

settlement

transfer of funds to complete one or more prior transactions made, subject to final accounting

3.45

settlement institution

financial institution (or its agent) at which the accounts are held by the parties settling

NOTE This institution, acting on information provided by the parties, transfers the appropriate funds between the
accounts.
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3.46

supplementary authorization

authorization used when a previous authorization was approved and one or more subsequent authorizations
are required for additional amounts

NOTE See 8.2.1.

3.47

tag-length-value (basic encoding rules)

TLV/BER

method of encoding data, as specified in ISO 8825 (all parts)

3.48
trangaction
one lor more related messages within the same message class designed to complete |(insofar as this is
possible) the intention of the sender of the original message

3.49
transaction destination institution
final institution receiving the request, advice, notification or instruction message‘in a transaction

NOT!

The transaction destination remains unchanged throughout the transaction.

3.50
trangaction information document
any type of transaction information including form sets, sales' slips, vouchers, terminal receipts, record of
charge, substitute drafts etc.

3.51
trangaction originator institution
instifution initiating the request, advice, notification or instruction message in a transaction

NOT!

The transaction originator remains unchanged throughout the transaction.

3.52
trangfer
moveément of funds by a cardholder from one of its accounts to another of its accounts

NOTE Both accounts arg held by the same financial institution.

3.53
trungation
trangactions stopped at some point in the process before they reach the receiver

3.54

unaftended transaction
trangaction where the acquirer has indicated that one or other of the card, cardholder or card acceptor
repr i i i

3.55

unlinked load

electronic purse load transaction where the account providing the electronic purse is different from the
account providing the funds

NOTE There is one transaction to the institution providing the electronic purse to authenticate the purse and another
transaction to the institution providing the funds to secure the value for the load.

3.56
unload transaction
transaction performed whereby value from an electronic purse is transferred to a cardholder's account
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3.57
verification

action of comparing data with a known source

3.58
version
description

of interchange message formats that distinguishes between different arrangements of data

elements within message bit maps resulting from revisions of this part of ISO 8583

NOTE This is where the data elements are added, deleted or their meaning, position or format changes or the
message flows are modified (see 5.1.2.2).

4 Symb

4.1 Repr¢sentation abbreviations

A large part

bls (and abbreviated terms)

of this part of ISO 8583 consists of the definition of data elements. Part of)the definition is the

description ¢f the permissible contents such as numeric only or alphanumeric, etc.(These requirement$ are

indicated vig
with those s

abbreviations, which are detailed in Table 1. These symbols and abbreviations are compatible
pecified in ISO 7372.

All fixed length “n” data elements are assumed to be right justified with leading zeroes. All other fixed Igngth

data elements are left justified with trailing spaces. In all “b” data elements, blocks of 8 bits are assumed fo be

left justified jwith trailing zeroes. All data elements are counted from-left to right, i.e. the leftmost positipn is

number 1.

Table 1 — Representationtabbreviations

Abbreviation Definition

A7 Variable length of up to maximum 17 charagters. All variable length fields shall in addition contain two,
three or four positions at the beginning of-the data element to identify the number of positions follow|ng
to the end of that data element.

3 Fixed length of three characters.

a Alphabetical characters, A through Z and a through z.

an Alphabetic and numeric charagcters.

anp Alphabetic, numeric and(space (pad) characters.

ans Alphabetic, numeric and special characters.

ansb Alphabetic, numeriC-special characters and binary representation of data.

as Alphabetic and Special characters.

b Binary representation of data.

CCYY Century andiyear, 0000 through 9999 (in accordance with ISO 8601).

DD Day, 04 through 31.

hh Hour;-00 through 23.

LL lkength of variable data element that follows, 01 through 99.

LLL kength of variable data element that follows, 001 through 999.

LLLL Cength of vartable data element that folfows, 0001 through 9999-

MM Month, 01 through 12.

mm Minute, 00 through 59.

n Numeric digits, 0 through 9.

ns Numeric and special characters.

p Pad character (i.e. space).

S Special characters.

Ss Second, 00 through 59.

VAR Variable length data element.

Xxn Numeric data with a preceding sign of “c” for credit, “d” for debit, e.g. xn 17 in amount, net
reconciliation means prefix “c” or “d” and 16 digits of amount.

YY Year, 00 through 99.

z Tracks 2 and 3 code set as specified in ISO 4909, ISO 7811-2 and 1ISO 7813.
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Abbreviated terms

Abbreviations when used within this part of ISO 8583 have the following meanings:

5.1

ATM: automatic teller machine;

CAD: card acceptor device (also known as a terminal);
CAT: cardholder activated terminal;

GMT: greenwich mean time;

AC: message authentication code;

MTI: message type identifier;

PAN: primary account number;

PIN: personal identification number;

RFID: radio frequency input device;

RMMG: registration and maintenance management group;
URL: universal resource locator;

UTC: universal co-ordinated time.

Message structure

Message components

5.1.1 Sequence

Each) message identified in this part of ISO 8583 shall be constructed in the following sequence:

message type (see 5.1.2);
bne or two message bit maps)(see 5.3);

b series of data elements in the order of the message bit map representation (see 5.4).

5.1.32 Message type

5.1.3.1 General

The
and

first.,component is the message type and is composed of two elements, a version number
h message type identifier (see 5.1.2.3). Every message shall begin with a message type.

5.1.2.2 Version number

see 5.1.2.2)

A version number shall be assigned when sufficient changes have been made in a revision of the International
Standard such that it is necessary to know which version was used to construct a message in order to
properly process the message (see Table 2). Version numbers shall not be assigned as the result of editorial
or code changes. Clause 10 gives the details of the means by which changes to this part of ISO 8583 that do
not require a new version number may be requested.
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Table 2 — Version identification

Code no. International Year of Other
Standard no. publication
0 ISO 8583 1987 —
1 ISO 8583 1993 —
2 ISO 8583 2003 —
3-7 — — Reserved for ISO use
8 — — Reserved for ISO use
9 — — Reserved for ISO use
5.1.2.3 Message type identifier
The message type identifier is a three digit numeric field identifying the message class, message function) and
transaction griginator. See Clause A.12 for the complete list of possible codes and the Jlist of allocated cqdes.
The use of Unallocated codes is subject to bilateral agreement.
5.2 Messpage repeats
Whenever alrepeat message is identified, that repeat message shall be identical to its original messagel with
the exceptioh of the message type identifier and, if necessary, Dateand time transmission and the Mesjsage
authenticatian code data elements.
5.3 Messpage bit maps
The second| message component is one or two message bit maps, each consisting of 64 bits. Eagh bit
signifies the presence (1) or the absence (0) in.th€ message of the data element associated with| that
particular bit
The primary|message bit map (bits 1-64) shall.always be present, and the most frequently used data elenpents
are indexed from these bit positions. Anfrequently used data elements are indexed from the secondary
message bitlmap (bits 65-128). The presence of the secondary message bit map shall be signified by a {1” in
bit 01 of thel primary message bit map”(see Figure 1). Bit map positions for all data elements are defingd in
this part of 1O 8583 and listed in_Table 3.
Bit map,|primary only
Message type 0} Data elements
identifigr
01 primary bit map 64

Bit map, primary and secondary

identifier

Message type

1 Data elements

10

01 primary bit map 64 65 secondary bitmap 128

Figure 1 — Message bit maps
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5.4 Data elements

5.4.1 Data element types

The third message component is made up of a series of data elements. Messages are constructed using the
message bit map as an index of data elements that are present. Some data elements are of fixed length and
some are of variable length. The actual length of any given variable length data element shall be provided in
its fixed length prefix.

There are three types of data elements:

a) primitive data element (see 5.4.2);
b) fponstructed data element (see 5.4.3);
c) romposite data element (see 5.4.4).

The message structure does not preclude the use of additional data elements in’a message as| required for
natignal or private use.

5.4.2 Primitive data elements

A primitive data element is a data element where the content)has no further part or sub-elé¢ments, e.g.
Approval code.

5.4.3 Constructed data element

A copstructed data element is a data element where-the content consists of a fixed number of slib-elements,
all of which shall be present, e.g. Amounts original. If there is no data for a particular sub-element it shall
contain the relevant default values, e.g. blank orzeroes etc.

Only| the last sub-element may be a variable length sub-element e.g. Original data element. In this case, the
last sub-element does not have any preceding length attribute. The actual length of the last sup-element is
calculated from the overall length of . the constructed data element of which it is a part.

In some cases, the structuresof-a constructed data element allows for a number of repetitions| of the fixed
strudture, e.g. Amounts additional. Although the sub-elements of each repetition are fixed, they may not

alwalys be sent, e.g. thernumber of repetitions is optional within the limits set. Where a repetitipbn is sent, it
shalll contain all the defined sub-elements.

5.4.4 Composite data elements

5.4.4.1 Structure

A composite data element is a data element where the content consists of a large number of slib-elements.
Most of these sub-elements fall into natural categories, e.g. purchase card data, auto rental data, airline data
etc. In practice, any one transaction is likely to require data from only one, or at most a limited number, of
these categories.

In order to identify these categories, the concept of a “dataset” has been defined. All the sub-elements that
can be included in a particular composite data element are therefore divided into a number of sets of related
data (a dataset), and each dataset is given a “dataset identifier”.

The structure of a dataset is based on the message structure defined in this part of ISO 8583 and consists of
a second level of bit map (dataset bit map) which indicates which sub-elements are present in a particular
dataset. In addition, provision is made for identifying sub-elements using the TLV (Tag-length-value) method
as specified in ISO 8825 (all parts) as an alternative to using the second level bit map.
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Each composite data element can therefore contain a variable number of different datasets, and can include
both TLV and bit map formats.

To assist processing, each dataset has a two-digit binary length component immediately following the dataset
identifier (see 5.4.4.3). Figure 2 shows the structure of a composite data element within a message.

The above definition does not apply to the Integrated circuit card (ICC) related data data element as the
linking of related sub-elements is accomplished in accordance with the definitions given in 1ISO 7816-6. The
result is that the dataset identifier is replaced by the T element of the TLV, the dataset length by the L element
and the sub-elements by the V element. The TLV can be either a constructed data object and/or a series of
individual data objects as specified in ISO 7816-6 (see 6.5.5).

Mepsage type | Message bit Composite Primitive Constructed Composite Primitive
ideptifier (MTI)[ map(s) data element | data element | data element | data element | data element
Dafaset Dataset Dataset sub- optional TLV Dataset Dataset TLV sub- | TLV sub-
ideptifier [ length bit map(s) [ elements | sub-elements identifier | length €lements | elements

Figure 2 — Structure of a composite data element
5.4.4.2 Dhptaset identifiers

5.4.421 [General
Each datasgt is given a one digit binary identifier, allowing“up to 256 possible datasets per composite|data
element. The dataset identifier is the first component-of the dataset. Dataset identifiers can have a yalue
between 00 pnd FF (hexadecimal).

a) The valyes of 00 and FF are reserved for ISO use.

b) The valties (01-70) shall only be used:for the transmission of TLV sub-elements (see 5.4.4.2.2).
c) The valyes (71-FE) shall only be used with dataset bit maps (see 5.4.4.2.3).

The full range of dataset identifiers (01 to FE) is available for allocation within each composite data element
that is defined. Thus, theresmay be more than one instance of any specific dataset identifier value. Unique
identification of a specific_dataset requires knowing the dataset identifier and the associated composite|data

element bit gosition.

See Clause A.7 forsthe list of composite data elements and the associated dataset identifier allocations.

5.4.4.2.2 DBatasetidentifiers 01-70-(F-V-format)

These identifiers indicate that all the sub-elements in the dataset are described using TLV encoding. This
format allows the transmission of a number of individual otherwise unrelated sub-elements. The format of the
composite data element is shown in Figure 3.

Dataset
length

Dataset
identifier (02)

Dataset
length

Dataset
identifier (01)

TiLyVyTy Ly Vy nTa La Va Tyl ViTy Ly Vo e Tn Ln Vi

Figure 3 — Dataset identifiers 01-70
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5.4.4.2.3 Dataset identifiers 71-FE (bit map format)

These identifiers indicate that all the sub-elements in the dataset are described using a dataset bit map, which
is, in turn, followed by the sub-elements, as indicated in the bit map. The format is shown in Figure 4. The
pattern can be repeated a variable number of times, e.g. for purchasing card line item detail.

Dataset bit
map

Dataset
length

Dataset identifier
(72)

Dataset bit
map

Dataset Sub-elements

length

Dataset identifier

Sub-elements
(71)

Figure 4 — Dataset identifiers 71-FE
5.4.4.2.4 Dataset identifier FF

Thislidentifier is reserved for possible extension to a future two-digit identifier in casemore than 265 identifiers
per gomposite data element are required.

5.4.4.3 Dataset length

The |dataset length is a two-digit number where each number is madeyup of eight bits. The tqtal length is
detefmined by treating the two digits as a single binary integer givingla length from 1 to 65 535. This gives the
length of the sub-elements and any dataset bit map that follows.

5.4.4.4 Dataset bit maps (DBM)

If thg dataset identifier is between 71 and FE, the third dataset component is a dataset bit map (OBM). The bit
map|indicates the presence or absence of each of the possible sub-elements within the dataset|in the same
way s the message bit maps indicate the presencecér absence of data elements in a message (gee Figure 5).

The final bit in each DBM is for TLV sub-elements, to allow rarely used sub-elements to be includgd.

The [initial DBM has a length of 16 bits (2 bytes) and is designed to cope with most dataset r¢quirements.
Addifional (continuation) DBMs may be added, and have a length of 8 bits (1 byte) each. These pit maps are
chained together using the initiakbit of each bit map. The length of all DBMs is measured a$ an integral
numper of bytes.

The presence of a “1” in the first position of any bit map indicates that another bit map follows. The presence
of a [0” in the first positien-of a bit map indicates that it is the last bit map. This means that bits 01, 17, 25 etc.
do npt indicate sub-glements, but further bit maps.

[Dataset bif map, initial bit map only

Dataset
identifier

Length ‘ 0 ‘ Sub-elements ‘

071 Initial bit map 10

Dataset bit map, initial and continuation bit map

Dataset
identifier

Length ‘ 1 ‘ 0 Sub-elements ‘

01 initial bit map 16 17 continuation bit map 24

Figure 5 — Dataset bit map examples
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5.4.4.5 Sub-elements

The final component of the dataset consists of the sub-elements to be transmitted. These sub-elements are
concatenated and, for datasets 71-FE, follow the dataset bit map sequence, in the same way as in the
messages defined in this part of ISO 8583. If the dataset does not have a bit map (datasets 01-70), the TLV

sub-elements can be sent in any order.

6 Data elements

6.1 Data

All data ele
Table 3 and

An X in the

part of a cor
the column headed “Cons”.

An X in the

part of a composite data element are included in Table 3 with the relevant meSsage bit number and da

lament directorv
8RRt GHeGHtOf

ments and sub-elements identified in this part of ISO 8583 are listed in alphabeticalerd
in numeric order by message bit map in Annex B.

column headed “Cons.” indicates a constructed data element. Data elements that-are thems
structed data element are included in Table 3 with the relevant message hit\number indicat

column headed “Comp.” indicates a composite data element. Data eléments that are thems

er in

Blves
ed in

elves
faset

identifier ind|cated in the column headed “Comp”.
Codes undef the control of the ISO 8583 RMMG (see 10.2) are listed innAnnex A and referenced in the “nptes”
column in Thble 3. Codes with a fixed number of possible values (e.g: Y or N etc.) are listed directly in the

format colur

organization

hn in Table 3. If the code is not under the control of’the RMMG, for this part of ISO 858
which maintains the list of allocated values is indicated in the notes column in Table 3.

Table 3 — Data element directory

B the

Name Description Format Representation Notes Bit [ Cons. | Cqgmp.
Account based | A digital signature created by the F VAR b..90 (see 6.2.1,6.2.2 34-71
digital private part of the private/public and 6.5.1)
signature key pair supplied by a card issuer

to a cardholder and linked to the

cardholder's account on which-the

card is issued.
Account A series of digits and/or-characters LLVAR ans..28 (see 6.2.1 and 102
identification 1| |used to identify a cdstomer 6.2.6)

account or relatienship, e.g. for the

“from” account,
Account A series ©f digits and/or characters LLVAR ans..28 (see 6.2.1 and 103
identification 2| | used te-identify a customer 6.2.6)

account or relationship, e.g. for the

“fo™account.
Account type —[Code used 1o describe the an 2 (See 6.4 T4 and 54
additional accounts affected. Contained in A.17.2)
amounts Amounts additional.
Account type | Code which identifies the type of an 2 (see 6.4.1 and 3
code 1 account to be updated. Used in A.17.2)

conjunction with the Transaction

type code as part of the

Processing code.
Account type | Code which identifies the type of an 2 (see 6.4.1 and 3
code 2 account to be updated. Used in A.17.2)

conjunction with the Transaction

type code as part of the

Processing code.
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Name Description Format Representation Notes Bit | Cons. | Comp.
Acquirer First six digits of the Acquiring n6 (see 6.4.12) 31
number institution identification code.
Acquirer Data supplied by an acquirer to n 23 (see 6.4.12) 31 X
reference assist in identifying a transaction,
number e.g. for researching retrievals and
chargebacks.
Acquiring Code identifying the acquirer. LLVAR n..11 (see 6.2.1 and 32
institution 6.2.5)
identffication
code
Actioph code A code which defines the action n4 (see 6.3.2 and 39
taken or to be taken as well as the Clause A.1)
reason for taking this action.
Addijonal data | Reserved for national LLLVAR ans..999 (see 6:21) 47
natiopal organizations to define data unique
to country applications. The use of
this data element is under the
control of national bodies.
Addijonal data | Reserved for private data. The use LLLVAR ans..999 (see 6.2.1) 48
privae of this data element is determined
by bilateral agreement.
Additjonal Identification number on additional LLVAR ans..30 (see 6.2.1 and 49-71
identffication identification document. 6.5.4)
refergénce
numlbper
Additjonal Type of additional identification n1 (see 6.5.4 and 49-71
identffication offered by cardholder. Clause A.2)
type
Addifional Other data required in a response; LLLLVAR ansb..9999 (see 6.2.1,6.2.2 44 X
respgnse data |e.g. a telephone number, printer and 6.5.3)
capabilities etc.
Address Code which defines the-result from an 1 (see 6.5.4 and 49-72
verification the address verification-process Clause A.19)
resulf code
Airline amount | Amount of the-Original invoice. n12 (see 6.2.3 and 104-74
originjal invoice [Used to identify the original 6.5.6.4)
amount oh a refund transaction.
Airline amount | Thetotal airline ticket amount. n12 (see 6.2.3 and 104-74
total fare 6.5.6.4)
Airline amount.| The total fees associated with an n12 (see 6.2.3 and 104-74
total fees airline ticket. 6.5.6.4)
Airline-afmotnt—The-totattaxes-associated-with-an 42 {see-6-23-and 104-74
total taxes airline ticket. 6.5.6.4)
Airline carrier | Name of airline carrier as defined LLVAR an..19 (see 6.2.1,6.5.6.4 104-74
name by ATPCO and Bibliography)
Airline Cardholder supplied reference LLVAR ans..20 (see 6.2.1 and 104-74
customer number. 6.5.6.4)
reference
Airline date Date on which the airline ticket was | CCYYMMDD n8 (see 6.5.6.4) 104-74
ticket issue issued.
Airline invoice | Invoice number as supplied by an 6 (see 6.5.6.4) 104-74
number airline.
© 1SO 2003 — Al rights reserved 15


https://standardsiso.com/api/?name=598efd5d1a8cfc5f3291dcd267f5ce0a

ISO 8583-1:2003(E)

Table 3 (continued)

Name Description Format Representation Notes Bit | Cons. | Comp.
Airline original | Currency code of the original n3 (see 6.5.6.4) 104-74
currency code [transaction. Used to identify the

original currency in a refund
transaction (in accordance with
I1ISO 4217).
Airline Name of airline passenger. LLVAR ans..29 (see 6.2.1 and 104-74
passenger 6.5.6.4)
name
Airline plan Plan number as supplied by airline. an 2 (see 6.5.6.4) 104-74
number
Airline ticket Name of ticket agency which sold LLVAR an..25 (see 6.2.1 and 10¢8-74
agency name | [the airline ticket. 6.5.6.4)
Airline ticket Address at which the airline ticket LLVAR ans..16 (see 6.2.1 and 104-74
issue address | | was issued. 6.5.6.4)
Airline ticket Ticket number as supplied by LLVAR an..15 (see 6.2.1 and 10p8-74
number airline. 6.5.6.4)
Airline travel Code of travel agency which sold an8 (see 6.56,4 and 108-74
agency code airline ticket as defined by ATPCO. Bibliography)
Amount Amount contained in Amounts xn 17 (see 6.2.3 and 54
additional additional. 6.4.14)
amounts
Amount Amount billed to the cardholder in nl6 (see 6.2.3 and 6 X
cardholder the currency of the cardholder 6.4.4)
billing account exclusive of cardholder
billing fees.
Amount Fee to be billed to the cardholder n12 (see 6.2.3 and 8 X
cardholder by the card issuing institution in the 6.4.5)
billing fee same currency as Amount
cardholder billing.
Amount fee Amount of the fee within the Fee xn 13 (see 6.2.3 and 46
type code. Contained in Amounts. 6.4.13)
fees.
Amount fee The sum amount of all fegsof.the n12 (see 6.2.3 and 109
total fee type specified. Contained in 6.4.23) 110
Reconciliation fee amounts credit
and Reconciliatiorfee amounts
debit.
Amount net The net valuye of all gross amounts. xn 21 (see 6.2.3 and 97 X
reconciliation 6.4.22)
Amount Funds to be transferred between n 16 (see 6.2.3 and 5 X
reconciliation | |ihe acquirer and card issuer equal 6.4.3)
currency of reconciliation.
Amount Fee to be transferred between the xn 13 (see 6.2.3 and 46
reconciliation | acquirer and card issuer equal to 6.4.13)
fee the Amount fee in the currency of
reconciliation. Contained in the
Amounts fees data element.
Amount Funds requested by the cardholder n 16 (see 6.2.3 and 4 X
transaction in the local currency of the acquirer 6.4.2)
or source location of the
transaction, exclusive of Amounts
fees.
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Name Description Format Representation Notes Bit | Cons. | Comp.
Amount type Identifies the kind of amount an 2 (see 6.2.3,6.4.14 54
additional contained in Amounts additional. and Clause A.4)
amounts
Amounts Information on up to six amounts LLLVAR ans..126 (see 6.2.1,6.2.3 54 X
additional and related account data for which and 6.4.14)

specific data elements have not
been defined.
Amounts fees | Fees associated with this LLLVAR ans..216 (see 621,623 46 X
transaction. and 6.4.13)
Amotints The amount data elements from n 32 (see 6.2.3 and 30 X
originjal the original transaction. 6.4.11)
Amotints The original Amounts fees LLLVAR ans..216 (see 6.2.1,6.23 66 X
originjal fees necessary to perform a partial and 6.4.16)
reversal, partial chargeback or
partial approval or to replace or
supplement a previously
authorised transaction.
Apprpval code |Code assigned by the authorizing anp 6 38
institution indicating approval.
Apprpval code | Maximum length of the approval n1 (see 6.4.10) D7
length code which the acquirer may
accommodate. The card issuer or
agent shall limit the approval code
to this length.
Authéntication |Used in authentication of a party, Tag 80 ansb..50 (see 6.2.1,6.2.2, 34-72
code e.g. a cardholder. If more than one 6.2.7,and 6.5.1)
authentication code is present they
shall be sent in the exact order
received from the certificate
processor.
Authgrization | A value in calendar days, hours or n3 (see Clause A.5) 57
life cycle code |minutes which defines the time
period for which the acquirer is
requesting guarantée of funds, or
that the card issuer shall guarantee
funds for a figancial presentment
which may-follow.
Authgrizations | The sum number of all n10 (see 6.4.21) 5
numlbper authoftization transactions.
Authgrizations «[\The sum number of all reversal n10 (see 6.4.21) 5
revergal transactions processed where the
numlbper message type identifier in the
original data elements indicated an
atthorizationtransaction{bed-
Authorizing Code identifying the authorizing LLVAR n..11 (see 6.2.1 and 58
agent agent institution. 6.2.5)
institution
identification
code
Auto amount | Amount of miscellaneous charges n12 (see 6.2.3 and 104-76
adjusted incurred after the vehicle was 6.5.6.5)
rented, e.g. extra hours.
Auto amount Indicates the type of charges as 1 (see 6.5.6.5 and 104-76
adjusted provided in Auto amount adjusted. Clause A.3)
indicator code
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Name Description Format Representation Notes Bit | Cons. | Comp.
Auto amount Amount of vehicle insurance n12 (see 6.2.3 and 104-76
vehicle purchased as part of the vehicle 6.5.6.5)
insurance rental agreement.

Auto customer | Customer service number that the ans 16 (see 6.5.6.5) 104-76
service toll-free | cardholder may call to resolve
phone number | questions or disputes.
Auto distance | Unit of measure of distance K = kilometres a1 (see 6.5.6.5) 104-76
unit of measure | fravelled M = miles
Auto maximun] | The number of free miles or n4 (see 6.5.6.5) 10¢-76
free miles/ kilometres allowed to a customer
kilometres for the duration of the vehicle

rental agreement.
Auto odometer] | Reading of total distance travelled n8 (see 6.5.6.5) 10p-76
reading by vehicle.
Auto program | | Code allocated by the acquirer that ans 2 (see 6.5.6.5) 10p-76
code identifies special circumstances,

e.g. frequent renter or “no show”.
Auto rental Address from where automobile LLVAR ans..26 (se€6.2.1 and 104-76
address was rented. 6.5.6.5)
Auto rental Reference number on auto rental LLVAR ans..25 (see 6.2.1 and 104-76
agreement agreement form. 6.5.6.5)
reference
Auto rental city | City in which the automobile was LLVAR ans:.18 (see 6.2.1 and 104-76

rented. 6.5.6.5)
Auto rental Classification defined by the ans 4 (see 6.5.6.5) 104-76
class identifier| [acquirer of the vehicle rented, e.g.

midsize, luxury.
Auto rental Country in which the automobile ans 3 (see 6.5.6.5) 10p-76
country was rented (in accordance with

ISO 3166).
Auto rental Date from which auto rental starts.) | CCYYMMDD n8 (see 6.5.6.5) 10p-76
date
Auto rental Distance travelled during ‘rental nb5 (see 6.5.6.5) 104-76
distance period (see Auto distance’ unit of

measure).
Auto rental Agency code,‘phene number, or ans 10 (see 6.5.6.5) 104-76
location other abbreviation used to identify
identifier the location/from which the

automobile was rented.
Auto rental rat¢ |Rental rate charged for the vehicle. n12 (see 6.5.6.5) 108-76
Auto rental rate [ Indicates the time period to which D = daily as 1 (see 6.5.6.9) 104-76
time period the auto rental rate applies, e.g. W = weekly

daily, weekly etc. M = monthly

Space =
unknown

Auto rental State or province within the country ans 3 (see 6.5.6.5) 104-76
state/province |in which the automobile was

rented.
Auto rental Time from which auto rental period HHMM n4 (see 6.5.6.5) 104-76
time starts.
Auto renter Name of the person making the LLVAR ans..29 (see 6.2.1 and 104-76
name vehicle rental agreement. 6.5.6.5)
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Name Description Format Representation Notes Bit | Cons. | Comp.
Auto return Address to which the automobile LLVAR ans..26 (see 6.2.1 and 104-76
address was/will be returned. 6.5.6.5)

Auto return city | City to which the automobile LLVAR ans..18 (see 6.2.1 and 104-76
was/will be returned. 6.5.6.5)
Auto return Country to which the automobile ans 3 (see 6.5.6.5) 104-76
country was/will be returned (in
accordance with ISO 3166).
Autojreturn Date on which automobile was/will | CCYYMMDD ng (see 6.5.6.9) 104-76
date be returned.
Autolreturn Agency code, phone number, or ans 10 (see 6.5.6.5) 104-76
locatjon other abbreviation used to identify
ident|fier the location to which the
automobile was/will be returned.
Autolreturn State or province within the country ans 3 (see 6.56.5) 104-76
state[province [to which the automobile was/will be
returned.
Autolreturn Time by which automobile was/will HHMM n4 (see 6.5.6.5) 104-76
time be returned.
Auto|vehicle Indicates whether the customer Y =vyes asd (see 6.5.6.5) 104-76
insurpnce purchased vehicle insurance as N = No
indicgtor part of the vehicle rental Space =
agreement. unknown
Auto|vehicle Registration number of rented or an 17 (see 6.5.6.5) 104-76
regisfration fleet automobile.
number
Batclp/file Indicates whether an an 1 (see 6.4.17 and 58
transfer acknowledgement message is Clause A.6)
acknpwledg- required for a notification or
menf|code instruction message submitted via
batch or file transfer.
Batclp/file The name and number_of; ans 40 (see 6.4.18) 69 X
transfer control [ messages in the current batch or
data file. Part of batch/file transfer.
Batcly/file The unique idéntifier assigned to ans 32 (see 6.4.18) B9
transfer file each batch-orfile in the current
identffication batch orfileransfer.
Batcly/file Identifies the message number of an9 (see 6.4.17) 68 X
transfer thelindividual message and
mesgage indicates whether an
contrpl acknowledgement is required.
Used in the management of file
and batch transfer.
Batch/file The number of messages to be n8 (see 6.4.18) 69
transfer sent in the batch or file.
message count
Batch/file Unique sequence number n8 (see 6.4.17) 68
transfer assigned to a notification or
message instruction message that is sent via
sequence batch or file transfer.
number
Card acceptor | Additional information used when Tag 81 an..256 (see 6.2.7 and 43-71
additional card acceptor street address is 6.5.2)
address insufficient.
information
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Name Description Format Representation Notes Bit | Cons. | Comp.
Card acceptor | Additional information used to LLVAR ans..30 (see 6.2.1 and 43-71
additional facilitate contact with the card 6.5.2)
contact acceptor, e.g. sales agent name,
information dispute manager name etc.

Card acceptor |Value assigned to a card acceptor LLVAR b..16 (see 6.2.1,6.2.2 34-72
certificate certificate issued by the acquirer's and 6.5.1)
serial number | certificate authority.
Card acceptor _| The city of the card acceptor, LLVAR ans..50 (see 6.2.1 and 43-71
city allocated by the acquirer, sufficient 6.5.2)

to allow the cardholder to

recognize the location from his

statement.
Card acceptor| | The code of the country, allocated a3 (see 6.5.2) 43-71
country code by the acquirer, to indicate the

country where the card acceptor is

located (in accordance with

1ISO 3166).
Card acceptor| | Phone number to be used to ans 16 (see 6.5,2) 43-71
customer contact the card acceptor to
service phone| [resolve questions or disputes
number related to the transaction.
Card acceptor| | Card issuer data to be displayed LLVAR ans.. 99 (see 6.2.1 and 44-71
display data on the POS for the card acceptor. 6.5.3)
Card acceptor| | Number of characters of data from n3 (see 6.4.10) 27
display data a card issuer that can be displayed
length on the POS for the card acceptor.
Card acceptor| | The electronic mail identifier of the LLVAR ans..99 (see 6.2.1 and 43-71
e-mail addresq [ card acceptor, sufficient to allow 6.5.2)

the cardholder to recognize the

location from his statement.
Card acceptor| | Code identifying the card acceptor. LLVAR ans..35 (see 6.2.1) 42
identification
code
Card acceptor| | The primary internet universal LLLVAR ans..255 (see 6.2.1 and 43-71
internet URL resource locator (URL),ef\the card 6.5.2)

acceptor, sufficient torallow the

cardholder to recognize the

location from his ‘'statement.
Card acceptor| | The name.of\the card acceptor as LLVAR ans..50 (see 6.2.1 and 43-71
name known to'the cardholder. 6.5.2)
Card acceptor| | The hame and location of the card LLLLVAR ansb..9999 (see 6.2.1,6.2.2, 43 X
name/location | |acceptor as known to the 6.2.7 and 6.5.2)

| | cardholder.

Card acceptor |Phone number of the card ans 16 (see 6.5.2) 43-71
phone number | acceptor at the location of the

original transaction.
Card acceptor |Code allocated by postal authority ans 10 (see 6.5.2) 43-71
postal code of the card acceptor to identify its

physical location.
Card acceptor |Card issuer data to be printed on LLVAR ans..99 (see 6.2.1 and 44-71
receipt data the POS card acceptor receipt. 6.5.3)
Card acceptor | Number of characters of data from n3 (see 6.4.10) 27

receipt data
length

a card issuer that can be printed
on a POS receipt for the card
acceptor.

20
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Name Description Format Representation Notes Bit | Cons. | Comp.
Card acceptor | State, province, or region code ans 3 (see 6.5.2) 43-71
state province |allocated by the acquirer to
or region code [indicate the physical location of the

card acceptor.
Card acceptor | The address of the card acceptor, LLVAR ans..99 (see 6.2.1 and 43-71
street address |allocated by the acquirer, sufficient 6.5.2)
to allow the cardholder to
recognize the location from his
Card|acceptor | Unique code identifying a terminal ans 16 41
termipal at the card acceptor location.
identffication
Card|capture |Indicates if the card can be a1 (see 6.4.10) p7
capapility captured.
Card|issuer Data supplied by a card issuer in LLVAR ans..99 (see.6.21) 95
refergnce data |an authorization response
message, financial presentment
response message, or in a
chargeback transaction that the
acquirer may be required to be
provided in subsequent
transactions.
Card|issuer Contact telephone number for use ans 16 (see 6.5.3) 44-71
teleppone by the acquirer and/or card
number acceptor if the card issuer wishes
to make voice contact
Card|reading | A series of code values that b4 (see 6.2.2,6.4.9 P2
methpd used at | indicate which of the card reading and Clause A.16)
POS capabilities of the POS were used
for this transaction.
Card|sequence | A number distinguishing between n3 23
number separate cards with the same
primary account number:
Card A number that is only printed on n4 (see 6.5.4) 49-71
verification the card which isnot included in
data any other technology e.g. magnetic
stripe or IGCy
Cardpolder Numetie and postcode elements ans 16 (see 6.5.4) 49-71
billing address | only of the cardholder/delivery
compressed address
Cardpolder Code allocated by postal authority ans 10 (see 6.5.4) 49--71
billing postal
code
Cardholder Street address of cardholder ans 40 (see 6.5.4) 49-71
billing street
address
Cardholder Value assigned to a cardholder LLVAR b..16 (see 6.2.1,6.2.2 34-72
certificate certificate issued by the card and 6.5.1)
serial number [issuer’s certificate authority.
Cardholder Card issuer data to be displayed LLVAR ans..99 (see 6.2.1 and 44-71
display data on the POS for the cardholder. 6.5.3)
Cardholder Number of characters of data from n3 (see 6.4.10) 27
display data a card issuer that can be displayed
length on the POS for the cardholder.
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Name Description Format Representation Notes Bit | Cons. | Comp.
Cardholder Card issuer data to be printed on LLVAR ans..99 (see 6.2.1 and 44-71
receipt data the POS cardholder receipt. 6.5.3)

Cardholder Number of characters of data from n3 (see 6.4.10) 27
receipt data a card issuer that can be printed
length on a POS receipt for the
cardholder.
Cardholder A series of code values that b4 (see 6.2.2,6.4.9 22
verification indicate the POS capabilities of the and Clause A.16)
method used gt | POS actually used to identify the
POS cardholder.
Conversion The factor used in the conversion n8 (see 6.2.4) 10
rate cardholdef | from transaction to cardholder
billing billing amount. The Amount
transaction is multiplied by
Conversion rate cardholder billing
to determine Amount cardholder
billing.
Conversion The factor used in the conversion n8 (see 6.24, and 46
rate fee from fee amount to reconciliation 6,4.43)
fee amount. The Amount fee is
multiplied by Conversion rate fee
to determine the Amount
reconciliation fee. Contained in
Amounts fees.
Conversion The factor used in the conversion n‘g (see 6.2.4) 9
rate from transaction to reconciliation
reconciliation | |amount. The Amount transaction is
multiplied by Conversion rate
reconciliation to determine the
Amount reconciliation.
Country code | | The code of the country where the n3 19
acquiring acquiring institution is located (in
institution accordance with ISO 3166).
Country code | | The code of the country where.the n3 20
primary card issuing institution is located
account (in accordance with 1ISO3166).
number (PAN)
Credits amount | The sum amount-of, Amount n 16 (see 6.4.20) 74
transaction in &ll financial
presentmenttransactions exclusive
of any fe€s Where positions 1-2 of
the Precessing code in the
financial presentment transaction
indicated a credit (20-29).
Credits The sum amount of Amount n 16 (see 6.4.20) 74
chargeback transaction in all chargeback
amount transactions exclusive of any fees
where positions 1-2 of the
Processing code in the chargeback
transaction indicated a debit
(00-19).
Credits The sum number of all chargeback n 10 (see 6.4.20) 74
chargeback transactions where positions 1-2 of
number the Processing code in the
chargeback transaction indicated a
debit (00-19).
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Name Description Format Representation Notes Bit | Cons. | Comp.
Credits number | The sum number of all financial n 10 (see 6.4.20) 74
presentment transactions where
positions 1-2 of the Processing
code in the financial presentment
transaction indicated a credit
(20-29).
Credits The sum amount of Amount n 16 (see 6.4.20) 74
reversal transaction of all reversal
amoyt transactionsexctusiveof any fees
where positions 1-2 of the
Processing code in the reversal
transaction indicated a debit
(00-19).
Credrts The sum number of all reversal n 10 (see 6.4.20) y4
reversal transactions where positions 1-2
numlbper of the Processing code in the
reversal transaction indicated a
debit (00-19).
Currgncy code |Code defining the currency of the n3 (see 6.2.3 and b4
amoynt amount contained in Amount 6.4.14)
addit:[onal additional amounts (in accordance
amounts with ISO 4217).
Currgncy code | Code defining the currency of the n3 (see 6.2.3 and 6
amoynt amount contained in Amount 6.4.4)
cardhjolder cardholder billing (in accordance
billin with I1ISO 4217).
Currgncy code | Code defining the currency of the n3 (see 6.2.3 and 8
amoynt amount contained in Amount 6.4.5)
cardholder cardholder billing fee (in
billing fee accordance with ISO 4217).
Currgncy code |Code defining the currency of the n3 (see 6.2.3 and 16
amount fee amount contained in Amount fee 6.4.13)
(in accordance with ISO 4247):
Currgncy code | Code defining the currency of the n3 (see 6.2.3 and D7
amoynt net amount contained in. Amount net 6.4.22)
recornciliation | reconciliation (ifn agcordance with
ISO 4217).
Currgncy code |Code defining the currency of the n3 (see 6.2.3 and 5
amoynt amount eontained in Amount 6.4.3)
recorjciliation | re¢oneiliation (in accordance with
1ISO 4217).
Currgncy code.y| Code defining the currency of the n3 (see 6.2.3 and 16
amount amount contained in Reconciliation 6.4.13)
reco:lciliation fee (in accordance with ISO 4217).
fee
Currency code | Code defining the currency of the n3 (see 6.2.3 and 4
amount amount contained in Amount 6.4.2)
transaction transaction (in accordance with
ISO 4217).
Currency code | Code defining the currency of the n3 (see 6.2.3 and 66
original amount [ amount contained in Original 6.4.16)
fee amount fee (in accordance with
I1ISO 4217).
Currency code | Code defining the currency of the n3 (see 6.2.3 and 30
original amount [ amount contained in Original 6.4.11)
reconciliation | amount reconciliation (in
accordance with ISO 4217).
© 1SO 2003 — Al rights reserved 23


https://standardsiso.com/api/?name=598efd5d1a8cfc5f3291dcd267f5ce0a

ISO 8583-1:2003(E)

Table 3 (continued)

Name Description Format Representation Notes Bit | Cons. | Comp.
Currency code |Code defining the currency of the n3 (see 6.2.3 and 66
original amount [ amount contained in Original 6.4.16)
reconciliation | amount reconciliation fee (in
fee accordance with ISO 4217).

Currency code | Code defining the currency of the n3 (see 6.2.3 and 30
original amount [ amount contained in Original 6.4.11)
transaction amount transaction (in accordance
with 1ISO 4217).
Currency minor | Currency minor unit of Amount n1 (see 6.2.3 and 54
unit amount additional amounts. Indicates the 6.4.14)
additional number of places the decimal point
amounts shall be moved to the left, starting
from the rightmost numeric digit.
Currency minof | Currency minor unit of Amount n1 (see 6.2.3 and 6
unit amount cardholder billing. Indicates the 6.4.4)
cardholder number of places the decimal point
billing shall be moved to the left, starting
from the rightmost numeric digit.
Currency minor | Currency minor unit of Amount n1 (see 6.2:3 and 8
unit amount cardholder billing fee. Indicates the 6.4.5)
cardholder number of places the decimal point
billing fee shall be moved to the left, starting
from the rightmost numeric digit.
Currency minor | Currency minor unit of Amount fee. n1 (see 6.2.3 and 46
unit amount feg | Indicates the number of places the 6.4.13)
decimal point shall be moved to
the left, starting from the rightmost
numeric digit.
Currency minof | Currency minor unit of Amount net n1 (see 6.2.3 and 97
unit amount ndt [ reconciliation. Indicates the 6.4.22)
reconciliation number of places the decimal point
shall be moved to the left, starting
from the rightmost numeric digit.
Currency minof | Currency minor unit of Amount n1 (see 6.2.3 and 5
unit amount reconciliation. Indicates the 6.4.3)
reconciliation | | number of places the decimal‘point
shall be moved to the left) starting
from the rightmost qumieric digit.
Currency minor | Currency minefuhit of Amount n1 (see 6.2.3 and 46
unit amount reconciliation-fee. Indicates the 6.4.13)
reconciliation number 6f places the decimal point
fee shall be-moved to the left, starting
from'\the rightmost numeric digit.
Currency minof [‘Currency minor unit of Amount n1 (see 6.2.3 and 4
unit amount transaction. Indicates the number 6.4.2)
transaction of places the decimal point shall be
moved to the left, starting from the
rightmost numeric digit.
Currency minor | Currency minor unit of Original n1 (see 6.2.3 and 66

unit original amount fee. Indicates the number 6.4.16)
amount fee of places the decimal point shall be
moved to the left, starting from the
rightmost numeric digit.
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Name Description Format Representation Notes Bit | Cons. | Comp.
Currency minor | Currency minor unit of Original n1 (see 6.2.3 and 30
unit original amount reconciliation. Indicates 6.4.11)
amount the number of places the decimal
reconciliation point shall be moved to the left,

starting from the rightmost numeric
digit.
Currency minor | Currency minor unit of Original n1 (see 6.2.3 and 66
unit original amount reconciliation fee. 6.4.16)
amoyt tndicates-thenumber-of ptaces-the
recorjciliation | decimal point shall be moved to
fee the left, starting from the rightmost
numeric digit.
Currgncy minor | Currency minor unit of Original n1 (see 6.2.3 and BO
unit griginal amount transaction. Indicates the 6.4.11)
amoynt number of places the decimal point
transpction shall be moved to the left, starting
from the rightmost numeric digit.
Datalelement |Identifies the data element number n3 (s€e 6.4.7) 18
in error in error. Contained in Message
error indicator.
Datalrecord Other data required to be passed LLLLVAR ansb..9999 (see 6.2.1 and 72
to support an administrative or file 6.2.2)
action message.
Data|sub- Identifies the part within a n2 (see 6.4.7) 18
element in constructed data element that is in
error| error. Contained in Message error
indicator.
Dataget bit or | Identifies the bit or tag within a b2 (see 6.2.2 and 18
tag i) error dataset identifier that is in error. 6.4.7)
Contained in Message error
indicator.
Dataget Identifies the dataset identifier b1 (see 6.2.2 and 18
ident/fier in within a composite data &lement 6.4.7)
error| that is in error. Contained in
Message error indicator.
Datelaction A date for a future’action or a CCYYMMDD n8 73
specific date'such as a birth date.
Dateland time | The local year, month, day and CCYYMMDDh n 14 (see 6.4.6) 12 X
local time the transaction takes place at hmmss
transpction thelcard acceptor location in
authorization messages and
financial presentment messages.
Dateland-time |Date and time the message MMDDh n 10 (see 6.3.1) 7
transkrissien initiater-sends-this-message—Fo-be hrmss
expressed in Co-ordinated
Universal Time (UTC) (in
accordance with ISO 8601),
formerly known as Greenwich
Mean Time (GMT).
Date capture The month and day the acquirer MMDD n4 17
processed the transaction data.
Date The month and day the conversion MMDD n4 16
conversion rate is effective to convert the
transaction amount from the
original to reconciliation currency.
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Name

Description

Format

Representation

Notes

Bit

Cons.

Comp.

Date effective

The year and month in which the
card becomes effective.

CCYYMM

n6

13

Date expiration

The year and month after which
the card expires.

YYMM

n4

14

Date local
transaction

The local year, month and day of
the transaction.

CCYYMMDD

n8

(see 6.4.6)

12

Date

The year, month and day for which

CCYYMMDD

n8

28

reconciliation

financial totals are reconciled
between the acquirer and the card
issuer.

Date
settlement

The year, month and day for which
funds shall be transferred between
acquirer and card issuer.

CCYYMMDD

n8

15

Debits amount

The sum amount of Amount
transaction in all financial
presentment transactions exclusive
of any fees where positions 1-2 of
the Processing code in the
financial presentment transaction
indicated a debit (00-19).

n 16

(see 6.4.20)

74

Debits
chargeback
amount

The sum amount of Amount
transaction in all chargeback
transactions exclusive of any fees
where positions 1-2 of the
Processing code in the chargeback
transaction indicated a credit
(20-29).

n 16

(see 6.4.20)

74

Debits
chargeback
number

The sum number of all chargeback
transactions where positions 1-2 of
the Processing code in the
chargeback transaction indicated a
credit (20-29).

n10

(see 6.4.20)

74

Debits number

The sum number of all financial
presentment transactions where
positions 1-2 of the Processing
code in the financial presentment
transaction indicated-a\debit
(00-19).

n10

(see 6.4.20)

74

Debits reversa|
amount

The sum amount of Amount
transaction-of all reversal
transactions exclusive of any fees
whefe,positions 1-2 of the
Processing code in the reversal
tfansaction indicated a credit

n 16

(see 6.4.20)

74

{20-29).

Debits reversal
number

The sum number of all reversal
transactions where positions 1-2 of
the Processing code in the reversal
transaction indicated a credit
(20-29).

n10

(see 6.4.20)

74

Electronic
commerce data

The data needed to support the
processing and prove the identity
of the requester (usually a
cardholder) using public key
cryptography and/or digital
certificates.

LLLLVAR

b..9999

(see 6.2.1,6.2.2
and 6.5.1)

34
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Name Description Format Representation Notes Bit | Cons. | Comp.
Error severity | Indicates whether or not the error n2 (see 6.4.7) 18
code condition caused the receiver to
reject the message. Contained in
Message error indicator.
Extended Number of months that the n2 67
payment data | cardholder prefers to pay for this
item if permitted by the card issuer.
Fee collections | The sum number of all fee n 10 (see 6,421) 5
numlbper collection transactions.
Fee fype code |Code indicating the type of fee. n2 (see 6.4.13, 16
Contained in the data elements 6.4.23 and 109
Amounts fees, Reconciliation fee Clause A.8) 110
amounts credit and Reconciliation
fee amounts debit.
File jame The actual or abbreviated name of LLVAR ans..99 (see.6.21) 101
the file being accessed.
File tfansfer The total length and the number of n18 (see 6.4.19) 70 X
descfiption elementary data records of the file,
data used in the management of file
transfer.
File transfer The total number of elementary n.6 (see 6.4.19) V0
elempntary data records in the file to be
data fecord transferred.
coun
File transfer file | The total length in bytes of the file n6 (see 6.4.19) yo
size to be transferred.
File tfansfer The remaining number of n6 (see 6.4.19) o
remdining elementary data records to be
elempntary transmitted in the current file
data fecord transfer.
coun
Fleefamount | Discount amount on total n12 (see 6.2.3 and 104-78
bottom line purchase. 6.5.6.7)
discqunt
Fleefldriver The number assigned to the driver LLVAR n..17 (see 6.2.1 and 104-78
number/other | by the empleyer for purposes of 6.5.6.7)
identfication tracking fuel purchases.
number
Fleetlline item _{Total line amount excluding tax. n12 (see 6.2.3 and 104-78
valug excluding 6.5.6.7)
tax
Fleeflliné item | Total line amount including tax. n12 (see 6.2.3 and 104-78
value including 6.5.6.7)
tax
Fleet motor Acquirer’s abbreviation for the n4 (see 6.5.6.7) 104-78
fuel ail brand name of the card acceptor's
company brand | oil company.
name
Fleet motor Contains a code read from a card n1 (see 6.5.6.7 and 104-78
fuel prompt that indicates terminal prompts that Clause A.13)
code occur at the point of service.
Fleet motor Type of service received at the ans 1 (see 6.5.6.7 and 104-78
fuel service acceptor location. Clause A.14)
type code
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Table 3 (continued)

Name Description Format Representation Notes Bit | Cons. | Comp.
Fleet odometer | Reading of total distance travelled n8 (see 6.5.6.7) 104-78
reading by vehicle.

Fleet product | Code which identifies a specific LLVAR an..15 (see 6.2.1 and 104-78
code product as supplied by the card 6.5.6.7)
acceptor.
Fleet product | Quantity of goods purchased. LLVAR n..12 (see 6.2.1 and 104-78
quantity 6.5.6.7)
Fleet quantity | | Indicates the number of places the n1 (see 6.5.6.7) 10p-78
minor unit decimal point shall be moved to
the left, starting from the rightmost
numeric digit of Fleet product
quantity.
Fleet total tax | | Total amount of tax on the n12 (see 6.2.3 and 10¢-78
amount transaction. 6.5.6.7)
Fleet unit of Unit of measure of quantity LLVAR ans..12 (see 6.2.1 and 10p-78
measure purchased as defined by card 6.5.6.7.)
acceptor.
Fleet unit pricg | Price per unit net of tax. n12 (se€6.2.1 and 10p-78
excluding tax 6.5.6.7)
Fleet unit pricg | Price per unit inclusive of tax n12 (see 6.2.3 and 104-78
including tax 6.5.6.7)
Fleet vehicle Registration number of rented or an 17 (see 6.5.6.7) 104-78
registration fleet automobile.
number
Forwarding Code identifying the forwarding LLVAR n..11 (see 6.2.1 and 33
institution institution. 6.2.5)
identification
code
Free-form Transaction data related to new LLLVAR ans..999 (see 6.2.1 and 10p-71
description programs and services, content 6.5.6.2)
data and format are based on bilateral
agreement.
Function code| | Code indicating the specific n3 (see Clause A.9) 24
purpose of the messag€.within its
message class.
ICC scripts Number of charaeters of data from n3 (see 6.4.10) 27
data length a card issuer.that can be returned
to the ICC-afithe POS.
Inquiries The sum number of all n10 (see 6.4.21) 75
number autharization transactions
processed where positions 1-2 of
the-Processing-code-inthe
authorization transaction indicated
an inquiry (30-39).
Inquiries The sum number of all reversal n10 (see 6.4.21) 75
reversal transactions processed where
number positions 1-2 of the Processing
code in the reversal transaction
indicated an inquiry (30-39).
ICC system Contains data related to integrated LLLLVAR b..9999 (see 6.2.1,6.2.2 55 X

related data

circuit card systems.

and 6.5.5)

28
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Name Description Format Representation Notes Bit | Cons. | Comp.
Invoice The card acceptors tax ans 15 (see 6.5.6.3) 104-72
alternate tax identification number for the
identifier Invoice amount alternate tax.

Invoice amount | Amount of the alternate tax on the n12 (see 6.2.3 and 104-72
alternate tax purchase. 6.5.6.3)
Invoice amount | Indicates whether alternate tax Y =vyes as 1 (see 6.5.6.3) 104-72
alternate tax amount is included in the total N =no
indicator purchase amount Space =
unknown

Invoige amount | Discount amount on total n12 (see 6.2.3 and 104-72
bottom line purchase. 6.5.6.3)
discqunt
Invoige amount | Duty on the total purchase amount. n12 (see 6.2.3 and 104-72
duty 6.5.6-3)
Invoige amount | Amount charged for freight/delivery n12 (se€ 6.2.3 and 104-72
freight excluding any tax. 65.6.3)
exclyding tax
Invoiyl:e amount | Amount charged for freight/delivery n12 (see 6.2.3 and 104-72
freight including any tax. 6.5.6.3)
inclugling tax
Invoige amount | Total amount of tax on the 12 (see 6.2.3 and 104-72
total fax transaction. 6.5.6.3)
Invoige card Card acceptors reference number LLVAR an..17 (see 6.2.1 and 104-72
acceptor for corporate customer. 6.5.6.3)
custgmer
refergnce
number
Invoige card Reference number on card LLVAR an..12 (see 6.2.1 and 104-72
acceptor acceptor invoice. 6.5.6.3)
invoite
refergnce
number
Invoige card Order number allocated by the LLVAR an..15 (see 6.2.1 and 104-72
acceptor order |card acceptor. 6.5.6.3)
number
Invoige card Registered-tax reference number LLVAR an..20 (see 6.2.1 and 104-72
acceptor tax of cafd.acceptor. 6.5.6.3)
refergnce
number
Invoige card A code allocated by the acquirer, ans 4 (see 6.5.6.3) 104-72
acceptor'type |describing various classifications of

business ownership

characteristics, e.g. small

business.
Invoice Reference number given by LLVAR an..22 (see 6.2.1 and 104-72
cardholder cardholder. 6.5.6.3)
order reference
number
Invoice Tax reference number of LLVAR an..13 (see 6.2.1 and 104-72
cardholder’s cardholder’'s company. 6.5.6.3)
tax reference
number
Invoice cost Cardholder's internal accounting LLVAR a..20 (see 6.2.1 and 104-72
centre cost centre code. 6.5.6.3)
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Table 3 (continued)

Name Description Format Representation Notes Bit Cons. | Comp.
Invoice Cardholder supplied reference LLVAR ans..20 (see 6.2.1 and 104-72
customer number. 6.5.6.3)
reference
Invoice Country of destination for delivery an3 (see 6.5.6.3) 104-72
destination of goods (in accordance with
country code ISO 3166).

Invoice Postal code for delivery of goods. LLVAR an..10 (see 6.2.1 and 104-72
destination 6.5.6.3)
postal code
Invoice State or province within the country ans 3 (see 6.5.6.3) 10p-72
destination where the purchased goods will be
state/province | | delivered.
code
Invoice freight| | Rate of tax to be applied to Invoice n4 (see 6.5.6.3) 10¢-72
tax rate freight amount excluding tax to

calculate the tax on the freight

charges.
Invoice order | | Date when order was placed. CCYYMMDD n8 (see 6.5.6.3) 104-72
date
Invoice origina| | Invoice number of the original LLVAR an..15 (see 6.2.1 and 104-72
invoice numbef | invoice. Used to identify the 6.5.6.3)

original invoice on a refund

transaction.
Invoice ship Postal code from which goods are LLVAR an..10 (see 6.2.1 and 10p-72
from postal to be shipped. 6.5.6.3)
code
Invoice tax Indicator of whether tax is 0 = Tax not n1 (see 6.5.6.3) 10p-72
indicator included. included

1 =Jax
included

Invoice value Invoice total, net of tax. n12 (see 6.2.3 and 10¢-72
excluding tax 6.5.6.3)
Julian Date acquirer processed the YDDD n4 (see 6.4.12) 31
processing original transaction, e.g. first
date presentment.
Key Contains data related-to key LLLVAR b..999 (see 6.2.1 and 96
management | | management (in.aecordance with 6.2.2)
data 1ISO 13492)!
Life cycle A code_caleulated using an n4 (see 6.4.8) 21
authentication | [algofithtn against key transaction
token data elements that are common to

both authorization messages and

financial presentment messages.
Life cycle Indicates the point in the ans 1 (see 6.4.8) 21
support transaction life cycle at which Life
indicator cycle trace identifier was assigned.
Life cycle trace | Unique transaction identifier. ans 15 (see 6.4.8) 21
identifier
Life cycle Number used with Life cycle trace n2 (see 6.4.8) 21
transaction identifier to uniquely identify when
sequence multiple financial presentments are
number generated from a single

authorization transaction.
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Name Description Format Representation Notes Bit | Cons. | Comp.
Line item Amount of discount per line if unit n12 (see 6.2.3 and 104-73
amount price is before discount. 6.5.6.3)
discount
Line item Tax amount for the line item. n12 (see 6.2.3 and 104-73
amount tax 6.5.6.3)

Line item Code of goods purchased. Defined LLVAR an..16 (see 6.2.1 and 104-73
commodity by national tax authorities. 6.5.6.3)
code
Line |tem Identifies the sequence in which b2 (see 6.2.2 and 104-73
dataget multiple datasets with the same 6.5.6.3)
sequgnce dataset identifier should be
number processed.
Line [tem Description of item purchased. LLVAR an..40 (see 6.2.1 and 104-73
descfiptor 6.5.6-3)
Line Jtem Indicates whether the line item Y =vyes as 1 (se€ 6)5.6.3) 104-73
discqunt amount is discounted. N =no
indicator Space =
unknown

Line |tem Discount rate for the line item. ans 5 (see 6.5.6.3) 104-73
discqunt rate
Line [tem Code which identifies a specific LLVAR an.:15 (see 6.2.1 and 104-73
prodyict code | product as supplied by the card 6.5.6.3)

acceptor.
Line |tem Quantity of goods purchased. LLVAR n..12 (see 6.2.1 and 104-73
proddict 6.5.6.3)
quantity
Line |tem Indicates the number of places the n1 (see 6.5.6.3) 104-73
quantfity minor |decimal point shall be moved to
unit the left, starting from the rightmost

numeric digit of Line item product

quantity.
Line |tem tax Rate of tax to be applied;to nb (see 6.5.6.3) 104-73
rate calculate the tax amount.
Line |tem tax Code, defined by-the acquirer, ans 4 (see 6.5.6.3) 104-73
type identifying-the type of tax applied

to the line,item.
Line |tem unit | Unit 6f measure of quantity LLVAR a..12 (see 6.2.1 and 104-73
of measure purchased as defined by card 6.5.6.3)

acceptor.
Line |[temAunif | Price per unit net of tax. LLVAR n..12 (see 6.2.1 and 104-73
price|ekcluding 6.5.6.3)
tax
Line item value | Indicates whether the line item D = Debit as 1 (see 6.5.6.3) 104-73
debit/credit value is a debit or a credit. C = Credit
indicator Space =

unknown

Line item value | Total line amount excluding tax. n12 (see 6.2.3 and 104-73
excluding tax 6.5.6.3)
Line item value | Total line amount including tax. n12 (see 6.2.3 and 104-73
including tax 6.5.6.3)
Lodging Total amount of bar and in-room n12 (see 6.2.3 and 104-77
amount “mini-bar” items charged to room. 6.5.6.6)
bar/mini-bar
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Name Description Format Representation Notes Bit | Cons. | Comp.
Lodging Amount of any additional charges n12 (see 6.2.3 and 104-77
amount billing [incurred after the cardholder’s 6.5.6.6)
adjustment departure from the lodging facility.

Lodging Total amount of gift shop and n12 (see 6.2.3 and 104-77
amount gift speciality shop items charged to 6.5.6.6)
shop room.
Lodging Total amount of laundry and dry n12 (see 6.2.3 and 104-77
amount cleaning items charged to room 6.56.6)
laundry/dry
cleaning
Lodging The total amount of miscellaneous n12 (see 6.2.3 and 104-77
amount other | [items/services charged to the 6.5.6.6)
services room, not specified elsewhere.
Lodging Indicates the type of charges ans 3 (see 6.5.6.6) 104-77
amount other | [provided in Lodging amount other
services services. Values provided by
indicator acquirer.
Lodging Total amount of phone calls n12 (see 6.2.8 and 104-77
amount phone| [charged to room. 6.5.6.6)
charges
Lodging Total amount of restaurant and/or n12 (see 6.2.3 and 104-77
amount room service food charged to 6.5.6.6)
restaurant/ room.
room service
Lodging Daily room charges exclusive of n12 (see 6.2.3 and 104-77
amount room | [taxes and fees. 6.5.6.6)
rate
Lodging Daily room tax amount. n12 (see 6.2.3 and 104-77
amount room 6.5.6.6)
tax
Lodging Customer service number that the ans 16 (see 6.5.6.6) 108-77
customer cardholder may call to resolve
service toll-fre¢ | questions or disputes.
phone number|
Lodging date Date on which the cardholder CCYYMMDD n8 (see 6.5.6.6) 108-77
arrival checked into the lodging facility.
Lodging date | | Date on which/the\€ardholder CCYYMMDD n8 (see 6.5.6.6) 108-77
departure checked outiof.the lodging facility.
Lodging facility | Local pheheé number of the lodging ans 16 (see 6.5.6.6) 104-77
phone number| | facility-at which the cardholder

stayed.
Lodging folio todging-faciitys-internatinvoiceor ans—+6 {see6-5-6-6} +64-77
number billing identification reference

number.
Lodging Code allocated by the acquirer that ans 2 (see 6.5.6.6) 104-77
program code |identifies special circumstances,

e.g. frequent renter or “no show”.
Luhn check Check sum on the previous 22 n1 (see 6.4.12) 31
digit digits of Acquirer reference number

calculated in accordance with

1ISO 7812-1.
Magnetic stripe | Indicates if the POS can rewrite a1 (see 6.4.10.1) 27

track 3 rewrite
capability

Track 3.
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Name Description Format Representation Notes Bit | Cons. | Comp.
Merchant Code classifying the type of n4 26
category code [business being done by the card

acceptor for this transaction (in
accordance with ISO 18245).
Message Used to validate the source and b4 (see 6.2.2 and 64 or
authentication [ the text of the message between 6.3.3) 128
code (MAC) the sender and receiver (in
field accordance with ISO 9807).
Mess’age error | Code identifying a specific error n4 (see 6.4.7 and 18
code condition. Contained in Message Clause A.10)
error indicator.
Mesdage error | Identifies the location, severity and LLLVAR ansb..140 (see 6.2.1,6.2.2 18 X
indicgtor general description of data element and 6.4.7)
errors in a message.
Mesdage Provides the receiver of a request, n4 (see Clause’A.11) | 25
reasgn code advice or notification message with
the reason, or purpose, of that
message.
For original authorizations and
financial presentments, it identifies
why the type of message was sent,
e.g. why an advice versus a
request. For other messages it
identifies states why this action
was taken.
Numbper fee The count of all fees of the fee type n 10 (see 6.4.23) 109
total specified. Contained in the
Reconciliation fee amounts credit 110
and Reconciliation fee amounts
debit data elements.
Origipal The acquiring institution n 11 (see 6.4.15) b6
acqulring identification code of the original
instityition financial presentment. Contained
identffication in Original data elements.
code
Origipal The original amount of the fee in a xn 13 (see 6.2.3 and b6
amoynt fee reversal, chargeback or partial 6.4.16)
approvatContained in Amounts
original fees.
Origipal The original amount of the n 16 (see 6.2.3 and BO
amoynt transaction expressed in the 6.4.11)
recorjciliation,.\| reconciliation currency. Contained
in Amounts original.
Origihal The-original-amountof the-foe a-13 {se6-6-2.3 and 656
amount expressed in the reconciliation 6.4.16)
reconciliation | currency. Contained in Amounts
fee original fees.
Original The original amount of the n 16 (see 6.2.3 and 30
amount transaction. Contained in Amounts 6.4.11)
transaction original.
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Name Description Format Representation Notes Bit | Cons. | Comp.
Original The factor used in the conversion n8 (see 6.2.3 and 66
conversion rate [ from transaction to reconciliation 6.4.16)
fee fee amount. The Original amount

fee is multiplied by Original
conversion rate fee to determine
Original amount reconciliation fee.
Contained in Amounts original
fees.
Original data Hredataetementscontained-rthe HYAR 44 (occ 6-24+and 56 x
elements original message. 6.4.15)
Original date The local date and time of the CCYYMMDDh n 14 (see 6.4.15) 56
and time local | |original transaction. Contained in hmmss
transaction Original data elements.
Original fee Code used to indicate the type of n2 (see 6.4.16 and 66
type code fee. Contained in Amounts original. Clause A.8)
Original The message type identifier of the n4 (see 6.4.15) 56
message type | | original transaction. Contained in
identifier Original data elements.
Original system | The system trace audit number of n12 (se€ 6.4.15) 56
trace audit the original transaction. Contained
number in Original data elements.
Payee The third party beneficiary in a ans 25 98
Financial Presentment where the
Processing code indicates a
payment (50-59).
Payments The sum number of all financial n 10 (see 6.4.21) 75
number presentment transactions
processed where positions 1-2 of
the Processing code in the
financial presentment transaction
indicated a payment (50-59).
Payments The sum number of all reversal n 10 (see 6.4.21) 75
reversal transactions processed where
number positions 1-2 of the Processing
code in the reversal transaction
indicated a payment (50-59).
PIN data Used to identify the-cardholder at b8 (see 6.2.2) 52
the point of sepvice(in accordance
with 1ISO 9564+1).
PIN input The number of PIN digits that the b1 (see 6.2.2 and 27
length point.of.service device can accept. 6.4.10)
capability
POS capabilityl | A-series of codes intended to anb 27 (see 6.2.2. 6.4.10 27 X
identify the capabilities of the POS. and Clause A.15)
POS data code | A series of codes intended to b 16 (see 6.2.2,6.4.9 22 X
identify how a transaction and Clause A.16)
completed at the POS.
POS card A series of code values which b4 (see 6.2.2 and 27
reading indicate the card reading 6.4.10)
capability capabilities of the POS.
POS A series of code values that b4 (see 6.2.2 and 27
cardholder indicate the POS capabilities 6.4.10)
verification available to identify the cardholder.
capability
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Name Description Format Representation Notes Bit | Cons. | Comp.
POS A series of code values that b4 (see 6.2.2,6.4.9 22
environment indicate if the card acceptor were and Clause A.16)

present and if not the type of
environment in which the
transaction took place.
PAN A series of digits used to identify a LLVAR n..19 (see 6.2.1 and 2
customer account or relationship. 6.2.5)
Processing Code used to describe the effect of anb6 (see 6.4.1 and 3 X
code a transaction on the customer Clause A.17)
account and the accounts affected.
Recdiving Code identifying the receiving LLVAR n..11 (see 6.2.1 and 100
instityition institution. 6.2.5)
identffication
code
Recqgnciliation | Number and amount values n 156 (see-6.4:20) 74 X
data primary required to complete the
reconciliation of financial totals.
Recqdnciliation | Additional count which may be n 90 (see 6.4.21) 75 X
data pecondary | utilized for reconciliation.
Recdnciliation | The sum amount of Amount fee in LLLVAR ans.. 144 (see 6.2.1,6.2.3 109 X
fee amounts all authorization, financial and 6.4.23)
credif presentment, reversal and fee
collection messages where the
Amount fee “X” indicated a credit
“cn
Recdnciliation | The sum amount of Amount fee in LLLVAR ans..144 (see 6.2.1,6.2.3 110 X
fee amounts all authorization, financial and 6.4.23)
debit presentment, reversal and fee
collection messages where the
Amount fee “X” indicated a debit
“0”.
Recgnciliation | A value used to allow recongiliation n3 29
indicgtor of time periods within @
reconciliation date.(The value is
subject to bilateralagreement.
Retrigval A reference'supplied by the system anp 12 37
referénce retaining.th€)original source
number information and used to assist in
locatifg that information or a copy
thereof.
Security A series of codes that indicate the b4 (see 6.2.2,6.4.9 P2
chargcteristics | security characteristics applicable and Clause A.16)
to a transaction.
Security Identifies security management LLVAR b..48 (see 6.2.1 and 53
related control |information used in the current 6.2.2)
information transaction or specifies security
management information to be
used in future transactions (in
accordance with ISO 13492).
Sequence Data supplied by acquirer. n 11 (see 6.4.12) 31
number
Service code | An identification of n3 40
geographic/service availability (in
accordance with ISO 7813).
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Name Description Format Representation Notes Bit | Cons. | Comp.
Settlement Code identifying the settlement LLVAR an..11 (see 6.2.1) 99
institution institution or its agent.
identification
code
Systems trace | A number assigned by a n12 11
audit number | transaction originator to assist in

identifying a transaction uniquely.
The trace number remains
"1} |uha| IuUd fUI q:: L lvoouuco Vv;th;l T
a two-message exchange, e.g.
request/repeat and response.
Time local The local time of the transaction. hhmmss n6 (see 6.4.6) 12
transaction
Track 1 data The information encoded on track LLVAR ans..76 (see 6.2.1) 45
1 of the magnetic stripe as
specified in ISO 7813, including
field separators but excluding
beginning and ending sentinels
and longitudinal redundancy check
characters as defined therein.
Track 2 data The information encoded on track LLVAR z.37 (see 6.2.1) 35
2 of the magnetic stripe as
specified in ISO 7813, excluding
beginning and ending sentinels
and longitudinal redundancy check
characters as defined therein.
Track 3 data The information encoded on track LLLVAR z..104 (see 6.2.1) 36
3 of the magnetic stripe as
specified in ISO 4909, including
field separators, but excluding
beginning and ending sentinels
and longitudinal redundancy check
characters as defined therein.
Transaction Code identifying the institution that LLVAR n..11 (see 6.2.1 and 93
destination is the transaction destination, 6.2.5)
institution
identification
code
Transaction lif¢ [ A unique identifiér 0sed to match ans 22 (see 6.4.8) 21 X
cycle transactions throughout their life
identification cycle (for example, authorization to
data financial presentment, financial
presentment to chargeback etc.) It
shall'contain the same value in all
messages throughout a
transaction s-ife-eyele-
Transaction Code identifying the institution that LLVAR n..11 (see 6.2.1 and 94
originator is the transaction originator. 6.2.5)
institution
identification
code
Transaction Non financial data captured as part LLLLVAR ansb..9999 (see 6.2.1,6.2.2 104 X
specific data of a transaction. and 6.5.6)
Transaction Code which indicates the type of an 2 (see 6.4.1 and 3
type code transaction being undertaken. Clause A.17.1)
Used in conjunction with the
Account type code as part of the
Processing code.
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Name Description Format Representation Notes Bit | Cons. | Comp.
Transfers The sum number of all financial n 10 (see 6.4.21) 75
number presentment transactions
processed where positions 1-2 of
the Processing code in the
financial presentment transaction
indicated a transfer (40-49).
Transfers The sum number of all reversal n 10 (see 6.4.21) 75
reversal transactions processed where
numipef posittons—=2 of-the PIUL/UOOI.Hy
code in the reversal transaction
indicated a transfer (40-49).
Trangport data | Contains data from the originator LLLVAR ans..999 (see 6.2.1) 59
of the message that shall be
returned unaltered in a response
message.
Trangstain A hash value calculated by b 20 (seer6:2.2 and 34-72
applying a secure hash algorithm 6:5.1)
to the XID and card secret (a
secret defined value known only to
the cardholder and issuer of the
cardholder certificate).
Trip leg Tax payable by airline passenger AN 2 (see 6.2.3 and 104-75
amoynt on departure. 6.5.6.4)
depa11ure tax
Trip :Fg The trip leg airline ticket amount. n12 (see 6.2.3 and 104-75
amount fare 6.5.6.4)
Trip leg The fees associated with each trip n12 (see 6.2.3 and 104-75
amount fees leg. 6.5.6.4)
Trip leg The total taxes associated with n12 (see 6.2.3 and 104-75
amoynt taxes [each trip leg. 6.5.6.4)
Trip leg arrival [ Time of arrival for each trip leg. n4 (see 6.5.6.4) 104-75
time
Trip leg arrival [ Indicates whether the arrival time A=am. as 1 (see 6.5.6.4) 104-75
time pegment [is in the a.m. or the p-m. P=p.m.
code space =
unknown
Trip leg carrier | Code of airline carrier as defined an 2 (see 6.5.6.4 and 104-75
code by ATPEO. Bibliography)
Trip leg class _{Class of airline journey as defined an 2 (see 6.5.6.4 and 104-75
of travel by ATPCO. Bibliography)
Trip leg The ticket that contains additional LLVAR an..15 (see 6.2.1 and 104-75
conjynction coupons on an itinerary that is 6.5.6.4)
ticket number [ more than four trip Tegs.
Trip leg coupon | Identifies the coupon associated ans 1 (see 6.5.6.4) 104-75
number with each trip leg.
Trip leg dataset [ Identifies the sequence in which b2 (see 6.2.2 and 104-75
sequence multiple datasets with the same 6.5.6.4)
number dataset identifier should be
processed.
Trip leg date of | Date of departure of airline CCYYMMDD n8 (see 6.5.6.4) 104-75
travel journey.
Trip leg Airport from which journey/leg an5 (see 6.5.6.4 and 104-75
departure departs as defined by ATPCO. Bibliography)
airport
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Table 3 (continued)

Name Description Format Representation Notes Bit Cons. | Comp.
Trip leg Time of departure for each trip leg. n4 (see 6.5.6.4) 104-75
departure time
Trip leg Indicates whether the departure A=am. as 1 (see 6.5.6.4) 104-75
departure time [time is in the a.m. or p.m. P=p.m.
segment code Space =
unknown
Trip leg Code of destination airport as an5 (see 6.5.6.4 and 104-75
destination defined by ATPCO Bibliography)
code
Trip leg Agency-added or government LLVAR ans..20 (see 6.2.1 and 104-75
endorsements| [required notations, or restrictions 6.5.6)
restrictions such as non-refundable, that are
applicable to a trip leg.
Trip leg The original airline ticket number LLVAR an..15 (see 6.2.1 and 10p-75
exchange replaced by a new ticket number. 6.5.6.4)
ticket number
Trip leg fare Basis for calculation of airline fare LLVAR an..15 (see 6.2.1%6.5.6.4 10¢-75
basis code as defined by ATPCO. and Bibliography)
Trip leg flight | [ Number assigned to each trip leg ans 5 (see 6.5.6.4) 108-75
number by the operating or marketing air
carrier.
Trip leg Number of leg or stage of airline n2 (see 6.5.6.4) 108-75
number journey of a multi-flight booking.
Trip leg stop Code of stop over airport during an an 1 (see 6.5.6.4 and 104-75
over code airline journey as defined by Bibliography)
ATPCO.
User format Identifier applied by acquirer based n1 (see 6.4.12) 31
identifier on bilateral agreements.
Value amount | [ The additional amounts in the n12 (see 6.2.3 and 54
additional indicated currency. 6.4.14)
amounts
Value amount | | The cardholder billing amount in n12 (see 6.2.3 and 6
cardholder the indicated currency. 6.4.4)
billing
Value amount | | The cardholder bjlling fee amount n8 (see 6.2.3 and 8
cardholder in the indicated-currency. 6.4.5)
billing fee
Value amount | [ The feesamount in the indicated n8 (see 6.2.3 and 46
fee currency. 6.4.13)
Value amount | [Fhenet reconciliation amount in xn 17 (see 6.2.3 and 97
net the indicated currency 6.4.22)
reconciliation
Value amount | The reconciliation amount in the n12 (see 6.2.3 and 5
reconciliation |indicated currency. 6.4.3)
Value amount [ The reconciliation fee amount in n8 (see 6.2.3 and 46
reconciliation | the indicated currency. 6.4.13)
fee
Value amount | The transaction amount in the n12 (see 6.2.3 and 4
transaction indicated currency. 6.4.2)
Value original | The original fee amount in the n8 (see 6.2.3 and 66
amount fee indicated currency. 6.4.16)
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Name Description Format Representation Notes Bit Cons. | Comp.
Value original | The original reconciliation amount n12 (see 6.2.3 and 30
amount in the indicated currency. 6.4.11)
reconciliation
Value original | The original reconciliation fee n8 (see 6.2.3 and 66
amount amount in the indicated currency. 6.4.16)
reconciliation
fee
Valujj;igi,nal The original transaction amount in ni2 (see 6.2.3 and 0
amoynt the indicated currency. 6.4.11)
transpction
Verification Additional data required to support LLLLVAR ans..9999 (see 6.2.1 and 49 X
data identification of the cardholder 6.5.4)
XID Value assigned to a transaction as b 20 (see 6.2.2 and 34-72

a unique transaction identifier. 6.54)

6.2 | General requirements for data elements
6.2.1 Variable length data elements
For pBny variable length data element with a maximum leqgth of less than 100 characters, tWo additional
numeric positions shall prefix the data element and shall_give its length. The format shall be LLMAR. For any

varig

positions shall prefix the data element and shall give.its length. The format shall be LLLVAR. For

leng
shall

Nong of the definitions of variable length data element in this part of ISO 8583 include the two,

h data element with a maximum length of less¢than 10 000 characters, four additional nume
prefix the data element and shall give its length. The format shall be LLLLVAR.

ble length data element with a maximum length of.less than 1 000 characters, three additipnal numeric

any variable
ric positions

three or four

numeric positions of length in the representation column in Table 2 or Annex B. All length attribites shall be
right|justified and zero filled, e.g. primary account number 123456789012 is represented by 12123456789012.
The first “12” indicates 12 digits tosfallow.

6.2.32 Binary data

6.2.2.1  Binary data-elements

Binafy data elements shall be grouped into blocks of 8 bits. The length attribute defines the number of such
blocks present, e.g. the personal identification number data element has an attribute “b 8”, i.e. 8 times 8 bits
giving 64 bits~of data. In all “b” data elements, blocks of 8 bits are assumed to be left justified with trailing
Zerogs.

6.2.2.2 Variable length attributes and binary data elements

If the format indicates a numeric variable length attribute in the first two, three or four positions for a binary
data element (i.e. LLVAR, LLLVAR or LLLLVAR), the numeric length value contains the number of 8 bit blocks
of the binary data element which follows.

Annex C gives guidance on how messages formatted in accordance with this part of ISO 8583 may be
transmitted across data networks.
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6.2.3 Expression of amounts

The amount is a numeric value, expressed without a decimal separator. Where a minor unit of currency
applies, the relevant minor unit data element indicates the number of decimal places in the relevant amount.
For example, an amount value of 100 in US currency would have a minor currency unit of 2 (e.g. one US

dollar), but a

n amount of 100 in Italian currency would have a minor unit of currency of 0 (e.g. 100 lire).

The value shall be expressed in the currency of the associated currency code data element. Where there is no
associated currency code data element, the currency is that of Amount transaction.

A number of amount data elements have an associated sign C for credit and D for debit, such data elements

have a repr
sign is preseg
the sign in th

6.2.4 Cony

In conversio
shall be mo
to 0.001234
first digit is

after the ded

6.2.5 Iden

6.2.5.1

Card issuing
card issuers

A transactio
transaction ¢
of institution
identificatior
institution id|
life of the f
identificatior
Forwarding
change as t

Tables 4 to ¢
card issuer
identification

General

Sentation of “Xn- in_1aple 3, the associated notes and ANNex B (see also Table T). Where Su
nt, it shall precede the amount. Thus, an amount which is 16 digits long is actually 17 digit§
e leftmost position.

yersion rates

n rate data elements, the leftmost digit denotes the number of positions the decimal sepd
ed from the right. Position 2-8 is the rate, e.g. a conversion rate value of 91234567 would eg
b67. The maximum number of digits to the right of the decimal separator is 9. If the value @
B, a single zero after the decimal point is assumed. If the value of the first digit is 9, two z4
imal point are assumed.

ification of institutions and routing

institutions shall be identified by the procedurespecified in ISO 7812-1. Institutions that ar
shall be identified by a six-digit code as defined-in Clause 10.

h may be sent from an acquirer to a_card issuer, from a card issuer to an acquirer or fr
riginator to a transaction destination. However, in the routing of a transaction between these
5, other institutions may need to handle the transaction. The data elements Forwarding instif

bntification code and Primary-account number PAN data elements contain the same data fg
ransaction. Where the Transaction originator identification code and Transaction destin|
code are used, they contain the same data for the life of the transaction. The contents o
institution identification)code and Receiving institution identification code data elementg
e transaction is senf-between institutions.

b and Figures8.10 8 below show how the institution identifiers are used when the acquirer an
cannot communicate directly. Where direct communication is possible, the Forwarding instif
code and.Receiving institution identification code data elements shall not be used.

cha
with

rator
uate
f the
roes

b not

bm a
pairs
Lition

code and Receiving institution- identification code facilitate this routing activity. The Acquiring

r the
ation
f the

will

i the
Lition
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6.2.5.2  Acquirer to card issuer

In a transaction from an acquirer to a card issuer, the contents of the relevant institution identifier data
elements are indicated in Table 4 and graphically in Figure 6. The letters A and B represent other institutions
that may be present between acquirers and card issuers. The Authorizing agent institution identification code
data element shall be used in the response message to indicate where an agent stands in for the card issuer.
This data element is not shown, as it is not used for routing.

Table 4 — Usage of institution identification codes in acquirer generated messages

In request, advice or notification messages

Institution Bit Acquirer to A AtoB Bto’'Card issuer
Acquirer 32 Remains the same throughout the‘transactign.
Foryarding institution 33 a A B
Redeiving institution 100 A B b
Carf issuer 2 Remains the same throdghout the transactign.

In response messages

Institution Bit Card issuer to B Bto A A to Acquirer
Acquirer 32 Remains\the same throughout the transactign.
Foryarding institution 33 b B A
Redeiving institution 100 B A a
Carf issuer 2 Remains the same throughout the transactign.

@ INot used when the forwarding or receiving institution is the acquirer.

b [Not used when the receiving or forwarding institution‘is the card issuer.
Acquirer ReCeiving Forwarding AtoB Receiving Forwarding Bto
Acfuirer to A instiltution A institlution A insti.tution B instit.ution B Issuer| Issuer
_____________ (bit 100) (bit 33) (bit 100) (bit 33) .
(bft 32) (bit 2)
Ato Earwarding Receijving BT Earwarding Receiving Issuer|
Acquirer | institution A institution A institution B institution B toB
I (bit 33) (bit100) {_ (bit 33) (bit100) [
Figure 6 — Usage of institution identification codes in acquirer generated messages
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6.2.5.3 Card issuer to acquirer

In a transaction from a card issuer to an acquirer, the contents of the relevant institution identifier data
elements are indicated in Table 5 and graphically in Figure 7. The letters A and B represent other institutions

that may be present between card issuers and acquirers.

Table 5 — Usage of institution identification codes in card issuer generated messages

In request, advice notification or instruction messages
Institution Bit Card issuer to A AtoB B to Acquirer
Card issuer 2 Remains the same throughout the transaction.
Forwarding institution 33 a A B
Receiving inptitution 100 A B b
Acquirer 32 Remains the same throughout the trapsaction.
In response messages
Institution Bit Acquirer to B Bto A A to Card issupr
Card issuer 2 Remains the same throughout the transaction.
Forwarding institution 33 b B A
Receiving inptitution 100 B A a
Acquirer 32 Remains thé.same throughout the transaction.
2 Not used|when the forwarding or receiving institution is the card issuer.
b Not usedwhen the receiving or forwarding institution is the acquirer,
Issuer Receiving Forwarding AtoB Receiving Forwarding B t?
Issuer to A institution A institution A institution B institution B Acquirer Acquirer
__________ (bit 100) (bit 33) (bit 100) (bit 33) N
(bit 2) (bit B2)
Ato Forwarding Receiving BtoA Forwarding Receiving Acquirer
Issuer. institution A institution A institution B institution B toB
L) (bit 33) (bit100) [ (bit 33) (bit 100) L

Figure 7 — Usage of institution identification codes in card issuer generated messages
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In a transaction from a transaction originator to a transaction destination, the contents of the relevant
institution identifier data elements are indicated in Table 6 and graphically in Figure 8. The letters A and B
represent other institutions that may be present between the transaction originator and transaction destination.

Table 6 — Usage of institution identification codes in transaction originator generated messages

In request, advice notification or instruction messages

Institution Bit Originator to A AtoB B to Destination
Trahsaction originator 94 Remains the same throughout the transaction.
Foryarding institution 33 a A B
Redeiving institution 100 A B g
Trapsaction destination 93 Remains the same throughoutthe-transaction.

In response messages

Institution Bit Destination to B Bdo A A to Originator
Trapsaction originator 94 Remains the same-throughout the transaction.
Foryarding institution 33 b B £
Redeiving institution 100 B A 3
Trapsaction destination 93 Remains the same throughout the transaction.

a

Not used when the forwarding or receiving institution is the trangaction originator.

b [Not used when the receiving or forwarding institution is the-fransaction destination.
Originator Receiving Forwarding AtoB Receiving Forwarding B to
Oridinator to A institution A institution A institution B institution B | Destination | 5octination
_______________ (bit”100) (bit 33) (bit 100) (bit 33) R
(bt 94) (bit 93)
A to Forwarding Receiving BtoA Forwarding Receiving Destinatign
Originator institution A institution A institution B institution B toB
R (bit 33) (bit100) | _ (bit 33) (bit100) | _ o

Figure 8 — Usage of institution identification codes in transaction originator generated messages
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Identification of account numbers

The Primary account number (PAN) shall contain the account number used to identify a customer account or
relationship and shall remain unchanged for the life of a transaction.

The following data elements shall be used to identify specific accounts held by the cardholder at the card
issuer and, if present, they shall remain unchanged for the life of a transaction:

a)

b)

Account identification 1,

Account identification 2.

6.2.7 Tag

Within a nun
of ISO 8583
this part of I

6.3 Spec

6.3.1

The messag
message in
following the

It is used to
The “messa
message fof
log the contg

6.3.2 Action code (bit 39)

The number

to the message type identifier. The actionncodes are grouped as follows:

Date|and time transmission (bit 7)

aythorization/financial presentment denied.

authorization/financial presentment denied, pick up card.

ength value (TLV) data
nber of data elements, there is a provision made for data to be encoded in TLV fofmat. This

follows the conventions defined in ISO 7816-4 in the creation of values. Tag.Values speci
BO 8583 are referenced in the relevant clauses and listed together in Clause A.18.

fic requirements for primitive data elements

e initiator creates the Date and time transmission. The content is the UTC timestamp of
tiator and will change as the content of Forwarding institution identification code char
course of the transaction from one institution to the next.

support process control between successive institutions through which a transaction is pas
ge initiator” is each individual institution (as;described in 6.2.5) creating its own indiv
passing the transaction on to the next institution. Successive recipients of the message can
nt of the field for reference purposes.

ng scheme for action codes shall'be based upon the type of action and has no direct correl

thorization/financial presentment approved.

b actions:

part
fic to

each
ges,

sing.
idual
then

ation

versal or chargeback actions.

a) Oxxx: ay
b) 1xxx:
C) 2xxx:
d) 3xxx: fil
e) 4xxx:re
f)  5xxx:re
g) 6xxx:
h) 7xxx: fe
i) 8xxx:

conciliation actions.

administrative actions.

e collection actions.

network management actions.

9xxx: error/response actions.

The action code values are given in Clause A.1.
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6.3.3 Message authentication code (MAC) (bit 64/128)

The MAC field is used to validate the source and the text of the message between the sender and receiver.
The last bit position within any message bit map shall be reserved for the MAC field data element.

If message authentication is used, the final bit in the final bit map of the message shall represent the MAC
field data element and the final bit of any previous bit maps shall contain zero. This means that only one MAC

field data element shall be present per message and the MAC field data element shall be the last data
element of the message.

6.4 | Specific requirements for constructed data elements

6.4.1 Processing code (bit 3)

The Processing code is a constructed data element (see 5.4.3) of three parts totalling.6’positions:
a) [Transaction type code, an 2;

b) Hccount type code 1, an 2;

c) HAccount type code 2, an 2.

The |Transaction type code describes the specific transaction:type (see A.17.1). The Account fype Code 1

desgribes the account type affected for debits and inquiries @nd the “from” account for transfers. [The Account
type|Code 2 describes the account type affected for creditsyand the “to” account for transfers (see|A.17.2).

6.4.32 Amount transaction (bit 4)

The |JAmount transaction data element is a constructed data element (see 5.4.3) of three partg totalling 16
posifions:

a) CQCurrency code amount transactionjn 3;
b) Currency minor unit amount transaction, n 1;

c) Value amount transaction,.n 12.

6.4.3 Amount recongciliation (bit 5)

The JAmount recenciliation data element is a constructed data element (see 5.4.3) of three part$ totalling 16
posifions:

a) [Currfenicy code amount reconciliation, n 3;

b) urrency minor unit amount reconciliation, n T,

c) Value amount reconciliation, n 12.

6.4.4 Amount cardholder billing (bit 6)

The Amount cardholder billing is a constructed data element (see 5.4.3) of three parts totalling 16 positions:
a) Currency code amount cardholder billing, n 3;

b) Currency minor unit amount cardholder billing, n 1;

© 1SO 2003 — Al rights reserved 45


https://standardsiso.com/api/?name=598efd5d1a8cfc5f3291dcd267f5ce0a

ISO 8583-1

c)
The Amount

:2003(E)

Value amount cardholder billing, n 12.

cardholder billing data element may be used to:

for printing on a receipt;

Provide the Amount transaction expressed in the currency of the cardholder in a response message, e.g.

Provide the Amount transaction expressed in the currency of the cardholder in a request, advice or

notification message when it is different from both the currency of transaction and currency of
reconciliation.

6.4.5 Amount cardholder billing fee (bit 8)

The Amoun
positions:

a) Curreng
b) Curreng
c) Value a

The Amoun
Financial Pr

f cardholder billing fee is a constructed data element (see 5.4.3) of three parts(totallin

ly code amount cardholder billing fee, n 3;
ly minor unit amount cardholder billing fee, n 1;
mount cardholder billing fee, n 8.

cardholder billing fee data element may be used to proyvide cardholder fee information
psentment response, e.g. for printing on a receipt.

6.4.6 Dateland time local transaction (bit 12)

A

g

The Date
14 positions
a) Date log
b) Time lo

These parts
acceptor loc

nd time local transaction is a constructed data element (see 5.4.3) of two parts tot

al transaction, n 8 format CCYYMMDD;
cal transaction, n 6 format hhmmss.

provide the local year, month,"day and time in which the transaction takes place at the
htion in Authorization messages and Financial Presentment messages.

nessage classes, it is- the year, month, day and time set by the initiator of the first message i

t shall remainidnchanged throughout the lifetime of the transaction.

bage error’indicator (bit 18)

In all other n
transaction.

In all cases

6.4.7 Mes;
The Messag
Each set of »
a)

b)

c)

d)

e)

f)

46

Error severity code, n 2;

Message error code, n 4;

Data element in error, n 3;

Data sub-element in error (in constructed data element), n 2;
Dataset identifier in error (in composite data element), b 1;

Dataset bit or tag in error (in composite data element), b 2.

g 12

n

lling

card

h the

© 1SO 2003 — Al rights reserved


https://standardsiso.com/api/?name=598efd5d1a8cfc5f3291dcd267f5ce0a

ISO 8583-1:2003(E)

The Error severity code shall contain a value of 00 to denote a rejected message. Additional values may be
set by bilateral agreement to denote a message that was accepted and processed, but contained invalid data

in non-critical elements.

The Message error code shall contain a code identifying the error condition, such as missing data or non-
numeric data. Refer to Clause A.10 for a list of message error codes.

The Data element in error shall contain the data element number (001-128) from the message bit map in
which the erroneous data exists.

The Data sub-element in error shall contain a value of zeroes if the data element in error is a primitive or

com
errol

The
cons
errof

The
cons
errof

The
be re

Tabl
EXAI

Mesd
as fo

EXAI
Origi

elem

ent.as follows:

OSIte data element. I the data efement I error 1S a constructed data element, the data su
shall contain the part of the element that is in error.

Dataset identifier in error shall contain a value of zeroes if the data element in jerrof is 3
tructed data element. If the data element in error is a composite data element;,the datase
shall contain the dataset identification number, in binary format, in which the effoneous data

Dataset bit or tag in error shall contain a value of zeroes if the data element in error is 3
tructed data element. If the data element in error is a composite data-element, the dataset
shall contain the dataset bit number or tag number, in binary format{of‘the erroneous data.

pbove parts may be repeated several times, so that up to ten different error conditions per m
ported in this data element.

bs 7, 8, and 9 show examples of typical error situations.

UPLE 1 Is an error in a primitive data element. It is*assumed that the receiver rejects a mess
age reason code does not contain a valid value. The-receiver shall format the Message error indicato
lows:
Table 7 — Error in a primitive data element
Data element Value
Error severitycode 00
Message. error code 0003
Data.element in error 025
Data sub-element in error 00
Dataset identifier in error 00 (binary format)
Dataset bit or tag in error 0000 (binary format)
VIPLE 2 Is an error in a constructed data element. It is assumed that the receiver rejects a mes
hal-"amount transaction contains non-numeric data. The receiver shall format the Message error

-element in

primitive or
identifier in
occurs.

primitive or
bit or tag in

essage may

age because
data element

bage because
indicator data

Table 8 — Error in a constructed data element

Data element Value
Error severity code 00
Message error code 0004
Data element in error 030
Data sub-element in error 01

Dataset identifier in error

00 (binary format)

Dataset bit or tag in error

0000 (binary format)
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EXAMPLE 3 Is an error in a composite data element. It is assumed that the receiver rejects a message because the
Cardholder certificate serial number is missing. The receiver shall format the Message error indicator data element as
follows:
Table 9 — Error in a composite data element
Data element Value

Error severity code 00

Message error code 0001

Data element in error 034

Data sub-element in error 00

Dataset identifier in error 72 (binary format)

Dataset bit or tag in error 0002 (binary format)
6.4.8 Transaction life cycle identification data (bit 21)

The Transaq
totalling 22 g

a) Lifecyc

b) Life cyc

c) Life cyc

d) Life cyc
Transaction
classes, e.g
same value
transaction 1

Life cycle sU
the Life cycl

Life cycle trg
Life cycle s

cycle in whi
indicator an

(e.g. responses), ‘acknowledgements, chargebacks, reversals, retrievals etc.) and shall contain the same
as those originally assigned.

e trace identifier, ans 15;
e transaction sequence number, n 2;

e authentication token, n 4.

}

tion life cycle identification data data element is a constructed dataelement (see 5.4.3) of 4
ositions:

e support indicator, ans 1;

life cycle identification data is a unique identifier used to match transactions across mes|
authorization to financial presentment or financial presentment to chargeback. It shall contai
in all message classes throughout a transaction's life cycle. For the use of this data elemq
hatching, see 9.3.

pport indicator is a one_digit message class code indicating the point in a transaction's life
p frace identifier was allocated, e.g. 1 for authorization, 2 for financial presentment.

ce identifier formatting and the institution that assigns it are defined by bilateral agreement.
pport indicator and Life cycle trace identifier are allocated at the first point in a transaction

ch it travels between the acquirer and the card issuer. Once assigned, the Life cycle sy
Lifeseycle trace identifier shall be present in all subsequent messages related to the transa

parts

sage
h the

nt in

vhen

s life
bport
ction

alue

Life cycle transaction sequence number may be assigned by the acquirer following the receipt of an
authorization and prior to the submission of the financial presentment.

a) Where a single authorization was obtained covering a number of financial presentments, (e.g. in the
airline industry an acquirer may obtain one authorization when a single card is used to purchase multiple
tickets at the same time), the acquirer may then submit multiple financial presentments, one for each
ticket. Each financial presentment shall contain the same Life cycle trace identifier and an incrementing

value in

48

Life cycle transaction sequence number (e.g. 01, 02, etc.).
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Where multiple authorizations were obtained covering a single financial presentment, (e.g. in the hotel

industry where an acquirer obtains several authorizations when a cardholder chooses to extend his stay)
the acquirer may:

1)

and submit the same value in the financial presentment;

assign the same non-zero value to Transaction life cycle identification data for each authorization

alternatively, assign different values to the Transaction life cycle identification data for each

authorization and then submit a single financial presentment where the Transaction life cycle

identification data of the final authorization obtained shall be used.

V d gned Dy 1r dl'Q ransa Ol Nnorised

5 autr i ’ au .
hs it in the following financial presentment message. It is used as a quick means of ensurin
elements contain the same values in the authorization and financial presentmenpt. The
es it by applying a mutually agreed algorithm to the contents of specific data” elen;
Drization request message. The acquirer then submits the same Life cycle authentication
cial presentment. Upon receipt of the financial presentment, the card issuer applies the sar
Checks to see if this new result equals the Life cycle authentication token subitted by the aq
card issuer may assume that the values of the critical data elements are the same
brization and financial presentment.

Life cycle transaction sequence number and Life cycle authentication token may be omitte]
ed by the transaction participants. If omitted, these data elementsishall contain all zeroes.

Point of service data code (bit 22)

A Overview

Point of service data code is a constructed/data element (see 5.4.3) of 4 parts totalli
hcters:

Card reading method used at POS, b 4;

Cardholder verification method used-at POS, b 4;

POS environment, b 4;

becurity characteristics, b 4.

Point of service-data code is used to indicate how the transaction was completed at the poi

data provided-bythis data element, in conjunction with that provided in Point of service cap3
issuers to make appropriate authorization and chargeback decisions.

.2 , \€ard reading method used at POS

The acquirer
j that critical
card issuer
ents in the
token in the
ne algorithm
quirer. If so,
between the

d if mutually

ng 16 binary

nt of service.
bility, allows

The

ctial method used to obtain the data depends on a number of factors. A.16.1 gives the

bit positions

indicating the card reading capabilities actually used by the POS or how account data was obtained for this
transaction. The acquirer shall indicate if a transaction is a fallback transaction by setting the appropriate bit.

6.4.9.3

Cardholder verification method used at POS

The actual method used to verify the cardholder depends on a number of factors. A.16.2 gives bit positions

indic

ating the cardholder verification method actually used by the POS.
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6.4.9.4

POS environment

The POS environment may influence the card issuer's authorization decision. A transaction that may be
approved at an attended POS may, for example, be declined if the transaction is taking place across the
Internet without an acceptable security technique being used.

The significant factor, from the point of view of a card issuer, is the ability of the card acceptor to perform card
and cardholder security checks, e.g. any ICC checks, or to compare any signatures with that on the card and
possibly pick up the card if requested to do so.

For the purposes of this part of ISO 8583:

attende

unatten

The options

a)
b)

c)

d)

e)

g)

h)

i)

unknow|
attende

unatten
present

mail orq
network

the card;

electron
indicate]
(ICC) sy

mobile

complet
has besg
be pres

recurrin
submits

stored
perform

CAT, w

] POS is where the card, cardholder and card acceptor are all present;

jed POS is where any one of either the card, cardholder or card acceptor are not present.
that this part of ISO 8583 defines are:

h, where the acquirer has no information as to the POS environment for this transaction;

1 POS, where it is known that the card, cardholder and acceptor are-all present;

but it is not known what type of unattended transaction this is;

er/telephone order, where the transaction completes using a network (such as the telep
or postal network) where there is no direct communieation links possible with the cardhold

ic commerce, where the transaction is conducted using the Internet. Electronic commerce
5 which security technique has been usedJIf an ICC has been read, then Integrated circuit
stems related data may also be present;

commerce, where the transaction‘is’ conducted using a mobile phone operator’s network (g

n used. If an ICC has beensread, then Integrated circuit card (ICC) systems related data may
bnt;

h (or periodic) transaetion, where a cardholder has lodged card details with a card acceptor
transactions on aperiodic basis, e.g. subscriptions and utility bills etc.;

Hetails, where! card details are stored with the retailer and called upon as transactiong
ed, e.g. hotel reservations, Internet wallets and RFID tokens;

hich is"an automated device that is operated solely by the cardholder, e.g. an automated

dispens

Hed unknown, where it is known that one or other of the card,cardholder or acceptor ar¢ not

hone
er or

data
card

ither

ely or as a gateway to the Intetnet). Electronic commerce data indicates which security technique

also

who

are

fuel

el

ATM, which is a specific type of CAT but is separately identified due to the higher fraud risks associated
with cash. The location of an ATM is also significant, e.g. whether on or off the premises of a financial
institution;

deferred transaction, where the financial presentment takes place after an agreed period of time has

elapsed

’

instalment transaction, where a fixed number of financial presentment transactions are submitted, usually
at agreed intervals.

A.16.3 gives the bit positions indicating the actual environment where the transaction took place.
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6.4.9.5 Security characteristics
For unattended transactions, the security characteristics of the communications link between the cardholder

and the card acceptor are a factor in card issuer authorization and chargeback decision processes. A.16.4
gives the bit positions indicating the security characteristics applicable to the transaction.

6.4.10 Point of service capability (bit 27)

6.4.10.1 Overview

Pointofservice capability is a constructed data element aof 11 parts totalling 27 positions:

a) [POS card reading capability, b 4;

b) POS cardholder verification capability, b 4;
c) Wpproval code length, n 1;

d) [Cardholder receipt data length, n 3;

e) [Card acceptor receipt data length, n 3;

f)  |Cardholder display data length, n 3;

g) [Card acceptor display data length, n 3;

h) {CC scripts data length, n 3;

i)  Magnetic stripe track 3 rewrite capability, a 1 (Y or\N only);
j)  [Card capture capability, a 1 (Y or N only);
k) PIN input length capability, b 1.

For @), e), f), g) and h), a length of 000 indicates that the POS does not support card issuer input for this
optign and a length of 999 indicates.that the POS capability is unknown

The Point of service capabilitydata element is used to indicate the capabilities of the point of service.

The juse of the data provided by this data element in conjunction with that provided in Point of [service data
codgq allows card issuers{o make appropriate authorization and chargeback decisions.

The growing variety"and complexity of transactions is creating the need for the card issuer to be jable to send
data|back to the POS, either for the cardholder, the card acceptor staff, or to update the storagg medium on
the dard, e.g.-the ICC via script processing.

To sppport these requirements, it is necessary for the card issuer to be aware of the limitations of the POS in

t e Aftha ot AF Aot i Ao o it aondtha ordni it Aantiana i Ao oAt
erms-ertme-amountotraataitean aCCCpPTanu I oUOgpuUtT optors I oar SUppuTrt

Additional response data shall be used to return display or receipt details (see 6.5.3). Any ICC data shall be
returned in Integrated circuit card (ICC) systems related data and any track 3 data shall be returned in Track 3
data. The Action code indicates if a card is to be captured or not.

6.4.10.2 POS card reading capability

A card issued to a cardholder may support several different reading technologies to hold information about the
account and the cardholder. It is inevitable that cards will be used in points of service where support for the
latest technologies may not yet be available. A.15.1 gives the code values indicating the card reading
capabilities of the POS.
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6.4.10.3 POS cardholder verification capability

A card issuer may support a number of cardholder verification methods, depending on the technologies
available on the card. The capabilities of the POS may not be as advanced as the capabilities of the card in
supporting all the different techniques for verifying the cardholder. The cardholder verification capabilities of

the POS are

given in A.15.2.

6.4.10.4 PIN input length capability

The capability of the POS (or ATM) to accept PIN digits input by the cardholder is given as a single binary
number where the value indicates the number of PIN digits which can be captured. A value of all zeroes

indicates thg

t the capture capability is unknown.

6.4.11 Amojunts original (bit 30)

The Amoun
32 positions

a) Oirigina
b) Origina
Both amoun

Currend

Currend

Value,

Absence of
or partially g
amounts. TH

ts original data element is a constructed data element (see 5.4.3) of two) parts tot

amount transaction, n 16;
amount reconciliation, n 16.
s shall consist of three parts format totalling 16 positions eachas follows:

y code, (Original amount transaction or Original amount.reconciliation), n 3;
ly minor unit, (Original amount transaction or Original amount reconciliation), n 1;

Original amount transaction or Original amountreconciliation), n 12.

Hata shall be indicated by zeroes. Theseparts shall be used when attempting to partially re
hargeback a previous transaction or fo-perform a partial approval and shall contain the or
ey shall also be used when performing replacement or supplementary authorizations. The

transaction dmounts shall be in the appropriate’data elements. These amounts are for information only

shall not be

Ised in the calculation of recongiliation totals.

6.4.12 Acquirer reference number (bit 31)

The Acquire

r reference number’is a constructed data element (see 5.4.3) consisting of five parts tot

User foimat identifiery-n 1;

' number, n 6;

blling

erse
ginal
new
and

lling

rocessing date, n 4;

23 positions
a)
b) Acquire
c) Julian p
d)
e)

Sequence number, n 11;

Luhn check digit, n 1.

6.4.13 Amounts fees (bit 46)

The Amounts fees data element is a constructed data element (see 5.4.3) of up to six sets of values. Each set
of values shall consist of four parts totalling 36 positions:

a)

Fee type code, n 2. (see Clause A.8);

b) Amount fee, xn 13;
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c) Conversion rate fee, n 8;
d) Amount reconciliation fee, xn 13.
The second and fourth parts shall both consist of three parts totalling 12 positions, as follows:

— Currency code, (Amount fee or Amount reconciliation fee), n 3;
— Currency minor unit (Amount fee or Amount reconciliation fee), n 1;

— Value, (Amount fee or Amount reconciliation fee), n 8.

6.4.14 Amounts additional (bit 54)

The |JAmounts additional data element is a constructed data element (see 5.4.3) of upnto.'six sefs of values.
Each set of values shall consist of three parts totalling 21 positions:

a) JAccount type additional amounts, an 2 (as defined in positions 3 and 4%or’positions 5 gnd 6 of the
processing code data element (see A.17.2);

b) Wmount type additional amounts, an 2 (amount type code values arelin Clause A.4);
¢) WAmount additional amounts, xn 17.

The third part, (the Amount additional amounts data element) shall consist of three parts totalling 16 positions:
— [Currency code amount additional amounts, n 3;

— [Currency minor unit amount additional amountsyn 1;

— [Value amount additional amounts, n 12.

6.4.15 Original data elements (bit 56)
The Priginal data elements is a constructed data element (see 5.4.3) of four parts of up to 41 positions:
a) Priginal message type. identifier, n 4;

b) riginal system tracé-audit number, n 12;

c) Priginal date and'time local transaction, n 14;

d) [Original dcquiring institution identification code, n 11.

Absgncelof data shall be indicated by zeroes. The length of the variable length sub-element Origihal acquiring
instifution identification code is determined from the overall length of this data element.

6.4.16 Amounts original fees (bit 66)

The Amounts original fees data element is a constructed data element (see 5.4.3) of up to six sets of values.
Each set of values shall consist of four parts totalling 36 positions:

a) Original fee type code, n 2 (see Clause A.8);
b) Original amount fee, xn 13;
c) Original conversion rate fee, n 8;

d) Original amount reconciliation fee, xn 13.
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These parts shall be used when attempting to partially reverse or partially chargeback a previous transaction,
or to perform a partial approval and shall contain the original fee amounts. The new fee amounts shall be in
the appropriate data elements. The original fee amounts are for information only and shall not be used in the
calculation of reconciliation totals.

The second and fourth parts (the Original amount fee and Original amount reconciliation fee data elements)
shall both consist of three parts totalling 12 positions:

— Currency code, (Original amount fee or Original amount reconciliation fee), n 3;

— Currency minor unit (Original amount fee or Original amount reconciliation fee), n 1;

— Value, (Original amount fee or Original amount reconciliation fee), n 8.

6.4.17 Batchl/file transfer message control (bit 68)

The Batch/fife transfer message control data element is a constructed data element (see-5:4.3) of two parts
totalling 9 pqgsitions:

a) Batch/file transfer acknowledgement code, an 1 (see Clause A.6);
b) Batch/file transfer message sequence number, n 8.

See 8.16.4.2 and 8.17.4.2 for additional information.

6.4.18 Batchl/file transfer control data (bit 69)

The Batch/flle transfer control data data element is a conStructed data element (see 5.4.3) of two parts
totalling 40 positions:

a) Batch/file transfer message count, n 8;
b) Batch/file transfer file identification, ans 32.

See 8.16.4.3 and 8.17.4.2 for additional infermation.

6.4.19 File fransfer description data (bit 70)

The File transfer descriptionCdata data element is a constructed data element (see 5.4.3) of three parts
totalling 18 positions:

a) File transfer file size; n 6;

b) File transfer elementary data record count, n 6;

, o ..
c) File trarsferremaimingefermentary datarecordcount, m6:

See 8.17.4.4 for additional information.

6.4.20 Reconciliation data primary (bit 74)

The Reconciliation data primary data element is a constructed data element (see 5.4.3) of 12 parts (containing
all the individual values needed to calculate Amount net reconciliation) totalling 156 positions:

a) Credits amount, n 16;

b) Credits number, n 10;
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d)
e)

f)
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Credits chargeback amount, n 16;
Credits chargeback number, n 10;
Credits reversal amount, n 16;
Credits reversal number, n 10;
Debits amount, n 16;

Debits number, n 10;

Pebits chargeback amount, n 16;
Pebits chargeback number, n 10;
Pebits reversal amount, n 16;
Pebits reversal number, n 10.

currency code and the associated currency minor units applicable to these data elements
cable to Amount net reconciliation (see 6.4.22).

.41 Reconciliation data secondary (bit 75)

Reconciliation data secondary data element is a constructed data element (see 5.4.3) of 9
psitions:

Authorizations number, n 10;
Authorizations reversal number, n 10;
nquiries number, n 10;

nquiries reversal number, n 10;

f~ee collections number, n 10;
Payments number, 0 10;

Payments reversal number, n 10;
Transfers\-npumber, n 10;

Transfers reversal number, n 10.

are the ones

arts totalling

6.4.22 Amount net reconciliation (bit 97)

The Amount net reconciliation data element is a constructed data element (see 5.4.3) of three parts totalling

21 positions:

a) Currency code amount net reconciliation, n 3;

b) Currency minor unit amount net reconciliation, n 1;
c) Value amount net reconciliation, xn 17.
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6.4.23 Reconciliation fee amounts (bit 109/110)

The Reconciliation fee amounts credit and Reconciliation fee amounts debit data elements are both
constructed data element (see 5.4.3) of up to six sets of values. Each set of values shall consist of three parts
totalling 24 positions:

a) Fee type code, n 2 (see Clause A.8);

b) Amount fee total, n 12;

c) Number fee total, n 10.

Fees are ac}y;umulated for reconciliation in one of two data elements. The currency code and the assocjated

currency minor units applicable to these data elements are the ones applicable to Amount net reconciligtion

(see 6.4.22)

6.5 Specific requirements for composite data elements

6.5.1

Electronic commerce data (bit 34)

The Electrohic commerce data element is a composite data element (see 54.4) where data from digital
certificates and public key cryptography systems used in support of a fransaction is exchanged betjveen

acquirers and card issuers. Table 10 lists the sub-elements, which may be present.

Table 10 — Electronic commerce sub-elements

Bit 34 Dataset Identifier I Account-based digital signature without certificate
Dataset bit Name Format Representation
1 Continuation bit
2 Account based digital signature LLVAR b..90
3-15 Reserved for ISO use
16 Multiple TLV sub-elements LLLVAR b..255
Bit 34 Dataset Identifier, 72 Public key certificate authentication data
Dataset bit] Name Format Representation
1 Continuation bit
2 Cardholdercertificate serial number LLVAR b..16
3 Card aceeptor certificate serial number LLVAR b..16
4 XD b 20
5 Transstain b 20
6-15 Reserved for ISO use
16 Multiple TLV sub-elements LLLVAR b..255
Tag 80 Authentication code TLV ansb..50
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The Card acceptor name/location data element is a composite data element (see 5.4.4) containing information
related to the card acceptor, such as name, city, and phone number. Table 11 lists the sub-elements, which
may be present.

Table 11 — Card acceptor name/location sub-elements

Bit 43 Dataset identifier 71 Card acceptor name/location data
Dataset bit Name Condition Format Representation
1 Continuation bit
2 Card acceptor name M LLVAR ans:.50
3 Card acceptor street address LLVAR ans..99
4 Card acceptor city M LLVAR ans..5(
5 Card acceptor state, province, or region code ans 3
6 Card acceptor postal code ans 10
7 Card acceptor country code M a3
8 Card acceptor phone number ans 16
9 Card acceptor customer service phone number Q3 ans 16
10 Card acceptor additional contact information LLVAR ans..30
11 Card acceptor internet URL 01 LLLVAR ans..295
12 Card acceptor e-mail address 02 LLVAR ans..99
13-15 Reserved for ISO use
16 Multiple TLV sub-elements LLLVAR b..255
Tag 81 Card acceptor additional address information TLV an..256
Tablg 12 defines the mandatory)and conditional codes applicable to Card acceptor name/lpcation sub-
elements. Sub-elements may be mandatorily present, conditionally present or optional.
a) [M” (mandatory) signifies that the sub-element is required.
b) |f the condition“identified in Table 12 applies, then the sub-element shall be present, otherwise its is
subject to bilateral agreement.
Nothing prohibits the use of any of the data (or TLV) objects specified as mandatory and/or cpnditional or
optignalwithin the Card acceptor name/location data element. The use of these additional subFelements is
subjgctio bilateral agreement.
Table 12 — Card acceptor name/location condition codes
Code Condition
— Optional
M Mandatory
01 Mandatory if POS data (DE22) indicates an electronic commerce transaction and an e-mail address is not
available
02 Mandatory if POS data (DE22) indicates an electronic commerce transaction and an internet URL is not
available
03 Mandatory if no other specific contact data is available
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6.5.3 Additional response data (bit 44)

The Additional response data data element is a composite data element (see 5.4.4) which informs the card
issuer of the capabilities of the POS to support the printing and or display of data from the card issuer. The
data to be printed or displayed is returned to the POS in this data element. Table 13 lists the sub-elements,
which may be present.

The potential maximum length of all the sub-elements exceeds that of this data element. It is up to the card
issuer to adjust the lengths of the individual sub-elements to ensure the maximum length of this data element
is not exceeded.

Table 13 — Additional response sub-elements

Bit 44 Dataset identifier 7 Additional response data
Dataset bit Name Format Representation
1 Continuation bit b1
2 Cardholder receipt data LLVAR ans..99
3 Card acceptor receipt data LLVAR ans..99
4 Cardholder display data LLVAR ans..99
5 Card acceptor display data LEVAR ans..99
6 Card issuer telephone number ans 16
7-15 Reserved for ISO use
16 Multiple TLV sub-elements LLLVAR b..255

6.5.4 Veriflication data (bit 49)
The Verificalion data data element is a compositedata element (see 5.4.4) containing additional data usgd to
support the [dentification of someone (e.g. cardholder) or something (e.g. account existence) through thg use
of address verification, account verification or- other identification, such as a driver's license.

Table 14 listps the sub-elements that may be present in a request and Table 15 lists the sub-elements thatf may
be present in a response.

Table 14 — Verification request data

Bit 49 Dataset Identifier 7 Verification request data
Dataset bit Name Format Representation
1 Continuation bit
2 Card verification data n4
3 Cardholder billing street address ans 40
4 Cardholder billing postal code ans 10
5 Cardholder billing address compressed ans 16
6 Additional identification type n1
7 Additional identification reference number LLVAR ans..30
8-15 Reserved for ISO use
16 Multiple TLV sub-elements LLLVAR b..255
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Table 15 — Verification results data

Bit 49 Dataset Identifier 72 Verification results data
Dataset bit Name Format Representation
1 Continuation bit
2 Address verification result code an 1
3-15 Reserved for ISO use
16 Multiple TLV sub-elements LLLVAR b..255
6.5.3 Integrated circuit card (ICC) related data (bit 55)
The |ntegrated circuit card (ICC) related data data element is a special form of a compagsite data ¢lement (see

5.4.4

If the
as these functions are covered by the ISO 7816-6 TLV coding structurés) The result is that
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data is in accordance with ISO 7816-6, there is no requirement for a dataset identifier or daf

ifier is replaced by the T element, the dataset length by the L element and the sub-eleme
ent.

ICC data may consist of either a constructed data object @nd/or a series of individual dat
ified in ISO 7816-6.

nstructed data object. Data structures not in accordance with 1SO 7816-6 are subject
ement.

data pertains to more than one application, the data for each application shall be grouped
be wrapped by a constructed data object for the length of the data for that application.

may be in any order. Tags are application specific so that the same tag may appear in m
cation and have different meanings in each application. The constructed data objects may hg
ferent tag values. It is up to-the*card issuer to determine how to process each application.
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part of IS©v8583.
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© 1SO 2003 — Al rights reserved

59


https://standardsiso.com/api/?name=598efd5d1a8cfc5f3291dcd267f5ce0a

ISO 8583-1:2003(E)

Length

of Two applications encapsulated in constructed data objects

DE55

0115 | T | L v v
Data objects belonging to the first application Data objects belonging to the second application
TofL | Vi | TafLa|Va | Ts|Ls]| Vs To| L | Va|To| L Vo|Tg|Ls|Vs

© 7 <
Llol2|l<s|<|23|<| =] & Sla|lE|lc|<|2|al|lo]|l
< |~ || w]| S E o | © S |- g Wl = |3 |® || =
~N

6.5.6 Transaction specific data (bit 104)

6.5.6.1

Overview

Higure 10 — Two applications each encapsulated within a constructed data object

The Transagtion specific data element is a composite data element (see 5.4.4) containing data related tp the

non-financia

Financial trgnsaction cards are being used in an increasing number of fransactions where additional,

aspects of a transaction.

non-

financial datp is being collected as part of value added services provided by the card issuer. There is a|wide
and growing|range of such additional data covering many differing business environments, e.g. airline itinerary
data or purchasing card data with its supporting tax data.

Much of the|additional data is industry specific and thereforetonly a small selection will ever accompany
one transagtion. Non-financial data elements are assignéd to industry specific datasets as follows

Table 16).

Table 16 — Transaction specific datasets

any
(see

Industry Dataset identifier See subclapise
Free form dgscription data 71 6.5.6.2
Invoice data| at header and line item detail level 72/73 6.5.6.3
Airline itinergry data 74/75 6.5.6.4
Auto rental/Nehicle data 76 6.5.6.5
Lodging dat# 77 6.5.6.6
Fleet card dfta 78 6.5.6.7

6.5.6.2 F

Acquirers ar

ree-form:description data

d-card issuers may need to exchange transactlon description data that supports an indusfry or

&t Anfinad n Avictine~

TIrapncacton onacific

data dotacat INe  1n ArAAr t4 rAcAnA A sl |y to

program th

1 A
oo Gt e Tt \J/\lol.lllg TTarroaGuorT \J’uuuluu Cota—tatasST T oo i OraC T toOToopont—gqutcr

these new business opportunities, the parties involved may agree to a proprietary format for this new data and
exchange it by means of the free form description data (see Table 17).

Table 17 — Free-form description data

Bit | 104 | Dataset identifier | 7 | Free-form description data
Dataset bit Name Format Representation
1 Continuation bit b1
2 Free-form description data LLLVAR ans..999
3-15 Reserved for ISO use
16 Multiple TLV sub-elements LLLVAR b..255
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6.5.6.3 Invoicing data

Cards are increasingly being issued to company buying departments and are used extensively to purchase
business supplies. The use of cards in this environment can reduce companies' administrative costs in raising
invoices. To be effective, the resultant reporting has to meet the requirements of the tax authorities. Table 18
and Table 19 details the data that is required to meet the relevant business and tax reporting requirements.
The data in Table 19 will be repeated for each item on an invoice.

Table 18 — Invoicing header data

Bit | 104 Dataset identifier 72 Invoicing header data

Dathset bit Name Format Repl'esentation
1 Continuation bit
2 Invoice tax Indicator 0 = Tax not included-"| n 1

1 = Tax included
3 Invoice cardholder order reference number LLVAR an..42
4 Invoice cardholder’s tax reference number LLVAR an..13
5 Invoice card acceptor invoice reference number LLVAR an..12
6 Invoice card acceptor tax reference number LELVAR an..40
7 Invoice amount total tax n12
8 Invoice amount bottom line discount n12
9 Invoice destination postal code LLVAR an..10
10 Invoice ship from postal code LLVAR an..10
11 Invoice destination country code an3
12 Invoice order date CCYYMMDD n8
13 Invoice amount freight including tax n12
14 Invoice cost centre LLVAR a..2(
15 Invoice customer reference LLVAR ans.|20
16 Invoice card acceptor order hnimber LLVAR an..15
17 Continuation bit
18 Invoice value excluding tax n12
19 Invoice original invoice number LLVAR an..15
20 Invoice card acceptor customer reference number LLVAR an..17
21 Invoice freight tax rate n4
22 Inyoice amount freight excluding tax n12
23 Invoice card acceptor type ans 4
24 Invoice amount duty n12
25 Continuation bit
26 Invoice destination state/province code ans 3
27 Invoice amount alternate tax n12
28 Invoice amount alternate tax indicator Y = yes as 1

N =no

Space = unknown
29 Invoice alternate tax identifier ans 15
30-31 Reserved for ISO use
32 Multiple TLV sub-elements LLLVAR b..255
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Table 19 — Invoicing line item data

Bit 104 Dataset identifier 73 Invoicing line item data
Dataset bit Name Format Representation
1 Continuation bit
2 Line item dataset sequence number b2
3 Line item commaodity code LLVAR an..16
4 Line item product code LLVAR an..15
5 tine-itemdeseriptor HVAR an—40
6 Line item unit of measure LLVAR a. 12
7 Line item unit price excluding tax LLVAR n..12
8 Line item product quantity LLVAR no12
9 Line item amount discount n12
10 Line item tax rate nbd
11 Line item value excluding tax n12
12 Line item value including tax n12
13 Line item amount tax n12
14 Line item quantity minor unit n1
15 Line item discount indicator Y =yes as 1

N =no
Space = unknown
16 Line item tax type ans 4
17 Continuation bit
18 Line item value debit/credit indicator D = Debit as 1
C = Credit
Space = unknown
19 Line item discount rate ans 5
20-23 Reserved for ISO use
24 Multiple TLV sub-eléments LLLVAR b..255
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6.5.6.4  Airline itinerary data
The data defined in Table 20 and Table 21 gives the data necessary for card issuers to provide travel

reporting services to cardholders and their employers. The data in Table 21 will be repeated for each leg of a
journey.

Table 20 — Airline itinerary data

Bit 104 Dataset identifier 74 Airline itinerary data — 1
Dataset bit Name Format Representation
1 Continuation bit
2 Airline ticket number LLVAR an..15
3 Airline carrier name LLVAR an..19
4 Airline travel agency code an 8
5 Airline ticket agency name LLVAR an..25
6 Airline plan number an 2
7 Airline invoice number an6
8 Airline original currency code n3
9 Airline passenger name LLVAR ans.|29
10 Airline customer reference LLVAR ans.| 20
11 Airline amount original invoice n12
12 Airline ticket issue address LLVAR ans.|16
13 Airline date ticket issue CCYYMMDD n8
14 Airline amount total fare n12
15 Airline amount total fees n12
16 Airline amount total taxes n12
17 Continuation bit
18-23 Reserved for ISO.use
24 Multiple TLY.sub-elements LLLVAR b..255
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Table 21 — Airline journey data

Bit 104 Dataset identifier 75 Airline itinerary data — 2
Dataset bit Name Format Representation
1 Continuation bit
2 Trip leg dataset sequence number b2
3 Trip leg number n2
4 Trip leg departure airport an5
5 TFriptegcarriercode a2
6 Trip leg fare basis code LLVAR an..15
7 Trip leg class of travel an 2
8 Trip leg stop over code a1
9 Trip leg destination code anb
10 Trip leg date of travel CCYYMMDD n8
11 Trip leg amount departure tax n12
12 Trip leg conjunction ticket number LLVAR an..15
13 Trip leg exchange ticket number FLVAR an..15
14 Trip leg coupon number ans 1
15 Trip leg flight number ans 5
16 Trip leg departure time n4
17 Continuation bit
18 Trip leg departure time segment code A=am. as 1
P=p.m.
space = unknown
19 Trip leg arrival time n4
20 Trip leg arrival time segment‘code A=am. as 1
P=p.m.
Space = unknown
21 Trip leg amount fare n12
22 Trip leg amoun{ fees n12
23 Trip leg amaunt taxes n12
24 Trip leg. endorsements/restrictions LLVAR ans..20
25 Continuation bit
26-31 Reserved for ISO use
32 Multiple TLV sub-elements LLLVAR b..255
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The data in Table 22 is used to provide vehicle rental reporting services to cardholders and their employers.

Table 22 — Auto rental/vehicle data

Bit 104 Dataset identifier | 76 | Auto rental/vehicle data

Dataset bit Name Format Representation
1 Continuation bit
2 Auto rental address LLVAR ans..26
3 Auto rental date CCYYMMDD nc8
4 Auto rental time HHMM n4
5 Auto return address LLVAR ans.|26
6 Auto return date CCYYMMDD n8
7 Auto return time HHMM n4
8 Auto rental distance nb5
9 Auto distance unit of measure K =ckilometres a1

M =miles
10 Auto rental agreement reference LLVAR ans.|25
11 Auto vehicle registration number an 1|7
12 Auto odometer reading n8
13 Auto renter name LLVAR ans.|29
14 Auto return city LLVAR ans.|18
15 Auto return state/province ans B
16 Auto return country ans f3
17 Continuation bit
18 Auto return location identifier ans {10
19 Auto customer service toll-fre€ phone number ans [16
20 Auto rental rate n 12
21 Auto rental rate time_period D = daily as 1

W = weekly

M = monthly

Space = unknown
22 Auto maximum free miles/kilometres n4
23 Auto amount vehicle insurance n12
24 Auto.vehicle insurance indicator Y =yes as 1

N =No

Space = unknown
25 Continuation bit
26 Auto amount adjusted n 12
27 Autoamountadjusted-indicatorcode as1
28 Auto program code ans 2
29 Auto rental city LLVAR ans..18
30 Auto rental state/province ans 3
31 Auto rental country ans 3
32 Auto rental location identifier ans 10
33 Continuation bit
34 Auto rental class identifier ans 4
35-39 Reserved for ISO use
40 Multiple TLV sub-elements LLLVAR b..255
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6.5.6.6 Lodging data

The data in Table 23 is used to report information regarding lodging (hotel, motel, etc.) transactions.

Table 23 — Lodging data

Bit 104 Dataset identifier 77 Lodging data

Dataset bit Name Format Representation
1 Continuation bit b1
2 todgmgcustomerservice toft=-free phome amber ans 6
3 Lodging date arrival CCYYMMDD n8
4 Lodging date departure CCYYMMDD n8
5 Lodging folio number ans 10
6 Lodging facility phone number ans 16
7 Lodging amount billing adjustment n12
8 Lodging amount room rate n12
9 Lodging amount room tax n12
10 Lodging program code ans 2
11 Lodging amount phone charges n12
12 Lodging amount restaurant/room service n12
13 Lodging amount bar/mini-bar n12
14 Lodging amount laundry/dry cleaning n12
15 Lodging amount other services n12
16 Lodging amount other services indicator, ans 3
17 Continuation bit b1
18 Lodging amount gift shop n12
19-23 Reserved for ISO use
24 Multiple TLV sub-elements LLLVAR b..255
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6.5.6.7 Fleet card data

The data in Table 24 is used to report information regarding motor fuel and related purchases involving
company-owned fleets of vehicles.

Table 24 — Fleet card data

Bit 104 Dataset identifier 78 Fleet card data
Dataset bit Name Format Representation
1 Continuation bit b1
2 Fleet motor fuel oil company brand name n'4
3 Fleet motor fuel service type code ans |l
4 Fleet product code LLVAR an..15
5 Fleet unit price excluding tax n 12
6 Fleet unit price including tax n 12
7 Fleet unit of measure LLVAR ans.|12
8 Fleet product quantity BEVAR n.12
9 Fleet quantity minor unit n1
10 Fleet line item value excluding tax n12
11 Fleet line item value including tax n 12
12 Fleet odometer reading n8
13 Fleet vehicle registration number an 17
14 Fleet driver number/other identification-number LLVAR n.. 17
15 Fleet motor fuel prompt code n1
16 Fleet amount bottom line discount n 12
17 Continuation bit b1
18 Fleet amount totaltax n 12
19-23 Reserved for ISO-use
24 Multiple TEY)sub-elements LLLVAR b..2%5
7 Messages‘and transactions
7.1 | Message protocol
7.1.1_“General

This part of ISO 8583 specifies a message protocol, i.e. the circumstances under which particular
messages/transactions shall (or may) be sent, the relationship between one message/transaction and
another, but not the commercial responsibilities which flow from a particular message/transaction being
transmitted.

7.1.2 Mandatory and conditional data elements

Messages are made up of a number of data elements, as indicated by the bit map. Data elements may be
mandatorily present, conditionally present or optional in a message, depending on the activity being
undertaken. The specific conditions applicable to each data element in each message type are defined in
Table 25.
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a) “M” (mandatory) signifies that the data element is required in that message. “ME” (mandatory echo)
signifies the contents shall be returned unaltered in a response message.

b) If the condition identified in Table 25 applies, then the data element shall be present, otherwise its
inclusion in a message is subject to bilateral agreement.

Nothing prohibits the use of any data element within any message. Messages may include additional data
elements to those specified as mandatory and/or conditional. The use of these additional data elements in a
message is subject to bilateral agreement.

Table 25 — Data element condition codes

Code Condition

— Optional.

M MPndatory.

ME Mlandatory echo. Shall echo the same data as the original message.

00 Réeserved for ISO use.

01 MPndatory if fees affect reconciliation.

02 Mlandatory if information is available and not read electronically from the card;e.g. manual card entry.

03 Mandatory, shall contain the same data as the original authorization\(1xx) or financial presentment (Pxx)
message.

04 Mlandatory if Amount cardholder billing or Amount cardholder billing fee is present.

05 Mandatory when the reconciliation and transaction currencies' differ and this data element were not prov|ded
in|the request or advice message.

06 Mlandatory if track data is captured at the point of service.

07 Mlandatory if the Primary account number confortns to International Standard 1ISO 7812.

08 Mlandatory in a replacement, previously:.authorised, retrieval, representment, partial reversal or p3grtial
cllargeback. Mandatory in a supplementary“authorization, if available.

09 Réeserved for ISO use.

10 Mandatory when the forwarding ‘institution is not the same as the institution originating the message.

11 Reserved for ISO use.

12 Mgndatory if transaction.affects reconciliation and this data element was not provided in the request or advice
message.

13 Mandatory if the reconciliation is not in balance. Contains the value calculated by the institution sending the
reconciliatiop-advice response.

14 Mandatory.if the transaction affects reconciliation and checkpoint reconciliation is used and this data element
was nét provided in the request or advice message.

15 I\/Ilzmdafnry if available

16 Mandatory in a response message if the data element was present in the original request or advice message.
If present, it shall contain the same data as the original message.

17 Mandatory in the advice/notification if the data element was present in the original authorization/financial
presentment request/advice notification message. If present, it shall contain the same data as the original
message.

18 Mandatory if the approval code is required to be less than six characters.

19 Mandatory when the receiving institution is not the same as the final destination of the message.

20 Mandatory when the institution that processed (approved or denied) an authorization or financial presentment
is not the same institution identified in the primary account number.
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Table 25 (continued)

Code Condition
21 Mandatory if a partial approval, declined or rejected transaction.
22 Mandatory if different from Date and time local transaction.
23 Mandatory if transaction affects reconciliation and checkpoint reconciliation used.
24 Mandatory if this message is used for cutover or checkpoint reconciliation.
25 Mandatory if this message is used for checkpoint reconciliation.
26 Mendatery-for-all-processingeodes-exeeptforingtiryservicesHe—proeessingeode-3eoc
27 Mandatory, shall echo the first two positions of the processing code in the original message.
28 Mandatory if function code indicates card administration.
29 Mandatory if function code is other than card administration.
30 Mandatory in real time transactions.
31 Mandatory if approved.
32 Mandatory if batch/file transfer control data elements do not uniquely idéentify the file to be loaded
33 Mandatory once assigned, in all subsequent messages’, i’ this transaction (e.g.| responses,

acknowledgements, advices, notifications and instructions) and all messages in related transpctions (e.g.
financial presentments, chargebacks, reversals and retrievals). Shall contain the same valug as original

assigned.

34 Mandatory if fee collection is relevant to the life cycle of the transaction.

35 Mandatory in a network management message when Function code indicates a key is being deliyered.

36 Mandatory in request response/advice response messages if the receiver detects an érror in the
request/repeat or advice/repeat messages:

37 Mandatory in the error notification message if present in the messages that contained the erroff condition, if
the receiver can parse that message-

38 Mandatory in network management messages that denotes the start or end of a file transfer.

39 Mandatory in messages which are submitted as part of a batch or file transfer.

40 Mandatory in retrieval,—Chargeback and fee collection messages if provided in an origipal financial
presentment. Shall-contain the same values as used in the original transaction.

41 Mandatory if Function code is not 650 or 651.

42 Mandatory”whén the transaction is an accumulation transaction and the value applies to all|transactions
within thelaccumulated total.

43 Mardatory if Function code is 111

44 Mandatory if verification involves PAN

45 Mandatory if Function code is 109, 110, 112, or 113
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7.1.3 Message flows

Message flow diagrams are included with the description of each message class to show the relationships

between messages. The following symbols are used in all message flow diagrams:

Institution
Mandatory message  -----eeeeeee -
Optional Message oo —

Mandatory response =~ —--eeeeeeseeeee

Time

7.1.4 Message errors
There are three types of errors, which may occur when processing messages.

a) The MT] is unrecognizable or the message cannot be parsed.

b) A notifigation or instruction message is received whicht¢an be identified correctly but there are grrors

within the message data elements.

In both these cases, there is no response message which can be sent so the error message proce
describg¢d in 8.12 should be used.

st or advice message is received which can be identified correctly but there are errors withi
message data elements.

7.1.5 Excgption message flows

If the original request/advice/repeat sequence is not responded to for whatever reason, the acquirer shall
a reversal.

If the acquir¢r,gets no response toa 100 or 200 message and stands |n for the card issuer, any resultmc
or 220 advide-s
because a reversal transactlon (and pOSS|ny an adwce) has been sent. Flgure 11 shows the exce
message flows.

There are no repeats or reversals for notification or instruction messages.

5Sing

h the

ption
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request/advice
Acquirer e IXXI2XX e Card issuer

Reversal advice

W] oo

Figure 1T — EXception message flows

7.1.4 Transaction relationships

Althgugh the activities described in the following clauses are described as stand aloné-dctivities, ip reality they
are ysually linked in support of a single instance of business at a point of service. Eigure 12 showps sequences
of trI]nsactions which impact reconciliation, relating to a single instance of business at a point of[service, in a

full implementation of this part of ISO 8583.
Start
sequence
Authorization
' Financial
Reversal Chargeback
End
sequence
Key

Transaction I:I

Order in which transaction shall occur

Order in wich transaction may occur ~ ---------

Figure 12 — Example transaction flows for 1xx, 2xx, 4xx transactions

8 Message class definitions

8.1 General

Every message begins with a three-position message type identifier. The first position of the message type
identifier is the message class. Each value of the message class supports a particular activity, e.g. 1 for
authorizations, etc. The second position (message function) and third position (transaction originator) of the
message type identifier give further information about the message class. For clarity, each message class is
described separately so that all relevant aspects can be found in one place.
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Some activities (e.g. batch or file transfer) require the co-ordinated use of more than one message class. The
relevant inter-message class rules are described in separate sections, which are in addition to the individual
message class descriptions.

8.2 Authorization message class

8.2.1 Auth

orization description

An authorization is an approval or guarantee of funds given by the card issuer to the acquirer. The acquirer
seeks authorization from the card issuer or advises the card issuer of authorization already given, by means of

the authoriz

tion_message class. An _authorization is not intended to permit the application of the approved

transaction &

a) The foll
1) orig
2) rep

aut
trar
3) res
4) sug
furd]

b) The follg
1) full

2) par
req

3) deg
ady

c) The Fun
the Am
shall be]
shall be

8.2.2 Authorization.message rules

The followin

mount to the cardholder's account for billing or posting.
pwing types of authorizations are defined:

inal authorization, i.e. the first or only authorization;
acement authorization, i.e. when a previous authorization was approved) and a subsed
nhorization is required to replace the previously authorised amount because the amount o
saction is now greater or less;

Libmission authorization, i.e. to re-enter a previous authorization that was denied or rejected;

plementary authorization, i.e. when one or more previous ‘authorizations were approved g
her authorization is required for an additional amount.

wing types of authorization decisions are defined:
approval, i.e. where the card issuer indicates -approval of the requested amount;

tial approval, i.e. where the card issuer indicates approval of an amount less than the orig
ested amount;

lined or rejected, i.e. where the.request for approval is declined or the authorization requg
ice message is rejected.

ction code data element'shall be used to indicate the type of authorization required and wh
bunt transaction is accurate or estimated. If the final amount is available, the Amount transd
an accurate amount_If the final amount cannot be determined until later, the Amount transa
an estimated amount.

) applies to all authorization messages.

a) An auth

uent
f the

nd a

nally

st or

bther
ction
ction

orization request message (100/101) shall be used when the process cannot complete

t the

point of service until the authorization response message (110) is received indicating the action to be
taken. The use of an authorization request message does not imply that the cardholder is present, e.g.
telephone or mail order.

b) An authorization request response message (110) shall be sent in response to an authorization request
message (100/101). It indicates the approval or guarantee of funds or the action to be taken as specified
in the Action code data element.

¢) An authorization advice message (120/121) shall be used to inform the card issuer of an authorization
that has completed at the point of service.

72
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d) An authorization advice response message (130) shall be sent in response to an authorization advice
message (120/121). An authorization advice response message (130) indicates if the card issuer accepts
or rejects the transfer of financial liability.

e) An authorization notification message (140) shall be used to inform the card issuer of an authorization
that has completed at the point of service. The acquirer can periodically specify (in Batch/file transfer
message control) that the card issuer acknowledges the receipt of the most recently sent group of
notification messages.

f)  An authorization notification acknowledgement message (150) shall be sent in response to an
authorization notification message (140) only if the authorization notification message (140) indicated (in
awdada Tho authorizat: ifi 1
atchifitetranstermessagecontrob-thatanacknowledgementwasreautred—Theautherzatien notification
acknowledgement message (150) indicates that a certain number of preceding notification messages
were received.

afoh /[l frapofar mmacoaon oopfral\ thaot an ~al s amantwac-racutirad

Tablg 26 identifies the usage of Amount transaction and Original amount transaction Within these

authprization message types.

Table 26 — Amounts in types of authorization messages

In request, advice and notification messages

Authorization type Function code Amount transaction Original amount transaction
Original 100,101 Transaction arhount —
Reglacement 102,103 New amount Originally authorised amodint
Requbmission 104,105 Transaction amount —
Sugplementary 106,107 Additional amount Sum of previous approvals, if available
Inquiry 108 — —
Verffication 109, 110, 111, 112, 113 — —

In response messages

Authorization type Function'code Amount transaction Original amount trarjsaction

Fulllapproval — Transaction amount —

Partial approval

Approved amount

Originally requested amod

Dedline/reject

Zero

Originally requested amoy
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8.2.3 Authorization message type identifiers

Table 27 defines the message type identifiers that may be used in an authorization transaction.

Table 27 — Authorization message type identifiers

MTI Message Purpose From To Usage

100 | Authorization Requests an authorization Acquirer | Card
request issuer

101 | Authorization
requgst repeat

110 | Authgrization Carries the answer to an Card Acquirer | Shall be sent in responsg to
requgst response authorization request message issuer a100ora 101

120 | Authgrization advice | Advises of an authorization Acquirer | Card

carried out on behalf of the card issuer
issuer

121 | Authgrization advice
repegt

130 | Authgrization advice | Carries the answer to an Card Acquirer))|" Shall be sent in responsg to
response authorization advice message issuer a120ora 121

140 | Authgrization Notifies of an authorization action | Acquirer | €ard
notifigation issuer

150 | Authgrization Acknowledges receipt of one or Card Acquirer | Shall be sent in responsg to
notifigation more authorization notification issuer a 140 if Batch/file transfer
ackngwledgement messages message control requests

acknowledgement
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8.2.4 Authorization mandatory and conditional data elements

Table 28 lists the mandatory and conditional data elements used in authorization messages. The condition
codes are defined in Table 25.

Table 28 — Authorization mandatory and conditional data elements

Authorization messages Message type identifiers
Bit Data element name 100 110 120 130 140 150
101 121

1 tsee-5-3forusage)

2 Primary account number 07 16 07 16 07

3 Processing code M 27 M 27 M

4 Amount transaction 26 26 26 26 26

7 Date and time transmission 30 30 30 30 30

11 Systems trace audit number M ME M ME M ME
12 Date and time local transaction M ME M ME M

13 Date effective 02 02 02

14 Date expiration 02 02 02

18 Message error indicator 36 36

P 1 Transaction life cycle identification data 33 33 33 33 33 33
P2 Point of service data code M M M

P 3 Card sequence number 02 02 02

P4 Function code M M M

D5 Message reason code M M

P6 Merchant category code M M M

P7 Point of service capability 18

P8 Date reconciliation 12 12 12

P9 Reconciliation indicator 14 14 23

B0 Amounts original 08 21 08 08

B2 Acquiring institutien identification code M ME M ME M

B3 Forwarding institution identification code 10 10 10 10 10

B5 Track 2 data 06 06 06

B6 Track3'data 06 06 06

B8 Approval code 31 31 31

B9 Action code M M M M

10 Service code 02 02 02

1 Cardacceptortermimatidentification 5 16 15 16 15

42 Card acceptor identification code 15 16 15 16 15

45 Track 1 data 06 06 06

46 Amounts fees 01 01 01 01 01

58 Authorizing agent institution identification code 20 20 20

59 Transport data 16 16

68 Batch/file transfer message control 39 39
100 Receiving institution identification code 19 19 19 19 19
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8.2.5 Authorization message flows

Figure 13 shows the sequence of messages that may flow in an authorization transaction.

8.3 Verifi

8.3.1 Veriflication description

Verification
messages fi

Verification messages may be used to request verification or authéntication. This message class may be

for authenti
verification
complete the

coveeeis 100/120 o
Acquirer ---o- 101121 - - - — Card issuer
—-es 110/130 - - =
3
(v
I R 140--- - - - -

Acquirer Card issuer

-~ =150 - -e- - i

Figure 13 — Authorization message flow

cation messages

messages use the request/response, advice/response’)and notification/acknowledge
pm the authorization message class.

cation of certificates, certificate management, address verification, cash transactions, ch
transaction.

bwing types of verification are defined:

ress verification for billing address;
ress verification for ship to address;
ificate data verification;

que verification;

ount verification:
ction code.shall be used to indicate the type of verification and which data elements are requ

Liits of the verification will be returned in the Action code.

a) The foll
1) adg
2) add
3) cer
4) chsg
5) acd
b) The Fur
c) Theres
8.3.2 Verif

ment

used
bque

br any other transactions that do not require atsubsequent financial presentment message to

ired.

L D). ,

The following applies to all verification messages:

a) An authorization request message (104/105) shall be used when a party needs information/verification/
authentication.

b) An authorization request response message (114) shall be sent in response to an authorization request
message (104/105). It indicates the approval or the action to be taken as specified in the Action code data
element.
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An authorization advice message (124/125) shall be used to inform the receiver of a verification that has
been completed on its behalf. Message reason codes are used to indicate the reason for an advice
message (see Clause A.11).

An authorization advice response message (134) shall be sent in response to an authorization advice
message (124/125). An authorization advice response message (134) indicates if the receiver accepts or
rejects the verification advice transaction.

An authorization notification message (144) shall be used to inform the receiver of a verification that has
been completed on its behalf.

(404 ball
\ V=) L0 1an

o H 'H TH H F'H 1 laal £ | 4 H t
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puthorization notification message (144) only if the authorization notification message (144)|indicated (in
Batch/file transfer message control) that an acknowledgement was required. The authofization notification
hcknowledgement message (154) indicates that a certain number of preceding notification messages
were received.

The |JAmount transaction data element shall not contain a value of zero. If there'is no amount for a specific

trans

8.3.3

Tablg 29 defines the message type identifiers, which may be used ima verification transaction.

Verification message type identifiers

Table 29 — Verification message type identifiers

action,0 the Amount transaction data element shall not be present in a message.

MT| Message Purpose From To Usag¢

104 Authorization Request for a verification Sender Receiver
request

105 Authorization Sender Receiver
request repeat

114 Authorization Carries the @nswer to a Receiver | Sender Shall be sent in regponse to a
request response | verification authorization 104 or a 105

request

124 Authorization Advises of a verification carried | Sender Receiver
advice qut-on behalf of the receiver

125 Authorization Sender Receiver
advice repeat

134 Authorization Carries the answer to a Receiver | Sender Shall be sent in repponse to a
advice_response verification authorization advice 124 ora 125

144 Autherization Notifies of a verification action Sender Receiver
notification carried out on behalf of the

receiver

154 Authorization Acknowledges receipt of a Receiver | Sender Shall be sent in response to a
notification verification notification 144 if Batch/file transfer
acknowledgement message control requests

acknowledgement
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8.3.4 Verification mandatory and conditional data elements

Table 30 lists the mandatory and conditional data elements used in verification messages. The condition
codes are defined in Table 25.

Table 30 — Verification mandatory and conditional data elements

Authorization messages Message type identifiers
Bit Data element name 104 114 | 124 134 | 144 | 154
105 125

1 see 5.3 for usage)

2 Primary account number 44 16 44 16 44

3 Processing code M ME M ME M

7 Date and time transmission 30 30 30 30 30

11 Bystems trace audit number M ME M ME M VE
12 Date and time local transaction M ME M ME M

13 Date effective 02 02 02

14 Date expiration 02 02 02

18 Message error indicator 36 36

21 [ransaction life cycle identification data 33 33 33 33 33 33
24 Function code M M M

25 Message reason code M M

27 Point of service capability 18

33 Forwarding institution identification code 10 10 10 10 10

34 Electronic commerce data 43 43 43

38 \pproval code 31 31 31

39 A\ction code M M M M

41 Card acceptor terminal identification 15 16 15 16 15

42 Card acceptor identification’code 15 16 15 16 15

49 Verification data 45 45 45

58 Authorizing agent-institution identification code 20 20 20

59 [ransport data 16 16

68 Batch/file'transfer message control 39 B9
93 [ransaction destination identification code M ME M ME M

94 Transaction originator identification code M ME M ME M
100 Receiving institution identification code 19 19 19 19 19
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8.3.5 Verification message flows

Figure 14 shows the sequence of messages that may flow in support of a verification transaction.

8.4

8.4.1

A Ain
acco

The following types of finaficial presentment decisions are defined:

B T 1L Y —
Sender -----105/125--- =— Receiver
—eeee 114/134 - - =
3
D
-------- 144 ------ =
Sender Receiver
—- =154 - oo Y

Figure 14 — Verification message flow
Financial presentment message class

Financial presentment description

ancial presentment permits the application of the approved-transaction amount to the
unt for billing or posting.

The following types of financial presentment are definéd:

1) first, i.e. original or only financial presentment;
P) previously authorised, i.e. when an authorization was previously given (see Table 31);
3) resubmission, i.e. to re-enter a previous financial presentment that was denied or rejecte

1) Representment, i.e. to partially) or to wholly, recover funds previously charged back
issuer.

1) full approval, i€~ Where the response from the card issuer indicates approval of f{
requested amount;

P) partial approval, i.e. where the card issuer indicates approval of an amount less than
requested amount;

B) declined or rejected, i.e. where the request for approval is declined or the financial
request or advice message is rejected.

cardholder's

;

by the card

he originally

he originally

presentment

c) The Function code shall be used to indicate the type of financial presentment and whether the Amount

transaction is the same or different from any previously authorised amount.

8.4.2 Financial presentment message rules

The

a)

following applies to all financial presentment messages.

A financial presentment request message (200/201) shall be used when the process cannot complete at

the point of service until the response message is received indicating the action to be taken.

The use of a

financial presentment request message (200) does not imply that the cardholder is present, e.g.

telephone or mail order.
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b) A financial presentment request response message (210) shall be sent in response to a financial
presentment request message (200/201). A financial presentment request response message (210)
indicates the approval or guarantee of funds or the action to be taken as specified in the Action code data
element.

¢) A financial presentment advice message (220/221) shall be used to inform the card issuer of a financial
presentment that has completed at the point of service.

d) A financial presentment advice response message (230) shall be sent in response to a financial
presentment advice message (220/221). A financial presentment advice response message (230)
indicates if the card issuer accepts or rejects the transfer of financial liability.

e) A finangial presentment notification message (240) shall be used to inform the card issuer of a-fingncial
presentmnent that has completed at the point of service. The acquirer can periodically specify (in“Batgh/file
transferymessage control) that the card issuer acknowledges the receipt of the most recentlysent droup
of notifi¢ation messages.

f) A finangial presentment notification acknowledgement message (250) shall be senbt in response|to a
financial presentment notification message (240) only if the financial presentment ‘notification message
indicate(d (in Batch/file transfer message control) that an acknowledgement was-required. The fingncial
presentment notification acknowledgement message (250) indicates that acceftain number of preceding
notificatjon messages were received.

Table 31 idgntifies the usage of Amount transaction and Original amount/ransaction within these fingncial
presentmen{ message types.

Table 31 — Amounts in types of financial presentment transaction messages

In request, advice and notification messages

Financial presentment type Function code Amount transaction Original amount transactjon
Original 200, 209 Transaction amount —

Previously apthorised 201, 202 New amount Originally authorised amourt
Resubmissign 203, 204, 209, 210 Transaction amount —
Representment 205, 2064207, 208, 209, | Representment amount [ Amount of chargeback

211, 212,213, 214

Accumulation 245,216, 217 Accumulated amount —

In response messages

Financial presentment type Function code Amount transaction Original amount transactjon
Full approva — Transaction amount —

Partial apprqval — Approved amount Originally requested amoun
Decline/reje¢t — Zero Originally requested amoun
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Table 32 defines the message type identifiers that may be used in a financial presentment transaction.

Table 32 — Financial presentment message type identifiers

MTI Message Purpose From To Usage
200 | Financial Requests approval for a Acquirer Card
presentment financial presentment issuer
request transaction
201t Financial
presentment
request repeat
21D | Financial Carries the answer to a financial Card Acquirer | Shall be sent in response to
presentment presentment request message issuer a.200 or a 201
request response
22D | Financial Advises of a financial Acquirer Card
presentment presentment transaction carried issuer.
advice out on behalf of the card issuer
221 Financial
presentment
advice repeat
23p | Financial Carries the answer to a financial Card Acquirer | Shall be sent in response to
presentment presentment advice message issuer a 220 ora 221
advice response
24D | Financial Notifies of a financial Acquirer Card
presentment presentment transaction.carried issuer
notification out on behalf of the card issuer
25D | Financial Acknowledges receipt of one or Card Acquirer | Shall be sentin response to
presentment more financial presentment issuer a 240 if Batch/file transfer
notification notificationimessages message control|requested
acknowledgement acknowledgement
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8.4.4 Financial presentment mandatory and conditional data elements

Table 33 lists the mandatory and conditional data elements used in financial presentment messages. The
condition codes are defined in Table 25.

Table 33 — Financial presentment mandatory and conditional data elements

Financial presentment messages Message type identifiers
Bit Data element name 200 210 220 230 240 250
201 221

1 (see 5.3 for usage)

2 Primgry account number 07 16 07 16 07
3 Procgssing code M 27 M ME M
4 Amoynt transaction M M M M M
5 | Amoynt reconciliation 05 05 05
7 Date pnd time transmission 30 30 30 30 30
9 Convgrsion rate reconciliation 05 05 05
10 [ Convgrsion rate cardholder billing 04 04 04 04 04
11 | Systgms trace audit number M ME M ME M VIE
12 | Date pnd time local transaction M ME M ME M
13 | Date gffective 02 02 02
14 | Date pxpiration 02 02 02
16 | Date ponversion 05 05 05
17 | Date papture 22 22
18 | Messhge error indicator 36 36

21 | Trandaction life cycle identification data 33 33 33 33 33 33
22 | Point|of service data code M M M
23 | Cardsequence number 02 02 02
24 | Funclion code M M M
25 | Messphge reason code M M
26 | Merclhant category code M M M
27 | Point|of service capability 18

28 | Date feconciliation 12 12 12
29 | Recopciliation indicator 14 14 23
30 | Amoynts original 08 21 08 08
32 | Acqufring institution identification code M ME M ME M
33 | Forwarding institution identification code 10 10 10 10 10
35 | TracH 2 data 06 06 06
36 | TracK 3 data 06 06 06
38 | Approval code 31 31 31
39 | Actioh code M M M M
40 | Servipecode 02 02 02
41 | Card acceptor terminal identification 15 16 15 16 15
42 | Card acceptor identification code 15 16 15 16 15
43 | Card acceptor name/location M M M
45 | Track 1 data 06 06 06
46 | Amounts fees 01 01 01 01 01
58 | Authorizing agent institution identification code 20 20 20
59 | Transport data 16 16

68 | Batch/file transfer message control 39 39
100 | Receiving institution identification code 19 19 19 19 19
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8.4.5 Financial presentment message flows

Figure 15 shows the sequence of messages that may flow in support of a financial presentment transaction.

coeeeis 200/220 o
Acquirer ---o- 2017221 - = Card issuer
—-oes 210/230 oo - =
3
(©]
I R 240------ -

Acquirer Card issuer

—~ =250 i

Figure 15 — Financial presentment message flows
8.5 | Financial accumulation presentment

8.5.1 Financial accumulation presentment description

A finpncial accumulation presentment permits the application of the*approved transaction amount|to a specific
accaunt for billing or posting.

a) The following types of financial accumulation presentmént are defined:

1) aggregation, i.e. when the accumulation has*been done at a terminal under a specific agreement
between parties. It is not possible to recover the original detailed information;

P) card issuer back up totals, i.e. when the accumulation has been done at a terminal for preventing lost
details. Can only be sent as an.alternative to detail collection when these have been |ost. It is not
possible to recover the original detailed information;
B) truncation, i.e. when thésaccumulation has been done somewhere within the process, and it is
possible to recover all the detailed information. The period of storage and the means of fecovery are
a matter for bilateral agreement.

b) The Function code-shall be used to indicate the type of financial accumulation presentment.

8.5.4 Financial accumulation presentment message rules

Finapcial acgumulation presentment uses the advice/response and notification/acknowledgement messages
from|thedinancial presentment message class.

1 H 'H P | 4 4 L 4 £ | Lo o
The UNuwITTty dppiics W Haricidl prestTriuTicTil TIeoodyts WIITTTT USTU TUT Tifatrivialr aLLulmiuliatun plbbentment

a) A financial presentment advice message (220/221) shall be used to inform the card issuer of a financial
accumulation presentment that has completed at the point of service.

b) A financial presentment advice response message (230) shall be sent in response to a financial
presentment advice message (220/221). A financial presentment advice response message (230)
indicates if the card issuer accepts or rejects the transfer of financial liability.

c) A financial presentment notification message (240) shall be used to inform the card issuer of a financial
accumulation presentment that has completed at the point of service. The acquirer can periodically
specify (in Batch/file transfer message control) that the card issuer acknowledges the receipt of the most
recently sent group of notification messages.
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d) A financial presentment notification acknowledgement message (250) shall be sent in response to a
financial presentment notification message (240) only if the financial presentment notification message
(240) indicated (in Batch/file transfer message control) that an acknowledgement was required. The
financial presentment notification acknowledgement message (250) indicates that a certain number of
preceding notification messages were received.

e) Financial presentment messages could apply both for several transactions to a single cardholder or
several transactions from many cardholders to a single card issuer with a pooled funds account.

8.5.3 Financial accumulation presentment message type identifiers

Table 34 defines the Tinancial presentment message type identifiers that may be used in support of a fingncial

accumulatio

N presentment transaction.

Table 34 — Financial accumulation presentment message type identifiers

MTI Message Purpose From To Usage
220 | Finarcial presentment Advises of a financial Acquirer | Card
advicg accumulation presentment issuer
carried out on behalf of the
card issuer
221 | Financial presentment
advicg repeat
230 | Financial presentment Carries the answer to a Card Acquirer | Shall be sent in responsg to
advicg response financial presentment advice issuer a 220 ora 221
message
240 | Financial presentment Notifies of a financial Acquirer | Card
notifigation accumulation presentment issuer
carried out on behalf of the
card issuer
250 | Financial presentment Acknowledges receipt of one Card Acquirer | Shall be sent in responsg to
notifigation or more financial presentment | issuer a 240 if Batch/file transfef
ackngwledgement notification messages message control requested
acknowledgement
8.5.4 Finapcial accumulation presentment mandatory and conditional data elements
Table 35 lisjs the mandatoryZand conditional data elements used in financial accumulation presentment
messages When used in support of a financial accumulation presentment. The condition codes are defingd in
Table 25.
In accumuldtion messages, the Primary account number (PAN) may contain the card issuer's institution
identification number only (in accordance with ISO 7812-1).
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Financial presentment messages

Message type identifiers

Bit Data element name 220 230 240 250
221
1 (see 5.3 for usage)
2 Primary account number 07 16 07
3 Processing code M ME M
4 Amount transaction M M M
5 Amount reconciliation 05 05
7 Date and time transmission 30 30 30
9 Conversion rate reconciliation 05 09
11 Systems trace audit number M ME M ME
12 Date and time local transaction M ME M
16 Date conversion 05 05
18 Message error indicator 36
21 Transaction life cycle identification data 33 33 33 33
22 Point of service data code 42 42
24 Function code M M
25 Message reason code M M
26 Merchant category code 42 42
28 Date reconciliation 12 12
29 Reconciliation indicator 14 23
32 Acquiring institution identification cede 16 M
33 Forwarding institution identification code 10 10 10
37 Retrieval reference number 16
39 Action code M M M
41 Card acceptor terminal identification 42 16 42
42 Card acceptoridentification code 42 16 42
43 Card aceeptor name/location 42 42
49 | Amounts fees 01 01 01
58 [Authorizing agent institution identification code 20 20
59 | Transport data 16
68 Batch/file transfer message control 39 39
100 | Receiving institution identification code 19 19 19
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8.5.5 Financial accumulation presentment message flows

Figure 16 shows the sequence of financial presentment messages that may flow in support of a financial
accumulation presentment transaction.

8.6 File action message class

SE— 2220 <o
Acquirer | ---e--- 221-----=— Card issuer
SR— 230 <o . —
3
] 240------ -
Acquirer Card issuer
— o250 J

Figure 16 — Financial accumulation presentment message flows

8.6.1 File action description

A file action|is used to add, change, delete or replace a file or record, or inquire into a file or perform|card
administratign, e.g. report lost or stolen cards. The Data record dataelement shall be used to convey specific
file action reford or file information.

File action notification/notification acknowledgement, instruetion/instruction acknowledgement messages are
the key components of the file transfer process (see 8.17),

8.6.2 File action message rules

The followin

) applies to all file action messages.

a)

b)

c)

d)

86

A file agtion request message (304/305) shall be used when a file action is required. The Function code

data elgment shall be used to indicate the type of file action required.

A file agtion request response, message (314) shall be sent in response to a file action request message
(304/30p). The Action code,data element specifies the action taken or to be taken.

A file agtion advice.mé&ssage (324/325) shall be used to inform the receiver of a file action that has peen
completed.

A file agtionr advice response message (334) shall be sent in response to a file action advice messsage
(324/32p)_A file action advice response message (334) indicates the receiver's response to the file action
advice I [aW. NisYaY=A\

{2
resSSage(oz41oz o)

A file action notification message (340/344) shall be used to inform the card issuer/receiver of a file action
that has been completed. The acquirer/sender can periodically specify (in Batch/file transfer message
control) that the card issuer/receiver acknowledges the receipt of the most recently sent group of
notification messages.

A file action notification acknowledgement message (350/354) shall be sent in response to a file action
notification message (340/344) only if the file action notification message (340/344) indicated (in Batch/file
transfer message control) that an acknowledgement was required. The file action notification
acknowledgement message (350/354) indicates that a certain number of preceding notification messages
were received.
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g) A file action instruction message (362/364) shall be used to inform the acquirer/receiver of a file action to
be completed. The card issuer/sender can periodically specify (in Batch/file transfer message control) that
the acquirer/receiver acknowledges the receipt of the most recently sent group of instruction messages
(362/364).

h) A file action instruction acknowledgement message (372/374) shall be sent in response to a file action
instruction message (362/364) only if the file action instruction message (362/364) indicated (in Batch/file
transfer message control) that an acknowledgement was required. The file action instruction
acknowledgement message (372/374) indicates that a certain number of preceding instruction messages
(362/364) were received.

8.6.3 File action message type identifiers
Tablg 36 defines the message type identifiers that may be used in a file action transaction,
Table 36 — File action message type identifiers
MT Message Purpose From To Usage€
304] | File action request | Requests a file be updated Sender Receiver
305 | File action request
repeat
314] | File action request | Carries the answer to a file Receiverv| Sender Shall be sent in regponse to a
response action request message 304 or a 305
324] | File action advice Advises of what was added, Sender Receiver
deleted or replaced in a file or
record
325] | File action advice
repeat
334| | File action advice Carries the answer,to'a file Receiver | Sender Shall be sent in regponse to a
response action advice meSsage 324 ora 325
340| | File action Notifies details-of a file transfer Acquirer | Card
notification action totbe undertaken issuer
344] | File action Notifies)of a file action or file Sender Receiver
notification transfer action to be undertaken
350] | File action Acknowledgement of one or Card Acquirer | Shall be sent in regponse to a
notification more file action notification issuer 340 if Batch/file transfer
acknowledgement’ | messages message control r¢quested
acknowledgement
354] | File action Acknowledgement of one or Receiver | Sender Shall be sent in regponse to a
notification more file action notification 344 if Batch/file transfer
acknowledgement | messages message control r¢quested
acknowledgement
362 | File action Instruction regarding file transfer | Card Acquirer
instruction actions issuer
364 | File action Instruction regarding file transfer | Sender Receiver
instruction actions
372 | File action Acknowledgement of one or Acquirer | Card Shall be sent in response to a
instruction more file action instruction issuer 362 if Batch/file transfer
acknowledgement | messages message control requested
acknowledgement
374 | File action Acknowledgement of one or Receiver | Sender Shall be sent in response to a
instruction more file action instruction 364 if Batch/file transfer
acknowledgement | messages message control requested
acknowledgement
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8.6.4 File action mandatory and conditional data elements

Table 37 lists the mandatory and conditional data elements used in file action messages. The condition codes
are defined in Table 25.

Table 37 — File action mandatory and conditional data elements

File action messages Message type identifiers
Bit Data element name 304 314 324 334 344
305 325

1 (see5.3forusage)

2 Primary account number 28 16 28 16 48
7 Datd and time transmission 30 30 30 30 30
11 Systems trace audit number M ME M ME Y
12 Datq and time local transaction M ME M ME M
18 Mesgage error indicator 36 36

24 Fungtion code M M M
25 | Mespage reason code 28 28 28
33 Forwarding institution identification code 10 10 10 10 10
39 Actign code M M M M
59 | Transport data 16 16

72 Datq record 29 29 29
93 Transaction destination institution identification code M ME M ME M
94 Transaction originator institution identification code M ME M ME M
100 | Recgiving institution identification code 19 19 19 19 19
101 | File pame 29 29 29

Table 38 lists the mandatory and conditional data eléments used in file action messages, which are specific to

file transfer. [The condition codes are defined in_Table 25.

Table 38 — File action mandatory and conditional data elements specific to file transfer

File action'messages Message type identifiers

Bit Data element name 340 350 362 3712

344 354 364 3714
1 (see 5.3 for usage)

11 Systems trace{audit number M ME M ME

12 Date and time local transaction M M

24 Function code M M

25 Message reason code M M

33 Enr\unr’rﬁng mstitution-identification-code 10 10

39 Action code M M

68 Batch/file transfer message control M ME M ME

69 Batchffile transfer control data M M

70 File transfer description data M M

72 Data record M M

93 Transaction destination institution identification code M ME M ME

94 Transaction originator institution identification code M ME M ME

100 Receiving institution identification code 19 19

101 File name 32 32

88
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8.6.5 File action message flows

Figure 17 shows the sequence of messages that may flow in support of a file action request or advice
messages.

R TV VT < Y p—

Sender -----305/325---=— Receiver
e 314/334 -+ - =

3

(©]

Sender [ @ -------- 344------ - Receiver
!

Figure 17 — File action message flows

Figufe 18 shows the sequence of messages that may flow in support of file action notification ¢r instruction
messgages.

N 340/344 - - ;
Acquirer Card issuer :
—~----350/354 - ----¢ :
-
3
(¢}
R 362/364 - - - —
Acquirer Card issuer :
—---(872/374------ 1

Figure 18 — Fileaction message flows for file transfer
8.7 | Reversal message class

8.7.1 Reversal description

A rgversal is the partial” or complete nullification of the effects of a previous authorizatipn, financial
presentment, or financial accumulation presentment that cannot be processed as instrugted, i.e. is
undgliverable, is cancelled or the acquirer times out waiting for a response (see 7.1.5).

The followingapplies to all reversals.

a) [Agreversal shall not be reversed.

b) Only 1xx or 2xx message classes shall be reversed.

c) Table 39 shows 2xx financial presentments that are not reversals.

Table 39 — Financial presentments that are not reversals

Function Processing code Function code
Adjustment 02, 22 200, 209
Return 20 200, 209
Representment — 205, 206, 207, 208, 211, 212, 213, 214
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8.7.2 Reversal message rules

Reversals shall use only the advice or notification messages since the activity has already occurred.

The following applies to all reversal messages:

a) A reversal advice message (420/421) or reversal notification message (440) shall be sent by an acquirer
whenever a previous authorization, financial presentment or financial presentment accumulation message
cannot be processed as instructed, i.e., is undeliverable, is cancelled, or the acquirer times out waiting for
a response, in which case:

1) the
Cla

2) the
am
Tah

3) the
orig
req

b) A revers
(420/42

c) A rever

notificajon message (440) only if the reversal notification“message indicated (in Batch/ffile tra

messag
messag

Wlessage Teason code data element 1S UsSed to ndicate the reason for the reversat
use A.11);

Amount transaction data element in a reversal advice or notification message shall eontai
punt to be reversed and shall be less than or equal to the original Amount fransaction
le 40);

Processing code shall be the same as presented in the original request oradvice message.
inal request or advice message was a debit, the reversal also indicates debit. if the or|
uest or advice message was a credit, the reversal also indicates a credit.

bal advice response message (430) shall be sent in response.to a reversal advice mes
1). A reversal advice shall not be declined except for specificreasons as defined in Clause A.

5al notification acknowledgement message (450) shall’ be sent in response to a reyv

e control) that acknowledgement was required.“-The reversal notification acknowledge
e (450) indicates that a certain number of preceding notification messages were received.

Table 40 — Amounts in reversal messages

Type of reversal Amount.transaction Original amount transaction
Full Amount reversed —
Partial Amount reversed Original transaction amount

8.7.3 Revs]rsal message type,identifiers

Table 41 de

ines the message type identifiers that may be used in a reversal transaction.

Table 41 — Reversal message type identifiers

(see

h the
(see

f the
ginal

sage
1.

ersal
nsfer
ment

MTI Message Purpose From To Usage
420 | Revefsaladvice Reverses an earlier Acquirer Card
authorization or financial issuer
presentment message
421 | Reversal advice
repeat
430 | Reversal advice Carries the answer to a reversal | Card Acquirer Shall be sent in response to a
response advice message issuer 420 or a 421
440 | Reversal Notifies of a reversal action Acquirer Card
notification issuer
450 | Reversal Acknowledges receipt of one or | Card Acquirer Shall be sent in response to a
notification more reversal notification issuer 440 if Batch/file transfer
acknowledgement | messages message control requested
acknowledgement
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Table 42 lists the mandatory and conditional data elements used in reversal messages. The condition codes
are defined in Table 25.

Table 42 — Reversal mandatory and conditional codes

Reversal messages Message type identifiers
Bit Data element name 420 430 440 450
421

1 (see 5.3 for usage)

2 Primary account number 07 16 0%

3 Processing code 03 16 03

4 Amount transaction M M M

5 Amount reconciliation 05 05

7 Date and time transmission 30 30 30

9 Conversion rate reconciliation 05 05

10 Conversion rate cardholder billing 04 04 04

1 Systems trace audit number M ME M ME
12 Date and time local transaction M ME M

14 Date conversion 05 05

18 Message error indicator 36

2 Transaction life cycle identification data 33 33 33 33
24 Function code M M

25 Message reason code M M

2 Date reconciliation 12 12

24 Reconciliation indicator 14 23

30 Amounts original 08 08

33 Acquiring institutionidentification code M ME M

3] Forwarding institution identification code 10 10 10

34 Action code M M

4 Cardlacceptor terminal identification 15 16 15

47 Card acceptor identification code 15 16 15

44 Amounts fees 01 01 01

56 Original data elements M M

58 Authorizing agent institution identification code 17 17

59 Transport data 16

68 Batchffile transfer message control 39 39
100 Receiving institution identification code 19 19 19
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8.7.5 Reversal message flows

Figure 19 shows the sequence of messages that may flow in support of a reversal transaction.

SE— Tl P
Acquirer | ---e--- 421----- — Card issuer
SO— P . —
3
D
T 440--- - - -
Acquirer Card issuer
o450 i

Figure 19 — Reversal message flows
8.8 Chargeback message class

8.8.1 Changeback description

A chargeback is the partial or complete nullification of a previous)financial presentment or fingncial
accumulatiop presentment when the card issuer determines that a customer dispute exists, or that an erfor or
a violation of rules has been committed.

The following applies to all chargebacks.

a) A card ipsuer only shall initiate a chargeback.

b) A chardeback shall be generated only if the original transaction had financial impact on the cardholder's
net pogition. A chargeback shall not be.used to cancel a balance inquiry, account transfer or
authoriZation.

c) To cangel, either partially or complétely, a previous chargeback that was submitted in error, the|card
issuer ghall initiate a subsequent-chargeback containing Original data elements pointing to the preyious

chargehack transaction.

d) If the transaction that is being charged back requires a response, this response message shall be|sent
before the chargeback {ransaction is generated.

e) A card [ssuer may.charge back an original transaction plus any subsequent representment(s) subnitted
by the dcquirer.‘A'separate chargeback transaction shall be used for each.

f) This part-of ISO 8583 specifies no limits on the timeframe or the number of chargebacks| and
represehiments that may he m(r‘hangpd between an ar‘quirpr and card issuer

8.8.2 Chargeback message rules
Chargebacks shall use only the advice or notification message since the activity has already occurred.
The following applies to all chargeback messages.

a) A chargeback advice message (422/423), or chargeback notification message (442), shall only be sent
when the card issuer determines that a chargeback is appropriate and valid, in which case:

1) the Message reason code data element is used to indicate the reason for the chargeback (see
Clause A.11);
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2) the Amount transaction data element in a chargeback advice or notification message shall be the
amount to be charged back and shall be less than or equal to the original Amount transaction (see
Table 43);

3) the Processing code value shall be the same as the transaction that is being charged back. If the

original transaction was a debit, the chargeback message shall also indicate a debit. If the original
transaction was a credit, the chargeback message shall also indicate a credit.

b) A chargeback advice response message (432) shall be sent in response to a chargeback advice
message (422/423). A chargeback shall not be declined except for specific reasons as defined in
Clause A.1, although the acquirer may represent the original transaction.

c) A chargeback notification acknowledgement message (452) shall be sent in response to’al chargeback
hotification message (442) only if the chargeback notification message (442) indicated (in Batch/file
fransfer message control), that acknowledgement was required. The chargeback| notification
acknowledgement message (452) indicates that a certain number of preceding netification messages
were received.

Table 43 — Amounts in chargeback messages
Type of chargeback Amount transaction Original'amount transaction
Full Amount charged back —
Partial Amount charged back Original transaction amount
8.8.3 Chargeback message type identifiers
Tablg 44 defines the message type identifiers that may be used in a chargeback transaction.
Table 44 — Chargeback message type identifiers
MT Message Purpose From To Usade
422 | Chargeback advice | Charges back an earlier financial | Card Acquirer
presentment issuer
423 | Chargeback advice
repeat

432 | Chargeback advjce | Carries the answer to a Acquirer | Card Shall be sent in fesponse to

response chargeback advice issuer a422ora423

442 | Chargeback Notifies of a chargeback action Card Acquirer

notification issuer
452 | Chargeback Acknowledges receipt of one or Acquirer | Card Shall be sent in fesponse to
notification more chargeback notifications issuer a 442 if Batchf/file transfer
acknowledgement message controf requested
ackrowtedgerment

8.8.4 Chargeback mandatory and conditional data elements

Table 45 lists the mandatory and conditional data elements used in chargeback messages. The condition

codes are defined in Table 25.
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Table 45 — Chargeback mandatory and conditional data elements

Chargeback messages

Message type identifiers

Bit Data element name 422 432 442 452
423
1 (see 5.3 for usage)
2 Primary account number 07 16 07
3 Processing code M ME M
4 Amount transaction M M M
5 Amount reconciliation 05 05
7 Date and time transmission 30 30 30
9 Conversion rate reconciliation 05 05
11 Systems trace audit number M ME M MH
12 Date and time local transaction M ME M
16 Date conversion 05 05
18 Message error indicator 36
21 Transaction life cycle identification data 33 33 33 33
24 Function code M M
25 Message reason code M M
26 Merchant category code M M
28 Date reconciliation 12 12
29 Reconciliation indicator 14 23
30 Amounts original 08 08
31 Acquirer reference number 40 40
32 Acquiring institution identification code M ME M
33 Forwarding institution identification code 10 10 10
37 Retrieval reference number 17 17
39 Action code M M
43 Card acceptor name/location M M
46 Amounts fees 01 01 01
56 Original data elements M M
59 Transport data 16
68 Batch/file transfer message control 39 39
100 Receiving institution-identification code 19 19 19
8.8.5 Changeback message flows
Figure 20 shows the sequence of messages that may flow in support of a chargeback transaction.
e -422 - -—
Cardissuer |  -------- 423----- = Acquirer
EnAtRRRRLREE 432 --eeeeeeeees - =
3
-------- 442 =
Card issuer Acquirer ;
—~----=452-------- 1

94

Figure 20 — Chargeback message flows
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8.9 Reconciliation message class

8.9.1

Reconciliation description

Reconciliation is the exchange of totals between two institutions (acquirer, card issuer or their agents) to reach
agreement on financial totals.

The calculation of Amount net reconciliation shall be achieved by netting the debit and credit amounts in the
reconciliation message (see Table 48).

Reconciliation in multiple currencies shall use a separate reconciliation message for each currency.

Two

a)

b) 4

8.9.2

The

1)

)

1)

)

B)

types of reconciliation are defined.

A checkpoint reconciliation shall be indicated by the Function code “501” or “503”:

\ final reconciliation shall be indicated by the Function code-*500” or “502”:

following applies+to all reconciliation messages.

A recongciliation request message (500/501 or 502/503) shall be sent to request reconc
number.and value).

a checkpoint reconciliation period shall be identified with the Reconciliation indicatd
reconciliation remains unchanged in a checkpoint reconciliation;

a checkpoint reconciliation message may be preceded by a network management me
indicating checkpoint and the next Reconciliation indicator. Any-message initiated after g
the network management message indicating a checkpoint shall contain the new R
indicator (see 8.9.7).

a final reconciliation period shall be identified with-the Date reconciliation. A final reconci
may contain any number of checkpoint recongiliation periods;

the final reconciliation amounts shall be the sum of all the financial amounts from t
transactions identified with the same:Date reconciliation. The final reconciliation counts
number of transactions identified with the same Date reconciliation;

a final reconciliation message ‘may be preceded by a network management message (8
cutover, along with the new. Date reconciliation data element. Any message initiated afte

r. The Date

bssage (8xx)
ompletion of
econciliation

iation period

ne individual
shall be the

X) indicating
r completion

of the network management message indicating cutover shall contain the new Date feconciliation

(see 8.9.7).

Reconciliation. message rules

liation totals

A feconciliation request response message (510/512) shall be sent in response to a reconciliation request

1)

2)

3)

totals provided, i.e. all amounts and number data elements shall be returned with the val
institution sending the reconciliation request response message;

totals not available, i.e. all amount and number data elements shall be returned with zero

message (500/501 or 502/503). A reconciliation request response message (510/512) shall contain the
requested totals, if available, and shall indicate one of the following results:

ues from the

values;

the totals shall be used to indicate the originating institution's position as either acquirer or card

issuer (but not both) as defined by the message type identifier.

c) A reconciliation advice message (520/521 or 522/523) shall be sent to seek the confirmation of totals
(number and value).
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d) A reconciliation advice response message (530/532) shall be sent in response to a reconciliation advice
message (520/521 or 522/523) and shall indicate one of the following results:

1) reconciled, in balance, i.e. only the Amount net reconciliation data element shall be returned in the
reconciliation advice response message;

2) reconciled, out of balance, i.e. all amount and number data elements shall be returned with the
values from the institution sending the reconciliation advice response message;

3) totals not available, i.e. all amount and number data elements shall be returned with zero values.

e) A reco The
totals dontained in the reconciliation notification message (540/542) shall indicate an origingting
institutign's position as either an acquirer or card issuer (but not both) as defined by the message|type
identifief. The reconciliation notification message may require acknowledgement.

f) A reconciliation notification acknowledgement message (550/552) shall be sent dn-response [to a
reconciljation notification message (540/542) only if the reconciliation notification message indicatgd (in
Batch/file transfer message control) that an acknowledgement was required and.shall indicate one qgf the
following results:

1) recpnciled, in balance, i.e. only the Amount net reconciliation data elément shall be returned ip the
Regonciliation notification acknowledgement message;

2) recpnciled, out of balance, i.e. all amount and number data, elements shall be returned with the
valyies from the institution sending the reconciliation notification acknowledgement message;

3) totgls not available, i.e. all amount and number data elements shall be returned with zero values

8.9.3 Reconciliation message type identifiers

Table 46 defines the message type identifiers that may be used in a reconciliation transaction.
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MTI Message Purpose From To Usage
500 | Acquirer reconciliation Acquirer requests the card Acquirer | Card
request issuer's totals (number and issuer
value) for the last
reconciliation period
501 | Acquirer reconciliation
request repeat
510 | Acquirer reconciliation Carries the card issuer's Card Acquirer | Shall be sent in response to
request response totals (number and value) in issuer a 500 or a 501
response to a reconciliation
request message
520 | Acquirer reconciliation Advises of acquirer's totals Acquirer | Card
advice (number and value) for the issuer
last reconciliation period
521 | Acquirer reconciliation
advice repeat
530 | Acquirer reconciliation Carries the answer to a Card Acquirer | Shall be sent in|response to
advice response reconciliation advice issuer a 520 or a 521
message
540 | Acquirer reconciliation Notifies the card issuer of the | Acquirer/ [ Card
notification acquirer's totals (number and issuer
value) for the last
reconciliation period
550 | Acquirer reconciliation Acknowledges one or more Card Acquirer | Shall be sent in|response to
notification acquirer reconciliation issuer a 540 if Batch/file transfer
acknowledgement notification messages message contrgl requested
an acknowledgement
502 | Card issuer Card issuer requests Card Acquirer
reconciliation request acquirer's totals (Aumber and | issuer
value) for thellast
reconciliation’ period
503 | Card issuer
reconciliation request
repeat
512 | Card issuer Carries acquirer's totals Acquirer | Card Shall be sent in|response to
reconciliation request (number and value) in issuer a 502 or a 503
response response to a reconciliation
request message
522 | Card issuer Advises of the card issuer's Card Acquirer
reconciliation.advice totals (number and value) for | issuer
the last reconciliation period
523 | Cardtissuer
recanciliation advice
repeat
532 | Card issuer Carries the answer to a Acquirer | Card Shall be sent in response to
reconciliation advice reconciliation advice issuer a 522 or a 523
response message
542 | Card issuer Notifies the acquirer of the Card Acquirer
reconciliation notification | card issuer's totals (number issuer
and value) for the last
reconciliation period
552 | Card issuer Acknowledges one or more Acquirer | Card Shall be sent in response to
reconciliation notification | card issuer reconciliation issuer a 542 if Batch/file transfer
acknowledgement notification messages message control requested

an acknowledgement
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8.9.4 Reconciliation mandatory and conditional data elements

Table 47 lists the mandatory and conditional data elements used in reconciliation messages. The condition
codes are defined in Table 25.

In fee reconciliation messages, the Primary account number (PAN) contains the card issuer's institution
identification number only (in accordance with ISO 7812-1).

Table 47 — Reconciliation mandatory and conditional data elements

Reconciliation messages Message type identifiers
500 510 520 530 540 850
Bit Data element name >0t >21
502 512 522 532 542 852
503 523
1 (seg 5.3 for usage)
2 Prifhary account number M ME M ME M
7 Date and time transmission 30 30 30 30 30
11 Sydgtems trace audit number M ME M ME M ME
12 Date and time local transaction M ME M ME M
18 Mesgsage error indicator 36 36
21 Trahsaction life cycle identification data 33 33 33 33 33 33
24 Function code M M M
28 Date reconciliation M ME M ME M
29 Regonciliation indicator 23 16 23 16 23
32 Acquiring institution identification code M ME M ME M
33 Forwarding institution identification code 10 10 10 10 10
39 Actjon code M M
59 Traphsport data 16 16
68 Batch/file transfer message control 39 39
74 Regonciliation data primary M M 13 M
97 Ampunt net recongiliation M M M M
100 | Regeiving institution identification code 19 19 19 19 19
109 | Re¢onciliation*fee amounts credit 01 01 13 01
110 | Regonciliation fee amounts debit 01 01 13 01
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8.9.5 Reconciliation message flows

8.9.5.1 Acquirer reconciliation

Figure 21 shows the sequence of messages that may flow in support of an acquirer reconciliation transaction.

cevvnene 500/520 e
Acquirer — - 501/521- - = Card issuer
o 510/530 - - =
=
(¢9)
I BT 540-- - - - - -

Acquirer Card issuer

~ o550 i

Figure 21 — Acquirer reconciliation message flows

8.9.5.2 Card issuer reconciliation

Figufe 22 shows the sequence of messages that may flow in-support of a card issuer feconciliation
trangaction.

ceevre 502/522 s
Card issuer -----503/523>-- — Acquirer
—eee 512/532 -+ - =
3
D
-------- 542------=— ]
Card issuer Acquirer
~-----552-------- Y

Figure-22 — Card issuer reconciliation message flows

8.9.4 Reconciliation calculation

All amounts in the reconciliation messages are in the currency of reconciliation. The “x” portion of|{the fee data
elements defined_asxn 12 shall contain a “D” if the fee is due to the acquirer or a “C” if the fee is Jue from the
acquirer.

For the purposes of Table 48, it is assumed that the transaction currency is the same currengy as that of

recopciliation. If the currency of reconciliation is different from that of the transaction, then the reconciliation
amommm—mmmcmmmmpmhl transaction

amounts and fees.

The first portion of Table 48 identifies how the specified amount data elements from individual authorization,
financial presentments, reversal, chargeback and fee collections shall be computed for reconciliation. The
second portion identifies how the reconciliation counts shall be accumulated for inquiries, authorizations,
payments, transfers, financial presentments, reversals, chargebacks and fee collections. A repeat (xx1 or xx3)
message is not added to reconciliation totals unless the original message was not received.

The following steps shall be taken to calculate the Amount net reconciliation.

a) From the sum of:
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1) reconciliation fee amounts credit;
2) credits amount;
3) credits reversal amount;

4) credits chargeback amount.
b) Substract the sum of:
1) reconciliation fee amounts debit;

2) dehits amount;

3) dehits reversal amount;

4) debits chargeback amount.

If the Amount net reconciliation, after completing the foregoing computation, results in a-negative valug, the
character “0O0” shall be inserted into the “x” portion of Amount net reconciliation, otherwise;, the character “C”

shall be insdrted in the “x” portion.
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Table 48 — Reconciliation calculation

Amount calculations

MTI ;ﬁ&:?;ofz:sf Add data element To data element Bit

1XX, 2XX,4XX, 7XX C Amount fee of amounts [ Amount fee total of reconciliation fee | 109-2
1XX, 2XX, 4XX, 7XX D Amount fee total of reconciliation fee | 110-2

MTI Original Processing Add data element To data element Bit

MTI code
2 — 00-19 Amount transaction Debits amount 74-7
2xK — 20-29 Credits amount 74-1
4xp 2xx 00-19 Credits reversal amount 74-5
4xp 2xx 20-29 Debits reversal amount 74-11
4xp — 00-19 Credits chargeback ‘@mount 74-3
4xp — 20-29 Debits chargebackl/amount 74-9
4xp 4x2 00-19 Debits chargeback amount 74-9
4xp 4x2 20-29 Credits chargeback amount 74-3
Count calculations
MTI X" portion of Add To data element Bit
XX, 2XX, 4XX C Numeric value of 1 Number fee total of reconciliation fee 109-3
amounts credit
XX, 2XX, 4XX D Number fee total of reconciliation fee 110-3
amounts debit

mi | Onginal | Processing Add To data element Bit
XK — 00-29 Numeric value of 1 Authorizations number 75-1
1xix — 30-39 Inquiries number 75-4
2xK — 00-19 Debits number 74-8
2xK — 20-29 Credits number 74-2
2xK — 40-49 Transfers number 75-8
2xK — 50-59 Payments number 75-6
4xp 2xx 00-19 Credits reversal number 74-6
4xp 2%x 20-29 Debits reversal number 74-12
4xp 2XX 00-19 Credits chargeback number 74-4
4xp 2xx 20-29 Debits chargeback number 74-10
4x 4x2 00-19 Debits chargeback number 74-10
4x2 4x2 20-29 Credits chargeback number 74-4
4x0 1xx 00-29 Authorizations reversal number 75-2
4xx — 30-39 Inquiries reversal number 75-3
4xx — 40-49 Transfers reversal number 75-9
4xx — 50-59 Payments reversal number 75-7
7xX — n/a Fee collections number 75-5
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8.9.7 Reconciliation transaction flows

If the network management messages are used to initiate cutover, the following applies.

a) The receiver of the network management request or advice message indicating cutover or checkpoint
shall initiate new transactions with the new Date reconciliation or Reconciliation indicator (as indicated in
the network management request or advice message) only after sending the network management

response message.

b) The sender of the network management request or advice message indicating cutover or checkpoint shall
initiate new transactions with the new Date reconciliation or Reconciliation indicator only after receiving

the networkTmanagement Tespo

c) The regonciliation request or advice message shall be sent with the previous Date reconciliatid
Reconclliation indicator only after receiving (or sending) the network management response’ mes

(see Fidure 23).

Nnse Imessdge.

d) Reconclliation dates are in CCYYMMDD format.

------------------- 804 (20010102) et
------------------- 200 (20010101)----------------»--1|-----
T 422 (20010107 )----oerrvoom i
Acquirer I I - 814 (200110102) -+ -
I s 210 (20010101) -+ S vvvseeforsee
I ------------------- 220 (20010102) 5+ wwrroe -1
[ R 432 (2001090 )---www- - }
e 230 (200710102) -++++-verrsevee .
--------------- 500/520'(20010101) -+t
ey 5107530 (200101071) ---++--vvs- |
S 502/522 (02r0010101) ---------------
Ly 512/532 (20010101) -~ -

Card issuer

Figure 23 — Reconciliation example

8.10 Administrative message class

8.10.1 Admiinistrative description

QUUI| evveeemrmrmeesenenieeee e

n or
sage

Administrative activity is anything that supports the business and technical infrastructure between financial
institutions and their agents. The Function code is used to indicate the type of administrative activity that is

required (see Clause A.9).

8.10.2 Administrative message rules

The following applies to all administrative messages.

a) An administrative request, advice, or notification message (604/605 or 624/625 or 644) may be initiated
by either the sender or receiver as needed.

102

© 1SO 2003 — Al rights reserved


https://standardsiso.com/api/?name=598efd5d1a8cfc5f3291dcd267f5ce0a

ISO 8583-1:2003(E)

b) An administrative request response message (614) shall be sent in response to an administrative request
message (604/605). The administrative request response message (614) indicates receipt of the
administrative request message (604/605).

¢) An administrative advice response message (634) shall be sent in response to an administrative advice
message (624/625) to indicate receipt of the administrative advice message (624/625).

d) An administrative notification acknowledgement message (654) shall be sent in response to an
administrative notification message (644) only if the administrative notification message (644) indicated
(in Batch/file transfer message control) that acknowledgement was required. The administrative
notification acknowledgement message (654) indicates that a certain number of preceding notification

H a

AGGACIHOLAMALA.

8.10)3 Administrative message type identifiers

Tablg 49 defines the message type identifiers that may be used in an administrative transaction.

Table 49 — Administrative message type identifiers

MT Message Purpose From Jo Usage

604| | Administrative Requests information to support Sender Receiver
request the interchange network

605| | Administrative
request repeat

614| | Administrative Carries the answer to an Receiver | Sender Shall be sent in fesponse to
request response administrative request message a 604 or a 605

624] | Administrative Advises of information to support | Sender Receiver
advice the interchange network

625| | Administrative
advice repeat

634| | Administrative Carries the @ngwer to an Receiver | Sender Shall be sent in fesponse to
advice response administrative advice message a 624 ora 625

644] | Administrative Notifies.of an administrative Sender Receiver
notification action

654| | Administrative Acknowledges receipt or one or Receiver | Sender Shall be sent in fesponse to
notification more administrative notification a 644 if Batch/file transfer
acknowledgement messages message contro| requested

acknowledgemeint
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8.10.4 Administrative mandatory and conditional data elements

Table 50 lists the mandatory and conditional data elements used in administrative messages. The condition
codes are defined in Table 25.

Table 50 — Administrative mandatory and conditional data elements

Administrative messages Message type identifiers
Bit Data element name 604 614 624 634 644 654
605 625

1 (se¢ 5.3 for usage)

7 Date and time transmission 30 30 30 30 30

11 Systems trace audit number M ME M ME M NE
12 Date and time local transaction M ME M ME M

18 Megsage error indicator 36 36

24 Fur]ction code M M M

33 Forwarding institution identification code 10 10 10 10 10

39 Actjon code M M M M

59 Trapsport data 16 16

68 Batgh/file transfer message control 39 9
72 Datp record M M M

93 Trapsaction destination institution identification code M ME M ME M

94 Trapsaction originator institution identification code M ME M ME M
100 | Regeiving institution identification code 19 19 19 19 19

8.10.5 Admiinistrative message flows

Figure 24 sHows the sequence of messages that may flow in support of an administrative transaction.

Y V1Y Y R—
Sender -----605/625--- = Receiver
e 614/634 --------- - =
3
D
-------- 644------—
Sender Receiver
= =854+ Y

Figure 24 — Administrative message flows
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8.11 Retrieval and retrieval fulfilment

8.11.

1 Retrieval and retrieval fulfilment description

A retrieval is the activity (by the card acceptor, acquirer or relevant agent) needed to support a card issuer
who has determined that a transaction information document needs to be examined before a potential
chargeback is sent or to satisfy another need of the card issuer or cardholder. The Message reason code is
used to indicate the specific reason for the retrieval (Clause A.11). Only a card issuer can send a retrieval
request.

A retrieval fulfilment is where an acquirer has successfully retrieved the requested information or where the

reas
an a

8.11
Retr
mes
mes

The

8.11

bn it was not provided is advised. The Function code is used to indicate the result to the card
Cquirer can send a retrieval fulfilment.

2 Retrieval and retrieval fulfilment message rules

eval uses the request/response and notification/acknowledgement messages’from the a
bage class. Retrieval fulfilment uses the notification/acknowledgement messages from the a
bage class.

following applies to administrative messages when used for retrievat:

An administrative request message (602/603) or administrative/instruction message (662) s
when the card issuer requires sight of a transaction information document.

An administrative request response message (612) shall be sent in response to an administr.
message (602/603). The administrative requestxrésponse message (612) indicates re
pdministrative request message (602/603). It is net a retrieval fulfilment.

An administrative instruction acknowledgement message (672) shall be sent in resp
administrative instruction message (662)*anly if the administrative instruction message (662
Batch/file transfer message control that-acknowledgement was required. The administrativ
bcknowledgement message (672)-indicates that a certain number of preceding instructio]
were received. It is not a retrieval fulfilment.

following applies to administrative messages when used for retrieval fulfiiment.

An administrative notification message (640) shall be sent by the acquirer to indicate the r|
retrieval fulfilment.

An administrative notification acknowledgement message (650) shall be sent by the c3
response toa*administrative notification message (640) only if the administrative notificati
640) indicated in Batch/file transfer message control that acknowledgement was re
pdministrative notification acknowledgement message (650) indicates that a certain number
hotification messages were received.

issuer. Only

dministrative
dministrative

hall be sent

htive request
ceipt of the

onse to an
indicated in
e instruction
n messages

esults of the

rd issuer in
pon message
quired. The
of preceding

.3 Retrieval and retrieval fulfilment message type identifiers

Table 51 defines the administrative message type identifiers that may be used in support of a retrieval.
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Table 51 — Retrieval message type identifiers

MTI Message Purpose From To Usage
602 | Administrative Request for transaction information Card Acquirer
request issuer
603 | Administrative
request repeat
612 | Administrative Indicates receipt of previous Acquirer Card Shall be sent in response to
request response administrative request message issuer a 602 or a 603
662 | Administrative Request for transaction information Card Acquirer
instruction issuer
672 | Administrative Acknowledges receipt of one or Acquirer Card Shall be sent in responsg to
instrugction more administrative instruction issuer a 662 if Batch/file transfer
ackngwledgement | messages message controlequested
acknowledgement
Table 52 defines the administrative message type identifiers that may be used in sdpport of a retqieval
fulfilment.
Table 52 — Retrieval fulfilment message type identifiers
MTI Message Purpose From To Usage
640 | Administrative Indicates whether previous Acquirer Card
notifidation retrieval could be fulfilled and issuer
method of delivery
650 | Administrative Acknowledges receipt of one Card Acquirer | Shall be sent in responsg to
notifigation or more administrative isSuer a 640 if Batch/file transfer
ackngwledgement notification messages message control requesied
acknowledgement
8.11.4 Retrieval and retrieval fulfilment mandatory.and conditional data elements
Table 53 lists the mandatory and conditional data-elements used in administrative messages when used in

support of rdtrieval and retrieval fulfilment. The‘condition codes are defined in Table 25.

Table 53 — Retrieval and retrieval fulfilment mandatory and conditional data elements

Administrative messages Message type identifiers
Bit Data‘element name 602, 603 612 640, 662 650, 672
1 (see 5.3 for usage)
2 Primary accountnumber 07 16 07
11 Systems tface audit number M ME M ME
12 Date andtime local transaction M ME M
18 Message error indicator 36
21 Transaction life cycle identification data 33 33 33 33
24 Function code M M
25 Message reason code M M
30 Amounts original 08 08 08
31 Acquirer reference number 40 40 40
32 Acquiring institution identification code M ME M
33 Forwarding institution identification code 10 10 10
37 Retrieval reference number 15 15
39 Action code M M
68 Batch/file transfer message control 39 39
100 Receiving institution identification code 19 19 19

106
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5 Retrieval and retrieval fulfilment message flows

Figure 25 shows the sequence of administrative messages that may flow in support of a retrieval.

Figu

8.12

8.12

Erro
7.1.5

8.12
Erro

The

SE— N7 -

Cardissuer |  -------- 603-----=— Acquirer
e 612 --roeeeens - =

3

(©]

-------- 862 = _

Card issuer Acquirer :
- =B72- e i

Figure 25 — Retrieval message flows

Figure 26 — Retrieval fulfilment message flows
Error messages

1 Error messages description

messages allow for the details of specific errors to be returned to the message sender (s

)-
2 Error messages message-rles

messages use the notification/acknowledgement messages from the administrative messag
following applies to alFadministrative messages when used for error messages.

All error messageés shall be sent as administrative notification messages.

An administrative notification message (644) shall be sent in response to any previous|
message:

e 26 shows the sequence of administrative messages that may flow in suppest-of a retrieval fulfilment.
I . LTI - =
Acquirer Card issuer 3
—------650-------- ®
f

be 7.1.4 and

b class.

y submitted

1)~ that cannot be parsed by the receiver_in which case the Function code shall be “650”:

7

2) which contains an MTI that is not recognized by the receiver, in which case the Function code shall
be “651”;
3) in response to a previously submitted notification or instruction message if the receiver detects an

error condition in the notification or instruction message:

i)

the Function code shall be “652” if the error condition results in the rejection of a single message

and the Message error indicator data elements shall provide a code that explains the error

condition;

the Function code shall be “653” if the error condition results in the rejection of an entire batch or

file. The Message error indicator data element shall provide a code that explains the error
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ii)

condition. Only one administrative message shall be returned for the entire batch or file, i.e. the
receiver shall not return every single message in the batch or file;

if the Function code is “650” or “651”, the Message error indicator is not required.

c) An administrative notification acknowledgement message (654) shall be generated in response to an
administrative notification message (644) only if the administrative notification message (644) indicated
(in Batch/file transfer message control) that acknowledgement was required. The administrative
notification acknowledgement message (654) indicates that a certain number of preceding notification
messages were received.

d) Within g

niol

¢hdata

and/or 3

8.12.3 Erro

P drainiad . natifl fioa oo = $ Dot P o~ = lanaant akhall -tk H=SWP-N H
T adrmm TSt atve oo atioTT e SSayt, e oData 1eoUTU Uata CTeTiTe T STal CoTTialT T aremrvartda

ny additional information that will assist in correcting the error condition.

' messages message type identifiers

Table 54 defines the administrative message type identifiers that may be used in error message.

Table 54 — Error messages message type identifiers

MTI Megssage Purpose From To Usage
644 | Administrative | Notifies of an error condition Receiver | Sender /~Shall be sent by the receiver of &
notifigation detected by the receiver in a message that cannot be parsed,|a
previously submitted message message that contains an
unrecognized MTI, or a notificatipn
or instruction message in which the
receiver detected an error condifion.
654 | Administrative | Acknowledges receipt of one or | Sender™ [ Receiver | Shall be sent in response to a 644 if
notifigation more administrative notification Batch/file transfer message contfol
acknqwledge- messages requested acknowledgement
ment
8.12.4 Errof messages mandatory and conditional data elements
Table 55 lists the mandatory and conditidonal data elements used in administrative messages when usgd in
support of efror messages. The condition codes are defined in Table 25.
Table 55 —Error messages mandatory and conditional data elements
Administrative messages MTI
Bit Data element name 644 654
1 {see 5.3 for usage)
11 Systems trace audit number M ME
12 Date and time local transaction M M
18 Message error indicator 41
21 Transaction life cycle identification data 37 16
24 Function code M
33 Forwarding institution identification code 10
68 Batch/file transfer message control 37
69 Batch/file transfer control data 37
72 Data record M
93 Transaction destination institution identification code M
94 Transaction originator institution identification code M
100 Receiving institution identification code 19
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8.12.5 Error messages message flows

Figure 27 shows the sequence of administrative messages that may flow in support of an error message
where all or part of the MTI is not recognized, or the receiver is unable to parse the message.

--------------- L R— 4
Sender Receiver 3
——ee [ R o
f
-------------- Y YV R 2 |
Sender Receiver 3
e 654 - rrrrereeeees ®
f

Figure 27 — Error messages flows when message type cannot'be recognized

Figufe 28 shows the sequence of administrative messages that may flow-in support of an erfor message
wheie the MTI indicates a notification or instruction message and there are errors within the messpge.

Sender Receiver

—~--auwl] ----

Figure 28 — Error messages flows when nétification or instruction message contains|errors
8.13 Fee collection message class

8.13{1 Fee collection description

Fee [collection is the activity that supports the collection and disbursement of miscellaneous [service fees
between financial institutions.

Fee [collection has financialimpact and affect reconciliation totals (see Table 48). Fee collection shall not
affedt a cardholder account.

To cancel, either‘partially or completely, a previous fee collection transaction that was submittdd in error, a
further fee collection transaction shall be sent using Function code 701.

8.13]2 _Fee collection message rules

The Tollowing applies to all fee collection messages.
a) Fee collection messages may be in either direction i.e. acquirer to card issuer or card issuer to acquirer.

b) A fee collection advice message (720/721 or 722/723) or fee collection notification message (740/742)
shall be sent when an institution wishes to claim or pay a miscellaneous service fee.

c) A fee collection advice response message (730/732) shall be sent in response to a fee collection advice
(720/721 or 722/723) message. A fee collection advice response message (730/732) indicates the
receiver's response to the fee collection advice message (720/721 or 722/723). A fee collection advice
message (720/721 or 722/723) shall not be declined by the receiver, except for the specific reasons

defined in Clause A.1.
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d) A fee collection notification acknowledgement message (750/752) shall be sent in response to a fee
collection notification message (740/742) only if the fee collection notification message (740/742)
indicated (in Batch/file transfer message control) that acknowledgement was required. The fee collection
notification acknowledgement message (750/752) indicates that a certain number of preceding
notification messages were received.

8.13.3 Fee collection message type identifiers

Table 56 defines the message type identifiers that may be used in a fee collection transaction.

Table 56— E lecti identifi

MTI Message Purpose From To Usage
720 | Acquirer fee collection Advises of a service fee Acquirer Card
advice due to be collected issuer

721 | Acquirer fee collection
advice repeat

730 | Acquirer fee collection Carries the answer to an Card Acquirer | Shall be sent in responsg to

advice response acquirer fee collection issuer a’720 ora 721
advice

740 | Acquirer fee collection Notifies of a service fee Acquirer Card
notifigation due to be collected issuer

750 | Acquirer fee collection Acknowledges receipt of Card Acquirer | Shall be sent in responsg to
notifigation one or more acquirer fee issuer a 740 if Batch/file transfer
ackngwledgement collection notifications message control requesjed

acknowledgement

722 | Card |ssuer fee collection Advises of a service fee Card Acquirer

advice due to be collected issuer

723 | Card |ssuer fee collection
advice repeat

732 | Card |ssuer fee collection Carries the answer to a Acquirer Card Shall be sent in responsg to

advice response card issuer fee collection issuer a722ora’723
advice

742 | Card |ssuer fee collection Notifies of a service fee Card Acquirer
notifigation dué to be collected issuer

752 | Card |ssuer fee collection Acknowledges receipt of Acquirer Card Shall be sent in responsg to
notifigation one or more card issuer issuer a 742 if Batchffile transfer
ackngwledgement fee collection notifications message control requesied

acknowledgement

8.13.4 Fee gollection mandatory and conditional data elements

Table 57 lists the mandatory and conditional data elements used in fee collection messages. The condition
codes are defined in Table 25.

In fee collection messages, the Primary account number (PAN) may contain the card issuer's institution
identification number only (in accordance with ISO 7812-1).
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Table 57 — Fee collection mandatory and conditional data elements

Fee collection messages

Message type identifiers

Bit Data element name 720 730 740 722 732 750
721 742 723 752
1 (see 5.3 for usage)
2 Primary account number M ME M M ME
7 Date and time transmission 30 30 30 30 30
11 Systems trace audit number M ME M M ME ME
12 Date and time local transaction M ME M M VIE
18 Message error indicator 36 36
2 Transaction life cycle identification data 34 34 34 34 B4 34
24 Function code M M M
28 Date reconciliation 12 12 12
29 Reconciliation indicator 14 23 14
3 Acquirer reference number 40 40 40
32 Acquiring institution identification code [\ ME M M ME
3 Forwarding institution identification code 10 10 10 10 10
39 Action code M M M
46 Amounts fees M ME M M ME
59 Transport data 16 16
68 Batch/file transfer message control 39 39
100 Receiving institution identification code 19 19 19 19 19

8.13|5 Fee collection message flows

8.13)5.1

Acquirer fee collection

Figufe 29 shows the sequence of messages that may flow in support of an acquirer fee collection fransaction.

SE— N —

Acquirer [ oo 721----- = Card issuer
- 4TI R - ~

3

D

Acquirer | Card issuer
- =750 i

Figure 29 — Acquirer fee collection message flows
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8.13.5.2 Card issuer fee collection

Figure 30 shows the sequence of messages that may flow in support of a card issuer fee collection
transaction.

SE— N 7 E—
Cardissuer |  -------- 723-----=— Acquirer
s 732 -ceeeeeeeee - =
3
D
-------- 742------ = ]
Card issuer Acquirer
- =752 1

Figure 30 — Card issuer fee collection message flows
8.14 Netwprk management message class

8.14.1 Network management description

Network mgnagement is the range of activities carried out to control)the system security and opergting
condition of fhe interchange network and may be initiated by any interchanging party.

The following types of network management activity are defined.

a) System|condition management, which is used to establish and report system availability and to|give
instructipns pertaining to message handling during periods of system unavailability. These messages| may
be used as part of normal system initialization or shutdown or as part of a failure recovery scheme.

b) System|security management, which is useddo control security aspects of the interchange system [such
as key |and password management and(security alerts. These messages may be used as part|of a
security|procedure, e.g. automatic periodic key changes (see 8.15).

c) System|accounting management; \which is used to identify the end of a reconciliation period. These
messages may be used as part-of a reconciliation process (see 8.9.). The receiver shall not dgcline
system jpaccounting messages ‘unless for specific reasons as defined in Clause A.1.

d) System|audit controls management, which is used to test integrity of interchange links and/or usgd as
part of gn integrity cheek’or failure recovery scheme.

e) Batch and file transfer header and trailer control management, which is used to denote the start apd/or
end of hatch ox-file transfer.

8.14.2 Netwerk-managementmessagerules

The following applies to all network management messages.

a) A network management request message (804/805) shall be sent to request a network management
activity.

b) A network management response message (814) shall be sent in response to a network management
request message (804/805).

c) A network management advice message (824/825) shall be sent to advise of a network management
activity.
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d) A network management advice response message (834) shall be sent in response to a network
management advice message (824/825) to indicate receipt of the network management message

(824/825).

e) A network management notification message (844) shall be sent to advise of a network management

activity.

f) A network management notification acknowledgement message (854) shall only be sent in response to a
network management notification message (844), if the network management notification message
indicated (in Batch/file transfer message control) that an acknowledgement was required (e.g. to confirm
that a complete batch or file has been received).

8.14

Tabl

3 Network management message type identifiers

Table 58 — Network management message type identifiers

b 58 defines the message type identifiers that may be used in a network management fransagtion.

notification
acknewledgement

of one or more network
activities

MT Message Purpose From To Usage
804 | Network management Requests a network Sender | Receiver
request management, batch
transfer or file transfer
activity
808 | Network management
request repeat
814 | Network management Carries the answer to a Receiver | Sender | Shall be sentin fesponse to
request response network management.or a 804 or a 805
batch/file transfer.request
message
824 | Network management Advises of a network Sender | Receiver
advice management activity
828 | Network management
advice repeat
834 | Network management Carries the answer to a Receiver | Sender | Shall be sentin fesponse to
advice response network management a 824 ora 825
advice
844 | Network management Notifies of a network Sender | Receiver
notification management or batch/file
transfer action
854 | Network-management Acknowledges completion Receiver | Sender | Shall be sentin fesponse to

a 844 if Batch/fi
message contro|
acknowledgeme

e transfer
requested
nt.
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8.14.4 Network management mandatory and conditional data elements

Table 59 lists the mandatory and conditional data elements used in network management messages. The
condition codes are defined in Table 25.

Table 59 — Network management mandatory and conditional data elements

Network management messages Message type identifiers
Bit Data element name 804 | 814 | 824 834 844 854
805 825
1 (seel5.2 for usage)
7 Date|and time transmission 30 30 30 30 30 30
11 Systéms trace audit number M ME M ME M M
12 | Dateland time local transaction M ME M ME M VE
18 | Mesgage error indicator 36 36
24 | Fungtion code M M M
25 | Mesgage reason code 39 39
28 | Date|reconciliation 24 16 24 16 24
29 | Recqgnciliation indicator 25 16 25 16 25
33 | Forwjarding institution identification code 10 10 10 10 10
39 | Actign code M M M M
59 | Trangport data 16 16
68 | Batch/file transfer message control 39 39
69 | Batchffile transfer control data 39 ME 39 ME
70 File fransfer description data 38 ME 38 VIE
93 | Tranpaction destination institution identification code M ME M ME M VE
94 | Tranpaction originator institution identiification code M ME M ME M VIE
100 | Recgiving institution identification code 19 19 19 19 19 19
8.14.5 Network managementmessage flows
Figure 31 shows the sequénce of messages that may flow in support of a network management transaction.
S (Y p—
Sender -----805/825--- = Receiver
i B14/834 e -
3
-------- 844------—
Sender Receiver
—------854-------- 1

Figure 31 — Network management message flows
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8.15 Key management

8.15.1 Key management description

Key management is the activity of requesting or exchanging information regarding cryptographic keys, such
as request key change or request verification of key.

8.15.2 Key management message rules

Key management uses the request/response and advice/response messages from the network management
message class.

The following applies to all network management messages when used for key management.

a) A network management request message (804/805) shall be sent to request a key management activity:
1) Security related control information data element contains information on ‘the associated transaction

key. The sender and the receiver agree the format in accordance with 1IS©-13492;
D)  Key management data data element contains a key in cryptagraphic format and may contain
associated key check digits.

b) A network management response message (814) shall be sentiin response to a network management
request (804/805).

c) A network management advice message (824/825) shallkbe to convey information about a dryptographic
ey, e.g. deliver a key. The Function code data element shall be used to indicate the |type of key
management activity required:

1) Security related control information data €lement contains information on the associated transaction
key. The sender and the receiver agree the format in accordance with ISO 13492;

P) Key management data data element contains key in cryptographic format and may contain
associated key check digits.

d) A network management advice ‘response message (834) shall be sent in response t¢ a network
Mmanagement advice message (824/825) to indicate receipt of the network management adv|ce message
824/825).

8.15|3 Key management-message type identifiers

Tablge 60 defines the'\network management message type identifiers that may be used in key management.

Table 60 — Key management message type identifier
MT Message Purpose From To Usqge
804——Network—management Regquest-akey-management Sender——Reeeiver |
request activity
805 | Network management
request repeat
814 | Network management Carries the answer to a network | Receiver | Sender | Shall be sent in response
request response management request message to a 804 or 805
824 | Network management Advises of a key management Sender | Receiver
advice activity
825 | Network management
advice repeat
834 | Network management Carries the answer to a network | Receiver | Sender | Shall be sentin response
advice response management advice message to a 824 or 825
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8.15.4 Key management mandatory and conditional data elements

Table 61 lists the mandatory and conditional data elements used in network management messages when
used in support of key management. The condition codes are defined in Table 25.

Table 61 — Key management mandatory and conditional data elements

Network management messages Message type identifiers
Bit Data element name 804 814 824 834
805 825
1 (see 5.3 for usage)
7 Date and time transmission 30 30 30 30
11 Systems trace audit number M ME M ME
12 Date and time local transaction M ME M ME
18 Message error indicator 36 36
24 Fynction code M M
25 Megssage reason code M M
33 Fqgrwarding institution identification code 10 10 10 10
39 Agtion code M N
53 S¢gcurity related information M M
59 Trpnsport data 16 16
93 Transaction destination institution identification code M ME M
94 Transaction originator institution identification code M ME M ME
96 Key management data 35 M
100 Receiving institution identification code 19 19 19 19
8.15.5 Key management message flows
Figure 32 shows the sequence of ‘network management messages that may flow in support of| key
management.
meneanee - 804/824 ------- - :|
Sender ----- 805/825--- — Receiver 3
s 814/834 oo v

Figure 32 — Key management message flows

8.16 Batch transfer

8.16.1 Batch transfer description

The definitions of request and advice messages in this part of ISO 8583 require a specific response to each
request or advice sent. This is inefficient where the acquirer, without recourse to the card issuer, has
completed transactions and now wishes to inform the card issuer of the results.

116
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Batch transfer allows transaction details to be sent as a series of notification or instruction messages without
requiring a response message for every message sent. Control is maintained by the use of notification or
instruction acknowledgement messages, which may be sent periodically, within the transmission of a batch.

The same technique can be employed between the card issuer and acquirer where the card issuer is required

to send individual messages, such as chargeback messages, without the need for an individual response to
each one.

8.16.2 Batch transfer message rules

The following applies to batch transfer messages.

a) Each batch in a batch transfer shall begin and end with a network management message, epntaining the
bppropriate Function code and Batch/file transfer control data data element:

1) the Function code within the network management message indicates the start’and end ¢f a batch;

P) the Batch/file transfer file identification sub-element of Batch/file transfer control dafia within the
network management message (804/805 or 844) provides a unique identifier for the batch;

B) the network management message that begins the batch shalk be a request/response| (804/814) if
one or more messages within a batch request an acknowledgement from the receiver;

1) the network management message that begins the batch may be either a notification (844) or a
request/response (804/814) if no acknowledgements ate requested within the batch.

b) KA batch shall consist of notification or instruction messages with an optional reconciliation trapsaction.

c) [The Batchffile transfer message number sub-element of Batch/file transfer message contro| within each
message in a batch provides a unique message sequence number within the batch.

d) Additional requirements for the sequencing of messages within a batch are left to bilateral agteement.

8.16/3 Batch transfer message type identifiers

Therg are no specific message types needed to support batch transfer. Batch transfer is achieved by the use
of existing message types and a number of specific data elements defined to support this activity. Details of
thesg specific data elements’and the rules for their usage are given in 8.16.4.

8.16]4 Batch transfer-mandatory and conditional data elements

8.16/4.1 General

The frelevant'mandatory and conditional data elements of any message type which is used in batch transfer
applies:

Because in batch transfer there is not a mandatory requirement for a response to each message sent, there
needs to be a method of control so that messages are not lost and transmission problems do not result in the
need to resend messages that have been successfully sent. The data elements listed below are used to
provide these controls.

8.16.4.2 Batchl/file transfer message control

The Batch/file transfer message control data element shall be present in all notification, notification
acknowledgement, instruction and instruction acknowledgement messages submitted as part of a batch
transfer. It provides the unique message number and acknowledgement control for the message. This data
element consists of two sub-elements.
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In notification or instruction messages:

a)

b)

Sub-element 1 (Batch/file transfer acknowledgement code) indicates whether the sender requires an
acknowledgement from the receiver. When this sub-element indicates “acknowledgement required,” the
sender shall not transmit any other notification or instruction message before receiving a notification

acknowledgement or instruction acknowledgement message.

Sub-element 2 (Batch/file transfer message sequence number) provides the unique sequence nu
assigned to the message within the batch.

In notification acknowledgement or instruction acknowledgement messages:

a)

b)

c)

A list of valups and definitions for sub-element 1 can be-found in Clause A.6.

8.16.4.3 Bhptch/file transfer control data

The Batch/fife transfer control data data element shall be present in network management request, reqg
response, notification messages and notification acknowledgement messages that denote the start and e
a batch. It pfovides the batch identification and number of messages in the batch. This data element cor
of two sub-elements.

a)

b)

mber

Sub-element 1 (Batch/file transfer acknowledgement code) indicates whether acknowledgementfrom the

receivel is positive or negative.

Sub-element 2 (Batch/file transfer message sequence number) indicates to the sender the last message

number|correctly received by the receiver:

1) if spb-element 1 is set to 3 (e.g. positive acknowledgement), the receiver shall 'set sub-elemen{ 2 to

ind|cate the last message number correctly received;

2) if spb-element 1 is set to 7 (negative acknowledgement, repeat requested), the receiver sha
sulj-element 2 to indicate the last message number correctly received before an error was detec

3) if gub-element 1 is set to 8 (negative acknowledgement, ne, repeat), the receiver shall set
element 2 to indicate the last message number correctly regeived before an error was detected.

| set
ed;

sub-

If an expected acknowledgement message is not receivéd; the sender shall resend the instruction or

notificatjon message without change.

Sub-element 1 (Batch/file transfer message count) indicates the total number of notification or instru
messages to be transnitied for this batch. This count does not include network management mess|
or reconciliation méssages. A value of all nines in this sub-element when used in the net

batch.

uest
nd of
sists

ction
ages
work
this
5 the

Sub-eletrén
being sent.

8.16.5 Batch transfer message flows

atch

Figure 33 shows the sequence of messages that may flow in support of an acquirer initiated batch transfer
and Figure 34 shows the sequence of messages that may flow in support of a card issuer initiated batch
transfer. To avoid overcomplicating the figures, only a limited number of message types are shown. In
practice, any defined notification message type may be included in a batch transfer.

118

© 1SO 2003 — Al rights reserved


https://standardsiso.com/api/?name=598efd5d1a8cfc5f3291dcd267f5ce0a

ISO 8583-1:2003(E)

------------ 804/805-~=
Acquirer e 814 -veeereee ; Card issuer
--------------- Y E——
--------------- Y1 —
R 250 oo - -
3
n times @
""" 520752 ——=
e 530 e -
----------- 804/805 ------=
-~ o814
!
Figure 33 — Acquirer initiated batch transfer message flows
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Figure 34 — Card issuer initiated batch transfer message flows
See jAnnex D for additional examples
8.17 File transfer
8.17)1-File transfer description

Although batch transfer (see 8.16) improves the efficiency of exchanging data, there are situations where
institutions may wish to transfer larger volumes of data in the minimum number of messages.

File transfer consists of the submission of a group of file action messages (3xx) in which the Data record data
element contains data from a number of business transactions. The data contained in the Data record data
element may or may not be based on message types identified in this part of ISO 8583. The structure of the
Data record data element is subject to bilateral agreement.

This part of ISO 8583 defines a file as “a collection of Data record data elements” and a Data record data
element as “other data required to be passed in order to support an administrative activity or file action”.
Therefore, a file transfer is a series of 3xx messages where the total number of such messages constitutes a

file.
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These definitions do not however adequately define what is contained within an individual Data record data
element. The Data record data element is a variable length data element of considerable length where details
of several business transactions can be carried.

To facilitate interchange, the details of a single business transaction are defined as being contained in a single
elementary data record. The structure of an elementary data record is subject to bilateral agreement. Thus, a
file of business transactions is split up and sent as a number of elementary data records contained in the Data
record data element in the minimum number of 3xx messages needed.

In order that the recipient of such a file of 3xx messages can extract the individual elementary data records
from each 3xx message, the File transfer description data data element is used to advise the recipient of the

fl H d b ar of Alaraantoe, Aot - da baina-can + Tha lanath of aocbh Alarmaanta s, Aot o ol
lle size an O ToCT O CTeTTIeTrtaTry  gota TCCOTOS— OCT g oSCTt— T hiC e gt T o catr oo ary gata o Cora may

vary and may be defined as part of the structure of the elementary data record, which is subject to-bilgteral
agreement.

8.17.2 File fransfer message rules

The following applies to file transfer messages.

a) Each file in a file transfer shall begin and end with a network management transaction (804/805 or|(844)
containipng the appropriate Function code and Batch/file transfer control data and File transfer description

data data elements:

1) the|Function code within the network management message (8047805 or 844) indicates the start or
end of the file;

2) the| Batch/file transfer file identification sub-element .of\‘Batch/file transfer control data within the
netivork management message (804/805 or 844) provides a unique identifier for the file;

3) the|network management transaction that begins\the file shall be a request/response (804/814) if one
or more messages within the file request acknowledgement from the receiver;

4) the| network management transaction «that begins the file may be either a notification (844)|or a
request/response (804/814) if no acknowledgements are requested within the file.

b) A file shall consist of 3xx file action aotification or instruction messages:

1) Filg name within the file aetion notification or instruction message indicates the name of the file {o be
updated at the receiveris.location, e.g. warning bulletin file.

c) File actipn messages sent by the acquirer to the card issuer shall be notification messages.
d) File actipn messages sent by the card issuer to acquirer shall be instruction messages.

e) File action messages sent from sender to receiver (parties other than the card issuer or acquirer) may be
either nptification or instruction messages.

f)  The Batch/file transfer message number sub-element of Batch/file transfer message control within each
message in a file provides a unique message sequence number within the file.

8.17.3 File transfer message type identifiers
File transfer uses the file action message types to send files. The specific requirements are defined in 8.6. File

transfer uses a number of specific data elements to support this activity. Details of these specific data
elements and the rules of their usage are given in 8.17.4.
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8.17.4 File transfer mandatory and conditional data elements

8.17.41 General
The relevant mandatory and conditional data elements of any message type which is used in batch transfer
applies, as do the conditions defined in 8.6.

Because in file transfer there is not a mandatory requirement for a response to each message sent, there
needs to be a method of control so that messages are not lost and transmission problems do not result in the
need to resend messages that have been successfully sent. The data elements listed below are used to

provide these controls.

8.17]4.2 Batchl/file transfer message control

The | Batch/file transfer message control data element provides the unique message number and

acknowledgement control for the message. Its use in file transfer is identical to its use in batch fransfer (see

8.16]4.2 for more information).

8.17(4.3 Batch/file transfer control data

The (Batch/file transfer control data data element shall be present in metwork management mg¢ssages that

denqte the start and end of the file. It shall also be present in each-3%x file action message within a file. This

datalelement consists of two sub-elements.

a) Pub-element 1 (Batch/file transfer message count) indicates the number of 3xx file action megsages to be
ransmitted in this file. A value of all nines in this stb-element when used in a network management
message that starts the file indicates that the sender will provide the actual count in this sup-element in
he network management message that ends theffile.

b) PBub-element 2 (Batch/ffile transfer file identification) provides the unique identifier assigndd to the file
being sent.

8.17|4.4 File transfer description data

The File transfer description data-data element is used only in file transfer messages. It shall be pfesent in 8xx

network management and 3xxfile’action messages that are submitted as part of a file transfer. Itprovides the

size pf the file to be sent, the, total number of elementary data records in the file and the number of elementary
data(records that remainto;be transferred.

This[data element consists of three sub-elements.

a) PBub-element 1 (File transfer file size) provides the total length in bytes of the elementary dafa records in
he fileta:be sent. A value of zero (0) in this sub-element indicates that the length of the file is|irrelevant.

b) PBub-element 2 (File transfer elementary data record count) indicates the total number of elementary data
acnarde in tha fila i ha cAnt

c) Sub-element 3 (File transfer remaining data record count) indicates the remaining number of elementary
data records in the file to be sent.

8.17.5 File transfer message flows

Figure 35 shows the sequence of messages that may flow in support of an acquirer initiated file transfer and
Figure 36 shows the sequence of messages that may flow in support of a card issuer initiated file transfer.
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Figure 35 — Acquirer initiated file transfer message flows
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Figure 36 — Card issuer’initiated file transfer message flows

See Annex [ for additional examples.

9 Messgge and transaction matching

9.1 General

Where matching is<«equired, it is achieved by reference to a set of fixed unchanged data elements. Two fypes
of matching pre defined.

M PN H 4 I b 4 F 4 |
a essa matthing; e twotmessSageexcnange,stucnasrequestrequesStrepearantTresponse:

b) Transaction matching, i.e. matching subsequent life cycle transactions, such as a financial presentment
and a chargeback.

9.2 Message matching

The System trace audit number data element shall be used to match messages within a two message
exchange, such as:

a) request, request repeat and request response;

b) advice, advice repeat and advice response;
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notification and notification acknowledgement;

instruction and instruction acknowledgement.

Transaction matching

The Transaction life cycle identification data data element shall be used to match subsequent life cycle
transactions, e.g. a financial presentment to an earlier authorization or a chargeback to an earlier financial
presentment. Once assigned, the Transaction life cycle identification data data element shall remain the same
for all subsequent messages in the transactions life cycle (i.e. reversal, retrieval, chargeback etc.). See
Table 62 for an example of how to complete the indicated data elements. In this example, it is assumed that

the g

ard Issuer charges back the financial presentment message.

Table 62 — Matching using the same values in the Life cycle transaction sequence n1lmber

. Message matching Transaction matchihg
fransaction sequence MTI
Systems trace audit number | Transaction life cycle identif|cation data

Authorization 100 000000000001 1200006230000001p0
Authorization repeat 101 000000000001 120000623000000190
Authorization response 110 000000000001 120000623000000100
Financial presentment 240 000000000002 120000623000000100
Partial reversal 440 000000000003 120000623000000190
Chgrgeback 442 000000000004 120000623000000100
Chdrgeback acknowledgement | 452 000000000004 120000623000000190

Where the acquirer has obtained one authorization’and then submits more than one financial presentment

(e.g.| one authorization for two airline tickets followed by two financial presentments, one for pach ticket),

Tablg 63 gives an example of the usage ‘of Systems trace audit number and Transactign life cycle

ideniification data. In this example, it is_assumed that the card issuer charges back the sec¢nd financial

presentment message. When this occurs;

a) fransaction matching between\the authorization and the financial presentment messages| would then
bccur based on only the first two parts of Transaction life cycle identification data, i.e. majching would
exclude Life cycle transaction sequence number,

b) Bl subsequent transaction matching (retrieval to financial presentment, chargeback [to financial
presentment, ete.)-would occur based on all parts of Transaction life cycle identification dgta, including
he Life cycledransaction sequence number.

Table-63 — Matching using different values in the Life cycle transaction sequence nymber
Message matching Transaction matching
———Fransactionsequence——————MH———sycrems trace | Transaction life cycle
audit number identification data
Authorization 100 000000000001 120000623000000100
Authorization repeat 101 000000000001 120000623000000100
Authorization response 110 000000000001 120000623000000100
Financial presentment No. 1 240 000000000002 120000623000000101
Financial presentment No. 2 240 000000000003 120000623000000102
Chargeback of financial presentment No. 2 442 000000000004 120000623000000102
Chargeback acknowledgement for financial 452 000000000004 120000623000000102
presentment No. 2
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Where multiple authorizations were obtained covering a single financial presentment (e.g. in the hotel industry
where an acquirer obtains several authorizations when a cardholder chooses to extend his stay), the acquirer

may

10

10.1

The

institution id

The

allocation of

The

maintenance

Figu

assign the same non-zero value to Transaction life cycle identification data for each authorization and
submit the same value in the financial presentment, in which case it will be up to bilateral agreement to
determine how the authorizations and financial presentment will be specifically matched, or alternatively

assign different values to the Transaction life cycle identification data for each authorization and then
submit a single financial presentment where the Transaction life cycle identification data of the final
authorization obtained shall be used. Matching between the final authorization and any subsequent

transac
bilatera
matche

Regis!

General

RMMG

scope 3

scope §
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ration and maintenance management group (RMMG)

entification codes, the maintenance of codes and other changes 4o this part of ISO 8583.

nd specific responsibilities of the RMMG, along with the .associated registration authority fo
institution identification codes (lIC's), are specified in 1SO_8583-2.

nd specific responsibilities of the RMMG, along with the associated maintenance agency fg
of this part of ISO 8583, are specified in ISO 8583-3.
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© 1SO 2003 — Al rights reserved


https://standardsiso.com/api/?name=598efd5d1a8cfc5f3291dcd267f5ce0a

ISO 8583-1:2003(E)

10.2 Allocation of institution identification codes

Any institution already holding an identification number assigned through 1SO 7812 shall use that identification
number as their institution identification code.

For those institutions who are not eligible for a card issuer identification number (IIN) assigned through the

procedures specified in 1SO 7812, application for an institution identification code (lIC) shall be via the
processes specified in ISO 8583-2.

10.3 Development of this part of ISO 8583

Any |institution or organization using this part of 1ISO 8583 may submit an application to the . RMMG for a
change to any or all of the following items and the associated rules and condition codes that may be
applicable:

a) pdditional codes to those defined in Annex A;

b) hew message type identifier or message class values;
c) phew primitive data elements;

d) phew constructed data elements;

e) hew composite data elements;

f) pew dataset identifiers values and/or sub-elements related to an existing composite data element;
g) pew sub-elements in an existing composite data_element dataset.

The procedures for requesting and approving changes shall be in accordance with ISO 8583-3.

It is the responsibility of the RMMG to ensurethat only changes that do not require a new versior] number are
apprpved between major revisions of this part of ISO 8583 (see 5.1.2.2).

11 Guidance on the use 'of this part of ISO 8583

11.1] Additional message types
This|part of ISO 8583 is so constructed that new message type identifiers may be added by eitherfamendment

to th|s part of ISQ'8583, or by use of the national or private series of message type identifiers within the terms
of this part of SO 8583.

11.2 Additional data elements

This part of ISO 8583 is constructed so that new data element(s) may be added. An unassigned bit shall be
required. Such assignment shall be made either by amendment to this part of ISO 8583 or by national or
private agreement within the terms of this part of ISO 8583.

The addition of a new data element is facilitated by the assignment of that data element to a position in the

message bit map. In conjunction with the bit map technique, each data element is either fixed in length or
preceded by a fixed length attribute “LL”, “LLL” or “LLLL” indicating the length of the variable data to follow.
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11.3 Mandatory and conditional data elements

The designation of a data element within a message as mandatory (M) is based upon one criterion. The data
element so designated is one that shall be present to support the purpose of the message. This designation
may, in some cases, conflict with existing system capability or the needs of potential users of this part of
ISO 8583. To avoid unnecessary controversy over these designations, it shall be understood that the
designations apply to interchange messages between two or more systems or networks. If a self-contained
network chooses to modify these designations for intrasystem use, this would not constitute a violation of this
part of ISO 8583. If, however, a message is sent from one system to another, all parties in the system shall be
prepared to meet the mandatory requirements unless these designations are bilaterally modified during the

course of no

rmal business negotiations by the systems involved.

The desiganlion of a data element within a message as conditional (nn) is based upon one criterion. (Fhe

element so ¢

11.4 Unintentional introduction of control characters

Bit streams
characters i
should take

esignated is one that shall be present if the condition specified in Table 25 is satisfied.

such as a bit map, PIN or password data elements may unintentionally introduce cq

steps to avoid this occurrence. Annex B gives guidance on transmitting messages over netwd

data

ntrol

hto the transmission stream under certain communications protocols. (Users of such protpcols

rks.
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Annex A
(normative)

Code listings

A.1 Action codes (bit 39)

Tablg A.1 lists the action codes.

Table A.1 — Action codes

Range Codes Description

000p-0999 0000 Approved

Usgd in 110, 120, 121, 140 210, 220, 221 and 0001 Honour with identification

240|messages to indicate that the transaction 0002 Approved for pattial amount

has|been approved
0003 Approved (VIP)
0004 Approvéedy update track 3
0005 Approved, account type specified by card|issuer
0006 Approved for partial amount, account typg specified

by card issuer

0007 Reserved for ISO use
0008 Approved but fees disputed
0009 Approved with overdraft
0010 Approved, customer reactivated
0011 Approved, terminal unable to process online
0012 Approved, transaction processed offline bl terminal
0013 Approved, transaction processed offline after referral

0014-0599 | Reserved for ISO use
0600-0799 | Reserved for national use
0800-0999 | Reserved for private use

1000-1999 1000 Do not honour
Usgd in 110, 114, 120,121, 124, 140 144, 154 1001 Expired card
onel210, 220, IS0 240 messages 0 (002 | Suspected e
pro¢essed for.authorization or verification by or | 1003 Card acceptor contact acquirer
on behalf of.the card issuer and has been 1004 Restricted card
denfed (ot requiring a card pick-up.) 1005 Card acceptor call acquirer's security department
TO06 Allowable PINTries exceeded
1007 Refer to card issuer
1008 Refer to card issuer's special conditions
1009 Invalid card acceptor
1010 Invalid amount
1011 Invalid card number
1012 PIN data required
1013 Unacceptable fee
1014 No account of type requested
1015 Requested function not supported
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Table A.1 (continued)

Range Codes Description
1016 Not sufficient funds
1017 Incorrect PIN
1018 No card record
1019 Transaction not permitted to cardholder
1020 Transaction not permitted to terminal
1021 Exceeds withdrawal amount limit
1022 Security violation
1023 Exceeds withdrawal frequency limit
1024 Violation of law
1025 Card not effective
1026 Invalid PIN block
1027 PIN length error
1028 PIN key sync error
1029 Suspected counterfeit card
1030 Currency unacceptableito card issuer
1031 Not authorised and fees disputed
1032 Lost/stolen card
1033 Authorizatioh, lifecycle unacceptable
1034 Authorization lifecycle has expired
1035 Closed account
1036 Clased savings account, or restricted for closing
1037 Closed credit account or restricted for closing
1038 Closed credit facility cheque account or restricted for
closing
1039 Closed cheque account or restricted for closing
1040 Bad debt
1041 From account bad status
1042 To account bad status
1043 Cheque already posted
1044 Information not on file
1045 Card verification data failed
1046 Amount not found
1047 PIN change required
1048 New PIN invalid
1049 Bank not found
1050 Bank not effective
1051 Customer vendor not found
1052 Customer vendor not effective
1053 Customer vendor account invalid
1054 Vendor not found
1055 Vendor not effective
1056 Vendor data invalid
1057 Payment date invalid
1058 Personal identification not found
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Table A.1 (continued)

Range Codes Description
1059 Scheduled transactions exist
1060 Transaction did not complete normally at terminal
1061 Transaction not supported by the card issuer
1062 Cashback not allowed
1063 Cashback amount exceeded
1064 Declined, transaction processed offline by terminal
1065 Declined, terminal unable to process offline
1066 Declined, transaction processed offline"after referral
1067 Reserved for ISO use
1068 Identification number invalid
1069 Driver number invalid
1070 Vehicle number invalid
1071 Digital certificate expired
1072-1599 | Reserved for ISQ use
1600-1799 | Reserved for national use
1800-1999 | Reservedfor private use
200p-2999 2000 Do not,hohour
Usgd in 110, 114, 120, 121, 124, 140 144, 154 2001 Expired card
Tl e s e e © (2002 | Sipeied v
progessed for authorization or verification by or | 2003 Card acceptor contact acquirer
on Behalf of the card issuer and has been 2004 Restricted card
denfed requiring the card to be picked up 2005 Card acceptor call acquirer's security department
2006 Allowable PIN tries exceeded
2007 Special conditions
2008 Lost card
2009 Stolen card
2010 Suspected counterfeit card
2011 Daily withdrawal uses exceeded
2012 Daily withdrawal amount exceeded
2013-2599 | Reserved for ISO use
2600-2799 | Reserved for national use
2800-2999 | Reserved for private use
300P-3999 3000 Successful
Usdd in 3145-324, 325 and 344 messages to 3001 Not supported by receiver
indicatedthe result of the file action 3002 Unable to locate record on file
3003 Duplicate record, old record replaced
3004 Field edit error
3005 File locked out
3006 Not successful
3007 Format error
3008 Duplicate, new record rejected
3009 Unknown file
3010 Invalid card/cardholder number
3011-3599 | Reserved for ISO use
3600-3799 | Reserved for national use
3800-3999 | Reserved for private use
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Table A.1 (continued)

Range Codes Description
4000-4999 4000 Accepted
Used in 430, 432, 440 and 442 messages to 4001-4599 | Reserved for ISO use
indicate the result of the reversal or chargeback 4600-4799 | Reserved for national use
4800-4999 | Reserved for private use
5000-5999 5000 Reconciled, in balance
Used in 510, 512, 530 and 532 messages to 5001 Reconciled, out of balance
indicate the result of a reconciliation 5002 Amount not reconciled, totals provided
5003 Totals not available
5004 Not reconciled, totals provided
5005-5599 | Reserved for ISO use
5600-5799 | Reserved for national use
5800-5999 | Reserved for private use
6000-6999 6000 Accepted
Used in 6xx messages to indicate the result of 6001-6599 | Reserved for ISO use
an administrptive activity 6600-6799 | Reserved for national use
6800-6999 | Reserved for private use
7000-7999 7000 Accepted
Used in 720]| 721, 740, 722, 723 and 742 7001-7599 | Reserved forISO use
messages tq indicate the result of a fee 7600-7799 | Reserved.for national use
collection
7800-7999 | Reserved for private use
8000-8999 8000 Accepted
Used in 8xx network management messages to | 8001 Rejected, unable to perform request at current time,
indicate the fesult of a network management try later
activity 8002 Rejected, key verification failed. Key sync error or [key
check value does not match
8003-8599 | Reserved for ISO use
8600-8799 | Reserved for national use
8800-8999 | Reserved for private use
9000-9001 9000 Advice acknowledged, no financial liability acceptgd
Used in all message types to indicate.error or 9001 Advice acknowledged, financial liability accepted
response actions
9002-9099 9002-9059 | Reserved for ISO use
Used in advice responses to‘indicate 9060-9079 | Reserved for national use
acceptance onditions 9080-9099 | Reserved for private use
9100-9101 9100 One or more data element errors (see message efror
Used in all z[essage types to indicate error or indicator)
response actions 9101 Reserved for ISO use
9102-9299 9102 Invalid transaction
Used in request response and advice response | 9103 Re-enter transaction
messages to indicate transaction could not be 9104 Reserved for ISO use
processed
9105 Acquirer not supported by switch
9106 Cutover in process
9107 Card issuer or switch inoperative
9108 Transaction destination cannot be found for routing
9109 System malfunction
9110 Card issuer signed off
9111 Card issuer timed out
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Table A.1 (continued)

Range Codes Description

9112 Card issuer unavailable
9113 Duplicate transmission
9114 Not able to trace back to original transaction
9115 Reconciliation cutover or checkpoint error
9116 MAC incorrect
9117 MAC key sync error
9118 No communication keys available for use
9119 Encryption key sync error
9120 Security software/hardware error —try-again
9121 Security software/hardware error —/no actjon
9122 Message number out of sequence
9123 Request in progress
9124 Invalid security code
9125 Database error
9126 Reserved for [SO'use
9127 Reservedfor 1ISO use
9128 Customer/vendor format error
9129 Reserved for ISO use
9130 Reserved for ISO use
9131 Reserved for ISO use
9132 Recurring data error
9133 Update not allowed
9124-9259 | Reserved for ISO use
9260-9279 | Reserved for national use
9280-9299 | Reserved for private use

930P-9399 9300-9349 | Reserved for ISO use

Usgd in advice response messages {x3x) to 9350 Violation of business arrangement

ic?fdfii iz;tsctizle”;e;ﬁtc;n for rejection ofithe transfer 9351-9359 | Reserved for ISO use
9360-9379 | Reserved for national use
9380-9399 | Reserved for private use

9400-9999 9400-9998 | Reserved for ISO use

Usdd in all message-types to indicate error or 9999 Other errors

response actions

A.2| Additional identification type codes (bit 49-71)

Table Az tists the additional identification type codes:

Table A.2 — Additional identification type codes

Range Codes Description
0-9 0 Drivers license
Indicates the type of additional indication used 1 Passport
2 National identity card
3-5 Reserved for ISO use
6-7 Reserved for national use
8-9 Reserved for private use
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A.3 Auto adjusted amount indicator codes (bit 104-76)

Table A.3 lists the auto adjusted amount indicator codes.

Table A.3 — Auto adjusted amount indicator codes

Range Codes Description
A-Z A Drop-off charges.
Indicates the type of charges provided in Auto | B Delivery charges
amount adjusted C Parking expenses
D Extra hours
E Violations
F-S Reserved for ISO use
T-W Reserved for national use
X Multiple charges of the abovg types
Y-Z Reserved for private use
Space Unknown

A.4 Amount type codes (bit 54)

Table A.4 lists the amount type codes.

Table A.4 — Amount type.codes

Range Codes Description
00-1z 00 Reserved for ISO use
Account relgted balances 01 Account ledger balance
02 Account available balance
03 Amount owing
04 Amount due
05 Account available credit
06 Unknown
07 Account ledger balance account 2
08 Account available balance account 2
09 Credit line
10 Amount on hold
11-1J Reserved for ISO use
1K-1R Reserved for national use
1S-4Z Reserved-forprivatetse
20-2Z 20 Amount remaining this cycle
Card related amounts 21-2J Reserved for ISO use
2K-2R Reserved for national use
2S-2Z Reserved for private use
30-3Z2 30-3J Reserved for ISO use
Account related amounts 3K-3R Reserved for national use
3S-32 Reserved for private use
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Table A.4 (continued)

Range Codes Description
40-47 40 Amount cash
Transaction related amounts 41 Amount goods and services
42 Amount, surcharge
42-4) Reserved for ISO use
4K-4R Reserved for national use
4S-47 Reserved for private use
50-5Z 50 Beginning halance
Eleg¢tronic benefit amounts 51 Pre authorised amount
52-5J Reserved for ISO use
5K-5R Reserved for national use
58-5Z Reserved for private use
60-6Z 60-6J Reserved for ISO use
Regerved 6K-6R Reserved for nationaljuse
6S-6Z Reserved for private use
70-1Z 70-7J Reserved for(ISO use
Rederved 7K-7R Reserved, for national use
7S-72 Reseryed for private use
80-8Z 80-8J Reserved for ISO use
Regerved 8K-8R Reserved for national use
8S-8Z Reserved for private use
90-92 90-9d Reserved for ISO use
Rederved 9K=9R Reserved for national use
9S-97 Reserved for private use
AO-FZ AO-IZ Reserved for ISO use
Rederved JO-PZ Reserved for national use
R0O-zzZ Reserved for private use

A.5| Authorization life-cycle codes (bit 57)

Tablg A.5 lists the autherization life cycle codes.

Table A.5 — Authorization life cycle codes

Range Codes Description
Posdtion, 1, 0-9 0 Reserved for ISO use
time code 1 Calendar days
2 Hours
3 Minutes
4-5 Reserved for ISO use
6-7 Reserved for national use
8-9 Reserved for private use
Position 2 & 3, 00-99 0 Reserved for ISO use
time interval 01-99 A value of 01 through 99 indicating the number of
reiterations indicated in position 1
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A.6 Batch/file transfer acknowledgement codes (bit 68)

Table A.6 lists the batch/file transfer acknowledgement codes.

Table A.6 — Batch/file transfer acknowledgement codes

Range Codes Description

0-Z 0 No acknowledgement required

Indicates if an acknowledgement is required 1 Acknowledgement required
2 Acknowledgement required, end of transfer
3 Positive acknowledgement
4 Reserved for ISO use
5 Reserved for ISO use
6 Reserved for ISO use
7 Negative acknowledgement, repeat requested
8 Negative acknowledgement, no repeat
9l Reserved for ISO use
J-R Reserved for national use
S-Z Reserved for private use

A.7 Composite data element dataset identifier allocations {(see 6.5)

Table A.7 lists the composite data element message bit number and the data set identifier numbers that have

been allocatgd.

Table A.7 — Composite dataset identifier allocations

Range Dataset identifier Description
Bit 34 01-40 Reserved for ISO use
Electronic commerce data 41-55 Reserved for national use
56-70 Reserved for private use
71 Account based digital signature without certificate
72 Public key certificate authentication data
73-DF Reserved for ISO use
EO-EF Reserved for national use
FO-FE Reserved for private use
Bit 43 01-40 Reserved for ISO use
Card acceptpr name/location 41-55 Reserved for national use
56-70 Reserved for private use
71 Card acceptor name/location data
72-DF Reserved for ISO use
EO-EF Reserved for national use
EQ-FF Reserved for private use
Bit 44 01-40 Reserved for ISO use
Additional response data 41-55 Reserved for national use
56-70 Reserved for private use
71 Additional response data
72-DF Reserved for ISO use
EO-EF Reserved for national use
FO-FE Reserved for private use
Bit 49 01-40 Reserved for ISO use
Verification data 41-55 Reserved for national use
56-70 Reserved for private use
71 Verification request data
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Table A.7 (continued)

Range Dataset identifier Description
72 Verification results data
73-DF Reserved for ISO use
EO-EF Reserved for national use
FO-FE Reserved for private use
Bit 104 01-40 Reserved for ISO use
Transaction specific data 41-55 Reserved for national use
56-70 Reserved for private use
74 Freeformdescriptomdate———— ]
72 Invoicing header data
73 Invoicing line item data
74 Airline itinerary data - 1
75 Airline itinerary data - 2
76 Auto rental/vehicle data
77 Lodging data
78 Fleet card data
79-BF Reserved for ISO*use
CO-DF Reservedfor'national use
EO-FE Reserved)for private use

A.8| Fee type codes (bits 46, 66, 109, 110)
Table A.8 lists the fee type codes.

Table A.8 = Fee type codes

Range Codes Description
00-99 00 Transaction fee
01 Transaction processing fee
02 Fee collection fee
03 File action fees
04 Telex, telephone and cable charges
05 Auto-telex charges
06 Lost/stolen card report fees
07 Card acceptor service fees
08 Recovered card awards
09 Invalid chargeback handling fee
10 Recovery of copy/original fees
11 Returned guaranteed cheque
12 Emergency cash disbursement handling fee
13 Arbitration-cash disbursement hqndling fee
14 Incorrect card acceptor identification/transaction data handling fee
15 Currency conversion fee
16 Special handling fee
17 Investigation fees
18 Emergency card replacement fee
19 Warning bulletin handling fee
20 Good faith acceptance
21 Collection letters
22-39 Reserved for ISO use
40-69 Reserved for national use
70-99 Reserved for private use
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A.9 Function codes (bit 24)

Table A.9 lists the function codes.

Table A.9 — Function codes

Range Codes Description
000-099 Reserved for ISO use 000-999 Reserved
100-199 100 Original authorization — amount accurate
Used in 100, 101, 120, 121 and 140 messages | 101 Original authorization — amount estimated
::')ai::;((::?it:nn pe OF aUtnoTedtion OF VETINCATon 102 Replacement authorization — amount accurate
103 Replacement authorization — amount estimated
104 Resubmission — amount accurate
105 Resubmission — amount estimated
106 Supplementary authorization — amgunt accurate
107 Supplementary authorization —amount estimated
108 Inquiry
109 Address verification forbilling address
110 Address verification, for'ship to address
111 Certificate requést)data verification
112 Cheque verification
113 Account ¥erification
114-159 Reserved for ISO use
160-179 Reserved for national use
180-199 Reserved for private use
200-299 200 Original financial presentment request/advice
Used in 200| 201, 220, 221 and 240 messages 201 Previously approved authorization — amount same
to indicate type of financial presentment 202 Previously approved authorization — amount differ$
203 Resubmission of a previously denied financial
presentment request
204 Resubmission of a previously reversed financial
presentment
205 First representment full amount
206 Second representment full amount
207 Third or subsequent representment full amount
208 Final representment full amount
209 Incomplete account number on original financial
presentment request
210 Resubmission of a previously submitted financial
presentment request
211 First representment partial amount
212 Second representment partial amount
213 Third or subsequent representment partial amount
214 Final representment partial amount
215 Aggregation for accumulation transaction
216 Card issuer back up total for accumulation transaction
217 Truncation for accumulation transaction
218-259 Reserved for ISO use
260-279 Reserved for national use

280-299 Reserved for private use
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Table A.9 (continued)

Range Codes Description
300-399 300 Reserved for ISO use
Used in 304, 305, 324, 325 340, 344 350, 354, 301 Add record
362, 364, 372, and 374 messages to indicate
file action required; use 302 when fields within a |-z Change record
record are being replaced:; if the entire record is 303 Delete record
being changed, code 304 is recommended 304 Replace record
305 Inquiry
206 Raonlaca fil
306 Replacefile
307 Add file
308 Delete file
309 Card administration
310 Other
311-359 Reserved for ISO use
360-379 Reserved for nationaljuse

380-399 Reserved for private use

400r449 400 Full reversal,transaction did not completd as
Usdd in 420, 421 and 440 messages to indicate approved
the function of the reversal 401 Partiahyreversal, transaction did not complete for full
amount
402-419 Reserved for ISO use
420-439 Reserved for national use

440-449 Reserved for private use

4501499 450 First chargeback, full
Usdd in 422, 423 and 442 messages to indicate | 4571 Second chargeback, full
the function of the chargeback 452 Third or subsequent chargeback, full
453 First chargeback, partial
454 Second chargeback, partial
455 Third or subsequent chargeback, partial
456 Final chargeback, full amount
457 Final chargeback, partial amount
458-469 Reserved for ISO use
470-489 Reserved for national use
490-499 Reserved for private use
5001599 500 Final reconciliation
Usdd in 500,-501, 502, 503, 520, 521, 522, 523, | 501 Checkpoint reconciliation
540 an.d. 542 messages to indicate type of 502 Final reconciliation in a specified currency
reconeiliation
503 Checkpoint reconciliation in a specified cyrrency
504 Request for reconciliation totals
505-539 Reserved for ISO use
540-569 Reserved for national use

570-599 Reserved for private use
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Table A.9 (continued)

Range Codes Description
600-649 600 Hard copy (original document) retrieval
Used in 602, 603, 612, 662, 672, 640 and 650 601 Hard copy (original document) repeat retrieval
messages to |nQ|cate the type of retrieval data 602 Hard copy (original document) retrieval fulfilment
required or provided
603 Photocopy (microfilm copy, photocopy or fax copy)
retrieval
604 Photocopy (microfilm copy, photocopy or fax copy)
repeat retrieval
605 Photocopy (microfilm copy, photocopy or fax copy
retrieval fulfilment
606 Electronic image (photocopy) retrieval fulfilment
607 Electronic image (photocopy) retrievalfulfilment
network generated
608 Substitute draft retrieval
609 Substitute draft repeat retrieval
610 Substitute draft retrieval, fulfilment
611 Electronic image (Substitute draft) retrieval fulfilment
612 Electronic image\(substitute draft) retrieval fulfilment
network generated
613 Retrievalnet fulfilled
614-629 Reserved for ISO use
630-639 Reserved for national use
640-649 Reserved for private use
650-699 650 Unable to parse message
Used in 604| 605, 624, 625 and 644 messages 651 MTI not recognized
for administijative messages
652 Message level error
653 Batch/file level error
654-669 Reserved for ISO use
670-689 Reserved for national use
689-699 Reserved for private use
700-799 700 Fee collection message
Used in 720| 721, 740, 722,723 and 742 701 Fee collection cancellation, full/partial
messages tq indicate typ&;ef fee collection 702-759 Reserved for 1SO use
transaction
760-779 Reserved for national use
780-799 Reserved for private use
800-809 300 Reserved for ISQ use
Used in 804, 805, 824, 825 and 844 messages 801 System condition/sign-on
to indicate system conditions 802 System condition/sign-off
803 System condition/target system unavailable
804 System condition/message originator's system in
backup
805 System condition/special instruction
806 System condition/initiate alternate routing
807-809 Reserved for ISO use
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Table A.9 (continued)

Range Codes Description

810-819 810 Reserved for ISO use

Used in 804, 805, 824, 825 and 844 messages 811 System security/request key change

to support system security activity 812 System security/security alert
813 System security/password change
814 System security/device authentication
815 System security/ deliver key
816 System security/ request key verification
817-819 Reserved for ISO use

8201829 820 Reserved for ISO use

Usdd in 804, 805, 824, 825 and 844 messages 821 System accounting/cutover

to indicate system accounting 822 System accounting/checkpoint
823-829 Reserved for ISO use

8301839 830 Reserved for ISO-Use

Usdd in 804, 805, 824, 825 and 844 messages 831 System audit-control/echo test

to indicate system audit controls 832 System,audit control/response received
833-839 Resetyved for ISO use

8401849 840 Reserved for ISO use

Usgd in 804, 805, 824, 825 and 844 messages 841 Start of batch/file transfer

to inpdicate batch/file transfer 842 End of batch/file transfer
843-849 Reserved for ISO use

8501859 850 Reserved for ISO use

Usgd in 804, 805, 824, 825 and 844 messages 851 Exchange control, give token

to inpdicate synchronization 850 Clock synchronization
853-859 Reserved for ISO use

8601879 860-879 Reserved for ISO use

Usgd in 804, 805, 824, 825 and@844’messages

8801889 880-889 Reserved for national use

Usgd in 804, 805, 824, 825.and 844 messages

890899 890-899 Reserved for private use

Usdd in 804, 805,.824, 825 and 844 messages

9001999 900-939 Reserved for ISO use

Regerved 940-969 Reserved for national use
970-999 Reserved for private use

© 1SO 2003 — Al rights reserved

139


https://standardsiso.com/api/?name=598efd5d1a8cfc5f3291dcd267f5ce0a

ISO 8583-1:2003(E)

A.10 Message error codes (bit 18)

Table A.10 lists the message error codes.

Table A.10 — Message error codes table

Range Codes Description
0000-9999 0001 Required data element missing

0002 Invalid length

0003 Invalid value

0004 Amount format error

0005 Date format error

0006 Account format error

0007 Name format error

0008 Format error other, e.g. data element format is nof
valid

0009 Inconsistent data with POS (data code, e.g. No tragk 1
or track 2 for an indicated*magnetic stripe read

0010 Inconsistent data, does,not match original request

0011 Other inconsistent'data

0012 Recurring data/erfor

0013 Customer vendor format error

0014-3999 | Reserved for ISO use

4000-5999 | Reserved for national use

6000-9999 [ -Reserved for private use

A.11 Message reason codes (bit 25)

Table A.11 l|sts the message reason codes.

Table‘Ai11 — Message reason codes

Range Codes Description
0000-0999 0000-0999 | Reserved
Reserved fof ISO
1000-1499 1000 Stand-in processing at the card issuer's option
Reason for gn authorization/financial 1001 Card issuer signed off
fr:zrieantrrenci:]e sz‘atdrxié:seér;;teiﬂcation message rather 1002 Card issuer timed out on original request
1003 Card issuer unavailable
1004 Terminal processed
1005 ICC processed
1006 Under floor limit
1007 Stand-in processing at the acquirer's option
1008 Stand-in processing at the receiver's option
1009 Receiver signed off
1010 Receiver timed out on original request
1011 Receiver unavailable
1012-1150 | Reserved for ISO use
1151-1375 | Reserved for national use
1376-1499 | Reserved for private use
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Table A.11 (continued)

Range Codes Description
1500-1999 1500 ICC application unable to process
Reason for an authorization/financial 1501 Reserved for ISO use
presenment reques message raher hanan (11502 | 10C random selecton
1503 Terminal random selection
1504 Terminal not able to process ICC
1505 On line forced by ICC
1506 On line forced by card acceptor
1507 On line forced by CAD
1508 On line forced by terminal
1509 On line forced by card issuer
1510 Over floor limit
1511 Card acceptor suspicious
1512-1650 | Reserved for ISO use
1651-1775 | Reserved for natjonal'use
1776-1999 | Reserved for private use
200p-2999 2000 Reserved, fortSO use
Regson for a representment 2001 Invalid @cquirer's reference number on chprgeback,
documentation was received or was not r¢quired
2002 Nonrreceipt of required documentation to support
chargeback
2003 Correct transaction date provided
2004 Invalid acquirer's reference number on chprgeback,
documentation was received
2005 Correct card acceptor location/description| provided
2006 Reserved for ISO use
2007 Transaction did not exceed card acceptor|floor limit
2008 Card issuer authorised transaction
2009 Reserved for ISO use
2010 Reserved for ISO use
2011 Credit previously issued
2012 Reserved for ISO use
2013 Chargeback remedied, see corresponding
documentation
2014 Duplicate chargeback
2015 Past chargeback time limit
2016 Requested transaction documentation prgvided
(hardship variance)
2017 lnvalid member message text
2018 Correct card acceptor category code provided
2019 Authorization advised suspicious
2020 No authorization request required or attempted
2021 Account not listed on the applicable warning bulletin
as of the transaction date
2022 Documentation received was illegible
2023 Documentation received was invalid/incomplete
2024-2399 | Reserved for ISO use
2400-2699 | Reserved for national use
2700-2999 | Reserved for private use
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Table A.11 (continued)

Range Codes Description
3000-3999 3000 Lost card
Reason for a file action 3001 Stolen card
3002 Undelivered card
3003 Counterfeit card
3004 Other

3005-3399 | Reserved for ISO use

3400-3699 [ Reserved for matonatuse |
3700-3999 | Reserved for private use
4000-4499 4000 Customer cancellation
Reason for g reversal 4001 Unspecified, no action taken
4002 Suspected malfunction
4003 Format error, no action taken
4004 Completed partially
4005 Original amount incorrect
4006 Response received toe’late
4007 Card acceptor device unable to complete transaction
4008 Deposit out-of balance
4009 No checkin’envelope
4010 Payment out of balance
4011 Deposit out of balance/applied contents
4012 Payment out of balance/applied contents
4013 Unable to deliver message to point of service
4014 Suspected malfunction/card retained
4015 Suspected malfunction/card returned
4016 Suspected malfunction/track 3 not updated
4017 Suspected malfunction/no cash dispensed
4018 Timed-out at taking money/no cash dispensed
4019 Timed-out at taking card/card retained and no cash
dispensed
4020 Invalid response, no action taken
4021 Timeout waiting for response
4022-4199 | Reserved for ISO use
4200-4350 | Reserved for national use
4351-4499 | Reserved for private use
4500-4999 4500 Reserved for ISO use
Reason for a chargeback 4501 Requested transaction information not received
4502 Requested/required information illegible or missing
4503-4006 | Reserved for ISO use
4507 Warning bulletin file
4508 Requested/required authorization not obtained
4509-4011 | Reserved for ISO use
4512 Account number not on file
4513-4523 | Reserved for ISO use
4524 Earlier warning bulletin protection
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Table A.11 (continued)

Range Codes Description

4525-4030 | Reserved for ISO use

4531 Transaction amount differs

4532-4533 | Reserved for ISO use

4534 Duplicate processing

4535 Card not valid or expired

4536 Reserved for ISO use

4537 I“IIU l.,dIUI:IU;UICI duﬂlUl ;Ldt;ull

4538-4539 | Reserved for ISO use

4540 Fraudulent processing of transaction

4541 Cancelled recurring transaction

4542 Late presentment

4543-4545 | Reserved for ISO use

4546 Correct transaction{currency code not proyvided

4547 Exceeds floor limit;not authorised — a frajdulent
transaction

4548 Reserved\for ISO use

4549 Questionable card acceptor activity

4550 Credit posted as a purchase

4551-4552 | Reserved for ISO use

4553 Not as described

4554 Cardholder dispute, not elsewhere classifled

4555 Non receipt of merchandise

4556 Defective merchandise

4557 Card activated telephone transaction

4558 Reserved for ISO use

4559 Services not rendered

4560 Credit not processed

4561 Reserved for ISO use

4562 Counterfeit transaction, magnetic stripe aythorization
fraud

4563 Non receipt of required documentation to support
representment

4564 Documentation received was illegible

4565 Documentation received was invalid/incomplete

4566 Chargeback contained a valid acquirer's reference
number

4567 Invalid acquirer's reference number on
representment, documentation was received or was
not required

4568 Invalid acquirer's reference number on
representment, documentation was received

4569-4572 | Reserved for ISO use

4573 Expired card

4574-4577 | Reserved for ISO use

4578 Ineligible transaction

4579 Requested transaction receipt not received
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Table A.11 (continued)

Range Codes Description
4580 Processing error
4581 Missing imprint
4582 Reserved for ISO use
4583 Non possession of card
4584 Missing signature
4585 Reserved for ISO use
458U AitUlat;Ull Uf aIIIUuIIt
4587 Domestic transaction receipt processing violation
4588-4589 | Reserved for ISO use
4590 Non receipt of merchandise, non receipt'of cash a
ATM or load transaction value at ATMor load device
4591-4593 | Reserved for ISO use
4594 Cancelled guaranteed resenvation
4595 Advance lodging deposit
4596 Transaction exceeds Jimited amount
4597-4649 | Reserved for ISOuse
4650-4749 | Reserved forQational use
4750-4999 | Reserved for private use
5000-5999 5000-5299 | Reservedfor ISO use
Reason for g reconciliation 5300-5599 | Reserved for national use
5600-5999 | _Reserved for private use
6000-6499 6001-6004.\|* Reserved for ISO use
Reason for g retrieval or retrieval fulfilment 6005 Cardholder does not agree with amount billed
6006:6020 | Reserved for ISO use
6021 Cardholder does not recognize transaction
6022 ICC transaction certificate and associated data
requested
6023 Cardholder needs information for personal recordg
6024-6027 | Reserved for ISO use
6028 Request for copy bearing signature
6029 Travel and entertainment document request
6030-6031 | Reserved for ISO use
6032 Copy request because original lost in transit
6033-6034 | Reserved for ISO use
6035 Written cardholder request for original due to
inadequate copy of mail/phone order or recurring
transaction receipt
6036 Legal process request for original, e.g. a subpoena
6037 Received copy illegible
6038 Paper/handwriting analysis request
6039-6040 | Reserved for ISO use
6041 Fraud investigation
6042 Potential arbitration, chargeback or compliance
documentation required
6043 Retrieval not fulfilled — not able to trace original
transaction
6044 Retrieval not fulfilled — invalid reference number
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Table A.11 (continued)

Range Codes Description
6045 Retrieval not fulfilled — reference number/PAN
incompatible
6046 Requested documentation supplied
6047 Retrieval cannot be fulfilled — required/requested
documentation is not available
6048 Retrieval will not be fulfilled — request for an item that
is not required to be provided
6049 Retrieval cannot be fulfilled — ICC transaction
certificate and associated data is not‘available
6050-6199 | Reserved for ISO use
6200-6299 | Reserved for national use
6300-6499 | Reserved for private use
6500-6999 6500-6599 | Reserved for ISO use
Regson for an administrative message 6600-6799 | Reserved for national' use
6800-6999 | Reserved for private use
700P-7999 7000-7299 | Reservedfor ISO use
Redson for a fee collection message 7300-7599 | Reserved for national use
7600-7999 | Reserved for private use
800[-8099 8000 Start batch/file transfer, no recovery procgdure
Regson for a network management message 8001 Start batch/file transfer, recovery procedufe
8002 End batch/file
8003-8059 | Reserved for ISO use
8060-8069 | Reserved for national use
8070-8099 | Reserved for private use
810P-8199 8100 Standard key exchange/activation key lifef cycle
Redson for a key change message 8101 Standard key exchange/activation keys olit of sync
8102 Standard key exchange/activation security reasons
8103 Standard key exchange key deactivation
8104 Standard key exchange verification key lifie cycle
8105 Standard key exchange keys out of sync
8103-8159 | Reserved for ISO use
8160-8169 | Reserved for national use
8170-8199 | Reserved for private use
8200P-8999 8200-8399 | Reserved for ISO use
Reserved 8400-8699 | Reserved for national use
8700-8999 | Reserved for private use
9000-9999 9000-9299 | Reserved for ISO use
Reserved 9300-9599 | Reserved for national use
9600-9999 | Reserved for private use
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A.12 Message type identifier codes (see 5.1.2.3)

A.12.1 All possible message type identifier codes

The message type identifier is a three-position code. Table A.12 gives the possible values of each position of
the message type identifier code.

Table A.12 — Message type identifiers

Range Codes Description

First positior Reserved for [SO use

Message clgss Authorization

Financial presentment

File action

Reversal/chargeback

Reconciliation

Administrative

Fee collection

Network management

Reserved for {SOUse

Second position Request

Message function Request response

Advice

Advice response

Notification

Notification acknowledgement

Instruction

Instruction acknowledgement

Reserved for ISO use

Reserved for ISO use

Third position Acquirer

Transaction priginator Acquirer repeat

Card issuer

Card issuer repeat

Other originator

Other originator repeat

Reserved for ISO use

Reserved for [SO use

Reserved for ISO use

Ol | |W[IN|[~|CQJlO|O|IN|[O|IO|AR|W|IN||ClO|®|IN|O|OW|HM|W|IN]|-~]|J

Reserved for ISO use
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A.12.2 Allocated message type identifier codes

The message type identifier is a three-position code. Table A.13 gives the codes allocated within this part of
ISO 8583.

Table A.13 — Allocated message type identifiers

- c c - c c -
[ o - 2 - O - [ o oL c o oL c
g 5 ¢ ¢85 | &¢ 8 85 | 8¢ 5 |§38| % |g3e
L] = 2 28 22 > >3 > 9 9 S cao 3 SEo
&5 ) g 39 3 o 2 29 25 £ £E32| & £59
= (4 (4 ¥ Qo o ° ° [ ]
= o 2 < é é S 0 c £®0
Authprization | Acquirer 100 101 110 120 121 130 140 150
Verif|cation Other 104 105 114 124 125 134 144 154
Finapcial Acquirer 200 201 210 220 221 230 240 250
presentment
File action Acquirer 340 350
Card 36 372
issuer
Other 304 305 314 324 325 334 344 354 364 374
Revgrsal Acquirer 420 421 430 440 450
Chargeback | Card 422 423 432 442 452
issuer
Recqnciliation | Acquirer 500 501 510 520 524 530 540 550
Card 502 503 512 522 523 532 542 552
issuer
Adm|nistration | Acquirer 640 650
Card 602 603 612 662 672
issuer
Other 604 605 614 624 625 634 644 654
Fee gollection | Acquirer 720 721 730 740 750
Card 722 723 732 742 752
issuer
Network
Other 804 805 814 824 825 834 844 854
man@agement
A.13 Fleet motor fuel prompt codes (bit 104-78)
Tablg A.14 lists the flegt;motor fuel prompt codes.
Table A.14 — Fleet motor fuel prompt codes
Range Codes Description
0-9 0 Reserved for ISO use
Indicatesthe-type-ef prompis-provided 4 Promptsforidentification-numberand-edemeter reading
2 Prompts for vehicle number and odometer reading
3 Prompts for driver number and odometer reading
4 Prompts for odometer reading only
5 No prompts issued
6 Reserved for ISO use
7 Reserved for ISO use
8 Reserved for national use
9 Reserved for private use
Space Unknown
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A.14 Fleet motor fuel service type codes (bit 104-78)

Table A.15 lists the fleet motor fuel service codes.

Table A.15 — Fleet motor fuel service type codes

Range Codes Description
0-9 0 Reserved for ISO use
Indicates the type of service provided 1 Self-service
2 Foftservice
3 Only non-fuel products purchased
4-5 Reserved for ISO use
6-7 Reserved for national use
8-9 Reserved for private use
Space Unknown
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Table A.16 lists the value attributed to each bit of the 32 bits (four characters) which indicate the card reading

capabilities of the POS.

Table A.16 — POS card reading capability

B1

B2

B3

B4

B5

B6

B7

B8

B9

B10

B11

B12

B13

B14

B15

B16

Unkrow

card, e.g. RFID

Infojmation not taken from

1

reading of embossing or

prinfed data either at time
of transaction or after the
eveipt)

Physical (key entry or OCR

Bar fode

Magpetic stripe

ICC

Account data on file

Resgrved for ISO use

Resgrved for ISO use

Resgrved for ISO use

Resgrved for ISO use

Resgrved for ISO use

Resgrved for ISO use

Resgrved for ISO use

Resgrved for ISO use

Resgrved for ISO use

Resgrved for ISO use

Resgrved for ISO use

Resgrved for ISO use

Resgrved for ISO use

Resgrved for ISO use

Resgrved for ISO use

Resgrved for national‘use

Resgrved for national use

Resgrved for hational use

Resgrvedfor national use

Reserved for national uise

Reserved for private use

Reserved for private use

Reserved for private use

Reserved for private use

Reserved for private use
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A.15.2 POS cardholder verification capability

Table A.17 lists the value attributed to each bit of the 32 bits which indicate the cardholder verification

capabilities of the POS.

Table A.17 — POS cardholder verification capability

B1

B2

B3

B4

BS

B6

B7

B8

B9

B10

B11

B12

B13

B14

B15

B16

Unknown

None

1

Manual signa

il g
re-vermcaton

Online PIN

Offline PIN in

Clear

Offline PIN en

crypted

Offline digitizg
analysis

d signature

Offline biomet

Fics

Other manual
e.g. passport
licence

verification,
br driver's

Offline biogra

hics

Account base
signature

i digital

Public key ba
signature

ed digital

Reserved for

SO use

Reserved for

SO use

Reserved for

SO use

Reserved for

SO use

Reserved for

SO use

Reserved for

SO use

Reserved for

SO use

Reserved for

SO use

Reserved for

SO use

Reserved for

SO use

Reserved for

hational use

Reserved for

hational use

Reserved for

hational use

Reserved for

hational use

Reserved for

hational.use

Reserved for

brivate use

Reserved for

rivate use

Reserved for private use

Reserved for private use

Reserved for private use
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A.16 Point of service data code (bit 22)

A.16.1 Card reading method used at POS

Table A.18 lists the value attributed to each bit of the 32 bits (four characters) which indicate the card reading
method actually used by the POS or how account data was obtained for this transaction.

Table A.18 — Card reading method used at POS

B1 B2 | B3 | B4 | B5 | B6 | B7 | B8 | B9 [B10 | B11 | B12 [ B13 [ B14 | B15 [ B16

Unkrow f = = = = = = = = = = = = = - -

Infojmation not taken from
card, e.g. RFID

- 1 - - - - - - - - - - - Z - -

Physical (key entry or OCR
reading of embossing or

prinfed data either at time - - 1 - - - - - - - - : - - - -
of transaction or after the
event)

Bar fode - - - 1 - - - - - - - - - - - -

Magnetic stripe - - - - 1 - - - - \ - - - - - -

ICC - - - - - 1 - - - - - - - - - -

Account data on file - - - - - - 1 - 4 - - - - - - -

Resgrved for ISO use - - - - - - 1 - - - - - - -

Resgrved for ISO use - - - - - - - \ 1 - - - - - - -

Resgrved for ISO use - - - - - - - - - 1 - - - - - -

Resgrved for ISO use - - - - - - = - - - 1 - - - - -

ICCJread attempted but
failed

Magnetic stripe read
atteqnpted but failed

Fallipack - - - = - - - - - - - - - 1 - -

Resgrved for ISO use - - - N - - - - - - - - - - 1 -

Resgrved for ISO use - - - - - - - - - - - - - - - 1

Resgrved for ISO use 1 N - - - - - - - - - - - - - -

Resgrved for ISO use £ 1 - - - - - - - - - - - - _ R

Resgrved for ISO use p) - 1 - - - - - - - - - - - - -

Resgrved for ISO use - - - 1 - - - - - - - - - - - -

Resgrved for ISO usé - - - - 1 - - - - - - - - - - -

Resgrved for ISO.us€e - - - - - 1 - - - - - - - - - -

Resgrved for.national use - - - - - - 1 - - - - - - - - -

Resgrved fornational use - - - - - - - 1 - - - - - - - -

Resgrved for national use - - - - - - - - 1 - - - - - - -

Reserved for national use - - - - - - - - - 1 - - Z Z - -

Reserved for national use - - - - - - - - - - 1 - - - - -

Reserved for private use - - - - - - - - - - - 1 - - - -

Reserved for private use - - - - - - - - - - - - 1 - - -

Reserved for private use - - - - - - - - - - - - - 1 - -

Reserved for private use - - - - - - - - - - - - - - 1 -

Reserved for private use - - - - - - - - - - - - - - - 1
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A.16.2 Cardholder verification method used at POS

Table A.19 lists the value attributed to each bit of the 32 bits (four characters) which indicate the cardholder
verification method actually used by the POS.

Table A.19 — Cardholder verification method used at POS

B1 B2 | B3 | B4 | B5 | B6 | B7 | B8 | B9 [B10 | B11 [ B12 [ B13 [ B14 [ B15 [ B16

Unknown 1 - - - - - - - - - - - - - _ -

None - 1 - - - - - - - - - - - - - -

Manual signa
verification

Online PIN - - - 1 - - - - - - - - - - - -
Offline PIN in [clear - - - - 1 - - - - - - - - - - -
Offline PIN encrypted - - - - - 1 - - - - - - - - - -

Offline digitizgd signature
analysis

Offline biometrics - - - - - - 1 - - - - - - -

Other manual|verification,
e.g. passport pr driver's - - - - - - - - 1 - < - - - - -
licence

Offline biographics - - - - - - - - - 1 - - - - - -

Account basef digital
signature

Public key baged digital
signature

Reserved for [SO use - - - - - - - \ - - - - 1 - - -

Reserved for [SO use - - - - - - 7 - - - - - - 1 - -

Reserved for [SO use - - - - - - - - - - - - - - 1 -

Reserved for |SO use - - - - - X - - - - - - - - - 1

Reserved for [SO use 1 - - - - - - - - - - - - - - -

Reserved for [SO use - 1 - N - - - - - - - - - - _ R

Reserved for [SO use - - 1 N - - - - - - - - - - - -

Reserved for [SO use - - ¢ 1 - - - - - - - - - - - -

Reserved for |SO use - - - - 1 - - - - - - - - - - -

Reserved for pational use - < - - - 1 - - - - - - - - - -

Reserved for pational use - - - - - - 1 - - - - - - - - -

Reserved for pational use “ - - - - - - 1 - - - - - - - -

Reserved for pational use - - - - - - - - 1 - - - - - - -

Reserved for pational use - - - - - - - - - 1 - - - - - -

Reserved for patiofial{use - - - - - - - - - - 1 - - - - -

Reserved for private use - - - - - - - - - - - 1 - - - -

Reserved for private use - - - - - - - - - - - - 1 R R -

Reserved for private use - - - - - - - - - - - - - 1 - -

Reserved for private use - - - - - - - - - - - - - - 1 -

Reserved for private use - - - - - - - - - - - - - - - 1
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A.16.3 POS environment

Table A.20 lists the value attributed to each bit of the 32 bits (four characters) which indicate the POS
environment.

Table A.20 — POS environment

B1 B2 | B3 | B4 | B5 | B6 | B7 | B8 | B9 [B10 | B11 [ B12 [ B13 [ B14 | B15 [ B16

Unknown 1 - - - - - - - - - - - - - _ -

Attended POS - 1 - - - - - - - - - - - - - _

Unaftended, details
unkmpown

Maillorder/telephone order - - - 1 - - - - - - - - N - - -

Eledtronic commerce - - - - 1 - - - - - - - - - - -

Mobjle commerce - - - - - 1 - - - - - M - - - -

Recprring transaction - - - - - - 1 - - - - - - - - -

Stored details - - - - - - 1 - - - - - - -

Cardholder activated
terminal (CAT)

ATM on bank premises - - - - - - - - p 1 - - - - - -

ATM off bank premises - - - - - - - 2 - - 1 - - - - -

Defgrred transaction - - - - - - - - - - - 1 - - - -

Installment transaction - - - - - - - - - - - - 1 - - -

Resgrved for ISO use - - - - - - = - - - - - - 1 - -

Resgrved for ISO use - - - - - - - - - - - - - - 1 -

Resgrved for ISO use - - - - - - - - - - - - - - - 1

Resgrved for ISO use 1 - - ~ - - - - - - - - - - - -

Resgrved for ISO use - 1 - S - - - - - - - - - - - -

Resgrved for ISO use - - 1 - - - - - - - - - - - - -

Resgrved for ISO use - , - 1 - - - - - - - - - - _ R

Resgrved for ISO use - + - - 1 - - - - - - - - - - -

Resgrved for ISO use < - - - - 1 - - - - - - - - - -

Resgrved for national use - - - - - - 1 - - - - - - - - -

Resgrved for national use - - - - - - - 1 - - - - - - - -

Resgrved for national‘use - - - - - - - - 1 - - - - - - -

Resgrved for national use - - - - - - - - - 1 - - - - - -

Resgrved fornational use - - - - - - - - - - 1 - - - - -

Resgryved for private use - - - - - - - - - - - 1 - - - -

£ A
Reservedforprivateuse = = = = = = = = = = = = ¢ = - -

Reserved for private use - - - - - - - - - - - - - 1 - -

Reserved for private use - - - - - - - - - - - - - - 1 -

Reserved for private use - - - - - - - - - - - - - - - 1
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A.16.4 Security characteristics

Table A.21 lists the value attributed to each bit of the 32 bits (four characters) which indicate the security
characteristics.

Table A.21 — Security characteristics

B1

B2

B3

B4

B5

B6

B7

B8

B9

B10

B11

B12

B13

B14

B15

B16

Unknown

Private network

Open network

(Internet)

Channel MA(ing

Pass through

MACing

Channel encr

ption

End-to-end erf

cryption

Private algorit
encryption

hm

PKI encryptio

Private algorit

hm MACing

Standard algg
MACing

rithm

Cardholder m
to-end encryp

hnaged end-
ion

Cardholder m
point-to-point

hnaged
encryption

end encryptio

Merchant managed end-to-

h

Merchant maif
to-point encry

aged point-
btion

Acquirer man
end encryptio

hged end-to-
h

Acquirer man
point encrypti

hged point-to-
n

Reserved for

SO use

Reserved for

SO use

Reserved for

SO use

Reserved for

SO use

Reserved for

SO use

Reserved for

SQ’use

Reserved for

SOuse

Reserved for national use

Reserved for national use

Reserved for national use

Reserved for national use

Reserved for private use

Reserved for private use

Reserved for private use

Reserved for private use
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A.17 Processing code (bit 3)

A.17.1 Transaction type codes

Table A.22 lists the Transaction type codes and Table A.23 lists the Account type codes that together make
up the processing code.

Table A.22 — Transaction type codes

Range Codes Description

00-Z 00 Goods and service

DelRits 01 Cash (ATM)
02 Adjustment
03 Cheque guarantee (funds guaranteed)
04 Cheque verification (funds available but not guaranteed)
05 Eurocheque
06 Traveller cheque
07 Letter of credit
08 Giro (postal banking)
09 Goods and services with cashvdisbursement
10 Non-cash financial instrument, e.g. wire transfer
11 Quasi-cash and scrip
12 Cash (manual)
13 Funds withdrawal for electronic purse; unlinked loads to funds issuer
14 Benefits purchase with cash-back
15 Bengefit'cash withdrawal
16 Benefit cash purchase
17 Funds withdrawal for electronic purse; unlinked unloads to card issuer
18-1J Reserved for ISO use
1K=1R Reserved for national use
1S-1Z Reserved for private use

20-27 20 Returns

Creflits 21 Deposits
22 Adjustment
23 Cheque deposit guarantee
24 Cheque deposit
25 Deposit with cash-back
26 Cheque deposit with cash-back
27 Funds deposit from electronic purse; unlinked unloads to funds issuer
28 Funds deposit from electronic purse; unlinked loads to card issuer
29 Original credit e.g. wire transfer, gaming wins
2A-2J Reserved for ISO use
2K-2R Reserved for national use
2S-27 Reserved for private use
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