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Foreword

ISO (the International Organization for Standardization) is

preparing International Standards is normally carried out ]

technical committees. Each member body interested in,a-stbj
a technical committee has been established has the right'to be
on that committee. International organizations, government
governmental, in liaison with 1SO, also take part’in-the work.
rates closely with the International Electrotechnical Commiss
all matters of electrotechnical standardizatjon.

circulated to the member bodies for‘voting. Publication as an
Standard requires approval by atléast 75 % of the member bq
a vote.

This part of ISO 9735 was’prepared by the UN/ECE Trade
UN/EDIFACT) and waszadopted, under a special "fast-track pr
Technical Committee: ISO/TC 154, Documents and data
administration, commerce and industry.

Whereas this part supersedes the earlier publications, and
version number of “4” in the mandatory data element 0002 (Sy
number),*in the segment UNB (Interchange header),
contintiing to use the syntax defined in the earlier published vj
use the following Syntax version numbers, in order to differ
from each other and from this part:

ISO 9735:1988 — Syntax version number: 1

ISO 9735:1988 (amended and reprinted in 1990) — Sy
number: 2
1

ISO 9735:1988 (amended and reprinted in

Amendment 1:1992 — Syntax version number: 3

ISO 9735-6:1999(E)

a worldwide
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hrough 1SO
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990) plus

ISO 9735 consists of the following parts, under the general ti

le Electronic

data interchange for administration, commerce and transport (EDIFACT) —

Application level syntax rules (Syntax version number: 4):

service directories for each of the parts
Part 2: Syntax rules specific to batch EDI

Part 3: Syntax rules specific to interactive EDI

type - CONTRL)

repudiation of origin)

Part 1: Syntax rules common to all parts, together with the syntax

Part 4: Syntax and service report message for batch EDI (message

Part 5: Security rules for batch EDI (authenticity, integrity and non-
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— Part6: Secure authentication and acknowledgement message
(message type - AUTACK)

— Part 7: Security rules for batch EDI (confidentiality)
— Part 8: Associated data in EDI

— Part 9: Security key and certificate management message (message
type - KEYMAN)

Further parts may be added in the future.

Annex A forms.an inmgral part of this part of 1ISQ 9735 _Annexes Bto E are

for informatiJ)n only.



https://standardsiso.com/api/?name=b8acdf7e7b486605bf06d3a3a5ddebac

©1S0O

Introduction

This part of ISO 9735 includes the rules at the application |

STUCIUTNg of data n the mterchange of electronic messagey
environment, based on the requirements of either bateh=0
processing. These rules have been agreed by the/yUni
Economic Commission for Europe (UN/ECE) as syntax rules f
Data Interchange for Administration, Commerce and-Franspor
and are part of the United Nations Trade Data” Interchan
(UNTDID) which also includes both batch andyinteractive Mes
Guidelines.

Communications specifications and protoecols are outside the
part of ISO 9735.

This is a new part, which has“been added to ISO 9735. It
optional capability of securing batch EDIFACT structures i.e
packages, groups or intéfchanges, by means of a secure a
and acknowledgement message.

ISO 9735-6:1999(E)

evel for the
in an open
r interactive
ted Nations
br Electronic
[ (EDIFACT)
je Directory
sage Design

scope of this

provides an
messages,
uthentication
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Electronic data interchange for administration, commerce and
transport (EDIFACT) — Application level syntax rules — (Syntax

versio

Part 6f

Secur
type -

1 Sc

This part
AUTACK.

Aftmber—4)—

e authentication and acknowledgement message (messag
AUTACK)

bpe

bf 1ISO 9735 for EDIFACT security defines the secure authentication and acknowledgement m

2 Conformance

Conforma
not suppo
conformal

Data that
rules speq

Devices s
the data s

Conforma

When ide
criteria.

nce to a standard means that all of its requirements, including all options, are supported. If all
rted, any claim of conformance shall include a'statement which identifies those options to whi
Nce is claimed.

s interchanged is in conformance if the structure and representation of the data conform to th
ified in this part of ISO 9735.

Lpporting this part of ISO,9735 are in conformance when they are capable of creating and/or i
tructured and represented-in conformance with this part of ISO 9735.

nce to this part ofASO"9735 shall include conformance to Part 1, Part 2 and Part 5 of ISO 973

ntified in this part of ISO 9735, provisions defined in related standards shall form part of the cq

e

bssage

options are
Ch

e syntax

nterpreting

5.

nformance

3 N0|rmative references

The following standards contain provisions which, through reference in this text, constitute provisions of this part of
ISO 9735. At the time of publication, the editions indicated were valid. All standards are subject to revision, and
parties to agreements based on this part of ISO 9735 are encouraged to investigate the possibility of applying the
most recent editions of the standards indicated below. Members of IEC and ISO maintain registers of currently valid
International Standards.

ISO 9735-1:1998, Electronic data interchange for administration, commerce and transport (EDIFACT) — Application
level syntax rules — Part 1: Syntax rules common to all parts, together with syntax directories for each of the parts.

ISO 9735-2:1998, Electronic data interchange for administration, commerce and transport (EDIFACT) — Application
level syntax rules (Syntax version number: 4) — Part 2: Syntax rules specific to batch EDI.
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ISO 9735-5:1998, Electronic data interchange for administration, commerce and transport (EDIFACT) — Application
level syntax rules (Syntax version number: 4) — Part 5: Security rules for batch EDI (authenticity, integrity and non-
repudiation of origin).

4

Definitions

For the purposes of this part of ISO 9735, the definitions in ISO 9735-1:1988, annex A and in ISO 9735-5:1998,

annex A app

5 Rule:

5.1 Funct

AUTACK is
groups, mes

A secure authentication and acknowledgement message can be used to:

a) give secy

b) give secU
interchan

5.2 Field

The secure quthentication and acknowledgement message (AUTACK) may be used for both national and

international
dependent 0
5.3 Princi

The applied

The secure authentication and acknowledgement message (AUTACK) applies security services to other H

structures (n
EDIFACT st
parties.

The security|
structures. T
data such as
and the date
The AUTAC

The AUTAC

ly.

onal definition

h message authenticating sent, or providing secure acknowledgement of received interchangs
sages or packages.

re authentication, integrity or non-repudiation of origin to messages, packages, groups or inte

re acknowledgement or non-repudiation of receipt to secured messages, packages, groups o
ges.

bf application

trade. It is based on universal practice related to administration, commerce and transport, an
n the type of business or industry.

hles

Security procedures shall be agreed.tolby trading partners and specified in an interchange agr

nessages, packages, groups erinterchanges) and provides secure acknowledgement to secu
uctures. It can be applied t6 combinations of EDIFACT structures that need to be secured be

services are provided by cryptographic mechanisms applied to the content of the original EDI
he results of these'mechanisms form the body of the AUTACK message, supplemented by rg
references ofithe cryptographic methods used, the reference numbers for the EDIFACT stru
and time of-the original structures.

K message shall use the standard security header and trailer groups.

gssage can apply to one or more messages, packages or groups from one or more interc

or to one or

rchanges.

"

1 is not

eement.

DIFACT
red
ween two

FACT
levant
ctures

hanges,

Km

mtarchannnc
T

5.3.1 Use

a
A=

T TCTroa gt o

of AUTACK for the authentication function

An AUTACK message used as an authentication message shall be sent by the originator of one or more other
EDIFACT structures, or by a party having authority to act on behalf of the originator. Its purpose is to facilitate the
security services defined in Part 5 of ISO 9735, i.e. authenticity, integrity, and non-repudiation of origin of its
associated EDIFACT structures.

An AUTACK authentication message can be implemented in two ways. The first method conveys the hashed
values of the referenced EDIFACT structures secured by the AUTACK itself; the second uses the AUTACK only to
convey digital signatures of the referenced EDIFACT structures.
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5.3.1.1 Authentication using hash values of the referenced EDIFACT structures

The secured EDIFACT structure shall be referenced in an occurrence of the USX (security references) segment.
For each USX there shall be at least one corresponding USY (security on references) segment which contains the
security result, for example the hash value, of the security function performed on the referenced EDIFACT

structure.

Details about the security function performed shall be contained in the AUTACK security header group. The USY
and USH segments for the referenced EDIFACT structure shall be linked using security reference number data

elements

in both segments.

As a final step, all the information conveyed in the AUTACK shall be secured using at least one pair of security
header and security trailer groups.

Note:
AUTACK

uses the USX segment to reference one or more messages, packages or groups in onermg

re

interchanges, or to reference an entire interchange. For each USX segment a corresponding USY-Segment

contains t|
EDIFACT

5.3.1.2 A

he result of the hashing, authentication or non-repudiation method applied to the reférenced
structure.

Lithentication using digital signatures of the referenced EDIFACT structures

The secutled EDIFACT structure shall be referenced in an occurrence of the USX {security references)

For each
signature

be contair:r‘

secured
number d

If the digit
the AUTA
532 T
An AUTA
previously
purpose i
non-repug

JSX at least one corresponding USY (security on references) segment, which contains the dig
of the referenced EDIFACT structure, shall be present. Details about the security function per|
ed in the AUTACK security header group. Because a single referenced EDIFACT structure m
ore than once, the related USY and security header group.shall be linked using security refer
hta elements in both segments.

al signature of the referenced EDIFACT structure is«coftained in AUTACK (rather than just a
CK does not itself require to be secured.

ne use of AUTACK for the acknowledgement function

CK message used as an acknowledgement message shall be sent by the recipient of one or n
received secured EDIFACT structures, or by a party having authority to act on behalf of the r
to facilitate confirmation of receipt, validation of integrity of content, validation of completene
iation of receipt of its associated*EDIFACT structures.

The ackngpwledgement function shall be applied only to secured EDIFACT structures. The secured EDI

structure

be at leas
digital sig
reference
element. ]
security fu

As a final
be secureg

bhall be referenced in an ecturrence of the USX (security references) segment. For each USX
L one corresponding USY (security on references) segment which contains either the hash val
hature of the referenceéd EDIFACT structure. The USY shall be linked to a security header gro
] EDIFACT structure, or of an AUTACK message securing it, by using security reference num

step insgeneration of the acknowledgement message, all the information conveyed in the AUT
d using-at least one pair of security header and security trailer groups.

segment.
ital

formed shall
ay be

bnce

hash value),

hore
beipient. Its
5s and/or

FACT

there shall
Le or the
up of the
ber data

'he corresponding security header related to the referenced EDIFACT structure contains the dletails of the
nction perfermed on the referenced EDIFACT structure by the sender of the original messaga.

ACK shall

AUTACK

leaba Lo wath

results.

Note :

A ala a a
Ty SO 0T UST

Secure acknowledgement is only meaningful for secured EDIFACT structures. Securing EDIFACT
structures is accomplished by the use of either integrated security segments (see Part 5 of ISO 9735) or
AUTACK authentication.

security

To prevent endless loops, an AUTACK used for the acknowledgement function shall not require its recipient to send
back an AUTACK acknowledgement message.
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54

541

0010

0020

0030

0040

0050

0060

0070

Message definition
Data segment clarification

UNH, Message header

A service segment starting and uniquely identifying a message.

The message type code for the secure authentication and acknowledgement message is AUTACK.
The data element message type sub-function identification shall be used to indicate the usage of the
AUTACK function as either authentication, acknowledgement or refusal of acknowledgement.

Note: messages conforming to this document must contain the following data in segment UNH, composite
S009:

Data ¢lement 0065 AUTACK

0052 4
0054 1
0051 UN

Segment Group 1: USH-USA-SG2 (security header group)
A grolip of segments identifying the security service and security mechanisms applied and containin|g the
data rlecessary to carry out the validation calculations (as defined in Part 5 of 1ISO9735).
This segment group shall specify the security service and algorithm(s) appliedo the AUTACK message or
applied to the referenced EDIFACT structure.
Each pecurity header group shall be linked to a security trailer group, and some may be linked additjonally to
USY gegments.

USH, [Security header
A segment specifying a security service applied to the message/package in which the segment is intluded,
or to the referenced EDIFACT structure (as defined in Part.5%f ISO 9735).
The security service data element shall specify the securityfunction applied to the AUTACK message or the
referehced EDIFACT structure:
- the security services: message origin authentication'and non-repudiation of origin shall only be usg¢d for the
AUTIACK message itself.
- the security services: referenced EDIFACT structure integrity, referenced EDIFACT structure origip
authentication and referenced EDIFACT structure non-repudiation of origin shall only be used by the sender
to sgcure the AUTACK referenced EDIFACT structures.
- the security services: receipt authentication and non-repudiation of receipt shall only be used by the receiver
of secured EDIFACT structures to.secure the acknowledgement.

The sgope of security application of the security service shall be specified, as defined in Part 5 of ISP 9735.
In an AUTACK message, thére are four possible scopes of security application:
- the first two scopes are.as defined in Part 5 of ISO 9735 section 5.

- the third scope includésithe whole EDIFACT structure, in which the scope of the security applicatipn is from
the fjrst character of\the referenced message, package, group or interchange (namely a "U") to the last
character of the.message, package, group or interchange, inclusive.

- the fourth scopeis user defined, in which scope the security application is defined in an agreement between

ical

Segment Group 2: USC-USA-USR (certificate group)
A group of segments containing the data necessary to validate the security methods applied to the
message/package, when asymmetric algorithms are used (as defined in Part 5 of ISO 9735).

USC, Certificate
A segment containing the credentials of the certificate owner and identifying the certification authority which
has generated the certificate (as defined in Part 5 of ISO 9735).

USA, Security algorithm
A segment identifying a security algorithm, the technical usage made of it, and containing the technical
parameters required (as defined in Part 5 of ISO 9735).
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USR, Security result

A segment containing the result of the security functions applied to the certificate by the certification authority

(as defined in Part 5 of ISO 9735).

USB, Secured data identification

This segment shall contain identification of the interchange sender and interchange recipient, a security
related timestamp of the AUTACK and it shall specify whether a secure acknowledgement from the AUTACK
message recipient is required or not. If one is required, the message sender will expect an AUTACK

acknowledgement message to be sent back by the message recipient.

The interchange sender and interchange recipient in USB shall refer to the sender and the recipient of the

interchange in which the AUTACK is present, in order to secure this information.

2. LICVW 1 I1C\/

Segmentgroup-3-HSx-USY
This segment group shall be used to identify a party in the security process and to give securityir]
on the referenced EDIFACT structure.

USK, Security references

This segment shall contain references to the party involved in the security process.

The composite data element security date and time may contain the original generation date and
reférenced EDIFACT structure.

If data element 0020 is present and none of: 0048, 0062 and 0800 are preseht, the whole interch
referenced.

If data elements 0020 and 0048 are present and none of: 0062 and 0800-are present, the group i
referenced.

USJ, Security on references

A segment containing a link to a security header group and the.result of the security services app
ref¢grenced EDIFACT structure as specified in this linked security header group.

When the referenced EDIFACT structures are secured by<the same security service, with the san
sedurity parameters many USY segments may be linked'to the same security header group. In th
link| value between the security header group and the'related USYs shall be the same.

When AUTACK is used for the acknowledgementfunction the corresponding security header gro
either one of the referenced EDIFACT structute,or of an AUTACK message that is used to provid
referenced EDIFACT structure with the authentication function.

structure with the authentication function, if the acknowledgement function is used (security ser
rgpudiation of receipt orreceipt authentication)

Segment Group 4;"UST-USR (security trailer group)
A group of segmgnts containing a link with security header segment group and the result of the sg
fungtions applied to the message/package (as defined in Part 5 of ISO 9735).

USR segment’may be omitted if the security trailer group is linked to a security header group rela

formation

time of the
hnge is

S

ied to the

he related
is case the

up shall be
e the

brresponding

CT structure
ucture non-

FACT
ices: non-

bcurity

ted to a

ref¢grenced EDIFACT structure. In this case the corresponding results of the security function shajl be found

in the-lUSY segments which are linked to the relevant security header group.

UST, Security trailer

A segment establishing a link between security header and security trailer segment group and stating the

number of security segments contained in these groups (as defined in Part 5 of ISO 9735).

USR, Security result

A segment containing the result of the security functions applied to the message/package as specified in the
linked security header group (as defined in Part 5 of ISO 9735). The security result in this segment shall be

applied to the AUTACK message itself.

UNT, Message trailer

A service segment ending a message, giving the total number of segments and the control reference number

of the message.
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5.4.2 Message structure

5.4.2.1 Segment table

POS TAG Name S R Notes
0010 UNH Message header M 1
0020 Segment group 1 ------------- M 99 - +
0030 USH Security header M 1 |
0040 USA Security algorithm c 3 [

I
0050 |- Segment group 2 ------------- c 2 -+ |
0060 USsC Certificate M 1 | |
0070 USA Security algorithm c 3 | |
0080 USR Security result c 1 -t
0090 USB Secured data identification M 1
0100 |- Segment group 3 ------------- M 9999 -+
0110 USX Security references M 1
0120 USYy Security on references M 9 -+,
0130 |- Segment group 4 ------------- M 99 ==t
0140 UST Security trailer M 1
0150 USR Security result C t -t
0160 UNT Message trailer M 1

Note: The miessage body of the AUTACK message comprises the USB segment and segment group 3.
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Annex A
(normative)
Addendum — to be added to Part 1 annex C when approved

Syntax service directories
(segments, composite data elements and simple data elements)

A.l  Segment directory

A.1.1 Segment specification legend:
Function The function of the segment

POS The sequential position number of the stand-alone data element or compositedata element in the
segment table

TAG The tags for all service segments contained in the segment directory start with the letter “U’. The tags
of all service composite data elements start with the letter "S", and thie-tags of all service simple data
elements start with the figure "0"

Name Name of a COMPOSITE DATA ELEMENT in capital letters
Name of a STAND-ALONE DATA ELEMENT in capital letters
Name of a component data element in small letters

S The status of the stand-alone data element or composite data element in the segment, or ¢f the
components in the composite (where M = Mandatory and C = Conditional)

R The maximum number of occurrences of a stand-alone data element or composite data el¢ment in the
segment
Repr. Data value representation of the stand-alone data element or component data elements injthe
composite.
a alphabetic characters
n numeric charactérs
an alphanumerie-characters
a3 3 alphabetic characters, fixed length
n3 3 numeric.characters, fixed length
an3 3 alphanumeric characters, fixed length
a..3 upAe 3 alphabetic characters
n..3 yp.te 3 numeric characters

an..3 up to 3 alphanumeric characters

A.l.2 De;rendency note identifiers

Code Name

D1 One and only one

D2 All or none

D3 One or more

D4 One or none

D5 If first, then all

D6 If first, then at least one more
D7 If first, then none of the others

See clause 11.5 in ISO 9735-1:1998 for the definition of the dependency note identifiers.
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A.1.3 Index of segments by tag

TAG Name
UNH Message header
UNT Message trailer
USA Security algorithm
USB Secured data identification
uscC Certificate
USH Security header
USR Security result
UsST Security trailer
USX Seedrtyreterences
usy Security on references
A.1.4 Index of segments by name
TAG Name
uscC Certificate
UNH Message header
UNT Message trailer
uUsB Secured data identification
USA Security algorithm
USH Security header
usy Security on references
USX Security references
USR Security result
UsT Security trailer
A.1.5 Segmgnt specifications
Note:
Only segments not defined in other parts of ISO 9735 are included here.
USB SECURED DATA IDENTIFICATION
Functionj To containdetails related to the AUTACK.
POS TAG |Name SR Repr. Notes
010 0503 RESPONSE TYPE, CODED M1 an.3
020 S501 SECURITY DATE AND TIME C1
0517 Date and time qualifier M an.3
0338 Event date C n.S8
0314 Eventtime C an..15
0336 Time offset C n4
030 S002 INTERCHANGE SENDER M1
0004 Interchange sender identification M an..35
0007 Identification code qualifier C an4

0008 Interchange sender internal identification C  an..35
0042 Interchange sender internal
sub-identification C an.35

©1SO


https://standardsiso.com/api/?name=b8acdf7e7b486605bf06d3a3a5ddebac

©1S0 ISO 9735-6:1999(E)

040 S003 INTERCHANGE RECIPIENT M1
0010 Interchange recipient identification M an..35
0007 Identification code qualifier C an4
0014 Interchange recipient internal

identification C an.35
0046 Interchange recipient internal
sub-identification C an.35

USX SECURITY REFERENCES

Function: To refer to the secured EDIFACT structure and its associated date
and time.
POS TAfG Name SR Repr. Notes
010 0020 INTERCHANGE CONTROL REFERENCE M1 an.14
020 SO00pR INTERCHANGE SENDER C1
0004 | Interchange sender identification M an..35
0007 | Identification code qualifier C an4
0008 | Interchange sender internal identification C  an..35
0042 | Interchange sender internal
slib-identification C an.35
030 SO00B INTERCHANGE RECIPIENT C1
0010 [ Interchange recipient identification M an..35
0007 | Identification code qualifier C an.4
0014 [ Interchange recipient internal
identification C an..35
0046 [ Interchange recipient internal
slib-identification C an235
040 0048 GROUP REFERENCE NUMBER C1l an.14 1,3
050 S00p APPLICATION SENDERADENTIFICATION cC1 1
0040 | Application sender identification M an..35
0007 | Identification code qualifier C an.4
060 SO00)f APPLICATION RECIPIENT IDENTIFICATION Cc1 3
0044 | Application recipient identification M an..35
0007 | Identification'code qualifier C an.4
070 0062 MESSAGE REFERENCE NUMBER Cl an.14 24
080 SO00P MESSAGE IDENTIFIER C1 4
0065 | Message type M an..6
0052 LMessage-version-rdmber M—an-3
0054 Message release number M an.3
0051 Controlling agency, coded M an.3
0057 Association assigned code C an.6
0110 Code list directory version number C an.6
0113 Message type sub-function identification C an..6
090 0800 PACKAGE REFERENCE NUMBER Cl an.14 2
100 S501 SECURITY DATE AND TIME Ci1
0517 Date and time qualifier M an.3
0338 Event date C n.8
0314 Eventtime C an.15
0336 Time offset C n4d
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DEPENDENCY NOTES:

D5 (050, 040) If first, then all
D1 (070, 090) One and only one
D5 (060, 040) If first, then all
D5 (080, 070) If first, then all

pONDE

USY SECURITY ON REFERENCES

Function: To identify the applicable header, and to contain the security
resuitandfor toindicate thepossibte tause of security
rejection for the referred value.

POS TAG |Name SR Repr. Notes
010 0534 BECURITY REFERENCE NUMBER M1 an.14
020 S508 NMALIDATION RESULT c2 1

0563 VAhlidation value qualifier M an.3

0560 Vhplidation value C an.512
030 0571 BECURITY ERROR, CODED Cl an.3 1
NOTES:

1. D3 (020, (30) One or more

A.2 Comppsite data element directory

No composite data elements are defined.

A.3 Simpl¢ data element directory
A.3.1 Simplé¢ data element specificationylegend:

The tags of @ll service simple data-elements contained in the simple data element directory start with the figure “0”.

Name Name of a simple‘data element
Desc. Description\of the simple data element
Repr. Data‘value representation of the simple data element:
a alphabetic characters
n numeric characters
an alphanumeric characters
a3 3 alphabetic characters, fixed length
n3 3 numeric characters, fixed length
an3 3 alphanumeric characters, fixed length
a..3 up to 3 alphabetic characters
n..3 up to 3 numeric characters

an..3 up to 3 alphanumeric characters

Notes Simple data element note number(s)

10
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A.3.2 Index of simple data elements by tag

TAG Name

0020 Interchange control reference
0048 Group reference number
0062 Message reference number
0503 Response type, coded

0534 Security reference number
0571 Security error, coded

0800 Package reference number

A.3.3 Ind
TA

004
007
004
08¢
05¢
057
053

A.3.4 Sin
Note:

Only simp

ISO 9735-6:1999(E)

bx of simple data elements by name

Name

U/

Group reference number
Interchange control reference
Message reference number
Package reference number
Response type, coded
Security error, coded
Security reference number

AR WONOO®

ple data element specifications

le data elements not defined in other parts of 1S©%9735 are included here.

0571 S

Desc: |
stru

Repr: a

Note 1:
be
ac
an

ECURITY ERROR, CODED

jentifies the security error causing the rejection of the EDIFACT
ture.

n..3

This element shall specify the security error encountered. These may
the reason for nen-acknowledgement by a request for secure
knowledgement; or'may be sent on the initiative of the receiver of
AUTACK or&ectred EDIFACT structure which contains error.

11
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Annex B
(informative)

Service code directory

The service code directory is maintained by the UN/ECE and is part of the UN Trade Data Interchange Directory
(UNTDID) and as such is not reproduced in this International Standard. The most recent version of the service
code directory should be used to reference the code values for the coded data elements in the simple data element
directory (see annex C within this part). The UNTDID is updated and published at regular intervals.

12
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Annex C
(informative)

AUTACK message examples

Three examples are provided herein to illustrate different applications of the AUTACK message.

The first one shows how to use an AUTACK message to secure a previously sent message, in order to

security sery

The seco
non repug
The third

acknowle

C.1 Exd

C.1.1 Nairative

Bank A w.
by Mr. Smj
The interg
required g
digital sig
Both parti
value coni
The certifi
issuer.

In these ¢
AUTACK

The PAY(
the Bank

The AUT/
The appe

USC-\
USB
USX-y

USH t@ indicate the security service gpplied to the PAYORD message.

d example shows how an AUTACK message may secure two messages with different securj
iation of origin for one message, message origin authentication for an other message.
bxample illustrates the usage of AUTACK message for secure acknowledgement. It shows th
lgement message required by the AUTACK in the first example.

imple 1: Non-repudiation of origin service provided by an AUTACK message

hnts the security service of non repudiation of origin on the payment.orders from Company A,
ith when they exceed a certain amount.

hange agreement between the parties establishes that the security service of non repudiation
y Bank A, shall be achieved for these payment orders, by Mr¢Smith of Company A, with the u
hature.

bs agree that this digital signature is computed by 512 bittRSA (asymmetric algorithm) upon a
puted using the MD5 algorithm.

cate identifying the public key of Mr. Smith is issued\by an authority trusted by both parties, th

pnditions, because the digital signature of the RPAYORD is included in the AUTACK message,
tself does not need to be signed.

DRD message secured by AUTACK was the third message of the first interchange sent by Mr
A. It was generated in 1996.01.15 at . 10:00:00.

\CK itself was the fifth message ofthe‘interchange and it was generated in 1996.01.15 at 10:(
bring security segments are the following ones:

SA-USA-USA-USR, the certificate of Mr. Smith.

SY with the securityreferences and results (for PAYORD message).

ly services :

e AUTACK

performed

of origin,
se of one

hashing

e certificate
the

Smith to

5:32.

UST, without USR, refefencing the USH.
C.1.2 Segurity details
SECURITlY HEADER
SECURITlY SERVICE, CODED Non repudiation of origin
SECURITIYCREFERENCE NUMBER The reference of this header is 1
RESPONSE TYPE ACKnowledgement required: L
FILTER FUNCTION All binary values (signatures) are filtered with
hexadecimal filter
ORIGINAL CHARACTER SET The message was coded in ASCII 8 bits when its
ENCODING signature was generated.
CERTIFICATE certificate of Mr. SMITH
CERTIFICATE REFERENCE This certificate is referenced, by AUTHORITY: 00000001.
SECURITY IDENTIFICATION DETAILS
Certificate owner Mr. SMITH of Company A

13
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SECURITY IDENTIFICATION DETAILS
Certificate issuer

Key name

Mr. SMITH's certificate was generated by a certification
Authority called: AUTHORITY.

The Public Key of AUTHORITY used to generate Mr.
SMITH's certificate is PK1

CERTIFICATE SYNTAX VERSION

Version of certificate of UN/EDIFACT service segment
directory.

FILTER FUNCTION

All binary values (keys and digital signatures) are filtered
with hexadecimal filter

ORIGINAL CHARACTER SET
ENCODING

The credentials of the certificate were coded in ASCII 8
bits when the certificate was generated.

SERVICE CHARACTER FOR

Service character used when signature was computed

SIGNATUR
Service character for signature qualifier Service character is segment terminator.
Service character for signature Value "" (apostrophe).

SIGNATUR
Service character for signature qualifier

SERVICE CfARACTER FOR
Service character for signature

Service character used when signature was computed

Service character is data element separator.
Value "+" (plus sign).

SIGNATUR
Service character for signature qualifier

SERVICE CfARACTER FOR
Service character for signature

Service character used when signature was computed

Service character is component data.element separator.
Value ":" (colon).

SIGNATUR
Service character for signature qualifier

SERVICE CfARACTER FOR
Service character for signature

Service character used when sighature was computed

Service character is repetitior.separator.
Value "*" (asterisk).

SERVICE CHARACTER FOR
SIGNATUR

Service character for signature qualifier
Service character for signature

Service character used,when signature was computed

Service character.is release character.
Value "?" (question mark).

SECURITY DATE AND TIME
Date and tinje

Certificate generation time
Mr. SMITH certificate was generated on 931215 at
14:12:00

SECURITY DATE AND TIME
Date and tinje

Cetrtificate start of validity period
Validity period of Mr. SMITH's certificate starts: 1996 01
01 000000

SECURITY DATE AND TIME
Date and tinje

Certificate end of validity period
Validity of Mr. SMITH's certificate ends: 1996 12 31
235959

SECURITY ALGORITHM

Asymmetric algorithm used by Mr. SMITH to sign

SECURITY ALGORITHM

Use of algor|thm

Cryptographjc mode of operation
Algorithm

An owner signing algorithm is used.
No mode of operation is relevant here.
RSA is the asymmetric algorithm.

ALGORITHW PARAMETER
Algorithm pgrameter qualifier

Algorithm pdrameter value

Identifies this algorithm parameter as a Public exponent
for signature verification.
Mr SMITH's public key.

ALGORITHM PARAMETER
Algorithm parameter qualifier

Algorithm parameter value

Identifies this algorithm parameter as a Modulus for
signature verification.
Mr SMITH's modulus.

ALGORITHM PARAMETER
Algorithm parameter qualifier

Algorithm parameter value

Identifies this algorithm parameter as the length of Mr
SMITH's modulus (in bits).
Mr SMITH's modulus is 512 bits long.

SECURITY ALGORITHM

Hash function used by AUTHORITY to generate Mr
SMITH's certificate

14
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SECURITY ALGORITHM
Use of algorithm
Cryptographic mode of operation

Algorithm

An issuer hashing algorithm is used.

Hash function CD 10118-2 Hash functions using a n- bit
block cipher algorithm applied to provide a double length
hash code (128 bits); initializing values:

A = 01234567 B = 89ABCDEF

C = FEDCBA98 D =76543210

MD5 message-digest algorithm is used

SECURITY ALGORITHM

Asymmetric algorithm used by AUTHORITY to sign

SECURITY ALGORITHM
Use of algorithm
Cryptographic mode of operation

An issuer signing algorithm is used.
No mode of operation is relevant here.

Algorithm

DA ekl dras 1 H)
NOATS UITE ASYITITTITCUIC alyUIrIuiInT.

ALGORITHM PARAMETER
Algorithm|parameter qualifier

Algorithm|parameter value

Identifies this algorithm parameter as a public exponent
for signature verification.
AUTHORITY's public key.

ALGORITHM PARAMETER
Algorithm|parameter qualifier

Algorithm|parameter value

Identifies this algorithm parameter as a Modulus for
signature verification.
AUTHORITY's modulus.

ALGORITHM PARAMETER
Algorithm|parameter qualifier

Algorithm|parameter value

Identifies this algorithm parameteras the length of
AUTHORITY's modulus (in bits).
AUTHORITY's modulus is 512 bits long.

SECURITY RESULT

Digital signature of the certificate

VALIDAT|ON RESULT
Validation| value qualifier
Validation| value

Digital signature
512 Bit filtered hexadecimal digital signature

SECURED DATA IDENTIFICATION

RESPONEBE TYPE, CODED

A secure acknowledgement from the Bank A is required

SECURIT)Y DATE AND TIME

A security related time-stamp of the AUTACK.
The security time stamp is : date: 1996 01 15
timex30:05:32

INTERCHANGE SENDER

Jdentification of the interchange sender
Identification of Mr.Smith, Company A

INTERCHANGE RECIPIENT

Interchange sender identification
Interchar:Ee sender identification

Identification of the interchange recipient
Identification of Bank A

SECURITY REFERENCES

Refers to the security entity (PAYORD related with the
service of non repudiation of origin) and its associated
date and time.

INTERCHANGE CONTROL
REFERENCE

Identifies the reference number assigned by the sender to
the interchange of the message PAYORD: 1

INTERCHANGE SENDER
Interchan@e senderidentification

Identifies the sender of the interchange of the message
PAYORD: Mr. Smith from Company A.

INTERCHANGE’RECIPIENT
Interchange-recipient identification

Identifies the recipient of the interchange of the message
PAYQORD: Bank A

MESSAGE REFERENCE NUMBER

Identifies the reference number assigned by the sender to
the PAYORD message: 3.

SECURITY DATE AND TIME
Date and time

A security related time-stamp referring the PAYORD
The security time stamp is date: 1996 01 15 time:
10:00:00

SECURITY ON REFERENCES

Identifies the applicable header (associated with the
functions of security applied to the PAYORD message) ,
and the result of applying these functions to the PAYORD
message.

SECURITY REFERENCE NUMBER

Number which links the validation result to the
corresponding USH segment. In this case his value is 1.

15


https://standardsiso.com/api/?name=b8acdf7e7b486605bf06d3a3a5ddebac

ISO 9735-6:1999(E)

VALIDATION RESULT

Validation value qualifier Digital Signature (of the PAYORD message).
Validation value 512 bit filtered hexadecimal Digital signature
SECURITY TRAILER

SECURITY REFERENCE NUMBER The reference of this security trailer is 1
NUMBER OF SECURITY SEGMENTS The number of security segments is 7

C.2 Example 2: Securing several messages with AUTACK.

C.2.1 Narrative

©1SO

Bank A wants the security service of non repudiation of origin on the payment orders from Company A, p€
by Mr. SmitH when they exceed a certain amount. For those payment orders not exceeding such amount;
origin authemtication service is requested.

The interchgnge agreement between the parties establishes that the security service of non repudiation of
required by Bank A, shall be achieved for these payment orders, by Mr. Smith of Company A, with’ the use
digital signature. Both parties agree that this digital signature is computed by 512 bit RSA (aSymmetric alg
upon a hashjng value computed using the MD5 algorithm.

In addition, message origin authentication will be achieved by generating a "Message Authéentication Code
with the symmetric DES according to ISO 8731-1 at the sender's site.

The certificate identifying the public key of Mr. Smith is issued by an authority trusted by both parties, the g
issuer.

The first PAYORD message sent has to be secured with a digital signature by AUTACK. It is the fifth mess
the first interchange sent by Mr. Smith to Bank A. It was sent in 1996.02.15 at 08:00:00.

The second PAYORD message sent has to be secured with a MAC by~AUTACK. It is the seventh messag
first interchahge. It was sent in 1996.01.15 at 09:00:00.

itself is the tenth message of the first interchangeNt'was sent in 1996.01.15 at 10:05:32.

As the first HAYORD message is secured with a digital signature, the AUTACK itself does not need to be 9
In consequepce, the appearing security segments are the following ones:

USH to indicate the non-repudiation of origin serviceapplied to the first PAYORD message.
USC-UJA-USA-USA-USR, the certificate of Mr:Smith.

USH to indicate the message origin authentication service applied to the second PAYORD message.
USB
USX-USY with the security references and result (digital signature) for the first PAYORD message.
USX-USY with the security referencesand result (MAC) for the second PAYORD message.

UST, without USR, referencing the-first USH.

rformed
message

origin,
of one
Drithm)
"(MAC)

ertificate

age of

e of the

igned.

UST, without USR, referencing the-second USH.

C.2.2 Securjty details

SECURITY HEADER Header containing information of the security function
performed on the referenced entity (first PAYORD
message)

SECURITY BERVICE, CODED Non repudiation of origin for the first PAYORD

SECURITY REFERENCE NUMBER The reference of this header is 1

FILTER FUNCTION All binary values are filtered with _hexadecimal filter

ORIGINAL CHARACTER SET The message was coded in ASCII 8 bits when its

ENCODING signature was generated.

SECURITY IDENTIFICATION DETAILS

Message sender Mr. Smith from Company A

SECURITY IDENTIFICATION DETAILS

Message receiver Bank A

CERTIFICATE certificate of Mr. SMITH

CERTIFICATE REFERENCE This certificate is referenced, by AUTHORITY: 00000001.

SECURITY IDENTIFICATION DETAILS

Certificate owner Mr. SMITH of Company A
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SECURITY IDENTIFICATION DETAILS
Certificate issuer

Key name

Mr. SMITH's certificate was generated by a certification
Authority called: AUTHORITY.

The Public Key of AUTHORITY used to generate Mr.
SMITH's certificate is PK1

CERTIFICATE SYNTAX VERSION

Version of certificate of UN/EDIFACT service segment
directory.

FILTER FUNCTION

All binary values (keys and digital signatures) are filtered
with hexadecimal filter

SERVICE CHARACTER FOR
SIGNATURE
Service character for signature qualifier

Service character used when signature was computed

Service character is segment terminator.

Service clraracterforsignature

NS / PRI
vame (apostropiey:

SERVICH CHARACTER FOR
SIGNATURE

Service character for signature qualifier
Service character for signature

Service character used when signature was computed

Service character is data element separator.
Value "+" (plus sign).

SERVICH CHARACTER FOR
SIGNATURE

Service character for signature qualifier
Service character for signature

Service character used when signature was computed

Service character is component data element separator.
Value ":" (colon).

SERVICH CHARACTER FOR
SIGNATURE

Service character for signature qualifier
Service character for signature

Service character used when signature was computed

Service character is repetition{separator.
Value "*" (asterisk).

SERVICH CHARACTER FOR
SIGNATURE

Service character for signature qualifier
Service character for signature

Service character used when signature was computed

Service character is.release character.
Value "?" (questionmark).

SECURIT)Y DATE AND TIME
Date and time

Certificate generation time
Mr. SMITH.certificate was generated on 931215 at
14:12:00

SECURIT)Y DATE AND TIME
Date and time

Certificate start of validity period
Validity period of Mr. SMITH's certificate starts: 1996 01
01-000000

SECURIT)Y DATE AND TIME
Date and time

Certificate end of validity period
Validity of Mr. SMITH's certificate ends: 1996 12 31
235959

SECURITY ALGORITHM

Asymmetric algorithm used by Mr. SMITH to sign

SECURITlY ALGORITHM

Use of algorithm

Cryptographic mode of operation
Algorithm

An owner signing algorithm is used.
No mode of operation is relevant here.
RSA is the asymmetric algorithm.

ALGORITHM PARAMETER
Algorithm|parameter.qualifier

Algorithm|parameter value

Identifies this algorithm parameter as a Public exponent
for signature verification.
Mr SMITH's public key.

ALGORITHM RARAMETER
Algorithm|[parameter qualifier

Identifies this algorithm parameter as a Modulus for

Algorithm parameter value

signature verification.
Mr SMITH's modulus.

ALGORITHM PARAMETER
Algorithm parameter qualifier

Algorithm parameter value

Identifies this algorithm parameter as the length of Mr
SMITH's modulus (in bits).
Mr SMITH's modulus is 512 bits long.

SECURITY ALGORITHM

Hash function used by AUTHORITY to generate Mr
SMITH's certificate
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SECURITY ALGORITHM
Use of algorithm

Cryptograph

Algorithm

ic mode of operation

An issuer hashing algorithm is used.

Hash function CD 10118-2 Hash functions using a n- bit
block cipher algorithm applied to provide a double length
hash code (128 bits); initializing values:

A = 01234567 B = 89ABCDEF

C = FEDCBA98 D = 76543210

MD5 message-digest algorithm is used

SECURITY ALGORITHM

Asymmetric algorithm used by AUTHORITY to sign

SECURITY ALGORITHM
Use of algorithm

An issuer signing algorithm is used.

Cryptographic mode of operation No mode of operation is relevant here.

Algorithm RSA s theasymmetricatgorithm:

ALGORITHW PARAMETER

Algorithm pgrameter qualifier Identifies this algorithm parameter as a public exponent

Algorithm pg

rameter value

for signature verification.
AUTHORITY's public key.

ALGORITHN
Algorithm p4g

Algorithm pg

1 PARAMETER
rameter qualifier

rameter value

Identifies this algorithm parameter as a Modulus for
signature verification.
AUTHORITY's modulus.

ALGORITHN
Algorithm p4g

Algorithm pg

1 PARAMETER
rameter qualifier

rameter value

Identifies this algorithm parameter as,the length of
AUTHORITY's modulus (in bits):
AUTHORITY's modulus is 512bits long.

SECURITY RESULT Digital signature of the certificate

VALIDATION RESULT

Validation value qualifier Digital signature

Validation value 512 Bit filtered hexadecimal digital signature

SECURITY HEADER Header containing\information of the security function
performed on-thie referenced entity (second PAYORD
message)

SECURITY EERVICE, CODED Message»origin authentication for the second PAYORD

SECURITY REFERENCE NUMBER The reference of this header is 2

FILTER FUNCTION All binary values are filtered with hexadecimal filter

SECURITY |DENTIFICATION DETAILS

Message sephder Mr. Smith from Company A

SECURITY |[DENTIFICATION DETAILS

Message regeiver Bank A

SECURITY ALGORITHM

SECURITY ALGORITHM

Use of algorjthm A symmetric algorithm is used to achieve message origin
Cryptographjc mode of opefation authentication.

A MAC is computed, according to 1SO 8731-1.

Algorithm The DES algorithm is used.

ALGORITHW PARAMETER

Algorithm pgrameter qualifier Identifies this algorithm parameter values as the name of
a previously exchanged symmetric key.

Algorithm parametervatue

SECURED DATA IDENTIFICATION

RESPONSE TYPE, CODED

No acknowledgement from the Bank A is required

SECURITY DATE AND TIME

A security related timestamp of the AUTACK.
The security time stamp is : date: 1996 01 15
time: 10:05:32

INTERCHANGE SENDER
Interchange sender identification

Identification of the interchange sender
Identification of Mr.Smith, Company A

INTERCHANGE RECIPIENT
Interchange sender identification

Identification of the interchange recipient
Identification of Bank A

SECURITY REFERENCES

Refers to the security entity (second PAYORD).

INTERCHANGE CONTROL
REFERENCE

Identifies the reference number assigned by the sender to
the interchange of the second PAYORD: 1

18

©1SO


https://standardsiso.com/api/?name=b8acdf7e7b486605bf06d3a3a5ddebac

©1S0 ISO 9735-6:1999(E)

INTERCHANGE SENDER
Interchange sender identification Identifies the sender of the interchange of the message
PAYORD: Mr. Smith from Company A.

INTERCHANGE RECIPIENT

Interchange recipient identification Identifies the recipient of the interchange of the message
PAYORD: Bank A

MESSAGE REFERENCE NUMBER Identifies the reference number assigned by the sender to
the second PAYORD message: 7.

SECURITY DATE AND TIME The security time stamp is: date: 1996 01 15
time: 09:00:00

SECURITY ON REFERENCES Identifies the applicable header (associated with the

functions of security applied to the second PAYORD
MESSage), and the resutt of applying these functons to it

SECURIT)Y REFERENCE NUMBER Number which links the validation result to the
corresponding USH segment. In this case his value i$.2.

VALIDAT|ON RESULT
Validation| value qualifier

Validation| value MAC (Message Authentication Code).

SECURIT)Y REFERENCES Refers to the security entity (the first PAYORD) and its
associated date and time.

INTERCHANGE CONTROL Identifies the reference number assigned by the sender to

REFERENCE the interchange of the message PAYORD: 1

INTERCHANGE SENDER

Interchange sender identification Identifies the sender of the interchange of the message

PAYORD: Mr. Smith from_Eompany A.

INTERCHANGE RECIPIENT

Interchang@e recipient identification Identifies the recipient-of'the interchange of the message
PAYORD: Bank A

MESSAGE REFERENCE NUMBER Identifies the reference number assigned by the sender to
the first PAYORD message: 5.

SECURIT]Y DATE AND TIME The securityfime stamp is: date: 1996 01 15
time: 08:00:00

SECURIT]Y ON REFERENCES Identifies-the applicable header (associated with the

functions of security applied to the first PAYORD
pessage) and the result of applying these functions to it.

SECURIT)Y REFERENCE NUMBER Number which links the validation result to the
corresponding USH segment. In this case his value is 1.

VALIDAT|ON RESULT
Validation| value qualifier
Validation| value Digital Signature (of the first PAYORD message).
512 bit filtered hexadecimal Digital signature

SECURIT]Y TRAILER

SECURIT)Y REFERENCE NUMBER The reference of this security trailer is 2

NUMBER|OF SECURIFY SEGMENTS The number of security segments is 2

SECURITY TRAILER

SECURIT)Y REFERENCE NUMBER The reference of this security trailer is 1

NUMBER|ORSECURITY SEGMENTS The number of security segments is 7

C.3 Example 3: Secure acknowledgement of a received message by AUTACK
C.3.1 Narrative

In the example 1, AUTACK was used by the sender (Mr. Smith of Company A) of a previous message PAYORD.
The AUTACK message requested an acknowledgement to Bank A.

In this example, it is shown how the AUTACK message is used as secure acknowledgement.

It has been established that AUTACK messages acting as secure acknowledgement will be protected with the non
repudiation of origin, by using a digital signature.

The AUTACK message is generated in 1996.01.16 at 11:00:00, being the 20th message from the interchange.
The appearing security segments are the following ones:
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USH, to identify the security service applied to the AUTACK message.

USH, to identify the security service applied to the entity acknowledged.
USC-USA(3)-USR, the certificate of Bank A.

USB, to contain details of the AUTACK.

USX-USY, to contain references to the acknowledged entity and the digital signature.
UST, the Security Trailer without USR.

UST-USR to secure the AUTACK itself.

C.3.2 Security details

SECURITY HEADER

SECURITY SERVICE, CODED

Non repudiation of origin

SECURITY REFERENCE NUOMBER

TheTeference of thishreaderis T

FILTER FUNCTION

All binary values are filtered with hexadecimal filter

ORIGINAL ¢HARACTER SET
ENCODING

The message was coded in ASCII 8 bits when the MAC
was generated.

SECURITY |DENTIFICATION DETAILS
Message sender (party which generates
the Digital S|gnature).

Bank A

SECURITY |[DENTIFICATION DETAILS

Message regeiver (party which verifies the

Digital Signgture).

Mr. SMITH of Company A

SECURITY FEQUENCE NUMBER

The security sequence number of this message is 20.

SECURITY DATE AND TIME

The security time stamp is : date>1996.01.16 time:
11:00:00

CERTIFICATE

certificate of Bank A

CERTIFICATE REFERENCE

This certificate is referenced, by AUTHORITY: 00000010.

SECURITY |DENTIFICATION DETAILS
Certificate oyner

Bank A

SECURITY |DENTIFICATION DETAILS
Certificate igsuer

Key name

Bank A's certificate was generated by a certification
Authority called: AUTHORITY.

The Public:Key of AUTHORITY used to generate Bank
A's certificate is PK1

CERTIFICATE SYNTAX VERSION

Version of certificate of UN/EDIFACT service segment
directory.

FILTER FUNCTION

All binary values (keys and digital signatures) are filtered
with hexadecimal filter

ORIGINAL ¢HARACTER SET
ENCODING

The credentials of the certificate were coded in ASCII 8
bits when the certificate was generated.

SERVICE CHARACTER FOR
SIGNATURE
Service charfacter for signature qualifier
Service cha:Iacter for signdture

Service character used when signature was computed

Service character is segment terminator.
Value "" (apostrophe).

SERVICE CHARACTER'FOR
SIGNATUR

Service character for signature qualifier
Service charfacterfor signature

Service character used when signature was computed

Service character is data element separator.
Value "+" (plus sign).

SERVICE CHARAEFERFOR

AR

SIGNATURE
Service character for signature qualifier
Service character for signature

Service character is component data element separator.
Value ":" (colon).

SERVICE CHARACTER FOR
SIGNATURE

Service character for signature qualifier
Service character for signature

Service character used when signature was computed

Service character is repetition separator.
Value "*" (asterisk).

SERVICE CHARACTER FOR
SIGNATURE

Service character for signature qualifier
Service character for signature

Service character used when signature was computed

Service character is release character.
Value "?" (question mark).
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SECURITY DATE AND TIME
Date and time

Certificate generation time
Bank A certificate was generated on 1995 12 31 at
14:00:00

SECURITY DATE AND TIME
Date and time

Certificate start of validity period
Validity period of Bank A's certificate starts: 1996 01 01
000000

SECURITY DATE AND TIME
Date and time

Certificate end of validity period
Validity of Bank A's certificate ends: 1996 12 31 235959

SECURITY ALGORITHM

Asymmetric algorithm used by Bank A to sign

SECURITY ALGORITHM
Use of algorithm
Cryptographic mode of operation

An owner signing algorithm is used.
No mode of operation is relevant here.

Algorithm

RSATS e asymMmMELric alfgorithm.

ALGORITHM PARAMETER
Algorithm|parameter qualifier

Algorithm|parameter value

Identifies this algorithm parameter as a Public exponént
for signature verification.
Bank A's public key.

ALGORITHM PARAMETER
Algorithm|parameter qualifier

Algorithm|parameter value

Identifies this algorithm parameter as a Medulus for
signature verification.
Bank A's modulus.

ALGORITHM PARAMETER
Algorithm|parameter qualifier

Algorithm|parameter value

Identifies this algorithm parameteras the length of Bank
A's modulus (in bits).
Bank A's modulus is 512 bits.long.

SECURITY ALGORITHM

Hash function used by AUTHORITY to generate Bank A's
certificate

SECURITlY ALGORITHM
Use of aldorithm
Cryptographic mode of operation

Algorithm

An issuer hashingalgorithm is used.

Hash function CD 10118-2 Hash functions using a n- bit
block cipher algorithm applied to provide a double length
hash code-(128 bits); initializing values:

A =01284567 B = 89ABCDEF

C = FEDCBA98 D =76543210
MD5’message-digest algorithm is used

SECURITY ALGORITHM

Asymmetric algorithm used by AUTHORITY to sign

SECURITlY ALGORITHM

Use of aldorithm

Cryptographic mode of operation
Algorithm

An issuer signing algorithm is used.
No mode of operation is relevant here.
RSA is the asymmetric algorithm.

ALGORITHM PARAMETER
Algorithm|parameter qualifier

Algorithm|parameter valae

Identifies this algorithm parameter as a public exponent
for signature verification.
AUTHORITY's public key.

ALGORITHM PARAMETER
Algorithm|parameterqualifier

Algorithm|parameter value

Identifies this algorithm parameter as a Modulus for
signature verification.
AUTHORITY's modulus.

ALGORITHM PARAMETER

Algorithm parameter qualifier

Algorithm parameter value

Identifies this algorithm parameter as the length of
AUTHORITY's modulus (in bits).
AUTHORITY's modulus is 512 bits long.

SECURITY RESULT

Digital signature of the certificate

VALIDATION RESULT
Validation value qualifier
Validation value

Digital signature
512 Bit filtered hexadecimal digital signature

SECURITY HEADER

Header containing information of the security function
performed on the referenced entity (PAYORD)
acknowledged

SECURITY SERVICE, CODED

Non repudiation of origin

SECURITY REFERENCE NUMBER

The reference of this header is 2
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FILTER FUNCTION

All binary values (signatures) are filtered with
hexadecimal filter

ORIGINAL CHARACTER SET
ENCODING

The message was coded in ASCII 8 bits when its
signature was generated.

SECURED DATA IDENTIFICATION

SECURITY DATE AND TIME

The security time stamp for this AUTACK message is :
date: 1996.01.16 time: 11:00:00,

INTERCHANGE SENDER
Interchange sender identification

Identification of the interchange sender
Identification of the Bank A

INTERCHANGE RECIPIENT
Interchange recipient identification

Identification of the interchange recipient
Identification of the Mr.Smith, Company A

SECURITY REFERENCES

To refer to the security entity (message acknowledged)

and Its assoclated date and time.

INTERCHANGE CONTROL
REFERENCE

To identify the reference number of the interchange of the
acknowledged PAYORD message. 1

INTERCHANGE SENDER
Interchange [sender identification

To identify the sender of the interchange to whichrbelongs
the message acknowledged: Mr. Smith of Company A

INTERCHANIGE RECIPIENT
Interchange Jrecipient identification

To identify the recipient of the interchange-of the
message acknowledged: Bank A.

MESSAGE REFERENCE NUMBER

To identify the reference number assigned by the sender
to the message acknowledged: 3,(see example 1).

SECURITY DATE AND TIME

The security time stamp of the PAYORD is :
date:1996.01.15 time: 10:00:00

SECURITY DN REFERENCES

SECURITY REFERENCE NUMBER

Identifies the applicable fieader 2

VALIDATION RESULT
Validation value qualifier
Validation vgdlue

Digital Signature.of the PAYORD acknowledged.
512 bit filtered-hexadecimal digital signature

SECURITY TRAILER

SECURITY REFERENCE NUMBER

The reference of this security trailer is 2

NUMBER OF SECURITY SEGMENTS

The_ number of security segments is 3

SECURITY TRAILER

SECURITY|REFERENCE NUMBER

The reference of this security trailer is 1

NUMBER OF SECURITY SEGMENTS

The number of security segments is 7

SECURITY RESULT

VALIDATION RESULT
Validation value qualifier
Validation vgdlue

Digital Signature of the AUTACK.
512 bit filtered hexadecimal Digital signhature
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Annex D
(informative)
Security services and algorithms

D.1 Purpose and scope

Annex D gives examples of possible combinations of data elements and code values from the security segment
groups. These examples have been chosen to illustrate some widely used security techniques, based on

internatiofratstandards:

The full s¢t of possible combinations is far too large to be presented in this annex. The choices made h¢re must not

be considered as an endorsement of the algorithms or modes of operation. The user is invited.to choos

techniquep appropriate to the security threats he wants to be protected against.

The purpgse of this annex is to provide the user, once he has chosen the security techriques, with a
comprehgnsive starting point to work out a suitable solution for his particular application:

For easief reading and understanding the subject has been divided into three paragraphs, each of
which corfcentrates on different basic principles for applying security.

The two sgts are:

1. Cpmbinations using symmetric algorithms and AUTACK for-réferenced entities
2. Cpmbinations using asymmetric algorithms and AUTACK for referenced entities
3. Cpmbinations using AUTACK for acknowledgement

List of codes used in the matrixes
(subset of the complete code list)

Issuer hashing((€A)

0501 Security service, coded 0505 Filter function, coded

1 Non-repudiation of origin 6 UN/EDIFACT EDC filter

2 Message origin authentication

9 Referenced EDIFACT structure integrity

0523 Use of algorithm, coded 0525 Cryptographic mode of operation, coded
1 Owner hashing 6 MAC (Message Authentication Code)
2 Owner symmetric 9 MDC2 (Modification Detection Code)

3 Issuer signing (CA) 11 HDS2 (Hash functions)

4

6

0527 Algorithim,/,coded

Owner signing

0531 Algorithm parameter qualifier

b the

1 DES«(Pata Encryption Standard) 12 Modulus
10 RSA (Rivest, Shamir, Adleman) 13 Exponent

14 Modulus length
0563 Validation value qualifier 0577 Security party qualifier
1 Unique validation value Message sender

Abbreviations, used

a, b,cd
CA
Enc-Key

1

2 Message receiver
3 Certificate owner

4 Authenticating party

Representations of a Security Reference Number
Certification Authority
Encrypted Key
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Hash
Key-N
MAC
Mod
Mod-L
PK/CA
Pub-K
Sig

D.2 Comb

Hash value

Key Name

Message authenticating code
Modulus

Length of Modulus

Public Key of Certification Authority
Public Key

Signature

inations using symmetric algorithms and AUTACK for referenced entities

The following_matrix establishes the relationships for the specific cases of

©1SO

* referencdd entity security provided by AUTACK message (ISO 9735-6)
* use of symmetric algorithm only
* the seculjity services provided are referenced EDIFACT structure origin authentication for the referencq

message
authentic]
authentic]
¢ referencHq
mode, ag
hash valy
* message
on the Al
known by
» although
beforeha
* only the g
shown.

and message origin authentication for the AUTACK message. Referenced EDIFACTstructur
ation is provided by the combination of referenced EDIFACT structure integrity andmessage
ation of the AUTACK

d EDIFACT structure integrity is provided by a hash function based on DES algorithm used in
cording to ISO 10118-2. There is no secret key to be shared between the.sender and the rece
e is conveyed in the AUTACK and is protected by the security on the AUTACK message.
origin authentication for the AUTACK is provided by computing a MAE (Message Authenticat
JTACK message. In this example, the algorithm used is DES in €BC mode with a secret key |
the message receiver and is only referred to by a key hame, Fhis example complies to ISO 8
sender and receiver share keys, the cryptographic mechanisms have not been completely ag
nd. Therefore all the algorithms and mode of operation used are explicitly named.

ecurity fields related to security techniques, algorithms.and modes of operation actually used

d
e origin
brigin
MDC

iver. The

on Code)
vhich is
731-1.
eed

are
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