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ISO/IEC 15026-4:

Foreword

2012(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are me

mbers of

ISO or IEC participate in the development of International Standards through technical committees

established by the respective organization to deal with particular fields of technical activity. 1ISO
technical commitiees collaborate In iields of mutual interest. er international organizations, gove
nd non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inf
téchnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part

he main task of the joint technical commitiee is to prepare International Standards. Draft Inte
tandards adopted by the joint technical committee are circulated to national bodies for voting. Publi
n International Standard requires approval by at least 75 % of the national bodies casting a vote.

g
J

Q

>

ttention is drawn to the possibility that some of the elements of this document may be the subject
ghts. ISO shall not be held responsible for identifying any or all such patent rights.

—

BO/IEC 15026-4 was prepared by Joint Technical Committee 1SO/TC JTC 1, Information ted
ubcommittee SC 7, Software and systems engineering.

(ds)

BO/IEC 15026 consists of the following parts, under the ‘general title Systems and software engin
ystems and software assurance:

[@a)

— Part 1: Concepts and vocabulary [Technical Report]
—+ Part 2: Assurance case
—+ Part 3: System integrity levels

—+ Part 4: Assurance in the life cycle

and IEC
rnmental
lormation

D.

rnational
cation as
of patent

hnology,

pering —
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Introd

uction

In its entirety, ISO/IEC 15026 consists of multiple parts:

a) ISO/IEC TR 15026-1, System and software engineering — Systems and software assurance — Part 1:
Concepts and vocabulary

NOTE

b) 1SO
Ass

c) IS0
Sys

d) ISO
Ass

Many sp
and use
terminolg

ISO/IEC

ISO/IEC TR 15026-1 is intended to be replaced by an International Standard.

IEC 15026-2, System and software engineering — Systems and software assurance—"Part 2:
irance case

IEC 15026-3, System and software engineering — Systems and software assurance — Part 3:
em integrity levels

IEC 15026-4, System and software engineering — Systems and software” assurance — Part 4:
irance in the life cycle

bcialized standards and guidelines address specific application areas.and topics related to assuranc
different concepts and terminology when addressing common thémes. ISO/IEC TR 15026-1 provide
gy and concepts used in all parts of ISO/IEC 15026.

» D

15026-2 provides minimum requirements for the structure.and contents of assurance cases that treat

performi
form of t

claims rIgarding properties of a system or software product_selected for special treatment. The results o¢f

ISO/IEC
ISO/IEC
their ach

ISO/IEC
ISO/IEC
not requi

g the life cycle activities and tasks referenced in this-part of ISO/IEC 15026 can be recorded in the
e assurance case described in ISO/IEC 15026-2,

15026-3 addresses the assignment of integrity levels for selected elements of a system. Wher
15026-2 is applicable, it can bring usefulstructure, aid, and direction to defining claims and showing
evement through the use of integrity levels and accompanying integrity level requirements.

[

15026-2, ISO/IEC 15026-3 and ISQ/IEC 15026-4 all use the concepts and vocabulary defined i
TR 15026-1; however, any paft.can be applied independently of the others and the use of one doe
re the use of any others.

n 35

Vi
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INTERNATIONAL STANDARD ISO/IEC 15026-4:

2012(E)

Systems and software engineering — Systems and software

assurance —

Part 4:

Assurance in the life cycle

1 Scope

Tlhis part of ISO/IEC 15026 gives guidance and recommendations for conducting selected pr
gctivities and tasks for systems and software products requiring assurance claimsfor properties sel
pecial attention, called critical properties. This part of ISO/IEC 15026 specifies.a’ property-independ
rocesses, activities and tasks to achieve the claim and show the achievement of the claim. Thi
BO/IEC 15026 establishes the processes, activities, tasks, guidance and te¢ommendations in the co
efined life cycle model and set of life cycle processes for system and/ersoftware life cycle managem

Q =T O

d

OTE The stakeholders determine which of the system or software’ properties are selected for special attg
bquire assurance claims. This part of ISO/IEC 15026 uses the term{“ecritical” to distinguish those properties f
bquirements.

= =

Conformance

N

Gonformance may be claimed to this part of ISO#EC 15026 with respect to the systems assurance
ew and/or the software assurance process view. Thus, conformance to this part of ISO/IEC 1502
chieved in either or both of the following ways:

Q<

q) Demonstrating that the required. gutcomes of the systems assurance process view (6.1.2) hg
achieved, in addition to conforming to the Agreement, Project, and Technical proce
ISO/IEC 15288.

H) Demonstrating that the\required outcomes of the software assurance process view (6.2.2) ha
achieved, in addition—to conforming to the Agreement, Project, Technical, and Software
processes of ISO/IEC 12207:2008.

A claim of conformance is relevant only to specific claims regarding designated systems or software.

Conformance’to ISO/IEC 15026 Part 2 can assist in achieving the outcomes required by the two
ews in this/part of ISO/IEC 15026.

<

pcesses,
ected for
ent list of
s part of
ntext of a
ent.

ntion and
rom other

process
5 can be

ve been
sses of

ve been
Specific

process

NOTE Parties to an agreement may choose to incorporate selected portions of this part of the Internationa

Standard

intothe terms of the agreement. However, compliance with the agreement does not justify a claim of conformance to this

part of the International Standard. A claim of conformance can only be justified as explained above.

3 Normative references

The following referenced documents are indispensable for the application of this document. F

or dated

references, only the edition cited applies. For undated references, the latest edition of the referenced

documents (including any amendments) applies.

ISO/IEC TR 15026-1, Systems and software engineering — Systems and software assurance — Part 1:

Concepts and vocabulary

© ISO/IEC 2012 — All rights reserved
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This part
cycle mo

ISO/IEC

ISO/IEC

requires activities and tasks in the context of complete sets of life cycle processes that comprise life
dels for projects. The two sets of life cycle processes are provided in:

15288:2008, Systems and software engineering — System life cycle processes

12207:2008, Systems and software engineering — Software life cycle processes

The assurance guidance and recommendations referenced in this part of ISO/IEC 15026 are to be understood

in terms
ISO/IEC

of their being in the context of the processes, activities and tasks of ISO/IEC 15288 and
12207.

4 Ter

For the)
ISO/IEC

5 Key
5.1 Lit

It is preq
cycle prd
software
of specifi
Since al
cycle, th
way, the

NOTE

processes.

5.2 As

When sy
system @
in ISO/IE
or conse

NOTE

Achievin
requirem
and its g
somethirn
requirem

ms and definitions

purposes of this document, the terms and definitions given in ISO/IECIR 15026-1,
15288:2008, and ISO/IEC 12207:2008 apply.

) concepts for and use of this part of ISO/IEC 15026

e cycle approach

umed that the user of this International Standard is using a defined life cycle model and set of if
cesses for system and/or software life cycle management. Across’ the life cycle, the systems an
process views in Clause 6 use the guidance and recommendations in Clause 7 for the performanc
c processes, activities, and tasks in order to achieve and show the achievement of assurance claim
processes of ISO/IEC 15288 and ISO/IEC 12207 are applied iteratively and recursively in the lif
b guidance and recommendations for assurance are also applied iteratively and recursively. In tha
achievement of assurance can be checked during each' iteration or recursion.

(ORI

—

See ISO/IEC TR 24748-1 for more information abeut life cycle models and the iteration and recursion ¢f

surance claims

stem or software product requirements call for assurance of one or more critical properties of th
r software product, the overall claims for assurance regarding these properties' values are referred f
C 15026 as assurance claims:*Commonly, such critical properties are in areas where substantial ris
huences are involved such as reliability and maintainability, safety, security, or human factors.

[0

~ O

The material in this glause is adopted from ISO/IEC 15026-2.

j assurance claims normally includes all the considerations involved in achieving stringent
ents. A requirement is defined in ISO/IEC 29148 as “statement which translates or expresses a need
5sociated-egnstraints and conditions” and a claim is defined in ISO/IEC TR 15026-1 as “statement o¢f
g to be'true including associated conditions and limitations.” This part of ISO/IEC 15026 considers
ents to-be statements of values for variables and claims to be statements of requirements to be true,

While as

real-world adverse consequences related to the intended uses of the system and justified as deriving fro

system or software requirements. Each assurance claim is fully and unambiguously specified including:

a) “Assurance claims” — that is, the top-level claims, including

1)
2)

3)

Values for the variables of the critical property required for its achievement.
Limitations on allowable uncertainties regarding this achievement.

Conditions and/or durations of applicability under which it applies.

© ISO/IEC 2012 — All rights reserved
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4) The set of versions or instances of the system or software product covered by the claims.

c) “Justification for assurance claims” — that is, the justification for selecting and specifying these particular
assurance claims.

d) “Body of information showing achievement of assurance claims” or more succinctly as the “information
showing [or assuring] the achievement of assurance claims”.

This last item includes the evidence, the rationale or argument showing how the evidence supports the claims,
and any assumptions underlying this rationale. Normally, this rationale has multiple levels of derived claims
imternal to it, e.g., claims about system elements at each level of decomposition that need to be trug in order
for the assurance claims about the system or software product to be true. The body of information also
imcludes information on the validity, integrity, relevance, and significance of the evidence.

he rationale often includes several different kinds of arguments, e.g., arguments based-gn design fationale,
se of defensive design techniques, verification and validation results, performance, of similar syptems or
roducts, conformance to standards, or field data. These are combined to achieve ‘an overall conclysion and
n estimate of the remaining uncertainty regarding the achievement of the assurancé claims.

he body of information composing and organizing these three items is‘\an”element (or elements) of the
stem or software product and, as such, is maintained and updated-throughout the system life [cycle, to
imclude development as well as maintenance. As a system element, ‘all“the processes, activities, gnd tasks
regarding a system element apply to it, such as configuration managemnent, verification, and validation.

.3 Using this part of ISO/IEC 15026

his part of ISO/IEC 15026 can be used for an agreement between an acquirer and supplier, for regulation
urposes, or for assessment of internal development, processes to improve achieving and showing the
chievement of assurance claims for the system or:software product. Its use is, however, not limited to these
tihree purposes.

.3.1 Use for an agreement
his part of ISO/IEC 15026 can be used for an agreement between an acquirer and a supplier cgncerning
chieving and showing the achievement of an assurance claim about the value of variables for ja critical
roperty of the system or software product being acquired. The acquirer and supplier relationship can occur at
ifferent levels of the supply chain (prime-supplier, internal to one organization, etc.).
OTE An agreement may.range in formality from a written contract to a verbal understanding.
.3.2 Use for regulation
n authoritative)bedy can use this part of ISO/IEC 15026 for regulation for assuring some critical property of a
stem or software product. The need for such regulation can arise to assure or certify a critical property of a

stem or‘software product, to clarify their assurance in the condition of trade, or to do some other acfion.

.3.3\_'Use for development

This part of ISO/IEC 15026 can be used for an internal assessment by a developer in improving its processes
for achieving and showing the achievement of assurance claims for critical properties of systems and software
products it develops.

6 Process view purposes and required outcomes
6.1 Systems assurance process view

The following clauses define the purpose and required outcomes of the systems assurance process view.

© ISO/IEC 2012 — All rights reserved 3
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6.1.1 Purpose

The purpose of the Systems Assurance Process View is to achieve the assurance claims regarding the
system properties selected for special attention and to provide a body of information showing the achievement
of those claims. The Systems Assurance Process View covers the system of interest including any constituent
software.

6.1.2 Required outcomes

The following outcomes shall result from the successful implementation of the Systems Assurance Process
View:

a) A sybset of requirements for the achievement of critical properties is defined.

b) Asslirance claims, their justification, and the body of information showing the achievement of thee
assyrance claims for the critical properties are established as an element of the system.

c) A strategy for achieving these assurance claims and showing their achievement is defined.

d) Thelextent of achievement of the assurance claims is communicated to affected\stakeholders.

6.2 Sqftware assurance process view

The following clauses define the purpose and required outcomes of the software assurance process view.
6.2.1 Purpose

The purpose of the Software Assurance Process View is t@’achieve the assurance claims regarding th

software| properties selected for special attention and to provide a body of information showing th
achievement of those claims.

O

6.2.2 Required outcomes

The follgwing outcomes shall result from the successful implementation of the Software Assurance Process
View:

a) A sybset of requirements for achievement of the critical properties for application of this process view is
defined.

b) Assyirance claims, their justification, and the body of information showing achievement of the assurance
claims for the critical properties are established as an element of the system.

c) A strategy for achievihg these assurance claims and showing their achievement is defined.

d) Thelextent of.achievement of the assurance claims is communicated to affected stakeholders.

7 Assfurance guidance and recommendations for selected processes

7.1 Introduction

Clause 7 cites the activities and tasks from the Agreement, Project, and Technical categories of processes in
ISO/IEC 15288:2008 and in ISO/IEC 12207:2008 that require extension or special interpretation when a
defined level of assurance is to be demonstrated. The numbers of those activities and tasks correspond to the
numbers in the parent standards (ISO/IEC 15288 and ISO/IEC 12207). Assurance-claim-related guidance and
recommendations are provided for performing these activities and tasks to achieve the outcomes of the
process views. This guidance and recommendations assume and depend upon the full application of
ISO/IEC 15288 and ISO/IEC 12207 as indicated in Clause 3. The processes and activities not cited in this
clause are considered adequate as defined in ISO/IEC 15288:2008 and ISO/IEC 12207:2008 to achieve the
claims for the critical properties.

4 © ISO/IEC 2012 — All rights reserved
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7.2 Acquisition process

The Acquisition Process (ISO/IEC 15288:2008, 6.1.1 and ISO/IEC 12207:2008 6.1.1) obtains a product or
service in accordance with the acquirer's requirements. When the acquisition is for a system element, this
process should ensure that all requirements for achieving or showing the achievement of any assurance claim
associated with that system element is passed to the supplier through the agreement.

7.2.1 Relevant activities and tasks

Aetivities-£ 15288 AetivitiesE 12207

6.1.1.3 c) Initiate an agreement. 6.1.1.3.4 Contract agreement.
1) Negotiate an agreement with 6.1.1.3.4.2 The acquirer shall then prepare and hegotiate gn
the supplier. agreement with the supplier that addresses the-acquisition
requirements, including the cost and scheduley of the software
d) Monitor the agreement. product or service to be delivered. The contract shall addregss
proprietary, usage, ownership, warrapty and licensing rights
1) Assess the execution of the associated with the reusable off-thg-shelf software products.
agreement.

6.1.1.3.5 Agreement monitoring:
2) Provide data needed by the
supplier and resolve issues in a 6.1.1.3.5.1 The acquireryshall monitor the supplier's actiyities in
timely manner. accordance with the‘Software Review Process and the
Software Audit Process. The acquirer should supplement the
monitoring with the Software Verification Process and thg
Software Validation Process as needed.

7.2.2 Assurance guidance and recommendations

he project should ensure that the agreement-¢considers the variables and their values of the critical properties
for the system element being acquired. The agreement should include integrity requirements (i.e., |guarding
gainst counterfeit parts, tampering, system elements with vulnerabilities, and revealing of copfidential
imformation including information about.vulnerabilities to ensure that what is received is what is expe¢ted. The
roject should derive the claims for.the system element being acquired from the system’s assurange claims
nd incorporate them into the ftequest for the supply of the system element. In addition, the proje¢t should
imcorporate the following considerations into the negotiations and the agreement with the supplier:

q) Confidence that the-appropriate controls regarding dependability (e.g., trustworthiness) of their gersonnel
and those of theirassociated organizations are effectively implemented.

H) Confidencedhat the supplier guards against counterfeit parts, tampering, and other threats to system or
product integrity as well as against revealing confidential information.

d Confidence that the system element transferred, received, and, to the extent practicable, installed and
operated, is the one intended.

d) “_Confidence that the product development environment has appropriate resources in place to protect the
integrity of the product and its critical properties during development.

e) Confidence that the system or software development life cycle model chosen by the supplier is
appropriate to the nature of any assurance claims to be achieved.

f) Confidence that the appropriate controls regarding implementation of dependability and safety
requirements and the achievement of system dependability and safety integrity requirements are
effectively implemented.

g) Confidence that the development lifecycle is conducted using well documented, repeatable processes

that are monitored in accordance with a quality management plan appropriate to the nature of the claims
to be achieved.

© ISO/IEC 2012 — All rights reserved 5
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The project should revisit the approaches to showing achievement of claims when considering an acquisition
from a supplier when the supplier relationship changes (i.e. new, acquired by another entity, merged with
another entity) or if the acquirer’'s requirements change to ensure that the supplier does not deny required
information, enable a new threat, or undermine the safeguards already in place to protect the system.

The project should submit a request for proposal (RFP) that can be correctly understood by the supplier and
other stakeholders and establish a procedure for resolving problems, which may even expand to a change in
the agreement in the case of extensive problem resolution. Upon a change of agreement, the project should
ensure that the stakeholder requirements defined in the Stakeholder Requirements Definition process are the
starting point of the change. The project should consider a multi-stage agreement when appropriate.

NOTE
7.3 SU
The Sup

product
should ¢

associated with that system element are passed to the acquirer.

pply process

Refer to ISO/IEC 12207:2008 Annex F.3 of for a description of the Contract change management process.

ply Process (ISO/IEC 15288:2008, 6.1.2 and ISO/IEC 12207:2008 6.1.2) provides an-acquirer with p
pr service that meets agreed requirements. When a system element is being supplied, this process
nsure that all requirements for achieving or showing the achievement of -any' assurance claim

7.3.1  Relevant activities and tasks
Systems Assurance Process View Software Assurance Process View
6.1.2.3|c) Initiate an agreement 6.1.2.3.4 Contract exéecution.
1) Negotiate an agreement with the 6.1.2.3.4.8 The“;supplier shall monitor and control the
acquirer. progress and ‘the quality of the software products on
services of the project throughout the contracted life cycle,
d) Exegute the agreement. This shall” be an ongoing, iterative task, which shall
provide for:
1) Execute the agreement according to
the[Supplier’'s established project plans a) Monitoring progress of technical performance, costs,
and in accordance with the agreement. and schedules and reporting of project status.
2) Assess the execution of the b) Problem identification, recording, analysis, and
agreement. resolution.
7.3.2 Assurance guidance-and recommendations
The project should ensure that the agreement considers the feasibility of the variables and their values of the
critical pfoperties for. the system element being supplied, from the technical and resources aspects. The
agreemgnt should include integrity requirements to ensure that what is supplied is what is expected. The
project should provide the evidence and argument for the claims for the system element derived from the
system’s| assurance claims. In addition, the project should incorporate the following considerations into the
negotiatipnsyand the agreement with the acquirer, in order to achieve assurance which offsets the resource
availabletotheproject:
a) Confidence that there is a means to fulfil major requirements in a practical manner from technical and
other aspects.
b) Consideration of a multistage agreement, in the case that the precise cost estimation is difficult to
achieve.
c) Consideration of stepwise commencement of operations of the system, should there be a possibility of
missing the deadline due to unexpected reason.
6 © ISO/IEC 2012 — All rights reserved
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7.4 Project planning process

The Project Planning Process (ISO/IEC 15288:2008, 6.3.1 and ISO/IEC 12207:2008, 6.3.1) produces and
communicates effective and workable project plans. For assurance, project plans include adequate resources
to achieve the assurance claims and show the achievement of the claims.

NOTE The assurance claims and showing achievement of those claims can be captured in an assurance case with

the structure and format as in Part 2 of ISO/IEC 15026.

7.4.1 Relevant activities and tasks

Activities from 15288

Activities from 12207

6.3.1.3 a) Define the project.

1) Identify the project objectives and
constraints.

3) Define and maintain a life cycle model that is
comprised of stages using the defined life cycle
models of the organization.

b) Plan the project resources.

1) Define and maintain a project schedule

2) Define project achievement criteria for the
life cycle stage decision gates, delivery dates
and major dependencies on external inputs ot
outputs.

3) Define the project costs and plan a‘budget.

4) Establish the structure of authorities and
responsibilities for project waork:

5) Define the infrastructure and services
required by the project.

6) Plan the acquisition of materials, goods and
enabling system services supplied from outside
the project

c) Plan.the) project technical and quality
management.

1) Generate and communicate a plan for

based on project objectives and work estimates.

6.3.1.3.1 Project initiation.

6.3.1.3.1.1 The manager.shall establish the
requirements of the projectto be undertaken.

6.3.1.3.2 Project plapning.

6.3.1.3.2.1 The/manager shall prepare the
plans for exeeution of the project. The plgns
associated with the execution of the projgct shall
contain descriptions of the associated aclivities
and tasks and identification of the softwafe
products that will be provided. These plans shall
include, but are not limited to, the followirg:

a) Schedules for the timely completion gf tasks.

b) Estimation of effort.

c) Adequate resources needed to execyte the
tasks.

d) Allocation of tasks.
e) Assignment of responsibilities.

f) Quantification of risks associated with) the
tasks or the process itself.

g) Quality assurance measures to be employed
throughout the project.

h) Costs associated with the process
execution.

i) Provision of environment and infrastryicture.

j) Definition and maintenance of a life clycle
model that is comprised of stages using the
defined life cycle madels for projects of the

technical management and execution of the
project, including reviews.

organization.

7.4.2 Assurance guidance and recommendations

The project should include assurance objectives for the critical properties in the project objectives. These
assurance objectives should include constraints and reflect the laws, regulations, and standards for project
compliance to achieve those objectives, ensuring that activities and tasks for obtaining necessary licenses or
certifications is included in the planning. For example, for a critical property such as safety, obtaining required
safety certifications should be reflected in project planning.
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NOTE Assurance objectives are based on the defined critical properties by identifying the dangers and adverse
consequences including harm, threats, and hazards that are to be managed or affected by the system and by considering
the tolerable values of the variables for those critical properties and maximum acceptable uncertainties.

These objectives should be communicated to as many stakeholders in the project as possible, including top
management, customers and suppliers.

The development method, environment and tools should be determined according to the requirements of the
system.

NOTE

claims fdr those critical properties.

[

The project plan should include planning to achieve assurance claims and to show, that project progress
consistet with the claims being met in a timely manner, including planning to deakwith the potential effect
from vulnerabilities and weaknesses that can affect claims. The project should clarify the tasks an
responsipility with respect to the claims.

[oNN7)]

The project should plan for independent reporting regarding assurance- claims including responsibilities fd
claims-rglated reporting and issues management; document these issues and reports; and determine hoyw
reporting and information dissemination will be coordinated througheut the organization (including customers
and suppliers as needed).

=

The project should incorporate decision points and milestones’to manage cost, schedule, and performanc
risks associated with uncertain, ambiguous and emerging requirements that contribute to achieving the clain.
These decision points should be at the relevant points' in the project so that important decisions and
requirements from stakeholders are not postponed, regardless of their complexity.

D

0
the project needs. In the evaluation, the project should consider how using off-the-shelf system elements may
affect achieving the claims-and showing the achievement of the claims for the critical properties because ¢f
the risk that may be €aused by black-boxing the functionality performed by those system elements. Where
customidation is required, particular attention should be given to ensuring that assurance claims are ngt
invalidated.

7.5 Dagcision Management process

The Decision Management Process (ISO/IEC 15288:2008, 6.3.3 and ISO/IEC 12207:2008 6.3.3) selects the
most beneficial course of project action where alternatives exist. For assurance the Decision Management
Process activities need to ensure that the consequences of achieving the claim and showing the achievement
of the claim for the critical property are considered whenever a decision is made.
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7.5.1 Relevant activities and tasks

making strategy.
2) ldentify the circumstances and need for a

parties in the decision-making in order tg, g
3) Involve relevant parties in the decision-making experience and knowledge.

in order to draw on experience and knowledge.
6.3.3.3.1.3 The project shall identify the
b) Analyze the decision information. circumstances and need for aidecision.

2) Identify desired outcomes and measurable 6.3.3.3.2 Decision analysist
success criteria.
6.3.3.3.2.1 The projeet shall select and de
the decision-making’strategy for each dec
situation. The-project shall identify desired

Activities from 15288 Activities from 12207
6.3.3.3 a) Plan and define decisions. 6.3.3.3.1 Decision planning:
1) Define a decision management strategy. 6.3.3.3.1.1 The project shall define a decision-

decision. 6.3.3.3.1.2 The project shall involve relevant

outcomes and-measurable success criteria.

raw on

clare
sion

7.5.2 Assurance guidance and recommendations

he project should include assurance-claims-related decisions as a category of decision types in the,
anagement strategy. The decision management strategy should ensure that any effects on achig
owing the achievement of assurance claims are inchided in the evaluation of consequences and as
risks of alternative actions in any decisions affegting policies, procedures, plans, personnel, envi
roducts, services, and critical supporting infrastruicture. Once a decision relevant to claims has beg
its effect should be reflected in the approaches'to showing their achievement. Decision criteria for {
nd other decisions should protect the asstrance of the critical property and should involve the stak
that critical property.

.6 Risk Management process

he Risk Management Proecess (ISO/IEC 15288:2008, 6.3.4 and ISO/IEC 12207:2008 6.3.4) i
nalyzes, treats and moniters the risks continuously and can be applied to risks related to the ac
pply, development,~maintenance, operation or disposal of a system. The activities and tasks o
anagement processare a key part of the approach to showing achievement of claims.

OTE Although the first sentence above is taken from 15288, the Part of ISO/IEC 15026 added “supply”
surance risksrinherent in the supply of a system.

decision
ving and
sociated
ronment,
bn made,
rade-offs
eholders

dentifies,
quisition,
the risk

lue to the
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7.6.1 Relevant activities and tasks

Activities from 15288 Activities from 12207

6.3.4.3 a) Plan risk management. 6.3.4.3.1 Risk management planning.

6.3.4.3.1.1 Risk management policies
describing the guidelines under which risk
management is to be performed shall be

1) Define risk management policies.

b) Manage the risk profile. defined.
3) Establish and maintain a risk profile. 6.3.4.3.7.2 A description of the Risk
Management Process to be implemented shall
c) Analyze risks. be documented.

6.3.4.3.1.3 The parties responsible for
performing risk management and theiproles and
responsibilities shall be identified(

d) Tregt risks.

2) |mplement risk treatment alternatives for
whith the stakeholders determine that actions 6.3.4.3.1.4 The responsible parties shall be
shauld be taken to make a risk acceptable. provided with adequate resources to perform the
Risk Management Process’

e) Monjtor risks. 6.3.4.3.1.5 A description of the process for

) evaluating and improving the Risk Management
2) |mplement and monitor measures to Process shall,bé provided.

evdluate the effectiveness of risk treatments.
6.3.4.3.2 Risk profile management.

6.3.4.3.2.1 The context of the Risk
Management Process shall be defined and
documented.

6.3.4.3.2.2 Risk thresholds, defining the
conditions under which a level of risk may be
accepted, shall be documented.

6.3.4.3.2.3 Arisk profile shall be established
and maintained.

6.3.4.3.2.4 The relevant risk profile shall be
communicated periodically to stakeholders
based upon their needs.

6.3.4.3.3 Risk analysis.

6.3.4.3.3.1 Risks shall be identified in the
categories described in the risk management
context.

6.3.4.3.3.2 The probability of occurrence and
consequences of each risk identified shall be
estimated.

6-34-3-3-3 Eachriskshattbeevatuatedagainst
its risk thresholds.

6.3.4.3.3.4 For each risk that is above its risk
threshold, recommended treatment strategies
shall be defined and documented. Measures
indicating the effectiveness of the treatment
alternatives shall also be defined and
documented.
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7.6.2 Assurance guidance and recommendations

2012(E)

Managing assurance-related risks should be thoroughly integrated throughout the risk management process

in priority setting, decision making, establishing and maintaining the risk profile, and risk treatm
information justifying the selection and specification of the assurance claims, the body of information

ent. The
showing

achievement of the claims, and the required limitations on uncertainty can be used as a framework for

organizing and addressing systems assurance risks. This information should contain the
assumptions, data, judgments, and calculations needed to underpin risk analysis and allow risk esti
be reviewed, reconstructed, and audited.

relevant
mates to

hroughout the system life cycle, emphasis should be given to causal factors and conditiops
ccurrence, warning signs and indications of emerging risks, and the consequences of risks!\In
reful attention should be given to difficulties in achieving needed evidence, in ensuring promptrepo
ssessment of reports, and in maintenance of complete records. Practices to analyze and,mitigate]
fects on assurance should be developed and used when suppliers of off-the-shelf ©r’bespoke
ake changes to these products without providing detailed information about those changes.

isks and sources of risks attributable to security vulnerabilities and weaknesses, threats, hazard
uman error and changes to the system or its environment should be identified throughout the sy
cle. The project should assume the existence of intelligent and malicious\adversaries in establis
aintaining its risk profile because of the crucial nature of the risks involved. When estimating the p
occurrence and consequences of each identified risk, the project sheuld consider the complete
ects that an intelligent adversary could cause. A risk of subversion-exists during any of the system
rocesses including the risk management process itself.

he possibilities of failing to achieve the assurance claims_and failing to acceptably show this ach
ould be realistically considered, including the risks of having to redo parts of the system. The proje
aluate the potential for not being able to achieve the ‘necessary systems assurance in a timely
resulting in a risk to the system certification or acgteditation or resulting in the system not being
imtended. Contingency action in the event that assurance claims cannot be achieved in a timely
ould be identified, planned, and approved by the relevant stakeholders.

.7 Configuration management process

he Configuration Management Process (ISO/IEC 15288, 6.3.5, and ISO/IEC 12207, 6.3.5) establi
haintains the integrity of all identified artefacts of a project or process and makes them available to ¢
arties. For assurance, two.relationships exist: (1) Effective configuration management of the
lements is evidence in the)information showing achievement of assurance claims; (2) the inf
howing achievement of the assurance claims itself is under configuration management.

n
*
€
S

=~

.7.1 Relevant activities and tasks

for their
addition,
rting and
adverse
products

s, faults,
stem life
hing and
robability
chain of
life cycle

evement
ct should
manner,
used as
manner

shes and
bncerned

system
ormation

Activities from 15288 Activities from 1207

6.3.5.3 &) Plan configuration management. 6.3.5.3.1 Configuration management plannir

1) Define a configuration management strategy. 6.3.5.3.1.1 The project shall define a

configuration management strategy.

) Perform configuration management.

1) Maintain information on configurations with
an appropriate level of integrity and security. 6.3.6.3.2.1 The project shall maintain
information on configurations with an
appropriate level of integrity and security.

6.3.5.3.2 Configuration management execution.

© ISO/IEC 2012 — All rights reserved
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7.7.2 Assurance guidance and recommendations

The configuration management strategy should be developed to determine how to get relevant information
from the configuration management process into the information assuring claims, including during
maintenance, and to provide protection of configuration item data and meta-data, both in repositories and
under modification.

The project should identify planned assurance-claim-related information and periodically combined it into an
identified configuration to constitute an organized version of the information assuring claims. Review and audit
of configuration management procedures and activities should be done to prevent accidental or unauthorized
modificafions of controlled products and to recommend corrective and preventive actions relating to assuran

claims.

The project should ensure consistency of the integrity and security of the structure and information centain
in the information assuring claims with the approach to showing achievement of claims. Requiréd assuran
informatipn should be identified and periodically combined in an identified configuration (to L.constitute a
organizefd version of the information assuring claims. Access and distribution control, storage; and protecti
should bg maintained throughout the product or service life cycle.

The project should tailor configuration management to facilitate the achieving and“assuring of claims. At
minimurmj:

a) Emgloying rigor and protective measures commensurate with the criticality of the system, data, mission,
and the assuring of claims and are flexible enough to enable addressing a wide variety of threats.

b) Adjdsting granularity within the configuration management precéss to support the approach to showing
achievement of claims.

The project should establish and maintain required confidentiality, integrity, availability, authentication,
accountgbility (including non-repudiation), and auditahility of information assuring claims, including
incorporating the following strategies and techniques fofZeconfiguration management processes and supporting
tools:

[oN

a) Strohg per user authentication. If passwords:are used for authentication, they should always be encrypte
for transmission over a network, and never stored as plain text anywhere.

b) Reppsitories hardened against attack. For example, on the platform supporting the centralized repository
limit|the number of other servicés)being run to reduce the risk that these other services could expose th
repgsitory to attack. Restrict and monitor network access for the CM system.

[¢]

c) Quality acceptance criteria’to avoid introducing unacceptable elements or documents.
d) Aud|ts of the configuration management repositories and administration.
e) Recprds and\ measurements regarding access and updates to the data, to determine if there

unexpected or unusual activity (e.g., activity with unusual times, locations, systems, or people; individua
upthing an unusually large number of configuration items, etc.).

n n

f)  Physical protection of configuration management systems (e.g., by locking them up) and controlled
access to the system.

g) Processes to help counter data loss or subversion of a configuration management repository.
h) Controlled entry points for those needing access to the configuration management data.
The project should assess the risks arising from the use of the configuration management process including

risks from human error, including maliciousness, unless documented justification is provided for doing
otherwise.
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NOTE Additional guidance for these configuration management practices is available in ISO/IEC 27002, Information
technology  Security techniques Code of practice for information security management, and ISO 10007:2003, Quality
management systems Guidelines for configuration management.

7.8 Information Management process

The Information Management Process (ISO/IEC 15288, 6.3.6, and ISO/IEC 12207, 6.3.6) provides relevant,
timely, valid and, if required, confidential information to designated parties during and, as appropriate, after the
system life cycle. For assurance, this process provides the information about the achievement of assurance
claims to the relevant stakeholders and provides for delivery of the body of information showing achievement
gr assurance claims to relevant stakeholders, including regulatory or approval authorities.

7.8.1 Relevant activities and tasks

Activities from 15288 Activities from 12207
6.3.6.3 a) Plan information management. 6.3.6.3.1 Information management planning.

1) Define the items of information that will be 6.3.6.3.1.1 The projett shall define the items of
managed during the system life cycle and, information that\willbe managed during the
according to organizational policy, agreements, system life cycle ‘and, according to
or legislation, maintained for a defined period organizational policy or legislation, maintained
beyond. for a defined period beyond.
2) Designate authorities and responsibilities 6.3.6)3.1.2 The project shall designate
regarding the origination, generation, capture, authorities and responsibilities regarding the
archiving and disposal of items of information. origination, generation, capture, archiving and

disposal of items of information.
3) Define the rights, obligations and

commitments regarding the retention of, 6.3.6.3.1.3 The project shall define the rights,

transmission of and access to information items. obligations and commitments regarding the
retention of, transmission of and access to

4) Define the content, semantics, formats and information items.

medium for the representation, reteition,

transmission and retrieval of information. 6.3.6.3.1.4 The project shall define the cpntent,
semantics, formats and medium for the

5) Define information maintenance actions. representation, retention, transmission and

retrieval of information.

b) Perform information nianagement.
6.3.6.3.1.5 The project shall define information

3) Retrieve and(distribute information to maintenance actions.
designated parties as required by agreed
schedules.or defined circumstances. 6.3.6.3.2 Information management execution.

6.3.6.3.2.3 The project shall retrieve and
distribute information to designated partigs as
required by agreed schedules or defined
circumstances.

7.8.2 Assurance guidance and recommendations

The project should plan for and establish a documented body of information providing grounds for confidence
in the assurance claims consisting of assumptions, arguments, structured evidence, and relationships among
these that show how the claims will be or have been satisfied.

NOTE Part 2 of this International Standard provides a structure for this information in the form of an assurance case
if an assurance case is required by the stakeholders interested in the assurance of a particular critical property.
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EXAMPLE When such claims are made for the critical properties of “safety” or “security” of the system, the body of
information should provide an argument covering the full required scope for the safety or security. The arguments and
supporting evidence should be built, collected, and maintained throughout the life cycle and are typically derived from
multiple sources.

The project should also collect, organize, and analyze the following additional relevant information related to
assuring claims:

a) Existing information and evidence including relevant information from prior versions and similar systems
and their similar sets of information including any arguments and justification for using it to mitigate risks
and generate for both Successes and faitures:

b) Infogmation concerning the validity and integrity of the information assuring claims.

c) Infofmation and reports related to failure, human errors, faults, weaknesses, and incideptsrelated fo
assyring claims.

[oN

The project should manage and control information related to assuring claims to preserve its integrity an
validity. [This includes protecting information related to assuring claims, including protection from maliciou
actions; [imiting access to sensitive information, including threat and hazard information, and maintaining th
required |confidentiality; and responding to incidents involving the information assuring claims.

DO »

Whenever a change is made in the information related to assuring claims, the part of the agreement that
relevant fo the change and the relationship between the change and the relevant part of the agreement shoul
be clarified.

[oNN7))

[oN

The project should provide reports that summarize this set of infermation, changes to it, and its quality an
completipn status at planned intervals and as necessary for ‘effective oversight and management. Th
includes [establishing reporting channels that provide visibility~te relevant information needed by stakeholder
in decislon making. Such information includes what the system is expected to do in typical usag
circumst@nces in order for users to identify when the. system does something unexpected because this ma
indicate p potential breach of compliance with restrictions. The user should know how to report or act upo)
non-routine or emergent conditions and any breéaches of compliance with restrictions so users do ng
compronpise compliance with restrictions.

n n

—_. - << O

)

The written documents that affect stakeholder agreements should be managed so that any discrepancy with
stakehol@lers’ interpretation is minimised.-Such documents include, but are not limited to, the request fc
proposalgs (RFPs) by the acquirer and-the proposal by the project.

=

7.9 Stpkeholder Requirements Definition process

The Stakeholder Requirements Definition Process (ISO/IEC 15288:2008, 6.4.1 and ISO/IEC 12207:2008
6.4.1) defines the requirements for a system that can provide the services needed by users and other
stakeholdlers in a_defined environment. It identifies stakeholders, or stakeholder classes, involved with the
system throughoult.its life cycle, and their needs, expectations, and desires. It analyzes and transforms thesge
into a cgmmon,.set of stakeholder requirements. As a subset of these requirements, critical properties fqr
which a Il\igh degree of confidence is required for their achievement are identified and documented.
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7.9.1 Relevant activities and tasks

2012(E)

6.4.1.3.4.2 The project shall feed back th
analyzed requirements to applicable
stakeholders to ensure that the needs an

and expressed.
6.4.1.3.4.3 The\project shall establish wi

stakeholders.that their requirements are
expressed-correctly.

Activities form 15288 Activities from 12207
6.4.1.3 c) Analyze and maintain stakeholder 6.4.1.3.3 Requirements evaluation. This activity
requirements consists of the following task:
1) Analyze the complete set of elicited 6.4.1.3.3.1 The project shall analyze the
requirements. complete set of elicited requirements.
6) Maintain stakeholder requirements 6.4.1.3.4 Requirements agreement. This act|vity
traceability to the sources of stakeholder need. consists of the following tasks:

expectations have beentadequately captdred

e

d

7.9.2 Assurance guidance and recommendations

A set of critical properties should be determined by analysis of the complete set of requirements
om the stakeholders. As stakeholders define theirzrequirements, some will emerge as requi
nfidence in their achievement because they are associated with important consequences, risks, re|
r other mandates (e.g., anti-tamper, security), relating to properties of the system. Requirements
igh confidence can be used to identify the critical properties of the system or software product. Th
ould aid in this selection from the technical point of view, such as by identifying addition
nsequences and related uncertainties, and compliance requirements.

s part of selecting critical properties, the project should define preliminary requirements for
chievement of these properties,-paying particular attention to tradeoffs related to stakeholder tole
risks. Stakeholders need to identify their tolerance for failure, degradation, and compromise or Id
egraded modes of operation.) The project also should identify any cultural, social, and organizationag
a system that might affect achievement or showing the achievement of a particular property. This
ided by using experience and records regarding previous versions or similar systems and oq
nvironments as well as known intentions or predictions regarding the use of the system in its environ

he project should prioritize properties in order to select which ones are the most critical for
ssurance claims. The selected critical properties with the justification and rationale for their selectiqg
e documented and become part of the traceability to that particular stakeholder need and maintaineq
imvestigation when necessary. This documentation and maintenance of the rationale is done as
aintaining stakeholder requirements traceability to the sources of stakeholder need. The selectd

collected
ing high
gulations
requiring
e project
al risks,

showing
rance for
ss, e.g.,
| context
bctivity is
erational
ment.

broviding
n should
| for later
B part of
d critical

roperties are used for the top-level assurance claims.

During the analysis of the stakeholder requirements, the fact that each stakeholder has their own

circumstance and set of values should be taken into account.

NOTE The project should work across the set of technology-knowledgeable stakeholders to determine the

feasibility

of requirements across the lifecycle. The full lifecycle should be considered to determine the requirements feasibility and
avoid modifications that drive undesirable changes in costs, schedule and/or performance later in the lifecycle when more

technical detail about the system is known.
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The project should strive to eliminate indeterminate items in the set of elicited stakeholder requirements. Both
functional and nonfunctional requirements should be examined and defined, reflecting the information about
peak amounts of work, monthly accountant deadlines, and practical experience of development and operation.
Doing so should minimise the technically oriented risks so as to enable more precise estimation of the human
resources, deadlines and cost for the system life cycle. Should the indeterminate items remain or technically
oriented risks be unavoidable, the project should make them explicit and manage them in the risk
management process in as early a stage of the life cycle as possible.

NOTE 1 Refer to ISO/IEC 29148:2011, Requirements Engineering, to understand and include all the types of
requirements and operational concepts.

NOTE 2 | The acquirer should define and mange requirements based on the type of life cycle for the project in ordert)
enable the project to estimate cost and start development, and the project should estimate cost early based on.the fin

requiremgnts in order to enable the acquirer to judge the investment. These actions may not be their first, inclinatiorls
because ¢f anticipation of hidden risks.

The stalkeholder requirements should be kept as simple as possible because complicated requirements tend
to result|{in a complicated system with high cost for development and operation and may -make the critical
property Imore difficult to assure.

The project should ensure that decisions necessary in the later stages of the (ife. cycle are based on the
stakehol@ler requirements defined in this process.

The project should ensure the involvement of all relevant stakeholders (e.g:/those stakeholders familiar with
the business need for the critical property and knowledge of the critical-property) in requirements definition to
keep the|introduction of additional stakeholder requirements to a minigium in later stages of the life cycle.

NOTE Collaboration is essential in defining the purpose of the*system or software product (e.g. new busines
enabled Ry the new system or software). The project personnel have the system or software development technolody
knowledge but no detailed image of the use of the system or software, while the acquirers, customers, or usefs
understar|d what the use of the system or software would be without the technical skill to build it.

[

The project should try to minimize both the number-of work items that are necessary but not listed in th
stakehol@ler requirements and any duplication of work items in the stakeholder requirements. These action
help min|mize the risk of misunderstanding between stakeholders.

»n O

The project should provide support to stakeholders as required. Some stakeholders may not have a technic
background and may need technicak.assistance in defining stakeholder requirements or in negotiation
resolve gonflicting stakeholder requirements. Explicit interpretation of the stakeholder’s requirements and th
technical application of those requirements may be necessary to ensure a common understanding amon
both technical and non-technical stakeholders.

The stakieholders should-agree that they all share the duty of requirements definition, in the sense that th
need to provide theirequirements in a proper manner. The system analyst may have the responsibility far
eliciting the requirements, but then the other stakeholders have the duty to act cooperatively with the analyst.

The project should ensure that the approach to achieving and showing the achievement of the assuran
claims of thé.chosen critical properties of the system or software product is reconciled in the context of th
businesq or_¢oncept of operations to be conducted with the system or software product.

In the case of updating an existing system, the analyst conducting the stakeholder requirements definition
process should be cautious about the phrase “the same as the present system” in stakeholder requirements.
When such requirements arise, the analyst should thoroughly examine whether the current use of the system
or the current values of the system variables will in fact be kept unmodified in the updated system. Special
attention should be given to the critical properties and the claims for those properties in the current system
when a system is updated.
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Although essential requirements are defined and confirmed under this process, Stakeholder Requ
Definition, they are subject to change as a result of resolving conflicts between requirements of

irements
different

stakeholders and limitations from the system considerations when conducting the activities of the next process,
Requirements Analysis. The activities and tasks of these two processes are, therefore, conducted iteratively.
Due to cost, schedule, and other constraints or changes in stakeholder needs, requirements will evolve. As
agreements on changes in requirements are made, impacts on the ability to achieve agreements related to
the critical properties should also be addressed, although an agreement should be respected and should not

be changed too easily, even if no legal or financial action results.

NOTE 1 Refer to ISO/IEC 29148:2011, Requirements engineering, Clause 5, for more discussion of the iterative nature

of these activities and tasks.

NOTE 2 A process for conducting a change of agreement is included in ISO/IEC 12207:2008, Annex F.3
(Ghange Management Process.

7.10 Requirements Analysis process

he Requirements Analysis Process (ISO/IEC 15288:2008, 6.4.2) and the System Requirements
rocess (ISO/IEC 12207:2008 6.4.2) transforms the stakeholder, requirement-driven view of desired
imto a technical view of a required product that could deliver those services? The Software Requ
nalysis process (ISO/IEC 12207, 7.1.2) establishes the requirements of the software elements of the
he main assurance-claim-related purpose of requirements analysis isZfo derive a set of assurang

Contract

Analysis
services
irements
system.
e claims

flom critical properties. Requirements Analysis takes the selected-gritical properties from the Stgkeholder
Requirements Definition process and assigns variables for evaluating the property and values [to those
viariables for measuring the property. The assurance claim is thén a statement about the value of the yariables
for that property.

NOTE In Part 1, a claim is defined to be a “statement of 'something to be true including associated condjtions and
limitations.” Here, the “something” is the “value of the variables’for the property.”
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7.10.1 Relevant activities and tasks

Activities from 15288

Activities from 12207

Requirements Analysis

System Requirements
Analysis

Software Requirements Analysis

6.4.2.3 a) Define system
requirements.

6.4.2.3.1 Requirements
specification.

7.1.2.3.1 Software requirements analysis.

7.1.2.3.1.1 The implementer shall establish

a a
TTTTICtrTe

fungtional boundary of
the pystem in terms of
the pehaviour and
properties to be
proyided.

1 ) Refinathb

pecify system
irements and
fungtions, as justified
by risk identification or
criticality of the
sysfem, that relate to
critical qualities, such
as health, safety;
secirity, reliability,
avallability,and
supportability.

..... —he-speeifie
intended use of the
system to be developed
shall be analyzed to
specify system
requirements. The
system requirements
specification shall
describe: functions and
capabilities of the
system; business,
organizational and user
requirements; safety,
security, human-factors
engineering
(ergonomics), interface,
operations, and
maintenance
requirements; design
constraints and
qualification
requirements. The
system requirements
specification shall-be
documented.

and-dacrmantaafbwararaciramanta
UTTU UULVUTTIUTTU DuTLvware 1 U\.iull CITICTIG
(including the quality characteristics
specifications) described below.

a) Functional and capability specifications,
including performance, physicat
characteristics, and environmental conditions
under which the software item'is to perform.

b) Interfaces externaldo the software item.
c) Qualification‘requirements.

d) Safety specifications, including those
relatedAo ‘methods of operation and
maintenance, environmental influences, and
personnel injury.

e) Security specifications, including those
related to compromise of sensitive
information.

f) Human-factors engineering (ergonomics)
specifications, including those related to
manual operations, human-equipment
interactions, constraints on personnel, and
areas needing concentrated human
attention, that are sensitive to human errors
and training.

g) Data definition and database
requirements.

h) Installation and acceptance requirements
of the delivered software product at the
operation and maintenance site(s).

i) User documentation requirements.

j) User operation and execution
requirements.

k) User maintenance requirements.
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System requirements definition is conducted to define the values for the variables for the critical properties

chosen out of the collected stakeholder requirements in the Stakeholder Requirements Definition

process.

The functional boundary of the system related to the critical properties, the functions related to the critical
properties, and the implementation constraints related to the critical properties should be explicitly specified.
Among the measures defined, those measures related to the values of the variables of the critical properties

should be explicitly specified, and system requirements related to the critical properties should be

explicitly

specified in terms of values for variables pertaining to those critical properties. Moreover, the priority among

the system requirements related to the critical properties should be defined and the traceability main

tained to

the stakeholder requirements.

XAMPLE If functional safety is chosen as the critical property, the part of system requirements-requ
specified in this process view would be “safety lifecycle requirements,” as described in IEC 61508-1.

he constraints for the system environment required to achieve and show achievement of Claims are
performing analysis of risks or consequences. This analysis is facilitated by~eapturing the
imformation for each claim:

Q

) Allowable risks associated with the system not achieving this claim.
H) Allowed values of variables related to important claims.

d) Allowable degree of uncertainty related to the claim and its achievement.

Qo

) Applicable conditions related to the claim.

efore completing requirements analysis, the project should review the system requirements relats
ritical properties to determine whether they are canSistent with stakeholder requirements and whe|
ave adequately captured those critical properties,whose violation has severe consequences and
chievement stakeholders require high confidenge. The ultimate set of claims to be achieved and shd
chieved can then be selected and validateds The project should document the selected set of a
aims and their relationships to stakeholder.and system requirements that justify them.

O QO QO OO m

he project should provide a framework to validate that the requirements define a system that does
imtended to do and nothing else in, its-transition, operational, and disposal environments.

he system requirements must be unambiguous and well examined; an unexamined ambiguol
requirements tends to result in cost increase, schedule slippage, and lower quality of the system.

.11 Verification process

or the systems assurance process view, the Verification Process (ISO/IEC 15288:2008, 6.4.6) conf
the specifiedidesign requirements are fulfilled by the system. This process provides the information re

ect the femedial actions that correct non-conformances in the realized system or the processes th
. The_Software Verification Process (ISO/IEC 12207:2008, 7.2.4) confirms that each software worl
nd/ér service of a process or project properly reflects the specified requirements. For assurance, th

red to be

dentified
following

ed to the
ther they
n whose
wn to be
ssurance

what it is

s set of

irms that
quired to
at act on

product
e project

ould make a verification plan that is consistent with the strategy for achieving and showing the ach

evement

of the assurance claims.
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