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Foreword

020(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bod

ies that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of

technical activity. ISO and IEC technical committees collaborate in fields of mutual interes
international organizations, governmental and non-governmental, in liaison with ISO and I
ake partin the work

—+

ditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ttention is drawn to the possibility that some of the elements of this document may be the

ights. Details of any patent rights identified during the development of the document will h

st of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given forcthe convenience of users and
donstitute an endorsement.

Hor an explanation of the voluntary nature of standards, the meaning of ISO specific tel
gxpressions related to conformity assessment, as well*as information about ISO's adhereng
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www
iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information ted
Subcommittee SC 29, Coding of audio, picture,' multimedia and hypermedia information.

Alist of all parts in the ISO/IEC 23092/series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standard
domplete listing of these bodies can be found at www.iso.org/members.html.

A
df patent rights. ISO and IEC shall not be held responsible for identifyingZany or all such patent
iy
|
1

t. Other
EC, also

The procedures used to develop this document and those intended for its further majdtenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria negded for
the different types of document should be noted. This document was drafted in acdosdance with the
e

subject

e in the

htroduction and/or on the ISO list of patent declarations received (see-www.iso.org/patents) of the IEC

Hoes not

'ms and
e to the

iso.org/

hnology,

5 body. A
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Introduction

The advent of high-throughput sequencing (HTS) technologies has the potential to boost the adoption
of genomic information in everyday practice, ranging from biological research to personalized genomic
medicine in the clinic. As a consequence, the volume of generated data has increased dramatically
during the last few years, and an even more pronounced growth is expected in the near future.

At the moment, genomic information is mostly exchanged through a variety of data formats, such as
FASTA/FASTQ for unaligned sequencing reads and SAM/BAM/CRAM for aligned reads. With respect to
such formats, the ISO/IEC 23092 series provides a new solution for the representation and compressiop
of genome sequencing information by:

— spetifying an abstract representation of the sequencing data rather than a specific format with its
dirgct implementation;

— Dbeirg designed at a time point when technologies and use cases are more maturerThis permits thie
addressing of one limitation of the textual SAM format, for which incremental ad-hoc addition qf
featpures followed along the years, resulting in an overall redundant and suboptimal format which
at the same time results not general and unnecessarily complicated;

— normatively separating free-field user-defined information with no’clear semantics from thie
norinative genomic data representation. This allows a fully interopérable and automatic exchange
of infformation between different data producers;

— allowing multiplexing of relevant metadata information with/Ahe data since data and metadata are
partitioned at different conceptual levels;

— follgwing a strict and supervised development progéss which has proven successful in the lag
30 years in the domain of digital media for the transport format, the file format, the compresse
representation and the application program interfaces.

=" arey

This doqument provides the enabling technology-that will allow the community to create an ecosyster
of novelfinteroperable solutions in the field of genomic information processing. In particular, it offers:

=

— congistent, general and properly designed format definitions and data structures to store sequencing
and|alignment information. A robust framework which can be used as a foundation to implemer
diffegrent compression algorithms;

[

— speg¢d and flexibility in the seléctive access to coded data, by means of newly designed data clusterinjg
and|optimized storage methodologies;

— lowl{latency in data transmission and consequent fast availability at remote locations, based op
trar{smission prgtoeols inspired by real-time application domains;

— buill-in privdcy and protection of sensitive information, thanks to a flexible framework which allows

— support to the implementation of a complete ecosystem of compliant devices and applications,
through the availability of a normative reference implementation covering the totality of the
specification.

The fundamental structure of the ISO/IEC 23092 series data representation is the genomic record. The
genomic record is a data structure consisting of either a single sequence read, or a paired sequence
read, and its associated sequencing and alignment information; it may contain detailed mapping and
alignment data, a single or paired read identifier (read name) and quality values.

vi © ISO/IEC 2020 - All rights reserved
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Without breaking traditional approaches, the genomic record introduced in the ISO/IEC 23092 series
provides a more compact, simpler and manageable data structure grouping all the information related

to a single DNA template, from simple sequencing data to sophisticated alignment information.

The genomicrecord, although itis an appropriate logic data structure for interaction and manipulation of
coded information, is not a suitable atomic data structure for compression. To achieve high compression
ratios, it is necessary to group genomic records into clusters and to transform the information of the
same type into sets of descriptors structured into homogeneous blocks. Furthermore, when dealing
with selective data access, the genomic record is a too small unit to allow effective and fast information

retrieval

or these reasons, this document introduces the concept of access unit, which is the-fund
structure for coding and access to information in the compressed domain.

he access unit is the smallest data structure that can be decoded by a decodet compliz
IBO/IEC 23092-2. An access unit is composed of one block for each descriptor-used to repre
ihformation of its genomic records; therefore, a block payload is the coded representation of all
f the same type (i.e. a descriptor) in a cluster.

Ih addition to clusters of genomic records compressed into access unitsy)réads are further clag
siix data classes: five classes are defined according to the result of their alignment against one
reference sequences; the sixth class contains either reads that could-not be mapped or raw sed

ata. The classification of sequence reads into classes enables todevelop powerful selective dat
Ih fact, access units inherit a specific data characterization (eg: perfect matches in Class P, subs
ih Class M, indels in Class I, half-mapped reads in Class HMJfrom the genomic records composi
nd thus constitute a data structure capable of providing powerful filtering capability for the
sjupport of many different use cases.

Access units are the fundamental, finest grain «lata structure in terms of content protectio
terms of metadata association. In other words, each access unit can be protected individu
ihdependently. Figure 1 shows how access uiits, blocks and genomic records relate to each oth|
IFO/IEC 23092 series data structure.
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Figure 1 — Access units, blocks and genomic records
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Figure 2 — High-level data structure: datasets and . dataset group

[72)

A datasgt is a coded data structure containing headers and onet more access units. Typical dataset
could, fqr example, contain the complete sequencing of an individual, or a portion of it. Other dataset
could contain, for example, a reference genome or a subset of'its chromosomes. Datasets are grouped i
dataset groups, as shown in Figure 2.

- n

A simplified diagram of the dataset decoding process;is'shown in Figure 3.
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Figure 3 — Decoding process

The International Organization for Standardization (ISO) and International Electrotechnical
Commission (IEC) draw attention to the fact that it is claimed that compliance with this document may
involve the use of a patent.

[SO and IEC take no position concerning the evidence, validity and scope of this patent right.
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reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this
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be obtained from the patent database available at www.iso.org/patents.

Attention is drawn to the possibility that some of the elements of this document may be the subject
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QASIS, eXtensible Access Control Markup Language (XACML) Version 3.0, 2013, Available: htt
.pasis-opeivorg/xacml/3.0/xacml-3.0-core-spec-cs-01-en.pdf

Scope

his document specifies information metadata, auxiliary fields, SAM interoperability, pr
hetadata and programming interfaces of genomic information. It defines:

- metadata storage and interpretation for the different encapsulation levels as sped
ISO/IEC 23092-1 (in Clause 6);

— protection elements providing confidentiality, integrity andyprivacy rules at the
encapsulation levels specified in ISO/IEC 23092-1 (in Clause 7);

- how to associate auxiliary fields to encoded reads (in Clause 8);

- mechanisms for backward compatibility with existing*SAM content, and exportation to thi
(in Annex C);

- interfaces to access genomic information:{¢coded in compliance with ISO/IEC 2309
ISO/IEC 23092-2 (in subclause 8.1).

Normative references

he following documents are referred to in the text in such a way that some or all of their
onstitutes requirements of thissdocument. For dated references, only the edition cited app
ndated references, the latest\edition of the referenced document (including any amendments)

50/1EC 23092-1, Informdtion technology — Genomic information representation — Part 1: Trans
forage of genomic information

50/IEC 23092-2¢Information technology — Genomic information representation — Part 2: (
enomic information

|

ETFN\PKCS #1: RSA Cryptography Specifications Version 2.2, November 2016, Available: http
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2-1 and

content
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oding of

p://docs

s://tools

et nrg/hfml/rﬂ‘801 7

IETF, PKCS #5: Password-Based Cryptography Specification Version 2.1, January 2017, Available:
https://tools.ietf.org/html/rfc2898https://tools.ietf.org/html/rfc8018

IETF, Advanced Encryption Standard (AES) Key Wrap Algorithm, September 2002, Available: https://

tools.ietf.org/html/rfc3394

W3(C, XML Path Language (XPath), Version 1.0, 16 November 1999, Available: https://www.w3.org/TR/
xpath-10/

IEEE, 754-2008, IEEE Standard for Floating-Point Arithmetic, August 2008, Available: https://ieeexplore
Jeee.org/document/4610935
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3 Terms and definitions

For the purposes of this document, the terms and definitions in ISO/IEC 23092-1 and ISO/IEC 23092-2
and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31
BAM
compregsed binary version of SAM

3.2
dataset|{group
collectidn of one or more datasets

Note 1 tgentry: Which information is represented varies depending on the genomic information representation.

4 Abbreviated terms

AU access unit

AUC access unit contiguity

DSC descriptor stream contiguity

EBI European Bioinformatics Institute

EGA European Genome Archive

ENA European Nucleotide Archive

LSB least significant bit

NCBI National Center for Biotechnology Information
SRA sequence read anchive

URN uniform res@ui'ce name

5 Conventions

5.1 Character encoding

The implementation of the specifications described in this document shall use UTF-8 character
encoding.

5.2 Syntax functions and data types

The functions presented here are used in the syntactical description. These functions are expressed
in terms of the value of a bitstream pointer that indicates the position of the next bit to be read by the
decoding process from the bitstream.

2 © ISO/IEC 2020 - All rights reserved
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byte_aligned( ) is specified as follows:

— Ifthe current position in the bitstream is on a byte boundary, i.e., the next bit in the bitstream is the
first bitin a byte, the return value of byte_aligned( ) is equal to TRUE.

— Otherwise, the return value of byte_aligned( ) is equal to FALSE.

read_bits( n ) reads the next n bits from the bitstream and advances the bitstream pointer by n bit
positions. When n is equal to 0, read_bits( n ) is specified to return a value equal to 0 and to not advance
the bitstream pointer.

SJize(array_name[]) returns the number of elements contained in the array named array_name.

The following data types specify the parsing process of each syntax element:

- f(n): fixed-pattern bit string using n bits written (from left to right) with the leftbit first. Thq parsing
process for this data type is specified by the return value of the function reddybits(n).

-+ st(v): null-terminated string encoded as universal coded character set (UCS) transmission format-8
(UTF-8) characters as specified in ISO/IEC 1064 6. The parsing process;is specified as follows: st(v)
begins at a byte-aligned position in the bitstream and reads and returns a series of bytes from the
bitstream, beginning at the current position and continuing up-to-but not including the ngxt byte-
aligned byte that is equal to 0x00, and advances the bitstream pointer by ( stringLength + 1) * 8 bit
positions, where stringLength is equal to the number of bytes returned.

NOTE The st(v) syntax data type is only used in this.document when the current positi¢gn in the
bitstream is a byte-aligned position.

-+ i(n): signed integer using n bits. When n is "v"-in*the syntax table, the number of bits valries in a
manner dependent on the value of other synfax elements. The parsing process for this dpata type
is specified by the return value of the funé¢tion read_bits( n ) interpreted as a two's complement
integer representation with most signifi¢ant bit written first.

-+ u(n): unsigned integer using n bits."\When n is "v" in the syntax table, the number of bits vqries in a
manner dependent on the value pf-ether syntax elements. The parsing process for this dath type is
specified by the return valueefthe function read_bits( n ) interpreted as a binary representation of
an unsigned integer with most’significant bit written first.

1 £32: 32 bit single precision floating-point as specified by IEEE 754-2008.
+ f64: 64 bit doubleprecision floating-point as specified by IEEE 754-2008.

- c(n): sequence.0of n ASCII characters.

3.3 Graphic notations
The notation -> (arrow) is used in this document to indicate the access to a member of a data structure.

The-notations | |= are used in this document to indicate the bitwise OR operation and assignment

43 1 3 H ] et
I SPTLLUIVELY. a4 = D IS TYUYUIVAITIIL U a4 = 4 [ D.

The notations s s= are used in this document to indicate the bitwise AND operation and assignment
respectively. a &= bisequivalenttoa = a &« b.

The notation return _error ()is used in this document to indicate that the decoding process has to stop
due to a decoding error which cannot be handled.

The notation continue is used in this document within for and while statements to signal that the
process shall continue to the next iteration without executing any further statement in the current
iteration.

© ISO/IEC 2020 - All rights reserved 3


https://standardsiso.com/api/?name=8f9776d2d1f6b5a2f5b1914299d1a6d5

ISO/IEC 23092-3:2020(E)

The notation * (ptr) is used in this document to access the data/value in the memory that the pointer
ptr points to - the contents of the address with that numerical index. The operator * is said to dereference
the pointer ptr.

6 Information metadata

6.1 General

ThlS Cla 1ca dafinmac o ot covn ot of ot daro Alasanntce wrhioh ok o Adaonanlicationce ~on +h o

se-definesa-minimum-core-set-of metadata-elements-which-users-and-applications-ean-the
extend py including extra information elements. Metadata sets are specified for dataset groups,
datasetq and references, as specified in ISO/IEC 23092-1. The structure of these metadata sets and\their

elements is specified using XML v1.1.

Extensigns to (i.e., new elements for) the metadata sets specified in this clause are represented with ap
identifigr of the extension type in the form of a URI, a value and a pointer to a resource . documenting thie
semantifs of the extension type.

Metadatja profiles are specific subsets of metadata sets specified using mechanisms provided in thi
documeht. A metadata profile specified in this document may correspond-te*well-known metadat
sets spdcified or used out of the ISO/IEC 23092 series, such as those iy ENA or EGAILl and NCH
specifications[2], as examples. This allows easy interoperability with_already existing systems.
metadatja profile includes a subset of (or all) core elements described in subclauses 6.2 and 6.4, and
set of ngw elements specified with the extension mechanism specified in subclause 6.6.

D =9 wn

The rest of clauses specify dataset group metadata (subclause 6.2), reference metadata (subclause 6.3)),
dataset metadata (subclause 6.4), extensions (subclause 6.6)<and profiles (subclause 6.7).

6.2 Dataset group metadata

Compregsed dataset group metadata are stored-within the pc metadata value element of the DG
metadaty box (with key dgmd), as specified in ISO/IEC 23092-1. The decoding process of bG_metadata
value is|specified in Clause 9. The output of the decoding process is an XML document, where the rod
node is patasetGroup. Annex A.1 provides'the XML schema for a decoded dataset group metadata.

=+ |

As prev]ously introduced in subclause 6.1, an extensions type is the combination of three elements:
the value, the identifier of the extension, and a link to a resource documenting the interpretation of
the extdnstion. In the XML schenta, this is translated as an element with three child elements: tE

Type element (of type URI), the pocumentation (of type URI) and the value which is represented as t
element|taking the place of-the element any in the schema. Additionally, for extensions belonging to t
dataset group, the Booléan element Inheritable (as specified in Annex A.1) of the extension element
indicatep if the extensioh is only relevant to the dataset group, or if the dataset also inherits it. Thie
resourc¢ documentation can be human readable, and the extensions parsing is not required.

6.3 Reference metadata

Compregsed reference metadata are stored within the reference metadata box, as specified i
ISO/IEC 23092-1, in the reference metadata value field. Clause 9 specifies the decoding process of
reference metadata value.The outputofthe decoding processisan XML document, with a root element
Reference. Annex A.4 provides the related XML schema. Table 1 specifies the semantics of the fields.

Table 1 — Semantics of reference sequence’s fields

Tag name Description

length Length in base pairs? of the sequence

a2 Inthis document, "base" or "base pair” is used as a synonym for "nucleotide".
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Table 1 (continued)

020(E)

Tag name Description

element chromosome name identifies on which chromosome the
sequence has an alternative locus. If present, a child element posit
indicates the start and end position of the alternative locus.

alternative_locus_location The sequence is an alternative locus from an unknown region. A child

ion

alternative_sequence_name List of alternative names

genome_assembly_identifier Genome assembly identifier

dlescription Human readable textual description
pecies Name of the species

JRI URI of the sequence

In this document, "base" or "base pair” is used as a synonym for "nucleotide”.

4.4 Dataset metadata

(Jompressed dataset metadata are stored within the T metadata valuéfi€ld of the pT meta
(marked as dtmd), as specified in ISO/IEC 23092-1. Clause 9 specifies~the decoding proces
metadata value. The output of the decoding process is an XML document with an element pa
rpot. Annex A.2 provides the XML schema for dataset metadata. A.dataset metadata element ov:
the corresponding element whose values differ from the one, indicated at the dataset group I¢
the new value in the dataset is a specialization of the value atthe dataset group level).

=

able 2 defines the process to obtain the dataset metadata with inherited elements. In this t
bllowing notations are used:

-

— .has(): the function returns true if the elemenft has a child element with an unqualified nap
to the parameter given, and false otherwise

- .get(): the function returns the content'of the child element with an unqualified name equ|
parameter given, as an array of characters

to the parameter given

+ .getBylndex(): the funetion returns the content of the ith child element with an unqualifi
equal to the first parameter given and i equal to the second parameter given, as an array of ch|

+ .getEncoding():the’function returns the content of the element as an array of characters

+ .set(): the funetion sets the content of the child element with an unqualified name equal to
parametér-given, to the array of characters given as the second parameter

4+ .add():/the function creates a new child element with an unqualified name equal to
pasameter given, and a content equal to the second parameter. The created element is app
the content of the current element.

ata box
s of DT
Laset aSs
brwrites
evel (i.e.,

hble, the

ne equal

al to the

1 .getElement(): the function returns the content of the child element with an unqualified nae equal

bd name
aracters

the first

the first
bnded to

— .getNumber(): the function returns the number of child elements with an unqualified name
the parameter given.

Table 2 — Decoding process of dataset metadata

equal to

datasetMetadataWithInheritance = datasetMetadata
if (!datasetMetadata.has (“Type”)) {
datasetMetadataWithInheritance.set (
“Type”,
datasetGroupMetadata.get (“"Type”)
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}

}

Table 2 (continued)

if (!datasetMetadata.has (“Abstract”)) {
datasetMetadataWithInheritance.set (
“Abstract”,
datasetGroupMetadata.get ("Abstract”)

if (!ds
datag
“Py

daf

}
if (!dqg
datag
“Dd

dat

}
if (!dat
datadg
“Sg

daf

}

tasetMetadata.has (“ProjectCentre”)) {
etMetadataWithInheritance.set (
ojectCentre”,

asetGroupMetadata.get (“projectCentre”)

tasetMetadata.has (“Description”)) {
etMetadataWithInheritance.set (
scription”,

asetGroupMetadata.get (“Description”)

asetMetadata.has (“Samples”)) {
etMetadataWithInheritance.set (
mples”,

asetGroupMetadata.get (“Samples”)

}

extensions = datasetGroupMetadata.getElement{“Extensions”)
extensionsDataset = datasetMetadata.getElement (“Extensions”)
for(i=(Q; i < extensions.getNumber (“Exferision”); i++) {
exterjsion = extensions.getByIndex()Extension”, 1)
typeHxtension = extension.get (WType”)
if (dxtension.get (“Inheritaple”) == “true”) {
corjtinue
}
founq = false
for (4=0; j< extenSipnsDataset.getNumber (“Extension”); Jj++) {
exflensionDatasét = extensionsDataset.getByIndex (“Extension”, 7j)
tygeExtengGonDataset = extensionDataset.get (“Type”)
if{ typeExtension == typeExtensionDataset) {
flound, = true
rodl
}
}
i1f (! found) {

extensionsDataset.add (“Extension”, extension.getEncoding())

After executing the inheritance process, the extensions are ordered in the alphabetical order of their
Type element.
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For example, one can have datasets for patients A, B and C; therefore the dataset group metadata
includes a list of samples representing A, B and C. The datasets then provide only one sample
description (respectively of A, B or C). The base set of elements in the dataset metadata is the same as
for the dataset group, but the elements are not mandatory (so there is no need to repeat them), since by
default their values are considered equal to the values indicated in the dataset group. This is always the
case for the values belonging to the core set, or by default for the extensions except for those cases that
have the inheritance parameter (element named Inheritable in the definition of the extension type in
Annex A.1) set to false.

Asin the case of the dataset group metadata Annex A2 provides the rpqulfing schema

Also as in the case of the dataset group, the extension mechanism is available to include new attributes
Wwhere necessary. See subclause 6.6.2 on extensions for an example in the case of datasetimetadata.

o

.5 Metadata protection

he schemas defined in Annexes A.1 and A.2 include choices to either phovide certain vplues as
laintext or encrypted content. The encrypted content shall be such that after decryption, a metadata
lement is obtained which is valid according to the schemas, but which.dees not contain any erjcrypted
hformation. The mechanism to transmit the knowledge of the keys shall be established |through
another channel.

= 0

No call to functions specified in 10.3.7 may return encrypted content.

The schemas defined in Annexes A.1 and A.2 allow for the signature of the metadata or parts|thereof.
No call to functions specified in 10.3.7 may return content for which the signature could not be erified.

4.6 Mechanism for extensions of the metadata set

4.6.1 General

—]

his subclause provides a mechanism*fer adding new elements to the different core metadata sets
(fataset group and dataset levels).

oY

n extended element consists of:

- an information type identifier (provided in the form of a URI),

—+ avalue,

- documentatipn\(provided in the form of a URI).

h the case of’extensions at the dataset group level, a third value, the inheritance flag of type Boolean,
5 optionallyrpresent. If not present, the default value is True. If the flag is set to True, the valyie of the
xtension‘is inherited by the datasets belonging to the dataset group. If the flag is set to False, the value
nly applies to the dataset group.

o @ = —

Annex A.1 defines the extension schema. Using extensions, the core metadata sets can be [adapted
to multiple use cases. This document defines profiles (see subclause 6.7), which rely on well-known
extensions, defined in this document and for which the URI pointer is known. To be compliant with a
profile specified in this document, a tool shall implement the list of extensions included in the profile.

At the end of the decoding process, the extensions have to be ordered in growing lexicographic order
based on the information type identifier.

This subclause presents examples of datasets using the concept of label specified in ISO/IEC 23092-1.
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6.6.2 Example for dataset metadata extensions

ISO/IEC

23092-1 introduces the concept of dataset 1abel, which supports the identification of one or

more genomic intervals and the related data classes with a single identifier. Labels are not conceived to

provide

detailed documentation of the identified genomic regions. Table 3 shows how to associate an

ontology term to a label.

Table 3 — sample metadata extended with a 1ave1 linked to an ontology

6.6.3

In case

ways to
a transl
the seng
multiple

6.6.4

In orden
In order
then to

sequenc
encrypt
where a
position

6.7 M

6.7.1

Profiles
Subclau

A profil
as the o
Additio]

A profil
element

Field name Field type Mnndnfnry
Label name st(v) Yes
Ontology term URN Yes

Example for obfuscating labels

the label name is considered sensitive information to be protected, this dgciiment specifigs
obfuscate label names. One solution is to provide an extension to the metadata, which provides
htion between the obfuscated name and the real name. Using XML encryption, the access tp
itive information can be restricted. Annex B.5 provides a schema fop-the extension supportinig
labels obfuscation where a transmitted label name is translated taanon-obfuscated one.

Example for obfuscating sequences

to maintain privacy, it can be necessary to hide which genomic region an access unit maps to.
to hide this piece of information, it is necessary to gbfuscate the sequences. One solution i
provide an extension to the metadata, which provides a translation between the obfuscate
e name and the real name. Access to the sensitivedtformation can then be restricted using XM
on. Annex B.5 provides a schema for the extension supporting multiple sequence obfuscatio
transmitted sequence name is translated teza'non-obfuscated one, and the real sequence star

=+ - [ =20

etadata profiles

General

are specific metadata extension sets. Subclause 6.6 provides the mechanism to specify thenj.
be 6.7.2 provides a formatized profile.

e corresponds to-awell-known metadata set. Profiles ares specified in this document, such
he defined to support the Run sets of the SRA (Sequence Read Archive) schema version 1,5,
al profiles maybe specified following the mechanisms defined in this document.

b includes.a subset of (or all) the core elements described in this document, and a set of ney
5 specified with the extension mechanism (see subclause 6.6).

The mef

adata schemas Annexes A.1 and A.2 define the attribute profile in the dataset group anfd

dataset metadata XML element, to define the profile being used. The profile is identified with a URI. In
case no profile is active, the attribute is not used.

6.7.2 Example of metadata profile — Run

The ISO/IEC 23092 series dataset metadata shares characteristics with both the concepts of run and

analysis

as used by EGAI3l. This series profile provides interoperability with the existing metadata

schemas, such that an ISO/IEC 23092 series dataset is interoperable with an EGA run element.

This profile is identified with the URIL: “urn:mpeg:mpeg-g:metadata:profile:ega:run”.
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To be compliant with the profile, the following extension shall be present at the dataset group

metadata level

— One extension with an element studyExtension with a type URI “urn:mpeg:mpeg-g:metadata:exten

sion:ega: Study".

To be compliant with the profile, the following extensions shall be present at either the dataset group

metadata level (shall be marked as inheritable), or the dataset metadata level:

— One extension with an element ExperimentExtension with a type URI “urn:mpeg:mpeg-g:metadata:

extension:ega:Experiment .

1+ One extension with an element RunExtension with a type URI “udnfipg
g:metadata:extension:ega:Run”.

2

ach Sample metadata shall have one extension with an element SampleExtension with a t
Jrn:mpeg:mpeg—g:metadata:extension:ega:Sample"

Hurthermore, to be compliant, the following restrictions have to be observed;:

- description element in the Dataset Group metadata schema is mandatory;

- the TaxonlD shall be present and equal to 9096 (human).
The contents of sRA. common.xsd and sRA. run.xsd can be found in Reference [1].

This profile extends the MPEG-G Dataset core metadata\to match the Run schema used by H
flle element from SRA’s run metadata schema is not needed in MPEG-G because the metadata {
within the element it refers to.

4.7.3 Example of metadata profile — Genomic data commons

The genomic data commons (GDC) classifiés‘the information in projects, which contain the infg
df multiple cases, represented as a colle¢tion of files of different types.

The ISO/IEC 23092 series dataset'group shares characteristics with the GDC projects. From
df information stored in the GDC-repository, the ISO/IEC 23092 series only supports raw seq
dnalysis. Therefore, the metadata profile designed to allow interoperability between GDC
IBO/IEC 23092 series onlySupports that data element from the core metadata.

If the GDC metadata profile is active, the dataset group is considered equivalent to the GDC’s pr
This profile is idefitified with the URIL: “urn:mpeg:mpeg-g:metadata:profile:gdc”.

When this préfile is active, the following extensions are required:

— One extension of type ProjectsExtensionType as specified in Annex A.1, identified with a {
“Uentmpeg:mpeg-g:metadata:profile:gdc:ProjectsExtensionType”, listed in the datasd
metadata extensions specified in ISO/IEC 23092-1.

g:mpeg-

ype URI

GA. The
s placed

rmation

1l types
uencing
and the

oject.

ype URI
t group

One extension of type CaseExtensionType as specified in Annex A.2, identified with a type URI
“urn:mpeg:mpeg-g:metadata:profile:gdc:CaseExtensionType’, listed in the dataset metadata
extensions specified in ISO/IEC 23092-1. Alternatively, the extension can be provided as an
inheritable extension in the dataset group metadata extensions list.

One extension of type ClinicalExtensionType as specified in Annex A.2, identified with a type URI
“Urn:mpeg:mpeg-g:metadata:profile:gdc:ClinicalExtensionType’, listed in the dataset metadata
extensions specified in ISO/IEC 23092-1. Alternatively, the extension can be provided as an
inheritable extension in the dataset group metadata extensions list.

To be compliant with profile “urn:mpeg:mpeg-g:metadata:profile:gdc” all UUID elements shall be
present, either in plaintext or encrypted form.
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7 Protection metadata

7.1 General

ISO/IEC 23092-1 defines gen_info structures supporting the protection of the genomic information at
different layers of the hierarchy, namely the elements dgpr, dtpr, aupr, and dspr, protecting the dataset
group, dataset, descriptor stream and access unit respectively as shown in Table 4. These gen_info
structures provide information to implement data protection in terms of confidentiality (encryption),
integrity verification (digital signature) and privacy rules enforcement. Such information is coded in
the fornf of XML documents as specitied in Table 4.

o

This clayise is divided into the three main aspects of protection: encryption, privacy rules and integrit}
The profection of specific elements in the metadata is specified in clause 6.5.

Table 4 — Content of the protection boxes specified in ISO/IEC 23092-1

Content of the gen_info Key Value
strycture specified in
I$0/IEC 23092-1

DG_proflection_value dgpr coded representation of the XML document specified in A.3.

The decoding process to retrieve the XML document from the coded
representation is specified in Clause 9.

DT_proffection value dtpr coded representation of the XML'document specified in A.4.

The decoding process to retrieve the XML document from the coded
representation is specified in Clause 9.

AU_profjection_value aupr coded representatiof‘of the XML document specified in A.5.

The decoding process to retrieve the XML document from the coded
representatiomis specified in Clause 9.

DS_proffection value dspr coded representation of the XML document specified in A.6.

The decoding process to retrieve the XML document from the coded
representation is specified in Clause 9.

7.2 Encryption of gen_info elemments and blocks

7.2.1 [General

This sulpclause specifies-how the encryption parameters convey the protection information of so

of the gkn_info elements’/specified in ISO/IEC 23092-1. A protection gen info structure supporti:E
coded djta protectign-conveys the information on encryption applied to some of its sibling boxes anfd
other gqn_info structures supporting the protection of a layer immediately below. This informatio!
is represented with a list of EncryptionParameters elements (of type EncryptionParametersType) d
specifiefl in Annex A.3.

[Z0=]

7.2.2 nicryptionParameters carried imdataset group protection

Any number of EncryptionParameters elements can be present in the dataset group protection box and
shall use one of the following URIs for the encryptedrocations attribute, where each URI refers to a specific
gen_info box as specified below (text within curly brackets, including the curly brackets themselves, shall
be replaced by some alphanumeric sequence compliant with the description of each entry).
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7.2.2.1 URIs for gen info boxes
7.2.2.1.1 URIs structure for gen info boxes

7.2.2.1.1.1 General

The following URIs shall correspond to specific gen_info boxes:

refmeta/{id}

metadata

020(E)

dataset/{id}/protection
71.2.2.1.1.2 URl refmeta/{id}

his URI shall correspond to all but the two first bytes of the va1ue field (defined in ISO/IEC 2309
ubclause 6.3) of the gen info structure with key “rfmd” (i.e. reference metadata de
50/1EC 23092-1:2019, subclause 6.5.1.4, the two bytes corresponding to valuesidataset grouy

o 5 = 0 =

urrent dataset group protection. Table 7 describes the type and semantics‘ofithe parameter of

Table 5 — Type and semantics of parameters of the URI refmeta/{id}

p-1:2019,
fined in
1D and

eference 1D), identified by the field reference 1D, and which is stored in the‘saime dataset grotip as the

he URI.

Parameter Type Semantics

L d unsigned integer ID of the reference metadata’to which the URI correspond. It cox
sponds to reference Fin\defined in ISO/IEC 23092-1:2019, Tab

el3

7.2.2.1.1.3 URlInetadata

o |

his URI shall correspond to the bytes of the va1uéfield (defined in ISO/IEC 23092-1:2019, subclz
f the gen_info box with key “dgmd” (i.e. dataset group metadata defined in ISO/IEC 2309
ubclause 6.5.1.6), stored in the same dataseétgroup as the current dataset group protection.

w_ O

.2.2.1.1.4 URldgataset/{id} /proteetion

his URI shall correspond to the bytes of the the vailue field (defined in ISO/IEC 23097
ubclause 6.5.3.5) of the gen_info box with key “dtpr” (i.e. dataset protection def

elongs to the current dataset group. Table 10 describes the type and semantics of the para
he URI.

o Ot = U

Table 6-—=/'Type and semantics of parameters of the URI dataset/{id}/protection

luse 6.3)
-1:2019,

-1:2019,
ined in

50/1EC 23092-1:2019, subclause 6.5.2.4), stored in the dataset identified by dataset 1D, and which

meter of

Parameter Type Semantics

L d unsigned integer Identifier of the dataset to which the dataset protection to be re
trieved belongs. It corresponds to the field dataset ID defined
IEC 23092-1:2019, Table 19.

in 150/

7.2.2.1.2 URIs processing

The EncryptionParameters elements with either one of the URIs listed above shall adher
following rules:

— the 1v element shall be present;

e to the

— the TaG element shall be present if the cipher is used in GCM mode (as described in Table 14);

— the configurationID attribute shall not be present.

The ciphertext of the gen_info boxes identified by the URIs specified in this subclause shall be decrypted

using the process specified in 7.2.5.1.

© ISO/IEC 2020 - All rights reserved
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7.2.3 EncryptionParameters carried in dataset protection

7.2.3.1 General

Any number of EncryptionParameters elements can be present in the dataset protection box and shall
use one of the URIs defined in 7.2.3.2 or in 7.2.3.3 for the encryptedlLocations attribute, where each
URI refers either to a specific gen_info box or to a collection of access units as specified below. These
URIs can contain some placeholders identified by a text enclosed in curly brackets. These placeholders
(including curly brackets) shall be replaced by an alphanumeric value as specified below.

7.2.3.2 | URIsfor gen info boxes
7.2.3.2.1 URIs structure for gen info boxes

7.2.3.2.1.1 General

The follgwing URIs shall correspond to specific gen info boxes:

parsy {id}

metapata
descptream/{classId}/{descriptorId}/protection
au/{puType}/{sequenceName}/{accessUnitId}/protection
au/uhaligned/{accessUnitId}/protection

7.2.3.2.1.2 URlpars/{id}

This URI shall correspond to the bytes of the elementy“encoding parameters()” (defined ip
ISO/IEC|23092-1:2019, Table 23) in the gen_info with key #pars” (i.e. dataset parameter set defined ip
ISO/IEC[23092-1:2019, subclause 6.5.2.5), stored in the same dataset as the current Dataset Protection,
identifigd by descriptor1d. Table 7 describes the typetand semantics of the parameter of the URI.

Table 7 — Type and semantics\of parameters of the URI pars/{id}

Parameter Type Semantics

parameferId unsigned integer ID of the encoding parameters to which the URI correspond. It
corresponds to parameter set ID defined in ISO/IEC 23092-
1:2019, Table 23.

7.2.3.2.1.3 URlInetadata

This UR]| shall correspond+to the bytes of the va1ue field (defined in ISO/IEC 23092-1:2019, subclause 6.3
of the gen_info box‘with key “dtma” (i.e. dataset metadata defined in ISO/IEC 23092-1:2019,
subclauge 6.5.2.3), stéred in the same dataset as the current dataset protection.

L

7.2.3.2.1.4 URIl descstream/{classId} /{descriptorId}/protection

This UR] shall correspond to the bytes of the value field (defined in ISO/IEC 23092-1:2019, subclause 6.3)
of the gen_info box with key “aspr” (i.e. descriptor stream protection defined in ISO/IEC 23092-1:2019,
subclause 6.6.4.3), stored in the same dataset as the current Dataset Protection, identified by class1d
and descriptor1d. Table 8 describes the type and semantics of the parameters of the URI.

Table 8 — Type and semantics of parameters of the URI descstream/{classId}/{descriptorId}/

protection
Parameter Type Semantics
classId unsigned integer ID of the class to which the URI correspond. It corresponds to the
field class 1D defined in ISO/IEC 23092-1:2019, Table 33.
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Table 8 (continued)
Parameter Type Semantics
descriptorld unsigned integer ID of the descriptor to which the URI correspond. It corresponds to
the field descriptor 1D defined in ISO/IEC 23092-1:2019, Table 33.

7.2.3.2.1.5 URI au/{auType}/{sequenceName}/{accessUnitId}/protection

This URI shall correspond to the bytes of the the value field (defined in ISO/IEC 23092-1:2019,
subelause 653 5 of the geninfo boxawith ey " i o accassunit protectonistereddnthe access
nit, stored in the same dataset as the current Dataset Protection, identified by auType, sgdugnceName
and accessunit1d. Table 13 describes the type and semantics of the parameters of the URI:

Table 9 — Type and semantics of parameters of the URI au/ {auType} / { sequenceName|} /
{accessUnitId}/protection

Parameter Type Semantics

uType unsigned integer Identifier of the class to which the URLeerrespond. It corresgonds to
the field class 1D defined in ISO/IEC23092-1:2019, Table 23. The
value shall be greater or equal than 1 and strictly less than 6

pequenceName st(v) Textual identifier of the reference sequence the access unit to which
the access unit protection t¢ be retrieved is mapped to. It corresponds
to sequence name specified in ISO/IEC 23092-1:2019, Table 10.

ccessUnitId unsigned integer Identifier of the acc€ssunit to which the access unit protectign to
be retrieved belongs.’It corresponds to the field access unif ID
defined in ISO/¥EC 23092-1:2019, Table 25.

.2.3.2.1.6 URI au/unaligned/{accessUnitIdy/protection

his URI shall correspond to the bytes.of the the value field (defined in ISO/IEC 23092-1:2019,
ubclause 6.5.3.5) of the gen_info box with key “aupr” (i.e. access unit protection) stored in the access
nit, stored in the same dataset as the current Dataset Protection, for which the associated|au type
efined in ISO/IEC 23092-1:2019, Table 25 is equal to the parameter accessunitid provided. [lable 10
escribes the type and semantics.of the parameter of the URI.

.o . C U

Table 10 — Type and Semantics of parameters of the URI au/unaligned/{accessUnitIgd}/
protection

Parameter Type Semantics

hccessUnitId unsigned integer Identifier of the access unit to which the access unit protectign to
be retrieved belongs. It corresponds to the field access unif 1D
defined in ISO/IEC 23092-1:2019, Table 25.

1.2.3.2:2 URIs processing

The/EncryprionpParametrers elements with either one of the RIS listed above shall adhere to the
following rules:

— the 1v element shall be present;
— the Tac element shall be present if the cipher is used in GCM mode (as described in Table 14);
— the configurationD attribute shall not be present.

The ciphertext of the gen_info boxes identified by the URIs specified in this subclause shall be decrypted
using the process specified in 7.2.5.1.
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7.2.3.3

URIs for collection of access units

7.2.3.3.1 URISs structure for access units

7.2.3.3.1.1 General

The following URIs shall correspond to collections of access units:

genomic region/{auType}/{sequenceName}/{start}/{end}

unal

ioned/{signature}

unal

7.2.3.3.

This UR
end (inc

i gned/ {signature}

[.2 URI genomic_region/{auType}/{sequenceName}/{start}/{end}

[ shall correspond to access units containing at least one read mapping between ,start an
uded) on the reference sequence identified by sequencename. Table 11 describesithe type an

[eFpen

semantifs of the parameters of the URI.
Table 11 — Type and semantics of parameters of the URI genomic regien/{auType}/
{sequenceName}/{start}/{end}
Parameter Type Semantics
auType unsigned integer equal |Type of access units to be retrieyed. When set to 0, all access
or greater than 0 and units having 2U_type (as spécified in ISO/IEC 23092-1:2019,
less than 6 Table 25) less than 6 shalkbe'retrieved.
sequendeName st(v) Textual identifier of therréference sequence the access units to
be retrieved are mapped to. It corresponds to sequence name
specified in ISO/IEC 23092-1:2019, Table 10.
start unsigned integer Left-most positien of the interval to be considered for access
units retrieval: It shall be less than or equal to end.
end unsigned integer Right-mest position of the interval to be considered for access
unitsfetrieval. It shall be greater than or equal to start.
7.2.3.3.1.3 URI unaligned/{signature}
This UR] shall correspond to access units having au_type (as specified in ISO/IEC 23092-1:2019, Table 25)
equal to] 6 and at least one of the @ )}cluster signature fields (specified both in ISO/IEC 23092-1:2019,
Table 25 and in Table 31) matchipg the value of signature.Table 12 describes the type and semantids

of the p4d

rameter of the URI,

Table 12 — Type and semantics of parameters of the URI unaligned/{signature}

Parameter Type Semantics

signaty

re st(v) Atleastone of the U_cluster signature fields (specified both in ISO/
IEC 23092-1:2019, Table 25 and in Table 31) of the retrieved access units
shall match this value.

7.2.3.3.1.4 URIlabel_selection/{labelld}

This URI shall correspond to access units containing at least one read mapping in at least one of
the genomic regions listed in the label identified by 1ave11d as specified in ISO/IEC 23092-1:2019,
subclause 6.5.1.5.4. Table 13 describes the type and semantics of the parameter of the URI.

Table 13 — Type and semantics of parameters of the URI 1abel selection/{labelId}

Parameter Type Semantics

labelld unsigned integer |Identifier of the label to be considered for retrieval. It corresponds to

label ID specified in ISO/IEC 23092-1:2019, subclause 6.5.1.5.4.

14
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7.2.3.3.2 URIs processing

For all access units belonging to the collection resolved by any of the previous URIs, the bytes that shall
be decrypted are:

— If the access unit contains a gen_info with key “auin”, the bytes corresponding to the value field
(defined in ISO/IEC 23092-1:2019, subclause 6.3) of the gen_info with key “auin” (the access unit
information defined in ISO/IEC 23092-1:2019, subclause 6.5.3.4)

— In AUC mode:

— the bytes of the value field (defined in ISO/IEC 23092-1:2019, subclause 6.3) of the-acgess unit,
discarding all bytes prior to and including the last byte of the access unit protection

In DSC mode:

— all bytes corresponding to the associated blocks structures (as specifiédyin ISO/IEC 23092-1).
concatenated, in growing order of descriptor 1D defined in ISO/IEC23092-1:2019, Table 19.

oth decryptions shall be performed independently, using their own Vs and TAGs (present only with
CM mode) signaled in the AccessUnitEncryptionParameters element ‘present in the associated AU
rotection box (specified in A.5).

he EncryptionParameters elements with either of the URIs listed above shall adher¢ to the
bllowing rules:

_ sollenNusl

-~ the 1v element shall not be present;
—+ the Tac element shall not be present;

1 the configurationiD attribute shall be present. If an access unit belongs to one of the cgllection
resolved by the URIs listed above, the AccessUnitEncryptionParameters element of the acg¢ess unit
protection shall contain one or more wrappedkey elements each referring to the configuration1d of
one of the EncryptionParameters eleiment resolving to the access unit. The key associated tp each of
these EncryptionParameters shalliallow to unwrap the corresponding wrappedxey .

.2.4 Keyretrieval

71.2.4.1 General

Cross all DatasetGroupProtection, DatasetProtection, AccessUnitProtection or
escriptorStreamProtection elements present in one file compliant to the ISO/IEC 23092 series, multiple
eyTransportatiph elements defining a key with the same name may be present, and all of them shall
ncapsulate the-same value, albeit with diferent parameters. The name of the key is encapsulatgd in the
ey nameeleément of the KeyTransportation element. A KeyTransportation element can trangport the
ey in three diferent ways, as described in the three following subclauses. Additionally, a key can be
eferenced by a name not appearing in the key name element of any keyTransportation element; in that
ase, the key shall be transported through another channel. Some examples are provided in Anlnex D.

Q = X x O XN =N

7.2.4.2 Key derivation

The information is provided in a keyberivation element as defined in Annex A.3. The value of the key
shall be obtained by executing the PBKDF2 algorithm as defined in RFC 8018. The elements defined
in the KeyDerivation tag indicate the parameters to be used as input for the PBKDF2 algorithm. The
value of the password used in the execution of the PBKDF2 algorithm shall be retrieved as the value of
the key having the name equal to the value of the passwordname element, and be retrieved as specified
in subclause 7.2.4.
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7.2.4.3 Symmetric encrypted key

The information is provided in a Keysymmetrichrap element as defined in Annex A.3. The key in
wrapped form is stored in the wrappedkey element of the Keysymmetricuwrap. The value of key to be
used in the unwrapping procedure is the value of the key having the name equal to the value of the
kek element, and is to be retrieved as if it was a key, as explained in subclause 7.2.4. The key is to be
unwrapped according to the RFC 3394 algorithm, the method to be used is determined by the length
of the key referenced by the value of the kek element, and the expected key length (derived from the
selected cipher as specified in Table 14).

7.2.4.4 | Asymmetric encrypted key

The infgrmation is provided in a keyasymmetricwrap element as defined in Annex A.3. The key shall b
obtaine(Jl by applying the decrypting process defined in RFC 8017 for rsaes-oaer. The ciphertext to b
decryptgd is the content of the element wrappedkey, the key to be used is the private keyybélonging t
the asymmetric key pair identified by the value of the element pub1ickeyname, and the hash metho
to be uded is indicated by the hashFunction element. The Label parameter used in the decryptio
process |of RFC 8017 shall be provided as an empty string. The MGF function to\be used shall be t
MGF1 a4 defined in RFC 8017, and the hash function to be used in the MGF fungtion is identified by t
maskGenkrationHashFunction element.

7.2.5 Pecryption

7.2.5.1 | Decryption of gen_info elements

This clapise specifies the decryption process when the valuéof the encryptedrocations element of thie
XML End¢ryptionParameters element matches one of the URI syntaxes defined in subclauses 7.2.2 and
7.2.3.2.

In order|to decrypt the associated content, the keywith name equal to the value of the key element ip
the EncqyptionParameter shall be retrieved as specified in 7.2.4. The cipher is identified by the ciphejr
element|value of the EncryptionParameter. Thekey shall have exactly the size required by the cipher.
Table 14 — List.of supported ciphers and key sizes
Cipher Size required

urn:mpeg:mpeg-g:proteéction:aesl28-ctr 128 bits
urn:mpeg:mpeg-§g:protection:aesl92-ctr 192 bits
urn:mpeg:mpeg~g:protection:aes256-ctr 256 bits
urn:mpegfmpeg-g:protection:aesl28-gcm 128 bits
urn:mpedsmpeg-g:protection:aesl92-gcm 192 bits
urnempeg:mpeg-g:protection:aes256-gcm 256 bits

S

The cip er used is AES as defmed in FIPS 197, the length of the key used is either 128 192 or 256 a
L he C

in 800-38A. The “GCM refers to the Gallois Counter Mode mode of operations as defined in 800-38D. If
the GCM mode is used, then the Encryption Parameters shall have an element Tac.

Upon decryption, the ciphertext bytes shall be replaced in-place with the decrypted bytes.

7.2.5.2 Decryption of blocks and access unit information

This clause specifies the decryption process when the value of the encryptedLocations element of the
XML EncryptionParameters element matches one of URI defined in 7.2.3.3.

The ciphers used are the same as in 7.2.5.1.
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When an access unit belongs to a collection which an EncryptionpParameters resolved to, then it is to be
decrypted as below:

(1) Retrieve from the EncryptionParamters element:

a

b.

the key;

the configurationID.

(2) Retrieve from the AccessUnitEncryptionParameters element present in the associated AU

e

f.

o

a

4+ 4 L. L - AL
lJl ULCLLIVUIT UUA LDPCLIIICU 11T ﬂ.JJ.

the cipher (possible values are listed Table 14);

the wrappedkey matching the configurationD (retrieved in step 1);

auin1v, if the access unit contains an access unit information box;

auinTAgG, if the access unit contains an access unit information box and the cipher uses GC
aublockIV;

aublockTAG if the cipher uses GCM mode.

(B) Retrieve the decryption key for the current access unit by unwrapping the contents of wr4
by applying method specified in RFC 3394 using the key.(the actual method to use is deriy
the length of the unwrapping key identified by the €ActyptionParameters’ key and the ¢
key length derived from the selected cipher as specified in Table 14).

(f) If the access unit contains an access unit inf@rmation box, decrypt using the cipher anc
(obtained in the previous step), auin1v and g&tnTac (if present), the vaiue field of the auin
box of the access unit and replace the ciphertext with the plaintext in place.

(P) Decryptusing the cipher and the key{obtained in the previous step), aublock1vand aubloc
present),

if in AUC mode:

Decrypt using the cipher and the key (obtained in the previous step), aublockIvand aublg
present),all bytes dfter the last byte of the access unit protection (defined in ISO/IEC 2309
Table 24), and replace the ciphertext bytes with the plaintext bytes in place.

Else if in DS€&mode:

Decrypt using the cipher and the key (obtained in the previous step), aublock 1vand 4
Tac[if present), all bytes corresponding to the associated bilocks payloads (res
specified in ISO/IEC 23092-1), concatenated, in growing order of descriptor ID

M mode;

ppedKey
red from
xpected

| the key
ben_info

k TaG (if

ckTAG (if
p-1:2019,

ublock
blved as
defined

in ISO/IEC 23092-1:2019, Table 19, and replace the ciphertext bytes with the plaintext

bytes in place, replacing the content of one b1ock associated to the access unit (as 3
in ISO/IEC 23092-1) at a time, without modifying the byte orderting (the number

pecified
of bytes

to replace for a specmc block 1s the one derived from the Master Index Table as spe
1SO/IEC 23092-1).

7.3 Privacy rules for the use of the genomic information

7.3.1 General

cified in

The privacy rules tag is defined in the schema for protection metadata at the dataset group and
dataset levels of the hierarchy. The privacy rulestagshall be avalid policy element specified according
to the OASIS, eXtensible Access Control Markup Language (XACML) Version 3.0 specification. Exporting
this tag as the root element of a new document, a valid policy document is obtained.

© ISO/IEC 2020 - All rights reserved

17


https://standardsiso.com/api/?name=8f9776d2d1f6b5a2f5b1914299d1a6d5

ISO/IEC 23092-3:2020(E)

Theprivacy rules specify who can execute a given action and under which conditions. The information
is conveyed according to the XACML specification.

In the privacy policies, the XACML actions are referred to by using the names defined in the
different subclauses of subclause 8.1. Before executing an API action, the generated request shall be
checked against the datasetgroup policy and possibly the dataset policy. Each action indicates, in its
Authorization paragraph, whether the dataset policy should be checked. If there is no Authorization
paragraph, the dataset policy shall not be checked. If it is the case, before submitting the request to the
dataset policy, one new attribute is added to the list of attributes of the request: the new attribute shall
have an AttfribunteTd qulﬂ] fo 1rn -mpon-mp@n—n-prm‘rohf ion- r‘rr:m‘rod_hJ _(‘]T—H’f—‘c @#_(ﬂ”nnp a Danvp
equal to| https://www.w3.0rg/2001/XMLSchema#boolean, and a value of true if the request yieldsp
permit Hesult at the datasetgroup level, otherwise false.Ifnoprivacy rules elementis providedinthe
protectipn box, then all actions are granted.

-~

Actions [are referred in privacy policies by using the name defined in the different subclauses ¢
subclauge 8.1. Each XACML action is described as an XACML attributevalue with category "urn:oasi
:names:fc:xacml:3.0:attribute-category:action” and attributeld "urn:oasis:namgsitc:xacml:1.0|:

2]

. . . n
action:pction-id .

The rulq applies to a resource (as defined in XACML) determined from the definition of the function ip
subclauge 8.1, and where the rule is stored (i.e. Dataset Group, Dataset).

Rules apgply to subject or role.

subject[is described as an XACML attributevalue with category "u%nkoasis:names:tc:xacml:1.0:subjfe
ct-category:access—-subj ect"and attributeld "urn:oasis:namesttc:xacml:1.0: subject:subj ect-1d'}

role is|described as an XACML attributevalue with catégory "urn:oasis:names:tc:xacml:1.0|:
subject—category:access—subject" and attributeld "urn:oasis:names:tc:xacml:3.0:example:
attribufe:role".

If the entity providing the file requires the use of'further attributes, the corresponding names, types
and semjantics shall be provided through anothérchannel.

The APl methods, described in subclause:8.1, have a set of possible parameters, each with a specifi
range of valid values. The privacy rules)can further limit the range of accepted input parameter
using cqnditions. The conditions shall refer to the action input parameters by referring to attribute
whose attribute1d is equal to the-name of the parameter and whose type corresponds to the type ¢
the pargdmeter. The request genérated to test the authorization to perform a function shall include onje
attributge per input parameter-with the attributeId and type, as specified before.

= O

[72)

In the cpse of getData interfaces (subclauses 10.3.6.3, 10.3.6.4, 10.3.6.5, 10.3.6.6), the privacy rulg
concernfng access units are derived as follows:

— In the case of'ah access unit of unaligned data, the getbataBysignature privacy rule is tested
for pach ofthe access unit signatures. If the action is permitted for each signature, then the
getbataBysignature is permitted for that access unit, otherwise it is denied.

— Intl
the filter with the type, start and end position of the access unit.

Annex B.5 contains examples of privacy rules and authorization requests. Subclause 7.3.2 presents an
example of a use case where privacy rules and authorization requests presented in Annex B.5 are used.

7.3.2 Example of use of privacy rules

This subclause provides an example use case to illustrate when and how privacy rules can be used to
protect genomic information.

Researchers have already identified some regions of the genome indicating that there is a predisposition
to suffer Alzheimer's disease. When trying to access that information, one should consider where these
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regions are, taking into account their positions inside human genome. Regions identifying Alzheimer's
disease predisposition may be protected from unauthorized access by using encryption techniques
combined with privacy rules. Therefore, only users authorized by the rules can perform operations
over protected regions.

In order to give permission for accessing these protected regions (or some of them), an organization
may define privacy policies indicating which person or role can view the genomic regions and the
conditions that have to be accomplished.

The same policy may contain different rules to give different permissions to different subjects. When
ccess to one of these regions is requested, the rule or rules applying are evaluated, aceepting or
enying the corresponding permission.

s an example, a policy may contain several rules. The first rule in the policy may provide’permjission to
erform any operation to researchers. The second one may provide permission to view part of 4 dataset
tp practitioners under an emergency situation. To do so, the API operation GetDataBySimpl¢Filter is
efined as the action permitted by the rule, and several conditions related to/Alzheimer's dis¢ase and
the quality of the information stored inside the file are involved. With this purpdse, the user defining the
le may specify a region number including start and end positions, clasS-of the read, thus ideptifying.
final rule denies any access to the genomic file. It is the default rule, which is evaluated in cas¢ none of
the above applies.

.4 Digital signature of gen_info elements and blocks

4.1 General

t each level, the protection box may include integrity information in the form of one pr more
igital signatures. Each signature is provided.as an XML Signature element. Detached, Enveloped
nd Enveloping signatures are supported. If decryption is required, signature verification |shall be
fgerformed before decryption.

71.4.2 Signatures carried in dataset group protection

Any number of XML Signature elémeénts can be present in the dataset group protection box gnd shall
yse one of the following URIs for the ur1 attribute of the Reference element when referring to a gen_info
hox. These URIs can contain:some placeholders identified by a text enclosed in curly bracketls. These
dlaceholders (including curly brackets) shall be replaced by an alphanumeric value as specified below.

1 “refmeta/{id}”resolvestothebytesofthevaluefield (definedinISO/IEC23092-1:2019,subclause6.3)
of the gen_info'with key “rfmd” (i.e. reference metadata), for which the field reference 10 défined in
ISO/IEC 2309241:2019, Table 13 is equal to the value which is replacing “{id}”, and which 1s stored
in the same-dataset group as the current Dataset Group Protection.

1 “metadata” resolves to the bytes of the value field (defined in ISO/IEC 23092-1:2019, subclduse 6.3)
ofithe gen_info with key “dgmd” (i.e. dataset group metadata), stored in the same dataset groyip as the
current Dataset Group Protection.

— “dataset/{id}/protection” resolves to bytes of the value field (defined in ISO/IEC 23092-1:2019,
subclause 6.3) of the gen_info with key “dtpr” (i.e. dataset protection), stored in the dataset for
which the field dataset 1D defined in ISO/IEC 23092-1:2019, Table 19 is equal to the value which is
replacing “(id}”, and which belongs to the current Dataset Group.

7.4.3 Signatures carried in dataset protection

7.4.3.1 General

Any number of XML Signature elements can be present in the dataset protection box and shall use one
of the following URIs for the urt attribute of the rReference element when referring to a gen_info box or
the content of an access unit. These URIs can contain some placeholders identified by the text enclosed
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in curly brackets. These placeholders shall be replaced by an alphanumeric value as specified below.
The bytes are signed as transmitted, regardless of encryption.

7.4.3.2 URIsfor gen info boxes

7.4.3.3 | URIs for collection of accéss units

Any number of signatutes stored;in the dataset protection shall also use any of the following URIs tp
refer to the content corresponding to a collection of access units

20

“pars/{id}” resolves to the bytes of the Value field (defined in ISO/IEC 23092-1:2019, subclause 6.3)
of the gen_info with key “pars” (i.e. dataset parameter set), for which the field parameter set 1D
defined in ISO/IEC 23092-1:2019, Table 23 is equal to the value which is replacing “{id}”, and which
is stored in the same dataset as the current Dataset Protection.

“metfadata” resolves to bytes of the value field (defined in ISO/IEC 23092-1:2019, subclause 633
of the gen_info with key “dtmd” (i.e. dataset metadata), stored in the same dataset as the currer
Dataset Protection.

o —

“dedcstream/{classId}/{descriptorId}/protection” resolves to the value field! (defined i
ISO/IEC 23092-1:2019, subclause 6.3) of the gen_info with key “dspr” (i.e. stream protection) store
in the stream for which the field c1ass 10 defined in ISO/IEC 23092-1:2019, Table 19 is equal
the palue which is replacing “(c1ass1d}”, the field descriptor 1D defined in ISO/IEC 23092-1:201
Table 19 is equal to the value which is replacing “(descriptor1d}”, and whichdbelongs to the currer
Dataset.

I ="~}

Nl

~

[

“au {auType}/{sequenceName}/{accessUnitId} /protection" resolvesto the value field (defined in
ISO/IEC 23092-1:2019, subclause 6.3) of the gen_info with key “adpr” (i.e. access unit protection)
storjed in the access unit for which the associated au_type defined in ISO/IEC 23092-1:2019, Table
25 is equal to the value which is replacing “(auType}”, the{associated sequence name defined ip
ISO/IEC 23092-1:2019, Table 10 is equal to the value replacing “{ sequenceName}” and the field access|
unit 1Ddefined in ISO/IEC 23092-1:2019, Table 25 is equalto the value replacing “ {accessunit1d} 1.
Thel|value of auType shall be equal or greater than 1 and’strictly less than 6.

“au/funaligned/{accessUnitId}/protection” resolves to the value field (defined i
ISO/IEC 23092-1:2019, subclause 6.3) of the gén’info with key “aupr” (i.e. access unit protectior
storjed in the access unit for which the associated auType defined in either ISO/IEC 23092-1:201
Table 25 or Table 19 (under the name ci4d) is equal to 6, and the field access unit 1D defined i
ISO/IEC 23092-1:2019, Table 25 is equal\to the value replacing “{accessunitid}”.

- =

-

“ger omic region/{aG#ype}/{sequenceName}/{start}/ {end}” resolves to one collection of acceg
unifls to sign. The ¥alues replacing “{start}” and “{end}” shall be numbers such that the first one j
stri¢tly smaller.than the second one. For all access units such that

n n

— [the auctype defined in either ISO/IEC 23092-1:2019, Table 25 is equal to the value which i
replacing “(auType}”, or the value replacing “(auType}” is equal to “0” and the au_type defined
iISO/IEC 23092-1:2019, Table 25 is strictly smaller than 6.

[72)

— the associated sequence name defined in ISO/IEC 23092-1:2019, Table 10 is equal to the value
replacing "{ sequenceName} ",

— and the access unit range intersects with the range defined by “(start}” (included) and “{end}”
(included).

The content, resolved by this URI, to sign is obtained by concatenating the following sequences
of bytes: for all the access units belonging to the collection resolved by this URI and ordered in
growing order of AU _type, and access_unit ID

— the bytes corresponding to the value field (defined in ISO/IEC 23092-1:2019, subclause 6.3) of
the gen_info with key “auin” which belongs to the access unit.
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— In AUC mode:

— the bytes of the va1iue field (defined in ISO/IEC 23092-1:2019, subclause 6.3) of the access
unit, discarding all bytes prior to, and including the last byte of the access unit protection.

In DSC mode:

— all bytes corresponding to the associated block payloads (resolved as specified in
ISO/IEC 23092-1), organized in increasing order of the descriptor 1D (as specified in

ISO/IEC 23092-1:2019, Table 33).

4+ “unaligned/{signature}” resolves to one collection of access units to sign. For all accs
such that

— theau type defined in ISO/IEC 23092-1:2019, Table 25 is equal to 6
— Atleastone of the U _cluster signature field (defined in ISO/IEC 23092%]1-2019, Table]

The content resolved by this URI is obtained by concatenaiting thefollowing bytes: for all th
units belonging to the collection resolved by this URI ordered inmgrowing order of access

— the bytes corresponding to the value field defined dn* (defined in ISO/IEC 23092
subclause 6.3) of the gen_info with key “auin” whichi\belongs to the access unit

— In AUC mode:

— the bytes of the va1ue field (defined in ISO/IEC 23092-1:2019, subclause 6.3) of th
unit, discarding all bytes prior to thedast byte of the access unit protection.

— In DSC mode:

— all bytes corresponding tocthe associated block payloads (resolved as spe
ISO/IEC 23092-1), in grewing order of descriptor 1D defined in ISO/IEC 23097
Table 19.

71-4.4 Signatures carried intaccess unit protection

s

ny number of signatutes stored in the access unit protection shall also use one of the following
efer to a gen_info strugture or encoded genomic information:

—

—  “aund” resolvés to the value field (defined in ISO/IEC 23092-1:2019, sublause 6.3) of the
with key “dguhd” (i.e. access unit header) stored in the same access unit container as the ac
protection.

4+ “blecké” resolved to the bytes of the va1ue field (defined in ISO/IEC 23092-1:2019, subclaus
theraccess unit, discarding all bytes prior to the last byte of the access unit protection.

SS units

25 orin

Table 31) is exactly equal to the value replacing “{signature}” and order by access uniit id, the
following bytes are concatenated (in the order of appearance) to the,byte array to sign|.

eaccess
nit ID

-1:2019,

€ access

rified in

-1:2019,

r URIs to

ben_info
fess unit

e 6.3) of

“ ”

ined in

4 " resolves to the the hyfnc r‘nrrncpnndinc to the vai1ue field defined in (Hn
o

ISO/IEC 23092-1:2019, subclause 6.3) of the gen _info with key “auin” which belongs to the access unit.

7.4.5 Signatures carried in descriptor stream protection

Any number of signatutes stored in the descriptor stream protection shall also use one of the following

URIs to refer to a gen_info structure or encoded genomic information:

“dshd” resolves to the Value field (defined in ISO/IEC 23092-1:2019, sublause 6.3) of the gen_info
with key “ashd” (i.e. descriptor stream header) stored in the same descriptor stream container as

the descriptor stream protection.
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— “blocks” resolves to the bytes of the the StreamContainer, discarding all bytes prior to the last byte
of the descriptor stream protection.

8 Access unit information

8.1 General

Coded auxiliary fields associated to genomic records are carried by the AU information value array
containgé-Ha-the-ger—irfoelemerta—rrformetionrdefinedHRISOHEC 23092 1—The-decodingproecess
describgd in Clause 9 applied on AU_information value produces an array of genAuxRecord structures
specifiefl in subclause 8.2. Each genauxRecord structure contains numberOfGenaAux sequences Qfygéen|

aux structures defined in subclause 8.3.

roc

The ith flecoded genauxrecord structure shall be associated to the ith decoded genomig pecord. If fa
coded ge¢nomic record is not associated to any auxiliary field but it is coded in an AU containing at leagt
one genpmic record with associated auxiliary fields, then said genomic record is as$ociated with onje
genAuxRpcord structure with numberofcenaux set equal to 0. Moreover, if all genomic records coded ip
an AU have no associated auxiliary fields, the gen _info element AU informationshall not be present.

8.2 génAuxRecord
The syntax of genauxrecord is defined as follows:
struct penAuxRecord

u(8) numberOfGenAux;

genAhx auxSet [numberOfGenAux] ;

Table 15 shows how a genauxrecord structure.is)associated to each decoded genomic record (specifie
in ISO/IEC 23092-2:2019, subclause 13.2) and how auxiliary fields are decoded to each alignment ¢
mapped| record segments or unmapped._record segments. Table 15 shows as well how to comput
numberOfGenAux.

—_

D

Table 15 — Association of@uxiliary fields to mapped and unmapped record segments

number(fGenAux= 0

noa = (
for (; |noa < numberpef/alignments; noa++) {
if (|(noa == Il
(mappingwgos[noal] != mapping pos[noa - 1] &&
ecigaw—emp (ecigar_ string[noa] [0], ecigar string[noa-1][0] != 0)){
auX_fields[noa] [0] = aux Set[numberOfGenAux++]
}
else{
aux fields[noa] [0] = aux fields[noa-1][0]
}
if (class_ID != Class_ HM) {

for (tSeg=1l; tSeg <= number of template segments; tSeg++)

if (split alignment[noa] [tSeg] == 0) {
if ((noa == |
(mapping pos[noa] + delta[noa][tSeg] != mapping pos[noa - 1] +

delta[noa-1] [tSeg] &&
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Table 15 (continued)

ecigar cmp(ecigar string[noa] [tSeg], ecigar string[noa-1][tSeg] != 0)) {

aux_fields[noa][tSeg] = aux_ Set [numberOfGenAux++]

else{

a1 ficldsinog] [anrj] =2 ficldsinoga=11 [anrj]

For ( uSeg = numberOfAlignedRecordSegments;
uSeg < number of record segments; uSeg++) {

aux fields[0] [uSeg] = aux Set[numberOfGenAux++]

020(E)

dcigar cmp compares two e-cigar strings and returns 1 if either ¢theTength or the strings are d
(therwise it returns 0.

aux_fields[i][j] contains the auxiliary fields associated'to the ith alignments of the jth seg

=

ssociated to the jth unmapped record segment.

o8]

number of alignments, number of template segments andnumber_of_record_segmentsares

h ISO/IEC 23092-2:2019, subclause 13.2.

—

rjumberOfAlignedRecordSegments is specified in ISO/IEC 23092-2:2019, subclause 10.4.9.

8.3 genAux

The syntax of genaux is defined as follows:
gtruct genAux

u(8) numberOfTags;
genTag auxFiglds [numberOfTags] ;

rumberofTageTepresents the number of auxiliary fields associated with the current genomic re

duxrields’is alist of genTag structures containing the values of the auxiliary fields.

ifferent.

ment for

happed record segments. In case of unmapped reads, <aux fields[0][j] contains the auxiliary fields

pecified

cord.

4~ oenTaoc
5 5

The syntax of genTag is defined as follows:

struct genTag
{
c(2) key;
u(4) type;
u(l6) length;
type valuel];
if (!byte aligned()) f(4) nestingZeroBit;

© ISO/IEC 2020 - All rights reserved
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Key is a two-characters identifier of the tag, Type an identifier of the type of data contained in value,
Length is the number of elements contained in the value[] array, and value is an array that contains
the auxiliary field value. The bit order of each element in the value array is specified to start with the
most significant bit (MSB) and proceed to the least significant bit (LSB).

The padding with 4 bits (nestingzeroBit) is necessary when Type is not equal to 7 or when it is equal to
7 and length is an even number.

The field type shall take one of the values specified in Table 16.

Table 16 — Values for the Type field of the gen_tag structure

Type data type type Description

0 Signed 32 bit i(32) It corresponds to type “i” in the SAM specification.
integer

1 string of ASCII c(1) It corresponds to type “Z” in the SAM specification.
characters If Length is equal to 1 this correspends’to the SAM

type HA"

2 Unsigned 8 bit u(8) It corresponds to type “C” in the\SAM specification.
integer

3 Signed 8 bit integer i(8) It corresponds to type “c%in the SAM specification.
Unsigned 16 bit u(16) It corresponds to type “S” in the SAM specification.
integer

5 Signed 16 bit i(16) It correspondsito'type “s” in the SAM specification.
integer

6 Unsigned 32 bit u(32) It corresplends to type “I” in the SAM specification.
integer

7 4-bit hexadecimal u(4) It corresponds to type “H” in the SAM specification.
code.

8 32 bit single f32 It corresponds to type “f” in the SAM specification.

precision floating-
point as specified
by IEEE 754-2008

9 64 bit double f64 It corresponds to type “d” in the SAM specification.
precision floating-
point as specified

by IEEE 754-2008

9 De¢oding process for metadata

9.1 General

This clapse“describes the decoding process of coded information metadata, protection metadata and
auxiliary fieldsb.

Input and output of the process are specified in Table 17.

1) The decoding process relies on the implementation of the LZMA SDK version 18.05 published at https://
sourceforge.net/projects/sevenzip/files/LZMA%20SDK/lzma1805.7z/download on 2018-05-01. Any other
process producing the same output from the same input can be equally considered compliant to this document. At
the same time, complying implementations are not expected to follow the exact algorithm used by this reference
procedure.
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Table 17 — Input and output of the decoding process specified in this clause

020(E)

Input

Output

Comments

Information metadata

DG_metadata value

Dataset group metadata XML
document specified in subclause 6.2.

DG metadata valueis
contained in DG _metadat
specified in ISO/IEC 2309

aas
2-1

reference metadata value

Reference metadata XML document
specified in subclause 6.3.

reference metadata valueis

contained in

rererence metadata dsS

specified in ISO/IEC 2309

T metadata value

Dataset metadata XML document
specified in subclause 6.4.

DT metadata vagdpelis
contained in DTymetadat]
specified in ISO/TEC 2309

Protection metadata

G _protection value

protection metadata XML document
specified in Clause 7.

DG_protection valuei
contained in DG_protect]
asspecified in ISO/IEC 23

ion

092-1

T protection value

protection metadata XML document
specified in Clause 7.

DT protection valuel
contained in DT _protect
as specified in ISO/IEC 23

ion

092-1

S protection value

protection metadata XML deciiment
specified in Clause 7.

DS_protection valuei
contained in DS_protect
as specified in ISO/IEC 23

ion

092-1

AU protection value

protection metadataXML document
specified in Clause 7.

AU protection valuel
contained in AU protect
as specified in [SO/IEC 23

ion

092-1

Accesstwnit information

AU information value
pecified in Clause 8

genAuxReCord [num genomic
recoxds]

genAuxRecord is specifi
in subclause 8.2

num_genomic records
represents the number of
genomic records carried
decoded access unit

by the

-

(an)

Table 18 — Header of LZMA coded metadata

Ih the description of this decoding process, the input arrays listed
nputBuffer of size inputSize and the output arrays as outputBuffer of size outputsize.

oded metadata are.represented as a LZMA compliant byte array with a 13 bytes header and a
The header is specified in Table 18.

in Table 17 are referr

bd to as

payload.

Header

params u(8)
dictSize u(32)
unpackedSize u(64)

The params byte is used to calculate the Ic, pb and Ip members of the lzmaProps structure specified in

subclause 9.2.

dictSize and unpackedSize are stored in the lzmaProps structure specified in subclause 9.2.

© ISO/IEC 2020 - All rights reserved
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9.2 Initialization of parameters

9.2.1 General

This subclause specifies the constants and data structures containing the parameters governing the

decoding process described in subclause 9.3.

9.2.2 Properties

LZMA properties are contained in the f01l0WIng STrUcCture.

struct [zmaProps{
u(32) dictSize
u(8) 1lc

u(8) pb

u(8)| lp

u(64) uncompressedSize

Ic is thelnumber of high bits of the previous byte to use as a context for literal encoding (the defau

value used by the LZMA SDK is 3).

Ip is the number of low bits of the dictionary position to include in literal_pos_state (the default valule

used by the LZMA SDK is 0).

pb is th¢ number of low bits of the dictionary position to include in pos_state (the default value used b,

the LZMA SDK is 2).

9.2.3 Parameters

LZMA parameters are contained in the following strircture.

struct [LlzmaParams{
lzmapPropsprop
u(lo) numProbs

16) probs[numProbs]

(
u(l6) probs 1664 [numProbs]
u(8)| dicl]
u(64) dicBufSize
u(64) dicPos
u(32) range
u(32) code
u(32) processedPos
u(32) checkDicSize
u(32) state
u(32) repsl[4]
u(32) remainlen
u(8)| buf[¥

prop is a lzmaProps structure specified in this subclause.
numProbs represents the number of probailities used.
probs is a list of numProbs probabilities.

probs_1664 is a list of numProbs probabilities.

dicBufSize represent the size of the dictionary used by LZMA.

dic[] contains the dictionary used by the LZMA algorithm. The size is represented by dicBufSize.

dicPos is a pointer used to access the dic[] list.

26
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processedPos represents the last coded match offset away from current pointer.

checkDicSize is a state variable used to manage the size of teh dictionary.

state is an integer indicating what the last performed coding operations have been.

reps[4] is a list of variables used to manage the access to the dictionary.

H

uf[] contains the decoded bytes.

.2.4 Constants

ZMA constans are listed in Table 19.

remainlen represents the number of hyfpc remaining to he dpr‘nmpr‘pccpd
[=]

Table 19 — Constants defined in the decoding process

Constant Name Value
kLzmaLitSize 0x300
kNumBaseProbs 1984
kStartOffset 1664
kMatchSpecLenStart 274
kLenNumLowBits 3
kLenNumHighBRits 8
kNumStates 12
kNumStates?2 16
kNumLitStates 7
kStartPosModelIndex
kEndPosModel Index 14
kNumFullDistances 277
kNumPosSlotBits 6
kNumLenToPosStates
kMatchMinLen 2
kNimad ignBits 4
kNtumTopBits 24
kTopValue 2"kNumTopBits
kNumBitModelTotalBits 11
kBitModelTotal 2"kNumBitModelTotalBits
kNumMoveBits 5
kNumBitModelTotalBits 11
kLenNumLowBits 3
kLenNumLowSymbols 2" kLenNumLowBits
kLenNumHighBits 8
kLenNumHighSymbols 2"kLenNumHighBits
kNumPosBitsMax 4
kNumPosStatesMax 27 kNumPosBitsMax
LenHigh 2 * (kNumPosStatesMax <<

kLenNumLowBits) )
kNumLenProbs LenHigh + kLenNumHighSymbols

© ISO/IEC 2020 - All rights reserved
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Table 19 (continued)
Constant Name Value
kNumAlignBits 4
kAlignTableSize 2 kNumAlignBits

9.2.5 Process

The initialization process of structures and variables used during the decoding process is shown in

Table 20
Table 20 — Initialization process
lzmaPajams p
i=0
d = ingutBuffer[i++]
p->prog->lc = d%9
d /=9
p->prog->pb = d / 5
p->prog->lp = d $ 5
p—->buf |= outputBuffer
p->prog->dictSize =
((inputBuffer[i] ) & Ox000000FF)
| ((inputBuffer[i+1]<<8 ) & 0x0000FF00)
| ((inputBuffer[i+2]<<16) & 0x00FFO0000)
| ((inputBuffer[i+3]<<24) & O0xFF000000)
i+= 4
if (p->grop->dictSize < (1<<12))
p->grop->dictSize = (1<<12)
p->prog —->uncompressedSize =
((inputBuffer[i] <<56) &*0xFF00000000000000)
| ((inputBuffer[1i+1]<<48J5%& 0x00FF000000000000)
| ((inputBuffer[i+2]<£40Y & 0x0000FF0000000000)
| ((inputBuffer[i+37%<32) & 0x000000FF00000000)
| ((inputBuffer[i¥d)]<<24) & 0x00000000FF000000)
| ((inputBuffexli+5]1<<16) & 0x0000000000FF0000)
| ((inputBuffe¥[i+6]<<8 ) & 0x000000000000FF00)
| ((inpuEBuffer[i+7] ) & 0x00000000000000FF)
i+=38
/* skigd _o#le byte *
i++
p->code =
((inputBuffer[i] << 24) & 0xFF000000)
| ((inputBuffer[i+1]<< 16) & 0x00FF0000)
| ((inputBuffer[i+2]<< 8 ) & 0x0000FFO00)
| ((inputBuffer[i+3] ) & O0x000000FF)
p->range = OxFFFFFFFF
/* with default values numProbs = 8128 */
p->numProbs = kNumBaseProbs +

28
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Table 20 (continued)
( kLzmalLitSize << (p->prop->1lc + p->prop->1p))
for(j = 0; 7 < p->numProbs; j++)
p—>probs[j] = 1 << 10

p->reps[0]

p->reps[l] = p->reps[2] = p->reps[3] =1
p->state = 0

L.zmaDec WriteRem(p, p->dicButSize)

.zmaDec Decode (p, p->dicBufSize, inputBuffer + i)

Table 21 — LzmaDec WriteRem utility function

.zmaDec WriteRem(p, limit)

if (p->remainlLen != 0 && p->remainlen < kMatchSpecLenStart)
{

dic = p->dic

dicPos = p->dicPos

dicBufSize = p->dicBufSize

len = p->remainlLen

rep0 = p->reps[0]

rem = limit - dicPos

if (rem < len)

len = rem

if (p->checkDictSize == 0 && p->propzrdictSize - p->processedPos <= len)
p->checkDictSize = p->prop->dictSize

p->processedPos += len

p->remainlen -= len

while (len != 0)

{
len—-
dic[dicPos]EdiC[dicPos - repO0 + (dicPos < rep0O ? dicBufSize : 0)]
dicPos++

}
p->dicdPes = dicPos

9.3—Macros
This subclause defines macros used in the decoding process specified in subclause 9.4.
A macro is a fragment of code which has been given a name. Whenever the name is used, it is replaced by

the contents of the macro. Everything in brackets in the left column is a list of parameters. The names of
the parameters passed to the macros are the ones to be used in the replacement.
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Table 22 — Macros used in the decoding process

macro Code
CALC POS STATE (procPos, (((procPos) & (pbMask)) << 4)
pbMask)
COMBINED PS STATE (posState + state)
IF _BIT 0(p) ttt = *(p)
NORMALIZE
bound — IV‘QY\(JQ LNumBitMaodelTotoalRBIt+g) *  ++ 4
if (code < bound) QQ
|74
UPDATE [0 (p) range = bound (]9
*(p) = (CLzmaProb) (ttt + ((kBitModelTotal - ttt) >0
kNumMoveBits) ) (\Q)
UPDATE |1 (p) range -= bound (1(;5\)
code -= bound C)
*(p) = (CLzmaProb) (ttt - (ttt >> kNumMaweEits))
. A)
GET BIM2(p, i, A0, Al) IF BIT 0(p) %U
{ UPDATE O(p); i = (i + i); zg\-\}
else Q
{ UPDATE_1(p); i = (i +Q)Q+ 1; Al; }
TREE GHT BIT (probs, i) [GET_BIT2 (probs + i, i, NN7); )
NORMAL |LITER DEC TREE_GET_BIT (prob, symbol)
MATCHEI] LITER DEC matchByte += matchB@?
bit = offs $
.\@
offs &= matchBwyte
probLit = ps}ob + (offs + bit + symbol)
GETiB;_rﬁégﬁrobLit, symbol, offs "= bit; , ;)
TREE 6 [DECODE (probs, 1) « .
@i -1
O
C TREE GET BIT (probs, i)
%O' TREE_GET BIT (probs, i)
%\ TREE_GET BIT (probs, i)
Q9 TREE GET BIT (probs, i)
Q?“ TREE_GET_ BIT (probs, i)
@ TREE_GET BIT (probs, 1)
é i -= 0x40
i
REV_BIT (p,1i,A0,Al) IF BIT O(p + i)
{ UPDATE O(p + i); A0; }
else
{ UPDATE 1(p + i); Al; }
REV_BIT VAR(p,i,m) REV BIT(p, i, i += m; m +=m, m += m; i +=m; )
REV_BIT CONST (p,i,m) REV BIT(p, i, 1 += m; , 1 +=m * 2; )
REV_BIT LAST (p,i,m) REV BIT(p, i, i -=m . i)
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Table 22 (continued)

macro Code
NORMALIZE if (range < kTopValue) {
range <<= 8; code = (code << 8) | (*buf++);
}
SpecPos -kStartOffset
IsRepOLong SpecPos + kNumFullDistances
shentoder FeRerthorg——(atomStartess JeitrmPosB-ts i)
L.enCoder RepLenCoder + kNumLenProbs
[sMatch LenCoder + kNumLenProbs
Align IsMatch + (kNumStates2 << kNumPosBitsMax)
[ sRep Align + kAlignTableSize
[ sSRepGO0 IsRep + kNumStates
[ sRepG1l IsRepGO + kNumStates
[ sSRepG2 IsRepGl + kNumStates
PosSlot IsRepG2 + kNumStates
Literal PosSlot + (kNumLenToPosStates~<</ kNumPosSlotBits)
UM _BASE PROBS Literal + kStartOffset

9.4 Decoding process

=

Table 23 — LziaDec Decode?2 function

his subclause describes the decoding process of encoded metadata once the initialization spe
sjubclause 9.2 has intitialized the 1zmapProps and 1zmaPatams structures (see Tables 14 and 15).

cified in

.zmaDec Decode2 (p, limit, buffer([])

limit2 = limit

if (p->checkDictSize == 0)

{
rem = pf>prop->dictSize - p->processedPos
if (ldm2dt - p->dicPos > rem)

limit2~=-p->dicPos + rem

LzmaBgc Decode(p, limit2, buffer)

if (p->checkDictSize == 0 && p->processedPos >= p->prop->dictSize)

p—>checkDictSize = p->prop->dictSize

LzmaDec WriteRem(p, limit);

}
while ( p->dicPos < limit &é&

p—>buf < buflimit &&

p->remainLen < kMatchSpecLenStart)

© ISO/IEC 2020 - All rights reserved
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Table 24 — 1.zmaDec_Decode function implementing the actual LZMA decoding algorithm

32

probs = p->probs 1664

state = p->state

rep0 = p->reps[0], repl = p->reps[l]
rep2 = p->reps[2], rep3 = p->reps[3]
pbMask = (1 << (p->prop->pb)) - 1

LzmaDec Decode(p, limit, buffer[]) {

1lc
1pM

dic]

di
di

cBY

cPd

procq

chec

le

bu
ra

co

n 4

f o
ngeg
de

dis

pos

do
{

pof

prd
IF |

= D-->PIOp-~1C
bhsk = (0x100 << p->prop->1lp) - (0x100 >> 1lc)

= p->dic
fSize = p->dicBufSize

s = p->dicPos

ssedPos = p->processedPos
DictSize = p->checkDictSize
0

p->buf

= p->range
= p->code
tance = 0
Slot = O

ttt = 0
bound = 0
State = CALC POS STATE (processedPos, pbMask)

b = probs + IsMatch + COMBINED PS STATE
BIT O (prob)

symbol
UPDATE 0 (prob)
prob = probs 4~hiteral

if (processedBSs != 0 || checkDictSize != 0)

prob +=~3Y* ((((processedPos << 8) + dic[(dicPos == 0 ?
dicBufSize : dicPos) - 1]) & lpMask) << 1lc)

roeessedPos++

if (state < kNumLitStates)

{

state -= (state < 4) ? state : 3

(
symbol =1

NORMAL_LITER_DEC
NORMAL LITER DEC
NORMAL LITER DEC
NORMAL LITER DEC
NORMAL LITER DEC
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NORMAL LITER DEC
NORMAL LITER DEC
NORMAL LITER DEC
}
else

{

Table 24 (continued)

ISO/IEC 23092-3:2020(E)

matchByte=dic[dicPos - repO

I (dicPos < repO ? dicBufSize

MATCHED LITER DEC

}

continue

UPDATE 1 (prob)

IF BIT 0 (prob)
{
UPDATE 0 (prob)
state += kNumStates
prob = probsy+ LenCoder
}

else

{
UPPRATE 1 (prob)

IF_BIT O (prob)
{

prob = probs + IsRep + stake

dic[dicPos++] = symbol & OxFF

ptob = probs + IsRepGO + state

offs = 0x100
state -= (state < 1Q) ¥ 3 :|6
symbol =1

MATCHED_LITER/DEC
MATCHED ZIEER DEC
MATCHED\EITER DEC
MATCHED LITER DEC
MARTCHED LITER DEC
MATCHED LITER DEC
MATCHED_LITER DEC

UPDATE 0 (prob)

IF BIT 0 (prob)
{

repO0+ (dicPos < repO0 ? dicBufSize

© ISO/IEC 2020 - All rights reserved

prob = probs + IsRepOLong + COMBINED PS STATE

0)]

UPDATE_0 (prob)

dic[dicPos]=dic[dicPos-

dicPos++

processedPos++
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kNumLitStates ? 9 : 11

}
UPDATE_1 (prob)
}

else

Table 24 (continued)

state = state <

continue

{
UPDATE 1 (prob)

IF BIT O(prob)
{
UPDATE O (prob)
distance = repl
}
else
{
UPDATE 1 (prob)

IF BIT O(prob)
{
UPDATE O (prob)
distance = rep?2
}
else
{
UPDATE 1 (prob)
distance = rep3
rep3 = rep2
}
rep2 = repl
}
repl = rep0
rep0 = distlance

}

prob =’ probs + ReplenCoder

prob = probs + IsRepGl + state

prob = probs + IsRepG2 + state

state = Skate < kNumLitStates ? 8 : 11

IF BIT O (probLen)
{
UPDATE 0O (probLen)

len =1

TREE GET BIT (problen,
TREE GET BIT (problen,
TREE GET BIT (probLen,

len -= 8

34

problLen = prob + LenChoice

len)
len)

len)

problLen = prob + LenLow + posState
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Table 24 (continued)
}

else
{
UPDATE 1 (probLen)
probLen = prob + LenChoice?2
IF BIT O (probLen)
{
UPDATE O (probLen)

probLen=prob+LenLow + posState + (1 << kLenNumLowBits)
len =1
TREE GET BIT (probLen, len)
TREE GET BIT (probLen, len)
TREE GET BIT (probLen, len)
}
else
{
UPDATE 1 (probLen)
probLen = prob + LenHigh
TREE DECODE (probLen, (1 << kLenNumHighBit§), len)
len += kLenNumLowSymbols * 2

if (state >= kNumStates)
{
prob=probs + PosSlot +

((len < kNumLenToPogStates ? len : kNumLenToPosStates - 1

< kNumPosSlotBits)

TREE 6 DECODE (pr8k)* distance)
if (distance p=~KStartPosModelIndex)
{
posSlof~s distance
numpifteéctBits = ((distance >> 1) - 1)
ddsgtédnce = (2 | (distance & 1))
¥t (posSlot < kEndPosModelIndex)
{
distance <<= numDirectBits
prob = probs + SpecPos
{

m=1

distance++
do
{
REV BIT VAR (prob, distance, m)
}
while (--numDirectBits)

distance -= m
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Table 24 (continued)

}
else
{

numDirectBits —-= kNumAlignBits

do

{

NORMALIZE

range >>= 1

code -= range
t = (0 - (code >> 31))
distance = (distance << 1) + (t + 1)

code += range & t

}
while (-—-numDirectBits)
prob = probs + Align
distance <<= kNumAlignBits

{

i=1
REV_BIT CONST (prob, i, 1)
REV_BIT CONST (prob, i, 2)
REV_BIT CONST (prob, i, 4)
REV_BIT LAST (prob, i, 8)
distance |= i
}
if (distance == OxFFFFFFFE)
{
len = kMatchSpecLenStart
state —-= kNumStaties
break
}
}
}
rep3 = reg2
rep2 =y,68pl
reple=arepl
rgp(f = distance + 1
state = (state < kNumStates + kNumLitStates) ? kNumLitStates

kNumLitStates + 3

if (distance >= (checkDictSize == 0 ? processedPos:
checkDictSize))
{
p->dicPos = dicPos

return error ()

len += kMatchMinLen
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Table 24 (continued)
{
rem = 0
curLen = 0
pos = 0
if ((rem = limit - dicPos) == 0)
{
p->dicPos = dicPos
return error ()
}
curlen = ((rem < len) ? rem len)
pos = dicPos - repO + (dicPos < repO ? dicBufSize 0)
processedPos += curlen
len -= curlen
if (curlen <= dicBufSize - pos)
{
dest([] = dic + dicPos
sxe = pos - dicPos
dicPos += curlLen
k=0
do
dest[k] = dest[k + src]
while (++k != curLen)
dest += curlLen
}
else
{
do
{
dic[dicPos+%l = dic[pos]
if (++pOs.== dicBufSize)
pog«s 0
}
whilé (--curlLen != 0)
}
}
}
¥
while (dicPos < limit && buf < bufLimit)
NORMALIZE

/* copy the decoded bytes in the output buffer */
p—->buf buf

p->range

range

p->code code

p->remainLen len

p->dicPos dicPos

p->processedPos

processedPos
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p->state = state

Table 24 (continued)
p->reps|[0] = repl
p->reps[l] = repl
p->reps[2] = rep2
p->reps[3] = rep3

10 Application programming interfaces (APIs)

10.1 Ge¢neral

This cl
complia
the API.

In case
Wheney
the calle

10.2 St

The APl specifies interfaces that handle data structures,“as specified in ISO/IEC 23092-1,

ISO/IEC
hierarch
hierarch
and ISO

The cor
ISO/IEC

Table 25

use contains the application programming interface (API) to coded genomie)information
ht with the ISO/IEC 23092 series. It specifies the interfaces to be available in a toetimplementinig
The API may be implemented locally or remotely.

NS

he information is protected, operations are controlled by privacy rulesyas’specified in Clause
er the caller of functions is not authorized to access the full content,(only the content for which
r is authorized is returned.

ructure of the API

23092-2 and this document. Operations are applied\to data structures that are organized in
y levels. In the context of this document, a hierarchy,level defines the scope of an operation. Thie
y levels considered are dataset group, dataset and access unit, as specified in ISO/IEC 230921
IEC 23092-2.

text of the API is one bitstream (either in File or Transport format), as specified i
23092-1. How the API gets access to the-file or bitstream is left open to implementation.

=}

lists the specified functions groups.

Table 25 — Groups of functions

Functions group Brief description

Genomi¢ information Funetions used to query the structure of, and retrieve, the genomic information
coded in a bitstream compliant with ISO/IEC 23092 series.

Metadath Functions used to query the structure of, and retrieve, the metadata associated
with the coded genomic data.

Protectipn Functions used to retrieve the protection metadata associated with the coded
genomic data.

Referenge Functions used to retrieve the reference associated with a dataset.

Statistics Eunctions-used-to-retrievestatistiesassociated-with-a-dataset:

10.3 Detailed specification of the API

10.3.1 Data types

The data types used in this document are defined in Table 26.
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Table 26 — Data types

uint unsigned integer number
int signed integer number
float floating point number, as defined in IEEE 754-2008
char printable ASCII character
st(v) string, as specifed in subclause 5.2
bool Boolean value
mpeggRecord MPEG-G record, as specified in ISO/TEC 23092-Z
rawReference Raw reference, as specified in ISO/IEC 23092-2
10.3.2 Return codes
Table 27 specifies the return codes returned by calls to the operations specified(in-subclauses |
10.3.10.
Hrror codes are of type returncodeT. Return code values are listed in Talile 27.

Table 27 — Return codes

Name Value Description

b_SUCCESS 0 The operatioh completed successfully. This includeg the
case when‘the'access is authorized but the output i empty
becausenp content matches the input parameters.

b PARTIALLY AUTHORIZED 1 The gperation completes successfully, but only part of the
quéried content is returned due to partial lack of quthor-
ization.

b_NOT_AUTHORIZED 2 The operation is not authorized according the privagy rules.

b VERIFICATION_FAILED 3 The digital signature, as specified in subclause 7.4, is not
verified.

b_DECRYPTION_FAILED 4 It is not possible to complete the decryption process.

b DATASETGROUP_NOTFOUND 5 The requested dataset group does not exist.

b DATASET _NOTFOUND 6 The requested dataset does not exist.

b ACCESSUNITS_NOTFOUND 7 The requested access unit does not exist.

b REFERENCE_NOTFOUND 8 The requested reference does not exist.

b_SEQUENCE_NOTFOUND 9 The requested sequence does not exist.

5 METADATA FLIERD’ NOTFOUND 10 The metadata element does not exist. If the element|exists
but is empty, this error is not returned.

b INVALLDN\METADATA 11 The value of the metadata element, or the element ifself,
does not comply with the schema.

b INVALID REFERENCE 12 This error is returned when the genomic reference fo be
used in the decoding process is not compatible withl the
genomic information.

G_INVALID PARAMETER 13 Atleast one parameter to the call is invalid.

G_INVALID_ BITSTREAM 14 The provided bitstream is invalid.

G_UNLISTED_ERROR 15 An unlisted error.

16..255 |Reserved

10.3.3 Metadata fields

Metadata fields are represented as variables of type st (v). The content of a metadata field is a valid
W3C XPath 1.0 path. The metadata field expression shall return only one node.
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10.3.4 Output structures

10.3.4.1 General

This subclause specifies the syntax of the output structures used to convey the results returned by
calls to the functions specified in this document.

10.3.4.2 Hierarchy

This sulctausespecifies the syntax of the output Structure uSed to CONVey tie Tesuits Teturned by catls
to the GetHierarchy function.

struct putHierarchyT ({
uint| datasetGroupsCount;
uint| datasetGroupIDI[];
uint| datasetsCount|[];
uint| datasetID[][];

Each oufHierarchyT associates a dataset group with all the datasets belonging,to it.

Members of the cutHierarchyT structure

datasefjGroupsCount the number of dataset groups presentin‘the bitstream

datasefGroupID list of identifiers of dataset groups ptesent in the bitstream
dataseflsCount list containing the number of datasets associated with each dataset grouy
datasefID list of identifiers of datasetsassociated with each dataset group

10.3.4.3 Records

This sufclause specifies the syntax of the outputstructure used to convey the results returned by call
to the Gg¢tDataByLabel function.

[72)

struct putRecordsT {
uint| datasetGroupID;
uint| datasetID;
uint| recordsCount;
mpegpRecord records|]
genAphxRecord auxInfo(ly

Members of the outRecordsT structure

datasefGroupiD identifier of a dataset group

datasefID identifier of a dataset associated with the dataset group identified by
datasetGroupID

recordsCount number of records returned by the call

records(] list of records returned by the call

auxInfol] list of returned genauxRrecord structures associated to the records
returned by the call

10.3.4.4 References

This subclause specifies the syntax of the output structure used to convey the results returned by calls
to the GetDatasetReference function.

struct outReferenceT {
uint seqgCount;
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st (v) segNamel[];

uint segStartl(];

uint seqgkEnd[];

char refSequencel]l[];

Members of the outReferenceT structure

020(E)

seqgCount number of reference sequences returned by the call

eutamTe HstTomtaiming the mames of the Teference SeqUences Ieturned by the catt

peqStart list containing the start position of the reference sequences returnedhy

he call

seqind list containing the end position of the reference sequences returned by th

e call

fefSequence lists of ASCII characters representing the reference sequences retutrned by

the call

o

Members of the cutRegionProtectionT structure

0.3.4.5 Region protection

his subclause specifies the syntax of the output structure used to convey; the results returned
b the GetRegionProtection function.

truct outRegionProtectionT {
string sequenceName;
uint startPos;

uint endPos;

uint classID;

uint numKeys

st (v) keyName [numKeys]

by calls

bequenceName name of the sequerice where the protected region is defined

btartPos start position of the protected region.

pndPos end position of the protected region.

FlassID the class$iof‘access units being encrypted as here specified

pumKeys the number of keys

reyName any Key name present in this array allows to decrypt the content of an ac
unit which range intersects with the region defined by sequenceName,
startPos, endPos, classID

[€SS

—]

0.3.4.6-Simple statistics

his,subclause specifies the syntax of the output structure used to convey the results returned

by calls

S

0 the GetSimpleStatistics furnctiomn.

truct simpleSegmentStatisticsT {
uint readsNumber;
uint segmentsNumberReadsDistribution[maxSegments];
uint qualityCheckFailedReadsNumber;
uint segmentLength[3];
uint mappedStrandSegmentDistribution[3];
uint properlyPairedNumber;
uint mappedStrandPairDistribution[9];
uint maxAlignments;
uint multipleAlignmentSegmentDistribution[maxAlignments + 1];
uint coverage([3];
uint weightedCoverage[3];
uint errorsNumber[3];
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uint substitutionsNumber[3];
uint insertionsNumber[3];
uint insertionsLength[3];
uint deletionsNumber[3];
uint deletionsLength[3];
uint splicesNumber[3];
uint splicesLength[3];
uint alignmentScore([3];
uint classSegmentDistribution[6];
uint clippedSegmentDistribution[3];
uint opticalDuplicatesNumber;
uint chimerasNiumber:
}
Name Semantics
readsNymber Total number of the reads to which the selected segments
belong.
segmenfysNumberReadsDistribution Distribution by segment number of the reads to which the

selected segments belong (one per pumber of segments pos
sible; single end reads are stored atpdsition 0, paired end
reads at position 1, and so on). fa¥Segments as specified in
10.3.10.1.

quality

CheckFailedReadsNumber

Number of reads flagged as “failing vendor quality checks”
while considering the set of reads to which the selected
segments belong.

segmenfjLength Array of three numbers contaning minimum, maximum and
average lengths (in this order) for the selected segments.
Average rounded to the closest integer.

mapped{trandSegmentDistribution Array of three numbers containing:

pos.O»Number of unmapped segments
pos1: Number of segments mapped to the forward strand
pos 2: Number of segments mapped to the reverse strand

for all selected segments.

properlyPairedNumber Number of reads flagged as being properly paired (paired-
end, both pairs aligned within proper distance) while consid}
ering the set of reads to which the selected segments belong.

mapped{trandPairDistribution Distribution of paired-end reads according to the following

classification:

Position 0: reads having first and second segments un-
mapped

Position 1: reads having first segment unmapped and first
best alignment for the second segment on the forward strand

Position 2: reads having first segment unmapped and first
best alignment for the second segment on the reverse strand

42

Position 3: reads having first best alignment for the first seg-
ment on the forward strand and second segment unmapped

Position 4: reads having first best alignment for the first
segment on the reverse strand and the second segment
unmapped

Position 5: reads having first best alignment for the first
segment on the forward strand and first best alignment for
the second strand on the forward strand
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Name

Semantics

Position 6: reads having first best alignment for the first
segment on the forward strand and first best alignment for
the second strand on the reverse strand

Position 7: reads having first best alignment for the first
segment on the reverse strand and first best alignment for
the second strand on the forward strand

Position 8: reads having first best alignment for the first

segmenton the reverse strand and first best n]ign ent
for the second strand on the reverse strand whén,fonsid-
ering the set of paired-end reads to which theselected
segments belong.

haxAlignments

Maximum number of alignments while considering fhe set
of reads to which the selected segments belong.

multipleAlignmentSegmentDistribution

Distribution of the number of multiplé alignments fpr the
selected segments. Position n in‘thé array corresponds to
the segments having n alignments.

foverage

Array of three numbers contaning minimum, maximum and
average coverage (in this order) across the range consid-
ered, taking into acceunt the first best alignment of|the
selected segments..Average rounded to the closest ipteger.

YeightedCoverage

Array of three fiumbers contaning minimum, maximum
and average,weighted coverage (in this order) acrogs the
range considered, taking into account all n alignments of
the selected segments having an alignment score equal to
the makimum one, and weighting each alignment byf 1/n.
Average rounded to the closest integer.

brrorsNumber

Array of three numbers contaning minimum, maxirhum and
average number (in this order) of errors (sum of substi-
tutions, insertions and deletions) present in the ext¢nded
CIGAR for the first best alignment of the selected segments.
Average rounded to the closest integer.

ubstitutionsNumber

Array of three numbers contaning minimum, maximum
and average number (in this order) of substitutions|present
in the extended CIGAR for the first best alignment of the
selected segments. Average rounded to the closest integer.

L nsertionsNumber Array of three numbers contaning minimum, maximum and
average number (in this order) of insertion operatigns pres-
ent in the extended CIGAR for the first best alignmepnt of the
selected segments. Average rounded to the closest integer.

| nsertionsliéngth Array of three numbers contaning minimum, maximhum and

average cumulative length (in this order) of the insqrtion
operations present in the extended CIGAR for the fifst best
alignment of the selected segments. Average roundgd to the
closest integer.

c¥etionsNumber

rravz afthenn e are cop bt g ity o

Array-efthree numberscontaningminimum,maxdsum and
average number (in this order) of deletion operations pres-
ent in the extended CIGAR for the first best alignment of the
selected segments. Average rounded to the closest integer.

deletionsLength

Array of three numbers contaning minimum, maximum
and average cumulative length (in this order) of deletion
operations present in the extended CIGAR for the first best
alignment of the selected segments. Average rounded to the
closest integer.
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Name Semantics
splicesNumber Array of three numbers contaning minimum, maximum and
average number (in this order) of splice operations present
in the extended CIGAR for the first best alignment of the
selected segments. Average rounded to the closest integer.
splicesLength Array of three numbers contaning minimum, maximum
and average cumulative length (in this order) of splice
operations present in the extended CIGAR for the first best
alignment of the selected segments. Average rounded to the
TIOSESTITItERET:
alignmgntScore Array of three numbers contaning minimum, maximuni and
average (in this order) of the alignment score for the-first
best alignment of the selected segments. Averagemounded
to the closest integer.
classSqgmentDistribution Distribution of segments according to the classification
defined in ISO/IEC 23092-2, Index is the class_id specified
in subclause 5.4 minus 1.
clippedSegmentDistribution Distribution of segments accordingto,the following classi-
fication
pos 0: number of segments without clipped bases
pos 1: number of segmentswith soft-clipped bases and
without hard-clipped bases
pos 2: number of ségnients with hard-and soft-clipped bases,
opticalDuplicatesNumber Number of readsflagged as being optical duplicates while
considering theset of reads to which the selected seg-
ments belong:
chimergdsNumber Numberof reads flagged as being chimeras (can be aligned
only taking into account more than one
reference sequence) while considering the set of reads
to'which the selected segments belong.
10.3.4.7 Advanced statistics
This sufclause specifies the syntax«ofthe output structure used to convey the results returned by calls
to the G¢tAdvancedStatistics fundtioh.
struct pxtendedSegmentStatisticsT {
uint| mappedBasesNumkexDistribution[segmentLength[1l] + 1];
uint| coverage[endPosv— startPos + 1];
uint| weightedCov€xage[endPos - startPos + 1];
uint| errorsNumberDistribution[errorsNumber[1l] + 1];
uint| errorsPdsitionDistribution[segmentLength[1l]];
uint| substftutionsNumberDistribution[substitutionsNumber[1] + 1];
uint| substatutionsTransitionDistribution([5][5] [segmentLength[1l]];
uint| subgtitutionsPositionDistribution[segmentLength[1]];
uint| sAnsertionsNumberDistribution[insertionsNumber[1] + 1];
uint] dnhsertionsliengthDistribution[insertionslengthl[l] + 11¢
uint insertionsPositionDistribution[segmentLength[1l]];
uint deletionsNumberDistribution[deletionsNumber[1] + 11];
uint deletionsLengthDistribution[deletionsLength[1l] + 1];
uint deletionsPositionDistribution[segmentLength[1l]];
uint splicesNumberDistribution[3] [splicesNumber[1l] + 1];
uint spliceslLengthDistribution[3] [splicesLength[l] + 1];
uint splicesPositionDistribution[3] [segmentLength[1]];
uint alignmentScoreValueDistribution[alignmentScore[l] + 1];
uint alignmentScoreSegmentlLengthDistribution[3] [segmentlLength[1l]];
uint DbasesPositionDistribution[5] [segmentLength[1]];
uint gcContentValueDistribution[101];
uint maxQualityScore;
uint qualityScoreDistribution[maxQualityScore + 1];
uint qualityScorePositionDistribution[3] [segmentLength[1l]];
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uint qualityScorePositionPercentilesDistribution[6] [segmentLength[1]];

Name

Semantics

mappedBasesNumberDistribution

Distribution of segments by their number of mapped
bases. A base is considered mapped whenever it is

exactly matched (no substitution or indel cover it) in
the first best alignment. The index ranges from zero
(no bases mapped) to segmentLength[1] (all bases

mapped).

overage

Array of endPos - startPos + 1 the geverdge
(number of alignments without insertions or ¢lele-
tions covering each base) across thé requested range,
taking into account the first bestfaljgnment of the
selected segments.

YeightedCoverage

Array of endPos - startPps’ + 1 numbers don-
taning the coverage (number of alignments wjthout
insertions or deletionScovering each base) acfoss the
requested range, taking into account all n alignments
of the selected segmlents having an alignment|score
equal to the maximum one, and weighting eadh align-
ment by 1/n-Coverage rounded to the closest|integer.

trrorsNumberDistribution

Distribution of segments by their number of efr-
rors{the’sum of the number of substitutions,
insertions, and deletions) in their first best align-
ments. The index ranges from zero (no error) o
errorsNumber[1].

brrorsPositionDistribution

Array of dimension segmentLength[1]. To p@sition
n it corresponds the cumulative number of segments
for which an error occurs at position n in the first
best alignment.

bubstitutionsNumberDistribution

Distribution of segments by their number of
substitutions in their first best alignments.

The index ranges from zero (no substitution) to
substitutionsNumber[1].

bubstitutionsTransitionPdstribution

Array of dimension 5 * 5 * 1ength[1]. Definirlg the
vectorVasV={A,(C, G, N, T}, substitutionsffransi
tionDistribution[i] [J] [n] representsthecunnk
lative number of substitutions of the symbol Y[i] with
symbol V[j] occurring at position n in the firs{ best
alignments for all the segments.

ubstitutionSPositionDistribution

Array of dimension segmentLength[1]. To pgsition
n it corresponds the cumulative number of segments
for which a substitution occurs at position n in the
first best alignment.

| isertionsNumberDistribution

Distribution of segments by their number of ipser-

tions i thetr firstbestaltgnments. The index ranges
from zero (no insertion) to insertionsNumber[1].

insertionsLengthDistribution

Distribution of segments by the cumulative length
of insertion operations in their first best align-
ments. The index ranges from zero (no insertion) to
insertionsLength[1].

insertionsPositionDistribution

Array of dimension segmentLength[1]. To position
n it corresponds the cumulative number of segments
for which an insertion operation starts at position n
in the first best alignment.
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Name

Semantics

deletionsNumberDistribution

Distribution of segments by their number of deletions
in their first best alignments. The index ranges from
zero (no deletion) to deletionsNumber [1].

deletionsLengthDistribution

Distribution of segments by the cumulative length
of deletion operations in their first best align-
ments. The index ranges from zero (no deletion) to
deletionsLength[1].

deletionsPositionDistribution

Array of dimension segmentLength[1]. To position

n it corresponds the cumulative number of segments
for which a deletion operation starts at position 1 in
the first best alignment.

splicedNumberDistribution

Distribution of segments by the physical stfand of the
molecule originating the segment, and tie humber of
splices in their first best alignments. The'first index is
0 when the strand of the original RNAymolecule is notj
known, 1 when the strand is forward and 2 when the
strand is reverse. The second/index ranges from zero
(no splice) to splicesNumbé&hM].

splicedlLengthDistribution

Distribution of segments.by'the physical strand of the
molecule originating.the-Segment, and the cumu-
lative length of spligejoperations in their first best
alignments. Thefirst index is 0 when the strand of
the original RINA)molecule is not known, 1 when the
strand is farward and 2 when the strand is reverse.
The secondindex ranges from zero (no splice) to
splicgshength[1].

splicedPositionDistribution

Array'of dimension 3 * segmentLength[1]. The first
index is 0 when the strand of the original RNA mole-
oule is not known, 1 when the strand is forward and 2
when the strand is reverse. To a value n for the second
index it corresponds the cumulative number of seg-
ments for which a splice operation starts at position 1
in the first best alignment.

alignmgntScoreValueDistribution

Distribution of segments by the value of the score of
their first best alignment. The index ranges from zerd
toalignmentScore[1].

Only applicable if scores are coded as integer num-
bers as specified in I[SO/IEC 23092-2.

alignmgntScoreSegmentfiengthDistribution

Bi-dimensional array where the firstindex i ofalig
nmentScoreSegmentLengthDistribution([i] [J]
corresponds to minimum, maximum and average (in
this order) of the alignment score, taking into account
the first best alignment of the selected segments
having segmentLength equal to j. Average rounded
to the closest integer.

Oty applicableifstoresare coded a5 teger TuI-
bers as specified in ISO/IEC 23092-2.

basesPositionDistribution

Bi-dimensional array. Defining the vector V as
V={ACGN,T}

basesPositionDistribution[i][j] corresponds
to the cumulative number of segments having nucleo-
tide V[i] at position 7.

gcContent Distribution of binned fractional GC read content:
gc_content[i] counts the number of segments having a
GC content >=i/100 and < (i+1)/100 (e.g. bin 10 counts
the reads having at least 10 %, and less than 11%, GC
content).
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Name

Semantics

maxQualityScore

Maximum Phred quality score recorded among those
for all the nucleotides of the selected segments.

qualityScoreDistribution

Distribution of nucleotides by their Phred quality
score across all the selected segments. The index
rangesfronlZerOtOInaxQualityScore.

qualityScorePositionDistribution

Bi-dimensional array where the first index i of qual
ityScorePositionDistribution [i][j] corre-
sponds to minimum, maximum and average (in this

order) of the Phred quality scores for all the.njucleo-
tides at position 7, calculated across all the sejected
segments. Average rounded to the closestintgger.

hualityScorePositionPercentilesDistribution

Bi-dimensional array where the firstindex i ¢f qual
ityScorePositionPercentile§bistribution[i]
[§]1 corresponds to the number:-of nucleotideq having
Phred quality scores in the fanges 0-10 %, 10425 %,
25-50 %, 50-75 %, 75-90.%,90-100 % (in this|order;
bottom interval rangesincluded and top interval range
excluded except in the'ease of the last bin) at position
j of the segment, fop all the selected segmentg.

dtruct advancedSegmentStatisticsT {
simpleSegmentStatisticsT

simpleStatistics[2];
extendedSegmentStatisticsT extendedStatisticsfi2]y

Name

Semantics

impleStatistics

Array of two simpleSegmentStatisticsT struct
containing statistics on the segments as specified

clause 10.3.4.6. The first structure (index 0) contains sta-
tistics for the segments having the first best alignmhent on
the forward strand of the reference, the second strjucture
(index 1) contains statistics for the segments having first

best alignment on the reverse strand of the referer

ures
n sub-

ce.

bxtendedStatistics

Array of two extendedSegmentStatisticsT stri
containing statistics on the segments as specified
clause. The first structure (index 0) contains statig
the segments having the first best alignment on th
ward strand of the reference, the second structure|
1) contains statistics for the segments having first
alignment on the reverse strand of the reference.

ctures
n this
tics for
b for-
(index
best

10.3.5-Filters

A4 1
VU.J.J.1 UCIITIldl

This subclause specifies data structures used to express criteria to select MPEG-G records to be

retrieved.

10.3.5.2 Simple filter

This subclause specifies a data structure to apply simple filtering on MPEG-G records.

struct simpleFilterT {
uint numberOfGroups;
st (v) groupNames [numberOfGroups];
bool classIDI[6];
uint sequencelD;
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uint startPos;
uint endPos;
bool singleEndsStrand[3];
bool pairedEndsStrand[9];
bool includeClippedReads|[2];
bool includeMultipleAlignments;
bool includeOpticalDuplicates;
bool includeQualityCheckFailed;
bool includeAuxRecords;
bool includeReadNames;
bool includeQualityValues;
bool mismatchesTnclindeNs:

}

Name Semantics

number(fGroups

Number of read groups for which records are to be retrieved<0 means
all groups.

groupNgmes

Array of read group names for which records are to beretrieved.

classIl]

Array of Boolean specifying the class of records{as-defined in ISO/

IEC 23092-2:2019, subclause 5.4) to be considered when applying the
filter. When classID[i] is setto true recerds having class_id i+1 shall
be selected.

sequendelID

Identifier of the reference sequence,to(be considered when filtering.

startPqs Start position of the queried region: It shall be less than or equal to
endPos otherwise a G_INVAL{D PARAMETER error is returned.
Inclusive.

endPos End position of the queried'region. It shall be greater than or equal

to startPos otherwisea“G_INVALID_PARAMETER error is returned.
Inclusive.

singleHndsStrand

singleEndsStrafd is an array of 3 Boolean flags specifying whether
single-end records being unmapped (position 0), having first best align
ment to theferward strand (position 1), and having first best alignment
to the revérse strand (position 2) should be selected. More than one flag
can heset.

pairedHndsStrand

pair&dEndsStrand is an array of 9 Boolean flags specifying wheth-
erpaired-end records having first and second segment unmapped
(position 0), having first segment unmapped and first best alignment
for the second segment on the forward strand (position 1), having first
segment unmapped and first best alignment for the second segment
on the reverse strand (position 2), having first best alignment for the
first segment on the forward strand and second segment unmapped
(position 3), having first best alignment for the first segment on the
reverse strand and the second segment unmapped (position 4), having
first best alignment for the first segment on the forward strand and
first best alignment for the second strand on the forward strand (posi-
tion 5), having first best alignment for the first segment on the forward
strand and first best alignment for the second strand on the reverse
strand (position 6), having first best alignment for the first segment

on the reverse strand and first best alignment for the second strand on
the forward strand (position 7), having first best alignment for the first
segment on the reverse strand and first best alignment for the second
strand on the reverse strand (position 8), should be selected. More than
one flag can be set.

includeClippedReads

Array of Boolean fields used to select the alignments to be retrieved
according to the following criteria

bit 1 set: if set to true, include in the result reads with soft-clipped bases
bit 2 set: if set to true, include in the resultreads with hard-clipped bases

includeMultipleAlignments

When set to true, select records with multiple alignments (if the mpeg
record has more alignments it is considered to have more alignments).
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Name

Semantics

includeOpticalDuplicates

When set to true, select records with the optical duplicate flag set as
specified in ISO/IEC 23092-2.

includeQualityCheckFailed

When set to true, select records with the quality check falied flag set as
specified in ISO/IEC 23092-2.

includeAuxRecords

When set to true, include coded auxiliary fields carried by the AU_infor-
mation_value array contained in the gen_info element AU_information
defined in ISO/IEC 23092-1, as described in Clause 8.

ncliudeReadNames

Whan cat totrua includa raad namac if auailabhlg
-5+t e Hhertaereda e Sravaiautes

IncludeQualityValues

When set to true, include quality values if available.

]

ismatchesIncludeNs

Consider Ns as mismatches. When set to false class N records arp con-
sidered equivalent to class P records.

0.3.5.3 Advanced filter

his subclause specifies selective access criteria for segments of coded reads.

truct segmentFilterT({

bool filterScopel3];
uint mappedBasesRange[2];
float mappedFractionRange[2];
uint errorsRange(2];
float errorsFractionRange[2];
uint substitutionsRange[2];
float substitutionsFractionRange[2];
uint insertionsRangel[2];
float insertionsFractionRangel[2];
uint insertionsLengthRange[2];
float insertionsLengthFractionRange[2];
uint deletionsRange[2];
float deletionsFractionRange([2];
uint deletionsLengthRange([2];
float deletionsLengthFractionRande(2];
uint splicesRange[2];
float splicesFractionRange[2]§
uint splicesLengthRange[2];
int splicesDirectionAsEnd;
float alignmentScoreRange[2];
uint qualityScoreRarigel2];
}
Name Semantics
filterScope Array of Boolean fields used to select the segments to be retfieved

according to the following criteria:

bit 1 set: single-end read
bit 2 set: paired-end first read
bit 3 set: paired-end second read

=]
Treppeeso

TS TMapPPedBasesRange 107 tsthemimmuommomberof ulappcd bases
in the first best alignment for the segment in order for the segment
to be selected (inclusive).

mappedBasesRange [1] is the maximum number of mapped bases in
the first best alignment for the segment in order for a segment to be
selected (inclusive).
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Name

Semantics

mappedFractionRange

mappedFractionRange[0] isthe minimum fraction: mapped
bases in the first best alignment for the segment divided by the
number of bases in the segment in order for the segment to be
selected (inclusive).

mappedFractionRange[1] is the maximum fraction: mapped
bases in the first best alignment for the segment divided by the
number of bases in the segment in order for the segment to be
selected (inclusive).

errorsH

ange

errorsRange[0] is the minimum number of errors (sum of substi=
tutions, insertions and deletions) in the first best alignment forthe
segment in order for the segment to be selected (inclusive).

errorsRange[1] isthe maximum number of errors (sum, of substi-
tutions, insertions and deletions) in the first best alignment for the
segment in order for the segment to be selected (inclusive).

errorsH

ractionRange

errorsFractionRange[0] is the minimum fractio: of errors (sum
of substitutions, insertions and deletions) in the)first best alignment
for the segment in order for the segment to.béselected (inclusive).

errorsFractionRange[1] isthe maximum fraction of errors (sum
of substitutions, insertions and deletions) in the first best alignment
for the segment in order for the seginent to be selected (inclusive).

substif]

utionsRange

substitutionsRange[0] isth€ minimum number of substitutions
in the first best alignment for'the segment in order for the segment
to be selected (inclusive),

substitutionsRange’fld isthe maximum number of substitutiong
in the first best aligdment for the segment in order for the segment
to be selected (included).

substif

utionsFractionRange

substitutionsFractionRange[0] isthe minimum fraction of
substitutions'in the first best alignment for the segment in order for|
the segmeént to be selected (inclusive).

substitutionsFractionRange[1] isthe maximum fraction of
substitutions in the first best alignment for the segment in order for
the segment to be selected (inclusive).

inserti

onsRange

insertionsRange [0] isthe minimum number of insertions in the
first best alignment for the segment in order for the segment to be
selected (inclusive).

insertionsRange[1] isthe maximum number of insertions in the
first best alignment for the segment in order for the segment to be
selected (inclusive).

inserti

onsFractignRange

insertionsFractionRange[0] isthe minimum fraction of in-
sertions in the first best alignment for the segment in order for the
segment to be selected (inclusive).

insertionsFractionRange[1] isthe maximum fraction ofin-
sertions in the first best alignment for the segment in order for the

segment to be selected (inclusive).

insertionsLengthRange

insertionsLengthRange[0] isthe minimum length of insertions
in the first best alignment for the segment in order for the segment
to be selected (inclusive).

insertionsLengthRange[1] isthe maximum length of insertions
in the first best alignment for the segment in order for the segment
to be selected (inclusive).
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Name

Semantics

insertionsLengthFractionRange

insertionsLengthFractionRange[0] isthe minimum fraction of
insertion length in the first best alignment for the segment in order
for the segment to be selected (inclusive).

insertionsLengthFractionRange[1] isthe maximum fraction of
insertion length in the first best alignment for the segment in order
for the segment to be selected (inclusive).

deletionsRange

deletionsRange[0] isthe minimum number of insertions in the
first best alignment for the segment in order for the segment to be

selected (inclusive).

deletionsRange[1] isthe maximum number of insettions|in the
first best alignment for the segment in order for the.segment to be
selected (inclusive).

eletionsFractionRange

deletionsFractionRange[0] isthe minimum fraction of inser-
tions in the first best alignment for the segment in order for [the
segment to be selected (inclusive).

deletionsFractionRange[1] isthe maximum fraction of [nser-
tions in the first best alignment for the segment in order for the
segment to be selected (inclusjve).

eletionsLengthRange

deletionsLengthRange [0 1§the minimum length of insertions in
the first best alignment for tlie segment in order for the segrhent to
be selected (inclusive).

deletionsLengthRange[1] isthe maximum length of inseftionsin
the first best alignment for the segment in order for the segrpent to
be selected (inclusive).

eletionsLengthFractionRange

deletionsfengthFractionRange[0] isthe minimum fraction of
insertion léngth in the first best alignment for the segment ip order
for thesSegment to be selected (inclusive).

delétionsLengthFractionRange[1] isthe maximum fradtion of
insertion length in the first best alignment for the segment ip order
for the segment to be selected (inclusive).

bplicesRange

splicesRange[0] isthe minimum number of splices in the|first
best alignment for the segment in order for the segment to b select-
ed (inclusive).

splicesRange[1] isthe maximum number of splices in thd first
best alignment for the segment in order for the segment to b select-
ed (inclusive).

bplicesFractiordRahge

splicesFractionRange[0] isthe minimum fraction of spljces in
the first best alignment for the segment in order for the segrment to
be selected (inclusive).

splicesFractionRange[1] isthe maximum fraction of splices in
the first best alignment for the segment in order for the segrent to
be selected (inclusive).

bpiceslengthRange

spl icesTenagthRange [01 isthe minimum ]Pngth of Qp]i(‘PQ in the

first best alignment for the segment in order for the segment to be
selected (inclusive).

splicesLengthRange[1] isthe maximum length of splices in the
first best alignment for the segment in order for the segment to be
selected (inclusive).

splicesDirectionAsEnd

If set to n, only select records for which the physical strand of the
original RNA molecule is the same as, or opposite to, the strand to
which segment n is aligned (first best alignment considered). If sign
of n is positive, strand is the same; if sign of n is negative, strand is
opposite. For instance, a value of -2 would only consider records for
which the first best alignment for the second segment is on the op-
posite strand to the strand the RNA molecule originally comes from.
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Name Semantics
alignmentScoreRange alignmentScoreRange[0] isthe minimum score of the first best
alignment for the segment in order for the segment to be selected
(inclusive).
alignmentScoreRange[1] isthe maximum score of the first best
alignment for the segment in order for the segment to be selected
(inclusive).
qualityScoreRange qualityScoreRange[0] isthe minimum Phred base quality score
for a segment to be selected
qualityScoreRange[1] isthe maximum Phred base quality seore
for a segment to be selected.
struct pdvancedFilterT {
simplleFilterT filter;
uint| segmentFiltersCount;
segmpntFilterT segmentFilters[segmentFiltersCount];
}
Name Semantics
Filter A filter specified as in subclause 10:3.5.2.
segmenfFiltersCount Number of filters to be applieddt a'segment level.
segmenfjFilters Array of segmentFilterT strlictures as specified in this clause.
10.3.6 [Genomic information
10.3.6.1 General
This sulpclause specifies API function calls returning genomic information as collections of MPEG-{z
records
10.3.6.4 GetHierarchy
Signatujre
returnCpdeT GetHierarchy.\

[out] outHierarchyT «0UGtputHierarchy

)i

Descripjtion

This functiongreturns an array of outHierarchyT structures that describes the content of a file dr

bitstreaprcompliant with ISO/IEC 23092 series.

Parameters

Name Description

outputHierarchy the outHierarchyT structure describing all the dataset groups contained in
the file or bitstream.

Authorization

The getHierarchy call returns only information for which the caller has all necessary keys to decrypt
the information.

Return values
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A call to this operation shall return one of these error codes: G_SUCCESS, G_LNOT_AUTHORIZED, G_
INVALID_BITSTREAM.

10.3.6.3 GetDataBySimpleFilter

Signature

returnCodeT GetDataBySimpleFilter (
[in] uintdatasetGrouplD,

[in] uintdatasetID,

(1] Sslhplerllterl LT11ter,

[out] outRecordsT outputRecords

escription

his function returns an outRecordsT structure containing records belonging‘tothe dataset identified
y datasetID belonging to the dataset group identified by datasetGroupID-and satisfying the [filtering
iteria expressed by filter. The formalism used for the output paraméter specifies that anfarray of
enomic records shall be returned, but it does not specify the actualmechanism to return sugch array
f records. The return mechanism can be implemented in different“ways according to the|specific
plementation, for instance all records can be returned together“at the same time or they can be
turned in multiple chunks received at different times. Both stateful and stateless implementations
re supported according to the different type of output mechanism implemented.

o~y

luthorization

he action request is tested against the privacy rules defined for the dataset group, and ther] against
he privacy rules defined for the dataset (adding‘the parameter with the result of the first test as
efined in 7.3). If the result of testing the request against the dataset’s privacy rules is not permitted,
hen the call is not authorized. In order to testthis action, two new attributes are added to the request:
rn:mpeg:mpeg-g:protection:start and urn:mpeg:mpeg—g:protection:end, of type integer and equal
b the values of the fields in the filter. No:attribute is added to the request for any other membir of the
Iter structure, except if said so through another channel.

o W s S N e S W e S |

(nly data from Access Units for which the access is granted may be returned. In order to know if the
dccess unit is granted, for each access unit the same request as for the dataset is tested agginst the
dataset rules, but changing the attributes: urn:mpeg:mpeg-g:protection:start and urn:mpdg:mpeg-
d:protection:end to be.equal to the start and end of the access unit. A new attribute i added,
Yrn:mpeg:mpeg-g:protection:class , with type integer and value equal to the access unit type. The
dccess to an unmapped access unit is not granted for this call.
Harameters
Name Description
atasekbroupIDb Identifier of the dataset group to be considered for the selective access as specified
in ISO/IEC 23092-1. The valid range is [0, 28 - 1]. Out of range values return sin error.
detas=tID tdemntifierof the datasettobecomnsidered forthe setective access as specified in
ISO/IEC 23092-1. The valid range is [0, 216 - 1]. Out of range values return an error.
filter Structure expressing the filtering criteria as specified in subclause 10.3.5
outputRecords Data structure containing the records matching the filtering criteria.

Return values

A call to this operation shall return one of these return codes: G_SUCCESS, G_END_OF_DATA, G_NOT_
AUTHORIZED, G_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND,
G_DATASET_NOTFOUND, G_REFERENCE_NOTFOUND, G_SEQUENCE_NOTFOUND, G_INVALID_
REFERENCE, G_INVALID_BITSTREAM.
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10.3.6.4 GetDataByAdvancedFilter

Signature

returnCodeT GetDataByAdvancedFilter (
[in] uintdatasetGrouplD,
[in] uintdatasetID,
[in] advancedFilterT filter,
[out] outRecordsT outputRecords

records shall be returned, but it does not specify the actual mechanism to return such arraJy
s. The return mechanism can be implemented in different ways according to the specific

The action request is tested against the privacy rules defined forcthe dataset group, and then againgt
the priviacy rules defined for the dataset (adding the parameter with the result of the first test as

defined fin 7.3). If the result of testing the request against the-dataset’s privacy rules is not permitted,
then the call is not authorized. In order to test this action, twoe hew attributes are added to the request:
urn:mpep:mpeg-g:protection:start and urn:mpeg:mpeg-g:protection:el’ld, of type integer and equgd
to the values of the fields in the filter. No attribute is added to the request for any other member of thie
filter stijucture, except if said so through another channel.

—_—

Only data from Access Units for which the acceSs is granted may be returned. In order to know if thie
access upitis granted, for each access unit thelsame request as for the dataset is tested against the rules,

but chaning the attributes urn:mpeg:mpeg<g?protection:start and urn:mpeg:mpeg-g:protection:end

to be efjual to the start and end of the access unit. A new attribute is added, urn:mpeg:mpegl-

g:proteftion:class, with type intéger and value equal to the access unit type. The access to ap

unmappled access unit is not grantéd for this call.

Paramdters

Name Description

datasefiGroupID Identifier of the dataset group to be considered for the selective access as specified
in ISO/IEC 23092-1. The valid range is [0, 28 - 1]. Out of range values return an erron

datasefID Identifier of the dataset to be considered for the selective access as specified in
ISO/IEC 23092-1. The valid range is [0, 216 - 1]. Out of range values return an erron

filter Structure expressing the filtering criteria as specified in subclause 10.3.5

outputRecords Data structure containing the records matching the tiltering criteria.

Return values

A call to this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZED,
G_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_DATASET_
NOTFOUND, G_REFERENCE_NOTFOUND, G_SEQUENCE_NOTFOUND, G_INVALID_REFERENCE, G_
INVALID_BITSTREAM.
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10.3.6.5 GetDataBySignature

Signature

returnCodeT GetDataBySignature (
[in] uintdatasetGrouplD,

[in] uintdatasetID,

[in] st (v) signature,

[out] outRecordsT outputRecords

)

escription

n successful return, outputRecords contains MPEG-G records from the dataset identified’by 44
elonging to the dataset group identified by datasetGroupID and belonging to access-units as
ith the string signature. The formalism used for the output parameter specifies that an
enomic records shall be returned, but it does not specify the actual mechanism’to return su
f records. The return mechanism can be implemented in different ways adecording to the

implementation, for instance all records can be returned together at the_$ame time or thej
turned in multiple chunks received at different times. Both statefuland stateless impleme
re supported according to the different type of output mechanism implemented.

o~y

luthorization

he action request is tested against the privacy rules defiried for the dataset group, and then
he privacy rules defined for the dataset (adding the parameter with the result of the firs
efined in 7.3). If the result of testing the request against the dataset’s privacy rules is not pe
hen the call is not authorized. In order to test this action, one new attributes is added to the
rn:mpeg:mpeg-g:protection:signature, of typecstring and equal to the values of the field
Iter. No attribute is added to the request for any other member of the filter structure, except i
hrough another channel.

&t = o

nly data from Access Units for which.the access is granted may be returned. In order to kn
ccess unit is granted, for each access-unit the same request as for the dataset is tested agg
ules, but changing the attribute ushimpeg:mpeg-g:protection:signature to be equal to the o
ignature of the Access Unit. The'access is granted if for all signatures the request yields a per
ccess to an aligned access unit is not granted for this call.

[ SE, Bl T < il e

]

arameters

tasetID
sociated
array of
ch array
specific
y can be
ntations

against
[ test as
rmitted,
request:
s in the
f said so

w if the
inst the
he of the
mit. The

Name Description

atasetGrouplID Identifier of the dataset group to be considered for the selective access as speci
ISO/IEC 23092-1. The valid range is [0, 28 - 1]. Out of range values return an ery

fied in
or.

atasetID Identifier of the dataset to be considered for the selective access as specified in
IEC 23092-1. The valid range is [0, 216 - 1]. Out of range values return an error.

150/

bignature Signature identifying access units of Class U as specified in ISO/IEC 23092-1.

UtputRecords Data structure containing the records belonging to the access units associated

Wwith the

specilied signature.

Return values

A call to this operation shall return one of these return codes: G_SUCCESS, G_NOT_AUTH

ORIZED,

G_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_DATASET_

NOTFOUND, G_INVALID_BITSTREAM.
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10.3.6.6 GetDataByLabel

Signature

returnCodeT GetDataByLabel (

[in] uintdatasetGrouplD,

[in] st (v) labelID,

[out] outRecordsT outputRecords]]
)i

Descripjtion

On succgssful return, outputRecords contains outRecordsT structures from the dataset group identified
by datagetGroupID and belonging to the genomic regions listed in the label identified by 1akel15. T
formaligm used for the output parameter specifies that an array of genomic records shalldbe returned,
but it dqes not specify the actual mechanism to return such array of records. The return mechanisin
can be ifnplemented in different ways according to the specific implementation, for instance all record
can be feturned together at the same time or they can be returned in multiple. chunks received 2
different times. Both stateful and stateless implementations are supported aceording to the differer
type of gutput mechanism implemented.

— +

Authorization

For each region defined in the label, the authorization of GetDataBySimpleFilter is tested, using as star
and end|the start and end of the region. If for none of the regions thé result is permitted, then the righ
to execyte this action is not granted. If for at least one of the regions it was granted, then the right t
execute [this action is granted. Only those results for which the:GetDataBySimpleFilter would have bee
granted|can be included in the output.

- O =+

Paramdters
Name Description
datasefGroupID Identifier of the dataset'group the label belongs to as specified in ISO/IEC 23092-1.
labelll] Name of the label as'specified in ISO/IEC 23092-1.
outputHecords Data structure containing the records belong to the labellD in all datasets of the
dataset group.identified by datasteGrouplD.

Return values

A call tp this operation shall’return one of these return codes: G_SUCCESS, G_NOT_AUTHORIZEI),
G_VERIFICATION_FAILEB,~~G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_LABEL_
NOTFOUND, G_REFERENCE_NOTFOUND, G_SEQUENCE_NOTFOUND, G_INVALID_REFERENCE, Q_
INVALID_BITSTREAM:

10.3.7 Metadata

10.3.7.1_GetMetadataFields

Signature

returnCodeT GetMetadataFields (
[in] uintdatasetGrouplD,
[in] uintdatasetID,
[out] st(v) outputMetadatal]
);

Description

On success the array outputMetadata contains the names of all the metadata fields set in the dataset
identified by datasetID.
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The function only retrieves those metadata fields names for which the caller is authorized to get the
content.

Parameters

Name Description

datasetGroupID Identifier of the dataset group to be considered for the selective access as specified
in ISO/IEC 23092-1. The maximum value is 28 - 1.

datasetID Identifier of the dataset to be considered for the selective access as specified in ISO/
HRC-2309 2t Themmaximumr vatue s 23—+

utputMetadata An array of metadata field names.
Return values

call to this operation shall return one of these return codes: G_SUCCESS, GXNOT_AUTHPORIZED,
_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTEOUND, G_DATASET_
OTFOUND, G_INVALID_BITSTREAM.

2 0O

10.3.7.2 GetMetadataContent

SJignature

rleturnCodeT GetMetadataContent (
[in] uintdatasetGrouplD,

in] uintdatasetID,

in] st (v) fieldName,

[
[
[out] st(v) outputMetadatal]

Description

This function returns a string equal to thie content of the metadata field referenced by fieldName, from
the XML document stored in the dataset metadata box (as defined in ISO/IEC 23092-1) of the dataset
iflentified by dataset1D in the dataset group identified by datasetGroupid. When fieldname is empty,
dll the metadata is returned. Output metadata is retrieved according to the metadata inheritarnce rules
as specified in 6.4.

Barameters
Name Description
atasetGrouplID Identifier of the dataset group to be considered for the selective access as spe¢ified in
ISO/IEC 23092-1. The maximum value is 28 - 1.
atasetID Identifier of the dataset to be considered for the selective access as specified in ISO/
IEC 23092-1. The maximum value is 28 - 1.
fie Lldame XPath reference to the metadata field from which the value is to be retrieved. XPath
shall return a single node. The type is defined in subclause 10.3.3.
cutputietadata Astring equat to threcontent of the mretadata fietd:

Return values

A call to this operation shall return one of these return codes: G_SUCCESS, G_NOT_AUTHORIZED, G_
VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_METADATA_
FIELD_NOTFOUND, G_INVALID_METADATA, G_INVALID_BITSTREAM.
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10.3.8 Protection

10.3.8.1

GetDatasetGroupProtection

Signature

returnCodeT GetDatasetGroupProtection (

[in]

uint datasetGrouplD,

[out] st(v) outputProtection

) ;

Description

This furlction returns a string equal to the XML document whose coded representation _is ‘Stored ih

the datdset group protection box (dgpr as specified in Table 17) associated with the dataset group

identifigd by datasetGroupID.

Paramdters

Name Description

datasefGroupID Identifier of the dataset group to be considered for thé-selective access as specified
in ISO/IEC 23092-1. The maximum value is 28 - 1.

outputHrotection Null terminated byte array containing the XMI<{document whose coded representa-
tion is stored in the dataset group protection‘box (dgpr) of the dataset group identi
fied by datasetGroup1D, encoded in UTE-8

Return values

A call tp this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZEI,

G_VERIH

METADATA, G_INVALID_BITSTREAM.

10.3.8.2

Signatufre

returnC

ICATION_FAILED, G_DECRYPTION_FAILED;~" G_DATASETGROUP_NOTFOUND, G_INVALID_

GetDatasetProtection

bdeT GetDatasetProtectient(

[in]| uint datasetGrouplb,
[in]| uint datasetID,
[out]] st(v) outputProtection
)i
Descripjtion
This furlction zeturns a string equal to the XML document whose coded representation is stored ih

the datd

setprotection box (dtpr as specified in Table 17) associated with the dataset identified bly

datasetfipin the dataset group identified by datasetGroupIb.

Parameters

Name Description

datasetGroupID Identifier of the dataset group associated with the dataset associated with the re-
turned protection metadata. The maximum value is 28 - 1.

datasetID Identifier of the dataset associated with the returned protection metadata. The
maximum value is 216 - 1,

outputProtection Null terminated byte array containing the XML document whose coded representa-
tion is stored in the dataset protection box (dtpr) of the dataset identified by
datasetID, encoded in UTF-8.
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Return values

A call to this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZED, G_
VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_FILE_NOTFOUND, G_DATASETGROUP_NOTFOUND,
G_DATASET_NOTFOUND, G_INVALID_BITSTREAM.

10.3.8.3 GetDatasetRegionProtection

Signature

rleturnCodeT GetDatasetRegionProtection (
in] uint datasetGroup ID,
n] uint datasetID,
n] uint sequencelD,
in] uint startPos,
in] uint endPos,

[
[1
[1
[
[
[out] outRegionProtectionT outputProtection(]

o

Jescription

his function returns an array of outRegionProtectionT. Each element of the array defines fa region
htersecting with the boundaries given as input (delimited by startPos and endpos on the rpference
equence identified by sequence1D in the dataset identified by’dataset1D in the dataset group identified
y datasetGroupID), and a list of all keynames which can be4iSed to decrypt any access unit intersecting
Uith the defined region.

< O 0 = =

]

arameters GetDatasetRegionProtection

Name Description

atasetGrouplID Identifier of the dataset group associated with the dataset associated with the re-
turned protection metadata. The maximum value is 28 - 1.

atasetID Identifier of the dataset associated with the returned protection metadata. The
maximum value is 216 - 1.

bequencelID Identifiet of the reference sequence that shall be queried.

btartPos Start\position of the queried region. It shall be greater than or equal to starfPos
otherwise a G_LINVALID_PARAMETER error is returned.

pndPos End position of the queried region. It shall be less than or equal to endPos ofther-
wise a G_INVALID_PARAMETER error is returned.

utputProtection An array such that for every encrypted access unit belonging to the range giyen as
input, the list of key allowing its decryption is returned. If no encrypted acc¢ss unit
is present in the range, an empty vector is returned.

leturn values

callto this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTH|ORIZED,
_VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_DATASETGROUP_NOTFOUND, G_DATASET_

10.3.9 Reference

10.3.9.1 GetDatasetReference

Signature

returnCodeT GetDatasetReference (
[in] uint datasetGrouplD,
[in] uint datasetID,
[in] bool includeSequences,
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[out] outReferenceT outputReference
)

Description

This function returns an outReferenceT structure containing a genomic reference in the form of Raw
Reference (as defined in ISO/IEC 23092-2) associated with the dataset identified by datasetiD and
belonging to the dataset group identified by datasetGroupip. The outputReference is populated as
specified in the syntax table below.

Paramelters

Name Description

datasefGroupID Identifier of the dataset group containing the dataset associated with the returned
genomic reference. The maximum value is 28 - 1.

datasefID Identifier of the dataset associated with the returned genomic reférence. The maxi-
mum value is 216 - 1.

includgSequences Flag signalling if the sequences have to be included in the returned output as speci-
fied in the syntax table below.

outputHeference outReferenceT structure containing the returned gémomic reference as specified
in subclause 10.3.4.4.

Syntax Type
outReferenceT {

seqCount uint

for (seqld=0; seqld<seq_count; seqld+¥) {

sequenceName st(v)
seqStart uint
seqEnd uint

if(includeSequences){

for (i=0;i<=seq_end - seq_start; i++)

{
refSequence[seqld][i] char
}
}
1
X

Return values
A call tothisoperation—shat-returnoneof-these—errorcodes—6-SHEEESS 6 NOT-AUVTHORIZED G _
VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_FILE_NOTFOUND, G_DATASETGROUP_NOTFOUND,

G_DATASET_NOTFOUND, G_INVALID_BITSTREAM.

10.3.10Statistics

10.3.10.1 GetSimpleStatistics

Signature

returnCodeT GetSimpleStatistics (
[in] uint datasetGrouplD,
[in] uint datasetID,
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[in] uint sequencelD,

[in] uint startPos,

[in] uint endPos,

[out] uint maxSegments,

[out] simpleSegmentStatisticsT outputStatistics](]
)i
Description

Taking into account the genomic range specified by startpos and endpos on the reference s

equence

iflentified by sequenceID In the the dataset identified by datasetiD and belonging to the
group identified by datasetGroupip, this function returns: the maximum number of s
maxSegments for all reads present in the selected records; an array of maxSegments structures
dimpleSegmentStatisticsT containing statistics associated with the reads present-inl the
1

oY

luthorization

he action request is tested against the privacy rules defined for the dataset group, and then ag
rivacy rules defined for the dataset (adding the parameter with the result’of the first test as d
3). If the result of testing the request against the dataset’s privacy rules is not permitted, ther
b not authorized.

okl o |

nly data from Access Units for which the access is granted may be returned. In order to
he access unit is granted, for each access unit the same fequest as for the dataset is tested
he rules, but chaning the attributes urn:mpeg:mpeg-géprotection:startPos and urn:mpd
:protection:endPos to be equal to the start and end-of the access unit. The access to an un
ccess unit is not granted for this call.

QD Q ot o

Rarameters

ecords. The i-th element of output statistics contains statistics for the i-th segmentof all reads.

dataset
pgments
of type
selected

hinst the
pfined in
| the call

know if
against
g:mpeg-
mapped

Name Description

atasetGrouplID Identifier of the dataset group containing the dataset associated with the rety
genomic reference. The maximum value is 28 - 1.

rned

atasetID Identifier o0f the dataset associated with the returned genomic reference. The
mum value is 216 - 1.

maxi-

bequenceID Identifier of the reference sequence that shall be queried.

btartPos Start position of the queried region. It shall be less than or equal to endPos of
a‘G_INVALID_PARAMETER error is returned.

herwise

endPos End position of the queried region. It shall be greater than or equal to startPp
erwise a G_INVALID_PARAMETER error is returned.

s oth-

lnaxSegments Maximum number of segments for all reads present in the selected records

utputStatistics Array of maxSegments simple segment statistics_t structures containin
returned statistics as specified in subclause 10.3.4.6. Element 0 in the array c
statistics for the first segment of all reads, and so on.

g the
ntains

eturn values

A call to this operation shall return one of these error codes: G_SUCCESS, G_NOT_AUTHORIZED, G_
VERIFICATION_FAILED, G_DECRYPTION_FAILED, G_FILE_NOTFOUND, G_DATASETGROUP_NOTFOUND,

G_DATASET_NOTFOUND, G_INVALID_BITSTREAM.

10.3.10.2 GetAdvancedStatistics

Signature

returnCodeT GetAdvancedStatistics (
[in] uint datasetGrouplD,
[in] uint datasetID,
[in] uint sequencelD,
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in]
in

[
[in]
(

[

)i
Descrip

Taking i
identifie

uint startPos,
uint endPos,

out] uint maxSegments,
out] advancedSegmentStatisticsT outputStatistics]|]

tion

nto account the genomic range specified by startpPos and endros on the reference sequence
d by sequenceID in the the dataset identified by datasetIDp and belonging to the dataset

group i
maxSegm
advance
records

Authori

The acti
privacy
7.3). If t
isnota

Only dat
daccess u
dataset
g:prote

access j]it is not granted for this call.

lentified by datasetGroupip, this function returns: The maximum number of segments
bnts for all reads present in the selected records; an array of maxSegments structures of typle
HSegmentStatisticsT containing statistics associated with the reads present in the Selécted
The i-th element of output statistics contains statistics for the i-th segment of all reads:.

zation

bn request is tested against the privacy rules defined for the dataset group,.and then against thie
rules defined for the dataset (adding the parameter with the result of the first test as defined ip
e result of testing the request against the dataset’s privacy rules is not permitted, then the call
thorized.

a from Access Units for which the access is granted may be returned. In order to know if t
nit is granted, for each access unit the same request as fof,the dataset is tested against t
Fules, but changing the attributes urn:mpeg:mpeg-g:protegtlion: startPos and urn:mpeg:mpegf-
btion:endPos to be equal to the start and end of the access unit. The access to an unmappe

jom

Paramdters GetStatistics
Name Description
datasefGroupID Identifier of the dataset group containing the dataset associated with the re-
turned genomic reference. The maximum value is 28 - 1.
datasefID Identifier of the.dataset associated with the returned genomic reference. The
maximum value'is 216 - 1.
sequendelID Identifiertof the reference sequence that shall be queried.
startPqs Start position of the queried region. It shall be greater than or equal to startPos
otherwise a G_INVALID_PARAMETER error is returned.
endPos End position of the queried region. It shall be less than or equal to endPos oth-
erwise a G_INVALID_PARAMETER error is returned.
maxSegnients Maximum number of segments for all reads present in the selected records
output{tatistics advancedSegmentStatisticsT structure containing the returned statistics as
specified in subclause 0.
Return values
A call téthis—operation-shalreturnone ol these error codes G SUCCESS G NOT AUTHORIZID ()

G
VERIFICATION_FAILED, G_LDECRYPTION_FAILED, G_FILE_NOTFOUND, G_DATASETGROUP_NOTFOUND,

oo oS ST oT— oot oT

G_DATASET_NOTFOUND, G_INVALID_BITSTREAM.
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Annex A
(normative)

XML schemas corresponding to metadata information and
protection elements

A.1 Dataset group metadata ¢gna XML schema

This schema is available at https://standards.iso.org/iso-iec/23092/-3/ed-1/en.

A.2 Dataset metadata stna XML schema

This schema is available at https://standards.iso.org/iso-iec/23092/-3 fed-1/en.

A.3 Dataset group protection gen inro XML schema

This schema is available at https://standards.iso.org/iso-iee/23092/-3/ed-1/en.

A.4 Dataset protection gen info XML schema

This schema is available at https://standards.isowrg/iso-iec/23092/-3/ed-1/en.

A.5 Access unit protection gen inss’XML schema

This schema is available at https://standards.iso.org/iso-iec/23092/-3/ed-1/en.

A.6 Descriptor stream protection gen inro XML schema

This schema is available@thttps://standards.iso.org/iso-iec/23092/-3/ed-1/en.

A.7 Dataset grotup reference metadata XML schema

This schema is‘available at https://standards.iso.org/iso-iec/23092/-3/ed-1/en.
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Annex B
(informative)

XML schemas and XML-based data

B.1 General

(i

This annex describes XML Schemas corresponding to metadata information profiles and extensjons.
also includes examples of privacy rules and authorization requests.

B.2 EGA sample extension XML schema

This schiema is available at https://standards.iso.org/iso-iec/23092/-3/ed-1/en.

B.3 EGA experiment extension XML schema

This schema is available at https://standards.iso.org/iso-iec/23092/3/ed-1/en.

B.4 Genomic data commons extension XML schema

This schiema is available at https://standards.iso.org/iso=ie€/23092/-3/ed-1/en.

B.5 Labels obfuscation XML schema

This schiema is available at https://standards.isd.org/iso-iec/23092/-3/ed-1/en.

B.6 Sequences obfuscation XML schema

This schiema is available at https://standards.iso.org/iso-iec/23092/-3/ed-1/en.

B.7 Privacy rules andiauthorization requests

This annpex describesa XACML policy including several privacy rules and several XACML authorizatioh
requests.

The priyacy policy described provides different rules for giving access to different roles. The rulds
meaning is/Summarized next.

The firstTuleattows the Tole Tesearcher to performm any action.

The second rule allows the role practitioner to execute the operation GetDataDataset under the
following conditions together (intended to protect regions helping to identify Alzheimer's disease
predisposition):

— During 2018 (before 2019-01-01).
— No presence of multiple alignments (this attribute should be false).
— Score equal to or better than 0.5.

— Threshold mismatch less than or equal to 5.
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— For Class Type equal to 3.

— For aread count of 5000.

— For reference sequence equal to 4, considering range between 40810027 and 41216714, both

included, or reference sequence equal to 6, considering range between 26087281 and 26
both included.

— Under an emergency situation.

oreover, several authorization requests are defined. The first one provides an example
thorization request for role researcher. The second one provides an example of validjauthd

equest for role practicioner. The third one provides an example of authorization request for

echnician, which is not authorized according to the rules defined in the privacy poliey.

o =

Holicy including different rules for different roles:

098343,

of valid
rization
role lab

?xml version="1.0" encoding="UTF-8"7?>

Policy xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd-1{"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance}
xsi:schemalocation="urn:oasis:names:tc:xacml:3.0:goke:schema:wd-17
http://docs.oasis-open.org/xacml/3.0/xacml-core€v8*-schema-wd-17.xsd"
PolicyId="urn:isdcm:policyid:1"

RuleCombiningAlgId="urn:oasis:names:tc:xacmi 1l.0:rule-combining-algorithm: firsf
pplicable"

Version="1.0">
<Description> Policy getDataDatasetl/</Description>

<Target/>

<Rule RulelId="urn:oasis:pames:tc:xacml:2.0:ejemplo:RuleMed" Effect="Permit">
<Description> Any action for researcher is permitted </Description>
<Target>
<AnyOf>
<ALLOf>

<!-- Which kind of user: researcher -->

<Match MatchId="urn:ocasis:names:tc:xacml:1.0:function:string-e

ual">
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<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
>researcher</AttributeValue>
<AttributeDesignator MustBePresent="false"

Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"

AttributeId="urn:oasis:names:tc:xacml:3.0:example:attribute:role"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/>

</Match>

</AllOf>
</AnyOf>
</Target>

</Rijile>

<Rule RuleId="urn:oasis:names:tc:xacml:2.0:ejemplo:RuleGen" Effect="Permit">

<Description> Get Data from Dataset for practitioner under Emergency situation </
Description>

<Target>
<AnyOf>

<Al10f>

<!-- Which kind of user: practitioner -->
<Match MatchId="urn:oasis:names:tc:xacml:4:0:function:string-equal">
<AttributeValue DataType="http://@Ww.w3.0rg/2001/XMLSchema#string”
>practitioner</Attributevalue>
<AttributeDesignator MustBeBresent="true"

Category="urn:oasis:fMames:tc:xacml:1.0:subject-category:access-subject"

AttribufeId="urn:oasis:names:tc:xacml:3.0Q0xéxemple:attribute:role"

DataType="http://www.w3.0rg/2001/XMLSchema#string"/>

</Match>

<!-- Whigh ac¢tion -->
<Match{MgtchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"
>GetDataDataset</AttributevValue>
<AttributeDesignator MustBePresent="true"
Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action”

AttributeId="urn:ocasis:names:tc:xacml:1.0:action:action-id"

DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
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or—equal">

</Target>

<Condition>

</Match>
</A110f>
</AnyOf>

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:and">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:date-less-than-

nd-only">

nd-only">

nd-only">

AttributeId="accessDate"

fhan-or-equal">

<Apply FunctionId="urn:ocasis:names:tc:xacml:1.0:function:datepne-

<AttributeDesignator MustBePresent="true"

Category="urn:oasis:names:tc:xacml:3.0:date"

DataType="http://www.w3.0rg/2001/XMLSchemakdate" />
</Apply>

<AttributeValue DataType="http://www.w3.0rgy2001/XMLSchema#datg"

>2019-01-01</Attributevalue>
</Apply>

<Apply FunctionId="urn:oasis:names:tcixacml:1.0:function:boolean-equal">

<Apply FunctionId="urn:oasis:pames:tc:xacml:1.0:function:boolegn-one-

<AttributeDesignator M&stBePresent="true" Category="alignmg¢nt"
AttributeId="préseénce of multiple alignments"
DataType="http://www.w3.0rg/2001/XMLSchema#boolean"/>
</Apply>
<AttributevValue'DataType="http://www.w3.0rg/2001/XMLSchema#boolean"
>false</Attributevalue>
</Apply>
<Apply

FunctionId="urn:oasis:names:tc:xacml:1.0:function:double-great¢r-

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:doubl¢-one-

<AttributeDesignator MustBePresent="true" Category="score"
AttributeId="alignment score"
DataType="http://www.w3.0rg/2001/XMLSchemaf#double" />
</Apply>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemafdoulple™

>0.5</AttributevValue>

</Apply>
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than-or-equal">

and-only">

<Apply FunctionId="urn:ocasis:names:tc:xacml:1.0:function:integer-less-

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-one-

<AttributeDesignator MustBePresent="true" Category="threshold"
AttributeId="mismatch threshold"
DataType="http://www.w3.0rg/2001/XMLSchema#integer"/>
</Rpply>

and-on]|

than-o1

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#integer"’
>5</AttributeValue>
</Apply>
<Apply FunctionId="urn:ocasis:names:tc:xacml:1.0:function:integéz‘equal">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:ifiteger-one-
y">

<AttributeDesignator MustBePresent="true" Categorny="type"
AttributeId="class type"
DataType="http://www.w3.0rg/2001/XMLsChema#integer"/>
</RApply>
<AttributeValue DataType="http://www.w3{erg/2001/XMLSchema#integer"
>3</AttributeValue>
</Apply>

<Apply FunctionId="urn:oasis:names:tcixacml:1.0:function:integer-less-
-equal">

<Apply FunctionId="urn:oasiss:names:tc:xacml:1.0:function:integer-one-

and-only">
<AttributeDesignater MustBePresent="true" Category="count"
AttributeId&"read count"
DataType=Mttp://www.w3.0rg/2001/XMLSchema#integer"/>
</RApply>
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemaf#integer"
>500Q0x/AttributevValue>
</RApply>
<ApplE~FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-equal”>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-
and-onl]y">
<AttributeDesignator MustBePresent="true"
Category="urn:oasis:names:tc:xacml:3.0:string"
AttribytelId="situation"
DataTypPe="ttP / /WWW. W3- 0T g/ 200/ XMESCIema # S tring
</Apply>

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string"

>Emergency</AttributevValue>

</RApply>
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<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:or">

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:and">

er-equal">

<Apply

er-one-and-only">

<AttributeDesignator MustBePresent="true"

<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:integ

FunctionId="urn:ocasis:names:tc:xacml:1.0:function:integ

. 1 T
adrCCcgory  sScguclice

AttributeId="reference sequence"

ataType="http://www.w3.0rg/2001/XMLSchema#integer"/>
</RApply>
<AttributeValue
ataType="http://www.w3.0rg/2001/XMLSchema#integer"
>4</AttributeValue>
</Rpply>
<Apply

FunctionId="urn:ocasis:namé&s:tc:xacml:1.0:function:inte
reater-than-or-equal">

<Apply

FunctionId="urnwbasis:names:tc:xacml:1.0:function:]
br—one—-and-only">

<AttributeDesignator MustBePresent="true"
Cafggory="urn:oasis:names:tc:xacml:3.0:integer
AttributeId="position"
DataType="http://www.w3.0rg/2001/XMLSchema#intd
s/ Rpply>

<AttributeValue DataType="http://www.w3.0rg/2001/
XMLSchema#integer"

>40810027</AttributeValue>
</Rpply>
<Apply

FunctionId="urn:ocasis:names:tc:xacml:1.0:function:inte
less-than-ot~equal">

<Apply

FunctionId="urn:ocasis:names:tc:xacml:1.0:function:
br—@gn€-and-only">

er—

Integ

tger" />

er—

Integ

<AttributeDesignator MustBePresent="true"

© ISO/IEC 2020 - All rights reserved

69


https://standardsiso.com/api/?name=8f9776d2d1f6b5a2f5b1914299d1a6d5

ISO/IEC 23092-3:2020(E)

Category="urn:oasis:names:tc:xacml:3.0:integer"
AttributeId="position"

DataType="http://www.w3.0rg/2001/XMLSchema#integer"/>

Categod

XMLSchd

greateq

Functid

DataTy(

XMLSchd

</Apply>
<AttributeValue DataType="http://www.w3.0rg/2001/
XMLSchema#integer"
>41216714</AttributevValue>
</Apply>
</RApply>
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:and">
<Apply FunctionId="urn:oasis:names:tc:xacml:1.0:functioninteg
er-equgl">
<Apply
FunctionId="urn:oasis:names:tc:xacml:1.0:function:integ
er-one-and-only">

y="sequence"

ma#integer"
>6</AttributeValueX
</Apply>
<Apply
FunctionId="upn:0asis:names:tc:xacml:1.0:function:integer-
-than-or-equal">
<Apply
nId="urn:oasis:names:tcaxacml:1.0:function:integer-one-and-only">

e="http://wiw.w3.0rg/2001/XMLSchema#integer"/>

mafinteger"

<AttributeDesignator MustBePresent="{xue"

AttributeId="reference_sequehce"
DataType="http://www.w3 ,0rg/2001/XMLSchema#integer"/
</Apply>
<AttributeValue DataType="http://www.w3.0rg/2001/

<AttributeDesignator MustBePresent="true"
Category="urn:oasis:names:tc:xacml:3.0:integer"

AttributeId="position"

</Apply>
<AttributeValue DataType="http://www.w3.0rg/2001/

20072017 FoE “HSCTE S I 1
7 E= =T o

less—-than-or-equal">

T E===Savy ot

</RApply>
<Apply

FunctionId="urn:oasis:names:tc:xacml:1.0:function:integer-

<Apply
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