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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of 1ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental,
in liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO and IEC have
established a joint technical committee, ISO/IEC JTC 1.

Infernational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, PTt 2.

THe main task of the joint technical committee is to prepare International Standards. Draft Infernational
Stpndards adopted by the joint technical committee are circulated to national bodies for yoting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

Atfention is drawn to the possibility that some of the elements of this document may’be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such/patent rights.

ISP/IEC 27032 was prepared by Joint Technical Committee ISO/IEC,_JTC 1, Information technology,
Sybcommittee SC 27, IT Security techniques.

© ISO/IEC 2012 — All rights reserved \%
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Introduction

The Cyberspace is a complex environment resulting from the interaction of people, software and services on
the Internet, supported by worldwide distributed physical information and communications technology (ICT)
devices and connected networks. However there are security issues that are not covered by current information
security, Internet security, network security and ICT security best practices as there are gaps between these
domains, as well as a lack of communication between organizations and providers in the Cyberspace. This is
because the devices and connected networks that have supported the Cyberspace have multiple owners, each
with their own business, operational and regulatory concerns. The different focus placed by each organization

—the er-frorane er

organizatipn or provider has resulted in a fragmented state of security for the Cyberspace.

As such, the first area of focus of this International Standard is to address Cyberspace security or Cyberseculfity
issues whith concentrate on bridging the gaps between the different security domains in the Cyberspage. In particular
this International Standard provides technical guidance for addressing common Cybersecurity risks,‘including:

— socia| engineering attacks;

— hacking;

— the proliferation of malicious software (“malware”);

— spyware; and

— other|potentially unwanted software.

The technjical guidance provides controls for addressing these risks, including controls for:
— prepgring for attacks by, for example, malware, individual miscreants, or criminal organizations on the Internet;
— detedting and monitoring attacks; and
— respgnding to attacks.

The second area of focus of this International:Standard is collaboration, as there is a need for efficient ahd
effective ipformation sharing, coordination and incident handling amongst stakeholders in the Cyberspage.
This collaporation must be in a secure and reliable manner that also protects the privacy of the individugls
concerned. Many of these stakeholders can reside in different geographical locations and time zones, and are
likely to beé governed by different regulatory requirements. Stakeholders include:

— consuimers, which can be‘various types of organizations or individuals; and
— providlers, which include“service providers.
Thus, this|InternationalStandard also provides a framework for

— information-sharing,

— coordination, and

— incident handling.

The framework includes

— key elements of considerations for establishing trust,

— necessary processes for collaboration and information exchange and sharing, as well as

— technical requirements for systems integration and interoperability between different stakeholders.

Given the scope of this International Standard, the controls provided are necessarily at a high level. Detailed
technical specification standards and guidelines applicable to each area are referenced within this International
Standard for further guidance.

vi © ISO/IEC 2012 — All rights reserved
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Information technology — Security techniques — Guidelines for
cybersecurity
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he unique

as|
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ing
for
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2,
TH

pects of that activity and its dependencies on other security domains, in particular:
information security,

network security,

internet security, and

critical information infrastructure protection (CIIP).

an overview of Cybersecurity,

an explanation of the relationship between Cybersecurity and/other types of security,
a definition of stakeholders and a description of their rales in Cybersecurity,
guidance for addressing common Cybersecurity,isstues, and

a framework to enable stakeholders to collabgrate on resolving Cybersecurity issues.

Applicability

1 Audience

is International Standard is(applicable to providers of services in the Cyberspace. The audience]
ludes the consumers that Use these services. Where organizations provide services in the Cyberspac
use at home or other ofganizations, they may need to prepare guidance based on this International Stz
htains additional explanations or examples sufficient to allow the reader to understand and act on it.

P Limitations
is International Standard does not address:

Cybersafety,

overs the baseline security practices for stakeholders in the Cyberspacet-This International Standarg provides:

however,
p to people
ndard that

Cybercrime,
ClIP,
Internet safety, and

Internet related crime.

It is recognized that relationships exist between the domains mentioned and Cybersecurity. It is, however,
beyond the scope of this International Standard to address these relationships, and the sharing of controls
between these domains.

It is important to note that the concept of Cybercrime, although mentioned, is not addressed. This International
Standard does not provide guidance on law-related aspects of the Cyberspace, or the regulation of Cybersecurity.

© ISO/IEC 2012 — All rights reserved
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The guidance in this International Standard is limited to the realization of the Cyberspace on the Internet,
including the endpoints. However, the extension of the Cyberspace to other spatial representations through
communication media and platforms are not addressed, nor the physical security aspects of them.

EXAMPLE 1 Protection of the infrastructure elements, such as communications bearers, which underpin the
Cyberspace are not addressed.

EXAMPLE 2  The physical security of mobile telephones that connect to the Cyberspace for content download and/or
manipulation is not addressed.

EXAMPLE 3  Text messaging and voice chat functions provided for mobile telephones are not addressed.

3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced document
(includinglany amendments) applies.

ISO/IEC 2Jr000, Information technology — Security techniques — Information security management systems|—
Overview land vocabulary

4 Terms and definitions
For the pyrposes of this document, the terms and definitions given in IS©/IEC 27000, and the following apgly.

41
adware
applicatiop which pushes advertising to users and/or gathers:aser online behaviour

NOTE The application may or may not be installed with.the,user’s knowledge or consent or forced onto the user y
licensing tdrms for other software.

a

4.2
application
IT solution] including application software, application data and procedures, designed to help an organization’s users
perform particular tasks or handle particular types of IT problems by automating a business process or function

[ISO/IEC $7034-1:2011]

4.3
application service provider,
operator who provides a hosted software solution that provides application services which includes web based
or client-server delivery_models

EXAMPLE Online game operators, office application providers and online storage providers.

4.4
applicati(pn services
software with Tunciionality delivered on-demand to subscribers through an online model which includes web
based or client-server applications

4.5

application software

software designed to help users perform particular tasks or handle particular types of problems, as distinct
from software that controls the computer itself

[ISO/IEC 18019]

2 © ISO/IEC 2012 — All rights reserved
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4.6
asset

an

NOTE

ything that has value to an individual, an organization or a government

organizations (4.37).

4.7
avatar
representation of a person participating in the Cyberspace

Adapted from ISO/IEC 27000 to make provision for individuals and the separation of governments from

N(

N(

4.3

at
atf

[

g

J
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TE 1 An avatar can also be referred to as the person’s alter ego.

TE 2  An avatar can also be seen as an “object” representing the embodiment of the user.

ack
empt to destroy, expose, alter, disable, steal or gain unauthorized access to or make unauthorized use

O/IEC 27000:2009]

ack potential
rceived potential for success of an attack, should an attack be laun¢hed, expressed in terms of an
pertise, resources and motivation

O/IEC 15408-1:2005]

0

ack vector
h or means by which an attacker can gain access to a computer or network server in order g
licious outcome

1
ended attack

ack that seeks to maximize the~severity of damage and speed of contagion by combinin
acking methods

2
t
pot

tomated software prggram used to carry out specific tasks

TE 1 The word,is often used to describe programs, usually run on a server, that automate tasks such as
sorting e-mail,

TE 2 Aot is also described as a program that operates as an agent for a user or another program or
man,activity. On the Internet, the most ubiquitous bots are the programs, also called spiders or crawlers, wi
bsites and gather their content for search engine indexes.

bf an asset

attacker’s

deliver a

j multiple

forwarding

bimulates a
ich access

413
botnet
remote control software, specifically a collection of malicious bots, that run autonomously or automatically on

Cco

mpromised computers

414
cookie
<access control> capability or ticket in an access control system

415

cookie
<|PSec> data exchanged by ISAKMP to prevent certain Denial-of-Service attacks during the establishment of
a security association

© ISO/IEC 2012 — All rights reserved
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416

cookie

<HTTP> data exchanged between an HTTP server and a browser to store state information on the client side
and retrieve it later for server use

NOTE A web browser can be a client or a server.
417

control

countermeasure

means of managing-risk—including-nolicies.—procedures —guidelines —practices or grganizational -structures
T T 4 I o L ™ ™ ) )

which can be administrative, technical, management, or legal in nature

[ISO/IEC 27000:2009]
NOTE ISO Guide 73:2009 defines control as simply a measure that is modifying risk.

418
Cybercrime
criminal agtivity where services or applications in the Cyberspace are used for or are'thé target of a crime,|or
where the| Cyberspace is the source, tool, target, or place of a crime

419
Cybersafpty
condition [of being protected against physical, social, spiritual, financial) ‘political, emotional, occupational,
psycholodical, educational or other types or consequences of failure,"damage, error, accidents, harm or gny
other event in the Cyberspace which could be considered non-desirable

NOTE 1 This can take the form of being protected from the eventor“from exposure to something that causes health or
economic Ipsses. It can include protection of people or of assets.

NOTE 2 | Safety in general is also defined as the state of béing certain that adverse effects will not be caused by sone
agent undgr defined conditions.

4.20
Cybersedurity

Cyberspgce security

preservation of confidentiality, integrity<and availability of information in the Cyberspace

1%
Q

NOTE 1 In addition, other properties,'such as authenticity, accountability, non-repudiation, and reliability can also be involvi
NOTE 2 [ Adapted from the definition for information security in ISO/IEC 27000:2009.

4.21
the Cyberspace
complex gnvironment resulting from the interaction of people, software and services on the Internet by megns
of technolpgy devices and networks connected to it, which does not exist in any physical form

4.22
Cyberspace-apphecatiohservices

application services (4.4) provided over the Cyberspace

4.23

cyber-squatter

individuals or organizations that register and hold on to URLs that resemble references or names of other
organizations in the real world or in the Cyberspace

4.24

deceptive software

software which performs activities on a user’s computer without first notifying the user as to exactly what the
software will do on the computer, or asking the user for consent to these actions

EXAMPLE 1 A program that hijacks user configurations.

4 © ISO/IEC 2012 — All rights reserved
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EXAMPLE 2 A program that causes endless popup advertisements which cannot be easily stopped by the user.
EXAMPLE 3  Adware and spyware.

4.25
hacking
intentionally accessing a computer system without the authorization of the user or the owner

4.26
hactivism
hacking for a politically or socially motivated purpose

4.27
information asset
knowledge or data that has value to the individual or organization

NQTE Adapted from ISO/IEC 27000:2009.

4.28

internet

intfernetwork

cojlection of interconnected networks

NQPTE 1  Adapted from ISO/IEC 27033-1:2009

NQTE 2 In this context, reference would be made to “an internet’~Fheére is a difference between the defirjition of “an
internet” and “the Internet”.

4.29
the Internet
global system of inter-connected networks in the public domain

[19O/IEC 27033-1:2009]
NOTE There is a difference between the definition of “an internet” and “the Internet”.

4.30

Internet crime
criminal activity where servicesiorapplications in the Internet are used for or are the target of a crim¢g, or where
the Internet is the source, tool-target, or place of a crime

upational,
rm or any

4.33

Internet services

services delivered to a user to enable access to the Internet via an assigned IP address, which typically include
authentication, authorization and domain name services

4.34
Internet service provider
organization that provides Internet services to a user and enables its customers access to the Internet

NOTE Also sometimes referred to as an Internet access provider.

© ISO/IEC 2012 — All rights reserved 5
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4.35
malware

malicious software
software designed with malicious intent containing features or capabilities that can potentially cause harm

directly or

indirectly to the user and/or the user’'s computer system

EXAMPLES Viruses, worms, trojans.

4.36

malicious contents

applicatio

ns documents files data or other resources that have malicious features or r‘apahilitipq embedded,

disguised

4.37

or hidden in them

organizafion

group of p
[1SO 9000
NOTE 1

NOTE 2
can be con

4.38

phishing
fraudulent
entity in a

NOTE

4.39

eople and facilities with an arrangement of responsibilities, authorities and relationships
:2005]
In the context of this International Standard, an individual is distinct from an organization.

In general, a government is also an organization. In the context of this Interrational Standard, governme
sidered separately from other organizations for clarity.

N electronic communication

Phishing can be accomplished by using social engineering or technical deception.

physical asset

asset that

NOTE
organizatio

4.40

potential
deceptive
deceptive

4.41
scam
fraud or c

4.42
spam
abuse of ¢

has a tangible or material existence

Physical assets usually refer to cashi équipment, inventory and properties owned by the individual
n. Software is considered an intangible-asset, or a non-physical asset.

y unwanted software
software, including malicious and non-malicious software, that exhibits the characteristics
software

bnfidencetrick

hts

process of attempting to acquire private or confidential information by masquerading as a trustworghy

or

of

NOTE

4.43
spyware
deceptive

NOTE

lactronic maessaagina-svstame tao indicoriminataly cand timcalicitad hullkk maccanac
St H GHg-5YSteSte-HRatSeHRRatery-56RaHRSoHEHRe B H— g6

While the most widely recognized form of spam is e-mail spam, the term is applied to similar abuses in other
media: instant messaging spam, Usenet newsgroup spam, web search engine spam, spam in blogs, wiki spam, mobile
phone messaging spam, Internet forum spam and junk fax transmissions.

software that collects private or confidential information from a computer user

Information can include matters such as websites most frequently visited or more sensitive information such
as passwords.

© ISO/IEC 2012 — All rights reserved
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4.44

stakeholder
<risk management> person or organization that can affect, be affected by, or perceive themselves to be
affected by a decision or activity

[ISO Guide 73:2009]

4.45
stakeholder
<system> individual or organization having a right, share, claim or interest in a system or in its possession of

characte

u
e

4.4
Vi
re

N(

4.51

Vi
s

I

N(

N(
to

.50
irtual currency

solicited email
ail that is not welcome, or was not requested, or invited

19
tual asset
bresentation of an asset in the Cyberspace

TE In this context, currency can be defined as either a medium of exchange or a property that hag
bcific environment, such as a video game©y+a financial trading simulation exercise.

pbnetary virtual assets

tual world
nulated environment accessed by multiple users through an online interface

TE 1 The-simulated environments are often interactive.

TE 2 «~Fhe physical world in which people live, and the related characteristics, will be referred to as the
Hifferentiate it from a virtual world.

ation

value in a

real world”

4,

p2

vulnerability
weakness of an asset or control that can be exploited by a threat

[ISO/IEC 27000:2009]
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4.53

zombie

zombie computer

drone

computer containing hidden software that enables the machine to be controlled remotely, usually to perform
an attack on another computer

NOTE Generally, a compromised machine is only one of many in a botnet, and will be used to perform malicious
activities under remote direction.

5 Abbreviated terms

The following abbreviated terms are used in this International Standard.
AS Autonomous System

AP Access Point

CBT Computer Based Training

CERT Computer Emergency Response Team
CIRT Computer Incident Response Team

CSIRT Computer Security Incident Response Team
ClIP Critical Information Infrastructure Protection
DoS Denial-of-Service

DDoS Distributed Denial-of-Service

HIDS Host-based Intrusion Detection System

IAP Independent Application Provjder

ICMP Internet Control Message Pretocol

ICT Information and Communications Technology
IDS Intrusion Detection; System

IP Internet Protogol

IPO Information Providing Organization

IPS Inttusion Prevention System

IRO Information Receiving Organization

ISP lnternet-Service-RProvider

ISV Independent Software Vendor

IT Information Technology

MMORPG Massively Multiplayer Online Role-Playing Game

NDA Non-Disclosure Agreement
SDLC Software Development Life-cycle
SSID Service Set Identifier

8 © ISO/IEC 2012 — All rights reserved
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TCP Transmission Control Protocol
UbP User Datagram Protocol

URI Uniform Resource Identifier
URL Uniform Resource Locator

6 Overview

6. Introduction

Sqcurity on the Internet and in the Cyberspace has been a subject of growing concern. Stakeholders have been
esfablishing their presence in the Cyberspace through websites and are now attempting to-further leyerage the
virtual world provided by the Cyberspace.

EXAMPLE Increasing numbers of individuals spend increasing amounts of time with their,virtual avatars on NMORPGs.

While some individuals are careful in managing their online identity, most people are uploading detgils of their
personal profiles to share with others. Profiles on many sites, in particutar-social networking siteg and chat
ropms, can be downloaded and stored by other parties. This can lead t0"the creation of a digital [dossier of
personal data that can be misused, disclosed to other parties, or used for secondary data collectjon. While
the¢ accuracy and integrity of this data are questionable, they create links to individuals and organizgtions that
offen cannot be completely erased. These developments in the'communication, entertainment, trangportation,
shpppping, financial, insurance, and healthcare domains create new risks to stakeholders in the Cyberspace.
THus, risks can be associated with loss of privacy.

THe convergence of information and communication<technologies, the ease of getting into the Cyberspace,
and the narrowing of personal space between individuals are gaining the attention of individual miscfeants and
criminal organizations. These entities are using existing mechanisms, such as phishing, spam and spyware, as
wgll as developing newer attack techniques, to exploit any weaknesses they can discover in the Cyberspace.
Infrecent years, security attacks in the Cyberspace have evolved from hacking for personal fame tojorganized
crime, or Cybercrime. A plethora of:{@ols and processes previously observed in isolated Cybersecurity
in¢idents are now being used togethenin multi-blended attacks, often with far reaching malicious ¢bjectives.
THese objectives range from personal attacks, identity theft, financial frauds or thefts, to political jhactivism.
Specialist forums to highlight_petential security issues have also served to showcase attack techriiques and
criminal opportunities.

THe multiple modes of-business transactions that are carried out in the Cyberspace are becoming|the target
of| Cybercrime syndieates. Ranging from business-to-business, business-to-consumer to corjsumer-to-
consumer services)the risks posed are inherently complex. Concepts such as what constitute a trarjsaction or
an agreement are-dependent on the interpretation of the law and how each party in the relationshig manages
their liability~-Often, the issue of usage of data collected during the transaction or relationship is not addressed
adequately:. Fhis can eventually lead to security concerns such as the leakage of information.

THe legal and technical challenges posed by these Cybersecurity issues are far-reaching and global in nature.
THe challenges can only be addressed by having the information security technical community, legal community,
nations and community of nations coming together through a coherent strategy. This strategy should take into
account the role of each stakeholder and existing initiatives, within a framework of international cooperation.

EXAMPLE An example of a challenge sprouts from the fact that the Cyberspace affords virtual anonymity and stealth
of attack, making detection difficult. This makes it increasingly difficult for individuals and organizations to establish trust
and transact, as well as for law enforcement agencies to enforce related policies. Even if the source of attack can be
determined, cross-border legal issues often prevent further progress for any investigation or legal repatriation.

Current progress to address these challenges has been hampered by many issues, and Cybersecurity issues
are increasing and continuing to evolve.

© ISO/IEC 2012 — All rights reserved 9
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While there is no lack of Cybersecurity threats, and as many, albeit not standardized, ways to counter them, the
focus of this International Standard is on the following key issues:

— attacks by malicious and potentially unwanted software;

— social engineering attacks; and

— information sharing and coordination.

In addition, some Cybersecurity tools will be discussed briefly in this International Standard. These tools and
areas closely relate to Cybercrime prevention, detection, response, and investigation. Further details can be

found in A

6.2 The

The Cybe
a complex

and activilies on all sort of technology devices and networks that are connected to it. Cyberspace security,

Cybersec

Many virtd
real world
currency (
currency €
these virtd

6.3 The

Stakehold
the useful
business-
transactio
emerging

Cybersec]
the Cyber

Cybersec
fundamen
adequate

nnex A.

nature of the Cyberspace

space can be described as a virtual environment, which does not exist in any physical form, but rath

rity, is about the security of this virtual world.

al worlds have a virtual currency, such as used to purchase in-game jtems. There is an associat

er,

environment or space resulting from the emergence of the Internet, plus the people, organizations,

or

ed

value to the virtual currency and even in-game items. These virtual items-are frequently traded for r

nature of Cybersecurity

Security risks and challenges to effectiveély prevent and respond to misuse and criminal exploitatio

urity relates to actions that stakeholders should be taking to establish and maintain security
space.

irity relies on information-security, application security, network security, and Internet security

protection of critical-infrastructure services contributes to the basic security needs (i.e., secur

reliability and availability of efitical infrastructure) for achieving the goals of Cybersecurity.

Cybersec
informatio
maintain,

irity is, howeyer, not synonymous with Internet security, network security, application secur
h security,. ofCIIP. It has a unique scope requiring stakeholders to play an active role in order
f not impreve the usefulness and trustworthiness of the Cyberspace. This International Standa

differentiafes Cybersecurity and the other domains of security as follows:

— Inforn

al

n online auction sites and some games even have an official channel with published virtual or r¢al
xchange rates for the monetization of virtual items. It is often these{monetization channels which mgke
al worlds a target for attack, usually by phishing or other technigues for stealing account informatign.

ers in the Cyberspace have to play an active role, beyond protecting their own assets, in order for
ness of the Cyberspace to prevail. The applications within the Cyberspace are expanding beyond the
o-consumers, and consumers-to-consumers,models, to a form of many-to-many interactions ahd
ns. The requirements are expanding for individuals and organizations to be prepared to address the

S.

n

as

tal building blocks. Cybersecurity is one of the activities necessary for CIIP, and, at the same tine,

ty,

ty,
to
rd

hation _security is concerned with the protection of confidentiality, integrity, and availability

of

information in general, to serve the needs of the applicable information user.

— Application security is a process performed to apply controls and measurements to an organization’s
applications in order to manage the risk of using them. Controls and measurements may be applied to the
application itself (its processes, components, software and results), to its data (configuration data, user
data, organization data), and to all technology, processes and actors involved in the application’s life cycle.

— Network security is concerned with the design, implementation, and operation of networks for achieving the
purposes of information security on networks within organizations, between organizations, and between
organizations and users.

10
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— Internet security is concerned with protecting Internet-related services and related ICT systems and
networks as an extension of network security in organizations and at home, to achieve the purpose of
security. Internet security also ensures the availability and reliability of Internet services.

— CIIP is concerned with protecting the systems that are provided or operated by critical infrastructure
providers, such as energy, telecommunication, and water departments. CIIP ensures that those systems
and networks are protected and resilient against information security risks, network security risks, Internet
security risks, as well as Cybersecurity risks.

Figure 1 summarlzes the relatlonshlp between Cybersecurlty and other securlty domalns The relationship

‘ , . , 3 grvices, for
e mple water and transportatlon need not |mpact the state of Cybersecurlty dlrectly or S|gn|f|cantly However,
the lack of Cybersecurity can have a negative impact on the availability of critical information, inflastructure
syptems provided by the critical infrastructure providers.

Cybercrime / Information Security \ Cybersafety

4
Cybersec:\x\)@izyQ

Network. ¢ | Internet
Secur Securit
§ eﬁ@ Y

_ Critical Inf&ﬂmatlon Infrastructure Protection )

Figure 1 — Relationship between Cybersecurity and other security domains

On the other hand, ¢he availability and reliability of the Cyberspace in many ways rely on the availpbility and
reliability of related gritical infrastructure services, such as the telecommunications network infrastructure. The
security of thesCyberspace is also closely related to the security of the Internet, enterprise/homg networks
and information security in general. It should be noted that the security domains identified in this seftion have
their own“objectives and scope of focus. To deal with Cybersecurity issues, therefore requires gubstantial
communications and coordination between different private and public entities from different| countries
and-organizations. Critical infrastructure services are regarded by some governments as national security
related services, and therefore may not be discussed or disclosed openly. Furthermore, knowledge of critical
infrastructure weaknesses, if not used appropriately, can have a direct implication on national security. A basic
framework for information sharing and issue or incident coordination is therefore necessary to bridge the gaps
and provide adequate assurance to the stakeholders in the Cyberspace.

6.4 General model

6.4.1 Introduction

This clause presents a general model used throughout this International Standard. This clause assumes some
knowledge of security and does not propose to act as a tutorial in this area.
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This International Standard discusses security using a set of security concepts and terminology. An
understanding of these concepts and the terminology is a prerequisite to the effective use of this International
Standard. However, the concepts themselves are quite general and are not intended to restrict the class of IT
security problems to which this International Standard is applicable.

6.4.2 General security context

Security is concerned with the protection of assets from threats, where threats are categorised as the potential
for abuse of protected assets. All categories of threats should be considered; but in the domain of security
greater attention is given to those threats that are related to malicious or other human activities. Figure 2

illustrates[these high level concepts and relationships.
NOTE Figure 2 is adapted from ISO/IEC 15408-1:2005, Information technology — Security techniques — ,Evaluatfon
criteria for [T security — Part 1: Introduction and general model.

— \ value

Stakeholders ; T )
wish to minimize
\
impose
to reduce
\
controls
that'ma
that may be possesg
reduced by
\ »i-vulnerabilities
may be aware of >
(
leading to
Threat
agents
that exploit
give
rise to . y
"\ that increase /
threats to assets
N
7\
wish to abuse and/ormay damage

Figure 2 — Security concepts and relationships

Safeguarding assets of interest is the responsibility of stakeholders who place value on those assets. Actual or
presumed threat agents may also place value on the assets and seek to abuse assets in a manner contrary to the
interests of the applicable stakeholders. Stakeholders will perceive such threats as potential for impairment of
the assets such that the value of the assets to the stakeholders would be reduced. Security specific impairment
commonly includes, but is not limited to, damaging disclosure of the asset to unauthorised recipients (loss
of confidentiality), damage to the asset through unauthorised modification (loss of integrity), or unauthorised
deprivation of access to the asset (loss of availability).
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Stakeholders assess risks taking into account threats that apply to their assets. This analysis can aid in the
selection of controls to counter the risks and reduce it to an acceptable level.

Controls are imposed to reduce vulnerabilities or impacts, and to meet security requirements of the stakeholders
(either directly or indirectly by providing direction to other parties). Residual vulnerabilities may remain after the
imposition of controls. Such vulnerabilities may be exploited by threat agents representing a residual level of
risk to the assets. Stakeholders will seek to minimise that risk given other constraints.

Stakeholders will need to be confident that the controls are adequate to counter the threats to assets before
they will allow exposure of assets to the specified threats. Stakeholders may not themselves possess the

C

ahilitv to iudae all asnects of the contraols —and mav therefare seek evaluation of the cantrols usi
Y T Y g T Y

g external

organizations.

6.p Approach

Ar

consideration the various stakeholders. These strategies include:

TH
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ing

is guideline focuses on providing industry best practices and broad consumer and employee ed
Sist stakeholders in the Cyberspace in playing an<active role to address the Cybersecurity chg
ludes guidance for:

Figure 3 provides an‘overview of the salient points in the approach taken in this International Stan|
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intended to be uSed’by providers of services in the Cyberspace, as well as organizations providing C
related education to consumers, to prepare materials for broad consumer education.

industry best practices, with collaboration of all stakeholders to identifyand address Cyb
issues and risks;

broad consumer and employee education, providing a trusted resource for how to identify an
specific Cybersecurity risks within the organization as well as jn the Cyberspace; and

innovative technology solutions to help protect consumerss\from known Cybersecurity attack
current and be prepared against new exploitations.

roles;
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methods;
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applicable technical controls.

rnational Standard is not intended to be directly used to provide broad consumer education. In
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7 Stakeholders in the Cyberspace

7.1 Overview

The Cyberspace belongs to no one; everyone can participate and has a stake in it.

For the purpose of this International Standard, stakeholders in the Cyberspace are categorized in the
following groups:

— consumers, including

— iILdividuaIs; and

— b

— providlers, including but not limited to

— A

7.2 Compsumers

As descri
Private or
and other
becomes

A consun
consumer
available

7.3 Pro

Providers
consumer

Providers
services. |
the event
will often
useful ele

Applicatio
take many

oth private and public organizations;

nternet service providers; and

pplication service providers.

hanizations include small and medium enterprises (SMEs), asywell as large enterprises. Governm
public agencies are collectively referred to as public organizations. An individual or an organizati
b consumer when they access the Cyberspace or any setvices available in the Cyberspace.

er can also be a provider if it in turn provides a:.§ervice in the Cyberspace or enables anoth
to access the Cyberspace. A consumer of a virtual world service may become a provider by maki
irtual products and services to other consumers.

viders

5 to access the Cyberspace and‘the various services available in the Cyberspace.

might also be understood\as carriers or wholesalers, versus distributors and retailers of acce
['his distinction is importantfrom a security and, especially, law enforcement perspective, because
hat a distributor or retailer is unable to provide adequate security or lawful access, support servig
efault back to the ‘eafrier or wholesaler. Understanding the nature of a given service provider id
ment in Cyberspace risk management.

n service providers make services available to consumers through their software. These servig
forms and/include combinations of the following non-exhaustive list:

— documnent.editing, storage, distribution;
— onlineln_l_r—l_r—l_l_l—ﬁ_l_l_nrnﬁwr Ual environments for entertaimment, communications and Inieraction with other Users,

bed in Figure 3, consumers refer to individual users as well_as’ private and public organizatioIs.

refer to providers of services in theyCyberspace, as well as Internet service providers that enalple

— online digital media repositories with aggregation, indexing, search, store-front, catalogue, shopping cart
and payment services; and

— enterprise resource management functions such as human resource, finance and payroll, supply chain
management, customer relationship, invoicing.
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8 Assets in the Cyberspace

8.1 Overview

An asset is anything that has value to an individual or an organization. There are many types of assets,
including but not limited to:

a) information;

b) software, such as a computer program;

c)| physical, such as a computer;

d)| services;

e)| people, their qualifications, skills, and experience; and

f)| intangibles, such as reputation and image.

NQTE 1 Often, assets are simplistically seen only as information or resources.

NQTE 2 ISO/IEC 15408-1:2005 defines an asset as information or resourcés’to be protected by controls of a TOE
(target of evaluation).

NQTE 3  ISO/IEC 19770-1 has been developed to enable an organizatién to prove that it is performing Software Asset
Management (SAM) to a standard sufficient to satisfy corporate goverhance requirements and ensure effectjve support
for] IT service management overall. ISO/IEC 19770 is intended to alignclosely to, and to support, ISO/IEC 20(00.

NQTE 4 ISO/IEC 20000-1 promotes the adoption of an integrated process approach when establishing, implementing,
opgrating, monitoring, measuring, reviewing and improving@Service Management System (SMS) to design nd deliver
sefvices which meet business needs and customer requirements.
Fgr the purpose of this International Standard, assets in the Cyberspace are classified into the following classes:
—| personal; and

—] organizational.

Fdr both classes, an asset can also be further classified as

—]| a physical asset, whose form exists in the real world, or

—] a virtual asset, whiekionly exists in the Cyberspace and cannot be seen or touched in the real yorld.

8.2 Personalassets

One of thekey Virtual assets is an individual consumer’s online identity and his online credit informatipn. Online
identity is'considered an asset, since it is the key identifier for any individual consumer in the Cyberppace.

Otherindividual consumer virtual assets include references in virtual worlds. In virtual worlds, memberg often use
virtualavatars 10 represent or identify tThemselves, or to act on their behalf. Often a virtual currency 1s used for virtual
transactions. These avatars and currencies can be considered as assets belonging to an individual consumer.

EXAMPLE Some banks operate in virtual worlds and recognize the virtual world’s money as an official currency.

IT hardware and software, as well as personal digital devices or endpoints that allow a consumer to connect to
and communicate in the Cyberspace, are also considered as assets in the context of this International Standard.

8.3 Organizational assets

A key aspect of the Cyberspace is the infrastructure that makes it all possible. This infrastructure is a meshed
interconnection of networks, servers and applications which belongs to many service providers. However, the
reliability and availability of this infrastructure is crucial in ensuring that the Cyberspace services and applications
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are available to anyone in the Cyberspace. While any infrastructure that allow any consumer to connect to the
Cyberspace, or allow any consumer to access services in the Cyberspace, is considered a physical asset
that must be addressed in this International Standard, there may be overlaps with security measures that are
proposed in, for example, CIIP, Internet security and network security. However, this International Standard
shall focus on ensuring that security issues that may affect these organizational assets are appropriately
addressed without overly emphasizing other issues that are not within the scope of this International Standard.

Besides physical assets, virtual organizational assets are increasingly becoming more valuable. The online
brand and other representations of the organization in the Cyberspace uniquely identify the organization in the
Cyberspace and are as important as the brick and mortar of that organization.

EXAMPLE|1 An organization’s URL and website information are assets.
EXAMPLE[2  Countries have even set up embassies in a major virtual world to protect the representation of thg'eounfry.

Other orgpnizational assets which are exposed through vulnerabilities in the Cyberspace include ‘intellectlial
property {formulas, proprietary processes, patents, research results) and business planS ‘ahd strategies
(product launch and marketing tactics, competitive information, financial information and reporting data).

9 Threpts against the security of the Cyberspace
9.1 Threats

9.1.1 Owerview

The threats that exist in the Cyberspace are discussed in relation‘to’assets in the Cyberspace.
Threats tq the Cyberspace can be divided into two key areas

— threafs to personal assets:

— threafs to organizational assets;

9.1.2 Thpeats to personal assets
Threats to personal assets revolve mainlyaround identity issues, posed by the leakage or theft of personal informatipn.
EXAMPLE[1 Credit information can be sold on the black market, which can facilitate online identity theft.

If a persor)’s online identity is stoleh or masqueraded, that person can be deprived of access to key services and
applicatiops. In more serious-scenarios, the consequences can range from financial to national level incidents.

Unauthoriged access_tola person’s financial information also opens up the possibility of theft of the persop’s
money anfd fraud.

Another threat is>the possibility of the endpoint being made a zombie or bot. Personal computing devices can
become cpmpromised and so become part of a larger botnet.

Besides the above, other virtual assets that are being targeted are personal assets in virtual worlds and online
games. Assets in a virtual world or the world of online games are subject to attack and exploitation as well.

EXAMPLE 2 Avatar details and virtual currency which can, in some cases, be traced and converted back to the real
world, would be the prime targets.

Virtual theft and virtual mugging are some of the newly coined terms for this type of attack. Security, in this
case, will depend on how much of the real world information is accessible, as well as the security framework
of the virtual world itself as defined and implemented by its administrator.

As rules and regulations for the protection of real physical assets, in connection with the Cyberspace, are
still being written, those pertaining to virtual assets are almost non-existent. Extra care and caution must be
undertaken by prospecting participants to ensure proper protection of its virtual assets.
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9.1.3 Threats to organizational assets

Organizations’ online presence and online business are often targeted by miscreants whose intent is more than
plain mischief.

EXAMPLE 1 Organized Cybercrime syndicates often threaten organizations that their websites will be brought down,
or that they will be caused embarrassment through actions such as website defacement.

EXAMPLE 2  If an organization’s URL is registered or stolen by cyber-squatters and sold to organizations not related to
the real world organization, the online trust accorded to the victimised organization can be misplaced.

- 3 o - —pPe o iers could
bg disclosed and result in sanctions, against the organizations, if it was found to have been 'managed or
protected insufficiently, contributing to the loss.

Fimancial filing regulations could also be breached if organizational results are disclosed in an unauthoriz:ld manner.

Ggvernments hold information on national security, strategic, military, intelligence issues among npany other
elements relating to the government and state, but also a vast array of informationon individuals, orgpnizations
and society as a whole.

Ggvernments must protect its infrastructure and information from undue access and exploitation. Witha growing
and expanding trend of offering e-government services through the Cyberspace, this is a new chanrjel, among
others, to launch attacks and access the above information which, if Successful, may result in seriopus risks to
a mation, its government and its society.

On a larger scale, the infrastructure that supports the Internet,"and thus the Cyberspace, can be targeted as
wgll. While this will not affect the functioning of the Cyberspace permanently, it will affect the religbility and
pilability of the infrastructure, which contributes to thecsecurity of the Cyberspace.

On a national or international level, the Cyberspage is a grey area in which terrorism thrives. Qne of the
hsons is the ease of communication providedy the Cyberspace. Due to the nature of the Cyberspace,
specifically the challenges in defining boundaries and borders, it is difficult to regulate and control the way that

rorist groups can either legitimately\buy the applications, services and resources that facilitate their cause,
orfthey can resort to illegal means of securing these resources to avoid detection and tracking. This cgn include

A threat agent is an jndividual or group of individuals who have any role in the execution or support oflan attack.

THorough understanding of their motives (religious, political, economic, etc.), capabilities (knowledgg, funding,
size, etc.) andiintentions (fun, crime, espionage, etc.) is critical in the assessment of vulnerabilities{and risks,

A vulnerability is a weakness of an asset or control that can be exploited by a threat. Within the context of an
information system, ISO/IEC TR 19791:2006 also defines vulnerability as a flaw, weakness or property of the
design or implementation of an information system (including its security controls) or its environment that could
be intentionally or unintentionally exploited to adversely affect an organization’s assets or operations.

Vulnerability assessment must be an on-going task. As systems receive patches, updates or new elements are
added, new vulnerabilities may be introduced. Stakeholders require a thorough knowledge and understanding
of the asset or control in question, as well as the threats, threat agents and risks involved, in order to perform
a comprehensive assessment.

NOTE ISO/IEC 27005 provides guidelines on identifying vulnerabilities.
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An inventory of known vulnerabilities should be kept with the strictest access protocol and preferably separate,
physically and logically, from the asset or control it is applicable to. Should a breach of access occur and the
vulnerability inventory be compromised, the vulnerability inventory would be one of the most effective tools in
the arsenal of a threat agent to use to perpetrate an attack.

Solutions to vulnerabilities must be sought, implemented and, when a solution is not possible or feasible,
controls must be put in place. This approach should be applied on a priority basis so the vulnerabilities posing
a higher risk are addressed first. Vulnerability disclosure procedures could be defined under the framework of
information sharing and coordination in clause 13 of this International Standard.

NOTE

9.4 Attack mechanisms

9.4.1 Introduction

Many of the attacks in the Cyberspace are carried out using malicious software, such as,spyware, worms and
viruses. Information is often gathered through phishing techniques. An attack can ocgur-as a singular attgck
vector or carried out as a blended attack mechanism. These attacks can be propagated via, for examp|e,
suspicious websites, unverified downloads, spam emails, remote exploitation, and infected removable media.

The attaclks can come from two major categories:
— Attacks from inside the private network; and
— Attacks from outside the private network.

There are|cases though that attacks are a combination of both inside and outside of a private network. Other
mechanisms growing in use and sophistication, for carrying,out attacks, are those based on social networking
websites @and the use of corrupted files on legitimate websites.

Individual$ tend to implicitly trust messages and coptent received from contacts previously accepted in their
profiles on their social networking websites. Once an attacker, through identity theft, can disguise him/herself
as a legitimate contact, the attacker can engagé jothers, and a new avenue is open for launching the varigus
types of a}tacks previously discussed.

Legitimatg websites can also be hacked\into and have some of its files corrupted and used as a means fo
perpetrating attacks. Individuals tend.to implicitly trust commonly visited websites, often bookmarked in their
Internet biowsers for a long time, and even more those which use security mechanisms such as SSL (Secyre
Sockets Layer). While party authentication and integrity of the information being transmitted or received are 4till
in place, §SL does not differentiate between the original content and the new corrupted content, planted by gn

attacker, thus exposing users’of that website to attacks.

Despite the perceivedrlegitimate source, such as in instances like the above, individuals must still take the
precautions outlined.in clause 11 to better protect themselves.

9.4.2 Attacks from inside the private network

These attacks are normally launched inside an organization’s private network, typically the local area network,
and can be initiated by employees or someone who gets access to a computer or network within an organization
or individual’s premises.

EXAMPLE 1 One possible case is that system administrators might take advantage of the system access privileges
that they hold, such as access to users’ password information, and use that to initiate an attack. On the other hand, system
administrators themselves can become the initial target of an attack, as a means for the attacker to obtain additional
information (usernames, passwords, etc.), before proceeding to their originally intended target or targets.
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The attacker can use mechanisms such as packet sniffer software to obtain passwords or other identity
information. Alternatively, the attacker can masquerade as an authorized entity and act as man-in-the-middle
to steal identity information.

EXAMPLE 2  One example is the use of rogue Access Points (AP) to steal identities. In this case, the attacker might sit
in an airport, coffee shop or other public places that offer free Wi-Fi access to the Internet. In some cases, the attacker
may even masquerade as the legitimate owner of the wireless access point on the premise by using the Service Set
IDentifier (SSID) of the premise. If a user accesses this rogue AP, the attacker can act as man-in-the-middle and obtain
valuable password and or identity information from the user, for example, bank account information and password, email
account password, etc.

EXAMPLE3 Often, TS SUfficient 1o be only near to a non-protected WI-FIMetwork, such as sitting I a.cgr outside a
holse, to be able to steal information on the network.

Bgsides the attacks launched by human attackers, malware infected computers also launch.various|attacks to
surrounding computers inside the private network.

EXAMPLE 4  Many malwares often send scanning packets to the private network to find-surrounding computers, and
thgn try to exploit discovered computers.

EXAMPLE 5 Some malware uses the promiscuous mode of a network interface\ofits infected computer|in order to
eayesdrop on traffic flowing through the private network.

EXAMPLE 6  Key loggers are hardware or software applications that captufe all key presses on the target system. This

cap be done in secret to monitor a user’s actions. Key loggers are often utilized to capture authentication inforrhation from
application login pages.

9.4.3 Attacks from Outside the Private Network (e.g. Internet)
THere are many different attacks that can be launched ftom outside the private network, including thie Internet.

While the initial attack will always target a publiclyifacing system (e.g. router, server, firewall, weljsite, etc.),
ackers may also be seeking to exploit assetsiresiding inside the private network.

Old attack methods are improved and new ones are developed on an on-going basis. Attackers are ingreasingly
sophisticated and normally combine different attack techniques and mechanisms to maximize theif success,

rt scanners are one of the «ldest, and still very effective, tools used by attackers. They scan all ports
pilable on a server to confitm which ports are “open”. This normally is one of the first steps exe¢uted by a
prpspective attacker on the'target system.

THese attacks can manifest into various DoS attacks to either the application servers or other rletworking
equipment by exploiting protocol or application design vulnerabilities.

EXAMPLE With the help of a botnet, large scale DoS attacks can be launched that can bring down g country’s
acgess to the'€yberspace.

W/th thé proliferation of peer-to-peer applications, commonly used to share files such as digital mupsic, video,
otos, etc., attackers are becoming increasingly sophisticated in how to disguise themselves|and their

maHeted SASac A RE—te-e RGea e S RO S

Buffer overflows (a.k.a. buffer overruns) are another popular method of compromising servers on the Internet.
By exploiting coding vulnerabilities and sending much longer than expected strings of character, attackers
cause the server to operate outside its normal (controlled) environment, thus facilitating the insertion/execution
of malicious code.

Another technique is IP Spoofing, which consists in the attacker manipulating the IP address associated with his/her
messages in an attempt to disguise as a known, trusted source, thus gaining unauthorized access to systems.
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10 Roles of stakeholders in Cybersecurity

10.1 Overview

To improve the state of Cybersecurity, stakeholders in the Cyberspace need to play an active role in their
respective use and development of the Internet. These roles may at times overlap with their individual and
organizational roles within their personal or organization networks. The term organization network refers to the
combination of an organization’s private networks (typically an intranet), extranets and publicly visible networks.
For the purpose of this International Standard, publicly visible networks are those networks exposed to the
Internet, for example to host a website. Because of this overlap, these roles can appear to have insignificant
or no dire¢t benefit for the individual and organization concerned. They are, however, significant to enhancing
Cybersectrity when all involved act accordingly.

10.2 Roles of consumers

10.2.1 Introduction

Consumefs can view or collect information, as well as provide certain specific information within a Cyberspace
applicatiop’s space, or open to limited members or groups within the application’s.space, or the general public.
Actions taken by consumers in these roles can be passive or active, and can contribute directly and indiredtly
to the state of Cybersecurity.

10.2.2 Rdles of individuals
Individual lconsumers of the Cyberspace may assume different rolesrin different context and applications.
Consumef roles can include, but are not limited to, the following:

— Genefral Cyberspace application user, or general .user, such as online game player, instant messenger
user, jor web surfer;

— Buyel/seller, involved in placing goods and services on online auction and marketplace sites for interested
buyers, and vice versa;

— Bloggder and other contents contributor(for example, an author of an article on a wiki), in which information in text
and nultimedia (for example, videe-¢lips) are published for general public or limited audience’s consumptign;

— IAP within an application context (such as an online game), or the Cyberspace in general;
— Memlper of an organization{such as an employee of a company, or other form of associating with a comparyy);

— Othefroles. It is possible that a user can be assigned a role unintentionally or without his or her consent.

EXAMPLE Wheh a'user visits a site which requires authorization, and unintentionally gains access, the user may|be
labelled as|an intruder.

In each ofthese roles, individuals can view or collect information, as well as provide certain specific informatipn

W|th|n a C harconaca annlinatinn’c onann Ar Aanan ta Lo d marmahare o aroine aathin tha annlicnatinn’s ona e
e o PaCC TP P CTt oo o P o Ce O Op e O te o CTo O group oyt trreapprntatorto—opatC,

or the general public. Actions taken by individuals in these roles can be passive or active, and can contribute
directly and indirectly to the state of Cybersecurity.

EXAMPLE 1 If an IAP provides an application that contains security vulnerabilities, these vulnerabilities can be used
by Cyber miscreants as a channel to reach users of the application.

EXAMPLE 2 Bloggers or other forms of content contributors can receive a request in the form of innocent questions about
their contents. In their reply, they can unintentionally reveal more personal or company information to the public than desired.

EXAMPLE 3  An individual, acting as buyer or seller, can unknowingly participate in criminal transactions of selling
stolen goods or money laundry activities.

Consequently, as in the real world, individual consumers need to exercise caution in each and every role they
play in the Cyberspace.
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10.2.3 Roles of organizations

Organizations often use the Cyberspace to publicise company and related information, as well as market
related products and services. Organizations also utilize the Cyberspace as part of their network for delivery
and receipt of electronic messages (for example, emails) and other documents (for example, file transfer).

In line with the same principles of being a good corporate citizen, these organizations should extend their
corporate responsibilities to the Cyberspace by proactively ensuring that their practices and actions in the
Cyberspace do not introduce further security risks into the Cyberspace. Some proactive measures include:

—__proper information security management by implementing and operating an effective information security
management system (ISMS);

NQTE 1 ISO/IEC 27001 provides requirements for information security management systems.
—1 proper security monitoring and response;

—| incorporating security as part of the Software Development Life-cycle (SDLC), ‘where the level pf security
built into systems needs to be determined based on the organization’s criticality of data;

—| regular security education of users in the organization through continuogsytechnology updates and keeping
track of latest technology developments; and

—{ understanding and using proper channels in communicating with vendors and service providers ¢n security
issues discovered during usage.

NQTE 2 A future International Standard, ISO/IEC 29147, will provide guidelines on vulnerability disclosure.
NQTE 3  ISO/IEC 27031 provides guidelines for ICT readingss for business continuity.

NQTE 4  ISO/IEC 27035 provides guidelines for information security incident management.

NQTE 5 ISO/IEC 27034-1 provides guidelines for\application security.

THe government, primarily law enforcement agencies and regulators, may have the following important rges to play:
—| advise organizations of their rol€s and responsibilities in the Cyberspace;

—] share information with other stakeholders on the latest trends and developments in technology
—] share information with ©ther stakeholders on the current prevalent security risks;

—|{ be a conduit for_regeiving any information, whether close or open, with regard to security rigks to the
Cyberspace; and

—1 be the primary coordinator for information dissemination and orchestrating any required resources, both
at national-level or corporate level, in times of crisis arising from a massive cyber-attack.

10.3 /Roles of providers

Service providing organizations can include two categories:.
— providers of access to employees and partners to the Cyberspace, and

— providers of services to consumers of the Cyberspace, either to a closed community (for example,
registered users), or the general public, through the delivery of Cyberspace applications

EXAMPLE Examples of services are online trading marketplaces; discussion forum platform services; blogging
platform services; and social networking services.
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Service providers are also consumer organizations. They are thus are expected to observe the same roles
and responsibilities as consumer organizations. As service providers, they have additional responsibilities in
maintaining or even enhancing security of the Cyberspace by:

1"

providing safe and secure products and services;

providing safety and security guidance for end-users; and

providing security inputs to other providers and to consumers about trends and observations of traffic in

their networks and services.

Gui(JeIines for stakeholders

11.1 Overview

The guidance in this clause focuses on three main areas:

securjity guidance for consumers;

internal information security risk management of an organization; and

securjity requirements that providers should specify for consumers to implement.

The recommendations are structured as follows:

a)

processesy

ISO/IEC 2
to the cong
can be us

The follow

22

an infroduction to risk assessment and treatment;

ines for consumers; and
ines for organizations, including service providers;
anagement of information security risk in the'business; and

curity requirements for hosting services and other application services.

7005:2011 does not provide any specific methodology for information security risk management. It is
umers and providers to define their approach to risk management. A number of existing methodolog
bd under the framework described in ISO/IEC 27005 to implement the requirements of an ISMS.

sk
sk

nt, provides guidelinés and processes for information security risk management in an organization,
ing in particular the_requirements of an ISMS according to ISO/IEC 27001. These guidelines 4
are considered-sufficient for addressing risk management in the context of the Cyberspace.

nd

up
es

inghaspects have to be taken into account when defining an approach to risk management:

Identification of critical assets: Connecting to or utilizing the Cyberspace broadens the scope of defining
assets. As it is not cost-effective to protect all assets, it is essential that the critical assets be identified so that
particular care may be taken to protect them. The designation should be made from the business context,

through consideration of the impact of the loss or degradation of an asset on the business as a whole.

Identification of risks: Stakeholders should properly consider and address the additional risks, threats and

attacks that become relevant when participating in the Cyberspace.

Responsibility: By participating in the Cyberspace, a stakeholder should accept the added responsibility

towards other stakeholders. This includes:

— Acknowledgement: Recognizing the possible risk that the stakeholder’s participation may introduce in

the Cyberspace in general and specifically in other stakeholders’ information systems.
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— Reporting: It may be necessary to include stakeholders outside the organization when distributing
reports related to risks, incidents and threats.

— Information sharing: As with reporting, it may be necessary to share relevant information with other
stakeholders.

— Risk assessment: It is necessary to determine the extent to which a stakeholder’s actions and
presence in the Cyberspace becomes, or contributes to, a risk for another stakeholder.

— Regulatory/Legislative: By connecting to the Cyberspace, the legal and regulatory boundaries become
difficult to distinguish, and more, sometimes contradictory, requirements are applicable.

—1| System or service retirement: Once a system or service is no longer needed, it should be retiréd in a way
that ensures that related services or interfaces are not impacted. All security-related informatign must be
invalidated to ensure that the systems to which it interfaced or are related to are not compromiged.

ithin this
r specific
ntation of

—|{ Consistency: The approach to risk management applies across the entire Cyberspace.
approach or methodology, Cyberspace consumers and providers are assigned responsibilities
activities, such as contingency planning, disaster recovery, and the development and implem
protective programs for the systems under their control and/or ownership.

In[general, the risk management methodology in ISO/IEC27005 covers-the full life-cycle of a geneffic system,
thiis making it usable for new security systems as well as for legacy syStems. Since it deals with thejtreatment
of|systems, it is applicable to all business models. The processescwithin the framework may treat the service
providers’ networks and services as an integrated system, consisting of subsystems that provide public
services and private subsystems that support internal servicess. or it may treat each of the individugl services
(elg., web hosting) separately, and describe their provision.in'terms of separate interacting systems| It may be
advantageous, for simplicity, to consider everything that js needed to support the provider’s services|as a large
syptem that can be decomposed into smaller systems{ each of which provides a marketable servicg or forms
pdart of the infrastructure.

Important aspects to remember when considering the goals and objectives of Cybersecurity are:
a)| protect the overall security of the Cyberspace;

b)| plan for emergencies and crise$_through participation in exercise, and update response plans|and plans
for continuity of operations;

c)| educate stakeholders on'Cybersecurity and risk management practices;

d)| ensure timely, relevant and accurate threat information sharing between law enforcement and intelligence
communities and\key decision makers relevant to the Cyberspace; and

e)| establish effective cross-sector and cross-stakeholder coordination mechanisms to address critical
interdependencies, including incident situational awareness and cross-sector and cross-s{akeholder
inciderit management.

and‘services under their control. For goals and objectives d) and e), the service providers are involved as active
parficipanis in the information sharing and coordination acfivities.

GrTijalS and objectives a) to c¢) flow down directly to the service providers, who are responsible for the ¢quipment

Specific service provider goals, such as what services to supply, flow down from the business context.

11.3 Guidelines for consumers

This International Standard is not directed at individuals of the Cyberspace specifically, but focuses on
organizations providing services to consumers, and organizations that require their employees or end-users to
practice secure use of the Cyberspace to manage the Cybersecurity risk effectively. The guidance on the roles
and security of users in the Cyberspace and how they could positively influence the state of Cybersecurity
aims to serve as a guide for the design and development contents by these organizations, in the context of their
service provisioning and awareness and training programs for delivery to their end-users.

© ISO/IEC 2012 — Al rights reserved 23


https://standardsiso.com/api/?name=7476dca3ea9b54907d98e69088f6d1d8

ISO/IEC 27032:2012(E)

As explained in clause 10.2, consumers can view or collect information, as well as provide certain specific
information within a Cyberspace application’s space, or open to limited members or groups within the
application’s space, or the general public. Actions taken by consumers in these roles can be passive or active,
and can contribute directly and indirectly to the state of Cybersecurity.

For example, as an IAP, if the application provided contains security vulnerabilities, they could result in
exploitation by cyber-miscreants leveraging them as a channel to reach innocent users of the application. As
bloggers or other forms of contents contributors, they can receive a request in the form of innocent questions on
their contents in which they can unintentionally reveal more personal or company information to the public than
desired. As a buyer or seller, a consumer can unknowingly participate in criminal transactions of selling stolen
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each and every role they play in the Cyberspace.

, consumers should take note of the following guidance:

and understand the security and privacy policy of the site and application concerngd;-as publish

and understand the security and privacy risks involved and determine appropriate’controls applicalf
ipate in related online discussion forums or ask someone who knows about the site or application befq

lish and practice a personal privacy policy for identity protection by*determining the categories
nal information available and sharing principles relating to that ifformation.

ge online identity. Use different identifiers for different web“applications, and minimize the shari
sonal information to each website or application requesting such information. Register one’s onli
Ly on popular social networking sites even if the account'is left dormant.

Single sign on is a form of online identity management.

It suspicious events or encounters to the relevant authorities (see Annex B for as an example o
ly available list of contacts).

e

ed

le.
re

ing personal or organization information, or participating and contributing-infermation to the discussin.

of

ng
he

f a

teps to verify the authenticity of thé interested parties involved. Do not share personal data, includi
hg information, unless a genuine, interest to sell or buy has been established. Use a trustwor
ent mechanism.

ing parties can verify'the value if necessary to ensure integrity of the code. Provide documentati
code security and ‘privacy policies and practices and respect the privacy of code users.

holder privacy and sensitive information are not disclosed through the blogs or online publicatio
w comments and postings received on the site and ensure that they do not contain any malicio
ht suech.as links to phishing websites or malicious downloads.

buyer or seller, read and understand ¢he online marketplace’s site security and privacy policy, aFd

blogger or 0thér content contributor (including website maintainers), ensure that applica:EIe

g
hy

IAP, practice secure software development and provide a hash value of the code online so that

N's

i) Asa

member of an organization, an individual consumer should learn and understand the organizatio

corporate information security policy and ensure that classified and/or sensitive information are not
released intentionally or by accident on any websites in the Cyberspace, unless prior authorization for
such disclosure has been formally granted.

j)  Otherroles. When a consumer visits a site which requires authorization, and unintentionally gains access,
the user may be labelled as an intruder. Exit the site immediately and report to the relevant authority, since
the fact that it was possible to gain access can be an indication of a compromise.

24

© ISO/IEC 2012 — All rights reserved


https://standardsiso.com/api/?name=7476dca3ea9b54907d98e69088f6d1d8

ISO/IEC 27032:2012(E)

11.4 Guidelines for organizations and service providers

11.4.1 Overview

Controls for managing Cybersecurity risks depend significantly on the maturity of the security management
processes within organizations (including service providers). While the guidelines suggested here are mainly
discretionary for organizations, it is recommended that service providers treat the guidelines as baseline
mandatory measures.

The guidelines in this clause can be summarized as:

—|{ Manage information security risk in the business.
—| Address security requirements for hosting web and other cyber-application services.

—| Provide security guidance to consumers.
11{4.2 Manage information security risk in the business

11{4.2.1 Information security management system

At[the enterprise level, organizations connecting to the Cyberspace should implement an informatign security
management system (ISMS) to identify and manage related infafmation security risk to the busipess. The
ISP/IEC 27000 series of International Standards for information, security management systems prpvides the
required guidance and best practices for implementing such.a 'System.

A key consideration in implementing an ISMS is to ensure‘that the organization has a system to coptinuously
identify, assess, treat, and manage information securityrisk relating to its business, including the pfovision of
services on the Internet, directly to end-users or subscribers, should it be a service provider.

NQTE 1 ISO/IEC 27005, Information technology,~ Security techniques — Information security risk mganagement,
prgvides guidelines for information security risk management in an organization, supporting in particular the requirements
of pn ISMS according to ISO/IEC 27001.

NQTE 2 1SO 31000, Risk managemgnf*— Principles and guidelines, provides principles and generic gujdelines on
risk management.

Organizations may also consider a formal certification of its compliance with ISMS requirementg, such as
ISP/IEC 27001.

A{ part of the implemgntation of an ISMS, an organization should also establish a security incident monitoring
and response capability and coordinate their incident response activities with external CIRT, CERT|or CSIRT
organizations in-the’' country. The incident and emergency response provision should include moniforing and
assessing theysecurity status of th use of the organization’s services by end-users and customers, apd provide
guidance tg.assist the affected parties in responding to security incidents effectively.

NQTE ISO/IEC 27035, Information technology — Security techniques — Information security incident mgnagement,
provides guidance on information security incident management.

11.4.2.2 Provide secure products

Some organizations develop?) and release their own web browser toolbars, diallers, or code to provide value-
added services to end-users, or facilitate ease of access to the organization’s services or applications. In such
instances, there should be a proper end-user agreement in a suitable language, incorporating statements
about the organization’s coding policy, privacy policy, and means whereby users can change their acceptance
later or escalate any issues they might have regarding the policy and practices. When such an agreement is
used, it should be placed under version control and the organization should make sure that end-users sign it
consistently.

1) Either internally or through a third party provider.
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Where there is a high degree of reliance on the security of software products, these should be independently
validated under the Common Criteria scheme, as described at ISO/IEC 15408.

Organizations should document code behaviour and make an assessment as to whether the behaviour can
fall in potential areas that might be considered as spyware or deceptive software. In the latter case, it should
engage a suitably qualified assessor to evaluate whether the code fall within anti-spyware vendors objective
criteria that adheres to best practices so that the organization-provided software tools for the end-users, would
not be labelled as spyware or adware by anti-spyware vendors. Many anti-spyware vendors publish the criteria
by which they rate software.

Organizatjons G 3 , ,
vendors cpuld easny determlne the owner of a f|Ie and ISVs who con3|stently produce software that foIIo Vs
best practjces, would be categorized as being likely secure even prior to analysis.

Should an organization discover useful software techniques that could help to reduce the spywaré pr malware
problem, the organization should consider partnering and working with the vendor to make them broadly available.

In order t¢ fulfill these requirements, security education of developers is very important. A“secure softwgre
development life cycle should be used where software vulnerabilities can be minimizeddente providing a mgre
secure software product.

—

NOTE ISO/IEC 27034, Information technology — Security techniques — Applicatioh, security, provides guidelines
define, devglop, implement, manage, support and retire an application.

(o]

11.4.2.3 Network monitoring and response

Network mponitoring is commonly used by organizations to ensure reliability and quality of their network servicIs.
At the same time, this capability can be leveraged to look for exceptional network traffic conditions and det¢ct
malicious jactivities emerging on the network. In general, organizations should perform the following:

— Undefstand the traffic on the network — what is normal, what is not normal.

— Use 4 network management tool to identify spikes in traffic, “unusual” traffic/ports and ensure that thgre
are tdols available to pinpoint and respond tolthe cause.

— Test the response capability before they.are needed for an actual event. Refine the response techniqués,
procgsses and tools based on the result of regular drills.

— Undefstand the constituents on-an-individual basis — if someone who is normally an inactive user suddeply
startd capping out at 100 percent of available bandwidth, it may be necessary to isolate the contravening
user until the reason can’be-found. Network isolation can prevent the spread of malware though soine
implementations can reguire user consent or updates to a Terms of Service.

— Cons|der monitoring-ef activity from intelligence points in the network such as DNS and messaging filteys,
whicH can alsp-serve to flag devices that have been compromised with malware but, for a variety|of
reasgns, are.not’detected by anti-virus or IDS services.

EXAMPLE Due to the volume of information on the network, tools such as IDS and IPS can be used to monitor [for
reportable pxceptions.

11.4.2.4 Support and escalation

Businesses, including service providers and government organizations normally have a support service to
answer customers queries and provide technical assistance and support to address end-users’ problems. With
the increasing proliferating of malware on the Internet, a service providing organization can receive reports
relating to malware and spyware infections and other Cybersecurity issues. Such information are important and
useful for relevant vendors to assess the risk and malware situation, and provide updates to necessary tools
to ensure that any new malware or spyware detected can be removed or disabled effectively. In this regard, an
organization should establish contact with security vendors and submit relevant reports and malware samples
to the vendors for follow-up — particularly if there appears to be a spike in prevalence. Most vendors maintain an
email list for receiving such reports or samples for analysis and follow-up. For example, see Table B.1 in Annex B.
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11.4.2.5 Keeping up-to-date with latest developments

As part of the ISMS implementation to manage the enterprise information security risk, and also ensure that
organizations continue to follow-up industry best practices and keep tap with the latest vulnerabilities and
exploits/attacks situation, organizations should participate in relevant community or industry forums to share
their best practices and learn from other fellow providers.

11.4.3 Security requirements for hosting web and other cyber-application services

Most service providers provide hosting services on their network and data centre as part of their business
SefVICES. ThESE Services, which INCIUJE WeDbSItES and other online applications, are orten re-packaged and re-
sojd by hosting subscribers to other consumers, such as small businesses and end-users. Shouldithe hosting
supscribers set up an insecure server, or host malicious contents in their sites or applications, the security
of[the consumers will be adversely affected. As such, it is important that services, at a mihimum, [neet best
practices standards by complying with policy or terms of agreements.

Where multiple providers are used, the interaction between the providers should be analysed and the fespective
service agreements should address any critical interaction. For example, updates or patches to one|provider’s
syptems should be coordinated with other providers, should the update resultiigha negative interactipn.

THe terms of agreements should at least cover the following:

a)| Clear Notices, describing the online site or application securityand privacy practices, data|collection
practices, and the behaviour of any code (for example, Browser Helper Object) that the onl|ne site or
application can distribute and execute in end-user desktops or web browser environments.

b)[ User Consent, facilitating user’s agreement or disagfeement with the terms of services descriped in the
Notices. This would allow a user to exercise discretion and determine whether he/she can accept the
terms of services accordingly.

c)| User Controls, facilitating users to change their settings or otherwise terminate their acceptande anytime
in the future after the initial agreement.

THe terms are important to ensure that thetend-users are clear about the behaviour and practices of{the online
site or application, in relation to the end-users’ privacy and security. The terms should be developdd with the
aig of a legal professional to ensure that they will also indemnify the service provider from potential Ig¢gal action
frdm the end-users, as a result ef $pecific losses or harm incurred due to malicious contents or unclepr policies
and practices on the website.

In|jaddition to the data protection and personal privacy provisions on the online site or application, service
providers should requifé online sites or applications hosted on their networks to implement a set of best
practices security,controls at the application level before they could go live. These should include hut are not
limited to examples/given in clause 12.2.

Aq part of alservice provider’s hosting infrastructure, servers should be protected against unauthorized access
and the akility to host malicious content. See clause 12.3 for examples of controls.

Tolpermit the enforcement of these security controls, in particular, those relating to the online site and application
security, SeTvice providers shoutdtonsiderincorporating these provisions i the terms of Servicesagreements.

11.4.4 Security guidance for consumers

Service providers should provide guidance to consumers on how to stay secure online. Service providers
may either create the guidance directly, or refer the users to available guidance sites that could provide the
contents. It is critical to educate end-users on how they can contribute to a secure Internet in relation to the
multiple roles that they can play in the Cyberspace, as described in clause 7. In addition, end-users should be
advised to take necessary technical security controls in which service providers could also play an active role,
as described in clause 11.3. Examples of guidance activities may include:

a) Periodic (for example, monthly) security newsletters to advise on specific security techniques (for
example, how to choose a good password); updates on security trends; and to provide notices of security
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b)

c)

d)

Service providers using email as the primary way of communicating with end-users should do so in a way tiat
helps endtusers resist social engineering attacks. In particular, end-users should be consistently reminded t
unsolicited emails from the service provider will never ask for

webcasts, other on-demand videos, audio broadcasts, and security information that are available from the
organization’s web portal or other security content providers.

Direct broadcasts of on-demand security education videos or webcasts covering a variety of security
topics to improve end-users’ security practices and awareness.

Incorporating a security column in the service provider’s hard-copy newsletter that are sent to end-users’
resident or office addresses to highlight key security events or contents.

Annual or other periodic end-user security seminars or road shows, possibly in partnership with other
industry players, vendors. and governments.

at

persgnal information;
user pames;
passwords; and

will ngver include security related links for the reader to click on.

When a sgrvice provider wishes a user to go to its site for information théy should tell the user how to safely
connect tq the required URL. For example, they might ask a user to type.a quoted URL into their browser and

make sureg that the quoted URL does not contain a clickable link.

As part of| the user security education and guidance against deceptive software and spyware, organizatigns
and servide providers should advise their end-users on the usg.of suitable technical security controls to protg¢ct
their systgms against known exploits and attacks. As a geheral guide, consumers should be encouraged|to

implement the controls in clause 12.4.

Annex B provides an example list of references *‘and online resources that could be used to support the

implementation of the above recommendations.

12 Cybersecurity controls

12.1 Ov]rview

Once the

isks to Cybersecurity-are identified and appropriate guidelines are drafted, Cybersecurity controls that

support thie security requirements can be selected and implemented. This clause gives an overview of the Key
Cybersecurrity controls that'can be implemented to support the guidelines laid out in this International Standafd.

12.2 Applicatien.level controls

Applicationdeyel controls include the following:

a)

b)

c)

28

Display of short notices, which provide clear, concise one-page summaries (using simple language) of the
company’s essential online policies. With this, users are able to make more informed choices about sharing
their information online. The short notices should conform to all regulatory requirements and provide links to full
legal statements and other relevant information, so customers who want more detail can easily click through to
read the longer version. With a single notice, customers can have a more consistent experience across all of
the company’s properties, with the same privacy standards and expectations extended to many sites.

Secure handling of sessions for web applications; this can include online mechanisms such as cookies.

Secure input validation and handling to prevent common attacks such as SQL-Injection. Based on the fact
that websites, which are generally considered as trustworthy, are increasingly used for malicious code
distribution, input and output validation have to be carried out by active content as well as by dynamic content.
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d) Secure web page scripting to prevent common attacks such as Cross-site Scripting.
e) Code security review and testing by appropriately skilled entities.

f)  Theorganization’s service, whether provided by the organization or by a party representing the organization,
should be provided in a fashion that the consumer can authenticate the service. This may include having
the provider use a sub-domain from the organization’s branded domain name and possibly the use of
HTTPS credentials registered to the organization. The service should avoid the use of deceptive methods
where the consumer may have difficulty determining with whom they are dealing.

13-3—Server protection

THe following controls can be used to protect servers against unauthorized access and the hosting of malicious
content on servers:

a)| Configure servers, including underlying operating systems in accordance to a baseline security copfiguration
guide. This guide should include proper definition of server users versus administrators, enforcement of
access controls on program and system directories and files, and enabling, ¢f audit trails, in par:]?icular, for
security and other failure events on the system. Furthermore it is recommended to install a minimal system
on a server in order to reduce the attack vector.

b)| Implement a system to test and deploy security updates, and ensure the server operating system and
applications are kept up-to-date promptly when new security updates are available.

c)| Monitor the security performance of the server through regular reviews of the audit trails.
d)| Review the security configuration.
e)| Run anti-malicious software controls (such as anti-vifus and anti-spyware) on the server.

f) | Scanall hosted and uploaded content regularly ising up to date anti-malicious software controls. Recognize
that a file can, for example, still be spyware\or malware even if not detected by the current contfols due to
the constraints of imperfect information.

g)| Perform regular vulnerability asséssments and security testing for the online sites and applications to
ensure that their security is adequately maintained.

h)| Regularly scan for compromises.

14.4 End-user controls

THe following is andagomplete list of controls that end-users can use to protect their systems agaipst known
exploits and attacks:

a)| Use ofssupported operating systems, with the most updated security patches installed. Orgdnizational
consumers have a responsibility to be aware of, and follow, organizational policy regarding supported
operating systems. Individual consumers should be aware of, and consider using, provider recommended
operating systems. In all cases, the operating system should be kept up to date regarding security patches.

b) Use of the latest supported software applications, with the most updated patches installed. Organizational
consumers have a responsibility to be aware of, and follow, organizational policy regarding supported
application software. Individual consumers should be aware of, and consider using, provider recommended
application software. In all cases, the application software should be kept up to date regarding security patches.

c) Use anti-virus and anti-spyware tools. If feasible, a service provider such as an ISP should consider
partnering with trusted security vendors to offer end-users these tools as part of the service subscription
package so that the security controls are made available upon signing-up the subscription, or upon renewal.
Organizational consumers have a responsibility to be aware of, and follow, organizational policy regarding
the use of security software tools. Individual consumers should use security software tools. They should
look to the provider for any recommended, provided, or discontinued security software. In all cases, the
security software should be kept up to date regarding security patches and signature databases.
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d) Implement appropriate anti-virus and anti-spyware safeguards. Common web browser and browser
toolbars have now incorporated capabilities such as pop-up blockers, which will prevent malicious websites
from displaying windows that contain spyware or deceptive software that could exploit system or browser
weaknesses, or use social engineering to trick users into downloading and installing them on their systems.
Organizations should establish a policy to enable the use of such tools. Service providing organizations
should collate a list of recommended tools, and their use should be encouraged to end-users, with guidance
on their enablement and permission granting for websites that users would like to allow.

e) Enable script blockers. Enable script blockers or a higher web security setting to ensure that only scripts
from trusted sources are executed on a local computer.

f)  Use phishing filters. Common web browser and browser toolbars often incorporates this capability,
whicH could determine whether a site that a user is visiting is found within a database of known phishing
websltes, or contains script patterns that are similar to those found typical phishing websites. The browger
would provide alerts, normally in the form of colour-coded highlights, to warn users of therpotential rigk.
Organizations should establish a policy to enable the use of such tool.

g) Use dther available web browser security features. From time to time, as new Cybersecurity risk emerggs,
web browsers and browser toolbar providers add new security capabilities to protect users against risks.
End-ysers should keep abreast of these developments by learning about such-updates that are normglly
provided by the tool providers. Organizations and service providers should-similarly review these new
capabilities and update related policies and services to better serve the needs of their organizations and
customers, and address related Cybersecurity risk.

h) Enable a personal firewall and HIDS. Personal firewalls and HIDS afe important tools for controlling netwark
serviges accessing the user systems. A number of newer operating systems have personal firewalls ahd
HIDS|incorporated. While they are enabled by default, users‘erapplications might disable them, resulting
in undlesirable network security exposures. Organizations.should adopt a policy on the use of a personal
firewgll and HIDS and evaluate suitable tools or products-for implementation so that their use is enabled
by default for all employees. Service providers should-encourage the use of a personal firewall and HIDS
functipns, and/or suggest other third-party personakfirewall and HIDS products that has been evaluated
and cpnsidered as trusted, and educate and helpyusers in enabling basic network security at the end-uger
system level.

i) Enable automated updates. While the abave technical security controls are capable of dealing with m@st
maliclous software at their respective .operating levels, they are not very effective against exploitatipon
of vulnerabilities that exist in operating systems and application products. To prevent such exploits, the
updatfing function available in pperating systems, as well as those provided by user-trusted applicatigns
(for ekample, trusted third-party evaluated anti-spyware and anti-virus products), should be enabled for
automated updates to be performed. This would then ensure that systems are updated with the latgst
securjity patches whengyverthey are available, closing the time gap for exploits to take place.

12.5 Controls against social engineering attacks

12.5.1 OVerview

Cybercriminals are increasingly resorting to psychological or social engineering tactics in order to succeed

EXAMPLE 1 The use of emails carrying URI directing unsuspecting users to phishing websites.

EXAMPLE 2  Scam mails requesting users to provide personal identification information, or information relating to
corporate intellectual property.

The proliferation of social networking and community sites provides new vehicles that further enable more
believable scams and frauds to be conducted. Increasingly, such attacks are also transcending technology,
beyond the PC systems and traditional network connectivity, leveraging mobile phones, wireless networks
(including Bluetooth), and voice-over-IP (VoIP).
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This clause provides a framework of controls applicable for managing and minimizing the Cybersecurity risk in
relation to social engineering attacks. The guidance provided in this clause is based on the notion that the only
effective way to mitigate the threat of social engineering is through the combination of:

— security technologies;
— security policies that set ground rules for personal behaviour, both as an individual and as an employee; and
— appropriate education and training.

The framework therefore covers:

—| policies;
—| methods and processes;
—| people and organizations; and

—| applicable technical controls.

12.5.2 Policies

Infline with common practices for information security risk management, basic policies governing the¢ creation,
collection, storage, transmission, sharing, processing and general use of organizational and| personal
information and intellectual property on the Internet and in the\ Cyberspace should be deterrmined and
dacumented. In particular, this relates to applications such as{jhstant messaging, blogging, P2P file sharing,
and social networking, which are normally beyond the scopé.ef enterprise network and information security.

Ad part of corporate policies, statements and penalties relating to the misuse of Cyberspace applicatipns should
algo be incorporated to deter against practices of nisuse by employees and third-parties on the|corporate
network or systems accessing the Cyberspace.

Administrative policies promoting awareness, and understanding of Cybersecurity risks, and engouraging,
if pot mandating, the learning and developrient of skills against Cybersecurity attacks, in particylar, social
engineering attacks, should be developed and promulgated. This should include requirements for regular
atfendance to such briefings and training.

By promoting suitable policies«and awareness on social engineering risks, employees can no lopger claim
igmorance of such risks and_requirements, and at the same time develop an understanding of bes{ practices
and policies expected of external social networking and other Cyberspace applications, for example, the
security policy agreement of the service provider.

12.5.3 Methods andprocesses

12.5.3.1 Categorization and classification of information

To support policies to promote awareness and protection of corporate classified and personal| sensitive
infofmation, including intellectual properties, processes for categorization and classification of irluformation
should be implemented.

For each category and classification of information involved, specific security controls for protection against
accidental exposure, and intended unauthorized access should be developed and documented.

Users in organizations could then differentiate between the different categories and classification of information
that they generate, collect, and handle. Users can then exercise the required caution and protective controls
when using the Cyberspace.

Procedures on how to handle company intellectual properties, personal data, and other confidential information
should also be developed and promulgated.
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12.5.3.2 Awareness and training

Security awareness and training, including regular updating of relevant knowledge and learning are an important
element for countering social engineering attacks.

As part of an organization’s Cybersecurity program, employees and third-parties contractors should be
required to undergo a minimum number of hours of awareness training in order to ensure that they are aware
of their roles and responsibilities in the Cyberspace, and technical controls that they should implement as
individuals using the Cyberspace. In addition, as part of the program to counter social engineering attacks,
such awareness training should include contents such as the following:

a) The latest threats and forms of social engineering attacks, for example, how phishing has evolvedfr¢m
fake Websites alone to a combination of Spam, Cross Site Scripting, and SQL Injection attacks.

b) Howihdividual and corporate information can be stolen and manipulated through social enginegring attacks,
providing understanding on how attackers can take advantage of human nature, such as~a-tendency|to
comply to requests that are made with authority (even though it can be unreal), friendly demeanour, posing
as a yictim, and reciprocation by first giving something of value or help.

¢) Whatfnformation needs to be protected and how to protect it, in accordance with the information security polipy.

d) Wherj to report or escalate a suspected event or malicious application to approach authorities or response
agengy, and information on these contacts available. For example, see AAnex B.

Organizatfons providing Cyberspace applications and services online should provide awareness materials|to
subscribefs or consumers covering the above contents within the context of their applications or services.

12.5.3.3 Testing

Employeep should sign an acknowledgement that they accept and understand the contents of the organizatiop’s
security fdolicy. As part of the process to improve awareness and ensure due attention to such risk, jan
organizatipn should consider conducting periodic tests‘to determine the level of awareness and complianice
with relatdd policies and practices. Employees can*perform a written test or undergo CBT to determine if they
understand the contents of the organization’s security policy. Such tests may include but are not limited to the
creation of targeted but controlled phishing sites, Spam, and scam mails using believable social engineering
contents. PWhen conducting such tests, it is important to ensure that:

a) the tgst servers and contents are all within the control and command of the testing team;
b) profegsionals who have prigrexperience of running such a test are engaged where possible;

c) userg|are prepared forsueh tests through the awareness and training programs; and

d) all tedt results are presented in aggregated format in order to protect an individuals’ privacy as the contgnt
presgnted in suehdests can embarrass individuals and cause privacy concerns if not adequately managed.

NOTE: Thq ethics-and legislation of each country must be taken into consideration.

12.5.4 People-and-organization

While individuals are the primary targets of social engineering attacks, an organization can also be the intended
victim. People, however, remain the main entry point for social engineering attacks. As such, people need to
be aware of related risks in the Cyberspace, and organizations should establish relevant policies and take
proactive steps to sponsor related programs to ensure people’s awareness and competency.

As a general guide, all organizations (including enterprise, service providers, and government) should
encourage consumers in the Cyberspace to learn and understand social engineering risks in the Cyberspace,
and the steps they should take to protect themselves against potential attacks.
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12.5.5 Technical

In addition to establishing policies and practices against social engineering attacks, technical controls should
also be considered and where possible, adopted to minimize exposure and potential for cyber miscreants’
exploitations.

At the personal level, Cyberspace users should adopt the guidance discussed in clause 11.3.

Organizations and service providers should undertake relevant steps described in clause 11.4.4 to facilitate
users’ adoption and use of technical security controls.

Orjganizations and service providers should also adopt the guidance provided in clause 11.4, which are
important as baseline controls against social engineering attacks in the Cyberspace.

Injaddition, the following technical controls that are useful against specific social engineering attagks should
bg considered:

a)| Where personal or corporate sensitive information are involved in online applications, copsider the
provision of strong authentication solutions either as part of the login authehtication, and/or when critical
transactions are being executed. Strong authentication refers to the usedf‘two or more additiopal factors
of identity verification, over and above the use of a user ID and password. The second and|additional
factors may be provided using smartcard, biometrics, or other hand<held security tokens.

b)| Forweb-based services, organizations should consider the use‘of' a “High Assurance Certificate’|to provide
added assurance to online users. Most commercial Certification Authorities (CA) and Interne{ browsers
are capable of supporting the use of such certificates, which reduce the threat of phishing attagks.

c)| To ensure the security of users’ computers connectiig to the organization or service providgr’s site or
application in the Cyberspace, additional controls te.ensure a minimum level of security, such as installation
of latest security updates, should be considered, Use of such controls should be published in thg End-user
Service Agreement and/or the Site Privacy apd Security Policy whichever is applicable.

13.6 Cybersecurity readiness

Annex A describes additional technical'eontrols that are applicable forimproving an organization’s Cyhersecurity
readiness in the area of event detection, through Darknet Monitoring, investigation, through Tracgback, and
response, through Sinkhole Operation.

14.7 Other controls

Other controls may-inglude controls related to alerting and quarantine of devices which are engaging in
suppicious activity-as-observed through correlation of events from service provider and/or enterprisg elements
such as DNS sérvers, router net flow, outbound message filtering and peer-to-peer communications.

13 Framework of information sharing and coordination

1 40 'l
J. I GeTricial

Cybersecurity incidents often cross national geographical and organizational boundaries, and the speed of
information flow and changes from the unfolding incident often gives limited time for the responding individuals
and organizations to act. A system needs to be established for information sharing and coordination to help
prepare and respond to Cybersecurity events and incidents. This is an important step that organizations should
take as part of their Cybersecurity controls. Such a system for information sharing and coordination should be
secure, effective, reliable and efficient.

The system should be secure to ensure that the information being shared, including details about the
coordination of activities, are protected against unauthorized access, in particular by the perpetrator of the
incident concerned. Security of information relating to Cybersecurity events is also necessary to prevent
misinterpretation and causing undue panic or alarms to the public. At the same time, integrity and authenticity
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of information are critical to ensure its accuracy and reliability irrespective of whether such information is
shared within a closed group, or disclosed publicly. The system should be effective and efficient so that it
serves its purpose with minimum resources and within the required time and space.

This clause provides a basic framework for implementing a system for information sharing and coordination.
The framework includes four areas for consideration, namely, policies, methods and processes, people, and
technical elements.

NOTE ITU-T’'s Study Group 17 is undertaking extensive work on Cybersecurity information exchange. Refer to
Table C.17 — Cybersecurity information exchange for further information.

13.2 Poljcies

13.2.1 Information providing organizations and Information receiving organizations

For the pyrpose of this framework, two types of information sharing organizations are introddced:
— IPO, and

— IRO.

As IPO, basic policies with regard to the classification and categorization¢ofvinformation, the severity|of
events anfl incidents, and the form of sharing possible should be determinéd prior to the occurrence of gny
Cybersectirity incidents, or any sharing takes place (in the case of an IPO-ttirning into an IRO to share received
information with other authorized entities in the information chain).

At the regeiving end, IRO should agree to enforce the security protection and relevant procedures uppn
receiving [nformation from the IPO, in accordance with the agréement previously reached, and based on the
classificatjon and categorization of information involved.

13.2.2 Classification and categorization of information

IPOs shodld determine the different categories ofiinformation that they collect, collate, safe-keep, and distribute.
Examples| of information categories can includé security events, security threats, security vulnerabilitigs,
suspectedfconfirmed perpetrators’ profiles, organized groups, victims’ information, and ICT system profile categori¢s.

For each ¢ategory, it should be furtherthroken down into two or more classifications based on the contents| of
the informiation involved. The minimum.-classification may be sensitive and unrestricted. If information contains
personal data, privacy classifications’may also be applied.

13.2.3 Information minimization

For each gategory and ¢elassification, IPO should exercise caution to minimize the information to be distributgd.
The mininpization isTnecessary to prevent information overload at the receiving end, to ensure efficient use
of the shdring system, without compromising effectiveness. Another objective of the minimization is omitting
sensitive information to preserve the privacy of people in IPO and IRO. In this regards, IPO and IRO shotild
determine| the desired level of details, wherever possible, for each category and classification of informatipn
that can betdenttfled priorto the actual sharing:

13.2.4 Limited audience

In line with the minimization principle, a policy to limit the audience, which may be to a specific contact person,
group, or organization, for distribution is necessary when sharing information containing private or confidential
data. For less sensitive information, such a policy should be considered to prevent information overload, unless
the benefits of maximum distribution (such as the sharing of critical security alerts) outweigh the impact of
information overload for the IRO.
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13.2.5 Coordination protocol

A high-level policy for coordinating the request and distribution (whether it is IPO or IRO initiated) should be
established. Such a policy formalizes the protocol involved, which provides a means for the IPO and IRO
to respond effectively and efficiently. Mutual authentication and verification procedures could then be built
upon such a protocol to ensure the authenticity of origin and proof of delivery where desired, in particular, for
sensitive, personal, and/or confidential information.

13.3 Methods and processes

13.3.1 Overview

Tq| effect the information sharing policies, and ensure consistency of practice, effectiveness, efficlency, and
reliability of execution, related methods and processes should be developed and implemented. Such methods
and processes should be based on available standards. Otherwise, upon operational Validation, they may be
formalized for standardization. The following clauses provide guidance on the metheds\and processgs that are
commonly used by organizations in the industry for achieving relevant objectives and policies of ipformation

Information to be shared will come from both open and closed sources Open source information is ¢ften to be
folind on the internet or from other public sources, such as newspapers. Open source information i§ generally
of the lowest classification because the originators of the infofmation can be multiple or unknown, fhe age of
the information can be undetermined and the accuracy subject to question. Closed source informe’l:on is not
publicly available, often attributable to a source and of known age. Examples of closed source inforation are
prpprietary research and analytics, or empirically gathered intelligence.

NQTE the guidance for this clause may be based on the guicome of the Study Period on this topic, referencing thg standard if
the SP proceeds to development, or adopting a summary of the text from the SP if it terminates without further dgvelopment.

13.3.3 Non-disclosure agreement

Al NDA may be used for at least twé purposes in the context of information sharing and coordjnation for
improving Cybersecurity. A typical use of an NDA is to ensure adequate handling and protection of sensitive,
personal, and/or confidential infermation shared among IPO and IRO, and pre-establishing the condition of
shiaring and further distributionand use of such information.

Injthe context of respanding to Cybersecurity events, the pre-establishment of an NDA enables swjift sharing
and distribution amgongst authorized entities to take place efficiently even if the information classifigation has
nat been clearly defined.

on is the
ents from
ve entities

p
involved for each category and classification of information.

EXAMPLE See the future International Standard ISO/IEC 29147, Information technology — Security techniques —
Vulnerability disclosure.

13.3.5 Testing and drills

To ensure effectiveness and reliability and to achieve the desired level of efficiency, methods and processes
should be developed for conducting regular testing and exercising scenario drills.

A standard methodology should be used as a reference for security testing, in order to fit it down and match
with the organization’s goals and needs.
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Security tests can be performed on high risk assets. This can be assisted by using the organization’s own data
classification nomenclature.

Security assessments should be performed on a regular basis on the:
— Application
— Operating System

— Database Management System

13.3.6 Timing and scheduling of information sharing

The requifement to share information either proactively or during an incident response will vary from' enfity
to entity. $ome organizations will have a requirement for real-time information: the moment an alért or alafm
occurs they will want the intelligence for further analysis. Other entities will not possess the, resources|to
manage real-time information sharing. In fact, many organizations may not have the ability to-manage schedlile
information sharing on any interval.

—

Information sharing timing and schedules should be defined clearly, with specific\service level objectivies
defined fof voluntary relationships and service level agreements for commercial relationships.

13.4 Pegple and organizations

13.4.1 OVerview

People and organizations are the key determinants to the success of Cybersecurity. People refer to individugls
involved in executing the methods and processes for informatiof’ sharing and coordinating to make a positjve
difference|to the outcomes of Cybersecurity events. Organizations refer to groups of people within a compgny
up to entire company involved in such activities. For effectiyeness and efficiency, the needs of both people anhd
organizatipns should to be considered.

13.4.2 Cdntacts

A list of cpntacts should be compiled by the<IPO and IRO and mutually exchanged so that each entity can
identify thg person who requested or sentinformation on the sharing community.

More grarjular contact lists may also be developed and shared in accordance with a limited audience (clause
13.2.4) and information classification and categorization (clause 13.2.2) policies.

The contact list should notycontain sensitive personal information, in accordance with the informatipn
minimization policy (clause) 13.2.3). For privacy purposes, an alias may also be considered in place of lull
name. The minimumcinformation for the contact list should include name (or alias), contactable numbgrs
(mobile phone if passible), and email address. An alternative contact may also be established for each Key
person in the contaet list.

In addition| t6-a contact list for information sharing and coordination, a separate contact list for incident escalati
may also i iti i TOTT: i i
the sharing network. For example, see Annex B.

At the minimum, the contact list should be protected against unauthorized modification to prevent corruption
and maintain integrity. Technical controls (clause 13.5) should be applied as appropriate.

13.4.3 Alliances

To facilitate information sharing, and establish common and consistent practices governed by an agreed code
of practice, and/or NDA, organizations and groups of individuals may form alliances based on their areas of
interest, which may be industry, technology, or other special interest areas. See Annex B for a sample list of
existing alliances and non-profit organizations that serve such a purpose.
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13.4.4 Awareness and training

People in organizations should be made aware of emerging and new Cybersecurity risks and train
they develop the required skills and expertise to respond effectively and efficiently when they encount

ed so that
er specific

risk involved, or received information requiring their actions to mitigate or improve a given situation. To achieve

these objectives,

— Regular briefings on Cybersecurity risk status and findings concerning the organization and th
should be provided.

— Focused training sessions Table Top simulated cyber-attack scenarios and workshops on specif

e industry

c required

areas of action should be designed, organized, and delivered, to both new comers to the group/org
with updates on a regular basis.

—|{ Regular testing, with walkthroughs of relevant scenarios to ensure comprehensive”understal
ability to execute procedures and specific tools.

THis awareness, training and testing may be performed by internal experts involvedy/external cong
other experts from members of the related alliances involved in the information sharing and coordinat

THe use of scenarios as part of the training and testing processes is _strongly recommended a
approach enables individuals to gain near real-life experience of relevant Situations and learn and p
responses required. In addition, past incidents may be used as part ef.the scenarios to maximize
legsons learnt and understanding gained from those situations.

13.5 Technical

.5.1 Overview

urity involved in the information sharing and coordination processes. A number of technical sy
utions may be designed, developed and dmplemented. This International Standard provides sg
monly used approaches and techniques that have been adopted by some organizations, ar
further adapted for improving the information sharing and coordination needs and processes to de
changing Cybersecurity risk environment.

13.5.2 Data standardization(for automated system

A{ part of the sharing network, automated systems may be developed and deployed amongst cg
organizations to collectdata on evolving Cybersecurity events for real-time and offline analysis and as
in lorder to determing)the latest security status in the Cyberspace within the boundary of the org
inyolved. Such data may include network traffic data, security updates for software systems and
ices, security vulnerabilities data, and malware, spam, and spyware data, including their pay
interceptediinformation. Automated systems supporting the first responders and incident esca
dgscribediin clause 13.4.2, would also contain data relating to organizations and people. In view of the
volume of the contents of the data involved in these systems, organizations (in particular, a

anization,

hding and

ultants, or
on efforts.

5 such an
actice the
sharing of

hnical controls and standardization may be used'to improve efficiency, reduce human error, angl enhance

stems and
me of the
d may be
Al with the

ordinating
sessment,
Anizations
hardware
oads and
lation, as
sensitivity
liances of

organizations) should evaluate the data schemas and contents to determine suitable technical c

bntrols for

improving efficiency, effectiveness, and security. These can include, but are not limited to the following:

a) standardization of the data schema for each category and classification of data collected enforcing the
information minimization and privacy policy, and providing technical assurance to all participating entities,

and data owners of such a practice;

b) standardization of data format to ease sharing and improve storage, transmission, handling and

interoperability between systems. For example, see ITU-T X.1205; and

c) standardization of basic data processing functionality and algorithms used, for example, hash function and

procedures for IP address anonymization and other pre-processing requirements.
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13.5.3 Data visualization

Consider using data visualization techniques to present events information, which helps to improve visibility

of

changes and the emerging security incident taking place without the need for the operators to read the details
of each event as it emerges. For example, see Annex A, which presents a visual representation of Darknet

activities, which facilitates a more efficient response to the changes.

13.5.4 Cryptographic key exchange and software/hardware backups

To facilitate sharing of confldentlal mformatlon a cryptographlc system, |nclud|ng a system for key exchange

that could[t yd Yy ) Yy qu

backups fpr the software and hardware, as well as the keys used in preparatlon for the sharing purposes g
emergendy recovery needs.

13.5.5 Seure file sharing, instant messaging, web portal, and discussion forum

To facilitae online interaction and quick and secure information sharing, which may include/sharing of dig
contents quch as text and multimedia files, and both online and offline discussions, th€,sharing organizatid
(IPO and |RO) should consider adopting suitable file sharing tools, instant messenger,“and online discussi
forum tools that could meet the security, effectiveness, efficiency, and reliability needs.

Web portpl provision feeds on Cybersecurity events and status should Abe implemented as a form
communigation for both public and private community interested and invelved, respectively. Where such
web porta] is used, there should be clear administrative ownership andesponsibility to ensure its security a
availability, and private areas should be provided for limited audience iAformation where necessary.

13.5.6 Testing systems

While each technical system and related methods and processes should be tested rigorously to ensure th
reliability and integrity, one or more technical systems dedi¢ated for improving the efficiency and effectiveness
testing, infparticular, scenarios testing, should be considered. Such a system may be in the form of a simulati
system to| simulate the operating environments_as“perceived by each organization of the Cyberspace, a
evolving Qybersecurity situation, providing the-capability for introducing a series of security events to facilit
required test to be performed.

13.6 Implementation guidance

The implementation of such a framework requires collaborating organizations and individuals to get toget}
(virtually dr physically) to detefmine specific policy, controls and steps to take in order to achieve its objectiy
of secure| effective, reliable;and efficient information sharing and coordination in response to emergi

Cybersectrrity incidents..The following high-level steps are recommended as a guide for the implementation:

a) Identify and gather relevant organizations and individuals to form the required information sharing 4
coordinationspetiork community, either informally or formally;

b) Determine-the role(s) of each organization/individual involved either as IPO, IRO, or both (clause 13.2.1

eir
of
on

d
te

hd

c) Establish the kind of information and coordination required that would be beneficial to the community;

d) Performinformation categorization and classification to determine if any sensitive and/or privacy informati
are involved (clause 13.2.2);

e) Establish policies and principles governing the community and the information involved (clause 13.2);

f) Determine the methods and processes required for each category and classification of information involv
(clause 13.3);

g) Determine performance requirements and criteria, and establish Code of Practice and sign NDA
necessary (clauses 13.3.3 and 13.3.4);

on

ed

as
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Identify required and suitable standards and technical systems to support the implementation and

operations of the community (clause 13.5);

Prepare for operation; collate contact list; and conduct awareness and training workshops to prepare

stakeholders;

Conduct regular testing, including scenarios walkthrough and simulation, as necessary (clauses

13.3.5 and 13.5.6);

Conduct periodic, post-test, and post-incident reviews to improve the sharing and coordination systems, including
people, processes, and technology involved:; expand or reduce the size of the community as necessary.

N(

requirements and ISO/IEC 27003, Information technology — Security techniques — Information seeurity m

sy

TE ISO/IEC 27001, Information technology — Security techniques — Information security managemé

stem implementation guidance provide requirements and implementation guidance respectively.

nt systems
Bnagement
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Cybersecurity readiness

A.1 0 UIV;CW

The Cybefsecurity controls described in clause 12 minimize organizations and end-users’ exposure andrisi to
most of the known Cybersecurity attacks. Upon the emergence of Cybersecurity incidents, the framework for
information sharing and coordination described in clause 11 provides for establishing a system for, information
sharing arjd coordination in preparation for responding to Cybersecurity events and incidents.Such informatipn
is adequajely protected between the IPO and IRO.

While thege controls reduce risk and improve incident handling and management, ¢yber criminals or other
miscreantp will continue to develop new or evolve current attacks to overcome existingprotections. It is therefqre
also impoftant for organizations to implement systems and infrastructures that(enable a more dynamic and
rigorous approach to security attack detection, investigation and response.

ISO/IEC 2J7031 provides guidance on management systems and related pro€esses to prepare an organizatiop’s
ICT systenns to detect and respond to emerging security events, including‘Cybersecurity events. This guideline
highlights|additional technical approaches that are applicable for improving an organization’s Cybersecutlity
readiness|in the area of event detection, through Darknet Monitoting, investigation, through Traceback, apd
response,|through Sinkhole Operation.

Organizat|ons, in particular ClIPs should consider leveraging these approaches to improve their Cybersecutity
readiness|and therefore status.

A.2 Darknet monitoring

A.21 Introduction

The Darknetis a set of IP addressesthatare not used in organizations. IP addresses in Darknet are not assigned
to any opgrational servers/PC systems. By using monitored packets in the Darknet IP domains, organizatigns
could observe emerging network/ attacks, including malware-initiated network scanning, malware infectipn
behaviourl and DDoS Backscatters. Since IP addresses of the Darknet are public, but are not assigned|to
legitimate|hosts, all incoming traffic belonging to Darknet IP domains can be inferred as a consequence|of
either maljcious activities;-or that of incorrect configurations.

There are| in general; three methods commonly used in Darknet to observe malicious activities related traffics
on the Intg¢rnet,\namely, Black Hole Monitoring, and Low and High Interaction Monitoring.

A.2.2 Black-holemoniforing

Black Hole monitoring refers to monitoring systems which do not respond to anything against incoming packets
found within the Darknet IP domains. This type of monitoring system is often used to quietly observe network
ports scanning by malware, and malware infection behaviour (UDP with payload including shell code) and
DDoS Backscatters. Network port scanning is often the initial step taken by attackers to search for vulnerable
host systems that can be exploited. The malware infection behaviours are normally the follow-up steps taken
by the attackers after identifying the vulnerable host systems. Such infection actions are often observed to use
UDP with payload on the black hole monitoring. Furthermore, DDoS Backscatters are also observed by means
of Black Hole monitoring in the case of spoofing source IP addresses (attackers) and the target of DDoS can
be recognized by this Backscatters traffic. Figure A.1 depicts a screen capture of a visualization of the malware
activities detected by a Black Hole monitoring system. A sample video link can be found here: https://www.
youtube.com/watch?v=asemvKgkib4&feature=related.
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