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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standard
(ISO member bodies). The work of preparing International Standards is normally carried out thro

s bodies
ugh ISO

technical committees. Each member body interested in a subject for which a technical committee has been
tablished has the right 1o be represenied on that committee. International organizations, governmental and

n-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization)

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part .

with the

he main task of technical committees is to prepare International Standards. DraftyInternational Standards

opted by the technical committees are circulated to the member bodies for [voting. Publicatig
Imternational Standard requires approval by at least 75 % of the member bodies'casting a vote.

b i >

ghts. ISO shall not be held responsible for identifying any or all such patent rights.

BO/IEC 29159-1 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information teq
ubcommittee SC 37, Biometrics.

0

calibration, augmentation and fusion data:

-+ Fusion information format

n as an

ttention is drawn to the possibility that some of the elements of this document may be the subject jof patent

hnology,

BO/IEC 29159 consists of the following parts, under the,general title Information technology — Biometric

© ISO/IEC 2010 — All rights reserved
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Introduction

Biometric systems embed disparate technologies and comparison algorithms. Although some of these have
been published, most are entirely proprietary. Most current verification or identification applications employ a
single biometric modality. That is, information is acquired from a body part or an exhibited behavior with the
intent of ore or Tess uniquely identifying the individual. For example, an access control system can image ih
hand andl use geometrical features. A social benefits program can collect fingerprints from applicants asrinpiit

This parf of ISO/IEC 29159 addresses the most common and most readily implemented method of fusion:
score-leyel fusion. This is implemented after two or more systems have~processed and matched
individual's biometric information to one or more enrolled samples and produ¢ed scalar comparison scores ds
output. The scores can be either genuine (same-person) or impostor (different-person) scores and a fusi
scheme [s designed to combine such scores so that the class boundary between genuine and impostor scorgs
is refined.

Distributipns of comparison scores are unique to each biometric comparison subsystem. Score ranges an
the shapps of the distributions can differ greatly. Fusion is oftef-implemented in two ways.

deviption are sometimes effective, but-more sophisticated techniques utilize detailed knowledge of th
entife score distribution. The fusion information format (FIF) defined in this part of ISO/IEC 29159

datg exchange, this part of ISO/IEC 29159 supports a modular approach to biometric systems integrati
in which both the comparison- and fusion algorithms remain protected as black-box pieces of intellectu
progerty. Thus this partCef ISO/IEC 29159 envisages an application in which two (or more) underlyin
acquisition and comparison technologies (hand geometry and fingerprint, for example) each generate
score which is fed.to)a fusion module which has been initialized with an appropriate instance of the FlI
defiped herein.

Y Q =

Figure 1|depicts:the logical role of the records in a (notional) multimodal fusion process.

This part ©f, [SO/IEC 29159 deflnes contalners for the distributional score information from a comparlson

multivariate scores (i.e. those from two or more vendors' subsystems or modalltles) ThIS means that
multimodal fusion is not supported by a description of the joint distributions of the biometric scores. This is
often a minor limitation because different modalities are often assumed to be independent. Even when the
scores are not independent, as is the case for multi-algorithm applications, score-level fusion techniques often
remain effective, even if they are not optimal.

This part of ISO/IEC 29159 is intended to support interoperability and data interchange among biometrics
applications and systems. As such it specifies requirements that solve the complexities of applying biometrics
to a wide variety of personal recognition applications, whether such applications operate in an open systems
environment or consist of a single, closed system. Open systems are built on standards based, publicly
defined data formats, interfaces, and protocols to facilitate data interchange and interoperability with other

Vi © ISO/IEC 2010 — All rights reserved
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systems, which can include components of different design or manufacture. A closed system can also be built
on publicly defined standards, and can include components of different design or manufacture, but inherently
has no requirement for data interchange and interoperability with any other system.

Biometric data interchange format standards and biometric interface standards are both necessary to achieve
full data interchange and interoperability for biometric recognition in an open systems environment. The
biometric International Standards developed within JTC 1/SC 37 form a layered set of International Standards
consisting of biometric data interchange formats and biometric interfaces, as well as application profiles that
describe the use of these International Standards in specific application areas.

FIF Record for
Face Comparison
Subsystem

Decision
Logic

A

A 4
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module
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stem
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Biometric Bigmetric
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Figure1 — Schematic representation of fusion information format usage
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Information technology — Biometric calibration, augmentation
and fusion data —

Part 1:
Fusion information format

1 Scope

his part of ISO/IEC 29159 specifies a biometric fusion information format that ‘establishes machine [readable
ata formats to describe the statistics of comparison score inputs to a fusion\process.

Qo —

—

his part of ISO/IEC 29159 does not

— standardize comparison-score normalization processes, nor

— standardize or define fusion processes.

Conformance

ecords are conformant to this part of ISO/IEC\29159 if they conform to all normative requirements of
lause 6. This requires conformance to either.Clause 8, 9, or 10, each of which requires conformanice to the
tated subclauses of Clause 7.

OO0 N

)

Normative references

—

he following referenced doeuments are indispensable for the application of this document. Fpr dated
bferences, only the editioh cited applies. For undated references, the latest edition of the rgferenced
locument (including any améendments) applies.

(o Ni=]

FEE 754-2008, IEEE Standard for Floating-Point Arithmetic

BO/IEC 197852152006, Information technology — Common Biometric Exchange Formats Framework —
Rart 1: Data ‘element specification

BO/IEC 19794-1:2006, Information technology — Biometric data interchange formats — Part 1: Framework

4 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19794-1 and the following
apply.

41

biometric sample

analog or digital representation of biometric characteristics prior to biometric feature extraction

NOTE A biometric capture device is a biometric capture subsystem with a single component.

© ISO/IEC 2010 — All rights reserved 1


https://standardsiso.com/api/?name=acb85e4d711a02595642ec323bafae64

ISO/IEC 29159-1:2010(E)

4.2
cumulative distribution function
probability that a variate takes on a value less than or equal to a number

4.3
genuine score
comparison score from comparison of two samples from one person

4.4
impostor score
comparigon score from comparison of two samples from different persons

4.5
location|parameter
generic measure of the position of a distribution

NOTE The location parameter is not necessarily the mean of a distribution.

4.6
probability density function
derivative of the cumulative distribution function

4.7
scale parameter
generic measure of the breadth of a distribution

NOTE The scale parameter is generally not the variance (nor the stahdard deviation) of a distribution.

4.8
comparison score
scalar oltput from biometric comparison subsystem

NOTE The term comparison score is used generically in this part of ISO/IEC 29159 for both distances (small¢
indicates [greater likelihood that samples come fronixéame person) and similarity scores (higher indicates same-person)).
This distirjction is conveyed explicitly in the score sense type defined in 6.4.9.

=

5 Symbols and abbreviated terms

For the purposes of this dociment, the following abbreviations apply. In tables that define binary recornd
structures the use of the symibol "M" in the status column indicates that the field itself is mandatory. A value ¢f
"O" indigates the field is-optional. This means that the bytes for the fields might not be present. In all casés
records ¢an be parsed-because the presence or absence of an optional field is recorded in a preceding field.

CBEFF Comfon Biometric Exchange Formats Framework
CDF ctmulative distribution function

ECDF empirical cumulative distribution function

FAR false accept rate

FMR false match rate

FIF fusion information format

PDF probability density function

ID identifier

2 © ISO/IEC 2010 — All rights reserved
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6 Fusion information format (FIF)

6.1

6.1.1

Overview

Record structure

ISO/IEC 29159-1:2010(E)

The FIF record is used to support modularity in multi-modal biometric and decision support systems. Its format
is given in Table 1.

NOTE An application should establish a profile of part of the ISO/IEC 29159 standard. A default profile would
explicitly call out one of the record types.
Table 1 — Fusion information format record structure
9”
Fusion header block Type 1 Record and/ Type 2 Record and/b;\ Type 3 Re(‘ord
(see clause 6.1.3) or (see clause 6.1.4) r‘]; (see clause 6.1.5)
C
6.1.2 Header structure
Tlhe fusion header block structure defines the format of the record,*and indicates the content. Its format is
diven in Table 2.
Table 2 — Fusion header.block structure
Fusion = Format Version Record @o etric
header Identifier Number Length Q(\ Type
block N ”
Clause 6.4 6.4.2 6.4.3 6.44 6.4.5
25 bytes 4 4 4 3
I Comparison | Database Enrolment Verification Score Number of
Subsystem ID Database Database Sense Type
row continuation Product ID quality quality Ipstances
6.4.6 6.4.7 6.4.8 6.4.8 6.4.9 6.4.10
4 2 1 1 1 1
6.1.3 Type 1 record structure
Tlhe fusion header block structure defines the format of the record, and indicates the content. Its format is
diven in Table 3.
Table 3 — Type 1 record structure
‘ — Type | Distributions Impostor Distribution Genuine Distribution '
Pl Num Comp Loc Scale Num Comp Loc Scale
clause 8.2 8.2.3 8.24 8.2.5 8.2.6 8.2.7 8.2.8 8.2.9 8.2.10
26 or 50 bytes 1 1 4 10 10 4 10 10

6.1.4 Type 2 record structure

The fusion header block structure defines the format of the record, and indicates the content. Its format is

g

© ISO/IEC 2010 — All rights reserved
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Table 4 — Type 2 record structure

_| Type Distributions Present | Impostor Distribution CDF Genuine Distribution
CDF
clause 9.2 9.2.3 9.24 9.2.5 9.2.6
16N+13 or 32N+22 bytes 1 1 16N+11 16N+11
6.1.5 Type 3 record structure
The qui Pil hUGdUI b:UL’:\ Otl uutul < deII 1o thU fUI LIl IGt Uf thc LA~AYAY] | d Al Id ;I Id;UGtUO thc CUI ItUI It. :tc fUI LILJ IGt =4
given in Table 5.

Table 5 — Type 3 record structure

_| Type Distributions Present | Impostor Distribution CDF GenL}i\ > Distribution
.~ CDF
dlause 10.2 10.2.3 10.2.4 10.2.5 10.2.6
16N-18|or 32N-38 bytes 1 1 16N-20 16N-20

6.2 Byte ordering

Within tHe FIF record, and all well-defined data blocks therein, all multi-byte’quantities shall be stored in Bi
Endian format. That is, the more significant bytes of any multi-byte quantity are stored at lower addresses |
than the less significant bytes.

memory

EXAMPLE

and secomnd byte=00000001b.

6.3 Nymeric values

All numgric values present in the defined Types‘of this part of ISO/IEC 29159 are fixed-length unsigne

integer quantities, unless specified otherwise.

All numgric values given in the text of this-part of ISO/IEC 29159 are decimals, unless preceded by 0x, f
hexadecimal, or suffixed by a_"b! to indicate binary.

indicate

For example, the value 1025 (2 to the 10th power plus-one) would be stored as first byte= 00000100

Table 6— Textual representation of numerical value

E ple value Radix Decimal value
1070b 2 10

39 10 39

OxF5 16 245

Double grecisian numbers shall be conformant with IEEE 754.

- Q

[oX

NOTE

6.4 Fusion header block

6.4.1 General

The fusion header block of Table 7 shall be present as the first block in all FIF records.

I'he speciiication of [EEE 794 may not be sufificient 10 avoid numerical Inaccuracy.

© ISO/IEC 2010 — All rights reserved
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Field Status | Size (bytes) | Valid Values Notes
Format identifier M 4 0x46494600 ASCII string "FIF" with null terminator
Version number M 4 0x30313000 ASCII string "010" with null terminator
Record length M 4 1<L<2%1 Length of entire record in bytes
Biometric type M 3 0 <t <0x080000 | The modality from which this record came from
Comparison subsystem |M 4 >0 Currently vendor specified ID.
product ID
atabase ID M 2 0 Currently vendor specified 1D
Enrollment sample M 1 [0-100],254,255 | Aggregate qualities of the samples used
Quality to compute the comparison score stdtistics
erification sample M 1 [0-100],254,255
quality
bcore sense M 1 Oor1 Distances or similarities? Séeyclause 6.4.9.
Number of type instances | M 1 1<N<4 0 is not allowed

6.4.2 Format identifier

he (4-byte) format identifier shall begin with the three ASCIl characters ‘FIF’ to identify the r
bllowing this part of ISO/IEC 29159, followed by a zero byte as a null string terminator.

= —]

6.4.3 Version number

—

terminator. The value denotes the version of this part of ISO/IEC 29159.

Tlhe first and second character represents the major. version number and the third character repre
inor revision number.

he version number shall be 0x30313000 which is “010” — Version 1 revision 0.

.4.4 Record length

he (4-byte) record length block shall be the combined length in bytes for the entire record. It shall be
the fusion header block length (25 bytes) and any Type 1, 2 or 3 record lengths that follow.

.4.5 Biometric type
he (3-byte) valuev-shall be taken from CBEFF's enumeration of biometric modalities
IFO/IEC 19785-472005, 6.5.6. This value allows an application to know what biometric modality is rep
the instancé/of'the fusion information format.

XAMPLE\\For scores from an implementation using vein patterns this value would be 0x040000.

pcord as

he (4-byte) version number shall consist of three ASCIl numerals followed by a zero byte as a NULL string

bents the

the sum

piven in
resented

.4.6 ~ Comparison subsystem Product ID

The (4-bytes = 2 + 2 bytes) identifier of the comparison subsystem algorithm (i.e. comparing the biometric
probe with the biometric reference) that produced the scores information described in this FIF record shall be
recorded according to Table 8. These two values are the CBEFF Product Identifiers described in

ISO/IEC 19785-1:2006.

© ISO/IEC 2010 — All rights reserved
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Table 8 — CBEFF Product Identifiers

Assigned by Length Description
Product ID (stored in the first two bytes) IBIA 2 bytes See ISO/IEC 19785-1:2006
Version Number (stored in the second two bytes) | Vendor 2 bytes

NOTE 1

It can be argued that a Product ID field is not needed because the statistical information embodies all that is

needed by a fusion module. The field is however useful to support, for example, version control and caching.

NOTE 2 The Product ID alone is likely insufficient to execute score normalization. It may nevertheless be useful to
applicatiops using the records of this part of ISO/IEC 29159.

6.4.7 Database ID

The (2-Qyte) vendor-specified identifier of the database used by the vendor's comparisory subsystem in
creation |of the scores used in the computation of the data contained in fields 4 and 5 shall’ be recorded
according to Table 9. This field might be used
— by 4 comparison subsystem provider to arbitrarily indicate what data they used,in computing the FIF

recgrd contents, or
— in ap application profile or requirements document to firmly specify that suppliers must use a specific
entry (for example item 49, the MINEX POEBVA fingerprint calibration database).
NOTE ISO/IEC JTC 1 SC 37 maintains a process for registration <of ‘0ther databases for use in generating
ISO/IEC 39159-1 records. The Registry of Database IDs includes the databases listed below.
Table 9 — Databaseidentifiers

Dataset IP Distribution = Modality

0 Unspecified

1 Unknown

2 Composite

3-15 Reserved

16. FERET Face Database http://www.itl.nist.gov/iad/humanid/colorferet/ Face

17. Yale Face Database hifp://cvc.yale.edu/projects/yalefaces/yalefaces.html Face

18. PIE Database CMUhttp://www.ri.cmu.edu/projects/project 418.html Face

19. AR Database httpi//icobweb.ecn.purdue.edu/~aleix/aleix_face DB.html Face

20. FRGC | Database http://face.nist.gov/frvt/ Face

21. FRGC |l Database http://face.nist.gov/frvt/ Face

22. FRVTZ2002 HCInt (i.e. FRVT 2006 Low Resolution) Database http://face.nist.gov/frvt/ Face

23. FRVT2006 High Resolution Database http://face.nist.gov/frvt/ Face

24. ERVT 2006 Very High Resolution Database http://face.nist.gov/frvt/ Face

25. FVC 2000 Finger

26. FVC 2002 DB1 http://bias.csr.unibo.it/fvc2002/ Finger

27. FVC 2002 DB2 htip://bias.csr.unibo.it/fvc2002/ Finger

28. FVC 2002 DB3 http://bias.csr.unibo.it/fvc2002/ Finger

29. FVC 2002 DB4 (synthetic) http://bias.csr.unibo.it/fvc2002/ Finger

30. FVC 2004 DB1 http://bias.csr.unibo.it/fvc2004/ Finger

31. FVC 2004 DB2 http://bias.csr.unibo.it/fvc2004/ Finger

32. FVC 2004 DB3 http://bias.csr.unibo.it/fvc2004/ Finger

33. FVC 2004 DB4 (synthetic) http://bias.csr.unibo.it/fvc2004/ Finger

34. FVC 2006 DB1 http://bias.csr.unibo.it/fvc2006/ Finger

35. FVC 2006 DB2 http://bias.csr.unibo.it/fvc2006/ Finger

36. FVC 2006 DB3 http://bias.csr.unibo.it/fvc2006/ Finger

6 © ISO/IEC 2010 — All rights reserved
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http://bias.csr.unibo.it/fvc2002/
http://bias.csr.unibo.it/fvc2004/
http://bias.csr.unibo.it/fvc2004/
http://bias.csr.unibo.it/fvc2004/
http://bias.csr.unibo.it/fvc2004/
http://bias.csr.unibo.it/fvc2006/
http://bias.csr.unibo.it/fvc2006/
http://bias.csr.unibo.it/fvc2006/
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Dataset ID Distribution Modality
37. FVC 2006 DB4 (synthetic) http://bias.csr.unibo.it/fvc2006/ Finger
38. NIST Special Database 27 http://fingerprint.nist.gov Latent finger
39. NIST Special Database 29 http://fingerprint.nist.gov Finger
40. MCYT Fingerprint subcorpus http://atvs.ii.uam.es/bbdd_EN.html Finger
41. MCYT Signature subcorpus http://atvs.ii.uam.es/bbdd_EN.html Signature
42. BANCA still http://www.ee.surrey.ac.uk/banca/ Face
43. BANCA video http://www.ee.surrey.ac.uk/banca/ Voice

4- BANGCA-high-guality—httpHwwiw-e0-6urrey-ac-tikibanecat Moice
45. BANCA low quality http://www.ee.surrey.ac.uk/banca/ Voite
46. NIST Speaker Verification http://www.nist.gov/speech/tests/spk/2005/ Voige
47. NIST Speaker Verification http://www.nist.gov/speech/tests/spk/2006/ Voige
48. CASIA Iris http://www.nlpr.ia.ac.cn/english/irds/irisdatabase.htm Iris
49. Bath Iris http://www.irisbase.com Iris

0. ICE 2005 http://iris.nist.gov/ice/ Iris

b1 ICE 2006 http://iris.nist.gov/ice/ Iris

b2. NIST MINEX DHS2 calibration set http:/fingerprint.nist.gov Finger
b3. NIST MINEX POE calibration set http://fingerprint.nist.gov Fingl;er
b4 NIST MINEX DOS calibration set http://fingerprint.nist.gov Finger
b5. NIST MINEX POEBVA calibration set http:/fingerprint.nist-gov Finger
6. TURBINE GUC100 http://www.nislab.no/guc100 Finger
b7.-2047 Reserved
2048 - 65535 Vendor assigned, possibly non-public and non-unique across vendors

b

OTE 1 Although some of these databases are not available to the public they are listed here to supg
plibration efforts.

Q

=z

OTE 2  Although some of these databases are-not freely available, they are listed here to point out their ex
sers of this part of ISO/IEC 29159.

)

NOTE 3  The performance of fusion systems will have some sensitivity to the databases used. This is be
bmparison score distributions obtained\by“matching samples from one database will generally be different
another. See Annex C for a discussion 'of the stability of distributions.

(@]

6.4.8 Database quality

he qualities of the samples in a database may have been aggregated together to form a scalar
uality value. Two (4-byte) quality summary values shall be stored in consecutive fields, the firs
bference samples;-the second for the probe samples. A value of 0 shall represent the lowest possib|
nd the value 100)shall represent the higher possible quality. For each field, the allowed values are
able 10.

—=HQ = 0O

Table 10 — Database quality values

ort future

istence to

Cause the
than from

Jatabase
t for the
e quality
given in

Value Meaning

0-100 Assigned value

254 Unassigned because no attempt was made to compute value

255 Unassigned because of failed attempt to assign a quality
score

6.4.9 Score sense

The raw outputs from biometric comparison subsystems may be either distances or similarities. Small values
for distances indicate greater likelihood that the score is a genuine score; for similarities, higher values

indicate this. A 1 byte field with values allowed by Table 11 shall be used to record score sense.
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NOTE

Table 11 — Score sense codes

Sense Value (1 byte)
Distance 0
Similarity 1

The use of the word distance does not necessarily imply that values have the metric property.

6.4.10 Number of type instances

The (1-b
record. A
one of th
EXAMPLI

NOTE

record shall contain zero or one instance of each Type, but there shall always be one instanceq
em. Thus the number of type instances shall be on 1, 2 or 3.

An application profile (or equivalent specification) might appropriately call-out one specific type.

7 Common elements

7.1

This cla
ISO/IEC
respectiv

Note that in some tables the first column is entitled "Field" and’contains a numeric entry. These are included
ase of reference to the rows — the values should net:be included in instances of the standard's binany

only for ¢
records.

7.2 Pa3

Table 12

General

rameter kind

Table 12> Identifiers for statistical quantities

F  If both a Type 1 and Type 3 instance are present, this value will be 2.

se defines generic data structures to support the TypeA,<2 and 3 records of this part of
29159. This clause also includes tables that enumeratevaldes and associates them with thejr
e meanings.

gives integer values as identifiers for.guantities needed to describe a distribution.

=h

Kind Description Notes

0. unspecified the producer neglects to specify (usually unacceptable)

1. unknown unknown quantity

2. mean

3. median

4. mode

5. minimum extreme values not true location parameters

6. maximum

7. fminimum + maximum) / 2

8. TUKEy'S trimean

9. generic location parameter

10. - 31. |undefined

32. variance

33. standard deviation

34. median absolute deviation (MAD) | Actually 1.4826 (med(abs(x-med)) where the constant 1.4826

normalizes so that the expectation value of the mad is equal to the std.
deviation of a normal distribution.

35. (maximum — minimum) extreme values not true location parameters

36. generic scale parameter

37. skewness
8 © ISO/IEC 2010 — All rights reserved
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Kind Description Notes

38. kurtosis

39. -65. |undefined

66. generic parameter | for distributions parameterized by more than just location and scale

67. generic parameter |

68.-95. |undefined

96. cumulative distribution function as discrete pairs (x;, F(xi)) fori=1...N as used in Type 2

97. cumulative distribution function as a B-spline representation used in Type 3

98. — 255 | undefined

NOTE 1 An application may well effect the same transformation regardless of which kind of values the.re¢prd holds,
elg. linear transforms such as (x-mean)/stdev and (x-median)/mad.

NOTE 2  The range of parameters is wide. For a specific application it will be necessary to narrowly specify these. This

T

—

properly done in an application profile, or other requirements document.

7.3 Parameter origin

he (1 byte) value of Table 13 shall be used to indicate the origin of the parameter.

Table 13 — Origins of statistical data

Origin Distribution of what quantity & -
RQ)
0. Unspecified — value(s) whose origin is not divulged
1. Unknown — value(s) with undetermined origin
2. Empirical — value(s) estimated from experiment and sample data
3. Known a priori — value(s) known, by design, or theoretical considerations. For a
distribution this value would indicate it is known in closed-form.
4. —254 Reserved

o = -

7.4 Distributions present

Table 14 — Distribution information present

he (1 byte) value shall be used to.indicate which of the impostor and genuine distributions are inclfided in a
bcord. The allowed values are given in Table 14. This field shall contain the value 0x01, 0x02 or 0x(3. When
oth distributions are presentthe impostor distribution shall precede the genuine distribution.

Value Distributions present
0x01 Impostor

0x02 Genuine

0x03 Impostor and Genuine
0x04 - OxFF Reserved

.0 Number orf comparisons

The (4-byte) number of genuine or impostor comparisons used to estimate the Type 1, 2 or 3 information shall
be encoded in this field. A value of zero shall be used when this value is unknown.

7.6 Pre-normalization flag

The (1 byte) value of Table 15 shall be used to indicate whether scores from the comparison subsystem exist
on an arbitrary range or have been pre-normalized. For the purposes of this part of ISO/IEC 29159, this
means that a fusion module may regard the scores produced by the comparison subsystem to be uniformly
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distributed on the range [0,1]. This supports direct use of scores without need for interpolation. See Annex C
for information on the meaning of this field.

NOTE 1 This field is present in the Type 2, or 3 records for the genuine and impostor distributions. If a comparison
subsystem produces pre-normalized impostor scores, the genuine scores will not be uniform, and vice versa. Thus it will
never make sense for the records of this part of ISO/IEC 29159 to indicate that both the impostor and genuine scores are
pre-normalized.

NOTE 2 Implementations conformant to BioAPI [1] return "FAR values". This means that internally generated impostor

scores are either naturally on [0,1] or have been normalized by the expected impostor CDF of those scores. The result will

bt oa o £ B-hb. tadl t I TN 3 al0- 41
be that the-eutputimpestorseeresecan-be-expectedto-beuntformon{o -

Table 15 — Pre-normalization codes

Range of scores | Value (1 byte)
“00 < X < o0 0
0<x<1 1

Pre-normalization status
Not normalized
Pre-normalized

8 Type 1 record

8.1 Purpose

The Typge 1 record holds minimal statistical information about the imposter and/or genuine scores from fa
biometrig system. This information may be used for rescaling scores before a fusion operation.

8.2 Fgrmat

8.2.1 Supporting datatype - Subtype A

Subtype [A contains the kind (see clause 7.2), origin (clause 7.3) and value of a scalar statistic. The format
given in Table 16.

[

Table 16 — Subtype A format

Field | Status | Description . ° ,‘I:ength (bytes) = Data type | Allowed values Example

1 M Parameter kifid 1 uint See Table 12 3 (median)
2 M Parameter'origin | 1 uint 0-3 2 (empirical)
3 M Parameter'value | 8 double Range of double | 2.998 x 10°

8.2.2 Definition

The format of a Type>1irecord shall be that shown in Table 17. Either the impostor data or the genuine data g
both sha|l be present'(i.e. the valid sizes are 26 or 50 bytes).

=

Table 17 — Type 1 record format

Field | Status | Description Length (bytes) | Data type Allowed values | Example

1. M Type 1 uint 1 1

2. M Distributions present 1 packed bit field | 0x01, 0x02, 0x03 | 0x01

3. (0] Impostor number of comparisons | 4 uint [0,232 -1] 40000

4. Impostor distribution location 10 Subtype A (312.998)
5. Impostor distribution scale 10 Subtype A (34 1 0.308)
6. (0] Genuine number of comparisons |4 uint [0,232 -1] 240

7. Genuine distribution location 10 Subtype A (318.310)
8. Genuine distribution scale 10 Subtype A (34 1 1.406)
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8.2.3 Type

The Type for a Type 1 record shall be 1 stored in 1 byte.

8.2.4 Distributions present

2010(E)

Those distributions present in the Type 1 record shall be recorded in the bits of a Distributions Present field.

8.2.5 Impostor number of comparisons

T
N

he number of comparisons used in the computation of the impostor score statistics shall be re¢or
umber of Comparisons field.

8

I1

o _Z

f

=z —

.2.6 Impostor distribution location

present, this Subtype A field shall contain the kind, origin and value for a location parameter of the
core distribution. If present, this value shall be followed by the scale information in 8.2.7.

OTE If it is sensible that a normalization scheme involves only translation (i.e.ng _scaling), then the scale
f 8.2.7 can be set 1.

.2.7 Impostor distribution scale

present, this Subtype A field shall contain the kind, origin ardyvalue for a scale parameter of the
core distribution.

.2.8 Genuine number of comparisons

he number of comparisons used in the computation of the genuine score statistics shall be recor
umber of Comparisons field.

f

If

Q

.2.9 Genuine distribution location

present, this Subtype A field shall-contain the kind, origin and value for a location parameter of the
core distribution. If present, this value shall be followed by the scale information in 8.2.10.

.2.10 Genuine distribution_scale

present, this Subtype A field shall contain the kind, origin and value for a scale parameter of the
core distribution.

.3 Use case(Informative)

biven twoMype 1 records, one from a fingerprint comparison subsystem (A) and another fron
pompatison subsystem (B), score-level fusion could be implemented as the sum of z-normalized scor

Hed as a

impostor

barameter

impostor

Hed as a

genuine

genuine

n an iris
BS as:

e = (A amaan) /aciama + (h hmaan)/ heiaqama
s = {a—ameaniiasigma {b—bmeanbsigma
where

a = raw score from fingerprint comparison subsystem

b= raw score from iris comparison subsystem

amean = estimated mean of impostor scores from comparison subsystem A

asigma = subsystem A

estimated standard deviation of impostor scores from comparison

bmean = estimated mean of impostor scores from comparison subsystem B

bsi =
slgma subsystem B

© ISO/IEC 2010 — All rights reserved
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9 Type 2 record

9.1 Purpose

A Type 2 record shall contain cumulative distribution functions of either or both of the impostor and genuine
comparison score distributions. If both distributions are present, the impostor distribution shall precede the

genuine distribution.

NOTE 1

Example CDFs are shown in Annex A.

NOTE 2 Fusion modules

requiring probability density functions (PDFs) may estimate them by numerical

differentigting the CDFs. Type 2 does not include PDFs natively because of the need to specify an interval.

NOTE 3
array dats

interval xii < a < x; such that interpolation between F(xi.1) and F(x;) can be applied to get value F(a).

9.2 Fgrmat

9.2.1 Supporting datatype - Subtype B
Subtype
table by
increasing order. Thus:

If F(x) denotes a CDF, then its evaluation for score, a, involves the look-up of score, a, in the Subtype B tw¢-
structure. This may be implemented by means of a binary search of the first vector to find the-index i for th

B is a structure for discrete samples of a real-valued unidimensionalfunction. It establishes a look-u
ncluding two arrays of equal length, N: the x values and the f(x)«alues. The values are sorted on x i

1. |if the i-th element of the first vector is x; then i-th element of-the second vector is f(x;);

2. Kysx;sxy foralli=1...N.
The format shall be that given in Table 18.

Table 18 — Subtype B format

Hield | Status = Description ktjb'tvh (bytes) Data type | Allowed values = Example
NS

1 M Parameter kind 1 uint 96 96 (cdf)

2 M Parameter origin 1 uint 0-3 1

3 M Pre-normalized 1 uint 0,1 0

4 M Number of comparisons | 4 uint [0,232 -1] 1.5 10°

5 M Number pf-eléments, N | 4 uint 0<N<2%-1 | 800

4 M N x-values 8N double range of double | (0.2, 0.4, 0.8)

1 M N f(x)-values 8N double range of double | (7, -4, -1)

9.2.2 Definition

The format of a,Type 2 record shall be that shown in Table 19. Either the impostor data or the genuine data g

both sha|l bé'present (i.e. the valid sizes are 13+16N or 24+32N bytes).

[©]

- O

=

Table 19 — Type 2 record format

Field | Status | Description Length (bytes) Data type Allowed values = Example

1. M Type 1 uint 2 2

2. M Distributions present | 1 packed bit field | 0x01 - 0x03 0x01

3. o Impostor distribution | 11+16N Subtype B One or both

4. (0] Genuine distribution | 11+16N Subtype B required
NOTE 1 The value of N in the length fields is the number of (x, F(x)) pairs.

12
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NOTE 2  The values contained in the Subtype B record for one of the distributions (say, the impostor) are usually
empirically derived. If the underlying distribution is known, the values could be samples of the known CDF. For a Normal
distribution the CDF is 0.5(1+erf(x/\2)).

9.2.3 Type

The type for a Type 2 record shall be 2. It shall be stored in 1 byte.

9.2.4 Distributions present

Tlhose distributions present in the Type 2 record shall be recorded in the bits of a Distributions|{ Present
Hubtype field.

©

.2.5 Impostor distribution

I{ present, this Subtype B field shall contain the CDF of the impostor score distribution. The field sha]l contain
onotonically increasing data.

.2.6 Genuine distribution

I{ present, this Subtype B field shall contain the CDF of the genuine score distribution. The field shall contain
onotonically increasing data.

9.3 Use case (Informative)

o

biven two Type 2 records, one from a fingerprint comparison subsystem (A) and the other from an iris
pomparison subsystem (B), score-level fusion could belimplemented as:

Q

s = -log (M'sfa)/ N'a(a)) - log ( M'g(b) / N's(b))
where
a = raw scoreffom fingerprint comparison subsystem
b= raw score from iris comparison subsystem

M's the PDF of genuine scores computed as the (numerical) derivative of the CDF
= -0of:genuine scores from comparison subsystem A

the PDF of impostor scores computed as the (numerical) derivative |of the
CDF of impostor scores from comparison subsystem A

M's the PDF of genuine scores computed as the (numerical) derivative of the CDF
= of genuine scores from comparison subsystem B

the PDF of impostor scores computed as the (numerical) derivative |of the
CDF of impostor scores from comparison subsystem B

NOTE.1 This formula is elaborated upon in [7] and ISO/IEC TR 24722:2007, Annex A [3].

NOTE 2  The impostor PDF for an iris system has been described in closed form [4]. The CDF would be an incomplete
beta function (from sum of binomials) and thus would be recorded as having origin 3 in clause 7.3. It would be included in
a Type 2 record by appropriate (i.e. sufficiently fine) sampling.

10 Type 3 record

10.1 Purpose

A Type 3 record shall contain the cumulative distribution functions of either or both of the impostor and
genuine comparison score distributions. If both distributions are present the impostor distribution shall precede
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the genuine distribution. The record uses a B-spline representation of the paired (x, F(x)) elements of the
Type 2 record and, ordinarily, it will be computed from such data. This record is a more compact alternative to
large Type 2 records, and should be used when the number of (x, F(x)) pairs is impractically large for a Type 2
record. The B-spline shall be computed according to the algorithm documented in [5]. The degree of the
B-spline shall be three (i.e. cubic).

10.2 Format

10.2.1 Supporting datatype - Subtype C

Subtype|C is a structure for the coefficients and knots of a B-spline representation of a function. The splinedis
computefd from n data points, and a specification of N << n knots (score values). The result is 4 set ¢f
coefficients for the knots. The spline is computed using least squares minimization with linear constraints.
Storage [s O(N) and thus N acts as an "accuracy" parameter. The format shall be that of Table 20.

Table 20 — Subtype C format

Field | Status | Description Length (bytes) Data type | Allowed yq(u,és Example
M Parameter kind 1 Uint 97

? M Parameter origin 1 Uint 0,152,3

. M Pre-normalized 1 Uint 0,1 0
4. M Number of 4 Uint 10,2% - 1] 1.510°
comparisons, n

. M Degree of spline, K 1 Uint 1<K<255 3

6. M Number of knots, N 4 Wint 1<N<2%-1 | 100

f M Knot x values 8N double range of double
M Coefficients 8C (see NOTE~2)| double range of double

NOTE 1 This structure is an appropriate container for the spline described in [5].

NOTE 2 The number of coefficients is C = N — K —4.For a cubic spline the degree, K, is 3. The size of the knot an
coefficient part of the record will be smaller than the-n(x, F(x)) pairs of a Subtype B record when N + C < 2n. Thus for K
3, space Vill be saved when N < n-2. The spline-is-effective because many fewer knots than data points can be used whi
maintaining interpolation accuracy. The productinstantiating the record should determine the appropriate value for N.

[ONN1eN

NOTE 3 | The "allowed values" are generic here. When a Subtype C instance is used, for example, in the Type 3 recoid
of clause [10 the degree K shall be 3.

10.2.2 Definition

The recdrd shall have the/format given in Table 21. Either the impostor data or the genuine data or both shll
be present (i.e. the valid sizes are 16N-18 or 32N-38 bytes).

Table 21 — Type 3 record format

Fi al&) Status Description Length (bytes) Data type Allowed values | Example

1 M Type 1 uint 3 3

2 M Distributions Present | 1 packed bit field | 0x01 - 0x03 0x01

3 (0] Impostor distribution | 12+8N+8(N-4) Subtype C K=3 One or

4 o] Genuine distribution | 12+8N+8(N-4) Subtype C K=3 both
required

NOTE 1 The first derivative of the spline representation of the CDF is itself a spline. It represents the probability density
function (PDF). It is continuous for all x. Equation (4) of [5] gives the formula for the derivative.

NOTE 2  This part of ISO/IEC 29159 requires the use of the linear constraints specified in [5] to ensure that the
resulting spline is monotonic.
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NOTE 3  The B-spline does not generally equal the original data at the knots; i.e. spline(xi) = F(xi).

NOTE 4  The cubic function is of high enough degree to provide accurate interpolation.

NOTE 5  The B-spline is a more accurate representation of the function than a fit of the N knots because it is
from n >> N points.

NOTE 6  Annex D presents C++ code for the evaluation of the spline function.

1

0.2.3 Type

2010(E)

computed

1

1

If

1

I1

he type for a Type 3 record shall be 3. It shall be stored in 1 byte.

0.2.4 Distributions present

t record.

hose distributions present in the Type 3 record shall be recorded in the bits of a Distributions Presen

0.2.5 Impostor distribution

present, this Subtype C field shall contain the CDF of the impostor sconé distribution. The field sha|

nmonotonically increasing data.

0.2.6 Genuine distribution

present, this Subtype C field shall contain the CDF of the_génuine score distribution. The field sha

nmonotonically increasing data.

| contain

| contain
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Annex A
(informative)

Document Overview

A.1 Oy

The stan
scores g
common
data whi
clause 7
the stang

erview

dard defines the fusion information format (FIF) record as a container for the statistics of comparis
enerated by biometric comparison subsystems. An overview of the record and the definition of th
FIF header are given in clause 6. As summarized in Table A.1, the record can hold three types ¢f
Ch are defined in clauses 8, 9, and 10. The types share some common elements that arépresented i
before the types are formally defined in clauses 8, 9, and 10. An application may profile this part
ard by calling out one of the three types, and restricting its optional content.

Table A.1 — Fusion information format type taxonomy

~h

Type | Level |Description Intended use Example of i@ej normalization
1 S¢ore |Location and scale | To support any scaling Rescaling,achieved by use of one or more
parameters of one or |function that uses only the |of the distributions, e.g.
more of the genuine | location and scale .= (x-my) /s,
and impostor parameters of the )
distributions. distributions where m, and s, are, respectively, the mear
and std. deviation of the impostor
distributions.
2 S¢ore | Empirical cumulative | Any scaling operation that |Rescaling using impostor distribution:
distribution functions | benefits from full y = N|(x) where N|(x) is the CDF of the
(CDFs) of one or distributional infermation impostor distribution and one minus an
more of the genuine estimate of that comparison subsystem's
and impostor false match rate (FMR).
distributions
3 S¢ore | B-Spline function fit | Any-scaling operation that |As for Type 2
of Type 2 cumulative | benefits from full
distribution function,. {| distributional information

A.2 Sellection of the types

Users of
only rudi
score dis

this part of the. ISO/IEC 29159 standard should note that Type 1, while very compact, will suppo
mentary score-level fusion methods. The alternative is to use Types 2, and 3 which fully encode th
tributions™and are capable of supporting quite sophisticated fusion schemes. These should be use

in prefer¢nce to<Fype 1, because of likely accuracy benefits.

Between

Types 2, and 3, it must be recognized that Type 3 is computed from essentially the data of a Type

=3

[oRN¢))

2

record,

1 1 Ll I} £ - L - 1 - s e} . L Ll - oY (] =T Ll L
difd STUUIU - DE  Turicuuoriany  equivdaicetit. TT1Ee CUMTpuUtlauulT Or uie  1Type o TeLUITU Wil usudirty

parameterized to produce a result more compact than Type 2. Type 3, on the other hand, requires use of a
numerical method to compute the spline representation. Although source code for Type 3 is not provided here
it should be preferred over Type 2 because it is more compact.

A.3 Interoperability of the types

Interoperability in the FIF context refers to the use by a fusion module of, say, a Type 3 record from supplier A
with a Type 2 record from supplier B. Users of this part of ISO/IEC 29159 should note that Type 1 offers
limited interoperability with itself and with other Types. For example a Type 1 record embedding mean and
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standard deviation information will offer degraded performance when used with a Type 1 record embedding

median and median absolute deviation information. Further Type 1 is not readily interoperable with

Types 2

and 3. In the cases where a fusion module is provided with Type 1 and Type 2 records, interoperability may

be achieved in two ways:

— Demotion would involve the computation of the Type 1 record's statistics from the Type 2 data. For

example, the median is simply the 50" percentile, and the mean may be estimated by sampling.

hese options are not recommended, and should be considered only in cases where Type 2 or
navailable. For these reasons it is strongly recommended that users should strongly profile thi
IBO/IEC 29159 before its use. This means that a formal document should be generated:\that incl
requirement that all suppliers should generate and provide, say, a Type 2 record containing both the
nd genuine distributions. The document might be a formal profile, or a requirements-document, a
me other binding guidance.

B data is
5 part of
Ldes the
impostor
RFP, or

sers should also author such profiles to support migration from one productde another. Such a profjle would

require suppliers to provide, say, both the comparison algorithm library apd\a ‘corresponding Type 3
nd impostor fusion information format record.

.4 Extensibility

genuine

o=

sion processes (perhaps, for example, based on joint densities), or different applications (e.g. c

Eclude other typed records. These might establish formats-to support newer, alternative or more sop
sion [8]).

—h

A.5 Quality directed fusion

Tlhe FIF standard does not explicitly-include a record for comparison score statistics conditioned on
s@mple quality measurements [2].“Note, however, that a fusion module, initialized with FIF reco
nevertheless use input sample quality values as part of each subsequent fusion operation. In additid
values might be used by a provider during the initial preparation of their FIF record.

his part of ISO/IEC 29159 has been drafted to be extensible. Specifically, a revision of the standxrd could

isticated
bntingent

biometric
rds, may
n quality
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