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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
vork—tnthefield-of-information-technelogy156-andHEChave-established-ajoint teehniealeommittee,

SO/IECJTC 1.

[he procedures used to develop this document and those intended for its further maintenajnce are
lescribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria negded for
the different types of document should be noted. This document was drafted in.accordance with the
pditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the|subject
pf patent rights. ISO and IEC shall not be held responsible for identifying any or all such| patent
rights. Details of any patent rights identified during the development\0f'the document will b¢ in the
ntroduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for:the convenience of users and does not
constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as wellas information about ISO's adherencg to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following
JRL: www.iso.org/iso/foreword.html.

[his document was prepared by Technical' Committee ISO/IEC JTC 1, Information technology,
bubcommittee, SC 31 Automatic identification and data capture techniques

A list of all the parts in the ISO/IEC 29167 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards|body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

This do

cument specifies a variety of security services provided by the lightweight block cipher SIMON.

While SIMON supports various key and block sizes, the cipher versions that are supported in this
cryptographic suite take the following block/key sizes in bits: 64/96, 96/96, 64/128, 128/128, and
128/256.

The International Organization for Standardization (ISO) and International Electrotechnical

Commission (IF(‘) draw attention to the fact that it is claimed that rnmpli;mrp with this document may

involve
identifi

ISO and
holders
under 4
In this

Informa

the use of patents concerning radio-frequency identification technology given in the clauseg
bd below.

IEC take no position concerning the evidence, validity and scope of these patent rights. The
of these patent rights have assured the ISO and IEC that they are willing to negotiaté licences
easonable and non-discriminatory terms and conditions with applicants througheut the world
Fespect, the statements of the holders of these patent rights are registered with ISO and [EC
ition may be obtained from:

Contac

t details

Impinj
400 Fa
Seattle

, Inc.
irview Ave N, # 1200
r, WA 98109 USA

Attenti
patent1
any or g

The lat]
.org/pa

bn is drawn to the possibility that some of the elements_of this document may be the subject of
ights other than those identified above. ISO and [EC‘shall not be held responsible for identifying
1l such patent rights.

est information on IP that may be applicable to this document can be found at www.isq
ents.

Vi
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Information technology — Automatic identification and

data capture techniques —

Part 21:

ommunications

Scope

['his document defines the crypto suite for SIMON for the ISO/IEC 18000.@ir interfaces stg
for radio frequency identification (RFID) devices. Its purpose is to proyidé”’a common cryp
for security for RFID devices that can be referred by ISO committees for-air interface standa
hpplication standards. The crypto suite is defined in alignment with existing air interfaces.

5IMON is a symmetric block cipher that is parameterized in both its-block length and key length
standard, a variety of block/key length options are supported.

[his document defines various methods of use for the cipher)

A Tag and an Interrogator can support one, a subset, otxall of the specified options, clearly statil
s supported.

P Normative references

[he following documents are referred to in the text in such a way that some or all of their

indated references, the latest editiow of the referenced document (including any amendments) §

Part 63: Parameters for air ifiterface communications at 860 MHz to 960 MHz Type C

SO/IEC 19762, Information technology — Automatic identification and data capture (AIDC) techn
Harmonized vocabuldry

B Terms,definitions, symbols and abbreviated terms

3.1 Terms and definitions

For. the purposes of this document, the terms and definitions given in ISO/IEC 19762 4§

ndards
[0 suite
rds and

. In this

g what

content

constitutes requirements of this dogument. For dated references, only the edition cited applies. For

ipplies..

SO/IEC 18000-63, Information.technology — Radio frequency identification for item management —

fques —

nd the

Followine-anph-

OOV It g p Pty

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.1.1
bit string
ordered sequence of Os and 1s

© ISO/IEC 2018 - All rights reserved
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3.1.2
block cipher

family of permutations that is parameterized by a cryptographic key (3.1.4) and, optionally, the block

size (3.1.3)

3.1.3
block size
number of bits in a data block (3.1.6) that is an input (or output) of the block cipher (3.1.2)

3.14

cryptographic key

string df bits of length given by key size (3.1.7) that is used by the block cipher (3.1.2) to transformsoms

data blqck (3.1.6)

3.1.5
commdgnd
<message> data that the Interrogator sends to the Tag with "Message" as parameter

3.1.6
data blpck
string df bits whose length is given by the block size (3.1.3) of the block cipher(3.1.2)

3.1.7
key sizp
length in bits of the cryptographic key (3.1.4) that is used by the block cipher (3.1.2)

3.1.8
message
part of the command (3.1.5) that is defined by the crypto.suite

3.19
nonce

data blqck (3.1.6) that, within the parameters oftypical use, can be assumed to be non-repeating

3.1.10
SIMONib/k-ENC(key, data)
SIMON ncryption of a b-bit data block (3.1.6) using a k-bit cryptographic key (3.1.4)

3.1.11
SIMON;b/k-DEC(key, data)
SIMON gecryption of a b-bit'data block (3.1.6) using a k-bit cryptographic key (3.1.4)

3.1.12
Reply

<response> data that the Tag returns to the Interrogator with "Response" (3.1.13) as parameter

3.1.13
Respornse
part of fhe'Reply” (3.1.12) (stored or sent) that is defined within the crypto suite

3.2 Symbols
XXXX3 Binary notation
XXXXh Hexadecimal notation

[l Concatenation of syntax elements, transmitted in the order written

[0) The empty string, typically used to indicate a deliberately empty input or omitted field

2 © ISO/IEC 2018 - All rights reserved
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|A] The bit-wise length of the string A expressed as an integer
Example 1: |00003| = 4.
Example 2: 10000y| = 16.
Example 3: |@| = 0.
fix1(A) The string obtained by fixing the first (leftmost) bit to 1;
Example 1: fix1(00002) = 10005.
Example 2: fix1(0000y) = 8000y,.
Example 3: fix1(9) = 0.
msb, (A) The n-bit binary string obtained by taking the first (leftmost) n-bits of the binary repre-
sentation of A
Example 1: msb3 (10102) = 1015.
Example 2: msb7 (ABCDy) = 10101015.
Example 3: msb7 (@) = 0.
Field [a:b] Selection of bits from a string of bits denoted/Field
The selection ranges from bit "a" through to, and including, bit "b" where Field [(] rep-
resents the least significant or rightmost bit.
Example 1: Field [2:0] represents the selection of the three least significant bits off Field.
Example 2: Field, without a'specified range, indicates the entirety of Field.
Example 3: Field [-1:0]\is an alternative representation of the empty string @.
Key.KeyID The cryptographiekey identified and indexed by the numerical value KeyID.
8.3 Abbreviated terms
CS CryptaSuite
CSI Gfypto Suite Indicator
RFU Reserved for future use
4 _~Conformance

4.1 Air interface protocol specific information

An Interrogator or Tag shall comply with all relevant clauses of this document, except those marked as

“optional”.

4.2 Interrogator conformance and obligations

An Interrogator shall implement the mandatory commands defined in this document and conform to
the relevant part of ISO/IEC 18000.

An Interrogator may implement any subset of the optional commands defined in this document.

© ISO/IEC 2018 - All rights reserved
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The Interrogator shall not:

— implement any command that conflicts with this document; or

— require the use of an optional, proprietary or custom command to meet the requirements of this
document.

4.3 Tag conformance and obligations

SIMON
such as

The bad

SIMON
variant
many d
parame

uire the use of an optional, proprietary, or custom command to meet therequirements of this
ument.

roducing the SIMON cryptographic suite

is a lightweight Feistel block cipher that is suitable for extremely constrained environments
RFID Tags. The details of the operation of the SIMON cipherare described in Annex C.

kground for the development of SIMON and its design‘principles are described in Reference [3]

is parameterized in terms of the block size, deneted b, and the key size, denoted k. A particulal
of SIMON will be denoted SIMON-b/k throughout this document. While Reference [3] offers
ifferent choices to the block and key sizey,this cryptographic suite only supports the fivg
ter combinations given in Table 1:

Table 1 — Variants of SIMON-b/k supported in this document

SIMON-64/96 | SIMON-64/128 SIMON-96/96 SIMON-128/128 | SIMON-128/256
Block size (b 64 64 9% 128 128
bits)
Keypgize
96 128 96 128 256
(k blits)
It is pogsible that not-allvariants of SIMON will be cryptographically suited to all applications. Guidancs

on the 3
securit

Test ve

ppropriate:variant for a given application lies outside the scope of this document and a thorough
 and risk assessment is advised before deployment.

tors for the components of this document are provided in Annex D.

6 Parameter and variable definitions

Table 2

lists the variables and constants that are used in this document.

© ISO/IEC 2018 - All rights reserved
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Table 2 — SIMON cryptographic suite variables and constants

Parameter Description

A challenge generated at random by the Interrogator. The length of
IChallenge-b/k depends on the values of b and k.

A challenge generated at random by the Tag. The length of TChallenge-b/k
depends on the values of b and k.

A saltvalue generated at random by the Tag. The length of TRnd-b/k de-

IChallenge-b/k

TChallenge-b/k

TRnd-b/k pends on the values of b and k.
IRnd-b/k A salt value generated at random by the Interrogator. The length of IRnd-
b/k depends on the values of b and k.
C_TAM-b/k A pre-defined constant. The length and value of C_TAM-b/k depends’on the
values of b and k.
C_IAM-b/k A pre-defined constant. The length and value of C_IAM-b/k depends on the
values of b and k.
C_MAM-b/k A pre-defined constant. The length and value of C_MAM<b/k depends on

the values of b and k.
A set of up to 256 keys Key.0 through to Key.255!

Key.0 ...Key.255  |Notall key values need to be specified. However Key.j shall not be specifield
when there remain unspecified Key.i with\<].

Ilable 3 gives the values of C_TAM-b/k, C_LIAM-b/k, and C_MAM-b/k, that are used in this documgnt. For
h given choice of operational parameters, the length of these/constants depends on the block size b.

Table 3 — Values of C_TAM-b/k, C_IAM-b/k, and‘C-MAM-b/k for different values of b and [k and
different parameter sets PS

b/k 64/96 64/128 96/96 128/128 128256
C_TAM-b/k 11, 11, FFh FFFFy FFFFy
C_IAM-b/k 10, 10, FEpn FFFE}L FFFEL

C_MAM-b/k for PS=00 017 01, FDy, FFFDp FFFDp
C_MAM-b/k for PS=01; 1h 1n Dp FDp FDy

7 Crypto suite state.diagram

After power-up and- after a reset, the Cryptographic Suite shall transition into the Initial state, state
rransitions shall be defined by Annex A, and error handling shall be defined by Annex B. See Figure 1.

© ISO/IEC 2018 - All rights reserved 5
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CMD: IAM2, MAM?2
Action: None

CMD: IAM1

CMD: TAM1
Action: TAM1 Response

CMD: MAM1

Action: IAM1 Response

CMD: IAM2
Action: IAM2 Response

Note 1: For all of TAM1, IAM1, MAM1, IAM2, MAM2, and errors

return to Initial State without action

Note 2: For all of TAM1, IAM1, MAM1, MAM2, and errors return

to Initjal State without action

Note 3: For all of TAM1, IAM1, MAM1, IAM2, and errors return to

Initial ptate without action

8 Initialization and resetting

After power-up and after a reset, the cryptographic state machine transitions into the Initial state.

Implementations of this suite shathensure that all memory used for any intermediate results is cleared

— after the completion of eachtryptographic protocol,

— if spme cryptographic.protocol is abandoned or incomplete, and

— after reset.

9 Authentication

9.1 eneral

Note 1

1A

Figure 1 — Crypto suite state diagram

X
S

Action: MAM1 Response,

CMD: MAM2
Action: MAM?2 Response

L2 a2 - o

This document supports Tag authentication, Interrogator authentication and Mutual authentication.

This clause describes the details of the messages and responses that are exchanged between the
Interrogator and Tag for each of the authentication methods.

9.2 Message and response formatting

Messages and responses are part of the security commands described in the air interface specification.
The following subclauses of this document describe the formatting of message and response for a

© ISO/IEC 2018 - All rights reserved
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Tag authentication method, an Interrogator authentication method and a Tag-Interrogator mutual
authentication method.
9.3 Tag authentication (AuthMethod “00”)
9.3.1 General
Tag authentication uses a challenge-response protocol. See Figure 2.
? Authenticate (TAM1 Message) ‘ﬁ
®
(@] (@]
: k
SEJ - Reply (TAM1 Response)
Figure 2 — Tag authentication via a challenge-response)secheme
[he parameter set PS defined in Table 4 gives the lengths of different'fields for different blpck and
Key sizes.
NOTE The parameter set PS=00; closely matches other parts ofithe ISO/IEC 29167 series, most{ notably
P9167-10. This provides some drop-in compatibility between SIMON-128/128 and AES-128.
Table 4 — Parameter set PS = 002 for Tag authentication
Parameter-set PS= 00,
b/k 64/96 64/128 96/96 128/128 128/256
t= | IChallenge-b/k | 42 42 56 80 80
r=| TRnd-b/k | 20 20 32 32 32
c=| C_.TAM-b/k | 2 2 8 16 16
D.3.2 TAMI1 message
['he Interrogator shall genefate a random Interrogator challenge (IChallenge-b/k) that is carried in the
AM1 message. The Interregator shall also indicate the variant of SIMON to be used.
NOTE 1  The variant(s) of SIMON deployed on a device is (are) manufacturer dependent.
NOTE 2  Mechamisms to generate the random Interrogator challenge lie outside the scope of this document.
Table 5 — TAM1 message format
Payload
Field AuthMethod | Step | RFU | BlockSize KeySize KeyID PS Challenge
Length (bits) 2 2 2 2 2 8 2 T
002: b=64 007: k=96
01;: b=96 01: k=128
Value 007 007 00, variable 002 | IChallenge-b/k
102: b=128 | 102: k=256
112: RFU 11: RFU
© ISO/IEC 2018 - All rights reserved 7
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9.3.3 Intermediate Tag processing

The Tag shall accept the TAM1 message at any time (unless occupied by internal processing and not
capable of receiving messages); i.e. upon receipt of the message with valid parameters, the Tag shall
abort any cryptographic protocol that has not yet been completed and shall remain in the Initial state.

The Tag shall check if the Step is "002". If the value of Step is different, the Tag shall return a "Not
Supported" error.

The Tag shall check if the RFU is "00,". If the value of RFU is different, the Tag shall return a "Not
Supported" error.

The Tag shall check whether the values of BlockSize and KeySize are supported by the Tag. If at-least
one of these checks is failed, the Tag shall return a "Not Supported" error.

The Tag shall check whether the values of BlockSize and KeySize are supported by Key.KeyID and that
Key.KeyID is authorized for use in Tag authentication. If either or both of these checks s failed, the Tag
shall refurn a "Not Supported" error.

The Tag shall check whether the parameter set PS is supported. If the parameter set'PS is not supported
the Tag|shall return a "Not Supported" error.

Assuming that the TAM1 message is successfully parsed by the Tag, the Tag shall prepare the TAMI1
responge.

9.3.4 |TAM1 response

The Tag shall generate a random salt TRnd-b/k of length r bits were r is given for the parameter set i1
Table 3

The Tag shall use Key.KeyID and SIMON encryption to-form a b-bit string TResponse such that:
TResponse = SIMON-b/k-ENC ( Key.KeyID, C_TAM-b/k || TRnd-b/k || IChallenge-b/k ).

The Tag shall return TResponse to the Interregator.

NOTE 1| Only one input block of b bits is en¢rypted and so only one invocation of SIMON-b/k is required.

NOTE 2| Appropriate mechanismsto:generate TRnd-b/k lie outside the scope of this document.

Table 6 — TAM1 response format

Payload
Field Tag Response
Length (bits) b
Value TResponse

9.3.5 [Final Interrogator processing

After receiving TAM1 response, the Interrogator shall use Key.KeyID to compute the b-bit string S where:
S = SIMON-b/k-DEC ( Key.KeyID, TResponse ).

1. The Interrogator shall check that S[¢t-1:0] = IChallenge-b/k.

2. The Interrogator may check that S[b-1:b-c] = C_TAM-b/k.

If these verification steps are successfully completed, the Interrogator may conclude that the Tag
and Interrogator possess matching values of Key.KeylD. When combined with an appropriate key

8 © ISO/IEC 2018 - All rights reserved
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management scheme — the definition of which falls outside the scope of this document
Interrogator may conclude that the Tag is authentic.

NOTE
9.4 Interrogator authentication (AuthMethod “01”)

9.4.1 General

nterrogator authentication uses a challenge-response protocol. See Figure 3.

Authenticate (IAM1 Message)

Y

Reply (IAM1 Response)

A

Tag'

Authenticate (IAM2 Message)

Interrogator

\

Reply (IAM2 Response)

Figure 3 — Interrogator authentication via a challenge-response scheme

[he parameter set in Table 7 gives the lengths of specific data fields for different choices of bl
ey size.

NOTE The parameter set PS=00; closely-matches other parts of the ISO/IEC 29167 series, most
P9167-10. This provides some drop-in compatibility between SIMON-128/128 and AES-128.

Table 7 — Parameter set PS = 003 for Interrogator authentication

— the

Determining Key.KeyID is a matter of key management and falls outside of the scope of this document.

bck and

notably

Parameter set PS= 00,
b/k 64/96 64/128 96/96 128/128 | 128/256
t= | TChallengesb/ | 42 42 56 80 80
r= | IRnd¢Bjk | 20 20 32 32 32
c= | LMAM-b/k | 2 2 8 16 16

D.4.2 [AMYmessage

[he Intérrogator shall send an initial message IAM1 to the Tag prompting the Tag to start a ch
respoirse exchange.

hllenge-

he'Interrogator shall also indicate the variant of SIMON to be used

NOTE The variant(s) of SIMON deployed on a device is (are) manufacturer dependent.

© ISO/IEC 2018 - All rights reserved
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9.4.3

The Tag shall accept this message at any time (unless occupied by internal processing arid hot capablg

of recei

cryptographic protocol that has not yet been completed and shall remain in the Initial’state.

If Interfogator authentication is not supported on the Tag, i.e.if "01," is not a valid value for AuthMethod

then th

The Ta
Suppor

The Ta
Suppor

The Tag shall check whether the values of BlockSize and KeySize are supported by the Tag. If at leas{
one of these checks is failed, the Tag shall return a "Not Supported" error.

The Tag shall check whether the values of BlockSize;and KeySize are supported by Key.KeyID and tha
Key.KeyID is authorized for use in Interrogator authentication. If at least one of these checks is failed

the Tag

The Tag shall check whether the value of. parameter set PS is supported by the Tag. If not the Tag shal

return

If the IAM1 message is successfullysparsed by the Tag, the Tag shall calculate the [AM1 response.

9.4.4

The Tag shall generate araiidom challenge TChallenge-b/k of length t bits, where t is determined by the
paramgdter set, and shall Send this to the Interrogator.

9.4.5

The Int

9.4.6
The Int

10

C29167-21:2018(E)

Table 8 — IAM1 message format

Payload
Field AuthMethod | Step | RFU | BlockSize KeySize KeyID PS
Length (bits) 2 2 2 2 2 8 2

002: b=64 002: k=96
012: b=96 | 01,: k=128
Value 01, 002 | 007 variable | 003
107: b=128 | 102: k=256

112: RFU 11,: RFU

Intermediate Tag processing #1

[ving messages); i.e. upon receipt of the message with valid parameters, the Tag.shall abort any

e Tag shall return a "Not Supported” error condition.

b shall check if the Step is "002". If the value of Step is different,-the Tag shall return a "Nof
fed" error.

r shall check if the RFU is "002". If the value of RFU is_different, the Tag shall return a "Nof
fed" error.

shall return a "Not Supported" error.

h "Not Supported" error.

IAM1 response

Table 9 — IAM1 response format.

Payload
Field Challenge
Length (bits) t
Value TChallenge-b/k

Intermediate Interrogator processing

errogator shall construct the IAM2 message.

IAM2 message

errogator shall form a b-bit string IResponse such that
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[Response = SIMON-b/k-DEC ( Key.KeyID, C_IAM-b/k || IRnd-b/k || TChallenge-b/k ).

The Interrogator shall send [Response to the Tag as part of the [AM2 message, see Table 10.

NOTE Determining Key.KeyID is a matter of key management and falls outside of the scope of this document.

Table 10 — IAM2 message format

Payload
Eiald A il AMaoils A O RILLL Liad i+ in)
I'ICTIU AULIIIVITLIIUU JLCP JAV ARV IIICLCT I Usalul l\CDPUllBC
Length (bits) 2 2 4 b
Value 01, 01, 0000, IResponse

D.4.7 Intermediate Tag processing #2

[he Tag shall only accept the IAM2 message when the cryptographic engine is in state Pj
{lause 7).

fInterrogator authentication is not supported on the Tag, i.e.if "01," is nota valid value for Auth]
'hen the Tag shall return a "Not Supported” error condition.

[he Tag shall check if the Step is "01,". If the value of Step isdifferent, the Tag shall return
bupported” error.

[he Tag shall check if the RFU is "0000;". If the value of)RFU is different, the Tag shall retur
bupported” error.

f the IAM2 Message is successfully parsed by the Tag, the Tag shall check the returned ¥
Response in the following manner.

['he Tag shall use Key.KeyID to compute thebbit string S where:
S = SIMON-b/k-ENC ( Key.KeyID, IResponse ).

|. The Tag shall check that S[¢t-1:0}= TChallenge-b/k.

P, The Tag may check that §{b-1:b-c] = C_IAM-b/k.

fthe checks performed by-the Tag are successful then the Tag may conclude that the Tag and Inter
bossess matching valuesof Key.KeyID. When combined with an appropriate key management
— the definition of:which falls outside the scope of this document — the Tag may conclude f{
nterrogator is authentic and TStatus is set to 1. Otherwise TStatus is set to 0.

[he Tag shallprepare [AM2 response.

D.4.8_ <TAM2 response

[he, Tag shall return the value of TStatus to the Interrogator. If TStatus = 1, then the crypto

A1 (see

Mlethod,

a "Not

1 a "Not

ralue of

rogator
scheme
hat the

sraphic

e 1 4 b LA [ Fall [
SUALT IIAUITIIIC TITUVES LU SLAdLT IA ([SCT LIdUST 7 J.

Table 11 — IAM2 response format.

Payload
Field Status
Length (bits) 1
Value TStatus

© ISO/IEC 2018 - All rights reserved
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9.4.9

Final Interrogator processing

The Interrogator receives IAM2 Response.

If the value of TStatus is 1, then the Interrogator may assume that the Tag is in the state IA (see
Clause 7).

If, under conditions laid out in the over-the-air protocol, there is no response from the Tag or if the
returned value of TStatus is 07 then the Interrogator shall abandon the cryptographic protocol.

9.5 Mutual authentication (AuthMethod “10"”)
9.5.1 |General
Mutual|Interrogator-Tag authentication uses an interleaved challenge-response protocol.
] Authenticate (MAM1 Message) ‘7(.
e
NJ
v
S < Reply (MAM1 Response)
S o
: &
I3 Authenticate (MAM2 Message) _
= >
Reply (MAM2 Response)
Figured — Interrogator-Tag mutual authenticationvia an interleaved challenge-response schemg¢
The paffameter set in Table 12 gives the length$.of specific data fields for different choices of block and
key sizg.
NOTE 1| The parameter set PS=00; closely matches other parts of the ISO/IEC 29167 series, most notably
29167-1P. This provides some drop-in cempatibility between SIMON-128/128 and AES-128.
NOTE 2| The parameter set PS=01;'allows a more efficient mutual authentication protocol than PS=003. Ix
particullar, the length of the Tag ‘and Interrogator challenges are chosen so that both can fit within a singlg
b-bit bldck.
Table 12 5~ Parameter sets for mutual Tag-Interrogator authentication
Parameter set PS= 00,
b/k 64/96 64/128 96/96 128/128 | 128/256
t =4 TChallenge-b/k | 42 42 56 80 80
t=’| IChallenge-h/k | 42 42 56 80 80
c=| C_LMAM-b/k | 2 2 8 16 16
Parameter set PS= 01,
b/k 64/96 64/128 96/96 128/128 | 128/256
t= | TChallenge-b/k | 30 30 46 60 60
t= | IChallenge-b/k | 30 30 46 60 60
c=| C_LMAM-b/k | 4 4 4 8 8
12 © ISO/IEC 2018 - All rights reserved
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9.5.2 MAMI1 message

The Interrogator shall generate a random Interrogator challenge (IChallenge-b/k) that is carried in the
MAM1 message. The length of IChallenge-b/k is denoted t and specified in Table 12.

The Interrogator shall also indicate the variant of SIMON to be used.

NOTE The variant(s) of SIMON deployed on a device is (are) manufacturer dependent.

Table 13 — MAM1 message format

Payload
Fields AuthMethod | Step | RFU | BlockSize KeySize KeyID PS Challenge
Length (bits) 2 2 2 2 2 8 2

003: b=64 003: k=96
012: b=96 | 013: k=128
Value 102 007 007 variablé |,variable | IChallenge-b/k
102: b=128 | 102: k=256

11,: RFU 11,: RFU

D.5.3 Intermediate Tag processing #1

[he Tag shall accept MAM1 message at any time (unless occupied by internal processing and notcapable
bf receiving messages); i.e. upon receipt of the message with valid parameters, the Tag shall ajort any
Cryptographic protocol that has not yet been completed and shall remain in the Initial state.

f Mutual authentication is not supported on the Tag; i.e. if "102" is not a valid value for AuthMethod,
'hen the Tag shall return a "Not Supported” errexcondition.

[he Tag shall check if the Step is "002". If the value of Step is different, the Tag shall return] a "Not
Bupported” error.

[he Tag shall check if the RFU is "002". If the value of RFU is different, the Tag shall return a "Not
bupported” error.

[he Tag shall check whethenthe values of BlockSize and KeySize are supported by the Tag. If|at least
bne of these checks is failed,'the Tag shall return a "Not Supported" error.

[he Tag shall check whether the values of BlockSize and KeySize are supported by Key.KeyID gnd that
Key.KeylD is authorized for use in Interrogator-Tag mutual authentication. If at least one of thesq checks
s failed, the Tagshall return a "Not Supported” error.

[he Tag shallelfeck whether the value of parameter set PS is supported by the Tag. If not the Tphg shall
return a *Net Supported" error.

Assuming the MAM1 message is successfully parsed by the Tag, the Tag shall calculate its r¢sponse
hccordingly.

T'he Tag shall generate a random challenge TChallenge-b/k of length ¢ bits.

The Tag shall construct a b-bit string by concatenating C_MAM-b/k with the (b-t-c) most significant bits
of TChallenge-b/k and the entirety of IChallenge-b/k.

The Tag shall use Key.KeyID to compute the b-bit string S where
S = SIMON-b/k-ENC ( Key.KeyID, C_LMAM-b/k || TChallenge-b/k [t-1:2t-b+c] || IChallenge-b/k ).
TResponse is a string that consists of S concatenated with the remainder (if any) of TChallenge-b/k

TResponse = TChallenge-b/k [2t-b+c-1:0] || S.

© ISO/IEC 2018 - All rights reserved 13
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Only one input block of b bits is encrypted and so only one invocation of SIMON-b/k is required.
Parameter set PS=015 is constructed so that TResponse is exactly b bits long; i.e. TResponse = S.
MAM1 response

The Tag returns the value of TResponse to the Interrogator.

9.5.5
Afterre

T=
1. The
2. Thq

If these
Otherw
Key.Key
falls ou

NOTE

9.5.6
If the ¢

[Respomse depending on the parameter set PS as follows:

1. IfP
SIM
2. IfP

The Int
will bd
Secure

The Int

Table 14 — MAM1 response format

Payload
Field Tag Response
Length (bits) 2t+c
Value TResponse

Intermediate Interrogator processing

ceiving MAM1 Response, the Interrogator shall use Key.KeyID to computethe’b-bit string T where
SIMON-b/k-DEC ( Key.KeyID, TResponse[b-1:0] ).

 Interrogator shall check that T[¢-1:0] = IChallenge-b/k.

 [Interrogator may check that T[b-1:b-c] = C_TAM-b/k.

verification steps are not successful, the Interrogator shall abandon the cryptographic protocol
ise, the Interrogator may conclude that the Tag and-Interrogator possess matching values of
[ID. When combined with an appropriate key management scheme — the definition of which
F'side the scope of this document — the Interrogator may conclude that the Tag is authentic.

Determining Key.KeyID is a matter of key matragement and falls outside of the scope of this document

MAM2 message

ryptographic protocol has not.been abandoned, the Interrogator shall form a b-bit string

S = 007 then IResponse is‘equal to:
ON-b/k-DEC ( Key.KeylD, C_MAM-b/k || T[b-t-c-1:0] || T[b-c-1:t] || TResponse[2t+c-1:b] ).
S = 017 then [Response is equal to T[b-c:t].

errogator shall set SecureComm = 00013 if secure communications as described in Clause 1(
used .after mutual authentication is completed. Otherwise the Interrogator shall sef
Comm.=.0000>.

etrogator shall send [Response and the value of SecureComm to the Tag as part of the MAMZ

messag

€; see Table 15.

Table 15 — MAM2 message format

Payload
Field AuthMethod Step RFU SecureComm Interrogator Response
Length (bits) 2 2 4 4 variable
Value 102 01, 00007 variable [Response

14
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9.5.7 Intermediate Tag processing #2
The Tag shall only accept this message when the cryptographic engine is in the state PA2; see Clause 7.

If Mutual authentication is not supported on the Tag, i.e. if "102" is not a valid value for AuthMethod,
then the Tag shall return a "Not Supported" error condition.

The Tag shall check if the Step is "01". If the value of Step is different, the Tag shall return a "Not
Supported" error.

he Tag shall check if the RFU is "0000;". If the value of RFU is different, the Tag shall returp} a "Not
bupported” error.

Assuming that the MAM2 Message is successfully parsed by the Tag, the Tag shall check'the r¢turned
Ualue of [Response in the following manner.

l. IfPS =007 then the Tag computes the b-bit string S = SIMON-b/k-ENC ( Key.KéyID, IResponsg ).
SIMON-b/k-DEC ( Key.KeyID, C_MAM-b/k || T[b-t-c-1:0] || T[b-c-1:t] || TResponse[2t+c-b-1:0]|).
The Tag shall check if S[t-1:0] = TChallenge-b/k.

The Tag may check if S[b-c-1:t] = IChallenge-b/k [b-t-c-1:0]

The Tag may check if S[b-1:b-c] = C_LMAM-b/k.

b, If PS = 017 then the Tag shall check whether S = TChallenge-b/k.
NOTE No encryption operation is required in the case.0f PS = 015;.

fthe checks performed by the Tag are successfulthen the Tag may conclude that the Tag and Interjrogator
possess matching values of Key.KeyID. When ¢ombined with an appropriate key management [scheme
— the definition of which falls outside the @cope of this document — the Tag may conclude that the
nterrogator is authentic and TStatus is setto 1. Otherwise TStatus is set to 0.

f TStatus = 0y, the Tag sets Nt = @.
f TStatus = 17 and SecureComm\=)03, the Tag shall set N1 = @.

f TStatus = 1 and SecureComm = 1y, the Tag shall generate a random string Nt of the length shown in
Ilable 16. The Tag shall further indicate using KeyID; which key shall be used for the subsequent secure
fommunication sessien.

Table 16 — Length of Nt for different values of b and k

b/k 64/96 64/128 96/96 128/128 128/256
INT| fof PS = 00 6 6 24 32 37
INTHfor PS = 012 18 18 34 52 57
‘-5-3 l"{A}‘"{Z ICDPUIIDC

The Tag shall prepare and send a MAM2 response as specified in Table 17.

If TStatus = 17 then the cryptographic state machine moves to state IA (see Clause 7).
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9.5.9

The Interrogator receives MAM2 response.

If the value of TStatus is 1, then the Interrogator may assume that the Tag is in the state TA(seg
Clause

If, unddr conditions laid out in the over-the-air protocol, there is no response from the,Tag or if the
returngd value of TStatus is 07 then the Interrogator shall abandon the cryptographieprotocol.

If the Vfalue of TStatus is 1, the Interrogator may subsequently invoke securé communication (seg
Clause

10 Communication

10.1 General

This dofument supports a method for secure communication between the tag and the reader. It permits
the secpire encapsulation of messages, as envisaged in ISO/IEC 18000-63, as a way of encrypting and
authenticating communications between Interrogator and-Tag.

In this

for authenticated encryption. The full definition\of the SILC mechanism, along with information or
its design and analysis, is provided in Reference [4]. Implementation shall be as described in Annex C
The SIIJC mechanism is invoked when the SecureComm field in MAM2 message takes the value 0001,

Future

SILC is

fundamental approach to SILC was published in 2014 and, since then, the scheme has been both oper]
to publjc cryptanalysis and widely promoted within the global cryptographic CAESAR initiative. Thg

design

SILC copsists of two transformations. The first, denoted SILC-E, is for encrypting and generating 3
messagpe authenticatién)code or authentication token T on an input P. The second, denoted SILC-Dy, is foj
decrypting a ciphertext C and verifying an accompanying message authentication code or authenticatior
token | SILC requires the use of a constant that provides separation between different block ciphers
and different lengths to the authentication token T. The values of param are provided in Reference [4]

and in

the notatien SILCraram,

Table 17 — MAM2 response format

Payload
Field Status KeyID Pre-1V
Length (bits) 1 8 variable
Description TStatus KeylID; Nt

Final Interrogator processing

7).

[0) using the key identified by KeyID; and the Pre-IV Nr.

document, one option for encapsulating cogtmunications is provided by the SILC mechanisn

versions of this document may support additional mechanisms.

built around the use of a bloek cipher and is notable for an accompanying proof-of-security. Thé

pf SILC is optimized for,implementation efficiency in constrained hardware.

annex C and this document reflects the fact that there is a family of SILC transformations using

With this slight change of notation, the SILC transformations[4] can be referred to as:

SILCpa

SILCpa

16

ram-Ey (N, A, P) = (A, G, T): Inputanonce N, auxiliary data A that is to be authenticated but
not encrypted, and plaintext P that it is to be authenticated and
encrypted. Compute, using the key k, the ciphertext C and authenti-
cation token T and append these to the auxiliary data A.

ran-Dy (N, A, C, T) = (A, P): Inputanonce N, auxiliary data A, ciphertext C, and authentica-
tion token T. Compute, using the key k, the message P provided
the authentication token T is correct and append this to the
auxiliary data A.
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This section describes how these transformations are used in the context of this document.

NOTE1 Throughout, the Tag only needs to support the encryption direction of the block cipher.

NOTE 2  Throughout, the Interrogator only needs to support the encryption direction of the block cipher.
NOTE 3 Duringsecure communication, avalue N is incremented by one using integer addition for each message

exchanged. Any upper bound to the number of messages that can be exchanged, any policy on the potential roll-
over of N, and the tag behaviour in such situations will be implementation dependent.

Fecurecommumicationrcamronty - beprovided—aftersuccessful-mutuatauthenticatiom—A—tagresponse
[0 an encapsulated command may be encapsulated. If the response is encapsulated, then, itO$hall be
encapsulated as described in this crypto suite. A Tag shall only encapsulate the responsg¢ to an
encapsulated command.

[10.2 Message and response formatting

[he air interface specification provides definitions of the commands and résponses that can|be sent
pver the air. In the case of an encapsulating command, the air interface stadard specifies the data fields
hnd permissible payloads for the encapsulating command.

['he following subclauses of this document describe how the payloadsfor the commands and responses
thould be processed using SILC to provide an authenticated encryption of that payload.

fa secure communication session is required, the session shall be launched by the Interrogator after a
successful mutual authentication.

All secure sessions are initialized by a choice of key and'a value to the nonce N.

|. The key to be used is chosen by the Interrogator and indicated using KeylD;. The variable|KeyID;
may be the same as KeyID used for the authentication session or it may be different.

NOTE Determining Key.KeyID2 and mahaging the deployed choices for KeyID and KeyID; are mptters of
security architecture and key managerment that fall outside the scope of this document.

N

The initial value to the nonee’N is derived from information exchanged during the [mutual
authentication process. After successful mutual authentication, the value N is available to hoth the
Interrogator and Tag.

0.3 Transforming a payload prior to encapsulation

0.3.1 General

his subclause-specifies how to authenticate and/or encrypt a payload P that is to be encapsulated.
his is achieved via a transformation SEC. The transformation SEC is best viewed as a wrapper|around
[LCraram-Ey that provides the interface between the over-the-air command and SILCparam-Ey.

hére'are four inputs to SEC in addition to the payload P that is to be encapsulated.

1. A b-bit key Key.KeyID; that is passed on to the instantiation of SILCraram-Ey where it is referred
to as k.

2. Anonce N that is passed to the instantiation of SILCraram-Ey.
3. The 8-bit value of param which is used in the SILCraram-Ey computation.

For each variant of SIMON-b/k and each permitted size of authentication tag T, an input param is
defined to take a specific value. These values are specified in the description of SILC v3 and Table 18.
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Table 18 — Values of param for different variants of SIMON-b/k and different lengths of
authentication tag T

b/k 64/96 64/128 96/96 128/128 128/256
|T| =32 AOp Aly A2y A3y A4y
|T| =48 A5y A6y A7y A8y A9y
|T| = 64 AAp ABy, ACy ADyp AEy

4. A one-bit parameter Enc that indicates whether the payload P is to be authenticated (Enc = 07) or
endrypted and authenticated (Enc = 17).

SEC ma|
the Tag

SEC sh
confide|

SEC taKes Key.KeyIDy, N, param, Enc, and P as five inputs and interfaces to the SIkC transformations ir
the follpwing way, where C is the encryption of P:

SE( (Key.KeyIDy, N, param, 0, P) = SILCParan-Egey keyinz (N, P, @) = P |0 T.

SE

NOTE

commarjd is encrypted and authenticated.

This pr

18

[y be used by the Interrogator, e.g. to protect an over-the-air command. SEC may also be used by
to protect a response.

hll only be used after mutual authentication has been established and it gudarantees thd
htiality and/or authenticity of the payload P being encapsulated.

(Key.KeyID2, N, param, 1, P) = SILCraram-Egey gkeyip2 (N, @, P) =@ || C || T.

In the first case, the encapsulated command is authenticatédyIn the second case, the encapsulated

bcess is illustrated in Figure 5.

Command/Reply:P to be
encapsulated/backscattered

P - = Enc
/ — — -
SEC ¥
A M
\ 4 \ 4
Key.KeylD k
) 2 = param g
SIS N <«—— T_Length
,  E 8
N »
A|C|T
AICIT
A 4
Processed-Command/Repty ready

for encapsulation/backscatter

Figure 5 — Interface between SEC and SILCraran-Ex
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10.3.2 Encapsulating an Interrogator command

Optionally, an Interrogator may wish to cryptographically protect an over-the-air command. To send a
command as an encapsulated payload P, the Interrogator shall perform the following steps:

1. The Interrogator shall verify that TStatus is 1. If not, the Interrogator shall abandon the
encapsulation process.

SEC shall only be used after mutual authentication has been established.

v, The Interrogator shall identify the key Key.KeyID; to be used.
B.  The Interrogator shall construct the initial value of the (b-16)-bit string N as N = Nt ||\T€halllenge.

NOTE TChallenge is generated by the Tag and returned to the Interrogator in the MAM1 responjse while
Nt is generated by the Tag and returned to the Interrogator in the MAM?2 response.

L. The Interrogator shall choose the length T_Length for the authentication token T.
b.  The Interrogator shall specify if the payload is authenticated or both éngrypted and authenticated.

If authentication without encryption is required, then the Interrogator shall set Enc = 0./ If both
encryption and authentication are required, then the Interrogater shall set Enc = 1.

NOTE If the encapsulating over-the-air command only suppopts authentication then Enc = 0.

O

The Interrogator shall specify if the payload parameters’should be protected.

If parameter protection is required then the Jnterrogator shall set Protect = 1. If pafameter
protection is not required then the Interrogator shall set Protect = 0.

. The Interrogator shall specify whether the“Tag response is to be in the clear, authenticated, or
encrypted and authenticated. These different options are represented by the following values to
the Response field in Table 19:

Oy: Clear 1x: Authentieated only | 2x: Encrypted and authenticated 3x - Fx: RFU

B.  The Interrogatorsshall construct a string X where |X| = 0 or |X| = 8.
If Protect = O-then X = @. If Protect = 1 then X = Response || Enc || Protect || 003.
D.  The Intefrogator shall compute SEC (Key.KeyID7, N, param, Enc, X || P). The outputis denotd¢d Q || T.

NOTE Depending on the value of Enc, Q will either be equal to X || P or equal to the encryption of X || P. In
bath cases, an authentication token T will be included.

| 0The Interrogator shall encapsulate the payload defined in Table 19 and send this to the Tag ysing an
€ncapsulating over-the-air command.

11. After a successful invocation of SEC, the value of N shall be incremented by 1 using integer addition.

Table 19 — Secured payload for transport by an encapsulating command

Payload
Field KeyID | Param | Response Enc Protect RFU Process;(lsl(; mmand/
Length (bits) 8 8 4 1 1 2 variable
Description KeyID; | param variable variable | variable 007 QT
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10.3.3 Cryptographically protecting a Tag reply

Depending on the value of Response, a Tag may be required to cryptographically protect the reply to
an encapsulated over-the-air command. To protect the reply to an encapsulated command, the Tag shall
perform the following steps:

1. Ifthe Tagis notin the state IA then the Tag shall return a “Cryptographic Suite Error” and abandon
the communication session.

NOTE1 A Tag can only react to an encapsulated command after mutual authentication has been
established.

2. The¢ Tag shall process the encapsulating command as described in 10.4.1. Unless an error has-beer]
endountered, this will reveal the encapsulated command and, optionally, the values of Résponse
Eng, and Protect.

NOTE 2  The value of the Nonce N is always incremented after an invocation of SEC or CES:

NOTE 3 The values of Response, Enc, and Protect are carried as headers to the encapstlated payload (sed
Tabfle 19). When carried as headers, these values are not cryptographically protected/Optionally, Response
Endand Protect can be included as part of the cryptographic computation invoked.by SEC. In this latter case
thelvalues of Response, Enc and Protect are cryptographically protected.

3. If Protect = 1, the Interrogator has used parameter protection. Provided the encapsulated
cohmand was processed without error (10.4.1), the values of Response, Enc and Protect in Table 19
shdll be recovered from the output of CES in 10.4.1.

If Hrotect = 07, the Interrogator has not used parameter protection. The values of Response, Enc
and Protect shall be recovered from the payload in Table19.

4. If Response = 00003, the Tag shall respond without‘encapsulation.
5. Otlerwise, the Tag shall execute the encapsulated command and construct the reply R.

NOTE4 An encapsulated reply can only“be formed by the tag on receipt of a correctly-received
encppsulated command.

6. If Response = 14 or 2y, the Tag shall~eompute SEC (Key.KeyIDy, N, param, Enc, R) with the reply R
The value of Enc will be 0 if Respense = 15 and Enc = 1 if Response = 2x. The output is denoted Q || T

NOTES5 Depending on the@alue of Enc, Q will either be equal to R or equal to the encryption of R. In both
casgs, an authentication tag-T-will be included.

7. The¢ Tag shall return-Q.J| T to the Interrogator instead of the unprotected reply R.

8. Aftpr a successfulinivocation of SEC, the value of N shall be incremented by 1 using integer addition

10.4 Processing an encapsulated or cryptographically-protected reply

10.4.1 |Géneral

This subclause specifies how to process an encapsulated, i.e. cryptographically protected, payload P.
This is achieved via a transformation CES. CES can be viewed as a wrapper around SILCparam-Dy that
provides the interface between the over-the-air command and SILCraram-Dy,

NOTE With the same Key.KeyIDy, nonce N, param, and value to Enc the transformation CES can be viewed as
providing the reverse functionality of SEC.

CES has four inputs in addition to Q || T which is either an encapsulated command or a protected reply.

1. A b-bit key Key.KeyID; that is passed on to the instantiation of SILCparam-Dy where it is referred
to as k.
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A nonce N that is passed on to the instantiation of SILCparam-Dy.
The 8-bit param used in the SILCparam-Dy computation. The values of param are given in Table 18.

A one-bit parameter Enc indicating whether authentication or both encryption and authentication
were used. In both cases, an authentication tag T is verified.

CES may be used by (a) the Tag for processing an encapsulated air interface command or (b) the
Interrogator for processing a cryptographically-protected response. This process is illustrated in

Figure 6.

CES (Key.KeyID2, N, param, 0, Q || T) = SILCpParam-Dgey geyip2 (N, Q, @, T) = Q or AUTH ERROR (L|).
CES (Key.KeyID2, N, param, 1, Q || T) = SILCParam-Dgey keyin2 (N, @, Q, T) = P or AUTH_ERROR (L

10.4.2 Recovering an encapsulated Interrogator command

CES takes Key.KeyIDy, N, param, Enc, and Q || T as five inputs and interfaces to SILCraraw'Py in the
following way, where P is the decryption of Q:

Received encapsulated Command/

Reply QI T
QIT - Enc
/ L —
CES N
AICIT
YVYVY
k
Key.KeylD, > SILé‘{&}[‘ o)
D § <«—— T_Length
N > \\_Q « ]
N
AM|L

N /

P or AUTH_ERROR

v
Recovered Command/Reply P or
AUTH_ERROR

Figure 6 — Interface between CES and SILCraram-Di where an authentication error is denpted L

Dn reeeiving an encapsulating command with payload Q || T, the Tag shall perform the following steps
fo.process the payload Q || T.

1. Ifthe Tag is not in the state IA then the encapsulating command shall be ignored and the Tag shall
return a “Cryptographic Suite Error” and abandon the communication session.
CES shall only be used after mutual authentication has been established.

2. The Tag shall check whether Key.KeyID; is authorized for use with secure communication. If not,
the Tag shall return a "Not Supported" error.

3. The Tag shall check if param is supported by the Tag. If not, the Tag shall return a "Not Supported"
error condition.

4.

The Tag shall check if the value of Enc is supported by the Tag. If not, the Tag shall return a "Not
Supported" error condition.
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10. After a successful invocation of CES, the value of N shall be incremented by 1 using integet,addition

10.4.3

To recgver the original response from a cryptographically-protected Tag respghse, the Interrogatot
shall pgrform the following steps:

1.

11 Key table and key update

Since this cipher suite provides a method of secure encapsulation, key update can be naturally ang
transpdrently supported via command encapsulation.

Optionglly, the Tag mranufacturer may support a Key Table. If a Key Table is supported then it may storsg
up to 236 keys (Key0 through to Key.255) and it may take the form shown in Table 20. Not all key valueq
need to|be specified. However Key.j shall not be specified when there remain unspecified Key.i with i<j

The fie
such valu€s is manufacturer dependent.

If the output from CES (Key.KeylD3, N, T_Length, Enc, Q || T) is not AUTH_ERROR, the Tag shal
corlsider the output to be the intended encapsulated command.

The Interrogator shall verify that the Tag response was received intesponse to an encapsulated
commmand issued by the Interrogator. If not, the Interrogator:shall abandon the secursg
commmunication process.

Intgrrogator command.

The¢ Interrogator shall recover the cryptographically-protected reply Q | T from the over-the-ai
Tag response.

Th¢ Interrogator shall compute CES (Key.KeyID2, N, param, Enc, Q || T).

If the output is AUTH_ERROR, the Interrogator shall abandon the communication session. Otherwiseg
the|output is the originally constructedTag reply R.

After a successful invocation of CES, the value of N shall be incremented by 1 using integer addition

The Tag shall check if the RFU is "002". If the value of RFU is different, the Tag shall return a "Not
Supported" error.

The Tag shall construct the initial value of N as N = Nt || TChallenge.

Assuming that the encapsulating command is successfully parsed by the Tag, the Tag shall recover
Q|| T from the encapsulating command and compute CES (Key.KeyID2, N, param, Enc, Q || T).

If the output from CES (Key.KeyIDy, N, T_Length, Enc, Q || T) is AUTH_ERROR, the Tag shall return a
“Cryptographic Suite Error” and abandon the communication session.

Recovering a cryptographically-protected Tag response

[E SEC can only be used by a Tag to cryptographically protect the response to an encapsulated

IF REU may be used to define properties that should be associated with a given Key.i. Any use of

Table 20 — Optional Key Table for this document

Field KeyID Key RFU
Length (bits) 8 b 8

000000007 Key.0 00n

000000017 Key.1 00n

etc. etc. etc.

Optionally, the Key Table may be updated using a key update command. If so, the payload to the key
update command may have the form given in Table 21.

22
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Payload
Field KeyID Key RFU
Length (bits) 8 b 8
Description KeyID Key.KeyID 00y

If a Tag is unable to act on the key update command, the Tag shall return a "Not Supported” error. The

success or otherwise of a key update command may be indicated using a single bit in a reply w

hile any

response field to a key update command may be empty.

© ISO/IEC 2018 - All rights reserved
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Annex A
(normative)

Crypto suite state transition table

Table A.1 — Crypto suite state transition table

Start state Transition End state Action
Initial TAM1 Initial Send TAM1 Response
iy [AM2, MAM2, improper, or . . .
Initial faulty command Initial Cryptographic Suite Error
Initial IAM1 PA1 Send IAM1 Response
Initial MAM1 PA2 Send MAM1 Response
PA1 TAMI, IAM1, MAM1, MAM2, im- Initial Cryptographic Suite Error
proper, or faulty command
PA1 [AM2 IA Send'IAM2 Response
PA2 TAML, IAM1, MAM1, IAM2, im- Initial Cryptographic Suite Error
proper, or faulty command
PA2 MAM?2 1A Send MAM2 Response
IA TAML, IAM1, MAM1, IAM2, MAMZ, Initial Cryptographic Suite Error

improper, or faulty command
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Annex B
(normative)

Errors and error handling

nterface standards.

- Tag that encounters an error during the execution of a cryptographiic Suité operation m
an error reply to the Interrogator. The details of these error replies are defined in the respedtive air

['his annex contains a listing of the errors that can result from the operation of this cryptograph
[hese errors shall be translated into an error code for the air interface in accordaric€ with Annex E.

Table B.1 — Error conditions

hy send

lic suite.

Error

Error cond\i{@)"

Not Supported

Supplied parameter values are either not supported by this
cryptographic suite or not supported by this implementation.

Cryptographic Suite Error

A conflict in the protocol flow has been detected.

© ISO/IEC 2018 - All rights reserved
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Annex C
(normative)

Description of SIMON and SILC v3

C.1 SIMON

SIMON+b/k is a Feistel block cipher that is parameterized to use a range of block and key sizes defoted
by b and k. Feistel ciphers use the repeated application of a round function and SIMON-b/Kis defined
by its rpund function and associated key schedule. With a block size b, the basic operational unit is arf
n-bit word where b=2n. The key length k is an integral multiple of n with the multiple depending on thsg
variantjused.

For k €|GF(2)n, the key-dependent SIMON-b/k round function is the Feistel map Rx: GF(2)n x GF(2)n =
GF(2)n g GF(2)n defined by:

Rilx,y)=(y D (S1x & S8x) @ S2x D k, x)

where k is the round key. Here “&” denotes bitwise AND, “@” denotés bitwise XOR, and Stx denotes the
leftwar(d rotate of the n-bit word x by (¢ modulo n) bit positions. Theé SIMON-b/k key schedule takes a k-bit
key and generates T key words kg ... k-7, where T is the numberiof rounds. A pseudo-code descriptior]
of encryption using SIMON-b/k is given below for the values of b/k supported by this document. Morsg
details fan be found in Reference [3].
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—————————————————————————— definitions - —-———-=--""""-"-"-—————-"—"—"—————————-
n = word size (32, 48, or 64) (Note: block size b = 2n)
m = number of key words = 3 or 4 if n = 32
= 2 if n = 48
=2 or 4 if n = 64
= 111 110000000000 00T T 00T 0 T T T o000 00T 0000000010,
10001110111110010011000010110101000111011111001001100001011010,,
101011110111000000110100100110001010000100011111100101101,10011,
11011011101011000110010111100000010010001010011100110100001111,
11010001111001101011011000100000010111000011001010010641101111]
(T, j) = (42, 2) or (44, 3) if n=32, m= 3 or 4
= (52, 2) if n =48, m = 2
= (68, 2) or (72, 4) if n =064, m = 2¢.0r 4
K, Y = plaintext words (Nghet plaintext input = x || vy
k [m—1] k[0] = key words
————————————————————————— key expans¥on -----—-——----—-—----———————————1
for 1 = m..T-1
tmp <« S73k[i-1]
if (m = 4) tmp « tmp @ kFi-3]
tmp « tmp @ S-ltmp
k[i] « ~k[i-m] @ tmp @ z[jl[(i-m) mod 62] @ 3
end for
—————————————————————————— encryption - ---—————=-—--—-—--——————————————¢
for 1 = 0..T-X
tmp « %
X « P (Slx & S8x) @ S?2x @ k[i]
YeosV'tmp
end for (Note: ciphertext output = x || ¥)
_____________________________ end oo
C.2 SILCv3

Some additional parameters and definitions are required for a description of the authenticated-

encryption mode SILC v3.

For each variant of SIMON-b/K, the size of the nonce N is fixed according to the block size b.

b/k 64/96

64/128 96/96 128/128 128/256

48

IN|

48 72 96 96
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For each variant of SIMON-b/k and each permitted size of authentication tag T, an input paramis defined
to take a specific value. These values are specified in the description of SILC v3 and repeated here.

b/k 64/96 64/128 96/96 128/128 128/256
|T| =32 A0y Alp A2y A3y Ady
|T| =48 A5y A6y A7h A8p A9y
|T| = 64 AAp ABp ACy ADj AEp

Some a dition-definitions for the followinag materialin Annev C are pro(]ided hnre.

lenp(A

zpph(A

zapp(Al

g(A)

e e o S e T e oo T O T e E T OOy i g o e ST et T T e s otr

The b-bit binary representation of the integer length of the bit string A.

Example 1: 1eng(011117) = 000001015.

Example 2: 1en16(FFFFL) =00000000000100007,

Example 3: 1en1(®) = 0000000000000000;,

Bit-wise padding to the left of the n-bit string A with 0, giving a\b-bit result for n < b.
Example 1: zppg(11113) = 000011115.

Example 2: zpp16(FFFFy) = FFFFy,

Bit-wise padding to the right of the n-bit string AGwith 0, giving a b-bit result for n < b.
Example 1: zapg(11113) = 111100003.

Example 2: zap16(FFFFy) = FFFFy,.

A byte-wise operation on the b-bit input A, represented as bytes A[1] || ... | A[b/8], and
defined as follows.

Forb=64:  g(X)=g(A[lF- I A[7TIIA[8])  =A[2] || ... || A[8] || (A[1]DA[2])
Forb=96:  g(A) = g(Af1] || ... || A[11] [[A[12]) =A[2] ] ... [ A[12] || (A[1]DA[2])
For b=128:  g(A) 5'g(A[1] |l ... I| A[15] [[A[16]) =A[2] || ... [l A[16] || (A[1]DA[2])

SILE-Ej (N, A, M) SILC-Dk (N, A, C, T)

AW N

Set V= HASHR(N,A)
Set C = ENCk(V,M)
Set T="PRFk(V,C)
return (C || T)

1. Set V= HASHg(N,A)

2.Set T* = PRFg(V,C)

3.if T* # T then return AUTH_ERROR
4.Set M = DECg(V,C)

5.return M

28
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Algorithm HASHk (N, A)

1. Set Sy [0] = SIMON-b/k-ENC (K, zppp (param || N))
2.if A= 0 then
Set V=g(Su [0])

3. else

AL

Write Aas wo-bit btocks Attt Afwl
fori=1tow-1do

Set Sy [i] = SIMON-b/k-ENC (K, Sy [i-1] @ A[i])
Set Sy [w] = SIMON-b/k-ENC (K, Sy [w-1] @ zapy (A[a]) )
SetV=g(Su [w] © lenp(A))

4.return V

Algorithm ENCk (V, M)

1.if M = @ then
SetC=0
2. else

Write M as d b-bit blocks M[1] I ... | M[d]
Set Sg[1] = SIMON-b/k-ENC (K, V)
fori=1tod-1do

Set C[i] = Sg[i] & MJi]

Set Sg[i+1] = SIMON-b/k-ENC (K, fix1(C[i]))
Set C[d] = msbym(a)| (SEIdT) © M[d]
SetC=C[1] Il ... Il G[x]

3.return C

Algorithm DECk (V, C)

1.ifC= @ then
SetM=0

2.else
Write C as d b-bit blocks C[1] || ... || C[d]
Set Sp[1] = SIMON-b/k-ENC (K, V)

fori=1tod-1do

Set M[i] = Sp[i] @ M[i]

Set Sp[i+1] = SIMON-b/k-ENC (K, fix1(C[i]))
Set M[d] = msbjc[q (Sp[d]) @ C[d]
Set M = M[1] Il ... Il M[d]

3.return M

© ISO/IEC 2018 - All rights reserved
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Algorithm PRF (V, C)

1. Set Sp[0] = SIMON-b/k-ENC (K, g(V))
2.if |C| = 0 then

Set U = g(Sp[0])

Set T = msby (SIMON-b/k-ENC (K, U))
3.else

Write C as d b-bit blocks C[1] |l ... |l C[d]

fori=1tod-1do
Set Sp[i] = SIMON-b/k-ENC (K, Sp[i - 1] @ C[i])
Set Sp[d] = SIMON-b/k-ENC (K, Sp[d- 1] @ zapp (C[m]))
Set U = g(Sp[d] @ 1len; (C))
Set T = msb7|(SIMON-b/k-ENC (K, U))

4. return T
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Annex D
(informative)

Test vectors

Table D.1 — Test vectors for SIMON-b/k

[fable DT provides test vectors for encrypting plaintext messages using the SIMON bIock ciphler with
b-bit blocks and k-bit keys.

Variant . /\'
Plaintext Key \Q)Clphertext
b/k o)
13121110y || OBOA0908y || N
64/96 6F722067n || 6E696C63n | o30507 00" 5QA2E27F, || 111A8FC8y
1B1A1918y || 1312111pm\|l
64/128 |656B696CL || 20646E75n 02080908, || 030201007  |44C8FC20n || BODFA(TAL
96/96 2072616CL || 6C697020y || |0DOCOBOAL || 09080504y |||602807A4y || 62B46%06, ||
65687420y 03020100 3D8FF082y
128/128 | 63736564x | 207372654 || |0FOEODOCH JKOBOA0908y |[|49681B1E, || 1ES4FE3Fy ||
6C6C6576y || 61727420, |07060504, Y 03020100, |65AA832An || F84EOBBCH
1F1E1DACK || 1B1A1918y ||
128/256 74206E69y, || 206D6F6Fy || |17161514y, || 13121110y |||8D2B5579y || AFC8ABAOL ||
6D697320y || 61207369, |OFQEDDOC, || 0BOA0908y |||3BF72A87y || EFETB$68,
07060504y || 03020100n

Ilable D.2 provides test vectors for Tag authentication using SIMON with b-bit blocks and k-bit kg
alue of the key used for each examplein Table D.2 corresponds to the key used for each b/k Y

bys. The
ralue in

Ilable D.1. The value of KeylD is set to'0y. See the text for the bit length of parameters; values are written
nere by filling 32-bit words starting-from the right-most bit.
Table D.2 «=Test vectors for Tag authentication using SIMON-b/k
Variant IChall C{»7k TAM1 M TRnd-b/k TR
a e- essage nd- esponse
b/k o ° ’
64/96 |2F7, (H220676E6, |000002F7y || 220676E6y ABCDEy |8DSAAD21y || 0976R6bly
64/128 |2@mM| 220676E6, |002002F7, || 220676E6y ABCDEn |5834A5f5y || F4B5[A90y
OF7220n || 010 || 006E7220n || 92735B2fy || 5F23[7C32n
96/96{476x696C, 676E696CH 321ABCDER || 76 e cb9 by,
128128 |0F72n |l 20676E69, |00 || 2400672, || 321ABCDE, ﬁC§§g§§§§6" ﬁA5D27FBh
| 6c636C6CH 20676E69, || 6C636C6CH  ocnn gy P
869047
24110398y, || A7DE8B066,
6F72n || 20676E69, |0n || 28006F72h ||
128/256 || 6C636C6CH 20676E69n || 6C636C6CH 321ABCDER ﬂ8gggggﬁihh I

Table D.3 provides test vectors for Interrogator authentication using SIMON with b-bit blocks and k-bit
keys. The value of the key used for each example in Table D.3 corresponds to the key used for each b/k
value in Table D.1. The value of KeyID is set to Op. See the text for the bit length of parameters; values
are written here by filling 32-bit words starting from the right-most bit.
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Table D.3 — Test vectors for Interrogator authentication using SIMON-b/k

Variant b/k | 1AM1 Message TChallenge-b/k IRnd-b/k IAM2 Message
64/96 40000y, 2F 7y || 220676E6y ABCDE, 2}227'5'330355?179“% I
64/128 40400p 2F7n || 220676E6n ABCDEj ;g§3|€|5DCz4CiD4392h I
96/96 41000,  |6F7220y || 676E696C, | 321ABCDEn ;S?gsgigi I 23334728y |
D R e e
anss [ oo [ ATV | sanncon, [5Gy | S |

Tables D.4 to D.13 provide test vectors for Mutual authentication using SIMON with btbit blocks and
k-bit kdys. Tables D.14 to D.23 provide test vectors for authenticated command encapsulation using
SIMON with b-bit blocks and k-bit keys. The value of the key used for each example corresponds to the
key used for each b/k value in Table D.1. The value of KeyID is set to Op. See the text for the bit length of
paramgdters; values are written here by filling 32-bit words starting from the right-most bit.

Table D.4 — Test vectors for Mutual authentication using SIMON-64/96 and PS= 003

SIMON-64/96 Bits < Value
Key 96 13121110y | 0BOA0908y || 030201004
IChallenge-64/96 42 2F7nh ,||\220676E6p
MAM1 Message 64 200802F7y || 220676E6y
TChallenge-64/96 42 289 || 220676E6y
Input t¢ ENC 64 6F7222F 7y || 220676E6y
S 64 DC50EFD3y || 02624653y
TResponse 86 0676E6y || DC50EFD3y, || 026A4653y
Input t¢ DEC for MAM?2 64 59DB9AF7y || 220676E6y
[Response 64 D864827Cy || F7518268y
MAM?2 Message (SecureComm = 0) 76 900y, || D864827CH || F7518268y
MAM?2 Message (SecureComm = 1) 76 901y, || D864827Cy || F7518268y

Table D.5 — Test véetors for Mutual authentication using SIMON-64/128 with PS=00;

SIMON-64/128~ Bits Value
Key 128 |1B1A1918y || 131211104 || 0BOA0908; || 03020100y
IChallenge-64/128 42 2F7y || 220676E6
MAM1 Message 64 201002F7y || 220676E6y
TChallenge;64/128 42 2FTn || 220676E6h
Input to ENC 64 6F7222F 7y || 220676E6y
S 64 |B1FC2CBCy || A1785CFFy
TResponse 86 0676E6y || BIFC2CBCyp || A1785CFFy
Input to DEC for MAM?2 64 59DB9AF7y || 220676E6n
IResponse 64 B6421989y || 6A1d2536h
MAM2 Message (SecureComm = 0) 76 900y || B6421989y, || 6A1d2536y
MAM?2 Message (SecureComm = 1) 76 901n || B6421989y || 6A1d2536y
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Table D.6 — Test vectors for Mutual authentication using SIMON-96/96 with PS=00;

SIMON-96/96 Bits Value
Key 96 |0DOCOBOA, || 09080504, || 030201004
[Challenge-64/96 56 6F7220y || 676E696CH
MAM1 Message 76 810y || 006F7220y || 676E696CH
TChallenge-64/96 56 6F7220n || 676E696CH
Input to ENC 96 |FD676E69, || 6C6F7220y || 676E696CH
S 96 |7436BC77y || E3C322B8y, || CAEB2E4By
TResponse 120 6F7220y || 7436BC77y || E3C322B8y || C4EB2E4ByL
Input to DEC for MAM?2 96 FD676E69, || 6C6F7220y || 676E696CH
IResponse 96 E259CCDAy || BFC457C0y || 14652D04K
MAM?2 Message (SecureComm = 0) 108 900n || E259CCDAy || BFC457C0x ) *14652D04y
MAM?2 Message (SecureComm = 1) 108 901n || E259CCDAy || BFC457C0y || 14652D04y

Table D.7 — Test vectors for Mutual authentication using SIMON-128/128 with PS=0p>

E8186857h

SIMON-128/128 Bits - Value

Key 128 |0FOEODOCK || 0B6&0908, || 07060504y || 030201004

IChallenge-128/128 80 [6F72n || 20676E69, || 6C636C6CH

MAM1 Message 100 8h || 24006E72y || 20676E69, || 6C636C6CH

TChallenge-128/128 80 |6F72n |N\R0676E69, || 6C636C6CH

Input to ENC 128 |FFFD6R72y || 20676F72, || 20676E69, || 6c6d6cech

S 128 |858PD114y || 502000FEy || AE588A8E, || A3130358y

6E69, || 6C636C6CH || 85DDD114y || 502000FF, ||

TResponse 176. Aarsssase, || 23130358,

Input to DEC for MAM2 128 FFFD6F72y || 20676F72n || 20676E69 || 6C636C6CH

[Response 128 65CA5567y || 01F671B6y || 303FFB5EL || E8186857
_ 900y || 65CA5567 || 01F671B6, || 303FFB5E ||

MAM?2 Message (SecureComm = 0) 140 £8186857y

MAM2 Message (SecureCorfin= 1) 140 |901n Il 65CA5567, || 01F671B6y || 303FFBSE ||

Table D.8 — Test vectors for

Mutual authentication using SIMON-128/256 with PS=00

SIMON;128/256 Bits Value

Key 256 |LFLELDICh || 1B1A1918y || 17161514y || 13121110y |
OFOEODOCy || OBOA0908y || 07060504y || 03020100y

IChallenge-128/256 80 |6F72y || 20676E69y || 6C636C6CH

MAM1 Message 100 |8y || 28006F72y || 20676E69y, || 6C636C6CH

TChattenige=128/256 80— 6T T2 i 20676569, (- 6C636C6Ch

Input to ENC 128 |FFFD6F72y || 20676F72, || 20676E69;, || 6C636C6CH

S 128 |3BB11210y || 423533F8y || DDA00316y || 92640BEOy,

TResponse 176 gg;g%3q6icisg§gi%BloiBBllzloh || 423533F8y ||

Input to DEC for MAM2 128 |FFEFD6F72y || 20676F72y || 20676E69, || 6C636C6CH
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Table D.8 (continued)
SIMON-128/256 Bits Value
IResponse 128 |DBF5F851y || 128BF7B4y || 0B509D42y || 1F23836Dy
_ 900y || DBFS5F851y || 128BF7B4y || 0B509D42y ||
MAM?2 Message (SecureComm = 0) 140 1F23836Dy,
_ 901y || DBFS5F851y || 128BF7B4y || 0B509D42y ||
MAM?2 Message (SecureComm = 1) 140 1F23836Dy,

Table D.9 — Test vectors for Mutual authentication using SIMON-64/96 with PS=01;

SIMON-64/96 Bits Value a>
Key 96 |131211104 || 0BOA0908y, || 03020100k
[Challepge-64/96 30 |220676E6y
MAM1 Message 50 |20000n || 620676E6y
TChallenge-64/96 30 |220676E6y
Input t¢ ENC 64 |18819DB9y || A20676E6n
S 64 |43E549BDy || 2897D9C5y
TRespopnse 64 |43E549BDy || 2897D9C5y
Input t¢ DEC for MAM?2 — |—=
[Respopse 30 [220676E6n
MAM?2 Message (SecureComm = 0) 42  |240n || 220676E6y
MAM2 Message (SecureComm = 1) 42  |240n || 620676E6H

Tgble D.10 — Test vectors for Mutual authentication using SIMON-64/128 with PS=01;

SIMON-64/128 Bits K Value
Key 128 |1B¥A1918y || 13121110y || 0BOA0908L || 030201004
IChallenge-64/128 30 p220676E6y
MAM1 Message 50 \20100y || 620676E6H
TChallenge-64/128 30 |220676E6y
Input t¢ ENC 64 18819DB9y || A20676E6h
S 64 |67B13139, || 41ACDCCOR
TResponse 64 |67B13139y || 41ACDCCOR
Input t¢ DEC for MAM?2 — |=
[Respopse 30 [220676E6n
MAM2 Message (SecureComm = 0) 42  |240y || 220676E6n
MAM?2 Message {SeécureComm = 1) 42 |240n || 620676E6y

Thble D.11 — Test vectors for Mutual authentication using SIMON-96/96 with PS=01;

SIMON-96/96 Bits Value
Key 96 |0DOCOBOAL || 09080504y || 03020100y
IChallenge-96/96 46 3220y || 676E696CH
MAM1 Message 62 |20400620y|| 676E696CH
TChallenge-96/96 46 |3220p || 676E696CH
Input to ENC 96 |DC8819DBy || 9A5B3220n || 676E696CH
S 96 |1DCID1C3y || 46854660, || 2F1A4925y
TResponse 96 |1DCI9D1C3y || 46854660n || 2F1RA4925y
Input to DEC for MAM?2 - —
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Table D.11 (continued)

SIMON-96/96 Bits Value
IResponse 46 |3220yn || 676E696CH
MAM?2 Message (SecureComm = 0) 58 2403220y || 676E696CH
MAM?2 Message (SecureComm = 1) 58 2407220y || 676E696CH

Table D.12 — Test vectors for Mutual authentication using SIMON-128/128 with PS=01;

SIMON-128/128 Bits Value D
Key 128 |0FOEODOC, || 0BOA0908y || 07060504, || Q39201004
IChallenge-128/128 60 [0676E69, || 6C636C6CH
MAM1 Message 80 [8240y || 10676E69, || 6C636C6CH
TChallenge-128/128 60 |0676E69, || 6C636C6CH
Input to ENC 128 |FD0676E6, || 96C636C6, || CO6FBE69, || 6C636¢6CH
S 128 |31E9CE63y || DAASBFB4y ||, G98E4AC2y || 49DE1QD74
TResponse 128 |31E9CE63y || DAASBFBAL\Y[V398E4AC2y || 49DE1(D7y
Input to DEC for MAM2 — |—
IResponse 60 |0676E69, || 6C636€6EYL
MAM?2 Message (SecureComm = 0) 72 |90y || 00676E68, f| 6C636C6CH
MAM?2 Message (SecureComm = 1) 72 |90y || 10676868, || 6C636C6CH

Table D.13 — Test vectors for Mutual authentication using SIMON-128/256 with PS=01,

SIMON-128/256 Bits | <\ Value
Key 956 o|ARIEIDICK || 1B1A1918y || 17161514y || 13121}110y |
OF0EODOC, || 0BOA0908, || 07060504y || 030201004
IChallenge-128/256 600 [0676E69, || 6C636C6CH
MAM1 Message 80 (8280 || 10676E69y || 6C636C6CH
TChallenge-128/256 60 [0676E69, || 6C636C6CH
Input to ENC 128 |FD0676E6y || 96C636C6y || CO676E69, || 6C636¢6CH
S 128 |353DFOFF, || AA240E8Cy || 11050493y || 7F24ClEFy
TResponse 128 |353DFO0FFL || AR240E8Cy || 11050493y || 7F24ClEFh
Input to DEC for MAM2 — |—=
IResponse 60 |0676E69, || 6C636C6CH
MAM?2 Message (SecureComm = 0) 72 |90y || 00676E69, || 6C636C6CH
MAM?2 Message (SecureComm = 1) 72 |90y || 10676E69 || 6C636C6¢H
Table D.14 — Test vectors for authenticated command encapsulation using SIMON-6#/96
with PS=00;
SIMON-64/96 (PS= 002) Bits Value
Key.00 96 [131211104 || 0BOA0908y || 030201004
TChallenge-64/96 42 |2F7y || 220676E6n
MAM2 Message (SecureComm = 1p) 76 |901n || D864827Cy || F7518268y
MAM?2 Response (KeyIDy = 01y) 15 |406Dy
Nonce N = Nt || TChallenge 48 |B4FTy || 220676E6y
Key.01 96 (03020100, || 1B1A1918, || 131211104
READ first four rows of user memory 26 |30B0004y

© ISO/IEC 2018 - All rights reserved

35


https://standardsiso.com/api/?name=1fff30a761339011b6e14db034d10e81

ISO/IEC 29167-21:2018(E)

Table D.14 (continued)
SIMON-64/96 (PS= 003) Bits | Value
EES_EEI;?—_};OL A0n, Op, 30B0004p) Add 32-bit authentication tag
GetV<start>
SH[0]| 64 |5612D1B3y || 41FC5CD2y
SH[1]| 64 |[CA3B705F, || A7A599F0y
Veends| 64 gé;g;ig;};rh T E7AS99ERL T = 3BT0SFATL 1 '\Q)
GetC| — |— AN
GetT<start> n\~v
SP[0]| 64 |92520FCDy || 52144Cl4y ﬁ/\'V
se[1]| — |— NO
U| 64 |520FCD52, || 144C14COp >
T<end>| 32 |520FCD52y e
iigéliey.OLAOh, Op, 30B0004p) 58 |30B0004yn || 520FCD52: O\O\\V
Securel payload 82 [00680, || 03080004y || 520FCD52;
O
Table D.15 — Test vectors for authenticated and encrypt @%mmand encapsulation using
SIMON-64/96 with PS={&
AN
SIMON-64/96 (PS= 00,) Bits R Value
Key.00 96 1312111%\@"0130A090811 | 030201004
TChallehge-64/96 42 |2F7, ||920676E6;
MAM2 Message (SecureComm = 1) 76 901&‘#’D864827Ch || F7518268y
MAM2 Response (KeylDy = 01}) 15 @Dh
Nonce IN = Nt || TChallenge 4‘8\\ 4FT7y || 220676E6y
Key.01 96" (03020100, || 1B1A1918y || 131211104
READ fjrst four rows of user memoryk\. *26 |30B0004y
Egggﬁ };01‘ AOn, 1p, 30BOO 060\ Encrypt and add 32-bit authentication tag
Get&@ﬁart>
ey~ SH[0]| 64 |s612p1B3y || 41FC5CD2)
AN SH[1]| - |-
ons V<ends| 64 géggégﬁf% | 41FC5CD2n) = 12D1B341y ||
vaﬁ GetC<start>
6\' SE[1]| 64 |1E93BF7Ch || BB45B74EL
C<end>| 26 |3714EFSh
GetT<start>
SP[0]| 64 |[C348F6F9y || 3B5223D3y
SP[1]| 64 |156FA589, || C1A6F6BDy
ul a |9(156FA589, || CIAGF6ATL) = 6FA589C1n ||
AGF6ATTAy
T <end>| 32 |CC325965y
iiigﬁeym' AOn, 1p, 30BO004n) | 5o |59945p0, || cC325965,
Secured payload 82 00680y || 23714EF9y || CC325965,
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Table D.16 — Test vectors for authenticated command encapsulation using SIMON-64/128

with PS=00;
SIMON-64/128 (PS= 003) Bits Value
Key.00 128 |1B1A1918y, || 13121110y || 0BOA0908, || 030201004
TChallenge-64/128 42 |2F7y || 220676E6n
MAM?2 Message (SecureComm = 1) 76 901y || B6421989y || 6A1d2536n
MAM?2 Response (KeyIDy = 01y,) 15 |406Dy
Nonce N =Nt |[ TChallenge 46 |B4F/h || 220676E6p
Key.01 128 |0BOA0908y || 03020100y || 1B1A1918y || 331271104
READ first four rows of user memory 26 |30B0004y
igigfet};m’ Abn, Op, 30B0004n) Add a 48-bit authentication tag
GetV<start>[00A6B4FTy || 220676E6y
SH[O0]| 64 |008B84A4y || 4238C240y
SH[1]| 64 |1E0D345By || 801E16COy
Veonds| 64 ?éiggiingh | 801EL6DAL) = 0D345B80n ||
GetC| — |—
GetT <start>
SP[0]| 64 |20E70450nAN520AD17y
SP[1]| — |-
U| 64 |E70450%5, || 20AD17C7y
T<end>| 48 |E7Q4y || 507520ADy
iigégey01’A6h' Op, 30B0004n) 74. (30B, || 0004E704y || 507520ADy
Secured payload 98 |[0n || 0698030By || 0004E704y, || 507520ADy

Table D.17 — Test vectors fer~authenticated and encrypted command encapsulation using
SIMON-64/128 with PS=00;

SIMON-64/128 (PS=007) Bits Value
Key.00 128 |1B1A1918y || 13121110y || 0BOA0908L || 0302(100x
TChallenge-64/128 42 |2F7y || 220676E6y
MAM2 Message (SecureComm = 1) 76 |901n || B6421989y || 6A1d2536h
MAM?2 Response/(KeyID, = 01}) 15 |406Dy

Nonce N =Ng|| TChallenge

48

B4F7y || 220676E6y

Key.01

128

0BOA0908y || 03020100n || 1B1A1918n || 131271104

READfirst four rows of user memory

26

30B0004y

R Encryptand add a4 8-bitautientication tag
<start>
GetV <start>|00A6B4FTy || 220676E6y
SH[0]| 64 [008B84A4y, || 4238C2404
SH[1]|— —
V<ends| 64 géggjggéiﬁlh || 4238C240y)= 8B84RA442y ||
Get C <start>
SE[1]| 64 |ABB390A9, || C621ECB5,
C<end>| 26 |1A5CE46y
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