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Foreword

ISO

(the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical

com

mittees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, gnvnrnmnnfn] and nnn-gnvnrnmnnfn]’ in liaison with ISO and IEC also take partin the
work] In the field of information technology, ISO and IEC have established a joint technical committe€,
ISO/IEC]TC 1.

The

procedures used to develop this document and those intended for its further maintenamnge are

descrlibed in the ISO/IEC Directives, Part 1. In particular the different approval criteria,needed for
the djfferent types of document should be noted. This document was drafted in accorddnce with the
editofial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Atte
of p

;thion is drawn to the possibility that some of the elements of this documentémay be the subject
ent rights. ISO and IEC shall not be held responsible for identifying any or all such patent

rights. Details of any patent rights identified during the development of the decument will be in the
Introfuction and/or on the ISO list of patent declarations received (see wwriso.org/patents).

Any

trade name used in this document is information given for the convénience of users and does not

constlitute an endorsement.

For

an explanation on the voluntary nature of standards, the{m"teeaning of ISO specific terms and

exprgssions related to conformity assessment, as well as information about ISO's adherence to the

Wor
URL

1 Trade Organization (WTO) principles in the TechnjcalBarriers to Trade (TBT) see the following
:lwww.iso.org/iso/foreword.html.

This |document was prepared by Technical Committee ISO/IEC JTC 1, Information technology,
Subcgmmittee SC 31, Automatic identification andg@data capture techniques.

Alis

tlof all parts in the ISO/IEC 29167 series.can be found on the [SO website.
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Introduction

This document defines a coding suite based on an exclusive or (XOR) operation for the ISO/IEC 18000

air interfaces standards for radio frequency identification (RFID) devices.

XOR is a type of logical disjunction on two operands that results in a value of true if exactly one of the
operands has a value of true. The primary advantage of XOR operation is that it is simple to implement
and that the XOR operation is computationally inexpensive for hiding information in cases where either

no particular or light security is required. The simple implementation of XOR does not requirea ¢
and therefore limits the security protection and attacks like eaves dropping are much easier;

ipher

The security service tag authentication is a mandatory security service. All other sérvices in this

coding suite are optional. Every manufacturer has the liberty to chose which of these, services W
implemented on a tag.

The International Organization for Standardization (ISO) and International Electrotec
Commission (IEC) draw attention to the fact that it is claimed that compliance with this documen
involve the use of patents concerning radio-frequency identification technology given in the cl
identified below.

[SO and IEC take no position concerning the evidence, validity andScope of these patent rights.

The holders of these patent rights have assured the ISO and IEC that they are willing to neg
licences under reasonable and non-discriminatory terms,and conditions with applicants throu
the world. In this respect, the statements of the holders-of\these patent rights are registered wif
and IEC.

Information on the declared patents may be obtaified from:

Patent holder: = China IWNCOMM Co., Ltd.

Address: A201, QinFengGe, Xi'an Software Park,
No. 68, Keji 2nd Road;
Xi’an Hi-Tech Industrial Development Zone
Xi’an, Shaanxi;P. R. China 710075

The latest informationfon IP that may be applicable to this document can be found at ww|

org/patents.

ill be

nical
may
Quses

htiate
bhout
h ISO

W.iSO.
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Information technology — Automatic identification and
data capture techniques —

Part 15:

Crypto suite XOR security services for air interface
communications

1 Scope

This document defines a coding suite based on an exclusive or (XOR) operationAfor the ISO/IEC 18000

air interfaces standards for radio frequency identification (RFID) systemsdnparticular, it specifi

bs the

use of XOR as a basic way to hide plain data in the identity authentication and secure communidation

procedures. The coding suite is defined in alignment with existing airdnterfaces.

This document defines various authentication methods and metheds of use for the XOR. A tag a
interrogator may support one, a subset, or all of the specified options, clearly stating what is supp

2 Normative references

nd an
rted.

The following documents are referred to in the text'in such a way that some or all of their cdntent

constitutes requirements of this document. For,dated references, only the edition cited applie
undated references, the latest edition of the referenced document (including any amendments) ap

5. For
plies.

ISO/IEC 18000-63, Information technology,~— Radio frequency identification for item managemdnt —

Part 63: Parameters for air interface communications at 860 MHz to 960 MHz Type C

ISO/IEC 19762 (all parts), Information technology — Automatic identification and data capture (AIDC)

techniques — Harmonized vocabulary

3 Terms, definitions; symbols and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 (all parts) and the

following apply.

ISO and TEC maintain terminological databases for use in standardization at the following addresges:

— \EC Electropedia: available at http://www.electropedia.org/

/obn
ym=a~a=

1ISO Online hrowsinag nlatfaorm: auailahlo at httn: //urarurica ar
o TP oW o S Proartr Oty oo te e e p /vy vy vv o OO

3.1.1
command
<message> command that interrogator sends to tag with "Message" as parameter

3.1.2
message
part of the command that is defined by the CS

© ISO/IEC 2017 - All rights reserved
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3.1.3
reply
<response> reply that tag returns to the interrogator with "Response" as parameter

3.14
response
part of the reply (stored or sent) that is defined by the CS

3.2 [Symbulsamdabbreviatedterms

3.2.1] Symbols

D exclusive or

# number

XXXX] hexadecimal notation

[l concatenation

On fixed value

+ a + b means a addition b mod 21, the length of a and b is n.

- a - b means binary subtraction operation. Given two binary numbers a and b, the operation
a — b outputs the result of subtracting b from a.

NOTE The easiest way to subtract the second binary number from the first one is to make
the second number negative and then add it with the first number.

mod modulo operation

3.2.2| Abbreviated terms

CRC cyclic redundancy check

CS coding suite

CSI coding suite identifier

EBV extensive bitveetor (see ISO/IEC 18000-63)
ID identifier

MAC message authentication code
PSK pre-shared key

RFID radio frequency identification
RFU reserved for future use

RN random number

SK session key

2 © ISO/IEC 2017 - All rights reserved
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TRAIS tag and reader air interface security
TRAIS-X tagand reader air interface security based on XOR

XOR exclusive or

4 Conformance

4.1 Claiming conformance

To claim conformance with this document, an interrogator or tag shall comply with all relevant clpuses
of this document, except those marked as “optional”.

4.2 Interrogator conformance and obligations
To conform to this document, an interrogator shall

— implement the mandatory commands defined in this document, and conform to the relevant plart of
ISO/IEC 18000.

To conform to this document, an interrogator may

— implement any subset of the optional commands defined@nthis document.
To conform to this document, the interrogator shall not

— implement any command that conflicts with thisjdocument, or

— require the use of an optional, proprietary ot custom command to meet the requirements df this
document.

4.3 Tag conformance and obligations
To conform to this document, a tag shall

— implement the mandatory commands defined in this document for the supported types and conform
to the relevant part of ISO/IEC 18000.

To conform to this doCument, a tag may

— implement any,subset of the optional commands defined in this document.
To conform to'this document, a tag shall not

— implement any command that conflicts with this document, or

— «require the use of an optional, proprietary or custom command to meet the requirements df this
document.

5 Cipher introduction

The logical operation exclusive disjunction, also called eXclusive OR (XOR) is a type oflogical disjunction
on two operands that results in a value of true if exactly one of the operands has a value of true and
often used for bitwise operations or algebra computing. For example:

© ISO/IEC 2017 - All rights reserved 3
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a@b=a+b(mod?2)

OR operator is extremely common as a component in complex ciphers. By itself, using a constant
ting key, a simple XOR crypto can trivially be broken using frequency analysis. If the ‘content
y message can be guessed or otherwise known then the key can be revealed (the XOR crypto is
rable to a known-plaintext attack, since plaintext @ ciphertext = key). Its primary advantage
t it is simple to implement and that the XOR operation is computationally inexpensive. A simple
ting XOR crypto is therefore sometimes used for hiding information in cases where either no
cular or light security is required. For detailed cipher descriptions, see Annex €. For some security
Herations of this coding suite, see Annex G.

arameter definitions

Table 1 — Definition of parameters

Parameter Description
Comtnand Code [7:0] The values of security commands<See 3.1.1 for the definition of Command)
RFU[[7:0] The reserved values for futureise
Codinpg Suite ID [7:0] CSI: coding suite identifier:
Length[Variable] The length of message with extensive bit vector format
Payldad[Variable] Message data (See,3:1.2 for the definition of Message)
CRC-16[15:0] The cyclic redundancy check value
Messhge See3.1.2
Reply See3.1.3
Resppnse See 314
RN[6B:0] 64:-bit random number
Headpr[1:0] The value of header
This shows the authentication type in the authentication procedure. The values
are as follows:
— 00: mutual authentication
Authfype[1:0] — 01: interrogator authentication
— 10: tag authentication
— 11-RFU
This shows the step number in the authentication procedure. The values are as follows:
— 000: RFU
AuthStep[2:0] — 001: Step 1 of Authenticate command
— 010: Step 2 of Authenticate command
— 011-111: RFU
4 © ISO/IEC 2017 - All rights reserved
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Table 1 (continued)
Parameter Description
Key ID[4:0] The key identifier that the tag and interrogator used in the authentication procedure.
This shows the data computed in the authentication procedure. The values are as
follows:

— SORNi = (RNi’ + 0y) @ PSK’

CSORN+ = (DN+’ = 0 ) M DCL/
uuuuuuu Igazan- O oo

— SRNi =RNi @ PSK
— SRNt=RNt @ PSK

— NULL

AuthData[Variable] where

— RN’ : RNi’ means bit-wise ROTATE RNi left for n bits, where RNi is a §4-bit
random number generated by an interrogator, n is the number of binary value 1 ¢f RNi

— RNt : RNt means bit-wise ROTATE RNt left for n bits, where RNt is a 4-bit
random number generated by a tag, n is the number of binary value 1 of RNt

— 04:5555 55555555 5555h

— PSK": PSK’ means bit-wise ROTATEPSK left for n bits, PSK is a value of pre-
shared key (64-bit), n is the number ofibinary value 1 of RNi or RNt

MAC[127:0] The value of message authenticatign code

7 State diagram

Figure 1 shows the state machine of XOR coding'suite. The state diagram for this coding suite consists
of four states. For state transition tables, Annex'A shall be consulted.

CMD:

Tag
@ ‘ Authentication

Step 1 Message

CMD:;
Interrogator
Authertication
Step\hMessagg

CMD:
Mutual Authentication
Step 1 Message

Mutual Authenticatiq
CMD: Step 2 Message

Interrogator
Authentication
Step 2 Message CMD:

CMD: Mutual Authentication
Step 2 Message -
Interrogator Mutual

Figure 1 — State diagram

CMD:
Mufual
Authentication
Step 1 Message

Interrogator
Authentication
Step 1 Messagé

SecureComm

8 Initialization and resetting
This document shall implement an Initial state.
After power-up and after a reset of the coding suite the tag moves into the Initial state.

Implementations of this suite shall assure that all memory used for intermediate results is cleared after
each operation (message-response pair) and after reset.

© ISO/IEC 2017 - All rights reserved 5
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9 Authentication

9.1 General

This document describes additions to the ISO/IEC 18000 series of standards protocol to support the tag
and reader air interface security (TRAIS) based on XOR (TRAIS-X). Specially, it defines

— the use of XOR crypto for mutual, interrogator and tag authentication procedures;

— the use of XOR crypto for secure communication;

—+

he encoding in the related commands and the processing of those messages.

Figurles 2 and 3 shows protocol flows of mutual and interrogator, and tag authentication procedures,
respgctively.

(
. Authenticate(TRAIS-X: Step 1 Message) ;,C)
O Lt
T TRAIS-X: Step 1 Response
I ®
j 5
‘Q"Z Authenticate(TRAIS-X: Step 2 Message) _ =
- P TRAIS-X: Step 2 Response

Figure 2 — TRAIS-X mutual and interrogator.authentication protocol flows

Authenticate(TRAIS:X:*Step 1 Message)

»

Tag

TRAIS-X:Step 1 Response

Interrogator
A

Figure.3 — TRAIS-X tag authentication

The fprmats of authenticate and pesponse commands are shown in Table E.1 and Table E.2, respectively.
9.2 |Authentication procedure

9.2.1| Protocol reguirements

The quthentication protocol requires that a tag and interrogator should have a PSK before they start
the apithentication procedure. How to generate and set a high quality PSK is out of the scope of this
documernt. A key update function is supported and described in Clause 11. For error codes and error
hand]ing) the process in Annex B shall be followed.

9.2.2 Procedure

9.2.2.1 Mutual authentication
The mutual authentication procedure is as follows.
a) The interrogator

1) generates a random number RNi,

6 © ISO/IEC 2017 - All rights reserved
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2) computes SRNi = (RNi + Op) €@ PSK, where O, = 5555 5555 5555 5555h, and

3) sends the authenticate command to the tag (see Table E.3).

b) Onreceipt of the authenticate command, the tag
1) computes RNi = (SRNi @ PSK) - Oy,
2) computes SORNi = (PSK’ + 0,) @ RNi’, where PSK’ and RNi’ means bit-wise ROTATE PSK and
RNt teftformbits; Tespectivety {ris the rumberof bimary vatue tof RNij;
3) generates a random number RNt, then computes SRNt = (RNt + O) @ PSK, and
4) returns the response to the interrogator (see Table E.4).
c) Onreceipt of the response from the tag, the interrogator
1) computes the value of (SORNi € RNi"),
2) computes the value of (PSK’ + Oy),
3) compares the value of (PSK’ + 0,) with (SORNi & RNi"). If this.validation fails, the authenti¢ation
procedure is failed. Otherwise, the tag is legal. Proceeds te-the next step,
4) computes RNt = (SRNt @ PSK) - Oy, and
5) computes SORNt = (PSK’' + 0,) @ RNt’, where RNt“means bit-wise ROTATE RNt left for n bits (n
is the number of binary value 1 of RNt), and
6) sends the authenticate command to the tag (see Table E.5).
d) Onreceipt of the authenticate command, the'tag

9.2.2.2 Interrogatoraauthentication

The interrogaterauthentication procedure is as follows.

1) computes the value of (SORNt @ RNt'),
2) computes the value of (PSK’ +0y),

3) compares the value of (PSK;*+ 0,) with (SORNt @ RNt'). If this validation fails, the authenti¢ation
procedure is failed. Otherwise, the interrogator is legal. Proceeds to the next step, and

4) returns the respense to the interrogator(see Table E.6).

a) The interrogator sends the authenticate command to the tag (see Table E.7).

b) Omireceipt of the authenticate command, the tag
1) generates a random number RNt,
Lo R Y . CDNlL LD N O N D DCLr 1 O |l sl sl sl sl sl sl sl sl el el el sl sl sl sl |
o) CUIITPUtTS ONINU=TRNINUTUR U 'Oy, WIITITT Upn=JJJ9J JJJJ JJIJJ JJIJJIJIII, dlIU
3) returns the response to the interrogator (see Table E.8).

c) Onreceipt of the response from the tag, the interrogator

1) computes RNt = (SRNt @ PSK) - Oy,

2) computes SORNt = (PSK’ + 0y) @ RNt/, where PSK’ and RNt" means bit-wise ROTATE PSK and
RNt left for n bits, respectively (n is the number of binary value 1 of RNt), and

© ISO/IEC 2017 - All rights reserved 7
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3) sends the authenticate command to the tag (see Table E.9).

d) Onreceipt of the authenticate command, the tag

1) computes the value of (SORNt @ RNt'),

2

) compares the value of (PSK' + O, ) with (SORNt @ RNt'). If this validation fails, the
authentication procedure is failed. Otherwise, the interrogator is legal. Proceeds to the next
step, and

2
3
b)
1
2

10 S

Inter
show

) returns the response to the interrogator(see Table E.10).

3 Tag authentication
hg authentication procedure is as follows.
he interrogator
generates a random number RNi,
) computes SRNi = (RNi + Op) @ PSK, where 0,=5555 5555 5555 55554 and
) sends the authenticate command to the tag (see Table E.11).
n receipt of the authenticate command, the tag
computes RNi = (SRNi @ PSK) - Oy,

) computes SORNi = (PSK’ + Op) @ RNi’, where PSK~and RNi’ means bit-wise ROTATE PSK and
RNi left for n bits, respectively (n is the number ofbinary value 1 of RNi), and

) returns the response to the interrogator (seé&fable E.12).
n receipt of the response from the tag, the:ifiterrogator
computes the value of (SORNi @ RNi%), and

) compares the value of (PSK’ +,0x)with (SORNi @ RNi'). If this validation fails, the authentication
procedure is failed. Otherwise/the tag is legal.
ecure communication (optional)

fogators and tags may implement the Secure Communication (SecureComm) command. Figure 4
5 a representative procedure for an interrogator sending or receiving data using secure

comnunications. EOr an interrogator or a tag that supports secure communication, the session key (SK)

used
succe
encry
anoth
by SK

to encrypt.the message shall be generated by both a tag and interrogator as following after the
ssful authentication procedure: SK = RNt @ RNi @ PSK. The SecureComm command provides an
pted_payload message generated by SK € Command as shown in Table E.13 which encapsulates
er.command intended for the tag to execute. The encrypted payload message shall be decrypted
@) Message after the tag received the SecureComm command. The SecureComm reply as shown

in Tal

ble k.14 provides an encrypted payload response generated by SK @ Reply which encapsulates

the reply from the tag regarding the execution of the encapsulated command. The encrypted payload
response shall be decrypted by SK @ Response after the interrogator received the SecureComm reply.

To ensure that the key is distinct for every encrypted payload message, if the length of the encrypted

paylo

ad is greater than the length of SK, SK = SK || SK1 || SK2]|...|| SKx, where, SK1 means bit-wise ROTATE

SK left for n bits, SK> means bit-wise ROTATE SKj left for n bits and SKx means bit-wise ROTATE SKy.1
left for n bits (n is the number of binary value 1 of SK). The length of SK shall be the same as the length
of the encrypted payload.

© ISO/IEC 2017 - All rights reserved
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The formats of SecureComm and response commands are shown in Table E.13 and Table E.14,
respectively.

—

o

© SecureComm(Message)

oYy} P op
= ©
= =
S | Response

=

Figure 4 — Secure communication

11 Key update (optional)

Figure 5 shows a representative procedure for an interrogator update a,Key with tag, it provides a
means for an authenticated interrogator to modify a key according to the seeurity concern. The formats
of KeyUpdate and response commands are shown in Table E.15 and Table E.16, respectively.

=

% KeyUpdate(Message) > o
& &
£ R =
‘E - esponse

Figure'5*— Key update

Upon receiving a valid KeyUpdate command, a tag shall overwrite its old key with the new key. [If the
tag does not write the new key successfully, then it shall revert completely to the prior stored key.

© ISO/IEC 2017 - All rights reserved 9
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A2

A3

A4
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Annex A
(normative)

State transition tables

Initial state transition table

Table A.1 — Initial state transition table

Command Conditions Next state
Tag Authentication Step 1 Message All Initial
Interrogator Authentication Step 1 Message Success Interrogator Authentication
Mutual Authentication Step 1 Message Success Mutual AGthentication

Interrogator authentication state transition table

Table A.2 — Interrogator authentication state transition table

Command Conditionhs Next state
Interrogator Authentication Step 1 Message All Interrogator Authentication
Interrogator Authentication Step 2 Message Fail Initial

Mutual authentication state transition table

Table A.3 — Mutual authentication state transition table

Command Conditions Next state
Mutual Authentication Step-1 Message All Mutual Authentication
Mutual Authenticatign'Step 2 Message Fail Initial
Mutual Authentication Step 2 Message Success SecureComm
SecureComnistate transition table
Table A.4 — SecureComm state transition table
Command Conditions Next state
SecureComm All SecureComm

© ISO/IEC 2017 - All rights reserved



https://standardsiso.com/api/?name=1ba1b292446ff5b10053c73816d9a79f

Annex B

(normative)

ISO/IEC TS 29167-15:2017(E)

Error codes and error handling

B.1 Error code format

Table B.1 — Error code format

Error code Error subcode
8-bit 8-bit
B.2 Error type and error subcode
Table B.2 — Error type and errorsubcode
Err:: dtgfpe Description Error subcode Description

01y Authentication failed 014 The authentication was failed.

Secure communication The secure communication
02y . 01p between interrogator and tag

failed .

was failed.

© ISO/IEC 2017 - All rights reserved
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Annex C
(informative)

Cipher Description

C.1 |General

The lpgical operation of eXclusive OR (XOR) outputs true whenever both inputs differ (one isitrue, the
otheris false). Table C.1 of A XOR B shows that it outputs true whenever the inputs differ.

Table C.1 — XOR true table

Input

Output

mimlolol®
Rlo|lr,r|lO|@
(N I =

C.2 [Symbols and programs

It is ysually symbolized by the infix operators XOR andé. In several programming languages, such as
C, C+1, C#, Java, Perl, MATLAB and Python, a caret (%) is used to denote the bitwise XOR operator. This is
not used outside of programming contexts because it is too easily confused with other uses of the caret.
To enfcrypt a single character you can use charx = x * key; if you have a key of one byte. To encrypt a
string of characters with a longer key, you ¢an’ use something akin to the following code. The program
encrypts each character in the string using the " bit operator to XOR, the string value with the key
valuelfor each character.

#incllude <iostream.h>

int nain ()

{
chdr string[ll]="@ryiice cat";
chdr key[l1l]="ABCDEFGHIJ";

fon (int x=0y/ x<10; x++)

= L i e - L i 1 L hl
STEMI TR T —STrEINg X Ry L&17
cout<<string[x];

}

return 0;
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Annex D
(informative)

Test vectors

D.1 Mutual authentication

The following example uses a 64-bit key and a 64-bit random number.

PSK d4f625e4 122688af
RNi 1ba58677 7e45a0e7
RNt 680e9b5f 5d7508al
SRNi a40cfe28 c1bc7d93
SORNi 204bb61f 654744d0
SRNt 6995d550 alecd559
SORNt 7764b3d1 3e5493al

D.2 Interrogator authentication

The following example uses a 64-bit kéy and a 64-bit random number.

PSK d4f625e4 122688af
RNt 680e9b5f 5d7508a1l
SRNt 6995d550 alecd559
SORNt 7764b3d1 3e5493al

D.3 Tagauthentication

The follewing example uses a 64-bit key and a 64-bit random number.

PSK d4f625e4 122688af
RNi 1ba58677 7e45a0e7
SRNi a40cfe28 c1bc7d93
SORNi 204bbe1f 654744d0

© ISO/IEC 2017 - All rights reserved
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Annex E
(normative)

Protocol specific

E.1
This
For I
E.2

E.2.1

ISO/IEC 18000-63
ubclause defines protocol specific information for ISO/IEC 18000-63.

O/IEC 18000-63, key properties for encryption keys shall be manufacturer-defined,

Command

Authenticate command

Interfogators and tags shall implement the Authenticate command as-shown in Table E.1. The fast

respd

nsereply to an Authenticate command is shown in Table E.2. An interrogator shall use Authenticate

comnpands to perform mutual authentication. The CSI specified in the Authenticate command selects

a par
Authg

ticular coding suite from among those supported by the.fag. The number and encoding of the
enticate commands required to implement the authentication depends on the chosen coding suite.

Table E.1 — Authenticate-command

Command | RFU | CSI Length O Message RN | CRC-16
# of hits 8 8 8 EBV. Variable 16 16
description Corcnor(rjlgnd 00h | CSI | lengthof message message (depends on CSI) | handle | CRC-16
Table E.2 — Fast response reply to an Authenticate command
Header A@Léngth Response RN CRC-16
# of hits 1 EBV Variable 16 16
description 0 length of response response (depends on CSI) handle CRC-16

E.2.2 Mutual authentication

E.2.2

1 StepAd

The message of Authenticate command and the response of mutual authentication step 1 are as shown

in Ta

ble’By3 and Table E.4, respectively.

14

Table E.3 — Message of Authenticate command of mutual authentication step 1

Message
AuthType AuthStep Key ID AuthData
# of bits 2 3 5 variable
description 00 001 key identifier SRNi

© ISO/IEC 2017 - All rights reserved
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Table E.4 — Response of Authenticate command of mutual authentication step 1

— B2

Response

AuthData
# of bits variable
description SORNi || SRNt

Sten 2
>tepP—=

The message of Authenticate command and the response of mutual authentication step 2 are.as s
in Table E.5 and Table E.6, respectively.

Table E.5 — Message of Authenticate command of mutual authentication step 2

Message nq'\
AuthType AuthStep KeyID o‘ ¥ AuthData
# of bits 2 3 5 variable
description 00 010 key identifier SORNt

E2.3.1 Step1

Resl}or@

A‘@l,\i)ata
# of bits 0
description NULL

E.2.3 Interrogator authentication

Table E.6 — Response of Authenticate command of mutual authentication step 2

The message of Authenticate commiand and the response of interrogator authentication step 1 ¢
shown in Table E.7 and Table E.8réspectively.

Table E.7 — Message of Authenticate command of interrogator authentication step 1

hown

re as

N
Q Message
)" AuthType AuthStep Key ID AuthDatal
# of bits 2 3 5 Variable
description 01 001 key identifier NULL

Table E.8 — Response of Authenticate command of interrogator authentication step 1

E2.3.2 Step2

Response

AuthData
# of bits variable
description SRNt

The message of Authenticate command and the response of interrogator authentication step 2 are as
shown in Table E.9 and Table E.10, respectively.

© ISO/IEC 2017 - All rights reserved

15


https://standardsiso.com/api/?name=1ba1b292446ff5b10053c73816d9a79f

ISO/IEC TS 29167-15:2017(E)

Table E.9 — Message of Authenticate command of interrogator authentication step 2

Message
AuthType AuthStep Key ID AuthData
# of bits 2 3 5 variable
description 1 010 key identifier SORNt

Response
AuthData
# of bits 0
description NULL
E.2.4 Tag authentication

The hessage of Authenticate command and the response of tag authentication-stép 1 are as shown in
TablelE.11 and Table E.12, respectively.

Table E.11 — Message of Authenticate command of tag authentication step 1

Message, Q\
AuthType AuthStep (§< Key ID AuthData
# of hits 3 3 5 variable
description 10 001 key identifier 0 SRNi

Table E.12 — Response of Authenticate command of tag authentication step 1

;‘\\Q‘ Response
QO AuthData
# of bits variable
description SORNi

E.2.§ Secure communication
After|a tag has cryptographieally authenticated an interrogator, it may accept subsequent commands
encapsulated in the SecureComm command shown in Table E.13. The message field in a SecureComm
may |encapsulate an-encrypted tag-supported command. Before encapsulating a command an
interyogator shall remove the preamble, handle and CRC from the command. An interrogator does not
inclugle a MAC in the-SecureComm.

Table E.13 — SecureComm command

o',\‘ Command CSI Length Message RN CRC-16
# of bits 8 8 EBV Variable T6 T6

A encrypted message }
description command code | CSI |length of message (depends on CSI) handle CRC-16

The response reply to a SecureComm command is shown in Table E.14.

16
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Table E.14 — Response reply to a SecureComm command

Header Length Response RN CRC-16
# of bits 1 EBV Variable 16 16
— length of | encrypted response i
description 0 response (depends on CSI) handle CRC-16

SecureComm allows an interrogator to read data from and write data to a tag while preventing an

E.2.6 Key update

Table E.15 — KeyUpdate command

eavesdropper fromrdecrypting thecommumnicationrs—tatowsconfigurimgatag’s—securefeatur
writing to a memory location that configures these features. The authenticate communication
supported.

Interrogators and tags may implement the KeyUpdate command; if they do, theyrshall implemen
shown in Table E.15. KeyUpdate allows an interrogator to overwrite a key stored’in a tag. A KeyU
command shall always be encapsulated in a SecureComm.

Command | RFU Key ID _ @ﬁgth Message
# of bits 8 8 5 EBV Variable
description |command code key identifiet)| length of Key Key

The response reply to an KeyUpdate command is shown'in' Table E.16.

Table E.16 — Response reply-to an KeyUpdate command

Header RN CRC-16
# of bits 1 16 16
description 0 handle CRC-16

es by
s not

fitas
pdate
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Annex F
(normative)

Authentication procedure pseudo-code

F.1 |Mutual authentication: Interrogator
begir
Input On, PSK
HNr ~GenerateRandom ()
Hegisterl<RNr+0On
Hegister2-Registerl”PSK
JendToTag (Register?2)
Hegister2, Register3~ReceiveFromTag ()
Hegisterl<Registerl- On
Jounter~GetBitlCounts (Registerl)
Hegister4~PSK
while Counter>0 do
begin
Registerl-Registerl<<<l
Register4-Registerd<<<l
Counter~Counter-1
end
Hegister4<Register4+tOn
Hegisterl-RegisteX¥4”Registerl
1f (Register2.!=Registerl)
begip
Failure!

end

else
begin
Registerl-Register37PSK
Registerl<Registerl- On
Counter—GetBitlCounts (Registerl)
while Counter>0 do

begin
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