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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee has
been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

Th;tprocedures used to develop this document and those intended for its further maintenance are descy
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the differenttyp
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ISO/IEEE 11073-10700 was prepared by the IEEE 11073 Standards Committee of the IEEE Engineering in
Medicine and Biology Society (as IEEE Std 11073-10700) and drafted in accordance with its editorial rules. It
was adopted, under the “fast-track procedure” defined in the Partner Standards Development Organization
cooperation agreement between ISO and IEEE, by Technical Committee [SO/TC 215, Health informatics.

Alist of all parts in the ISO 11073 series can be found on the ISO website.

Any feedback or questlons on this document should be directed to the user’s natlonal standards body A complete

cominunication interface as specmed by the IEEE 11073 Service-oriented Dewce Connecnvny (SDC) standards. can
be integrated into a health IT system to jointly execute system functions. However, implementing the IEEE [11D73
SDC] communication protocol is not sufficient to demonstrate safety, effectiveness, and security of system) functipns
resulting from the combination of system function contributions from two or more medical devices. SDC particigant
key purposes (PKPs) are sets of requirements that allow for manufacturers to have certain expectations ahout
BICHPS participants from other manufacturers. This common understanding enables the manufacturers to perfprm
risk management, verification, validation, and usability engineering for the safe use of system functions. This
stanglard specifies requirements for the allocation of responsibilities to SDC base participants.

Keyyords: base PKP; BICEPS; communication protocol specification; documentation and process responsibiliies;
dyngmic medical device interoperability; IEEE 11073-10700™; integrated clinicalenvironment; participant key
purppse; point-of-care medical device communication; risk management; SDC; sérvice-oriented device connectiyity;
safetly, effectiveness, and security; system function; system function contribution;*usability engineering
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers. These notices and
disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers), appear in all standards and may be found
under the heading “Important Notices and Disclaimers Concerning IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards Documents

IEEE Standards documents are developed within IEEE Societies and subcommittees of IEEE Standards Association (IEEE SA)
Bodrd of Governors. IEEE develops its standards through an accredited consensus development process, which brings todether
voluinteers representing varied viewpoints and interests to achieve the final product. IEEE standards are documents developed by
voluinteers with scientific, academic, and industry-based expertise in technical working groups. VVolunteers are not‘necesgarily
merbers of IEEE or IEEE SA and participate without compensation from IEEE. While IEEE administers ¢he.procesp and
establishes rules to promote fairness in the consensus development process, IEEE does not independently\evaluate, tept, or
verify the accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaimsi\all’ warranties, exprgss or
impllied, concerning this standard, including but not limited to the warranties of merchantability, [fitness for a particular purpose
and| non-infringement IEEE Standards documents do not guarantee safety, security, health, fer environmental protectign, or
guafantee against interference with or from other devices or networks. In addition, IEEE d@es, not warrant or represent that the
use |of the material contained in its standards is free from patent infringement. IEEE Standdrds documents are supplied “Af 1S”
and|“WITH ALL FAULTS.”

Usd of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there are no other ways to
progluce, test, measure, purchase, market, or provide other goods and services related to the scope of the IEEE starjdard.
Furthermore, the viewpoint expressed at the time a standard is approved and iSsued is subject to change brought about thfough
developments in the state of the art and comments received from users of the standard.

In gublishing and making its standards available, IEEE is not suggesting or rendering professional or other services for,
behplf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any other person or entity to another| Any
pergon utilizing any IEEE Standards document, should rely upon their own independent judgment in the exercise of reasopable
carg in any given circumstances or, as appropriate, seek the advice of a competent professional in determinin
appfopriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR'ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY], OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE NEED TO PROCURE SUBSTITUTE
GOPDS OR SERVICES; LOSS OF USE,NDATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUIDING
NEGLIGENCE OR OTHERWISE) ‘ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN\IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND REGARDLESE OF
WHETHER SUCH DAMAGE WAS FORESEEABLE.

Trdnslations

The IEEE consensus-balloting process involves the review of documents in English only. In the event that an IEEE standgrd is
translated, only the‘English version published by IEEE is the approved IEEE standard.

Offlicial statements

A sfatement, written or oral, that is not processed in accordance with the IEEE SA Standards Board Operations Manual shall not
be considered or inferred to be the official position of TEEE or any of its committees and shall not be considered to be, nor be
relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an individual presenting
information on IEEE standards shall make it clear that the presenter’s views should be considered the personal views of that
individual rather than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group. Statements made
by volunteers may not represent the formal position of their employer(s) or affiliation(s).
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Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of membership
affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations, consulting information, or advice
pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with appropriate supporting
comments. Since IEEE standards represent a consensus of concerned interests, it is important that any responses to comments
and questions also receive the concurrence of a balance of mterests For thls reason, IEEE and the members of |ts Societies and

i Cept
in thpse cases Where the matter has preV|oust been addressed For the same reason, IEEE does not respond to interpretation
requgsts. Any person who would like to participate in evaluating comments or in revisions to an IEEE standard is welcome to
join the relevant IEEE working group. You can indicate interest in a working group using the Interests tab in the Manage Profile
& Interests area of the IEEE SA myProject system.! An IEEE Account is needed to access the application.

Comments on standards should be submitted using the Contact Us form.2
Lawjs and regulations

Userg of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the provisions ofany
IEEH Standards document does not constitute compliance to any applicable regulatopyfequirements. Implementers of|the
standard are responsible for observing or referring to the applicable regulatory requirements. IEEE does not, by the publication
of its|standards, intend to urge action that is not in compliance with applicable laws, @ang'these documents may not be constijued
as dajing so.

Data privacy

Userg of IEEE Standards documents should evaluate the standards for considerations of data privacy and data ownership in the
contgxt of assessing and using the standards in compliance with applicable laws and regulations.

Copyrights

IEEH draft and approved standards are copyrighted by/IEEE under U.S. and international copyright laws. They are made
available by IEEE and are adopted for a wide variety of both public and private uses. These include both use, by referencg, in
laws|and regulations, and use in private self-régulation, standardization, and the promotion of engineering practices |and
methpds. By making these documents available-for use and adoption by public authorities and private users, neither IEEE nay its
licengors waive any rights in copyright to the decuments.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license to photodopy
portipns of any individual standard for company or organizational internal use or individual, non-commercial use only{ To
arrange for payment of licensing fees, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Dijive,
Danvers, MA 01923 USA; +1 978 750 8400; https://www.copyright.com/. Permission to photocopy portions of any indiviglual
standard for educational’classroom use can also be obtained through the Copyright Clearance Center.

Updiating of \EEE Standards documents

Userg of lEEE Standards documents should be aware that these documents may be superseded at any time by the issuancg of
new g¢ditions or may be amended from time to time through the issuance of amendments, corrigenda, or errata. An official IlFEE
document at any point in time consists of the current edition of the document together with any amendments, corrigenda, or
errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years old and has not
undergone a revision process, it is reasonable to conclude that its contents, although still of some value, do not wholly reflect the
present state of the art. Users are cautioned to check to determine that they have the latest edition of any IEEE standard.

1 Available at: https:/development.standards.ieee.org/myproject-web/public/view.html#landing.
2 Available at: https:/standards.ieee.org/content/ieee-standards/en/about/contact/index.html.
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In order to determine whether a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE.3 For more information about the IEEE SA or IEEE’s
standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.* Search for standard number and year of
approval to access the web page of the published standard. Errata links are located under the Additional Resources Details
section. Errata are also available in IEEE Xplore. Users are encouraged to periodically check for errata.

Patents

IEHE standards are developed in compliance with the IEEE SA Patent Policy.>

Attention is called to the possibility that implementation of this standard may require use of subject matter covered by patent
rights. By publication of this standard, no position is taken by the IEEE with respect to the existence.or validity of any patent
rights in connection therewith. If a patent holder or patent applicant has filed a statement of assurance via an Accepted Letter of
Assprance, then the statement is listed on the IEEE SA Website at https://standards.ieee.org/abaut/sasb/patcom/patentsjrtml.
Letfers of Assurance may indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that aré~demonstrably free of any dnfair
disdrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been.received. The IEEE is not responsible for
identifying Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity or cope
of Hatents Claims, or determining whether any licensing terms or conditions provided in connection with submission of a Letter
of Assurance, if any, or in any licensing agreements are reasonable or nog-discriminatory. Users of this standard are expressly
advjsed that determination of the validity of any patent rights, and the fisk*of infringement of such rights, is entirely theif own
resgonsibility. Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

Technologies, application of technologies, and recommendéed procedures in various industries evolve over time. The |EEE
starjdards development process allows participants to Feview developments in industries, technologies, and practices, ahd to
detgrmine what, if any, updates should be made:to the IEEE standard. During this evolution, the technologied and
recgmmendations in IEEE standards may be implemented in ways not foreseen during the standard’s development. [[EEE
standards development activities consider researeh and information presented to the standards development group in develpping
any|safety recommendations. Other information about safety practices, changes in technology or technology implementatign, or
impact by peripheral systems also may~ be pertinent to safety considerations during implementation of the starjdard.
Imglementers and users of IEEE Standards documents are responsible for determining and complying with all appropriate
safdty, security, environmental, health, and interference protection practices and all applicable laws and regulations.

3 Available at: https://ieeexplore.ieee.org/browse/standards/collection/ieee.
4 Available at: https://standards.ieee.org/standard/index.html.
5 Available at: https:/standards.ieee.org/about/sash/patcom/materials.html.
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Introduction

This introduction is not part of IEEE Std 11073-10700-2022, Health Informatics—Device Interoperability—Part 10700: Point-of-Care
Medical Device Communication—Standard for Base Requirements for Participants in a Service-Oriented Device Connectivity (SDC) System.

The IEEE 11073 Point-of-Care Medical Device Communication Standards enable communication between health IT elements
in a HEALTH IT SYSTEM including MEDICAL DEVICEs. They provide automatic and detailed electronic data capture of
patient vital signs information and device operational data. The primary goals are to:

The
con
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The
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—  Provide real-time plug-and-play interoperability for MEDICAL DEVICEs. “Real-time” means that data from my
MEDICAL DEVICEs can be retrieved, temporally correlated, displayed, and processed in fractions of a second,
and-play” means that there are no recurring configuration steps necessary to enable data exchange between'MED
DEVICEs.

- Facilitate the efficient and effective exchange of vital signs and MEDICAL DEVICE data acquired ‘at the PoC
health care environments. “Efficient and effective exchange of MEDICAL DEVICE data” means‘that data captu

loss of safety-critical information.

IEEE 11073 Point-of-Care Medical Device Communication Standards are targeted, at ‘surgical as well as acute
inuous care devices, such as patient monitors, ventilators, infusion pumps, ECG deViees, endoscopic camera Sys
fflators, dissectors, etc. They build a family of standards that can be bound to one ariothér to provide optimized conneg
levices at the PoC.

hin the context of the ISO/IEEE 11073 family of standards for Point-of-Care"Wedical Device Communication, this sta
nes the requirements for SDC BASE PARTICIPANTSs in an SDC SYSTEM)that comprises an IT NETWORK of MED
/ICEs to enable safe and secure contribution to SYSTEM FUNCTIONS;

knowledgments

author thanks the International Electrotechnical Commission (IEC) for permission to reproduce Information fro
rnational Standards. All such extracts are copyright of IEC, Geneva, Switzerland. All rights reserved. Further informati
IEC is available from www.iec.ch. IEC has no responsibility for the placement and context in which the extract
ents are reproduced by the author, nor is IEC in any“way responsible for the other content or accuracy therein.

IEC 60601-1 ed.3.2 Copyright © 2020 IEC Geneva, Switzerland. www.iec.ch
IEC 60601-1-8 ed.2.0 Copyright®© 2020 IEC Geneva, Switzerland. www.iec.ch
IEC 62366-1 ed.1.0 Copyfight © 2020 IEC Geneva, Switzerland. www.iec.ch

following material is reproduced‘from the International Organization for Standardization (ISO) with permission g
erican National Standards Institute (ANSI) on behalf of ISO All rights reserved.

1SO 20417:2021 /Sections 3.2 and 3.11
1SO 81001-1:2021; Sections 3.2, 3.14, 3.1.12, 3.3.8, and 3.3.11
1ISO 14971:2019, Section 3.18

Itiple
Plug-
CAL

n all
ed at

the PoC, e.g., patient vital signs, can be received, parsed, and interpreted by different types of,applications witholit the

and
tems,
tivity

ndard
CAL

m its
DN on
5 and

f the

© IEEE 2024 - All rights reserved
ix



https://standardsiso.com/api/?name=7c58a0b7e1754e3f7917ddeda5e482ef

ISO/IEEE 11073-10700:2024(en)

Contents

1. Overview 1
1.1 Scope 1
1.2 Word usage 1

1.3 Service-oriented Device Connectivity standards 1

1.4 Barticipant Key purposes 1

2. Normative references 2

3. Dé¢finitions, acronyms, and abbreviations 3

3.1 Definitions 3

3.2 Acronyms and abbreviations 8

4. N¢tational conventions 9

4.1 Requirement categories and numbering 9

4.2 References to IEEE 11073-10207 model elements 10
4.3 YML Schema namespaces 10

4.4 Notation of IEEE 11073 Nomenclature codes 10
5. R¢sponsibilities 11

5.1 General responsibilities 11

5.2 Intended interoperability 13

5.3 Jystem integration 16

5.4 Jystem use 23

6. Tgchnical design 24

6.1 §DC PARTICIPANT KEY PURPOSE conformity assurance 24
6.2 tandards conformity indication in the-CONTAINMENT TREE 25
6.3 (ybersecurity 25

6.4 logging 26

6.5 Maximum load conditions ‘27

6.6 Rarticipant model 27

6.7 Extension model ~ 34

6.8 focalization 34

6.9 (alibratiom\35

7. Canformity 35

7.1 Implementation conformity statements 36

Annex A (normative) Object identifiers 40

A.1 OID assignments 40

A.2 Participant Key Purpose concept definitions 40

Annex B (informative) Utilized IEEE 11073 Nomenclature 41

Annex C (informative) SDC PARTICIPANT ENSEMBLE inference 42
Annex D (informative) Bibliography 45

© IEEE 2024 - All rights reserved
X


https://standardsiso.com/api/?name=7c58a0b7e1754e3f7917ddeda5e482ef

ISO/IEEE 11073-10700:2024(en)

Health Informatics—Device Interoperability

Part 10700: Point-of-Care Medical Device Communication—
Standard for Base Requirements for Participants in a Service-

1.

1.1 Scope

Thi
seri
inte

(OR) or other acute care settings. This standard specifies both product development progéss«and technical requirements.

1.2

The
dev

The
exc

The

The

Oriented Device Connectivity (SDC) System

Dverview

b standard specifies the base set of Participant Key Purposes (PKPs) for the Service-oriented-Device Connectivity (

roperability in medical IT networks at point-of-care environments such as the intensivé care unit (ICU), operating

Word usage

word shall indicates mandatory requirements strictly to be followed in order to conform to the standard and from whi
ation is permitted (shall equals is required to).6:7

word should indicates that among several possibilities one is recommended as particularly suitable, without mentioni
uding others; or that a certain course of action is preferred but.not necessarily required (should equals is recommended

Service-oriented Device Connectivity standards

SDC STANDARD:s are a subset of the)lJEEE 11073 standards and define requirements for MEDICAL DEVICEs and

icipants that exchange physiological or technical information or enable external control while being operated in

DELIVERY ORGANIZATION

word may is used to indicate a course of action permissitle within the limits of the standard (may equals is permitted tq).

word can is used for statements of possibility and,eapability, whether material, physical, or causal (can equals is able tp).

5DC)

ps of standards. PKPs are role-based sets of requirements for products in order to support safe, effective, and spcure

room

Ch no

ng or
hat).

other
niT

sport

101).8

CAL
evice

nto a
ARE

The SYSTEM FUNCTIONs made available in an SDC SYSTEM depend on the individual SYSTEM FUNCTION
CONTRIBUTIONs of its BICEPS PARTICIPANTSs. Accordingly, the MANUFACTURER of a BICEPS SERVICE

6 The use of the word must is deprecated and cannot be used when stating mandatory requirements; must is used only to describe unavoidable situations.
7 The use of will is deprecated and cannot be used when stating mandatory requirements; will is only used in statements of fact.
8 Information on references can be found in Clause 2.
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PROVIDER can only specify its INTENDED SYSTEM FUNCTION CONTRIBUTIONSs, whereas the MANUFACTURER of a
BICEPS SERVICE CONSUMER can specify the intended SYSTEM FUNCTIONSs as well as the SYSTEM FUNCTION
CONTRIBUTIONS required from BICEPS SERVICE PROVIDERs in the SDC SYSTEM.

But to verify the safety, effectiveness, and security of these SYSTEM FUNCTIONS, only implementing the communication
protocol based on the SDC STANDARD: is not sufficient. The safety, effectiveness, and security of the SDC SYSTEM is based
on allocating responsibilities to the individual BICEPS PARTICIPANTs according to the requirements of the SDC
PARTICIPANT KEY PURPOSEs (PKPs) they assume.

The

8100
perta
The

expe
indic

respg

ENG

This
requi

MANUFACTURERs of SDC BASE PROVIDERs can assess and specify which requirements need to be fulfilled by §

BAS
CON

inthg HEALTH IT SYSTEM.

For
STA
CON

2. Normative references

The following referenced documentssare indispensable for the application of this document (i.e., they must be understood

used,
the e

corrigenda) applies.

IEEH

IEEE
and 9

IEEH
Medi

MANUFACTURERs whereas the SYSTEM OWNER is responsible fo
SYSTEM and the ADMINISTRATOR is responsible for operation and maintenance of the HEALTH IT SYSTEM (s€e

P-A

ning to configuration, NETWORK BANDWIDTH, etc.

r integration of the products into a HEALTH IT

the

SO

[L-1:2021, Clause 4.5 [B16]).? In addition, the SYSTEM OWNER and ADMINISTRATOR take the responsibilities plgced
on them by declarations in the ACCOMPANYING INFORMATION of the individual products that are to be(integrated,

:.g_l

S5DC PKP STANDARDs specify the allocation of responsibilities and allow for MANUFACTURERs to have cefftain

tations about BICEPS PARTICIPANTSs from other MANUFACTURERSs. Conformity to SDE€ ‘PKP STANDARDs
htion of this conformity creates confidence in these expectations and enables MANUFACTURERs to take

NEERING, and labeling of BICEPS PARTICIPANTS.

F CONSUMERSs for the safe use of SYSTEM FUNCTION €ONTRIBUTIONSs. Based on conformity of SDC BA
SUMERSs to this and other SDC PKP STANDARDs, SDC BASE PROVIDERs can restrict access to BICEPS SERVI

NDARDs is recommended. Requirements that_velate to specific SYSTEM FUNCTIONs or SYSTEM FUNCT
[TRIBUTIONS can be specified in additional SDC PARTICIPANT KEY PURPOSEs.

lition cited applies. For undated references, the latest edition of the referenced document (including any amendment

Std 11073-10101™ Health informatics—Point-of-care medical device communication—Part 10101: Nomenclature.19

Std 11073-10207™, Health informatics—Point-of-care medical device communication—Part 10207: Domain Informa
ervice Madel for Service-Oriented Point-of-Care Medical Device Communication.

Std\11073-20701™, Health informatics—Point-of-care medical device communication—Part 20701: Service-Orie
cal-Device Exchange Architecture and Protocol Binding.

and
the

nsibilities for SYSTEM FUNCTION CONTRIBUTIONS of their BICEPS PARTICIPANTSs in an SDC SYSTEM. These
respdnsibilities pertain to technical design, implementation, verification, validation, RISK "MANAGEMENT, USABIL

TY

standard defines the SDC BASE PROVIDER and the SDC BASE CONSUMER PKPs. They comprise the base
rements for MANUFACTURERS to support safe, effective, and secure opération of their SDC BASE PARTICIPANT]s in
an SIDC SYSTEM.

DC
\SE
CEs

exchanging metric data, ALERT information, and-éxternal control commands, conformity with further SDC PKP

ON

and

so each referenced documentiisicited in text and its relationship to this document is explained). For dated references, only

5 or

tion

nted

9 The numbers in brackets correspond to those of the bibliography in Annex D.
10 The IEEE standards or products referred to in this annex are trademarks owned by The Institute of Electrical and Electronics Engineers, Incorporated.
11 |EEE publications are available from The Institute of Electrical and Electronics Engineers (https:/standards.ieee.org/).
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Definitions, acronyms, and abbreviations

3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The IEEE Standards Dictionary Online should be

con

sulted for terms not defined in this clause.!2

ACCOMPANYING INFORMATION: Information accompanying or marked on a MEDICAL DEVICE or accessory for the
USER or those accountable for the installation, use, processing, maintenance, decommissioning and disposal of the MEDICAL

DE

NOJ

NOJ

inst

NOJ

mat

NOJ

AD

NOJ

AL

NOTE—Definition has been modified by replacing “synonym for thé.combination of” with “generic term for” and “advisories’
“conditions resulting in advisory signals.”

BIC
CO
incl
wit
eler
NO7
BI(Q
con
102
pm:

NO]

BIQ

/ICE or accessory, particularly regarding safe use. (adapted from 1SO 20417:2021 [B14])
[E 1—The ACCOMPANYING INFORMATION is regarded as part of the MEDICAL DEVICE or accessory.13

[E 2—The ACCOMPANYING INFORMATION can consist of the label, marking, INSTRUCTIONS FOR USE technical descr
Ilation manual, quick reference guide, etc.

[E 3—ACCOMPANYING INFORMATION is not necessarily a written or printed document but could invelve auditory, visual, or
rials and multiple media types (e.g., compact disc/digital video disc, USB stick, website).

['E 4—Definition has been modified by deleting Note 4 through Note 7.

'E—Definition has been modified by replacing “person with role” with “legal person.”

EPS CONTAINMENT SUBTREE: A BICEPS CONTAINMENT TREE ENTRY and all child elements of that Bl
NTAINMENT TREE ENTRY, transitively including’children of children etc. A BICEPS CONTAINMENT SUBTREH
des all elements of any XML Schema type that extends pm:AbstractState that use @DescriptorHandle to refer to a
in the BICEPS CONTAINMENT SUBTREE as well as the element content, attributes, and child elements of
nents.

'E—This includes child elements of any: XML Schema type that extends pm:AbstractDescriptor.

EPS CONTAINMENT TREE: Capability description and configuration state of a MEDICAL DEVICE SYSTE
titutes a rooted tree of BICEPS CONTAINMENT TREE ENTRIEs, the hierarchy of which is specified in IEEE Std 1
P7-2017, 5.3 [B10]. .Its) root node is a BICEPS CONTAINMENT TREE ENTRY of the XML Schema
MdsDescriptor.

[E—There can be)zero, one, or multiple BICEPS CONTAINMENT TREEs within a BICEPS SERVICE PROVIDER’s MDIB.

pm:
ext

inc]ﬁies its\element content, attributes, and those child elements that are not of any XML Schema type that ex

EPS CONTAINMENT TREE ENTRY: Single element of any XML Schema type that extends pm:AbstractDescrip

bstractDescriptor. A BICEPS CONTAINMENT TREE ENTRY also includes all elements of any XML Schema typ

ption,

actile

MINISTRATOR: Legal person responsible for the ongoing operation of the implemented HEALTH IT SYSTEM and
ensfiring it is safeguarded and maintained on an ongoing basis. (adapted from 1SO 81001-1:2021 [B16])

ERT: Generic term for physiological alarm conditions, technical alafm conditions, and conditions resulting in adyisory
sigrjals. (adapted from IEC 60601-1-8:2006/AMD 2:2020 [B3])

with

CEPS

also
node
these

M. It
| 073-

type

or. It
tends
b that

ndS)pm:AbstractState that use @DescriptorHandle to refer to the node as well as all the element content, attributes

. and

chil

d elements of these elements.

BICEPS PARTICIPANT: A network node that is part of a SOMDS and exchanges information by providing BICEPS
SERVICEs, consuming BICEPS SERVICEs, or both.

12 |EEE Standards Dictionary Online is available at: http:/dictionary.ieee.org. An IEEE Account is required for access to the dictionary, and one can be created
at no charge on the dictionary sign-in page.

13 Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement this standard.
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BICEPS SERVICE: Interface as specified in the IEEE 11073-10207 Service Model.
BICEPS SERVICE CONSUMER: BICEPS PARTICIPANT that consumes at least one BICEPS SERVICE.

BICEPS SERVICE PROVIDER: BICEPS PARTICIPANT that provides at least one BICEPS SERVICE.

CERTIFICATE: Electronic document that is digitally signed by a certification authority and that a participant in an IT

NETWORK uses for proving its identity and authenticity.

ITCATES TS Uefimetim I TO=-T X509 B18Y:

CLINICAL FUNCTION: Function or feature intended to be used for one or more specific medical purposes including ‘but

not

limit¢d to examination, monitoring, or modification of the structure or function of an individual’s body; prediction, prevention,

diagrlosis, prognosis, treatment, or alleviation of a medical condition.

NOTE—ITU-T X.509 [B18] defines a minimum set of attributes for its DISTINGUISHED NAME;

EXCESSIVE LOAD CONDITION: IT NETWORK load that exceeds the MAXIMYM LOAD CONDITION.
EXTENDED KEY USAGE: Indication of one or more purposes for which the‘public key of a CERTIFICATE can be used.
NOTE—ITU-T X.509 [B18] specifies an EXTENDED KEY USAGE public key,/CERTIFICATE extension.

EXTENSION: An element that is a child of an ext:Extension element.

HEALTH IT SYSTEM: Combination of interacting health\IT elements that is configured and implemented to support
enable a HEALTHCARE DELIVERY ORGANIZATION?s specific health objectives. (adapted from ISO 81001-1:2021 [B1

NOTE 1—Such elements include health software, MEDICAL DEVICEs, IT hardware, interfaces, data, procedures, and documentation.

HEALTHCARE DELIVERY ORGANIZATION: Facility or enterprise such as a clinic or hospital that provides health
serviges. (1ISO 81001-1:2021 [B16])

INSTRUCTIONS FOR USE: Portion of the ACCOMPANYING INFORMATION that is essential for the safe and effeg
use df a MEDICAL DEVICE or accessory directed to the USER of the MEDICAL DEVICE. (adapted from ISO 20417:2
[B14])

NOTE 1—For the purposes of this document, instructions for the professional processing between uses of a MEDICAL DEVICE or acces
can bg included.in the INSTRUCTIONS FOR USE.

NOTHE 2-4The INSTRUCTIONS FOR USE, or portions thereof, can be located on the display of a MEDICAL DEVICE or accessory.

ded

ned

and

61)

ERY

Care

tive
021

50ry

NOTE 3—MEDICAL DEVICES or accessories that can be used safely and effectively without INSTRUCTIONS FOR USE are exempted

from having INSTRUCTIONS FOR USE by some authorities having jurisdiction.

NOTE 4—Definition has been modified by deleting Note 1 and Note 5.

INTENDED SYSTEM FUNCTION CONTRIBUTION: Functional capability of a BICEPS PARTICIPANT that is intended

by its MANUFACTURER to contribute to a SYSTEM FUNCTION.

NOTE—The actual SYSTEM FUNCTION CONTRIBUTION is determined when the BICEPS PARTICIPANT interoperates with a suitable

counterpart and they execute a SYSTEM FUNCTION together.
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INTENDED USE: Use for which a MEDICAL DEVICE, process, or service is intended according to the specifications,
instructions, and information provided by the MANUFACTURER. (ISO/IEC Guide 63:2019 [B17])

NOTE—The intended medical indication, patient population, part of the body or type of tissue interacted with, USER PROFILE, USE
ENVIRONMENT, and operating principle are typical elements of the INTENDED USE.

IT NETWORK: System or systems composed of communicating nodes and transmission links to provide physically linked or
wireless transmission between two or more specified communication nodes. (1SO 81001-1:2021 [B16])

text

NO]
COl

MA
eleg
syst
1:2

MA
NO

NO]
con

ME

mat
bei

and

hunpan body, but which can be assisted in its intended function by such means. (ISO/IEC Guide 63:2019 [B17])

NO]

ME

A

5 in different languages frorﬁ a BICEPS SERVICE PROVIDER. (adapted from IEEE Std 11073-10207-2017 [B10])

» A H H ca-th A ». D R 'a Rt H I

[E—Definition has been modified by replacing “interface” with “service interface,” “SERVICE CONSUMER” with “BICEPS SER
NSUMER,” and “translation table” with “BICEPS SERVICE PROVIDER.”

NUFACTURER: Natural or legal person with responsibility for the design, manufacture, packagingpor-labeling of mg
trical equipment, assembling a medical electrical system, or adapting medical electrical equipment-or a medical eleg
em, regardless of whether these operations are performed by that person or on that persen’s behalf. (IEC 6
05/AMD 1:2012/AMD 2:2020 [B2])

XIMUM LOAD CONDITION: Maximum IT NETWORK load specified for ani,SDC BASE PARTICIPAN
RMAL USE.

[E—MAXIMUM LOAD CONDITIONSs can be derived from the minimum required network data rate specified, the maximum num
urrent subscriptions, or the maximum rate of services being consumed, among others:

DICAL DEVICE: Instrument, apparatus, implement, machine, appliance, implant, reagent for in vitro use, soft
brial or other similar or related article, intended by the MANUFACTURER to be used, alone or in combination, for h
gs, for one or more of the specific medical purpose(s) of

- Diagnosis, prevention, monitoring, treatment or alleviation of disease

- Diagnosis, monitoring, treatment, alleviation of or compensation for an injury

- Investigation, replacement, modification, or support of the anatomy or of a physiological process

—  Supporting or sustaining life

—  Control of conception

- Disinfection of MEDICAL DEVICES

- Providing information by means of-in vitro examination of specimens derived from the human body

which does not achieve its pfimary intended action by pharmacological, immunological or metabolic means, in or d

[E—Products which can“be considered to be MEDICAL DEVICEs in some jurisdictions but not in others include:

- Disinfection substances

- Aids for persons with disabilities

- DeviceS incorporating animal and/or human tissues

- Devices for in-vitro fertilization or assisted reproductive technologies

DICGAL DEVICE SYSTEM: Object-oriented abstraction of a device system comprising zero or more subsystems,

egdable

VICE

dical
trical
D601-

T in

ber of

\Wware,
Liman

n the

all of

which always operate within the same context, that provides information objects as defined in IEEE Std 11075-10207.

NOTE—Device systems or subsystems thereof are typically MEDICAL DEVICEs.

NETWORK BANDWIDTH: The maximum rate of data transfer across an IT NETWORK.

NORMAL USE: Operation, including routine inspection and adjustments by any USER, and stand-by, according to the
INSTRUCTIONS FOR USE or in accordance with generally accepted practice for those MEDICAL DEVICEs provided without
INSTRUCTIONS FOR USE. (IEC 62366-1:2015/AMD 1:2020 [B5])
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NOTE 1—NORMAL USE should not be confused with INTENDED USE. While both include the concept of use as intended by the
MANUFACTURER, INTENDED USE focuses on the medical purpose while NORMAL USE incorporates not only the medical purpose, but

mainti

enance, transport, etc. as well.

NOTE 2—USE ERROR can occur in normal use.

NOTE 3—MEDICAL DEVICEs that can be used safely without INSTRUCTIONS FOR USE are exempted from having INSTRUCTIONS
FOR USE by some authorities with jurisdiction.

OBJ
2:203

NOTH

REF
1107

NOTH
NOTH

REF
PAR

NOTE
togeth

NOTH

REM
BICH

REP
SYS]
FUN
CON
NOTH
RES

RISH

RISK MANAGEMENT: Systematic application of management policies, procedures and practices to the tasks of analyz
evaluating, controlling, andvmonitoring RISK. (ISO/IEC Guide 63:2019 [B17])

SDC

SDC
PRO

SDC

ECTIVE EVIDENCE: Data supporting the existence or verity of something. (IEC 60601-1:2005/AMD 1:2012/A

MD

0[B2])
- OBJECTIVE EVIDENCE can be obtained through observation, measurement, testing, or other means.

FRENCE IDENTIFIER: A unique, symbolic, and programmatic form of a nomenclature term. (adapted-from IEEE
B-10101-2019 [B9])

F 1—The form is correlated to a context-free code, both of which are defined by the standards of the IEEE 141073 Nomenclature serig
E 2—Definition has been modified by replacing “for the term” with “of a nomenclature term.”

FRENCE SYSTEM: An SDC SYSTEM consisting of BICEPS PARTICIPANTS\that complement one SDC BA
[ICIPANT’s INTENDED SYSTEM FUNCTION CONTRIBUTIONS to emulate arealistic USE ENVIRONMENT.

F 1 —A REFERENCE SYSTEM is used to demonstrate an SDC BASE PARTICIPANT s capability to execute SYSTEM FUNCTI
er with other BICEPS PARTICIPANTS.

F 2—A REFERENCE SYSTEM can be fully or partially simulated.

OVABLE SUBSYSTEM: A subsystem of a BICEPS SERVICE.PROVIDER that can be attached to or removed from
PS SERVICE PROVIDER and that is represented in the MDIB:

RESENTATIVE SDC PARTICIPANT: A BICEPS RARTICIPANT in a REFERENCE SYSTEM that either us
'EM FUNCTION CONTRIBUTION of an SDC BASE PROVIDER under test in order to provide a (simulated) SYST|
CTION of its own or provides one or more SYSTEM FUNCTION CONTRIBUTIONS that are required by an SDC B4
SUMER under test.

F—A REPRESENTATIVE SDC PARTICIRANT can be an SDC BASE PARTICIPANT.

DUAL RISK: RISK remaining after.risk control measures have been implemented. (ISO/IEC Guide 63:2019 [B17])

(: Combination of the probability of occurrence of harm and the severity of that harm. (1SO 14971:2019 [B13])

BASE CONSUMER: An SDC PARTICIPANT KEY PURPOSE that a BICEPS SERVICE CONSUMER can assume,

BASE.PARTICIPANT: BICEPS PARTICIPANT that assumes the SDC BASE CONSUMER PKP, SDC BA
VIDERPKP, or both.

Std

\SE

DNs

the

S a
EM
\SE

ing,

\SE

SDC PARTICIPANT ENSEMBLE: Logical system of SDC BASE PARTICIPANTs within an SDC SYSTEM that are
intended to execute one or more SYSTEM FUNCTIONs together through their individual SYSTEM FUNCTION

CON

TRIBUTIONS.

NOTE 1—An SDC PARTICIPANT ENSEMBLE can be used to indicate a common context of SDC BASE PARTICIPANTS, which
facilitates them to safely execute SYSTEM FUNCTIONS.

© IEEE 2024 - All rights reserved
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NOTE 2—Membership in an SDC PARTICIPANT ENSEMBLE expresses the intent to have the SDC BASE PARTICIPANT contribute to

the j

oint execution of SYSTEM FUNCTIONSs with other members.

NOTE 3—An SDC BASE PROVIDER is a member of an SDC PARTICIPANT ENSEMBLE for as long as the corresponding ensemble
context state is associated and validated.

SDC PARTICIPANT KEY PURPOSE: A set of requirements that describes a role that a BICEPS PARTICIPANT can play in

EPS

a SOMDS.

NOTE—_The allocation of responsibilities according to SDC PARTICIPANT KEY PURPOSFEs facilitates trust between Bl
PARTICIPANTS.

SDC PKP STANDARD: Any SDC STANDARD that defines one or more SDC PARTICIPANT KEY PURPOSES)

SDE STANDARD: IEEE 11073 parts 10207, 207xx, and 107xx (where “x” is a placeholder for a single-digit), which
Seryice-oriented Device Connectivity (SDC).

SDC SYSTEM: Part of a HEALTH IT SYSTEM that constitutes a SOMDS operated in an IT NETWORK.
SERVICE-ORIENTED MEDICAL DEVICE SYSTEM: Instance of a distributed system,that implements a service-ori
architecture composed of BICEPS SERVICE PROVIDERs and BICEPS SERVICE CONSUMERs. (adapted from IEE
11073-10207-2017 [B10])

NOJ

'E—Definition has been modified by replacing “SERVICE PROVIDERs and SERVICE_ CONSUMERs as defined for IEEE Std 1

10207 with “BICEPS SERVICE PROVIDERs and BICEPS SERVICE CONSUMERs.”

SY
SY

SY
FU

SY§
des
inte
SY{
CcO

NO7
effe

SY]
meq
[B1

NOJ
serv

us
cha
(ad

ETEM FUNCTION: CLINICAL FUNCTION executed by two or mate BICEPS PARTICIPANTS that are part of an
ETEM.

bTEM FUNCTION CONTRIBUTION: Function of a,BICEPS PARTICIPANT that contributes to a SYS
NCTION.

TEM FUNCTION USE SPECIFICATION: Section of the USE SPECIFICATION in accordance with IEC 62
ribing intended medical indication, intended patient;population, intended part of the body or type of tissue applied
racted with, intended USER PROFILE, intendeds USE ENVIRONMENT, operating principle, and preconditions fd
bTEM  FUNCTIONs made available by xan SDC BASE CONSUMER making use of SYSTEM FUNC]
NTRIBUTIONSs of SDC BASE PROVIDERS;

[E—SDC BASE PROVIDERSs can declare-limitations regarding BICEPS SERVICE CONSUMERs and their configuration for sa
Ctive use as specified in DR1034.

t the HEALTHCARE DELIVERY ORGANIZATION’s needs for its INTENDED USE. (adapted from ISO 81001-1
)

[E—Definition haS been modified by replacing “senior executive” with “legal person” and “their organization’s healthcare dd
ces needs” with¢the HEALTHCARE DELIVERY ORGANIZATION’s needs.”

ABILITYANENGINEERING: Application of knowledge about human behavior, abilities, limitations, and

pted from 1EC 62366-1:2015/AMD 1:2020 [B5])

Cover

pnted
- Std

1073-

SDC

[TEM

B66-1
to or
r the
[ION

e and

ETEM OWNER: Legal personaccountable for ensuring the HEALTH IT SYSTEM being acquired and implemented will

2021

livery

other

acteristies to the design of MEDICAL DEVICEs (including software), systems and tasks to achieve adequate usability.

NOTE 1—Achieving adequate usability can result in acceptable RISK related to use.

NOTE 2—USABILITY ENGINEERING provides OBJECTIVE EVIDENCE that USERs can use a MEDICAL DEVICE safely and
effectively, based on USER PROFILEs and the corresponding tasks and responsibilities USERs have in their daily work.

NOTE 3—USABILITY ENGINEERING is synonymous with human factors engineering.

NOTE 4—Definition has been modified by adding Note 2 and Note 3.
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USE ENVIRONMENT: Actual conditions and setting in which USERs interact with the MEDICAL DEVICE. (IEC 62366-
1:2015/AMD 1:2020 [B5])

NOTE—The conditions of use or attributes of the USE ENVIRONMENT can include hygienic requirements, frequency of use, location,
lighting, noise, temperature, mobility, and degree of internationalization. Social attributes such as team versus individual, chaotic versus calm,

stress

level and length of shift can also play a role.

USE ERROR: USER action or lack of USER action while using the MEDICAL DEVICE that leads to a different result than
that intended by the MANUFACTURER or expected by the USER. (IEC 62366-1:2015/AMD 1:2020 [B5])

USE
(adaq

NOTH

ted from IEC 62366-1:2015/AMD 1:2020 [B5])

F 1—The intended medical indication, patient population, part of the body or type of tissue interacted with, USER.RROFILE,

ENVIRONMENT, and operating principle are typical elements of the USE SPECIFICATION.

NOTH
NOTH

NOTH
‘state

NOTH
NOTH
USE
NOTH
NOTH

USE
intera

USE
such

3.2
ARP

ASN

BICH

Diff

ECG

E 2—Intended medical indication can include condition(s) or disease(s) to be screened, monitored, treated, diagnosed, or prevented.

F 3—Patient population can include age group, weight range, health, or condition.

ment of intended use’.
E 5—The USE SPECIFICATION is an input to determining the INTENDED USE of 1SO/14971:2019 [B13].

E 6—Definition has been modified by adding Note 2 and Note 3.

F 1—There can be more than one USER of a MEDICAL DEVICE.

F 2—Common USERs include clinicians, patients, cleaners, maintenance, and service personnel.

ctions with the MEDICAL DEVICE. (IEC 62366-1:2015/AMD 1:2020 [B5])

R PROFILE: Summary of the mental, physical, and demographic traits of a USER GROUP, as well as characteris

\cronyms and abbreviations
Address Resolution Protocol
1 Abstract Syntax Notation One

PS Basic ‘ntegrated Clinical Environment Protocol Specification; non-normative name of IEEE Std 11
1020742017

erv Differentiated Services

Electrocardiography

EXTENDED KEY LISAGE

EKU

R: Person interacting with (i.e., operating or handling) the MEDICAL.DEVICE. (IEC 62366-1:2015/AMD 1:2020 [B5])

ps knowledge, skills, and abilities, which cafrhave a bearing on design decisions. (IEC 62366-1:2015/AMD 1:2020 [B5]))

SPECIFICATION: Summary of the important characteristics related to the context of use of the MEDICAL DEVIICE.

JSE

F 4—The summary of the MEDICAL DEVICE USE SPECIFICATION is referred to by some/authorities having jurisdiction ag the

R GROUP: Subset of USERs who are differentiated from other USERs by factors that are likely to influence their

ics,

)73-

HDO

HEALTHCARE DELIVERY ORGANIZATION

ICMP Internet Control Message Protocol

ICS

IFU

Implementation Conformity Statement

INSTRUCTIONS FOR USE

© IEEE 2024 - All rights reserved
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IP Internet Protocol

MDIB Medical Data Information Base
MDS MEDICAL DEVICE SYSTEM
NTP  Network Time Protocol

OID Object Identifier

PKP Participant Key Purpose

Pod Point-of-Care

Refld REFERENCE IDENTIFIER

SDC  Service-oriented Device Connectivity
SOMDS SERVICE-ORIENTED MEDICAL DEVICE SYSTEM
TCP  Transmission Control Protocol

TLS Transport Layer Security

ubD Unique Device Identification

UDP  User Datagram Protocol

ul User Interface

UTE  Coordinated Universal Time

XML  Extensible Markup Language [B23]

4. Notational conventions
Within this standard, the term requirement refers:to.

— Obligations (indicated by the keyword “SHALL”)
—+ Recommendations (indicated by the keyword “SHOULD”)
—  Permissible courses of actien(indicated by the keyword “MAY”)

4.1 Requirement categories and numbering

Thi$ standard assigns dnique numbers to identify requirements. Every numbered requirement includes exactly one requirg
levgl keyword. The-Aumbers persist across the revisions of this document. A requirement number starts with an R followeg
zer@-padded four-digit number. The resulting format is Rxxxx with xxxx being the padded number. Padding is expanded
the ptandard exceeds 9999 items.

The requirements in this standard are divided into two main sections: Responsibilities and Technical Design.

TheRespo

ment
by a
once

These mclude RISK MANAGEMENT USABILITY ENGINEERING, verlflcatlon valldatlon as well as postproductlon
activities. Throughout this document, Responsibilities requirements are prefixed with an additional R, i.e., RRxxxx. Conformity
to these requirements can be assessed by review of the design history file or technical file. Conformity to requirements related to
RISKSs can be assessed by review of the risk management file. Use-related risk control measures are subject to the USABILITY
ENGINEERING process. Their effectiveness as well as conformity to use-related requirements can be assessed by review of the

usability engineering file.
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If safety depends on contributing factors that are outside the MANUFACTURER’s direct control, e.g., characteristics of the IT
NETWORK, workflow organization, or employee training, the MANUFACTURER can delegate responsibilities to the
HEALTHCARE DELIVERY ORGANIZATION, SYSTEM OWNER, and ADMINISTRATOR. For this purpose, the
MANUFACTURER provides all necessary information and requires in the ACCOMPANYING INFORMATION that the
specified actor assumes these responsibilities.

The Technical Design specifies technical requirements towards the implementation of SDC BASE PARTICIPANTS.
Throughout this document, technical requirements are prefixed with a T, i.e., TRxxxx. Conformity to these requirements can be
assessed by verification of the SDC BASE PARTICIPANT.

Both
INST
i.e., [
BAS

Each

requifements can therefore be referenced using IEEE 11073-10700-2022 Rxxxx with xxxx being the regtiirement number.

4.2

IEEE
foun

4.3

Tablg
parts

sections contain requirements towards the documentation of SDC BASE PARTICIPANTS, including
RUCTIONS FOR USE and ACCOMPANYING INFORMATION. Documentation requirements are prefixed(with
DRxxxx. Conformity to these requirements can be assessed by review of the documentation that is provided.with an §
F PARTICIPANT.

requirement number is uniquely assigned to a requirement text irrespective of its prefix. From outside this docum

References to IEEE 11073-10207 model elements

Std 11073-10207 defines the participant, message, and extension model as XML SthemaError! Reference source
. Definitions [B25]. This specification references definitions from these models based-on the following conventions:

Every XML Schema attribute, element, or type is identified by a qualified name (see XML NamespacesEr
Reference source not found., section 4 [B24]).

Namespace prefixes of qualified names are used in accordance withkBICEPS namespace prefix mappings (see IEEE
11073-10207).

Nested XML element definitions or attribute definitions are séparated from each other by using slashes (/).
Attributes are referenced by using the at-sign (“@”).

In order to express an attribute or element value to ke one of a set of literals, this specification uses curly brac
enclosing the allowed literals separated by commas,‘€” denotes set membership.

Examples
pm:Handle points to the XML type “Handle” defined in the participant model.
msg:OperationinvokedReport/msgiReportPart/@OperationTarget ~ references an XML  attribute  na
“OperationTarget.” The attribute’ is defined in the XML element “ReportPart,” which is defined in the XML elen
“OperationinvokedReport.”_The' elements “ReportPart” and “OperationinvokedReport” both belong to the mes
model.
pm:MetricQuality/@aede € { Test, Demo } expresses pm:MetricQuality/@Mode to be either Test or Demo.

KML Schema namtespaces

1 provides a.mapping of the namespace prefixes that are used throughout this document to the IEEE 11073-10207 m

Table 1—Mapping of namespace prefixes used in this standard

the
D1
DC

ent,

not

ror!

Std

kets

med
hent
age

pdel

Namespace prefix Model part
ext IEEE 11073-10207] Extension model
pm IEEE 11073-10207 Participant model
msg IEEE 11073-10207 Message model

4.4 Notation of IEEE 11073 Nomenclature codes

To increase readability, all IEEE 11073 term code notations are listed as Reflds if applicable. Annex B shows all utilized Reflds
and their translation to context-free IEEE 11073 Nomenclature codes.
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5. Responsibilities

Req

uirements in this section primarily address the design and development of SDC BASE PARTICIPANTS.

Where this standard requires that a RISK is considered by a MANUFACTURER, that MANUFACTURER is responsible for the
evaluation of that RISK, including its mitigation and the acceptance of the RESIDUAL RISK.

51

General responsibilities

RR
MA

NOJ

RR
ST/
Sta

NOJ

51

RR
PA
of t
list

NOJ

NOT
such

51

RR
PA

RR
PA
sup

[Z857 1T there 1S potential Tor injury or death refated to the Use of an sDC BASE PARTICTPANT, The
NUFACTURER SHALL perform RISK MANAGEMENT and USABILITY ENGINEERING.

'E—This requirement can be fulfilled by applying recognized standards such as 1ISO 14971 [B12] and IEC 62366-1 [B4].

1006: When the MANUFACTURER of an SDC BASE PARTICIPANT discovers a deficiency in anyz\SDC
ANDARD, the MANUFACTURER SHALL provide information about the deficiency to the responsible IEEE
ndards Committee or Working Group.

[E—IEEE SA contact information: https://standards.ieee.org/content/ieee-standards/en/about/contact/index:html
1 Post-market surveillance

1005: When the MANUFACTURER of an SDC BASE PARTICIPANT discovers deficiencies of another BICEPS
RTICIPANT, the MANUFACTURER SHALL provide information about-the-deficiency to the MANUFACTURI
ne other BICEPS PARTICIPANT, unless the deficiency is already disclosed’in the other BICEPS PARTICIPAN
pf non-conformities.

[E 1—Requirements, e.g., within the quality management system, of the MANUFACTURER can verify this.

[E 2—This does not constitute an obligation for the MANUFACTURER to systematically scrutinize other BICEPS PARTICIPAN
deficiencies.

2 Standard conformity

D024: The MANUFACTURER of an SDC BASE'PARTICIPANT SHALL demonstrate conformity of the SDC B
RTICIPANT to IEEE Std 11073-10207 exceptywhere superseded by normative statements in this standard.

D022: The MANUFACTURER of an SDC'BASE PARTICIPANT SHALL demonstrate conformity of the SDC B
RTICIPANT to the following requirements and subclauses of IEEE Std 11073-20701-2018 [B11] except where
erseded by normative statements in this standard:

—  R0024 of 7.1 (Coded values)

— R0025, R0026, R0028, R0060, RO065 of 7.2.1 (Remote-control capabilities description)
—  Subclause 7.2.2(Remote-control capability behavior)

- Subclause 7¢3\(Retrievability of containment tree entries)

- RO059 of %4 (Dynamic containment tree changes)

- Subclause 7.4.1 (Modular PoC Medical Devices)

—  Subclause 7.5 (MDIB versioning)

—C~Subclause 7.6 (Types)

FR
[’s

s for

A\SE

ASE

— ROO056 of 8.1.1 (Subscription handling)

— Subclause 8.1.3 (Description event service)

— Subclause 8.1.4 (Localization service)

— Subclause 8.1.5 (Prioritization of connection establishment)

— Subclause 9.4.1 (Location context)
— R0044, R0045, R0063, R0064 of 10.1 (Cybersecurity)
— Subclause 10.2 (Patient safety)

© IEEE 2024 - All rights reserved
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— Subclause 10.3 (Clinical effectiveness)

NOTE 1—A requirement or subclause is applicable to an SDC BASE PROVIDER if it has the subject “SDC PARTICIPANT” or “SDC
SERVICE PROVIDER.” A requirement or subclause is applicable to an SDC BASE CONSUMER if it has the subject “SDC
PARTICIPANT” or “SDC SERVICE CONSUMER.”

NOTE 2—IEEE Std 11073-20701-2018 [B11] also describes a BICEPS bhinding that this standard does not normatively reference. Whereas
technical interoperability between BICEPS PARTICIPANTS requires a BICEPS hinding, this standard does not prescribe a specific one.

5.1.2.1 Safety and essential performance standards

For Jome SYSTEM FUNCTIONs there are specific safety and essential performance requirements, including reguiremgnts
regarfling the U, that originate from a standard for MEDICAL DEVICEs. Requirements from standards constitute the,genefally
ackngwledged state of the art and need to be considered by MANUFACTURERs of SDC BASE PARTICIPANTS) that support
relatgd SYSTEM FUNCTIONS.

Whereas the MANUFACTURER of an SDC BASE PROVIDER is typically aware of such requirements, |the
MANUFACTURER of an SDC BASE CONSUMER needs to evaluate whether a standard becomesZapplicable by supportipg a
SYSTEM FUNCTION. But even if the SDC BASE CONSUMER is aware of an applicable standard;-it cannot be aware of how
the SPC BASE PROVIDER implements relevant requirements with regards to its SDC interface.

RR1919: For each INTENDED SYSTEM FUNCTION CONTRIBUTION of an SDG’BASE PROVIDER, the
MANUFACTURER of the SDC BASE PROVIDER SHALL evaluate which standards are applicable and demonstrate
confgrmity of the SDC BASE PROVIDER to these standards.

RR1P10: For each SYSTEM FUNCTION an SDC BASE CONSUMER s intended to execute, the MANUFACTURER of
the SDC BASE CONSUMER SHALL evaluate which standards are applicable and demonstrate conformity of the SQC
CONSUMER to these standards.

1—Particular standards (e.g., those from IEC 60601-2-x) can become applicable, e.g., because the SDC BASE CONSUMER disglays
i¢ information to a CLINICAL USER or allows for the invocation of.external control operations that are subject to a particular standard.

2—Conformity of the SDC BASE PROVIDER can be a prerequisite, see RR1920 and RR1213.

3—Example: If an SDC BASE CONSUMER is intended to be used as an additional Ul to a MEDICAL DEVICE that is subject|to a
lar standard, the SDC BASE CONSUMER will display metrics in accordance with that standard.

5.1.4.2 SDC PARTICIPANT KEY PURPOSE conformity

RR0D28: For each SDC PARTICIPANT KEY PURPOSE indicated in the CERTIFICATE of an SDC BASE
PAR[TICIPANT, the MANUFACTURER of the SDC BASE PARTICIPANT SHALL demonstrate conformity of the
SDCI|BASE PARTICIPANT togthe-requirements of that SDC PARTICIPANT KEY PURPOSE.

RR1920: For those SYSTEM'FUNCTIONSs where an SDC BASE CONSUMER’s conformity to an applicable standargd
depehds on an BICEPS_SERVICE PROVIDER’s conformity to an SDC PARTICIPANT KEY PURPOSE, the
MANUFACTURERf)the SDC BASE CONSUMER SHALL consider the RISKs that result from executing SYSTEM
FUNCTIONs with'a BICEPS SERVICE PROVIDER that does not contain the required PKP OID in the EKU extensjon
of ity CERTIFICATE.

DR1930;The MANUFACTURER of an SDC BASE PARTICIPANT SHALL provide in the ACCOMPANYING
INFORMATION a list of SDC PARTICIPANT KEY PURPOSEs that the SDC BASE PARTICIPANT demonstrates
confot |||;ty to-

NOTE—This supports the SYSTEM OWNER in verifying compatibility between SDC BASE PARTICIPANTS.

DR1932: For each SDC PARTICIPANT KEY PURPOSE an SDC BASE PARTICIPANT demonstrates conformity to,
the MANUFACTURER of the SDC BASE PARTICIPANT SHALL provide in the ACCOMPANYING INFORMATION
a list of all non-conformities, including for each non-conformity a rationale as to why it does not cause unacceptable
RISKs during operation of an SDC SYSTEM.

© IEEE 2024 - All rights reserved
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5.1.2.3 Standards conformity of CONTAINMENT TREE ENTRIEs

For a SYSTEM FUNCTION to conform to a standard for MEDICAL DEVICEs, MANUFACTURERS or standards committees
can derive sets of requirements specific to the SDC BASE PROVIDERs and the SDC BASE CONSUMERs that contribute to
this SYSTEM FUNCTION. SDC BASE CONSUMERs need means to determine as to whether an SDC BASE PROVIDER
conforms to such a set of requirements.

OIDs can be assigned to facilitate machine-readable references to these sets and an SDC BASE PROVIDER can disclose
conformity of its INTENDED SYSTEM FUNCTION CONTRIBUTION to such a set of requirements and/or particular standard

b H +lo D | i fal H -+ i 1 +
y SITTY LT PTIT. P TUUUCUHUTTOPTUITIVAUIUTT TITTTICTTL

A nmpechanism for conformity indication to a set of requirements and/or particular standard is defined in 6.2, TR0108.

RRpP845: For each BICEPS CONTAINMENT TREE ENTRY of which the SDC BASE PROVIDER indicates confoffmity
to g set of requirements, the MANUFACTURER of the SDC BASE PROVIDER SHALL demonstrate/conformity of{the
parts represented by the BICEPS CONTAINMENT SUBTREE that has the BICEPS CONTAINMENT TREE ENTRY
as ifs root to these requirements.

RR[L213: For those SYSTEM FUNCTIONSs where an SDC BASE CONSUMER’s conformity~to'an applicable standgrd
depends on an SDC BASE PROVIDER?s fulfilment of a specific set of requirements, the MANUFACTURER of the FDC
BABE CONSUMER SHALL consider the RISKSs that result from using elements from BICEPS CONTAINMENT
SUBTREESs where conformity to this set of requirements is not indicated.

DR[L241: The MANUFACTURER of an SDC BASE PROVIDER SHALL provide in the ACCOMPANYING
INFORMATION a list of OIDs that identify the sets of requirements the SDE-BASE PROVIDER or a part of it indicates
confformity to.

NOTE—This supports the SYSTEM OWNER in verifying compatibility betweén SDC BASE PARTICIPANTS.

DRpO032: For each set of requirements an SDC BASE PROVIDER indicates conformity to, the MANUFACTURER of
the|SDC BASE PROVIDER SHALL provide in the ACCOMPANYING INFORMATION a list of all non-conformil’ihes,
including for each non-conformity a rationale as to why it{does not cause unacceptable RISKs during operation of a

SDC SYSTEM.

5.2/ Intended interoperability

SDC BASE PROVIDERs and SDC BASE ,CONSUMERs have different responsibilities when contributing to a SYSTEM
FUNCTION.

An EDC BASE PROVIDER provides:by'means of the descriptive part of its MDIB all necessary information for an SDC BASE
CONSUMER to assess the SDC BASE PROVIDER’s potential SYSTEM FUNCTION CONTRIBUTION:S.

Befpre an SDC BASE CONSUMER consumes BICEPS SERVICEs that initiate the execution of a SYSTEM FUNCTION, the
SDC BASE CONSUMER assesses the SDC BASE PROVIDER’s potential SYSTEM FUNCTION CONTRIBUTIONS injorder
to determine whether thfaugh their individual contributions they can safely execute the SYSTEM FUNCTION together.

Thig implies the SBC"BASE CONSUMER that initiates the execution of a SYSTEM FUNCTION needs to be able to interprgt (on
its dwn or through interaction with a USER) the MDIB of the SDC BASE PROVIDER.

The @SafetyClassification is a necessary attribute to consider when an SDC BASE CONSUMER assesses the suitability jof an
SDE BASE PROVIDER’s potential SYSTEM FUNCTION CONTRIBUTION to a SYSTEM FUNCTION that the SDC BASE

CO ISFINAER 1c tntandad ta malea avarlabhla Lioviovar tha SNNC DACE AANCLINMED nnandc t0o avaliatn additinnal nhnvnnfnvistics
oV o e RS Eat0HaKe v aHao T oW e Vet o D o B/ o - oo ooV HEC a5 to-Cvaruateaatrohat—eharaeter|

of the SDC BASE PROVIDER’s capabilities to determine the suitability, e.g., time-related attributes of a measurement.

Knowing the RISKs and clinical benefits of the SYSTEM FUNCTION, the MANUFACTURER of the SDC BASE
CONSUMER can specify the characteristics required of the SDC BASE PROVIDER for safely executing the SYSTEM
FUNCTION together.

The MANUFACTURER of the SDC BASE PROVIDER cannot be aware of every SYSTEM FUNCTION that the SDC BASE
PROVIDER can contribute to. Therefore, the MANUFACTURER of the SDC BASE PROVIDER can only consider that part of
the sequence of events that comprises the provision of its SYSTEM FUNCTION CONTRIBUTION.

© IEEE 2024 - All rights reserved
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For specific SYSTEM FUNCTION CONTRIBUTIONS, additional responsibilities can be specified in further SDC PKP
STANDARDs, IEEE 11073 Device Specializations, or applicable particular standards.

DR0035: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL declare every INTENDED SYSTEM
FUNCTION CONTRIBUTION of the SDC BASE PARTICIPANT in the ACCOMPANYING INFORMATION.

NOTE 1—The operating principle of the INTENDED SYSTEM FUNCTION CONTRIBUTION and the mapping of the INTENDED
SYSTEM FUNCTION CONTRIBUTION to the capabilities represented by the MEDICAL DEVICE SYSTEM are typical elements of this
declaration.

NOTHE 2—This supports the SYSTEM OWNER in configuring the SDC BASE PARTICIPANTS to make SYSTEM FUNCTIONSs availabje in
the HEALTHCARE DELIVERY ORGANIZATION’s SDC SYSTEM.

DR1932: The MANUFACTURER of an SDC BASE CONSUMER SHALL declare in the IFU every SYSTEM
FUNCTION the SDC BASE CONSUMER is intended to execute along with every limitation concerning/lUSER
PROFILEs, USE ENVIRONMENTS, and medical indications.

NOTE 1—SDC BASE CONSUMERs do not only specify their own INTENDED SYSTEM FUNCTION CONTRIBUTIONS, but alsq the
intended SYSTEM FUNCTIONS as a whole.

NOTE 2—Example of a limitation related to the USE ENVIRONMENT: The MANUFACTURER oféan,SDC BASE CONSUMER making
data from an SDC BASE PROVIDER available to a USER declares in the IFU that it is only permitted/to use the SDC BASE CONSUMHR at
locatipns where the SDC BASE PROVIDER is also visible to the USER.

NOTE 3—Example of a limitation related to the USER PROFILE: The MANUFACTURER-0f an SDC BASE CONSUMER being usefl by
USER GROUPs with general medical knowledge declares in the IFU that using this SBC'BASE CONSUMER for external control of $DC
BASH PROVIDERs has to be limited to those USER GROUPs that are declared in the ' ACCOMPANYING INFORMATION of the §DC
BASH PROVIDER.

DR1934: The MANUFACTURER of an SDC BASE PARTICIPANTSHALL declare in the ACCOMPANYING
INFORMATION all conditions required for safe use includingceorstraints on the characteristics and/or configuratior] of
other BICEPS PARTICIPANTS it communicates with on the AT NETWORK.

NOTHE 1—Examples of such conditions:
—| Constraints on the configuration of other BICEPS_.RARTICIPANTS in order to satisfy applicable particular or collateral standgrds,

e.g., the configuration of display colors or units ofymeasurement

—| Limitation of access to SYSTEM FUNCTIONS to specific USER PROFILEs

—| Constraints declared by an SDC BASE PROVIDER on BICEPS SERVICE CONSUMERs for executing an external control opergtion

NOTH 2—Some conditions can be relevantifor the IFU, which is part of the ACCOMPANYING INFORMATION.

DR1166: If the conditions requiredfor safe use of an SDC BASE PARTICIPANT include constraints on the
chargcteristics and/or configuration of other BICEPS PARTICIPANTS it communicates with, the MANUFACTURER of
the SDC BASE PARTICIBANT SHALL require in the ACCOMPANYING INFORMATION that the SYSTEM
OWNER verifies conformity to these constraints.

NOTHE—For example,the ACCOMPANYING INFORMATION requires of the SYSTEM OWNER

—| To verify.the correct configuration of an SDC BASE PROVIDER when bringing an SDC BASE CONSUMER into service,
—| To verify the correct configuration of display colors or units of measurement of other BICEPS PARTICIPANTS, and
—| ~To'prevent changes of the configuration by unauthorized personnel.

RR1035: The MANUFACTURER of an SDC BASE PROVIDER SHALL consider the RISKs that result from executing
SYSTEM FUNCTIONSs with a BICEPS SERVICE CONSUMER that does not contain the SDC BASE CONSUMER
PKP OID in the EKU extension of its CERTIFICATE.

NOTE 1—The use of CERTIFICATE EKU extensions is described in IEEE Std 11073-20701-2018, 10.2.3 (Trust establishment) [B11].

NOTE 2—The Base Consumer PKP OID is defined in A.2.2.

© IEEE 2024 - All rights reserved
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1 Types

IEEE Std 11073-10207-2017, B.187 [B10] introduces pm:CodedValue that allows for describing the semantic meaning of the
element that contains it. IEEE Std 11073-20701-2018, 7.6 [B11] furthermore defines certain types as mandatory in order to
facilitate interpretation of these elements. In addition to SDC BASE PROVIDERsS, the following requirements also address SDC
BASE CONSUMERs, which can use pm:CodedValue elements, e.g., in external control invocations.

RR1488: For each instance of pm:CodedValue of an SDC BASE PARTICIPANT, the MANUFACTURER of the SDC
BASE PARTICIPANT SHALL verify that the concept identified by @Code correctly specifies the meaning of the

eler

NO]
see

NO7
RR
BA
is
ide
5.2

In &
pro

et thatcontaims the prm CodedVatue:

[E 1—The meaning of instances of pm:AbstractOperationDescriptor is specified by the combination of pm:Type and pm:OperationT
EEE Std 11073-20701-2018, R0025 in 7.2.1 [B11].

'E 2—The meaning specified by pm:Type can only be modified by an EXTENSION with @ext:MustUnderstand = true.

1817: For each instance of pm:CodedValue of an SDC BASE PARTICIPANT, the MANUFAGTURER of the SD
SE PARTICIPANT SHOULD verify that the coding system specified by @CodingSystem doges not contain a code
ore specific in correctly defining the meaning of the element that contains the pm:CodedValue than the concept
tified by @Code.

2 Sharing the clock object

n SDC SYSTEM, each SDC BASE PARTICIPANT maintains an individual system clock. It cannot be ensured that the
ided by an SDC BASE PROVIDER is correct with regards to the actual peint'in time, but only that the same time sou

usedl across different SDC BASE PARTICIPANTS, see IEEE Std 11073-2070132018, 10.3.1 [B11].

RR
tim

NO]
with

NO]
the

5.2

RR
CL

1162: The MANUFACTURER of an SDC BASE CONSUMER/SHALL consider the RISKs resulting from erron
pstamps.

[E 1—If an SDC BASE CONSUMER uses timestamps to measuré’message delays, it can regularly compare clock information of an
its own clock.

'E 2—The specific implementation depends on the time.aceuracy demands of the SDC BASE CONSUMER and clock details provid
BICEPS SERVICE PROVIDER.

3 Sharing patient context information

1049: If an SDC BASE PARTICIRANT uses data from a pm:PatientContextState/pm:CoreData element for
NICAL FUNCTIONSs, the MANUFACTURER of the SDC BASE PARTICIPANT SHALL consider the RISKs

restilting from incomplete, erronegus, or conflicting patient data.

NO]
affe

NO]

disp)
base

5.2

[E 1—It is assumed that patient data can be incomplete, erroneous, or conflicting because a CLINICAL USER cannot be aware
cted CLINICAL FUNCTIONS and RISKs when editing patient demographics in a hospital information system.

[E 2—Example of\a RISK: The patient weight is used to compute displayed parameters; an erroneous weight leads to wrong values
ayed. Example‘ef @ mitigation: The patient weight is not automatically derived from patient core demographics; instead, a proposed
d on patient-eore demographics needs to be confirmed by the CLINICAL USER.

4 Sharinhg metric information

arget,

C
that

time
rce is

EOUS

MDS

ed by

of all

being
value

RR

received metric information.

NOTE 1—The preferred way of fulfilling this requirement is for the SDC BASE CONSUMER to conform to the Metric Consumer PKP
defined in an additional, more specific SDC PKP STANDARD for metric provisioning.

NOTE 2—Examples of RISKs that result from using received metric information:

processes, or provided to other systems supporting clinical decisions.
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Examples of mitigations:

The SDC BASE CONSUMER only uses metric information from SDC BASE PROVIDERs that conform to the Metric
Provider PKP defined in an additional, more specific SDC PKP STANDARD for metric provisioning, to other

applicable standards, or to other sets of requirements identified by an OID.

The SDC BASE CONSUMER detects the loss, corruption, and delay of messages by technical means that are more

comprehensively described in an SDC PKP STANDARD for metric provisioning.

NOTE 3—The risk assessment needs to address the foreseeable misuse that the CLINICAL USER relies on unreliable metric information.

5.2.5

RR1
recei

NOTH

NOTH

Exanmple of mitigations:

NOTH
ALEHR

53
DR1
the N
that

NOTH
envir

NOTH
DR1
INF(
SYS]

NOTH

Bystem integration

Sharing alert information

D74: The MANUFACTURER of an SDC BASE CONSUMER SHALL consider the RISKs that result frem’using
ved ALERT system information, ALERT condition information, and ALERT signal information.

E 2—Examples of RISKSs that result from using received ALERT information or ALERT system information:

Incomplete, erroneous, or delayed ALERT information or ALERT system information is used by a distributed ALERT syste
which the CLINICAL USER does not need to stay within earshot of the participating BICERS.SERVICE PROVIDERS to observ
ALERT, or used for the remote display of an ALERT system state that the CLINICAL USER relies on.

The SDC BASE CONSUMER only uses ALERT information @r ALERT system information from SDC BA
PROVIDERs that conform to the Alert Provider PKP defined jim\an additional, more specific SDC PKP STANDA
for ALERT provisioning, to other applicable standards, or to other sets of requirements identified by an OID.

comprehensively described in an SDC PKP STANDARD for ALERT provisioning.

F 3—The risk assessment needs to address the foreseeable misuse that the CLINICAL USER relies on unreliable ALERT informatid
T system information.

B33: If an SDC BASE PARTICIPANT eeds external resources to facilitate safe participation in an SDC SYSTE
IANUFACTURER of the SDC BASE PARTICIPANT SHALL require in the ACCOMPANYING INFORMATI
he SYSTEM OWNER and ABMINISTRATOR provide and maintain these resources.

F 1—External resources includé, but are not limited to, power supplies, (network) hardware, operating systems, virtualiz
nments, application platforms, and other software.

F 2—This requirement-allows for the deployment of software-only SDC BASE PARTICIPANTS in an SDC SYSTEM.

168: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL disclose in the ACCOMPANYING
DRMATIONall functional tests that the SYSTEM OWNER and the ADMINISTRATOR have to perform before
'EM FUNCTION is executed for the first time or after major changes of the HEALTH IT SYSTEM.

F L=Such tests are intended, for example,

E 1—The preferred way of fulfilling this requirement is for the SDC BASE CONSUMER to conform to the Alert,Consumer PKP defined
in an pdditional, more specific SDC PKP STANDARD for ALERT provisioning.

M in
p the

ASE
RD

The SDC BASE CONSUMER detects the loss, corruption,Jand delay of messages by technical means that are more

nor

\/Ix
DN

tion

a

To determine potential incompatibilities with other BICEPS PARTICIPANTS or elements of the HEALTH IT SYSTEM that have not

been determined during product development and

To verify correct installation and configuration in accordance with the ACCOMPANYING INFORMATION of the BIC
PARTICIPANTS involved.

NOTE 2—Major changes include, but are not limited to:

Changing the IT NETWORK configuration,
Adding new elements to the HEALTH IT SYSTEM for the first time, and
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—  Upgrades or updates of elements of the HEALTH IT SYSTEM.

DR

1595: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL declare in the ACCOMPANYING

INFORMATION to which extent the HEALTHCARE DELIVERY ORGANIZATION is responsible for the
management of instance identifiers.

NOTE 1—A HEALTHCARE DELIVERY ORGANIZATION typically maintains a master patient index (MPI) to assign and maintain unique
patient identifiers, which can be used as primary patient identifiers in SDC.

To
defi
Std
SD
SY

by the HEALTHCARE DELIVERY ORGANIZATION, the responsibility for further tests is,assigned to the SYSTEM OW
befgre a SYSTEM FUNCTION is executed for the first time or after major changes of the HEALTH IT SYSTEM.

Thg REFERENCE SYSTEM test procedures described in this section are necessary-tosprovide OBJECTIVE EVIDENCH
SDC BASE PARTICIPANT is able to deliver its INTENDED SYSTEM FUNETION CONTRIBUTIONS in a setting that

the
sim
test
SD

RR
PR

INTENDED SYSTEM FUNCTION CONTRIBUTION are gvailable when being operated in a REFERENCE SYST

NOJ

RR
the

when being operated in a REFERENCE SY-STEM.

NO]

RR
SD
con

RR
SD
LO

test

RR
SD
RE

1 Reference system

nelp ensure a complete and consistent test approach for all SDC BASE PARTICIPANTS of an SDC SYSTEM, this stal
hes requirements for test procedures. In addition to demonstrating conformity of an SDC BASE PARTICIPANT to
11073-10207 and applicable SDC PKP STANDARDs, a MANUFACTURER provides OBJECTIVE EVIDENCE th
C BASE PARTICIPANT can deliver its INTENDED SYSTEM FUNCTION CONTRIBUTIONs in a REFERE
ETEM with other BICEPS PARTICIPANTS. To account for differences in the setup of the HEALTH IT SYSTEM opée

Lilates the intended operation by a HEALTHCARE DELIVERY ORGANIZATION. However, the REFERENCE SYS
are neither suitable nor sufficient to demonstrate conformity to the requirements of the SDC STANDARDS, includin
C PKP STANDARD:s.
1094: For each INTENDED SYSTEM FUNCTION CONTRIBUTION, the MANUFACTURER of an SDC BASE
DVIDER SHALL provide OBJECTIVE EVIDENCE thatsone or more SYSTEM FUNCTIONS that use the
[E—OBJECTIVE EVIDENCE is obtained through one or more REFERENCE SYSTEM tests.
1655: For each SYSTEM FUNCTION an SDCBASE CONSUMER is intended to execute, the MANUFACTURE
SDC BASE CONSUMER SHALL provide'OBJECTIVE EVIDENCE that the SYSTEM FUNCTION is availabl
[E—OBJECTIVE EVIDENCE is obtained-through one or more REFERENCE SYSTEM tests.
C BASE PARTICIPANT SHALL verify that the REFERENCE SYSTEM is operated with every IT NETWORK
figuration specified in the ACCOMPANYING INFORMATION of the SDC BASE PARTICIPANT under test.
1105: For each REFERENCE SYSTEM test required by an SDC PKP STANDARD, the MANUFACTURER of

C BASE PARTHEIPANT SHALL verify that the REFERENCE SYSTEM is operated under every MAXIMUM
AD CONDITION specified in the ACCOMPANYING INFORMATION of the SDC BASE PARTICIPANT unds

1106; For each REFERENCE SYSTEM test required by an SDC PKP STANDARD, the MANUFACTURER of

1250: For each REFERENCE SYSTEM test required by an SDC PKP STANDARD, the MANUFACTURER of gn
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C BASE PROVIDER SHALL verify that the REFERENCE SYSTEM is operated with the maximum number of

its ACCOMPANYING INFORMATION.

PRESENTATIVE SDC PARTICIPANTS communicating with the SDC BASE PROVIDER under test as specified in

RR1098: For each REFERENCE SYSTEM test required by an SDC PKP STANDARD, the MANUFACTURER of an
SDC BASE PARTICIPANT SHALL choose a REPRESENTATIVE SDC PARTICIPANT according to the following
prioritization:

— A production equivalent REPRESENTATIVE SDC PARTICIPANT that has been verified and validated.
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— A prototyped REPRESENTATIVE SDC PARTICIPANT that has been developed to become a production
equivalent and that is verified but not validated.

— Asimulated REPRESENTATIVE SDC PARTICIPANT that has not been developed to become a production
equivalent and that is verified but not validated.

NOTE—A production equivalent REPRESENTATIVE SDC PARTICIPANT can be a released product or a test device that has been verified
and validated.

DR1785: For each REFERENCE SYSTEM test required by an SDC PKP STANDARD, if the MANUFACTURER of an
SDCIBASE PARTICIPANT does not choose a production equivalent REPRESENTATIVE SDC PARTICIPANT tha
has RQeen verified and validated, the MANUFACTURER SHALL provide a rationale for its choice.

RR1096: For each REFERENCE SYSTEM test required by an SDC PKP STANDARD, the MANUFACTURER of a
SDCI|BASE PARTICIPANT SHOULD choose a REPRESENTATIVE SDC PARTICIPANT that is produced by a
diffefent MANUFACTURER than the SDC BASE PARTICIPANT under test.

RR1108: For each REFERENCE SYSTEM test required by an SDC PKP STANDARD, the MANUFACTURER of af
SDC|BASE PARTICIPANT SHOULD choose a REPRESENTATIVE SDC PARTICIPANT that runs a different SD¢
implementation than the SDC BASE PARTICIPANT under test.

NOTHE—A different SDC implementation means that the SDC implementation of the REPRESENTATIVE SDC PARTICIPANT and the $DC
BASH PARTICIPANT under test have been developed independently.

5.3.9 Characteristics of the IT NETWORK

DR1109: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL declare in the ACCOMPANY ING
INFORMATION the application protocols and transport protocols that need to be supported by the IT NETWORK &and
the cpmmunication endpoints that need to be accessible.

NOTHE—Examples include:

—| Application protocols: HTTP, TLS, NTP
—| Transport protocols: TCP, UDP
—| Communication endpoints: TCP/UDP ports

DR1110: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL declare in the ACCOMPANYING
INFORMATION IP multicast requirements@or the IT NETWORK.

DR1})11: The MANUFACTURER of .an SDC BASE PARTICIPANT SHALL declare in the ACCOMPANYING
INFORMATION that SYSTEM EUNCTIONS of other BICEPS PARTICIPANTS can be impaired by NETWORK
BANDWIDTH consumption of the. SDC BASE PARTICIPANT.

NOTHE—For example, the MANUFACTURER provides instructions for the configuration of the IT NETWORK in order to deprioritize hon-
SDC fraffic of the SDC BASE RARTICIPANT.

DR1387: The MANWFACTURER of an SDC BASE PARTICIPANT SHALL declare the MAXIMUM LOAD
CONDITIONS inthe ACCOMPANYING INFORMATION.

DR0}142: Thee MANUFACTURER of an SDC BASE PROVIDER SHALL declare in the ACCOMPANYING
INFORMATION the maximum number of BICEPS SERVICE CONSUMERSs that can concurrently communicate with
the SDCBASE PROVIDER.

DR1113: The MANUFACTURER of an SDC BASE PROVIDER SHALL declare in the ACCOMPANYING
INFORMATION:

— the parameterization of QoS attributes,
— the required NETWORK BANDWIDTH under MAXIMUM LOAD CONDITIONS (outbound and inbound).

NOTE 1—DR1113 pertains to non-SDC data traffic as well.

© IEEE 2024 - All rights reserved
18


https://standardsiso.com/api/?name=7c58a0b7e1754e3f7917ddeda5e482ef

ISO/IEEE 11073-10700:2024(en)

NOTE 2—QoS example: A MANUFACTURER declares the use of DiffServ to be parameterized with a certain per-hop behavior.

DR1116: The MANUFACTURER of an SDC BASE CONSUMER SHALL declare in the ACCOMPANYING
INFORMATION the maximum acceptable latency of the IT NETWORK.

NOTE—The internal latency of a BICEPS SERVICE PROVIDER can be expressed by, e.g., pm:AbstractMetricDescriptor/@MaxDelay Time,
pm:AlertConditionDescriptor/@DefaultConditionGenerationDelay, or pm:AbstractOperationDescriptor/@MaxTimeToFinish.

DR1117: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL declare in the ACCOMPANYING

RR[L159: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL consider the RISKs that result from‘the
SDE BASE PARTICIPANT’s maximum consumed NETWORK BANDWIDTH under MAXIMUM LOAD
CONDITIONSs exceeding its required NETWORK BANDWIDTH as declared in the ACCOMPANYING
INFORMATION.

NOTE—Example of mitigations: Declare in the ACCOMPANYING INFORMATION that the ADMINISTRATOR has to limit the
NETWORK BANDWIDTH that is made available for the SDC BASE PARTICIPANT or that the SYSTEM, OWNER has to provide an
appiopriately overprovisioned IT NETWORK.

DR[L119: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL requireinithe ACCOMPANYING
INFORMATION that the SYSTEM OWNER performs RISK MANAGEMENT for the' HEALTH IT SYSTEM
including the IT NETWORK.

NOTE—For example, it can require the application of RISK MANAGEMENT according'to-}fEC 80001-1 [B6].

DR[L122: The MANUFACTURER of an SDC BASE CONSUMER SHALL declare in the ACCOMPANYING
INFORMATION hazardous situations resulting from communication failures of the IT NETWORK.

NOTE 1—The declaration of hazardous situations is intended to support the'SYSTEM OWNER in planning mitigations for the event offan IT
NETWORK failure.

NOTE 2—Examples of hazardous situations:

- Delayed clinical intervention resulting from the loss.g¥’an alarm distribution SYSTEM FUNCTION.

- Disruption in a clinical workflow resulting from-the loss of a external control SYSTEM FUNCTION.
5.3|3 Excessive load conditions

RRpP062: The MANUFACTURER of an SDC PARTICIPANT SHALL undertake all reasonable efforts to achieve that,
whille the SDC BASE PARTICIPANT is affected by EXCESSIVE LOAD CONDITIONSs, the SDC BASE
PARTICIPANT maintains its, SYSTEM FUNCTION CONTRIBUTIONSs for those BICEPS PARTICIPANTS that dp not
caupe the EXCESSIVE LOAD-CONDITIONS.

NOTE 1—EXCESSIVE LOAB CONDITIONS can result from

- Invoking external control commands at an excessive rate,
—  Deliveringsstate reports at an excessive rate, or
—+  Requesting the full MDIB at an excessive rate, among others.

NOTE 2*-Reasonable efforts can be, for example,

hat do

not cause the EXCESSIVE LOAD CONDITIONs

— To limit the SDC BASE PARTICIPANT’s resources that are allocated to process the communication with those network nodes that
cause the EXCESSIVE LOAD CONDITIONs

RR0148: The MANUFACTURER of an SDC BASE PROVIDER SHALL undertake all reasonable efforts to achieve
that, while more BICEPS SERVICE CONSUMERSs than specified in the ACCOMPANYING INFORMATION try to
exchange secured messages with the SDC BASE PROVIDER in parallel, the SDC BASE PROVIDER maintains
currently active SYSTEM FUNCTION CONTRIBUTIONS.
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5.3.4 Failures of the IT NETWORK
5.3.4.1 Corruption of data

RR1170: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL consider the RISKSs resulting from
syntactically invalid SDC messages.

NOTE 1—If an SDC BASE PARTICIPANT cannot fully process received messages, it cannot clearly interpret the intent of the message.

NOT'_. Z_E)\al I IP:CD.

—| RISK: An SDC BASE CONSUMER cannot process a corrupted message from the BICEPS SERVICE PROVIDER and'thergfore
does not detect that an ensemble context state of the BICEPS SERVICE PROVIDER has changed.

—| Mitigation: The SDC BASE CONSUMER reconnects to the BICEPS SERVICE PROVIDER after receiving a corrupted message

RRO0129: For each INTENDED SYSTEM FUNCTION CONTRIBUTION, the MANUFACTURER of 'an SDC BASE
PAR[TICIPANT SHALL consider the RISKSs resulting from corruption of data.

NOTH 1—Whereas the integrity of SDC messages is protected by message authentication codes in TLS, gorruption can still occur dyring
procefsing within the SDC BASE PARTICIPANT.

NOTHE 2—These are not novel RISKs introduced by distributed functionality but pertain to all MEDICAL DEVICEs that incorporate software.
This requirement extends the general need for consideration to SYSTEM FUNCTION CONTRIBUFIONS in an SDC SYSTEM.

NOTE 3—Examples of RISKSs:

—| Due to a bit permutation in the target handle, the wrong operation target is selecteg.
—| Due to a bit permutation in pm:CodedValue/@Code, a coded value is wrongly interpreted.

Exanpples of mitigations:

—{ An SDC BASE PROVIDER uses MDIB handles with a sufficiently large Hamming distance.

—{ An SDC BASE PROVIDER uses pm:CodedValue/@SymbolicCodeName to provide a redundant representation of the
@Code for the SDC BASE CONSUMER to check dgainst.

5.3.4.2 Delay and loss of communication

RR1P97: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL consider the RISKs resulting from
communication delay in the IT NETWORK.

NOTHE—Example of a mitigation: The SBCBASE PARTICIPANT maintains those of its SYSTEM FUNCTION CONTRIBUTIONS that do
not d¢pend on the communication that is delayed.

RR1125: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL consider the RISKSs resulting from loss pf
cominunication in the ITNETWORK.

NOTHE 1—This does ngt\affect the need for provision of evidence for the effective use of SYSTEM FUNCTIONSs according to the SYSTEM
FUNCTION USE SRECIFICATION.

NOTE 2—Exampleés of mitigations:
—| _The SDC BASE PARTICIPANT detects loss of communication in the IT NETWORK and notifies the CLINICAL USER.

—L_Fhe IFU include instrictions for how to mitigate RISKS in case of loss of communication in the IT NEFETWORK

— The ACCOMPANYING INFORMATION of the SDC BASE PARTICIPANT requires of the SYSTEM OWNER to establish
procedures that are appropriate to compensate loss of communication in the IT NETWORK.

— An SDC BASE PROVIDER providing external control operations allows for the USER to control these operations directly at the
SDC BASE PROVIDER.

— An SDC BASE PROVIDER providing measurements allows for the USER to display these measurements directly at the SDC BASE
PROVIDER.

— An SDC BASE CONSUMER does not support a SYSTEM FUNCTION the loss of which would cause an unacceptable RESIDUAL
RISK.
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NOTE 3—The following examples of mitigations can reduce RESIDUAL RISKs but are not deemed appropriate to mitigate unacceptable

RISKSs:

— The ACCOMPANYING INFORMATION of the SDC BASE PARTICIPANT requires of the SYSTEM OWNER to con
redundancy into the IT NETWORK.

figure

—  The ACCOMPANYING INFORMATION of the SDC BASE PARTICIPANT requires of the SYSTEM OWNER to provide an

emergency power supply for IT NETWORK components.

5.3.5 Cybersecurity

RRIL662: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL perform cybersecurity RISK
MANAGEMENT.

NOTE—Fulfilling this requirement can be supported by applying standards such as IEC 81001-5-1 [B7] and specifications~such as IE
60601-4-5 [B8].

DR[L579: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL declare the supported eryptographica
protocols in the ACCOMPANYING INFORMATION.

NOTE 1—This supports the SYSTEM OWNER in verifying compatibility between SDC BASE PARTICIRANTS.
NOTE 2—Example: An SDC BASE PARTICIPANT only supports TLS 1.3 or higher.

The following requirements specify a set of universally applicable cybersecurity"RISK MANAGEMENT tasks. The
necgssary but not sufficient to satisfy RR1662 for a specific SDC BASE PARTICIPANT.

RR[L133: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL consider the RISKSs resulting from
cybgrsecurity attacks from the IT NETWORK.

RR[L135: The MANUFACTURER of an SDC BASE PROVIDERSHALL consider the cybersecurity RISKs resultin
from access by BICEPS SERVICE CONSUMERSs that are not.authorized by the HEALTHCARE DELIVERY
OR[GANIZATION.

NOTE—Example of a RISK:

—+ A malicious attacker uses a BICEPS SERVICE CONSUMER not owned by the HEALTHCARE DELIVERY ORGANIZATI
attack an SDC BASE PROVIDER owned by the HEALTHCARE DELIVERY ORGANIZATION.

Example of a mitigation:

— The ACCOMPANYING INFORMATION of the SDC BASE PROVIDER requires of the HEALTHCARE DELI
ORGANIZATION to use@Howlists to prevent access by unauthorized BICEPS SERVICE CONSUMERs.

The following example of a mitigation can reduce RESIDUAL RISKs but is not deemed appropriate to mitigate unaccey
RISKs:

—+ The ACCOMPANYING INFORMATION of the SDC BASE PROVIDER requires of the SYSTEM OWNE
connect the'SDC BASE PROVIDER only to IT NETWORKS that are protected against unauthorized access.

RR[L137: The'MANUFACTURER of an SDC BASE CONSUMER SHALL consider the RISKs that result from
ungutharized persons using the SDC BASE CONSUMER to get access to SDC BASE PROVIDERs.
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RR1139: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL consider the RISKSs resulting from the
extraction and malicious use of the private key of the SDC BASE PARTICIPANT.

5.3.6 SDC PARTICIPANT ENSEMBLEs

The objective is for all SDC BASE PARTICIPANTS to allow for the CLINICAL USER to establish a single mental model of

when and under which conditions SDC BASE PARTICIPANTS can or cannot execute SYSTEM FUNCTIONSs together.
mental model amounts to:
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— Devices are used for the care of specific patients at specific locations.
— Devices at the same location can be used together for the same patient.

DR1149: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL disclose in the ACCOMPANYING

INFORMATION the means by which the SDC BASE PARTICIPANT can enter an SDC PARTICIPANT ENSEMBLE

and any related limitations that impair execution of SYSTEM FUNCTIONS.

NOTE 1—Example: An SDC BASE PARTICIPANT can be limited to entering SDC PARTICIPANT ENSEMBLEs based on properties of

the pm:LocationContextState such as pm:Category or pm:ldentification/pm:Type.

NOTHE 2—A SYSTEM OWNER can further restrict these means, e.g., according to hospital procedures.

RR1146: If an SDC BASE PARTICIPANT supports automatic inference of SDC PARTICIPANT ENSEMBLES, the

MANUFACTURER of the SDC BASE PARTICIPANT SHALL provide OBJECTIVE EVIDENCE that,the CLINICAL

USER understands that SDC BASE PARTICIPANTS assigned to the same location and/or the same patient can execyte

SYSTEM FUNCTION:S.

DR1}152: If an SDC BASE PROVIDER supports location-inferred SDC PARTICIPANT ENSEMBLEs and the
definition of location context information is in the responsibility of the SYSTEM OWNER, thet MANUFACTURER o

the SDC BASE PROVIDER SHALL provide instructions in the ACCOMPANYING INFORMATION to the effect that

the Igcation context information that is used for this purpose is unique to one patient atatime.

RR1154: For each SYSTEM FUNCTION an SDC BASE CONSUMER is intendéd‘to execute, the MANUFACTURER of

the §DC BASE CONSUMER SHALL consider the RISKSs resulting from unintended execution due to erroneously
assufning that the SDC BASE CONSUMER is operating in the same SDC PARTICIPANT ENSEMBLE as the MDS ¢f
an SDC BASE PROVIDER.

NOTE 1—Examples of RISKs:

—| After an SDC BASE PROVIDER’s MDS has left an SDC PARTICIPANT ENSEMBLE, an SDC BASE CONSUMER continugs to

operated in.

display physiological data from that MDS, which is collected from a different patient context than the SDC BASE CONSUMHR is

—| An SDC BASE CONSUMER continues to assume membership in a location-inferred SDC PARTICIPANT ENSEMBLE althgugh

the SDC BASE CONSUMER was moved to a different’location.

NOTE 2—Examples of mitigations:

—| An SDC BASE CONSUMER that initiateshe execution of a SYSTEM FUNCTION together with an SDC BASE PROVIDER of the

same SDC PARTICIPANT ENSEMBLE monitors the ensemble context of the SDC BASE PROVIDER’s MDS for changes.

—| An SDC BASE CONSUMER that initiates the execution of a SYSTEM FUNCTION together with an SDC BASE PROVIDIER’s

PARTICIPANT ENSEMBLE| see TR1563 in 6.6.5.5.

MDS of the same SDC PARTICIPANT ENSEMBLE allows to display information indicating membership in the $DC

RR1848: The MANUFACTURER of an SDC BASE PROVIDER SHALL consider the RISKSs resulting from unintendled
execlition of SYSTEM EUNCTIONS due to erroneous membership of an MDS in an SDC PARTICIPANT ENSEMBLE.

p a o) A PRQO DER _lose onnection to main np or i ned on/off i emMOVe
pm:Validator from its pm:LocationContextState and dissassociates its location-inferred pm:EnsembleContextState.

— When an SDC BASE PROVIDER is in standby or is turned on/off, it removes all instances of pm:Validator from
pm:PatientContextState and dissassociates its patient-inferred pm:EnsembleContextState.

— An SDC BASE PROVIDER allows for USERs to display the current location and patient context states.

RR1380: The MANUFACTURER of an SDC BASE PROVIDER SHALL consider the RISKs that result from
precautionarily leaving an SDC PARTICIPANT ENSEMBLE.
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NOTE—Leaving an SDC PARTICIPANT ENSEMBLE can lead to the loss of SYSTEM FUNCTIONS, e.g., alarm distribution. The resulting
RISKs depend on the provided services and needs to be balanced against the RISKs resulting from erroneous membership in an SDC
PARTICIPANT ENSEMBLE (cf. RR1348 in 5.3.6).

5.4

System use

RR1433: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL provide OBJECTIVE EVIDENCE that
USERs understand that the SDC BASE PARTICIPANT is part of a networked system that could affect the CLINICAL
FUNCTION of this and other BICEPS PARTICIPANTS.
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1215: The MANUFACTURER of an SDC BASE CONSUMER SHALL prepare a SYSTEM FUNCTION USE
ECIFICATION for every SYSTEM FUNCTION the SDC BASE CONSUMER s intended to make available:

[E 1—The SYSTEM FUNCTION USE SPECIFICATION is stored in the usability engineering file.

[E 2—The SYSTEM FUNCTION USE SPECIFICATION of the SDC BASE CONSUMER can differ from the USE'SPECIFICATI
BASE PROVIDERs. Accordingly, every RISK that is related to the use as described in the SYSTEM FUNCTION
CIFICATION of the SDC BASE CONSUMER is subject to USABILITY ENGINEERING.

[E 3—Different USER PROFILEs and USE ENVIRONMENTS need to be considered in the courseof usability evaluation even
FNDED USE of a function remains the same between SDC BASE PROVIDER and SDC BASE CONSUMER.

[E 4—Example: A patient monitor that is used by many USER GROUPs with different skills arid tasks can display data from MED
ICEs with a more limited USER GROUP. The MANUFACTURER of the monitor wolld need to consider which use-related RIS
ility issues can arise from making data available that was potentially unavailable to part-of the USER GROUP before.

1030: The MANUFACTURER of an SDC BASE CONSUMER SHAL I-provide OBJECTIVE EVIDENCE for s3
effective use as described in the SYSTEM FUNCTION USE SPECIFICATION under NORMAL USE conditior

[E 1—OBJECTIVE EVIDENCE is obtained by performing usability evaluation.
[E 2—NORMAL USE conditions include IT NETWORK failuresthat lead to loss of SYSTEM FUNCTIONSs.
'E 3—This requirement can be fulfilled by applying recognized standards such as IEC 62366-1 [B4].

1025: If the MANUFACTURER of an SDC BASE CONSUMER demonstrates conformity to IEC 62366-1 [B4], t
ETEM FUNCTION USE SPECIFICATION'SHALL be part of the USE SPECIFICATION.

1430: If an SDC BASE CONSUMER is'intended to display states of a BICEPS SERVICE PROVIDER or a patie
dition according to its SYSTEM _FUNCTION USE SPECIFICATION, the MANUFACTURER of the SDC BASH
NSUMER SHALL provide OBJECTIVE EVIDENCE that the USER is able to identify the displayed states of th
EPS SERVICE PROVIDER or the patient condition.

[E 1—Whereas the BICERS/SERVICE PROVIDER is responsible for the validity of the provided data, it is not responsible f
ility as it does not necessarily display this data.

[E 2—Examplesof'SYSTEM FUNCTION USE SPECIFICATIONS:

- An SDE.BASE PROVIDER shares ventilation settings and an SDC BASE CONSUMER declares in the SYSTEM FUNCTION
SPECIFICATION that it displays ventilation settings. The MANUFACTURER of the SDC BASE CONSUMER needs to p
OBJECTIVE EVIDENCE that the USER is able to interpret the displayed ventilation settings correctly.

- ~.An SDC BASE PROVIDER shares ventilation settings and an SDC BASE CONSUMER declares in the SYSTEM FUNCTION
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SPECIFICATION that jt displays invasiveness of ventilation as a score that is calculated from ventilation settings

The

MANUFACTURER of the SDC BASE CONSUMER has to provide OBJECTIVE EVIDENCE that the USER is able to interpret the

score correctly.

RR1428: If an SDC BASE CONSUMER is intended to display the state of a BICEPS SERVICE PROVIDER or a patient
condition, the MANUFACTURER of the SDC BASE CONSUMER SHALL consider the RISKSs that result from USERS
gaining a wrong understanding regarding the state of the BICEPS SERVICE PROVIDER or the patient condition.

NOTE—Examples of RISKs:
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The USER of an SDC BASE CONSUMER does not perceive that the state, e.g., a setting, of the BICEPS SERVICE PROVIDER
changed by another USER.

was

The USER of an SDC BASE CONSUMER misinterprets displayed settings because there is no awareness of the state of a connected

BICEPS SERVICE PROVIDER.

The USER of an SDC BASE CONSUMER misinterprets displayed measurements because there is no awareness of settings affecting

these measurements.

The USER of an SDC BASE CONSUMER misinterprets the patient condition because relevant information is not being displayed.

Examples of mitigations:
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An SDC BASE CONSUMER notifies the USER when the state of a connected BICEPS SERVICE PROVIDE
changed from another location.

An SDC BASE CONSUMER displays state information of a connected BICEPS SERVICE PROVIDER:that is rele
for the interpretation of information on display.

140: For each pm:ConceptDescription element provided by an SDC BASE PROVIDER, the MANUFACTURER
DC BASE PROVIDER SHALL provide OBJECTIVE EVIDENCE that the intended USERS,0f the SDC BASE
VIDER understand the text that is referenced or provided therein.

E 1—This applies regardless of whether an SDC BASE PROVIDER provides a LOCALIZATION, SERVICE.

F 2—The MANUFACTURER only verifies that the pm:ConceptDescription elements are tindérstood in the SDC BASE PROVID
ontext of use, e.g., they are displayed on a local/integrated graphical Ul.

142: If an SDC BASE CONSUMER is intended to display the state of aaBICEPS SERVICE PROVIDER or a pat
tion, the MANUFACTURER of the SDC BASE CONSUMER SHALL consider the RISKSs that result from
hying the contents of pm:ConceptDescription provided by a BICEPS SERVICE PROVIDER.

E—Examples of RISKs:
Labels for settings or measurements derived from pm:ConceptBescription elements are misinterpreted when displayed in a diffg
context.

The SDC BASE CONSUMER displays illegible text-because a pm:ConceptDescription contains characters that the SDC B
CONSUMER cannot display on its Ul.

y32: The MANUFACTURER of an SDC BASE PROVIDER SHALL provide OBJECTIVE EVIDENCE that for
provided pm:PhysicalConnectorInfo/pm;Label the intended USER of the SDC BASE PROVIDER is able to

identify the corresponding physical conngéctor.

NOTH

RR1
infor

6. T

E—Physical connectors refer to, e.gs0rt, module, or sensor connectors; see 6.6.4.1.

D60: The MANUFACTURER of an SDC BASE CONSUMER SHALL consider the RISKSs that result from using
mation received from.device components while they do not have all of the following properties:

@SafetyClassification € { MedA, MedB, MedC },
@ActivationState € { On, StndBy }.
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6.1

EDC PARTICIPANT KEY PURPQOSE r\nnfnrmify assurance

TR1633: An SDC BASE PROVIDER SHALL only perform TLS handshakes if its own CERTIFICATE includes the

SDC

TR1634: An SDC BASE CONSUMER SHALL only perform TLS handshakes if its own CERTIFICATE includes the

SDC

BASE PROVIDER PKP OID in its EKU extension.

BASE CONSUMER PKP OID in its EKU extension.
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TR1459: An SDC BASE PARTICIPANT SHALL only perform TLS handshakes if the EKU extension of its own
CERTIFICATE includes the OIDs of all SDC PARTICIPANT KEY PURPOSEs from any additional SDC PKP

STANDARD:s that the SDC BASE PARTICIPANT demonstrates conformity to.

TR1582: An SDC BASE PARTICIPANT SHOULD only perform TLS handshakes if the EKU extension of its own
CERTIFICATE includes the OIDs of all additional SDC PARTICIPANT KEY PURPOSEs that the SDC BASE
PARTICIPANT demonstrates conformity to.

6.2

Standards conformity indication in the CONTAINMENT TREE

Thi
eler

The

Identifier (OID) including, but not limited to, SDC PARTICIPANT KEY PURPOSEs and particular standards of the

606

TR

subclause supplements 5.1.2.3. It specifies how an SDC BASE PROVIDER leverages the pm:ProductionSpegifig
nent to indicate conformity to sets of requirements.

mechanism described in this subclause can be used for all sets of requirements that are identifiable by means of an G
D1-2 series.

D108: If the MANUFACTURER of an SDC BASE PROVIDER determines a set of requiréments that the SDC B

ation

bject
IEC

\SE

ying

and

PROVIDER or a part of it conforms to, the SDC BASE PROVIDER SHOULD attach a pm:ProductionSpecification
elerhent with pm:SpecType = MDC_ATTR_SYS_TYPE_SPEC_LIST and pm:ProductionSpec being an OID identif
thelset of requirements to each BICEPS CONTAINMENT TREE ENTRY that is the‘root of a BICEPS
CONTAINMENT SUBTREE which contains only nodes representing parts that cenferm to this set of requirements
which is not part of larger BICEPS CONTAINMENT SUBTREE that also fulfill$)this condition.

NOTE 1—An OID assignment that represents a set of requirements can be either proprietary or standardized.

NOTE 2—Standardized OIDs can be provided by other SDC PKP STANDARDsNEEE 11073 Device Specializations, or applicable parficular
stanflards.

NOTE 3—Conformity to a particular standard is typically attributed to the.entire product. Some requirements can, however, not be appl

to th
its 0

NOT
oxin

6.3

TR
ung

NOJ

NOJ
SER

TR

be dlesigned ina'way that they are not impaired by the IT NETWORK communication, including but not limited to:

e SDC BASE PROVIDER, e.g., display requirements if the provider only determines and provides values but does not have a disp
Wwn.

[E 4—Example: A multifunction patient monitor has multiple VMDs, each of which conforms to a particular standard, e.g., for
netry or electrocardiography. This conformity is indicated by pm:ProductionSpecification elements at the VMD level.

Cybersecurity

1 164: An SDC BASE PROVIDER.SHALL use secured channels to protect all of its BICEPS SERVICEs against
uthenticated access.

['E 1—Depending on the actual.transport technology binding, a secure channel is implemented, e.g., by using a TLS-over-TCP conng

[E 2—This further restricts IEEE Std 11073-20701-2018, R0043 in 10.1 [B11], by requiring consistent protection of all Bl
VICEs.

1134: CLINICAL FUNCTIONS of an SDC BASE PARTICIPANT except for network-related functionality SHA

- _ARP floods,
—“_ICMP floods,

icable
lay of

pulse

ction.

CEPS

| L

— TCP SYN floods,

— UDP floods,

— Floods of TLS connection requests,

— Frequent corruption (such that it is detected by TLS) of SDC messages.

NOTE 1—Network-related functionality includes the provision and consumption of SYSTEM FUNCTION CONTRIBUTIONS.

NOTE 2—The design of other network-related clinical functionality, e.g., DICOM image exchange, is not within the scope of this standard.
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6.4 Logging

Logging is the automatic creation of stored data records with the purpose of tracing software process states, especially in case of
errors. This subclause defines a foundational set of logging requirements for SDC BASE PARTICIPANTS in order to facilitate
forensic analysis of communication failures.

The requirements in this subclause pertain to logs of individual SDC BASE PARTICIPANTSs. Requirements that address
components dedicated to forensic data logging of an entire HEALTH IT SYSTEM are out of scope of this standard, but can be
found, e.g., in ANSI/AAMI 2700-2-1 [B1].

TRO

NOTH
NOTH
NOTH

TRO
not g

NOTH

TRO
requ

DR1
INF(
STA
TRO

NOTH
5424

TRO

p16: For every TLS-based sequence of SDC message exchanges, an SDC BASE PARTICIPANT SHALL log:

Date and time of the handshake,

Date and time when the last message of the sequence has been exchanged,

As to whether the end of the sequence of SDC messages was mutually acknowledged,

Addressing information of the other BICEPS PARTICIPANT,

DISTINGUISHED NAME and EXTENDED KEY USAGE of the other BICEPS PARTICIPANT, and
TLS version and cypher suite negotiated during the handshake.

E 1—This requires logging the beginning and the end of every sequence of SDC messages.
F 2—For a TCP connection, the end of a sequence of SDC messages is specified as the closing of the socket.
F 3—For a TCP connection, addressing information is the destination IP address andport.

P17: For each attempt of an authenticated BICEPS SERVICE CONSUMER to use a BICEPS SERVICE that it i
uthorized to use, the SDC BASE PROVIDER SHALL log:

Date and time of the attempt,

Addressing information of the BICEPS SERVICE'CONSUMER,

DISTINGUISHED NAME and EXTENDED. KEY USAGE of the BICEPS SERVICE CONSUMER, and
Rationale for the denial of access.

F—For a TCP connection, addressing informationis the destination IP address and port.

p23: An SDC BASE PARTICIPANT-SHALL provide means for the ADMINISTRATOR to retrieve log records
red by applicable SDC PKP STANDARD:s for analysis.

501: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL declare in the ACCOMPANYING
DRMATION the means for the ADMINISTRATOR to retrieve log records required by applicable SDC PKP
NDARDs.

P25: An SDC BASE PARTICIPANT SHOULD provide logs in RFC 5424 [B22] conforming Syslog format.

F—To fulfill this requirement, the MANUFACTURER can also provide tools including documentation to convert log records into
[B22] conforming Syslog format.

P29 An SDC BASE PARTICIPANT SHALL protect the log records required by applicable SDC PKP

RFC

STA

DARDS agalnst tampering.

TR0916: An SDC BASE PARTICIPANT SHALL log the identifying information of its configured time source at the

time

of initial synchronization and upon subsequent time source changes.

NOTE—The identifying information of an NTP server is its network address.

TR1340: An SDC BASE PARTICIPANT SHOULD log each non-slewing adjustment of the local clock.
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NOTE—The need for a non-slewing time adjustment is typically the result of a hardware failure or operator error.

TRO0917: An SDC BASE PARTICIPANT SHALL attach UTC timestamps at least in millisecond resolution to all log
entries.

NOTE 1—See, for example, RFC 3339 [B20].

NOTE 2—UTC has to be determinable from the log message, i.e., it is permitted to attach the local time with the local offset to that end.

6 E Masa-paH-aata-ad-ecanditbr-ana
SIVIoeAT o T oot CoOTTo

Thig subclause defines requirements for the operational status of an SDC BASE PARTICIPANT under IT _NETWORK
MAXIMUM LOAD CONDITIONS.

TRPO54: An SDC BASE PARTICIPANT SHALL provide its INTENDED SYSTEM FUNCTION CONTRIBUTIONs
under MAXIMUM LOAD CONDITIONS.

6.6 Participant model

TRL949: When an SDC BASE PROVIDER inserts, changes, or removes a pm:ProductionSpecification element, the SDC
BABE PROVIDER SHALL set pm:Mdib/pm:MdibVersionGroup/@Sequenceld to aiaew value.

TRL590: For each MDS, an SDC BASE PROVIDER SHOULD set pm:ClockDescriptor/@SafetyClassification to th
sane value as that of the most critical BICEPS CONTAINMENT TREE ENFRY of the MDS.

NOTE—BICEPS SERVICE CONSUMERs compare clock information of an MDSwith'their own clock.
6.6]1 Instance identifiers

Instance identifiers as defined in IEEE Std 11073-10207 are used*to uniquely identify instances of physical or virtual entities.
They comprise several elements: the root uniquely specifies@ system of reference (e.g., a hospital) whereas the extephsion

spegifies the entity within that system (e.g., an actual patientar an order for a procedure). In contrast, the type specifies thd kind
of the identifier.

TRD886: An SDC BASE PARTICIPANT SHAIL limit values of pm:Instanceldentifier/@Root to those matching th
forin scheme ™™ hier-part as defined in RFC 3986 Clause 3 [B21] and scheme *:*" hier_part as defined in RFC 2396
Clause 3 [B19] except for ""biceps.uri.unk’‘and "*sdc.ctxt.loc.detail™".

NOTE 1—Query and fragment are not part of.the root. They can, however, be part of the @Extension.

NOTE 2—There are cases in which-the.@Extension continues the URI path component.

NOTE 3—This further restrictsN\ EEE Std 11073-10207-2017, B.227 [B10].

TRI517: If two instances of pm:Instanceldentifier have identical values of @Extension and at least one of them has

@HRoot = biceps.uri.uhk or no @Root, an SDC BASE PARTICIPANT SHALL NOT assume that they refer to the sajne
entjty.

6.6|2 Coded values

17

TRL814: For each pm:CodedValue and pm:Translation, if there are one or more standardized URIs that identify th
coding system including the coding system version of the code, an SDC BASE PARTICIPANT SHALL set
@CodingSystem to one such URI and provide no @CodingSystemVersion.

NOTE 1—Example: urn:0id:1.3.111.2.11073.10101.3 identifies version 3 of the IEEE Std 11073-10101 Nomenclature.

NOTE 2—@CodingSystemVersion has no uniform syntax whereas the @CodingSystem is commonly referred to by means of an OID.
TR1840: For each pm:CodedValue and pm:Translation, an SDC BASE PARTICIPANT SHALL NOT set
@CodingSystem to a URI that identifies IEEE 11073-10101-2004 or IEEE 11073-10101a-2015.
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NOTE 1—SDC BASE PARTICIPANTS can use IEEE Std 11073-10101-2019 [B9] or subsequent versions.
NOTE 2—TR1840 obsoletes IEEE Std 11073-10207-2017, R0128 in 5.2.3 [B10].

TR1842: For each pm:CodedValue where @Code is defined in IEEE Std 11073-10101, an SDC BASE PARTICIPANT
SHALL set @CodingSystem = urn:oid:1.3.111.2.11073.10101.n with n > 3.

NOTE—To increase interoperability, this OID arc is mandatory for identifying IEEE Std 11073-10101. If an SDC BASE PARTICIPANT
needs to identify IEEE Std 11073-10101 by an OID from any other arc, e.g., for compatibility with legacy equipment or with an HL7 gateway,
it can add a pm:Translation to the pm:CodedValue

6.6.3 Private code semantics

IEEH Std 11073-10207-2017, R0008 in 5.2.3 [B10] recommends that a BICEPS PARTICIPANT populates pmiCodedVhlue
with p code from a standardized coding system.

TR1357: If there is no standardized code to convey semantics, an SDC BASE PARTICIPANT SHQULD populate
pm:CodedValue with a private code as detailed in IEEE Std 11073-10101.

TR1358: If an SDC BASE PARTICIPANT uses a private code as detailed in IEEE Std 11073-10101, the SDC BASE
PARJTICIPANT SHALL refer to its definition by providing a pm:Translation with a @CadingSystem that uniquely
identifies the private coding system that contains the code.

NOTHE—This implies that a MANUFACTURER that needs to use private codes has to~keep a private coding system for these cddes.
Folloyving the concept of private codes that is defined in IEEE Std 11073-10101, a MANUFACTURER introduces and maintains a s¢t of
codes|that adhere to the principles of the IEEE 11073 Nomenclature standards.

6.6.4 Device components

TRO0912: On each intended shutdown of an SDC BASE PROVIDER, for each pm:MdsState element, the SDC BASE

TRO251: If any of the following information items are available, an SDC BASE PROVIDER SHALL provide them usjng
:MetaData:

— pm:Manufacturer
— pm:ModelName

— pm:ModelNumber
—{ pm:SerialNumber

TR1873: For gach pm:AbstractDeviceComponentDescriptor that is the root node of a BICEPS CONTAINMENT
SUB[TREE representing a component with a software version, an SDC BASE PROVIDER SHALL provide the softwgre
versipn jn pm:AbstractDeviceComponentDescriptor/pm:ProductionSpecification with @SpecType =
MDC dB_PROD_SPEC_SW.

TR1374: For each pm:AbstractDeviceComponentDescriptor that is the root node of a BICEPS CONTAINMENT
SUBTREE representing a component with a known hardware version, an SDC BASE PROVIDER SHALL provide the
hardware version in pm:AbstractDeviceComponentDescriptor/pm:ProductionSpecification with @SpecType =
MDC_ID_PROD_SPEC_HW.

TRO0252: For each of its UDIs, an SDC BASE PROVIDER SHOULD provide it using pm:MetaData/pm:Udi.
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6.6.4.1 Physical connectors

The pm:PhysicalConnectorinfo element represents a connector or port, to which a module, e.g., a sensor or actuator, can be
connected. The pm:PhysicalConnectorinfo is part of the pm:AbstractComponentState or pm:AbstractMetricState element.

TR1436: If a pm:MdsDescriptor contains multiple pm:VmdDescriptor elements that are of semantically equivalent
pm:Type and while the corresponding pm:VmdState/@ActivationState € { On, StndBy, Shtdn, Fail }, an SDC BASE
PROVIDER SHALL provide for each of these pm:VmdState elements a pm:PhysicalConnectorInfo/@Number that is
unique to these elements.

TR[437: If a pm:VmdDescriptor contains multiple pm:ChannelDescriptor elements that are of semantically equivalent
pm|Type and while the corresponding pm:ChannelState/@ActivationState € { On, StndBy, Shtdn, Fail }, an, SDC'BASE
PRPOVIDER SHALL provide for each of these pm:ChannelState elements a pm:PhysicalConnectorInfo/@Number that
is uhique to these elements.

TR]438: If a pm:ChannelDescriptor contains multiple pm:AbstractMetricDescriptor elements that'are of the same
@MietricCategory and of semantically equivalent pm:Type and pm:Unit and while the corresponding
pm|AbstractMetricState/@ActivationState € { On, StndBy, Shtdn, Fail }, an SDC BASE PRAVIDER SHALL provife
for ach of these pm:AbstractMetricState elements a pm:PhysicalConnectorinfo/@Number that is unique to these
elernents.

TR1733: The MANUFACTURER of an SDC BASE PROVIDER SHOULD verify-that every
pm|PhysicalConnectorInfo/pm:Label matches the label on the corresponding hardware unit.

6.6/4.2 Removable subsystems

When a REMOVABLE SUBSYSTEM is physically connected, it is(Tepresented in the MDIB of the BICEPS SERYICE
PROVIDER. In some cases, there is a need for representation of a REMOVABLE SUBSYSTEM even when it is not conngcted,
e.g.| for pre-configuring settings that are automatically applied whenthe REMOVABLE SUBSYSTEM is connected.

TRL594: For each pm:AbstractDeviceComponentDescripter-that represents a REMOVABLE SUBSYSTEM and wiile
theREMOVABLE SUBSYSTEM is not physically connected to the SDC BASE PROVIDER, the SDC BASE
PROVIDER SHALL set the pm:AbstractDeviceComponentState/@ActivationState € { NotRdy, Off }.

NOTE—Other reasons for being unavailable than (the removal of the REMOVABLE SUBSYSTEM can also be express¢d by
pm:AbstractDeviceComponentState/@ActivationState € { NotRdy, Off }.

TRL593: For each pm:AbstractDeviceComponentDescriptor that represents a REMOVABLE SUBSYSTEM and while
the|REMOVABLE SUBSYSTEM is not physically connected to the SDC BASE PROVIDER, the SDC BASE
PROVIDER SHALL NOT provide:the pm:AbstractDeviceComponentState/pm:PhysicalConnector element.
6.6/5 Context

TRL959: While pm:SystemContextState/@ActivationState of an MDS is set to Off, for each pm:AbstractContextState of
thaf MDS, an SDCBASE PROVIDER SHALL set @ContextAssociation = No.

TR]L304: For,each pm:AbstractContextState, while @ContextAssociation = Assoc, an SDC BASE PROVIDER SHALL
proyide a nan*€mpty instance of pm: AbstractContextState/pm:Identification.

TRIL636::For each pm:AbstractContextState, while @ContextAssociation = Assoc, an SDC BASE PROVIDER SHALL
provide-@BindingMdib\Mersion-and-@BindingStarthime.

TR1637: For each pm:AbstractContextState, while @ContextAssociation = Assoc, an SDC BASE PROVIDER SHALL
NOT provide @UnbindingMdibVersion and @BindingEndTime.

TR1638: For each pm:AbstractContextState, while @ContextAssociation = Dis, an SDC BASE PROVIDER SHALL
provide @BindingMdibVersion, @BindingStartTime, @UnbindingMdibVersion, and @BindingEndTime.

TR1639: For each pm:AbstractContextState, while @ContextAssociation = Pre, an SDC BASE PROVIDER SHALL
NOT provide @BindingMdibVersion, @BindingStartTime, @UnbindingMdibVersion, and @BindingEndTime.
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TR1

NOT

TR1461: While pm:AbstractContextState/@ContextAssociation = Assoc, an SDC BASE PROVIDER SHALL NOT
remgve or change any instance of pm:ldentification within this pm:AbstractContextState.

NOTH 1—The SDC BASE PROVIDER has to set pm:AbstractContextState/@ContextAssociation = Dis’in advance.
NOTH 2—Adding an additional instance that identifies the same entity does not require prior disassociation.

6.6.9.1 Context validation

The presence of an instance of pm:Validator expresses that an identifiablejactor (e.g., a USER or a BICEPS PARTICIPA

has ¢

The

persdn John Doe, whereas pm:Validator/pm: Type is used to describe the kind of validator, e.g., a nurse, biomed, etc.

TR1
uniq

TR1499: If the identity of a validator is unknoivn, an SDC BASE PARTICIPANT SHALL set pm:Validator/@Root =
urn:9id:2.16.840.1.113883.5.1008 and pm:Validator/@Extension = UNK.

NOTH
corre

TRO
pm:

NOTH
TR1

prov
refer

ISO/IEEE 11073-10700:2024(en)

470: An SDC BASE PROVIDER SHALL change @ContextAssociation according to the transitions in Figure 1.

E—This further restricts IEEE Std 11073-10207-2017, B.10 [B10].

Figure 1—Acceptable context association state transitions

bnfirmed the correctness of its context association state.

bm:Validator/@Root and pm:Validator/@Extension attributes “are used to identify a specific validator entity, e.g.,

b44: If the identity of a validator is known, an SDE BASE PARTICIPANT SHALL provide the validator’s comp
e identifier using pm:Validator.

tness of its context association state,

55: For each pm:AbstractContextState/pm:Validator, an SDC BASE PARTICIPANT SHALL provide
alidator/pm:Type tadescribe the kind of actor that validated the context association state.

F—An extensible valué set for validator types is given in Table B.1.

de one.or.more pm:ldentification elements for this pm:AbstractContextState where @Root defines the system of
ence, @Extension contains the identifier, and @Extension is not set to a null value.

NOTHE

b00: Whilg-a'\pm:AbstractContextState contains at least one pm:Validator, an SDC BASE PARTICIPANT SHAL

NT)

the

ete

E—It cannot reasonably be expected of every SDC BASE PARTICIPANT to be able to identify the actor, e.g., the USER, that confifmed

E 1=~ The @Root can r‘nni";ainY for nvnmr\ln, the ||nir1||m identificationof an HDO

NOTE 2—The @Extension can contain, for example, the patient identifier assigned by the HDO.

NOTE 3—A null value indicates that a value is missing, omitted, incomplete, or improper. It is not to be confused with a value of 0 (zero).
The encoding of a null value depends on the system of reference.

TR1467: When a pm:AbstractContextState ceases to appropriately represent context information of the physical or
logical component represented by an MDS, the SDC BASE PROVIDER SHALL change every corresponding

@Co

ntextAssociation to Dis and identify a validator for this new association state.
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NOTE—The validator is the identifiable actor, e.g., the SDC BASE PROVIDER itself or its USER, that validates the context disassociation.

TR1465: If correctness of an MDS’s context association state can no longer be verified, the SDC BASE PROVIDER
SHALL remove all instances of pm:Validator from this context state.

NOTE 1—The removal of the pm:Validator elements expresses uncertainty about the association state in contrast to the deliberate
disassociation that is the subject of TR1467.

NOTE 2—Examples include RISK mitigations such as invalidating the association of a pm:LocationContextState for reasons of precaution
whep the component loses connection to its mains power supply

6.6/5.2 Patient context

For[many use cases, it is beneficial to have validated patient information. In addition to the inference of SDC.PARTICIPANT
ENSEMBLEs, patient identifiers can be used to combine data from previous visits of the same patient, te'\maintain an glarm
histpry for a patient visit, or to visualize trend data from an episode of care. Patient identifiers are often\machine-readalple as
wel| as suitable for being displayed to USERs. Examples of identifiers that can be used for these purpases include

—  Medical record number and social security number that identify the patient,
—  Visit identifier and case identifier that identify a patient visit, and

—  Episode identfier that identifies an episode of care of a patient.

TRP997: If an SDC BASE PARTICIPANT is able to determine the type of a pm:PatientContextState/pm:Identification
elemnent, the SDC BASE PARTICIPANT SHALL set pm:ldentification/pm:Type.

NOTE—Example: For a patient identifier, pm:Type/@Code = MDC_ATTR_PT_ID,is appropriate.

TRP999: If an SDC BASE PARTICIPANT is intended to transmit'the patient identification of a neonate’s mother, the
SDC BASE PARTICIPANT SHALL use pm:NeonatalPatientDemographicsCoreData/pm:Mother/pm:Identification
with pm:Type/@Code = MDC_ATTR_ID_PT_MOTHER.

6.6]5.3 Workflow context

IEHE Std 11073-10207 defines the pm:WorkflowDetail element that can be used to convey information about a workflow step,
e.g.| an order for a diagnostic procedure from ahealth IT element outside of the SDC SYSTEM. Its child elements are mostly
optional and no conclusion can be drawn fromtheir absence.

This section introduces requirements to share information that is available, but it does not require SDC BASE PARTICIPANTS
to act on this information. The need for consideration is highly dependent on the individual INTENDED USE and CLIN|CAL
FUINCTION. Therefore, no generalstatement can be made.

TR1912: When an SDC BASE PARTICIPANT sets pm:WorkflowContextState/pm:WorkflowDetail, if the SDC BASE
PARTICIPANT has infagrniation about known or suspected hazards originating from the patient that is represented|by
pm|WorkflowDetail/pm:Patient, the SDC BASE PARTICIPANT SHALL set pm:WorkflowDetail/pm:DangerCode to
repfesent this information.

NOTE—Example\of a hazard: The patient has an infectious disease.

TRI914: When an SDC BASE PARTICIPANT sets pm:WorkflowContextState/pm:WorkflowDetail, if the SDC BASE
PARTICIPANT has additional clinical information that is relevant to the workflow step represented by the
pm.‘VAV’UI :’\f:UVVCUI ItCI\tStﬂtC, thc SDC BASE PI"\‘\RT: C: PAI"\:T S: :ALL oct 'JI 1 I.‘\IAV’UI Ir\ﬂuvv Dcta; :II|JI . P\C:CVGI ItC:II |;ua: :I fO

to represent this information.

NOTE—Clinical information is considered additional for the purpose of this requirement when it is not conveyed by other means such as a
metric state.

6.6.5.4 SDC PARTICIPANT ENSEMBLEs

The pm:EnsembleContextState elements of a BICEPS SERVICE PROVIDER express logical groups in which the BICEPS
SERVICE PROVIDER is being operated.
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Annex C provides examples of SDC PARTICIPANT ENSEMBLEs and interaction therein.

6.6.5.5 Ensemble membership and indication

TRO

863: To indicate membership of an MDS in an SDC PARTICIPANT ENSEMBLE, an SDC BASE PROVIDER

SHALL use pm:EnsembleContextState/pm: Identification with pm:EnsembleContextState/@ContextAssociation = Assoc.

NOT

Ther¢ are multiple ways for SDC BASE PARTICIPANTS to join SDC PARTICIPANT ENSEMBLEsS actively or passively.

TRO

inforjmation about the kind of the SDC PARTICIPANT ENSEMBLE through
pm:EnsembleContextDescriptor/pm:Type.

NOT!

NOT!

NOT!

TRO
ENS

pm:EnsembleContextState/pm:Validator elements identifying the.actors that confirmed the correctness of membersh|p
in the SDC PARTICIPANT ENSEMBLE.

NOT!

pm:EnsembleContextState as described in TR0855 in 6.6.5.1.

TRO

chanpe the pm:EnsembleContextState/@ContextAssociation from Assoc to Dis immediately.

NOT

PARTICIPANT ENSEMBLE is inferred.

6.6.9.6 Ensemble membership-ifnterpretation

ENSEMBLE membership states.

E—An MDS can be a member of more than one SDC PARTICIPANT ENSEMBLEs at the same time.

71: For each SDC PARTICIPANT ENSEMBLE of its MDSs, an SDC BASE PROVIDER SHALL.provide

E 1—This can include information about the means by which an MDS enters the SDC PARTICIPANT,ENSEMBLE.

74: For each of its pm:EnsembleContextState elements that indicates membership in an SDC PARTICIPANT
EMBLE with @ContextAssociation = Assoc, an SDC BASE PROVIDER SHALL provide one or more

E—In case of automatically inferred ensembles, the SDC\BASE PROVIDER can identify itself as the actor that validated

D73: When the membership in an SDC PARTICIPANT ENSEMBLE ends, the SDC BASE PROVIDER SHALL

E—Membership can end, for example, when~the pm:Validator is removed from a pm:AbstractContextState from which an $

F 2—SDC BASE PARTICIPANTS can be added to ensembles for example by automatic infereheeyUSER interaction, external corjtrol,
or derfjivation by technical means.

E 3—Additional information about the state, e.g., the type of location from which the~ensemble is inferred, can be conveyed ysing
pm:EnsembleContextState/pm:Category.

the

DC

SDC|PARTICIPANT ENSEMBLEs are used by SDC BASE PARTICIPANTS to determine as to whether they are saf to

exch

TRO

BASE PROVIDER«fthe SDC BASE CONSUMER is able to interpret one or more validated
pm:EnsembleContextState/pm: Identification elements with @ContextAssociation = Assoc and the corresponding
pm:Ensemble€ontextDescriptor/pm:Type of the MDS that provides the SDC BASE PROVIDER’s SYSTEM
FUNCTJON'CONTRIBUTION.

i Lot I T bl PR on RAGE AMOIAAED L " J " TR ROR-F - " H ")
NOT — HITTYITL T UTIS  Last TTEdiS Uidl UIT oL DAOL CWUINOUIVIEIN Tlds tU  UTTUTTSWIAriuuiat 1t 15 Upthatiiy 1 uic oditic

nge specific information with other SDC BASE PARTICIPANTS.

79: An SDC BASE CONSUMER SHALL only initiate the execution of a SYSTEM FUNCTION with an SDC

PARTICIPANT ENSEMBLE as the MDS of an SDC BASE PROVIDER when executing a SYSTEM FUNCTION.

TRO
BAS

990: An SDC BASE CONSUMER SHOULD only initiate the execution of a SYSTEM FUNCTION with an SDC
E PROVIDER if the SDC BASE CONSUMER is able to interpret one or more validated

pm:EnsembleContextState/pm:Identification elements with @ContextAssociation = Assoc and the corresponding
pm:EnsembleContextDescriptor/pm:Type/@Code € { MDC_IDT_ENSEMBLE_LOCATION_INFERRED,
MDC_IDT_ENSEMBLE_PATIENT_INFERRED } of the MDS that provides the SDC BASE PROVIDER’s SYSTEM
FUNCTION CONTRIBUTION.
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NOTE 1—"Interpret” in this case means that the SDC BASE CONSUMER has to understand that it is operating in the same SDC
PARTICIPANT ENSEMBLE as the MDS of an SDC BASE PROVIDER when executing a SYSTEM FUNCTION.

NOTE 2—SDC BASE PROVIDERSs that are unable to handle patient and location information, e.g., headless mobile providers, can provide
SYSTEM FUNCTION CONTRIBUTIONs if an SDC BASE CONSUMER is able to interpret another type of
pm:EnsembleContextState/pm:ldentification, e.g., an invariable SDC PARTICIPANT ENSEMBLE.

NOTE 3—TR0990 only affects CLINICAL FUNCTIONS. Other types of SDC PARTICIPANT ENSEMBLEs can be used for non-clinical
purposes.

6.6]|5.7 Ensemble membership inference

The use of automatically inferred SDC PARTICIPANT ENSEMBLES makes it possible to merge and separate Higger
ens¢mbles. For example, all participants that are members of a location-inferred ensemble could temporarily“join a patient-
infdrred ensemble for as long as the patient is at the specified location.

In practice, this can be implemented as a single USER interaction that confirms the binding between ‘patient and loction,
follpwed by automatic distribution of patient information to every member of the location-inferred €nsemble. In the same|way,
the members can be released from the patient when the binding ends.

TRP866: If an SDC BASE PROVIDER is intended to execute one or more SYSTEM EUNCTIONSs with other SDC
BABE PARTICIPANTS that operate in the same location, the SDC BASE PROVIDER SHOULD infer membership [of
the[MDS that provides the SDC BASE PROVIDER’s INTENDED SYSTEM FUNEFION CONTRIBUTION in an §DC
PARTICIPANT ENSEMBLE by duplicating its pm:LocationContextState/pm:ldentification to a
pm|EnsembleContextState/pm:Identification with pm:EnsembleContextDescriptor/pm: Type/@Code =
MOC_IDT_ENSEMBLE_LOCATION_INFERRED.

TRIL151: If the physical location represented by the pm:LocationCoftextState of an MDS of an SDC BASE PROVIDER
allows for more than one associated patient at the same time, the SDC BASE PROVIDER SHALL NOT infer
meimbership of this MDS in an SDC PARTICIPANT ENSEMBLE from this pm:LocationContextState.

NOTE—If an SDC BASE CONSUMER and an MDS of an SDC.BASE PROVIDER are members of the same location-inferred SDC
PARTICIPANT ENSEMBLE, the SDC BASE CONSUMER canitherefore infer that they are associated to the same patient.

TRP867: If an SDC BASE PROVIDER is intended\to execute one or more SYSTEM FUNCTIONSs with other SDC
BABE PARTICIPANTS that operate on the samig)patient, the SDC BASE PROVIDER SHOULD infer membership pf
the|MDS that provides the SDC BASE PROVIDER’s INTENDED SYSTEM FUNCTION CONTRIBUTION in an §DC
PARTICIPANT ENSEMBLE by duplicating its pm:PatientContextState/pm:Identification to a
pm|EnsembleContextState/pm:Identifieation with pm:EnsembleContextDescriptor/pm:Type/@Code =
MOC_IDT_ENSEMBLE_PATIENT_INFERRED.

TRD877: If a pm:AbstractContextState is not validated, an SDC BASE PROVIDER SHALL NOT infer membershig by
duglicating this pm:AbstractContextState/pm:Identification to a pm: EnsembleContextState/pm:Identification.

TRP873: If an SDC BASE PROVIDER infers membership of an MDS in an SDC PARTICIPANT ENSEMBLE, the[SDC
BABE PROVIDERSHALL set the inferred pm:EnsembleContextState/@ ContextAssociation = Assoc only for as lorlg as
the Jpm: AbstractContextState from which it is inferred is also associated and validated.

NOTE—This-implies that the @BindingMdibVersion of the inferred pm:EnsembleContextState is always greater than or equal fo the
@B|ndingNJdibVersion of the pm:AbstractContextState from which it is inferred.

TROOZ4:_AnSDC BASE PROVVIDER SHALL NOT allow for a IUSER to create or mndify a pm'Fncnmhln(‘nnfntht hte

that belongs to a pm:EnsembleContextDescriptor with pm:Type/@Code of
MDC_IDT_ENSEMBLE_LOCATION_INFERRED or MDC_IDT_ENSEMBLE_PATIENT_INFERRED with the
exception of disassociating it.

NOTE—Automatically inferred ensembles are thereby kept separate from those created by USERs. USERs can instead set a patient context or
location context to allow for automatic inference or they can create an ensemble context of a different type.

TR1303: An SDC BASE PROVIDER SHALL NOT allow for a BICEPS SERVICE CONSUMER to create or modify a
pm:EnsembleContextState that belongs to a pm:EnsembleContextDescriptor with pm:Type/@Code of
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MDC_IDT_ENSEMBLE_LOCATION_INFERRED or MDC_IDT_ENSEMBLE_PATIENT_INFERRED with the
exception of disassociating it.

NOTE—Automatically inferred ensembles are thereby kept separate from those created through external control. External control consumers
can instead set a patient context or location context to allow for automatic inference or they can create an ensemble context of a different type.

TRO0993: If an SDC BASE PARTICIPANT is intended to allow for a USER to manage SDC PARTICIPANT
ENSEMBLE membership of its own or any other MDS, the SDC BASE PARTICIPANT SHOULD allow for the display,
modification, and validation of pm:LocationContextState, pm:PatientContextState, or both in order to facilitate SDC
PAR CHRAN N \Wil=] Rembership-tHaferenee .

NOTHE 1—Rather than to set or change ensemble membership directly, the SDC BASE PARTICIPANT enables a USER to set or.change a
patiert and location context from which ensemble membership can be inferred.

NOTH 2—Automatic membership inference, association, and disassociation is preferred over manually orchestrating SDC-PARTICIPANT
ENSHMBLEs for the use of CLINICAL FUNCTIONS.

NOTHE 3—For display purposes, the pm:LocationContextState/pm:LocationDetail and pm:PatientContextState/pm:€oreData are preferrdd as
they fontain human-readable information for identifying the context state. If these are ambiguous or,nab provided, the SDC BASE
PARTICIPANT can display pm:AbstractContextState/pm:ldentification instead.

6.7 Extension model

TR1490: If an EXTENSION modifies the meaning specified by pm:Type of the parent element that contains the
EXTENSION or of any other element of the BICEPS CONTAINMENT SUBTREE that has this parent element as itg
root,/Jan SDC BASE PARTICIPANT SHALL mark the EXTENSION with @ext:MustUnderstand = true.

NOTE 1—@ext:MustUnderstand = false means that the parent element that contains the EXTENSION can safely be processed without
evalugting the EXTENSION.

NOTE 2—Example of an EXTENSION with @ext:MustUnderstand = false: Information about whether or how an SDC BASE PROVIDER
displdys a parameter to a USER.

TR1922: An SDC BASE PARTICIPANT SHALL NOT-include an EXTENSION with @ext:MustUnderstand = true in
an elpment that is derived from pm:AbstractState.

NOTHE—Therefore a descriptor update is required if the need for such an EXTENSION is determined at runtime.

TROT65: An SDC BASE PROVIDER SHALL NOT use an EXTENSION with @ext:MustUnderstand = true to modify
the meaning specified by pm:Type of any BICEPS CONTAINMENT TREE ENTRY outside the BICEPS
CONTAINMENT SUBTREE that has'as its root the BICEPS CONTAINMENT TREE ENTRY in which the
EXTENSION is included.

NOTE 1—From this it follows-that'a BICEPS SERVICE CONSUMER can still interpret parts of the MDIB even if there are EXTENSIDNs
markgd with @ext:MustUnderstand = true.

NOTHE 2—An occurrence/of pm:Relation does not change this rule, i.e., EXTENSIONs with @ext:MustUnderstand = true do not affect
BICEPS CONTAINMENT TREE ENTRIEs in other subtrees that are connected by means of a pm:Relation.

NOTE 3—If &pm:Relation contains an EXTENSION with @ext:MustUnderstand = true, this EXTENSION can only modify the meahing
specified by @Kind or pm:Code of the pm:Relation but neither of its parent metric nor of its @Entries.

TR13ZZ21fam SDC BASE CONSUMER TS UMabie toimterpret a X NSTON O a BICEPS SERVICEPROVID
with @ext:MustUnderstand = true, the SDC BASE CONSUMER SHALL NOT use the BICEPS CONTAINMENT
SUBTREE that has as its root the BICEPS CONTAINMENT TREE ENTRY in which the EXTENSION is included for
the execution of any SYSTEM FUNCTION.

6.8 Localization

TR1480: An SDC BASE CONSUMER MAY translate concepts/types by itself and provide texts/labels based on internal
text resources.
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NOTE—This allows SDC BASE CONSUMERs to rely on their own translations opposed to translations that are provided by BICEPS
SERVICE PROVIDERSs. By providing translations of concepts/types itself, SDC BASE CONSUMERSs can create a consistent view of data
from different BICEPS SERVICE PROVIDERs of different MANUFACTURERs.

TRO0280: If an SDC BASE PROVIDER’s MDS represents a component with a Ul, pm:MdsState/@Lang SHALL
correspond to the Ul language.

NOTE—If the SDC BASE PROVIDER cannot determine the Ul language, it can set pm:MdsState/@Lang = und as defined in 1SO 639 [B15].

TR0281: Ear each element in the MDIB of the SDC BASE PROVIDER if an npfinnal child element of type
pm|LocalizedText corresponds to a label that the SDC BASE PROVIDER can display locally, the SDC BASE
PROVIDER SHALL provide that child element with the content of the displayable label either through the
LOCALIZATION SERVICE using @Ref or as the element content.

TRD277: For each pm:LocalizedText element with non-empty content that is not defined during use of'the’SDC BASE
PRPVIDER, the SDC BASE PROVIDER SHALL include non-empty @Lang.

NOTE—Example of content definition during use: Text that a USER entered to configure part of that S®C”BASE PROVIDER]| e.g.,
pm:EnumStringMetricDescriptor/pm:AllowedValue where the pm:ldentification/pm:IdentifierName is defined-by the USER.

TRP279: In each element that contains one or more pm:LocalizedText elements with ndon-empty content that is not
defined during use of the SDC BASE PROVIDER, the SDC BASE PROVIDER SHALLK provide one or more
pmjLocalizedText elements with non-empty content and with @Lang being equahte'pm:MdsState/@Lang of the
conaining MDS.

NOTE—Example of content definition during use: Text that a USER entered to eonfigure part of that SDC BASE PROVIDER]| e.g.,
pm:EnumStringMetricDescriptor/pm:AllowedValue where the pm:Identification/pm:ldentifierName is defined by the USER.

6.9 Calibration
IEHE Std 11073-10207 provides the means to express information about the last calibration of a BICEPS CONTAINMENT
TREE ENTRY as well as about the next calibration. This.s€ction further restricts IEEE Std 11073-10207 by constrainirlg the
way an SDC BASE PARTICIPANT has to use these model elements.

TRL451: If an SDC BASE PROVIDER provides information about the last calibration, it SHALL use
pm|Calibrationinfo/@ComponentCalibrationState € { No, Cal, Oth }.

NOTE—pm:Calibrationinfo/@ComponentCalibrationState € { Req, Run } are undefined for the last calibration.

TR1453: If an SDC BASE PROVIDER provides information about the next calibration, it SHALL use
pm|NextCalibration/@CompongntCalibrationState € { Req, Run, Oth }.

NOTE—pm:NextCalibration/@ComponentCalibrationState € { No, Cal } are undefined for the next calibration.
TRL455: If a particularstandard or RISK MANAGEMENT process requires an SDC BASE PROVIDER to indicat¢ the

timg of the next calibpation to the USER, the SDC BASE PROVIDER SHALL provide
pm|NextCalibration/@ComponentCalibrationState = Req and non-empty @ Time.

7. Conformity
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PARTICIPANT to every applicable “shall” level requirement defined in this standard.

CTFLRER af cn CNADACC DADRTICIDANMTECLIAL L damaanctratn confaroaidy
A | T oOT O O C O YW T 70U T T 7 uy - OT 7y OCTToT TSt atC CoOTIToT IT1Ime

£ the SDCBASE

NOTE—A conditional requirement is applicable if the SDC BASE PARTICIPANT fulfills the parts of the requirement text that constitute
conditions (commonly introduced by the complementizers if, while, etc.). In this case, the MANUFACTURER has to demonstrate conformity
of the SDC BASE PARTICIPANT to the requirement. Otherwise, the MANUFACTURER has to demonstrate that the SDC BASE
PARTICIPANT does not fulfill the conditions.

RR0029: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL demonstrate that every test tool used for

conformity testing is verified.
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NOTE—This means that a MANUFACTURER demonstrates, e.g., by applying test method validation procedures, that the tool meets its
objectives and its intended purpose.

DR1385: The MANUFACTURER of an SDC BASE PARTICIPANT SHALL provide in the ACCOMPANYING
INFORMATION specific details about the way that the requirements of this standard have been applied in the form of
implementation conformity statements (1CSs).

NOTE 1—An ICS discloses details of a specific implementation and specifies the implemented features and characteristics to support
interoperability of applications and systems.

NOTHE 2—The ICSs provide understanding of the details of an implementation. However, they are not sufficient to guarantee interoperaljility
of applications or systems. For such interoperability, additional specifications like nomenclatures, device specializations, and “Integrating the
Healthcare Enterprise” (IHE) profiles are taken into account. These specifications are out of scope of this standard.

DR1427: For each “should” level requirement that an SDC BASE PARTICIPANT does not satisfy, the
MANUFACTURER of the SDC BASE PARTICIPANT SHALL include into the corresponding ICS a tationale as to yhy
the fe¢ature was not implemented.

7.1 Implementation conformity statements

7.1.1 General format

Impl¢mentation conformity statements take the form of tables. Templates for these ICS\tables are given in 7.1.2. The tableq are
filled out and provided as an overall conformity statement document.

Generally, an ICS table contains the following information:

—{ Index, which is an identifier of a specific feature;
—1 Reference, which is a reference to the requirement of the feature;

— Status, which specifies the conformity level, i.e., as to whether the feature is mandatory, recommended, or permisgible
for a conforming implementation;

—{ Support, in which the implementer specifies the charfacteristics of the feature in the implementation; and
—{ Comment, in which the implementer provides additional information.

The following values of the Status column are permitted:

—{ m (mandatory, indicated by requirément keyword “SHALL”)
—{ r (recommended, indicated by requirement keyword “SHOULD”)
—{ p (permissible, indicated by requirement keyword “MAY”)

The yalue of the Support column is permitted to range from simple to complex entries. Examples of simple values are:

—{ yes (the requirerient is fulfilled)
— no (the requirement is not fulfilled)
—1 n/a (the'requirement is not applicable, reasons are given in the Comment column)
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