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This document is being issued in the Technical Report (tvype 2) series of
publications (according to subclause G.3.2.2 of part 1 of the ISO/IEC
Directives, 1995) as a “prospective standard for provisional application” in
the field of transport information and control systems because there is an
urgent need for guidance on how standards in this field should be used to
meet an identified need.
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is not to be regarded as an “International Standard”. it is
or provisional application so that mformatnon and experience of
se in practice may be gathered. Comments on the content of this

A review of this Technical Report (type 2) will be carried dutnot later than
three years after its publication with the options of: extension for another

three years; conversion into an International Standard;or withdrawal.

Annex A forms an integral part of this Technical Report. Annexes B to D
are for information only.
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Foreword

This European Prestandard has been prepared by Technical Committee CEN/TC 278 "Road transport and traffic
telematics”, the secretariat of which is held by NNI, in collaboration with Technical Committee ISO/TC 204
"Transport information and control systems".

According to the CEN/CENELEC Internal Regulations, the national standards organizations of the following
countries are-bound-te-anrounce-this-European-Prestandard:-AustriaBelgiarm-CzeehRepublicBenmarkFinland,
France, Gefmany, Greece, Iceland, Ireland, Italy, Luxembourg, Netherlands, Norway, Portugal, Spain, Swedgn,

Switzerland and the United' Kingdom. :

Introduction

are based gn the Dedicated Short-Range Communication (DSRC), enabling interoperability-between open EFC

This Europgan Pre-Standard specifies an application interface for Electronic Fee Collection (EFC) systems, which
systems (i.{. between different EFC system operators) on an EFC-DSRC application interface level.

The Europgan Pre-Standard provides specifications for the EFC transaction model;’EFC data elements (ref

as attributep} and functions, from which an EFC transaction can be built. The EFC transaction model providds a
mechanism that.allows handling of different versions of EFC transactions and associated contracts. A certait EFC
transaction|supports a certain set of EFC attributes and EFC functions as defined in this European Pre-Standlard. It

is not envisgged that the complete set of EFC attributes and functions is(present in each piece of EFC equipment,
be OBE or RSE.

This Europg¢an Pre-Standard provides the basis for agreemerits bétween operators, which are needed to acHieve
interoperability. Based on the tools specified in this European Pre-Standard, interoperability can be reached iy
operators recognising each others EFC transactions (including the exchange of security algorithms and keys) and
implementing the EFC transactions in each others RSE, or'they may reach an agreement to define a new
transaction [(and contract) that is common to both. Considerations also have to be made by each operator th
RSE has syfficient resources to implement such additional EFC transactions.

‘in-order to gchieve interoperability, operators have to agree on issues like:

¢ ~which optional features are actually being implemented and used;

* security policy (including encryption algorithms and key management, if applicable);

e operatiopal issues, such as how many) receipts may be stored for privacy reasons, how many receipts are
necessafy for operational reasons. (e.g. as entry tickets or as proof of payment);

* the.agrepments needed between dperators in order to regulate the handling of different EFC transactions

This Europgan Pre-Standardhas the following structure. In the first four clauses the scope, normative refererces,
definitions qf terms and abbreviations are accounted for. Next, in clause 5, the EFC Application interface
architecture] is described.in terms of its relation to the DSRC communication architecture, including the addressing
of data attributes and of components. In the following clause 6, the EFC transaction model is introduced, defihing
the common steps-of:€ach EFC transaction, in particular the initialisation phase. Clauses 7 and 8 are dedicated to
the detailed|specification of the EFC application functions and of the EFC data attributes, respectively. Four
annexes provide

attributes);

- an informative excerpt from DSRC application layer (ENV 12834), and its service primitives,
parameters and functions;

— informative examples of EFC transactions using the specified EFC attributes and functions;

— aninformative listing of functional requirements, which can be satisfied by using the tools
provided by this European Pre-standard.

e USeaqa qata types action parameters and

Vi
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1 Scope

This European Pre-Standard specifies the application interface in the context of Electronic Fee CoIIectlon
(EFC) systems using the Dedicated Short-Range Communications (DSRC).

The EFC application interface is the EFC application process interface to the DSRC Application Layer, as
can be seen in figure 1 below. The scope of this European Pre-Standard comprises specifications of:

EFC attributes (i.e. EFC application information);

the addressing procedures of EFC attributes and (hardware) components (e.g. ICC and MMI);

FC application functions, i.e. further qualification of actions by definitions of the concerned senviges,
ssignment of associated ActionType values and content and meaning of action parameters;

e EFC transaction model, which defines the common elements and steps of any EFC(ransactign;

* the behaviour of the interface so as to ensure interoperability on an EFC-DSRC application interfdce

level.
RSE OBE
Application Process Application Process
P W B ®m E s ®m e @ Em 8w E® e 2w e W ® " w =g = eoww e w w w wm e ow o w w|m o
Scope of this
' Attributes (e.g. PaymentsMeans, ADU ‘Aftributes (e.g. Payment Means, Eu‘:o e '
' VehicleDimensions, ..) VehicleDimensions, ..) P []
] ActionType (e.g. debit, set_MMI, ActionType (e.g. debit, set_MMI, Pre-standard .
N transfer_channel, etc.) transfer _channel, etc.) '
[} ) - 7y [ ]
' Bodty Appiicaton J Notity App Vehitle 1§
1 ACTION.c ACTION.rq - ACTION.rs ACTION.ind '
, PETC SETrq Hoady Application SETrs SET.ind ey .
\ GET.cf GET.q (B ez-c)gang!S er App GET.rs GET.ind ‘ / RegAppVehicle .
T-ASDU 1 I - - - - - - - - - - p— T-ASDU A
DSRC I-KE I-KE DSRC
Application < Application
Layer Layer
- . T-APDU - y
T-KE . ) R T-KE
KE KE
Figure 1: The EFC application interface

Thig is an interface standard, adhering to the open systems interconnection (OSI) philosophy (ISO/IEC
749B-1); and it is as such not concerned with the implementation choices to be realised at either sidg of
the |nterface.

This European Pre-Standard provides security-specific functionality as place holders (data and functions)
to enable the implementation of secure EFC transactions. Yet the specification of the security policy
(including specific security algorithms and key management) remains at the discretion and under the
control of the EFC operator, and hence is outside the scope of this European Pre-Standard.

2 Normative references

This European Pre-Standard incorporates by dated or undated reference, provisions from other
publications.
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These normative references are cited at the appropriate places in the text and the publications are
listed hereafter.

For dated references, subsequent amendments to or revisions of any of these publications apply to

llllb CUIUpUdII l"ll;' Oldlludlu Ullly WIIEII lllbUlpUldlb’U III ll Uy dlllellulllelll (0] lb‘VIbIU” I'Uf unudleo
references the latest edition of the publication referred to applies.

ISO 612: Vehicle Measurement Definition
ISO 1176: Vehicle Weight Definitions
ISO[3166: Codes Tor the representation of names o} countres

ISO|3779: 1983 Road Vehicles - Vehicle Identificatio
Content and Structure

1ISO(3780: 1983 Road Vehicles World manufacturer identification code {(WMI)

1SO|4217: Codes for the representation of currencies and funds

1ISO|7498-1: 1994 Information Processing Systems Open Systems
interconnection - Basic Reference modei

ISO/IEC 8824-1: 1995 Information processing systems - OpenSystems
Interconnection - Specification of abstsact syntax notation one
(ASN.1)

ISO/IEC 8825-2: 1996 Information processing systems ~Open Systems
Interconnection - ASN.1 encoding rules: Specification of
Packed encoding rules

ENV 1545-1 1998 Identification card systems - Surface transport applications -
Part 1 : General data'elements

ENV 1545-2 1998 Identification card systems - Surface transport applications -
Part 2 : Transport'payment related data elements

prENV ISO 14816: 1998 Road Trafficand Transport Telematics (RTTT), Automatic

Vehicle and Equipment Identification - Numbering and Data
Structures (ISO/DTR 14816 : 1998)

ENV 12834: 1997 Road Traffic and Transport Telematics (RTTT), Dedicated
Short-Range Communication (DSRC) - Application Layer
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3 Definitions
For the purposes of this European Pre-Standard, the following definitions apply:

3.1 access credentials Data that is transferred to On-Board Equipment, in order to establish
the claimed identity of an RSE application process entity.

NOTE: The access credentials carries information needed to fulfil
access conditions in order to perform the operation on the addressed
element in the OBE. The access credentials can carry passwords as
well as cryptographic based information such as authenticators.

3.2 action Function that an application process resident at the IRo6adsie
Equipment can invoke in order to make the On-Board-Equipmeént
execute a specific operation during the Transaction.

3.3 attribute Application information formed by one or by a sequence of data
elements, and is managed by different“{actions used {or
implementation of a transaction.

3.4 authenticator Data appended to, or a cryptographic transformation (see
cryptography) of, a data unit that allowsa‘recipient of the data unit to
prove the source and/or the integrity of the data unit and protect
against forgery.

3.I channel An information transfer path [ISO/IEC 7498-2].

3. component Logical and physical sentity composing an On-Board Equipmept,
supporting a specific functionality.

3.7 contract Expression of an\agreement between two or more parties concernipng
the use of the foad infrastructure.

3.8 cryptography The discipline which embodies principles, means, and methods for the
transformation of data in order to hide its information content, prevegnt
its,_undetected modification or/and prevent its unauthorised use
HSO/IEC 7498-2].

3.9 data group A collection of closely related EFC data attributes which together
describe a distinct part of an Electronic Fee Collection transaction.

3.10 data integrity The property that data has not been altered or destroyed in an
unauthorised manner [ISO 7498-2].

3.11 element In the context of DSRC, a directory containing application informatipn

in form of Attributes.

3.12on-board equipment Equipment located within the vehicle and supporting the informatipn
exchange with the Hoad Side Equipment. It 1Is composed of the On-
Board Unit and other sub-units whose presence have to be considered
optional for the execution of a Transaction.

3.13 on-board unit Minimum component of an On-Board Equipment, whose functionality
always includes at least the support of the DSRC interface.

3.14 roadside equipment Equipment located at a fixed position along the road transport network,
for the purpose of communication and data exchanges with the On-
Board Equipment of passing vehicles.
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3.15

3.16

3.17

3.18

3.19

3.20

3.21

service (EFC)

service primitive
(communication)

©1SO

Road transport related facility provided by a Service Provider. Normally
a type of infrastructure, the use of which is offered to the User for
which the User may be requested to pay.

Elementary communication service provided by the Application layer
protocol to the application processes.

NOTE: The invocation of a service primitive by an application process
implicitly calls upon and uses services offered by the lower protocol
layers.

Iservice provider
(EFC)

session

[transaction

transaction model

user

The operator that accepts the user's payment means and in returfy
provides a road-use service to the user.

The complete exchange of information and interaction occurrihg at a
specific Electronic Fee Collection station between the (Roadside
Equipment and the user/vehicle.

The whole of the exchange of information between. the Roadside
Equipment and the On-Board Equipment mecessary for the
completion of an Electronic Fee Collection opefation over the DSRC.

NOTE: A transaction may require more thah one session in order to
be achieved, e.g. an entry session and-an exit session.

Functional model describing the .general structure of Electronic Fee
Collection transactions.

The entity that uses transport services provided by the Service
Provider according to theterms of a Contract.
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4 Abbreviations

For the purpose of this European Pre-Standard, the following abbreviations apply throughout the
document unless otherwise specified:

ADU Application Data Unit
APDU Application Protocol Data Unit
AP Application Process
ASN.1 Abstract Syntax Notation One
ST Beacon-Service—Table(DSRG-Applicationtayer)
OSRC Dedicated Short-Range Communications
EID Element ID
EFC Electronic Fee Collection
GPS Global Positioning System
ICC Integrated Circuit(s) Card
I-KE Initialisation Kernel Element (DSRC Application Layer)
| Invoker 1D
D Link ID
Mi Man-Machine Interface
BE On-Board Equipment
BU On-Board Unit
U Protocol Data Unit
R Packed Encoding Rules
E Road-Side Equipment
TT Road Traffic and Transport-Telematics
M Secure Application Module
TtAPDU Transport-Application-Protocol Data Unit (DSRC Application Layer)
TtASDU Transport-Application Service Data Unit (DSRC Application Layer)
TIKE Transport Kernel Element (DSRC Application Layer)
VBT Vehicle Service Table (DSRC Application Layer)
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5 EFC application interface architecture

5.1

Relation to the DSRC communication architecture

©1SO

The DSRC services are provided to an application process by means of the DSRC Application Layer
service primitives, which are abstract implementation interactions between a communication service user
and provider. The services are offered by the DSRC communication entities by means of its DSRC
Application Layer (ENV 12834).

RSE OBE
AP < ADU | AP
4+ 4| Notity Application 4 | Notify Applicatipn
GET.cf GET.ra \a Bea’,!o,,"" GET.rs GET.ind Vehicle
T-ASDU | SET.cf SET.ra - SET.rs SET.ind
ACTION.cf ACTION.ra |, || Ready Application ACTION rs ACTION.ind| ;| J<@e-)Regappvenyale
41| (De-)register App Beacon A
(EVENT-RT.ch | | (EVENT-RT}rq) (EVENT-RT.rs) |\ EVENT-RTind
Z
......................... : {
B-KE I-KE B-KE : I-KE
er e | I e IR e x
n.a. for EFC n.a. for EFC
DBRC-L7[—— = * =
T-KE - T-APDU » T-KE DSRC -L7
T KE 1 KE
v
I LLC sublayer LPDU LLC sublayer |
DSRC-L2 - romeemeeeee y .................. R— R TPt y ........... DSRC-L2
| MAC sublayer MAC sublayer |
'S A}
v
' - PHY ) 1
DSRC-L1 Physical layer — PDU —> Physical layer = DSRC-L1
L ]
Additional abbreviations us€d only in this figure (for all other abbreviations see clause 4.)
B-KE Broadcast-Kernel Element
LLC Logical Link Control
LPDU Link Protocol'Data Unit
MAC Medium Access Control
PHY-PDU Physical Link Protocol Data Unit
req/ind/rs/cf request/indication/response/confirm
EVENT-RT EVENT-REPORT
n.a. _ hotapplicable
Figure 2: The EFC application process on top of the DSRC communication stack

The Transfer Kernel Element (T-KE) of DSRC Application Layer offers the following services to application
processes (see also figure 2 above):

¢ GET: The invocation of a GET service request results in retrieval (i.e. a reading) of application
information (i.e. Attributes) from the peer service user (i.e. the OBE application process), a reply is
always expected.

» SET: The invocation of a SET service request results in modification (i.e. writing) of application
information (i.e. Attributes) of the peer service user (i.e. the OBE application process). This service
may be requested in confirmed or non-confirmed mode, a reply is only expected in the former case.
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¢ ACTION: The invocation of an ACTION service request results in a performance of an action by the
peer service user (i.e. the OBE application process). An action is further qualified (see clause 7.4) by
the value of the ActionType. This service may be requested in confirmed or non-confirmed mode, a
reply is only expected in the former case.

e EVENT-REPORT: The invocation of an EVENT-REPORT service request forwards a notification of an
event to the peer service user.

¢ INITIALISATION: The invocation of an initialisation service request by RSE results in an attempt to
initialise communication between a RSE and each OBE that has not yet established communication

with the concerned RSE. The Initialisation service is only used by the I-KE as defined in ENV 12834,

i o | o . o annlication(s) wishi ute anolicat — link.

on oOME

5.2| Usage of DSRC application layer by the EFC application interface
EFC uses the following services offered by DSRC Application Layer (as defined in ENV,12834):

e The INITIALISATION services:
(De-)Register Application RSE (at RSE)
* Notify Application Beacon (at RSE)
¢ Ready Application (at RSE)
¢ (De-)Register Application OBE (at OBE)
¢ Notify Application Vehicle (at OBE)
are used to realise the EFC-specific initialisation mechanisin (see clause 6)

e The GET service is used to retrieve EFC attributes (seé annex B.2.1. For attribute specifications
see clause 8)

e The SET-service is used to set EFC attributes (See annex B.2.2)

e The ACTION-services are applied to realise‘additional EFC specific functionality needed to
support EFC application processes, suchzas TRANSFER_CHANNEL, SET_MMI and ECHD
(see clause 7.2).

In the following, the EFC-specific usage of.the"DSRC Layer 7 services is specified in detail.

NOTE: The EVENT-REPORT-service can be implicitly used by EFC application processes. It |s e.g.
used indirectly as part of an already defined command to release an application process (see Ready
Application of ENV 12834). However as the EVENT-REPORT-service is not explicitly used by|EFC
application processes, this service is not further referred to in this document.

5.3 Addressing of EFC attributes
5.3[1 Basic mechanism

EFC Attributés)are used to transfer the EFC application-specific information.

EFC Attributes are composed of one or more data elements of specified ASN.1 types. All data elemgnts
of qn ASN.1 type are mandatory. To each data element an unambiguously defined name is associated.

To each EFC Attribute, an AttributelD is associated. The Attributeld enables to unambiguously identify and
address an EFC Attribute.
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EXAMPLE: Figure 3 illustrates the basic addressing mechanism:

Attribute ID AttriD = [AtriD=2_] [AttriD=3 ] [AttriD=4 AttrlD = 1
IUUTOR SN v 2 ¥ RS SN
: : Contract Contract Contract

Attribute : Doeeeee | Validity Vehicle Authenti- | .
: : cator
.......... . l - *
[ContractAuthenticator:::

ASN.1-Tvpe : lContractVehicIe::= : :
: : ContractValidity ::=SEQUENCE { : :
REREEETRRERR PR contractRestrictions ~ OCTETSTRING(4); - Sy

contractExpiryDate DateCompact —

Figure 3: Basic addressing mechanism

5.3.2 | Role of the EID

The DSRC-EID (different from 0) is used to identify an EFC context, given by the EFC-ContextMark (sed
clause B.1.3), in which Attributes can be addressed unambiguously by AttributelDs. In the VST, the OBE
may specify several of these EFC contexts, each corresponding to a set of ERC/Attributes and EFC
functions supported by it.

EXAMPLE: . \ VR .
AttriD =0 AtiriD=2 | [AttriD=3 . [AttriD=4 AAttrlD = 1|
=) : : Contract Contract Contract
[Elp=1 s T Validity Vehicle Authenticator| .
: : A A A :
Contract Contract Contract
E D=2 : EP Validity Vehicle Authenticatod
: B B B
Contract Contract Contract
E D=3 : L e Validity Vehicle Authenticator| ¢
: : C c C

Figure 4: Role of the EID

EID ecli“fls 0 shall be used.\to’address application-independent functions and components, e.g. SET_MM
and TRANSFER_CHANNEL (see clause 7.2).

5.3.3 |Multiplelinstances of Attributes

There may be.n.instances of an Attribute available in an OBE.

The mgximum number of instances Nmax 0f one Attribute may be limited according to the needs of
operatdrszand users. The default maximum number of instances is Nmax=1. The value of Ny is
determined at the time of OBE configuration.

EXAMPLE:

eceiptServicePart2 ]
ED=11] | | e ReceiptServicePart1 1
ReceiptServicePart0

Figure 5: Multiple instances (0-2) of attribute 5
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The handling of multiple instances and the corresponding addressing mechanism are described in detail

as part of the behaviour specification of the corresponding functions supporting muitipie instances (see
clause 7.2.5 for GET_INSTANCE and clause 7.2.6 for SET_INSTANCE).

5.4 Addressing of components

Components of an OBE to be addressed via the EFC Application Interface include for example:
e OBU
e SAM1
s SAM?2

ICC

Display

Beeper

Printer

Serial interface
Parallel interface
GPS
Tachograph

Addressing of these components is enabled on two levels, device-specific'and device-independent
addfessing.

-

The| device-specific transparent addressing mechanism enables)the transfer of information, whic|
shall be processed by the addressed device (such as an ICC-command). The addressed device is

identified by a channel Id. The EFC function TRANSFER_CHANNEL (see clause 7.2.9) supports this
fungtionality.

EXAMPLE: Transfer of a bit string to an ICC.

The| device-independent addressing mechanism uses a set of commands, which describe a certain
fungtionality, which can be performed by various OBU components. In this case, the operating system of
the DBU will address the corresponding components. The EFC function SET_MMI supports this
fungdtionality (see clause 7.2.11).

EXAMPLE: Invocation of a SET_MMI(EID=0, ContactOperator) function activates an OBE MMI-devide,
e.g.|a beeper or a display.

NOTE: In addition, the OBE may use a kind of implicit addressing. In an implementation, specific
attributes of data elements may activate some MMI| function (e.g. a SET command on the attribute
ReceiptFext might display the text on an LCD display. A SET command on the attribute
ReceéiptServicePart with data element SessionResultOperational other than SessionOK might
activate an alert beep).
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6 EFC Transaction Model

The EFC Transaction Model related to the EFC Application Interface for the DSRC comprises two phases,
the initialisation phase and the transaction phase.

NOTE: The purpose of the initialisation phase is to set up the communication between the RSE and
OBEs that have entered the DSRC zone but have not yet established communication with the RSE,
and to notify the application processes. It provides amongst others a multi-application switching
mechanism, allowing for execution of several RTTT applications (in parallel) at one RSE station.

The transaction phase can only be reached after completion of the initialisation phase. The EFC functions,

as defined in clause 7, can be performed in the tfransaction phase.

6.1 |Initialisation Phase

6.1.1

Overview

This clause provides an overview of the functionality of, and the information exchanges in, the initialisation

phase

The Injitialisation procedures, by means of BST and VST exchanges, are deéfined in ENV 12834. Clauses
6.1.2 and 6.1.3 below account for the EFC application-specific information that shall be included in [the

BST and VST, respectively.

NOTE 1: The OBE evaluates the received BST, and seleets the applications that it wishes to
perform out of the lists of applications supported by the\RSE. If the OBE does not support any of
application(s) supported by the RSE, then the OBE shall not exchange any information with the
RSE. If the OBE supports at least one of the application(s) supported by the RSE, then the OBE
shall send its corresponding VST, informing the.RSE of which application it wishes to execute.

NOTE 2: Figure 6 describes the initialisatioryphase.

RSE OBE
AFC- Layer7(, . Layer7 AFC-
Application I-KE (TKE T-KE I-KE Application

RegisterApplication
Beacon Tl INITra(BST) |&— RegAppVehicle

/]

a:

PDU(INIT.rq(BST))

A
N

A
A

D)l
«

J

—uBST
T~

/

~
E\ INIT.ind(BST)

S e

T-APDU(INIT.rs(VST),

Ta

10

INIT.cHVST) VST

\

NotifyApplication
Beacon

Figure 6: Initialisation phase: BST - VST exchanges
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The Initialisation service associated with the initialisation phase is only used by the I-KE (of ENV 12834),
which in its turn is configured by the application(s) wishing to execute applications over the DSRC link.
The I-KEs of the RSE and of the concerned OBE shall have been configured, according to ENV 12834,
prior to the invocation of the Initialisation service by the RSE.

6.1.2 EFC application-specific contents of the BST

An RSE supporting EFC shall have configured its I-KE to carry the following information related
specifically to the EFC application(s):

» the application identifier (AID) shall be equal to 1 (i.e. the value assigned for EFC);

» |the EFC application shall be qualified as a mandatory application;
e |EID shall not be transmitted in the BST related to the EFC application;

¢ [No Parameter shall be transmitted in the BST related to the EFC application.

There shall be only one EFC application present in the BST (i.e. there shall be only one instance of aid=1
in fhe BST) regardless of whether the RSE supports more than one EFC-ContextMark (see also clafise
6.1.3) or not.

NOTE 1: The above is the EFC application-specific contents of the)BST. The complete
BST is defined in ENV 12834 and is given below for readability:

BST ::= SEQUENCE {
beacon BeaconlD,

time Time,

profile Profile,

mandApplications ApplicationList,
nonmandApplications  ApplicationList ORFONAL,
profileList SEQUENCE(0...127, ...) OF Profile
}

where:

ApplicationList ::= SEQUENCE (0:-127,...) OF
SEQUENCE({

aid DSRCApplicationEntityID, --aid=1
eid Dsrc-EID. OPTIONAL, --empty
parameter Container OPTIONAL --empty
}

NOTE 2: There-is likely to be assigned other aid values for identification of non-European EFC
contexts, where those contexts will define the usage of eid and parameter fields (e.g. non empty).

6.1.3 EFC application-specific contents of the VST

Each EFC appliecation and corresponding contract shall be associated with an EFC-ContextMark, ag
defined below,) An OBE may support several EFC applications. If several EFC applications are suppprted
by [an OBE; then the order in which the EFC-ContextMark are presented in the VST shall correspond to

thg useér’s order of preference. The RSE should honour the first EFC-ContextMark that it supports a$
prgsented in the VST.

=

An OBE supporting EFC shall have configured its I-KE to carry the following information related
specifically to the concerned EFC application:

e the AID shall be equal to 1;

e the EID value shall be unique within the OBE throughout the complete DSRC session, and shall be
logically associated with the corresponding EFC-ContextMark contained in the Parameter;

e the Parameter shall be of Container CHOICE type OCTET STRING and shall comprise the EFC-
ContextMark as defined below, and may also be configured to carry additional EFC attributes (as
defined in clause 8 and annex A).

EFC-ContextMark::=SEQUENCE{

11
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ContractProvider Provider,

TypeOfContract OCTET STRING (SIZE{(2)),
ContextVersion INTEGER(0..127,.))

}

The EFC-ContextMark denotes a specific EFC context in the OBE, comprising the organisation that
issued the contract, the type of contract and the context version. ContractProvider, TypeOfContract and
ContextVersion are further defined in clause 8 as data elements of the Attribute EFC-ContextMark.

NOTE 1: The above is the EFC application-specific contents of the VST. The complete VST is
defined in ENV 12834 and is given below for readability:

VST = SEQUENCE {

fill Bit STRING (SIZE(4))

profile Profile,

applications ApplicationList,

obeConfiguration ObeConfiguration

where:

ApplicationList ::= SEQUENCE (0..127,...) OF

SEQUENCE({

aid DSRCApplicationEntityID, --aid =1

eid Dsrc-EID OPTIONAL, -eid =e.g. 2

parameter Container OPTIONAL --EFC-ContextMark
--plus any EFC Attribute
}

NOTE 2: There is likely to be assigned other aid valyes.for identification of non-European EFC
contexts, where those contexts will define the usage of eid and parameter fields.

NOTE 3: An EFC application provider retains the-ultimate control of his security domain, i.e. the
security level and the associated security methanisms to be used within his system.

6.2 Transaction phase

After completion of the Initialisation phase;, the appropriate RSE application is informed (by means of the
Notify Application Beacon service) of the EFC-ContextMark(s) and associated EID(s). The RSE shall us
the fungtions defined in clause 7 to complete the EFC transaction.

()

The R$E may invoke any sequence of EFC functions to complete the EFC transaction, provided that thg
are supported by the EFC-CdantextMark. The OBE shall respond to the EFC functions invoked by the R
and shall not initiate any EFG functions (by usage of a request service primitive, see further clause 7) on
its side]

m<

EXAMPPLE: A transaction may consist of the following steps:

e GEY(EID, ContractValidity, ContractVehicle, ReceiptServicePart, PaymentMeansBalance)
e DEBIT(EID; Fee)

e SET(EID, ReceiptServicePart)

Due to the construction of the EFC part of the VST, each EID identifies a certain EFC-ContextMark and
shall be used by the RSE as parameter of every function to unambiguously address data elements within
the context given by the EFC-ContextMark. More than one EID may be used in one session.

Both which attributes are implemented and which are not, and the maximum number of instances of an
attribute is defined at time of configuration of the OBE and is outside the scope of this European Pre-
Standard. These implementation dependent aspects are referenced unambiguously by the
ContextVersion data element in the EFC-ContextMark.

12
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|AtriD=1]  [AtriD=2| [AwiD=3| [AwriD=4| [AttiD=5| [AtniD=g|
EID=1 ]
| S—
P L
EiD=
] I T~ ] L \1 1
| l
Same type Multiple Same type
and instances but
same value different values
for aii EiDs

Figure 7: Context of attributes given by EFC-ContextMark and’identified by the EID

NOTE 1: This construction of contexts being identified'by EIDs allows amongst others
implement the following transactions:

e booking from two contracts in one transaction: There is sometimes the need to bod

to

K

from two contracts in one session, e.g. when a customer has a contract with a rediiced

price (e.g. a commuter contract) for pat‘of the route being tolled, plus a standard (|
reduced) contract for the rest of the route. This may be implemented by having all
groups identical between two EIDs, except for the data group contract.

hot
ata

e having either two instances of the data group Vehicle to accommodate a pulling vehicle

plus a trailer, or having two-EIDs with separate data groups Vehicle for pulling veh
and trailer (and probably-also separate Contract)

NOTE 2: This EFC transaction model and associated procedures allow for different le
of co-existence andhinteroperability between operators:

e No agreement.between operators - each operator has a completely separate appliq
domain, i.e:there are no common data groups. Each operator books by using "his*

e Agreement to share some data groups, but not others. E.g. the data groups Vehiclé
Recejpt and Payment are shared, but not Contract. Different security measures
(algorithms) are used by the two operators. Or, all data groups are shared, except
Payment - each operator books from an account issued by himself.

cle

yels

bation
EID.

b
s

for
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7 EFC Functions

7.1  Overview and general concepts

7.11 EFC functions and service primitives
This clause describes the EFC functions invoked by T-ASDUs exchanged between peer applications
communicating via a DSRC link. The T-ASDUs are exchanged by means of service primitives of the
DSRC Application Layer (ENV 12834). Exchanges of service primitives (and the corresponding T-ASDUs)
associated with EFC functions adhere to the following basic pattern:

o XxXJiar Ty SErvice primitive INvoked by Th

\ [CH RS
bR LR A

I
oy

e xxxind (indication) service primitive issued by the DSRC Application Layer to the OBE application;
* xxxJrs (response) service primitive invoked by the OBE application to DSRC Application Layer;

» xxx{cf (confirmation) service primitive issued by the DSRC Application Layer to RSE application.

The lagt two steps are either mandatory or optional, depending on the nature of the sérvice primitive and
on the getting of the Mode parameter (see clause 6.2.2.4 in ENV 12834, or annex B:1"in this European
Pre-Standard).

The logical sequence of a successful service primitives exchange (for Modé:= TRUE) is illustrated in
figure § below. Service primitives that occur earlier in time, and are connected by dotted lines in the figute,
are thellogical antecedents of subsequent service primitives.

RSE OBE
AP DSRC Application Layer DSRC Application Layer AP
| XXX.rq
..................................................... XXX.ind

execution of invoked EFC function

XXX.rs

........ —
XXX.of | T

]

Figure 8: The logical sequencing of service primitive exchanges

For thel purposes ©0f this European Pre-Standard, the DSRC link is seen as completely transparent, i.e. ih
the abgence ‘of-exceptions the XXX.ind is identical in content and meaning to the XXX.rq, and the XXX.q
is identical.in content and meaning to the XXX.rs. For the purpose of conciseness there will be:

—

The format and the parameters of the service primitives of the DSRC application layer are defined in ENV
12834, clause 6.2.2 (T-KE Services).

NOTE: Annex B.1 accounts for the format and the definitions of the parameters of the service
primitives in form of an excerpt from ENV 12834 in order to facilitate the reading of this European
Pre-Standard.

14
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This clause provides an overview of the EFC functions (based on the Action service primitive of ENV
12834) that are defined in clause 7.2 of this European Pre-Standard. Each EFC function comprises a pair
of service primitives, a request and its associated response service primitive, which are accounted for in
clauses 7.2 but not in table 1 below.

Table 1: Overview of EFC functions

Function Name Action | Action Parameter Response Parameter Remarks
Type

GHT_STAMPED 0 GetStampedRq GetStamped Rs retrieves data with an autherjticator
from the OBE

SHT_STAMPED 1 SetStampedRq OCTET STRING sets data in the OBE {which
generates an authenticator

GHT_SECURE 2 OCTET STRING OCTET STRING gets data securgly from the OBE

SHT_SECURE 3 OCTET STRING OCTET STRING sets data securely in the OBE

GHT_INSTANCE 4 GetlnstanceRq GetinstanceRs retrieves a humber of entries| out of
an attribute’s multiple instanges

SHT_INSTANCE 5 SetinstanceRq n.a. setsOne.entry at a specified [position
indan_attribute’s multiple instances

GET_NONCE 6 n.a. OCTET STRING retrieves a nonce - typically ised
against replay attacks

SHT_NONCE 7 OCTET STRING n.a. sets a nonce - typically used|against

‘ replay attacks

TRANSFER_CHANNEL |8 ChannelRq ChannelRs sets and/or retrieves data frdm the
addressed OBE component [e.g.
ICC)

CQPY 9 CopyRq n.a. Copies data from a source EJD to a
destination EID

SHT_MMI 10 SetMMIRq n.a. invokes an MMI function (e.d. signal
OK via buzzer)

Sl.IBTRACT 11 SubRq n.a. subtracts the given value to the
addressed value

AOD 12 AddRq na adds the given value to the
addressed value

DEBIT 13 DebitRq DebitRs debits purse

CREDIT 14 CreditRq CreditRs credits purse

EGHO 15 OCTET STRING OCTET STRING OBE echoes received data

16-31 Containér Container future CEN EFC use

The GET and SET services (DSRC application layer functions) as defined in ENV 12834 (in clause 6.2)

may also be used in an EFC'transaction phase.

NOTE 1: GET is used to retrieve (i.e. read) value(s) of the addressed attribute(s), a reply is al
expected,"SET is used to set (i.e. write) value(s) of the addressed attribute(s). Annex B.1 this
Eurépean Pre-Standard accounts for the format and the parameters of the GET and SET senjice
primitives, whilst annex B.2 accounts for the behaviour of the corresponding functions in orde
facilitate the reading of this European Pre-Standard.

NOTE 2: ReadyApplication initiates the EVENT-REPORT(Release) function.

vays

15
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7.1.3 Handling of multiple instances

For the purpose of description, the number of instances is denoted by n. In general the EFC functions
operating on multiple instances of OBE Attributes can be divided into the following groups:

e GET, GET_STAMPED

These functions shall always access the last instance (i.e. instance at position 0). If no instance is
available, the result is undefined but may lead to the return of an error code.

e GET_INSTANCE

Thig function carries parameters N 1 and N2, both > 0. It shall return the following:

¢ if N2<N1, or N1>n, then the empty list;

* if N2 >=N1then the values of the instances numbered N1, N1+1, ... up to and including
min(N2, n)

NOTE: The case that zero instances are returned is legal, in this case the response‘carries an
empty list.

e SET, SET_STAMPED

These functions shall always set the value of instance at position 0. In addition, the previous instance
nuTl)er p (where p is an integer between 0 and Nyax-1) shall become instance number p+1, and
instance number Npax shall no longer be available.

NOTE 1: A cyclic buffer is as acceptable as a dynamic mémory allocation scheme.

NOTE 2: The description above also covers the comiion case for Nmax =1. In this case it leads to
overwriting the old value of the single instance.

e SET_INSTANCE

This fupction carries a parameter N 20, and a value-for the addressed attribute. It shall always set the
valye of instance number N.

EXAMRLE 1: Behaviour for a static memory allocation scheme - a cyclic buffer
Assume Npax = 3. Table 2 shows the effects of a certain sequence of functions.

Table 2: Behaviour for a static memory allocation scheme

Fungtion n buffer content result

instance position

0 1 2
GET 3 X X X returns X
GET[_INSTANCE(1,0) 3 X X X returns empty list
SET|(A) 3 A X X
GET 3 A X X returns value A
SET(B) 3 B A X
GET 3 B A X returns value B
GETUNSTANCE(O-A—23 B A—X returnsist{(B;A;%
SET(C) 3 [ B A
GET 3 (o} B A returns value C
GET_INSTANCE(1,2) 3 C B A returns list (B, A)
SET(D) 3 D cC B value A is no longer available
SET_INSTANCE(1,E) 3 D E B value C is no longer available

16
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EXA

MPLE 2: Behaviour for a dynamic memory allocation scheme

Assume Npax = 3. Let n = 0 initially. Table 3 shows the effects of a certain sequence of functions.

Table 3: Behaviour for a dynamic memory allocation scheme

Function n buffer content result
instance position
0 1 2
GET 0 undefined (implementation dependent)
GET_INSTANCE(1,0) 0 returns empty list
SET (A) 1 A
ET 7 A returns value A
ET(B) 2 B A
ET 2 B A returns value B
ET_INSTANCE(0,6) 2 B A returns list(B, A)
ET(C) 3 [ B A
ET 3 c B A returns value C
ET_INSTANCE(1,2) 3 C B A returns list (B, A)
ET(D) 3 D C B value A is no longer available
ET_INSTANCE(1,E) 3 D E B value C is no longer available

7.1.

Whilst security is an essential part of EFC applications, the actual mechanisms are outside the scope
this [European Pre-Standard. It is generally recognised that security:mechanisms involve many

parg

fungtion, key length, padding method, redundancy data etc. dt.is'assumed that the EFC application
communicating parties know everything they need, either by implementation or by deriving informatio

from

general, supports only a limited number of security mechanisms.

In tHis European Pre-Standard, only a framework-is defined permitting security mechanisms to be

Security

meters, like encryption algorithm and keys (if the security-mechanism is encryption based at all),

the VST. This information should suffice for the RSE to determine how to proceed. The OBE, in

ISO/TR 14906:1998(E)

of

hash

=}

speg¢ified unambiguously at the discretion of the application provider. It includes the Access Credentials

defimed in ENV12834. In addition security vdlues, like authenticators, will often be needed for addition
protection.

7.1.4.1 Use of access credentials' and authenticators

pert
speq

Acc
for

conditions.

Acciss Credentials and Authenticators are defined as being of ASN.1 type OCTET STRING. This on

ins to the ASN.1 syntax, the semantics are implicit in the context given by the EFC-Context Mar}
ified in the VST, and as selected by the EID.

ss Credentials-shall be used to manage access to attributes. Different access conditions can
ifferent attributes, and if so different access credentials should be associated with these a

al

( as

apply
LCesS

EXAMPLE: The VehicleDimensions EFC attribute may be associated with no access conditions whilst the

ConlractSerialNumber and ContractValidity EFC attributes may be subject to access conditions (e.q.

requ

iring the correct password to be presented).

Authenticators shall primarily pertain to values, and prove the source and/or the integrity of the data unit
and protect against forgery. Authenticators are used in cryptography related EFC functions such as
GET_STAMPED and SET_STAMPED etc. Authenticators can be transmitted from the RSE to the OBE,
as Access Credentials in order to prove the authenticity of the RSE, or from the OBE to the RSE to prove
the source and/or integrity of the data unit.

The security mechanisms to be applied, and the exact role of Access Credentials and Authenticators, will
be determined by the owner of the EFC-ContextMark and is outside the scope of this European Pre-
standard.

17
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7.2 EFC functions

In this clause, the EFC functions are specified in detail. The format and the parameters of the EFC
functions shall adhere to the Action service primitives of the DSRC application layer as defined clause
6.2.2 (T-KE Services) in ENV 12834. Not all parameters associated with the EFC functions are accounted
for in this clause, as they are either not specifically needed for the EFC applications or have the same
meaning for all functions.

NOTE: Annex B.1 accounts for the format and the definitions of the all parameters of the service
primitives in form of an excerpt from ENV 12834 in order to facilitate the reading of this European

Pre-Standard.

The Fjetum Codes (RET) are explicitly specified whenever additional precision is needed on top of the
specifications given in clause 6.2.2.4 in ENV 12834 (see also annex B in this European Pre-Standard).

The ASN.1 type specifications of the ActionParameters and ResponseParameters are provjded in the

normative annex A.

7.2.1 | GET_STAMPED

GET_[STAMPED is used to retrieve the value(s) of the addressed attribute(s);-with an authenticator
apperded to the retrieved data. The authenticator generation involves transfermations (notably encryption)
that npay include a nonce value (e.g. a random number or a sequence number).

Table 4: GET_STAMPED.requéest

parameter name ASN.1 type Value Remark / Constraints
Element Identifier EID | Dsrc-EID
ActignType INTEGER(0..127,...) 0
AccgssCredentials OCTET STRING optional use
ActignParameter GetStampedRq ::= SEQUENCE { Always to be present
attributeldList Attridlist,
nonce OCTET STRING,
keyRef INTEGER(0..255) }
Mode BOOLEAN TRUE

GET |STAMPED.request shall request the'retrieval of the value(s) of the attributes addressed by the
attribyiteldList, with an authenticator given in the response. A response shall always be expected (Modg
TRUH). The parameter keyRef shallcontain a reference to the key to be used for the calculation of the
authenticator in the response.

%
i

NOTE: The AccessCredentials are only needed if the data attributes addressed by EID and
attributeldbistrequire authentication of the RSE.

Table 5: GET_STAMPED.response

parameter-name ASN.1 type Value Remark /
Constraints
ResponseParameter GetStampedRs::= SEQUENCE { Always to be
T attributeList AttrList, present
authenticaior OCTET STRING |
Return Code (Ret) ReturnStatus optional use

GET_STAMPED.response shall carry the retrieved value(s) of the addressed attribute(s) in the
attributeList, as the result of the corresponding GET_STAMPED.request command. An authenticator over
the retrieved values shall be carried in the authenticator parameter, with the keyRef parameter of the
GET_STAMPED.request being used as a reference to the (cryptographic) key to be used. When a nonce
of non-zero length is given in the request, the nonce value shall be included in the cryptographic
transformation.

NOTE: GET_STAMPED can be used with an empty attributeldList to request an authenticator from
the OBE to authenticate the OBE EFC application.

18


https://standardsiso.com/api/?name=74a0f6780196bef26e1069d6f11920b5

©1SO

7.22 SET_STAMPED
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SET_STAMPED is used to set the value(s) of the addressed attribute(s), with the OBE returning an
authenticator as a proof that the data has been set. The authenticator generation involves transformations
(notably encryption) which may include a nonce value (e.g. a random number or a sequence number).

Table 6: SET_STAMPED.request

parameter name ASN.1 type Value Remark / Constraints
Element Identifier EID | Dsrc-EID
AgtionType INTEGER(0..127,...) 1
A¢cessCredentials OCTET STRING optional use
AgtionParameter SetStampedRq::= SEQUENCE { Always to be ‘present
attributeL.ist AttrList,
nonce OCTET STRING,
keyRef INTEGER(0..255) }
Mpde BOOLEAN TRUE

SE[T_STAMPED.request shall request the setting of the value(s) of the attributes addressed by the

attfibuteList, with an authenticator given in the response. A response shall always be expected (Mode =

TRUE).

Table 7: SET_STAMPED.respofise

parameter name

ASN.1 type

Value

Remark /
Constraints

ResponseParameter

OCTET STRING

Always to be presént

Return Code (Ret)

ReturnStatus

optional use

SE|[T_STAMPED.response shall carry an authentigator as the response parameter (being of ASN.1 type
OdTET STRING) to the corresponding request to tonvey that the data in the attribute list of the reqyest

ha

cryptographic transformation.

e been set. The authenticator shall be caléulated over the values given in the request attributeL.idt, with
thel keyRef parameter of the request beinglused as a reference to the (cryptographic) key to be used.
WHen a nonce of non-zero length is given-in the request, the nonce value shall be included in the
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7.23
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GET_SECURE

GET_SECURE is used to retrieve the value(s) of attribute(s) subject to security measures defined
implicitly by the context identification set in the initialisation phase. These measures may involve any kind

of transformations (notably encryption).

Table 8: GET_SECURE.request

parameter name ASN.1 type Value Remark / Constraints
Element Identifier EID Dsrc-EID
Action[Type INTEGER(0..127,...) 2
Acces$Credentials OCTET STRING optional use
ActionParameter OCTET STRING Always to be present
Mode BOOLEAN TRUE

GET_SECURE.request shall request the retrieval of attributes subject to security measures implicit in th
contex{ set in the VST, amongst others by explicit reference given in the action parameter. The
ActionRrarameter (being of ASN.1 type OCTET STRING) shall carry the Attributelds, 6f'the requested
attributes plus any information (nonce, key reference) required by the algorithm providing the security

measu

w

fes. A reply is always expected (Mode = TRUE).

NOTE 1: The accessCredentials are only needed if the data attributes addressed by EID and
AttributeldList require them.

NOTE 2: The interpretation of the actionParameter is defined-by the security mechanism in effect,
which is implicit in the context identification in the initialisation phase. The parameter includes a
(possibly encrypted) AttrIDList, and it may also contain, eg., an authenticator for non-repudiation

purposes.
Table 9: GET_SECURE.response
parameter name ASN.1 type Value Remark / Constraints
RespopseParameter OCTET STRING Always fo be present
Return Code (Ret) ReturnStatus optional use

GET_SECURE.response shall carry as the responseParameter (being of ASN.1 type OCTET STRING) o
the corfesponding request the requested value(s) of the addressed attribute(s) in the form (e.g. encrypte
implicitly defined in the context setin)the VST, amongst others by explicit reference given in the action

param

20

gter.

NOTE: The interpretation of the responseParameter is defined by the security mechanism that is in
effect. Theparameter includes a (possibly encrypted, or otherwise transformed) AttrList. It may in
addition contain, e.g., an authenticator for non-repudiation purposes.
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SET_SECURE is used to set the value(s) of attribute(s) subject to security measures defined implicitly by
the context identification set in the initialisation phase. These measures may involve any kind of

transformations and additions (e.g. checking of authenticators).

Table 10: SET_SECURE.request

parameter name

ASN.1 type

Value

Remark / Constraints

Element Identifier EID

Dsrc-EID

Ak t;\ll lTypc

7 r
INTEGER{O-127 )

3

AdcessCredentials OCTET STRING optional use
AdgtionParameter OCTET STRING Always to be present
Mode BOOLEAN

SE|l_SECURE.request shall request the setting of attributes subject to security measufes implicit in
corjtext set in the VST, amongst others by explicit reference given in the action parameter. The
ActfonParameter (being of ASN.1 type OCTET STRING) shall carry the attributes’to be set plus any
infgrmation (authenticator, nonce, key reference) required by the algorithm providing the security
mepsures. SET_SECURE.request can be used in confirmed or non-confirmedymode; a reply shall a

be pxpected in the former case.

Table 11: GET_SECURE.response

L4

NOTE: The interpretation of the ActionParameter is defined bythe security mechanism in effect,
which is implicit in the context identification in the initialisation phase. The parameter includes| a
(possibly encrypted) attrList, and it may also contain, e.g.,)an authenticator for non-repudiatiof
purposes.

the

ways

parameter name ASN.1 type Value Remark / Constrainis
ResponseParameter OCTET STRING optional use
Return Code (Ret) ReturnStatus optional use

SEfJ_SECURE.response shall carry as the,ResponseParameter (being of ASN.1 type OCTET STRI
expllicitly carry the confirmation of the corresponding request, if in confirmed mode. The confirmation
be in the form implicitly defined in the context set in the VST, amongst others by explicit reference gi

thelaction parameter.

NG)
shall
ven in

.g-,

NOTE: The intérpretation of the ResponseParameter is entirely defined by the security mechanism
that is in effeet, Which is implicit in the context identification in the initialisation phase. It may,
empty or contain an authenticator to be used for non-repudiation of receipt.

be
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7.2.5 GET_INSTANCE
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GET _INSTANCE is used to retrieve a number of values from multiple instances of the addressed
attributes (See clause 7.1.3 for the handling of muttiple instances).

Table 12: GET_INSTANCE.request

parameter name ASN.1 type Value Remark /
Constraints
Element Identifier EID | Dsrc-EID
ActiofType INTEGER({U..127,...) 4
AccegsCredentials OCTET STRING optional use
ActiopParameter GetlinstanceRq ::= SEQUENCE {
posOfFirstinstance INTEGER(O0..255),
posOfLastinstance INTEGER(0..255),
attributeldList AttridList}
Mode BOOLEAN TRUE

GET_INSTANCE.request shall request the retrieval of a number of instances of thé.value(s) of the
addregsed attribute(s). The ActionParameter contains the position of the first instance and the last
instange of the instances of the specified attribute(s) to be retrieved. GET_INSTANCE.request can only|be
used in confirmed mode, a reply shall always be expected.

Table 13: GET_INSTANCE.response
ASN.1 type

Remark /
Constraints

pafameter name Value

ResppnseParameter | GetlnstanceRs ::= SEQUENCE (0..127,..) OF {

attributeld INTEGER(0..127,...),
attributeValues  Container:;=OCTET STRING }
Returh Code (Ret) ReturnStatus optional use

GET_INSTANCE.response shalll, as response to the corresponding request, contain all available valueq of
the requested attributes, starting from the value at the first position (posOfFirstinstance) up to the value [at
the last position (posOfLastInstance), as @sked for in the request. The ResponseParameter shall for eath
requegted attribute in turn contain first the attribute Id of the requested attribute, followed by the values ¢
the attribute. The value(s) of an attribute at the first position shall be transferred first in the parameter
attribufeValues.

-
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SET _INSTANCE is used to set the value of a specified entry from multiple instances of the addressed
attribute (See clause 7.1.3 for the handling of multiple instances).

Table 14: SET_SECURE.request

parameter name ASN.1 type Value Remark /
Constraints
Element Identifier EID | Dsrc-EID
AgtionType INTEGER(0..127,...) 5

Ag¢cessCredentials

OCTET STRING

optional usé

AgtionParameter

SetinstanceRq ::= SEQUENCE {
posOfinstance INTEGER(0..255)
attribute Attr

Mpde

BOOLEAN

SE|T_INSTANCE.request shall request the replacement of a selected instance ofthe addressed attr
The ActionParameter contains the value (posOfinstance) attempted to be replaced and the attribute
SE[I_INSTANCE.request can be used in confirmed or non-confirmed mode (i.e. Mode equal to TRUE or

FALSE, respectively), a reply shall always be expected in the former case,

Table 15: SET_INSTANCE.response

bute.
Id.

parameter name

ASN.1 type

Value

Remark /

Constraints

Ré¢sponseParameter

none

Return Code (Ret)

ReturnStatus

optional use

SE|I_INSTANCE.response shall explicitly convey.the result of the corresponding
SE|T_INSTANCE.request. If the addressed valué‘could not be replaced, the Return Code shall indicéte a

failpire.
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727 GET_NONCE
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GET_NONCE is used by the RSE to obtain a nonce value (e.g. a random number, a sequencing number
or a time stamp) to be used for guaranteeing a unique relationship between a number of related data
items. The retrieved value shall remain "active” throughout the session or until a new GET_NONCE

service has been successfully completed within the same session.

EXAMPLE:GET_NONCE can be used to get a challenge value, which is used as an input parameter when
computing the applicable access credentials (e.g. an authenticator). The resulting data can subsequently be

included as access credentials in another request command.

NOTE-

Table 16: GET_NONCE.request

sequencing numbers and random numbers must have a sufficiently large period, time stamps mu
have sufficiently high resolution. In addition, random numbers may have to be generated by &

cryptographic algorithm to be “unpredictable” enough. These additional requirements are outside
scope of this European Pre-Standard.

the

parameter name ASN.1 type Value Remark / Constraints
Elemgnt Identifier EID Dsrc-EID
Actior{Type INTEGER(0..127,...) 6
AccessCredentials OCTET STRING n.a.
ActiorjParameter n.a. n.a.
Mode BOOLEAN TRUE

GET_INONCE.request shall request the retrieval of a value to be.used for guaranteeing a unique
relatiopship between a number of related data items. GET_NONCE.request shall always be used in
confirmed mode, a reply shall always be expected.

Table 17: GET_NONCE.response

barameter name

ASN.1 type

Value

Remark / Constraints

Respg@nseParameter

OCTET STRING

Returp Code (Ret)

ReturnStatus

optional use

GET_INONCE.response shall, as response to the corresponding request, carry as the

RespopseParameter (being of ASN1:type OCTET STRING) a value to be used for guaranteeing a uniq

relationship between a number of related data items. The retrieved value shall remain "active” througho
the segsion or until a new GET_NONCE service has been successfully completed within the same

session

When he GET_NONCE.reguest is not supported by the OBE EFC application, then the Return Code st

indicate complexityLimitation, and ResponseParameter shall be empty.

Ut

all
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7.2.8 SET_NONCE
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SET_NONCE is used by the RSE to present a value (e.g. a sequencing number, a random number or a

time stamp) to the OBE, to be used for guaranteeing a unique relationship between a number of related

data items. The set value remains "active” throughout the session or until a new SET_NONCE service has

been successfully completed within the same session.

Table 18: SET_NONCE.request

parameter name ASN.1 type Value Remark / Constraints

Element Identifier EID Dsrc-EID

ActionType INTEGER(0..127,...) 7

AccessCredentials OCTET STRING n.a.

ActionParameter OCTET STRING Always to be present

Mqde BOOLEAN
SET_NONCE.request shall request setting a nonce value to be used for guaranteeing ‘a.unique
relationship between a number of related data items. The ActionParameter (being.of ASN.1 type OC[TET
ST}ING) shall carry the nonce value. SET_NONCE.request can be used in confitmed or non-confirmed
modie (i.e. Mode equal to TRUE or FALSE, respectively), a reply shall always-be expected in the former

case.

Table 19: SET_NONCE.response

parameter name ASN.1 type Value Remark / Constrain{s
ResponseParameter n.a. n.a.
Return Code (Ret) ReturnStatus optional use

SET_NONCE.response shall be issued as a response 10 the corresponding request to convey the re
of the request. A receiving peer entity supporting no nonce shall return a Return Code indicating

Complexity Limitation.

sult
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7.2.9 TRANSFER_CHANNEL

TRANSFER_CHANNEL is used to send and/or retrieve data from a dedicated channel of the OBU.
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Table 20: TRANSFER_CHANNEL.request

parameter name ASN.1 type Value Remark / Constraints
Element Identifier EID | Dsrc-EID 0
ActionType INTEGER(0..127,...) 8

AccessCredentials

OCTET STRING

not to be used

Actior|Parameter

ChannelRq::= SEQUENCE {
channelld Channelld,
apdu OCTET STRING }

Mode

BOOLEAN

TRANSFER_CHANNEL.request shall request data transfer from and/or to a dedicated channel of the
OBU. The channel shall be addressed by the parameter channelld. Data to be transferred to the OBU
channel shall be contained in the parameter apdu in a format recognised by the addfessed component. [in
case no data is to be set to the OBU channel, the apdu can be empty. The direction(s) of transfer is eithr
implicifly given by the context of the addressed channel within the context given'inthe VST, or is to be
conveyed as part of the parameter apdu in a format appropriate for the addressed channel.

Table 21: TRANSFER_CHANNEL.response

NOTE: TRANSFER_CHANNEL allows addressing of data residing’in components of the OBE using
a transparent application layer protocol bridge. The commantd'can e.g. be used to address a seria
interface, or an electronic purse that requires a protocol that is not covered by the DEBIT commarld.

patameter name ASN.1 type Value Remark / Constraints
RespgnseParameter | ChannelRs ::= SEQUENCE {
channelld Channelld,
apdu OCTET.STRING }
Returp Code (Ret) ReturnStatus optional use

TRANSFER_CHANNEL.response shall carty the response to the requested data transfer from and/or ta
dedicated channel of the OBU. The parameter channelld shall contain the channel Id of the request. Daa
requested to be transferred from the’©BU channel shall be contained in the parameter apdu in a format
specifi¢ to the addressed component. In case no data is to be returned from the OBU channel, the apdu

can belempty.
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7.2.10 COPY

Copy is used to copy the values of the addressed attribute(s) to another EID (i.e. the destination Id).

EXAMPLE 1: When not implemented in the OBU itself, “sharing” of data attributes for common use between two
operators (between two different context addressed by two different EIDs) can be performed with a copy command.
Note that operators can protect the data under “their” EID by requiring certain Access Credentials only known fo
parties they have an agreement with. ’

EXAMPLE 2: The RSE sets (i.e. writes) the last event into the Receipt data group in the OBU, which only stores a
limited number of events. The RSE invokes a copy command requesting the OBU to copy the value of the last event
to theeverntfogofthe1€€:

Table 22: COPY.request

parameter name ASN.1 type Value Remark/-Constrainfs |

Element Identifier EID | Dsrc-EID

ActionType , INTEGER(0..127,...) 9

AcgessCredentials OCTET STRING optiénal use

AcfionParameter CopyRq::= SEQUENCE { Always to be present
destinationEID INTEGER(0..127,...)
attributeldList AttridList }

Mode BOOLEAN

COPY.request shall request the copying of the value(s) of the addressed attribute(s) to the same
attribute(s) in a destination EID. COPY.request can be used in.confirmed or unconfirmed mode, a ref
shall always be expected in the former case.

y

Table 23: COPY.response

parameter name ASN.1 type Value Remark / Constrain{s
RepponseParameter | n.a. n.a.
Return Code (Ret) ReturnStatus optional use

COPY.response shall be used to expli€itly convey the result of the corresponding COPY .request
conmmand.
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7.2.11 SET_MMI

SET_MMI is used to perform device-independent MMI functions.

Table 24: SET_MMI.request

parameter name ASN.1 type Value Remark / Constraints
Element Identifier EID | Dsrc-EID 0
ActionType INTEGER(0..127,...) 10
AccessCredentials OCTET STRING not to be used
ActiqnParameter [ SetMWROT=INTEGERT Alwaysto be present |
ok (0),
nok (1),
contactOperator (2),
reservedForFutureCENUse (3-127),
reservedForPrivateUse (128-255)
(0..255)
Modg BOOLEAN

SET_MMlI.request shall request to control the MMI in a device-independent way,-The ActionParameter

shall cpntain the MMI function that is to be invoked, e.g. signalling of a successfuloperation (such as a

succegsful EFC transaction), a non-successful operation or signalling to contact the operator (e.g. due t
low bajance). SET_MMI.request can be used in confirmed or non-confirmed'mode, a reply shall always
expected in the former case.

T O
(0]

Table 25: SET_MMlIl.respohse

parameter name ASN.1 type Value Remark / Constraints
ResppnseParameter | n.a. n.a.
Returh Code (Ret) ReturnStatus optional use

SET_MMI.response shall be used to explicitly convey the result of the corresponding SET_MMI.request
command. If Mode was set to TRUE in the corresponding request and the operation was successfully
execu%d then the response shall indicate nocerror. If an error occurred at an attempt to execute the
command then the Return Code shall take the appropriate value.
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7.2.12 SUBTRACT
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SUBTRACT is used to subtract a given INTEGER value from another value of an INTEGER-type attribute.

Table 26: SUBTRACT.request

parameter name

ASN.1 type

Value | Remark/ Constraints

Element Identifier EID

Dsrc-EID

ActionType

INTEGER(0..127,...)

11

Access Credentials

OCTET STRING

{} OPTIONAL

MANDATORY—]

. D "
Ab o aralticicil

SubRa=SEQUENCES
attributeld
value

INTEGER(0..127,..),
INTEGER

}

Mqde

BOOLEAN

SUBTRACT.requestis used to request the subtraction of the value, as contained in the*action parameter,
from the value of the addressed attribute. SUBTRACT.request can be used in confirmed or non-confirmed

modle, a reply shall always be expected in the former case.

Table 27: SUBTRACT.response

arameter name ASN.1 type Value Remark / Constraints
RgsponseParameter n.a.
Return Code (Ret) ReturnStatus OPTIONAL

SUBTRACT.response is a response used to explicitly convey the result of the corresponding

SUBTRACT.request command. SUBTRACT.response,shall be invoked upon completion of an attempt to
exefute the corresponding SUBTRACT.request command.
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ADD is used to add a given INTEGER value to another value of an INTEGER-type attribute.

Table 28: ADD.request

parameter name ASN.1 type Value | Remark / Constraints
Element Identifier EID Dsrc-EID
ActionType INTEGER(0..127,...) 12
Access Credentials OCTET STRING {} OPTIONAL
ActionParameter AddRq::= SEQUENCE { MANDATORY
attributeld INTEGEFR(Q 127 )
value INTEGER
}
Mode BOOLEAN
ADD.request shall request the addition of the value, as contained in the action parameter, tothe value of

the addressed attribute. ADD.request can be used in confirmed or non-confirmed mode, a>xeply shall

always| be expected in the former case.

The AqcessCredentials protect the value against unauthorised modification.

Table 29: ADD.response

parameter name ASN.1 type Value | Remark / Constraint$
RespdnseParameter n.a.
Return Code (Ret) ReturnStatus OPTIONAL

ADD.rgsponse is a response used to explicitly convey the result of the corresponding ADD.request
commgnd. ADD.response shall be invoked upon completion of an attempt to execute the corresponding

ADD.rgquest command.
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7.2.14 DEBIT
DEBIT is used to perform a debit on the attribute PaymentMeansBalance. The command contains

payment related data (a price) and optionally security related data. A (cryptographic) proof of payment can
be returned.

Table 30: DEBIT.request

parameter name ASN.1 type Value Remark / Constraints
Element Identifier EID Dsrc-EID unequal 0
AcfionType INTEGER{0..127,...) T3
AcgessCredentials OCTET STRING optional use
ActfionParameter DebitRqg::= SEQUENCE { Always to be preseht
debitFee Fee
nonce OCTET STRING
keyRef INTEGER(0..255) }
Made BOOLEAN TRUE

DEBIT.request shall request a debiting transaction to be performed on the attribtite
PaymentMeansBalance. DEBIT.request shall be used in confirmed mode, a réply shall always be
expected. The parameter debitFee shall contain the price, including a curréngy and a multiplicator, to|be
subtracted from the attribute PaymentMeansBalance, where PaymentMeansUnit, the unit of
PaymentMeansBalance, shall be taken into account. Nonce shall contain’a nonce value to be includdd in
the [cryptographic) calculation of the response authenticator or be empty. The parameter keyRef sha|l
contain a reference to the key to be used for the calculation of the authenticator in the response, if
required.

Table 31: DEBIT.response

parameter name ASN.1 type Value Remark / Constraints
RepponseParameter | DebitRs ::= SEQUENCE { Always to be present
debitResult Result,
debitAuthenticator OCTET STRING }
Return Code (Ret) ReturnStatus optional use

DEBIT.response shall contain the response to the corresponding request. On reception of a DEBIT
conjmand, in case the currenciestof the debitFee parameter of the request and of the attribute
PaymentMeansUnit in the OBE.match, the OBE shall attempt to subtract the requested debitFee from the
attribute PaymentMeansBalanee, taking the multiplicators of the debitFee parameter and of the attribute
PaymentMeansUnit into account. In case of currency mismatch, the OBE shall not subtract the amount
given in debitFee, and.shall return debitResult = ‘Transaction not successful, currency not accepted’.
Depending on the context identified by the VST or implicitly given by the type of payment means, the
resgonse shall eitherinclude a proof of payment in debitAuthenticator, or return an empty
debi|tAuthenticator:

When a nonce of non-zero length is given in the request, the nonce value shall be included in the
crygtographic*transformation performed to generate debitAuthenticator. If a nonce of zero length is given
and|if asaonce is required by the cryptographic algorithm, then the nonce given in the most recent
SET_NONCE command of the session shall be used.

In case the attemptto debit faited, the parameter debitResult shallbe set 1o the appropriate vaiue.
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7.2.15 CREDIT
CREDIT is used to perform a credit (refund) on the attribute PaymentMeansBalance. The command

contains payment related data (a refund) and optionally security related data. A (cryptographic) proof can
be returned.

Table 32: CREDIT.request

parameter name ASN.1 type Value Remark / Constraints
Element Identifier EID Dsrc-EID unequal 0
ActionFype INFEGERO—127-—) 4
AccessCredentials OCTET STRING optional use
ActionParameter CreditRq::= SEQUENCE { Always to be present
refund Fee
nonce OCTET STRING
keyRef INTEGER(0..255) }
Mode BOOLEAN TRUE

CREDIT.request shall request a refunding transaction to be performed on the attribGté
PaymegntMeansBalance. CREDIT.request shall be used in confirmed mode, a reply.shall always be
expected. The parameter refund shall contain the price, including a currency and-a multiplicator, to be
added fto the attribute PaymentMeansBalance, where PaymentMeansUnit, the.tnit of
PaymegntMeansBalance, shall be taken into account. Nonce shall contain a nonce value to be included i
the (cryptographic) calculation of the response authenticator or be empty. The parameter keyRef shall
contair a reference to the key to be used for the calculation of the authenticator in the response, if
requirgd.

-

Table 33: CREDIT. résponse

parameter name ASN.1 type Value Remark / Constraintsg
RespqgnseParameter | CreditRs ::= SEQUENCE { Always to be present
creditAuthenticator OCTET STRING
creditResult Result }
Returp Code (Ret) ReturnStatus | optional use

CRED(T.response shall contain the response to the corresponding request. On reception of a CREDIT
command, in case the currencies of the refund parameter of the request and of the attribute
PaymegntMeansUnit in the OBE match, the OBE shall attempt to add the requested refund to the attribut
PaymentMeansBalance, taking the multiplicators of the debitFee parameter and of the attribute
PaymentMeansUnit into account: In case of currency mismatch, the OBE shall not add the amount given
in debitFee, and shall retuth-ereditResult = ‘Transaction not successful, currency not accepted’.
Depenging on the contextiidentified by the VST or implicitly given by the type of payment means, the
e shall either-include a proof of refund in creditAuthenticator, or return an empty
creditAuthenticator.

U

-

raphictransformation performed to generate creditAuthenticator. If a nonce of zero length is give
nonce'is required by the cryptographic algorithm, then the nonce given in the most recent
SET_NONCE command of the session shall be used.

’
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ECHO is used for dummy data (i.e. bitstream) being sent to, and returned by, the peer service user. This
service may be used for testing purposes and for localisation of the OBU during the passage of the

DSRC-EFC station.

Table 34: ECHO.request

parameter name ASN.1 type Value Remark / Constraints
Element Identifier EID Dsrc-EID 0
AdfionType INTEGER(0..127,...) 15

AccessCredentials

OCTET STRING

not to be used

ActionParameter

OCTET STRING

Maqde

BOOLEAN

ECHO.request shall request dummy data (i.e. an octet string of variable length) to be sent to and retirned

by the addressed OBU. ECHO.request can be used in confirmed or non-confirmed mede, a reply shall

always be expected in the former case.

Table 35: ECHO.response

parameter name ASN.1 type Value Remark / Constraints
RdsponseParameter OCTET STRING Same as in the request
Rgturn Code (Ret) ReturnStatus optional use

ECHO.response shall be used to return the data conveyed in-ActionParameter, or the result, of the

corfesponding ECHO.request command.
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8 EFC Attributes

Within the context of EFC, the following EFC Attributes or a subset thereof shall be available to perform
an EFC transaction:

Table 36: EFC Attributes

AttributelD | Attribute Length in Octet | Data Group
0 EFC-ContextMark 6 Contract
1 ContractSerialNumber 4
2 ContractValidity 6
3 Caontract\/ehicle Varable
4 ContractAuthenticator variable
5 ReceiptServicePart 13 Receipt
6 SessionClass 2
7 ReceiptServiceSerialNumber 3
8 ReceiptFinancialPart variable
9 ReceiptContract 9
10 ReceiptOBUId variable
11 ReceiptiCC-Id variable
12 ReceiptText variable
13 ReceiptAuthenticator variable
14 ReceiptDistance 3
15 VehicleldentificationNumber variable Vehicle
16 VehicleLicencePlateNumber variable
17 VehicleClass 1
18 VehicleDimensions 3
19 VehicleAxles 2
20 VehicleWeightLimits 6
21 VehicleWeightlLaden 2
22 VehicleSpecificCharacteristics 4
23 VehicleAuthenticator variable
24 EquipmentOBUId variable Equipment
25 EquipmentiCC-Id variable
26 EquipmentStatus 2
27 DriverCharacteristics 2 Driver
28 PaymentMeans 12 Payment
29 PaymentMeansBalance 3
30 PaymentMeansUnit 2
31 PaymentSecurityData variable
32-96 ReservedForFutureCENuse
96-127 ReservedForPrivateUse
In the|following tables, EFC Attfibutes are grouped into context-specific tables (data groups) and specified
in terms of:
the namieof a data attribute;
* the names of the data elements forming the EFC Attribute - there are no optional data
elements within any one EFC attribute;
¢ the definition of the data element;
¢ _Jthe ASN.1 type (including possible references to other standards);
¢ the length in octets (PER coded);
e the value range;
¢ informative remarks.

EFC Attributes that describe similar aspects of EFC information are grouped into data groups. The
grouping has been made to facilitate readability and imply neither any relations with regard to addressing
nor to logical interdependence. The corresponding ASN.1 module and type specification are provided in
the normative annex A.

Not every EFC attribute has to be present in an any one implementation of this European Pre-Standard in
order to be compliant.

NOTE: Which EFC attributes are present and which are not is implementation dependent. The
implementation is identified by the context given in the EFC-ContextMark of the VST,
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ANNEX A (normative) EFC data type specifications

The EFC data types and associated coding related to the EFC action parameters, response parameters
and attributes, described in clauses 7 and 8, are defined using the Abstract Syntax Notation One (ASN.1)
technique according to ISO/IEC 8824-1. The packed encoding rules according to ISO/IEC 8825-2 shall be
applied.

EfcModule OBJECT IDENTIFIER ::= {iso standard iso 14906}

GIN

Efc

IMPORTS Alphabetindicator, CountryCode, CS4, CS5,

Issyerldentifier FROM WG12-CodingStructures, -- defined in prENV ISO 14816
CagacityUnit, Company, CountryAlpha, CountryNumeric, DateCompact, Datef, Holder, HolderBirth,HolderName,
HolglerProfile, lai, Networkld, Status, TimeCompact, TimeReal,
VersionNumber FROM TransportGeneral, -- defined in ENV 1545-1
Accpunt, Amount, ClassQualifier, Contract, ContractCustomerinfo, ContractdourneyData, ContractGuaranteelnfo,
ContractPassengerinfo, ContractRestriction, ContractSaleData, ContractTariff, ContractValiditylnfo, CustomerProfile,
DateContract, LocationReference, PassengerClass, PayEventCode, PaylLocationType;‘PaymentCertificate,
PaymentEvent, PaymentFee, PaymentReceipt, PayMethod, PayUnit, Price, PurseBatance, PurseContext,
PurgeValue, Receipt, RestrictDOW, Result, RoadToliContract, RoadTollEvent , Senvices,

SeryiceReceipt, Value FROM TransportPayment -- defined in ENV 1545-2

Container1.0 :=[17] GetStampedRq
Container1.1 ::=[18] GetStampedRs
Container1.2 :=[19] SetStampedRq

Container1.3 ::=[20]
Container1.4 :=[21]
Container1.5 [22]
Container1.6 [23]
Container1.7 ::=[24]
Container1.8 ::=[25]
Container1.9 :=[26]

Wi

Container1.10 ::=[27]
Container1.11 ::=[28]
Container1.12 ::=[29]

Container1.13 ::=[30]
Container1.14 ::=[31]

Container1.15 ::=[32]
Container1.16 ::= [33]
Container1.17 ::=[34]
Container1.18 ::= [35]

Container1.19 ::= [36]
Container1.20 ::=
Container1.21 ;= [38]
Container1.22-'2
Container1.23"::= [40]
Containéry24 ::
Container1.25 ::
Container1.26 ::
Container1.27 ::
Container1.28 ::
Container1.29 ::
Container1.30
Container1.31

Container1.33
Container1.34 ::= [51]
Container1.35 ::= [52]
Container1.36 ::=[53]
Container1.37 ::= [54]
Container1.38 ::=
Container1.39 ::= [56]
Container1.40 =

Container1.41 ::= [58]
Container1.42 ::= [59]
Container1.43 ::= [60]
Container1.44 ::=
Container1.45 ;= [62]
Container1.46 ::=

GetlnstanceRq
GetinstanceRs
SetinstanceRq
ChannelRq
ChannelRs

CopyRq

SubRq

AddRq

DebitRq

DebitRs

CreditRq

CreditRs
EFC-ContextMark
ContractSerialNumber
ContractValidity
ContractVehicle
ContractAuthenticator
ReceiptServicePart
SessionClass
ReceiptServiceSerialNumber
ReceiptFinancialPart
ReceiptContract
ReceiptOBUId
ReceiptICC-Id
ReceiptText
ReceiptAuthenticator
ReceiptDistance

CS4

CS5

-- vehicle licence plate number
-- vehicle identification number

VehicleDimensions
VehicleAxles
VehicleWeightLimits
VehicleWeightLaden
VehicleSpecificCharacteristics
VehicleAuthenticator
EquipmentOBUId
Equipment/CC-Id
EquipmentStatus
DriverCharacteristics
PaymentMeans
PaymentMeansBalance
PaymentMeansUnit
PaymentSecurityData

: §
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AddRq:

Container1.47 ::= [64]

TransportApplicationData
Container1.x :=[65-96] ReservedForFutureCENuse

Containerl.y :=[97-127] ReservedForPrivateUse

-- NOTET1: Container1.x (where x is an integer value from 0 to 110) denoting EFC

-- application specific ASN.1 types. These values are assigned to the Container ASN. 1

-- type of ENV 12834. Container type values between 0 to 16 denote application

-- independent ASN.1 types (used e.g. by the EFC functions TRANSFER_CHANNEL'’s action
-- and response parameters). Container type values between 17 to 31 denote application

-- specific ASN.1 types assigned to EFC action and response parameters). Container

-- type values between 32 to 64 denote application specific ASN.1 types assigned to EFC

-- attributes. The value range 65 to 96 is reserved for future CEN use, whilst 97 to 127 is

- ASN.1 type as defined in ENV 12834.

-- defined in ENV 1545-1/2
-- X is @ number between 48 to 79
-- 'y is a number between 80 to 110

X D.3 Tor the derinition o

-- NOTE2: Below the definitions of the action and response parameters

= SEQUENCE {
attributeld
value

Channglld::= INTEGER {

obu

sam 1

sam 2

icc

display

beeper

printer
seriallnterface
parallelinterface
gPS
tachograph
privateUse
reservedForFutureCENUse

}(0..255)

ChannglRq::= SEQUENCE{

}

channelld
apdu

ChannglRs::= SEQUENCE{

}

channelld
apdu

CopyR::= SEQUENEGE-{

destinationEID

INTEGER(0..127,
INTEGER

Channelld,
OCTET STRING

Channelld,
OCTET STRING

INTEGER(0..127,

2

-- secure applicationmodule

-- integrated cirCuijt(s) card

-- serigl interface: eg. RS232 and RS485

--GPS

-- free for proprietary use

-- format according to the interface of the channelld

-- format according to the interface of the channelld

)

© IS0

attributeldList AttridList
}
CreditRqri=,SEQUENCE {
fafund FUU,
nonce OCTET STRING,
keyRef INTEGER(0..255)
}

CreditRs ::= SEQUENCE {

creditResult
creditAuthenticator

}
DebitRq::= SEQUENCE {

42

debitFee
nonce
keyRef

Result,
OCTET STRING

Fee,
OCTET STRING,
INTEGER(0..255)
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}

DebitRs ::= SEQUENCE {
debitResult
debitAuthenticator

}

GetlnstanceRq ::= SEQUENCE {
posOfFirstinstance
posOfLastinstance

ISO/TR 14906:1998(E)

Result,
OCTET STRING

INTEGER(0..255),
INTEGER(0..255),

--position of first instance to be retrieved
--position last instance to be retrieved

attributeldList AttrldList --lds of attributes to be retrieved
} -
GetinstanceRs::= SEQUENCE (0..127,...) OF {
attributeld INTEGER(0..127,...), -- number of instances retriéved
attributeValues Container::=OCTET STRING -- values of the concatenated instgnces
}
GetptampedRq::= SEQUENCE {
attributeldList AttridList,
nonce OCTET STRING, -- e.g. a random number
keyRef INTEGER(0..255),
}
GetptampedRs::= SEQUENCE {
attributeList AttrList,
authenticator OCTET STRING
}
SetlnstanceRq ::= SEQUENCE {
posOfinstance INTEGER(0..255),
attribute Attr
}
SetMMIRq::= INTEGER {
ok (0), -- the operation / transaction successfully completed
nok (1), -- the operation / transaction not successfully completed
contactOperator (2), -- contact the operator e.g. due to low balance or battery
reservedForFutureCENUse (3<127),
reservedForPrivateUse (128-255)
} (0).255)
SetBtampedRq::= SEQUENCE {
attributeList AttrList,
nonce OCTET STRING,
keyRef INTEGER(0..255),
}
SuhRq::= SEQUENCEA
attributeld INTEGER(0..127,..),
valde INTEGER
}
-- NOTE: Below the definitions of the EFC attributes

ContractSerialNumber ::= Int4

ContractAuthenticator ::= OCTET STRING

43
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ContractValidity ::= SEQUENCE {

contractRestrictions OCTET STRING (SIZE(4)),

contractExpiryDate DateCompact

ContractVehicle ::= CS4

CopType ::= ENUMERATED {

©1SO

noEntry (0),
reservedForCOPValue (1..15) -- reserved for COP-values
¥
Descri teristicsType=ENUMERATED
noEntry (0),
vehicleShape1 (1), -- vehicle shape x as defined in
vehicleShape2 (2), -- prENV/278/8/1/5 for silhouette x
vehicleShape50 (50),
reservecForFutureCENUse (51..255)
}
DriverCharacteristics ::= SEQUENCE {
driverClass INTH,
tripPurpose INT1
}
EFC-CpntextMark ::= SEQUENCE {
contractProvider Provider,
typeOfContract QCTET STRING SIZE(2);
contextVersion INTEGER(0..127,..)
}
EnviropmentalCharacteristicsType ::= SEQUENCE {
euroValue EuroType,
copValue CopValue
}
EnginelCharacteristicsType ::= ENUMERATED { -- e.g. petrol, electric, dieset, solar..
noEntry 0),
noEngine (1),
petrolUnleaded (2),
petrolLeaded (3),
diesel (4),
IPG (5), - LPG
battery (6),
solar (7),
reservedForEutureCENUse (8-255)
}
EuroType ::= ENUMERATED {
nokntry (0),
euro-1 (1), -- EURO-Clases as defined in EC directive
euro-2 @), -- 88/77/EEC, annex 1 and in 91/542/EEC
euro-3 (3),
reservedForFutureCENUse (4..15)

H
EquipmentiCC-Id ::= ICC-Id
EquipmentOBUId ::= OCTET STRING

EquipmentStatus ::= BIT STRING (SIZE(16))
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FutureCharacteristicsType ::= ENUMERATED {

ISO/TR 14906:1998(E)

noEntry (0),
registeredMeaning (1..255)
}

ICC-1d ::= OCTET STRING

Int1 ::= INTEGER(O0..255)

Int2 ::= INTEGER(0..65535)

Int3 ::= INTEGER(0..16777216)

Int4 ::= INTEGER(0..4294967295)

PaymentMeans ::= SEQUENCE {
paymentMeansProvider Company,
paymentMeans|D Int4,
paymentMeansExpiryDate Date
}

PaymentMeansBalance ::= Value

PaymentMeansUnit ::= PayUnit

PaymentSecurityData ::= OCTET STRING

Proyider ::= SEQUENCE {
countryCode CountryCode,
providerldentifier Issuerldentifier
}

ReceiptContract ::= SEQUENCE {
sessionContractProvider
sessionTypeOfContract
sessionContractSerialNumber

}
RecgiptDistance ::= INT3

ReceiptFinancialPart ::= SEQUENCE {
sessionPaymentMeansProvider
sessionPaymentMeans|D
sessionFee
sssionCurrentBalance
receiptFinancialSerialNumber

}
RecgiptiCC-Id ::= ICC-Id
RecgiptOBUId ::= OCTET STRING

ReckiptServicePart-::= SEQUENCE {
sessionTime
sessionServiceProvider
stationLocation
sessionlLocation

1

Provider,
OCTET STRING (SIZE(2)),
Int4

Company,
Int4,

Fee,
PurseBalance,
Int4

-- coding as described for ICC-Id

Time,

Provider,
INTEGER(0..1048575),
BIT STRING (SIZE(8)),

typeotSession
sessionResultOperational
sessionResultFinancial

}
ReceiptServiceSerialNumber ::= Int3
ReceiptAuthenticator ::= OCTET STRING
ReceiptText ::= OCTET STRING

SessionClass ::= SEQUENCE {
sessionTariffClass
sessionClaimedClass

}

[aZP X H T
Statiorype;
Result,
Result,

Int1,
Int1

45
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StationType ::= ENUMERATED {

Time ::

Transp|

unspecified
closedEntryWithPayment
closedEntryWithoutPayment
closedTransit

closedExit

closedCredit

mixed

passage

checkpoint

reload
reservedForFutureCENUse

(0),

(1 )’

(),

(3),

(4),

(5),

(6),

(7), -- open exit
(8),

(9)1
(10-13),

© SO

[ privateuse
}

= SEQUENCE {
timeDate DateCompact,
timeCompact TimeCompact

brtApplicationData::= CHOICE {
account [0]
amount [1]
capacityUnit

46

(14-15)

-- defined in ENV 1545-1
-- defined in ENV 1545-1

-- the components of CHOICE defined in ENV 1545-1/2

Account,
Amount,

[2] CapacityUnit,

classQualifier [3] ClassQualifier,
company [4] TimeCompact,
contract [5] Contract,
contractCustomerinfo [6] ContractCustomerinfo,
contractJourneyData [7] ContractJourngyData,
contractPassengerinfo  [8] ContractPassengerinfo,
contractRestriction [9] ContractRestriction,
contractT ariff [10] ContraetTariff,
contractValidityInfo [11] ContractValidityInfo,
contractGuaranteeinfo ~ [12] ContractGuaranteelnfo,
contractSaleData [13] ContractSaleData,
countryAlpha [14] CountryAlpha,
countryNumeric [15] CountryNumeric,
customerProfile [16] CustomerProfile,
dateContract [17] DateContract,

datef [18] Datef,

holder [19] Holder,

holderBirth [20] HolderBirth,
holderName [21] HolderName,
holderProfile [22] HolderProfile,

iai [23] lai,
locationReference [24] LocationReference,
networkld [25] Networkld,
passengerClass [26] PassengerClass,
payEventCode [27] PayEventCode,
paylsocationType [28] PayLocationType,
paymentCertificate [29] PaymentCertificate,
paymentEvent [30] PaymentEvent,
paymentFee [31] PaymentFee,
payMethod [32] PayMethod,
paymentReceipt [33] PaymentReceipt,
payUnit [34] PayUnit,

price [35] Price,

purseContext [36] PurseContext,
purseValue [37] PurseValue,

receipt [38] Receipt,
restrictDOW [39] RestrictDOW,

result [40] Result,
roadTollContract [41] RoadTollCotract,
roadTollEvent [42] RoadTollEvent,
services [43] Services,
serviceReceipt [44] ServiceReceipt,
status [45] Status,
timeCompact [46] TimeCompact,
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Veh

Veh

Veh

ISO/TR 14906:1998(E)

timeReal [47] TimeReal,
versionNumber [48] VersionNumber,
value [49] Value,
reservedForFutureUse [50-255] -- reserved for future use,
}
VehicleAuthenticator ::= OCTET STRING

icleAxles ::= SEQUENCE {
vehicleFirstAxleHeigth Int1,
vehicleAxlesNumber Int1
1

cleClass ::= Int1

cleDimensions ::= SEQUENCE {
vehicleLengthOverall Int1,
vehicleHeigthOverall Int1,
vehicleWidthOverall Int1
}

Veh
Veh

Veh

Veh

Veh

EN

cleLicencePlateNumber ::= CS4

environmentalCharacteristics
engineCharacteristics
descriptiveCharacteristics
futureCharacteristics

}

cIeWeightLaden == INT2

cleWeightLimits ::= SEQUENCE {
vehicleMaxLadenWeight
vehicleTrainMaximumWeight
vehicleWeightUnladen

}

cleSpecificCharacteristics ::= VehicleSpecificCharacteristicsType

cleSpecificCharacteristicsType ::= SEQUENCE {

EnvironmentalCharacteristics Type,
EngineCharacterisitcsTyp€,

DescriptiveCharactetisticsType,

FutureCharacteristicsType

-- Assignment of,meaning to the unassigned enumerated

-- values is subject to registration according to the registration
-- procedures-specified in the DSRC-L7 standard.

Int2,
Int2,
Int2
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Annex B  (informative) An excerpt from DSRC application layer

This annex provides an excerpt from DSRC Application Layer (ENV 12834), and its service primitives
(including format and parameters), the generic DSRC application layer functions (GET and SET) and the
Container CHOICE ASN.1 type definition. ENV 12834 supersedes this European Pre-Standard in case of
discrepancy, as this excerpt is informative and is included only so as to ease the reading of this European
Pre-Standard.

B.1 Format of service primitives

The fo

The ggneric format of service primitives of GET, SET and ACTION are as shown in tables B.1, B.2)and
B.3 regpectively. The meaning of characters used in tables B.1-3 are given in table B.4.

Table B.1: The generic format of the GET service primitives

parameter name request | indication response confirm ASN.1 type
Invokgr Identifier (1iD) optional optional = optional optional'= Dsrc-EID

Link Identifier (LID) mandatory mandatory = mandatory mandatory = | BIT STRING
Elemept Identifier (EID) mandatory n.a. I nla. Dsrc-EID
AcceskCredentials optional optional= n.a. n.a. OCTET STRING
Attribyte Id List (AttridList) optional optional = n.a. n.a. AttributeldList
FlowCpntrol mandatory mandatory mandatory, n.a. INTEGER
Attribdte List (AttrList) n.a. n.a. optional optional = AttributeList
Return Code (Ret) n.a. n.a. optional optional = ReturnStatus

Table B.2: The generic format of the SET service primitives

parampter name request indication response confirm ASN.1 type
Invoker Identifier (1ID) optional optiopak= optional optional = Dsrc-EID

Link Identifier (LID) mandatory mandatory = mandatory mandatory = | BIT STRING
Element Identifier (EID) mandatory n.a. | n.a. Dsrc-EID
AccessCredentials optional optional= | n.a. n.a. OCTET STRING
Attribyte List (AttrList) mandatory~}.~ mandatory na. n.a. AttributeList
Mode mandatory~ | mandatory= n.a. n.a. Boolean
FlowCpntrol mandatory | mandatory | mandatory n.a. INTEGER
Return| Code (Ret) n.a. ‘ n.a. i aptional i __optional = | ReturnStatus

Table B.3: The generic format of the ACTION service primitives

arameter name request indication response confirm ASN.1 type
Invoke} Identifier (IID) optional optional = optional optional = Dsrc-EID
Link Idpntifier (LID) mandatory mandatory = mandatory mandatory = | BIT STRING
Element Identifier (EID) mandatory n.a. | n.a. Dsrc-EID
ActionType mandatory mandatory n.a. n.a. INTEGER(0..127]..

)

AccesgCredentials optional optional= n.a. n.a. OCTET STRING
ActionParameter optional optional = n.a. n.a. Container
Mode mandatory mandatory= n.a. n.a. Boolean
FlowContret Mandarory | mandatory mandatory n.a. INTEGER
ResponseParameter n.a. n.a. optional optional = Container
Return Code (Ret) n.a. n.a. optional optional = ReturnStatus

Table B.4: The meaning of characters used in tables B.1-3

| Mandatory and IID of related indication if present, else Dsrc-EID of service
= Present and same as in request and response for indication and confirm, respectively

n.a. Not applicable
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Parameters

The parameters of the GET, SET and ACTION service primitives are determined and interpreted as
follows.

IID shall be the DSRC-EID of the element initiating the request or the response, respectively. This
parameter is not needed if an answer shall be sent to a default invoker being the EID of the request
service primitive. If 11D is used, it shall give the EID for a response to this primitive. IID may be needed
when executing several applications simultaneously.

LID shall be the (communication) link address of the OBU, and is chosen by the I-KE on vehicle side as
sp
EID shall be the DSRC-EID of the element which shall receive the indication or confirm related to)a
reqiiest or response, respectively. This EID is used by the T-KE on the side of the receiver to,deliver|the
indication or confirm to the addressed element. When the IID is used in a request the element invokihg a
response shall use this IID as the EID. EID is the logical context identifier associated with(the EFC-
ContextMark as exchanged in the VST (see further clause 6). EID = 0 shall be reserved-for addressing of
application-independent functions and components (see further clause 5.3).

AcdessCredentials shall be of OCTET STRING ASN.1 type and carry the information needed to fulfil the
access conditions in order to perform the EFC function on the addressed element.

EXAMPLE: Access credentials may carry a password that needs to be presented in order to retrievg the
valyes of the addressed attribute (i.e. reading of data).

AttrjdList shall be a list of IDs of attributes of the element receiving-aDSRC Application Layer service
primitives.

Ret|shall be a special return code issued by an element as an answer to a service.indication The follpwing

codes are predefined in ENV 12834:
accessDenied; the requested operation was not performied for
reasons pettinent to the security of the system. The Response Parameter for
EFC actionyshall be empty.
argumentError: one or more attribute values were not
accessed because the identifier for the specified attribute was not recognised
of.the attribute value specified was out of range or otherwise inappropriate
for one or more attributes or the action was not supported by the receiving
entity.
complexityLimitation: the requested operation was not performed
because a parameter was too complex.

processinghailure: a general failure in processing the operation was encountered.
processing: the requested operation is being processed,
and the result is not yet available.

Modgle shall-be a Boolean parameter indicating whether there shall be a service.response to a
seryice.indication.

ACTION.indication.

ActionParameter shall be the information needed for the invocation of an operation identified in an
ACTION.indication.

ResponseParameter may be information resulting from the execution of the operation invoked by
ACTION.indication.
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B.2 Generic DSRC application layer functions

B.2.1 GET

GET is used to retrieve (i.e. read) value(s) of the addressed attribute(s), a reply is always expected.

Table B.5: GET.request

parameter name ASN.1 type Value Bemark / Constraints
Elemgnt Identifier (EID) Dsrc-EID
AccegsCredentials OCTET STRING optional use
Attriblite Id List (AttridList) AttributeldList Always to be present

GET.request shall request the retrieval of the value(s) of the addressed attribute(s) in the Attribute Id Lig
a reply| shall always be expected.

—

Table B.6: GET.response

Parameter name ASN.1 type Value Remark / Constraints
Attribfite List (AttrList) AttributeList Always.used, unless error
Returp Code (Ret) ReturnStatus optional use

GET.response shall carry the retrieved value(s) of the addressed attribute(s) or/and the result of the
corresponding GET.request command. The Attribute List, if presént, shall contain the attributes retrieved.
If not gl the addressed attributes were retrieved, a failure shall’te’indicated in the Return Code.

B.2.2 | SET

SET is|used to set (i.e. write) value(s) of the addressed attribute(s).

Table B.7: SET.request

Parameter name ASN.1 type Value Remark / Constraints
Element Identifier (EID) Dsrc-EID
AccessCredentials OCTET STRING optional use
Attribdte List (AttrList) AttributeList Always to be present
Mode BOOLEAN

SET.rgquest can be used-in confirmed or non-confirmed mode (i.e. Mode equal to True or False,
respectively), a reply shall always be expected in the former case.

Table B.8: SET.response

parameter name ASN.1 type Value Remark / Constraints
Return-Code{Ret) RetumStatus optional use

SET.response shall explicitly convey the result of the corresponding SET.request command If not all the
addressed attributes were set then a failure shall be indicated in the Return Code.
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B.3 Container ASN.1 type definition
This clause accounts for the Container ASN.1 type definition as defined in ENV 12834.

DSRCData-P1 DEFINITIONS::= BEGIN
IMPORTS
Container].yFROM Application] --this line
shall be given for each application which -- defines data
of type container, J and y shall be
-- replaced by an unambiguous suffix
Record].yFROM Application] --this Tine_shhll be
given for each application which
-- defines data of type record, J and yjshall be
replaced
-- by an unambiguous suffix

Container::=CHOICE{

integer [0] INTEGER,
bitstring [1] BIT STRING,
octetstring [2] OCTET STRING,
universalString [3] UniversalString,
beaconld [4] BeaconlD,
t-apdu [5] T-APDUs,
dsrcApplicationEntityld [6] DSRCApplicationEntityID,
dsrc-Ase-1d [7] Dsrc-EID,
attrIdList [8] AttributeIdList
attrList [9] AttribateList
broadcastPool [10] BroadcastPool,
directory [11] Directory,
file [12] File,
fileType [13] FileType,
record [14] Record,
time [5] Time,
vector [16] SEQUENCE (0..255) OF INTEGER(0..127,...),
dummy [17..127] ReservedForFutureCENUse,
, contl.x [1] Containerl.x  --thif line

shall be given for each imported
-- Containerl.x, where L.x is replaced by the relajed
-- suffixand i is the registered tag starting with 0|
-- Gaps shall befilled with contl.x [i] BIT STRING
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Annex C  (informative) Examples of EFC transactions using the EFC application
interface

This annex provides informative examples of EFC transactions that conform to this European Pre-
Standard.

C.1  Example of an EFC transaction - Example 1

The example described below is based on a centrally held account transaction without any dynamic
securi ymeasure:

RSE OBE

AP DSRC Application Layer DSRC Application Layer AP

Notify Application Vehicle
BST(aid=1,...) _p\}

Notify Application Beacon (...)

-

VST(aid,=1, eid,
Parameter(EFC-ContextMark,
EquipmentOBUId))

White and/or black list checking
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C.2 Example of an EFC transaction - Example 2

The example described below is based on a centrally held account transaction, without any dynamic
security measure, performed in at an exit station within a closed system.

AP DSRC Application Layer DSRC Application Layer AP
R - OSUR O -
i FKE T-KE | i FKE T-KE |
i INIT.rq(BST(..., i ; i
: ApplicationList(aig=EFC),. ; ;
L i ;
i i i :
s e i s
i ] i | INIT.rs(VSTY(..., ApplicationList =
Notity App Beacon (.., eid, EFC- i ; (aid=EFC,eid, EF:C-ContextMark),..)
ContextMark) INIT.CH(VST) | 1 oemmeemeeeees b !
; ! i 5
GET.rq(..., AttrldList(Equipment OBU i i i
14, Equipment ICC Id, Vehicle Class, i i i
ReceiptServicePart)...) ; ; ;
_] i ; i
[ B RSN : :
i . ............... A — < | GET.ind(...)
i ! | !
' ! ' ! retrieval of the requested dqta
! ! ! !
a i Lt
GET.cK...) 1 — B A A GET.rq(..., AttrList(EquipmentOBUId
-— ; ; EquipmentICCld, VehicleClass,
: ; ; ReceiptServicePart)...)
payment type verification ; i i i
entry point data verification ; i ; i
black and/or white list checking ; ; i
| s ; ;
SET_MMLrq(ok, Mode=False) | ! ’ 5
! ! i e
—_ ] é i s
R R s S SO S i i .
’]w;hic/e class ground ; oo T pre— | SET_MMLind(..)
easurement : ; : —_‘,\—»
i i H T 3
SET_MML.rq(ok, Mode=Faise) i ; : : signalling Ok via OBE’s buzzer
; e ; ;
SET.rq( (R“\S_N‘—;——-_ —f ; i
_rq{..., AttrList(Receipt-Session Part, Receipt ~ — > =t ;- ; .
Flnancial Part), Mode=False,...) : : T : SET_MMLind(.)
: ; ; i signalling Ok via OBE’s Buzzer
TRANSFER_CHANNEL.rq(....Channel=Display, — >|*-i-ceeovreeo ; i
Vplue=Fee, Mode=False,...) ; ' —— | ¢ SET.ind(..)
! ! ! sefting the transmitted dgta
. ! TRANSFER_CHANNEL.in| ()
]
i i
- i
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