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Summary ofTopics

Adoption ofthe SecondEdition ofIEC 61800-5-2, Standard forAdjustable SpeedElectrical Power

Drive Systems – Part 5-2: SafetyRequirements – Functional, as the SecondEdition ofANSI/UL

61800-5-2.

UL 61800-5-2 is an adoption ofIEC 61800-5-2, SecondEdition, issued by the IEC April 2016. Please

note that the National Difference document incorporates all ofthe U.S. national differences forUL

61800-5-2.

The requirements are substantial ly in accordance with Proposal(s) on this subject dated November 5,

2021 and March 25, 2022.

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or

transmitted in any form by any means, electronic, mechanical photocopying, recording, or otherwise

without prior permission of UL.

UL provides this Standard "as is" without warranty of any kind, either expressed or implied, including but

not l imited to, the implied warranties of merchantabil ity or fitness for any purpose.

In no event wil l UL be liable for any special, incidental, consequential, indirect or similar damages,

including loss of profits, lost savings, loss of data, or any other damages arising out of the use of or the

inabil ity to use this Standard, even if UL or an authorized UL representative has been advised of the

possibil ity of such damage. In no event shall UL's l iabil ity for any damage ever exceed the price paid for

this Standard, regardless of the form of the claim.

Users of the electronic versions of UL's Standards for Safety agree to defend, indemnify, and hold UL

harmless from and against any loss, expense, l iabil ity, damage, claim, or judgment (including reasonable

attorney's fees) resulting from any error or deviation introduced while purchaser is storing an electronic

Standard on the purchaser's computer system.
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Preface (UL)

This UL Standard is based on IEC Publication 61 800-5-2, second edition (published April 201 6),

Adjustable Speed Electrical Power Drive Systems – Part 5-2: Safety Requirements – Functional. IEC

publication 61 800-5-2 is copyrighted by the IEC.

These materials are subject to copyright claims of IEC and UL. No part of this publication may be

reproduced in any form, including an electronic retrieval system, without the prior written permission of UL.

All requests pertaining to the Adjustable Speed Electrical Power Drive Systems – Part 5-2: Safety

Requirements – Functional, UL 61 800-5-2 Standard should be submitted to UL.

Note – Although the intended primary application of this Standard is stated in its Scope, it is important to note that it remains the

responsibil ity of the users of the Standard to judge its suitabil ity for their particular purpose.
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NATIONAL DIFFERENCES

National Differences from the text of International Electrotechnical Commission (IEC) Publication 61 800-5-
2, Adjustable Speed Electrical Power Drive Systems – Part 5-2: Safety Requirements – Functional,
copyright 201 6, are indicated by notations (differences) and are presented in bold text.

There are five types of National Differences as noted below. The difference type is noted on the first l ine of
the National Difference in the standard. The standard may not include all types of these National
Differences.

DR – These are National Differences based on the national regulatory requirements.

D1 – These are National Differences which are based on basic safety principles and requirements,
el imination of which would compromise safety for consumers and users of products.

D2 – These are National Differences from IEC requirements based on existing safety practices. These
requirements reflect national safety practices, where empirical substantiation (for the IEC or national
requirement) is not available or the text has not been included in the IEC standard.

DC – These are National Differences based on the component standards and wil l not be deleted unti l a
particular component standard is harmonized with the IEC component standard.

DE – These are National Differences based on editorial comments or corrections.

Each national difference contains a description of what the national difference entails. Typically one of the
following words is used to explain how the text of the national difference is to be applied to the base IEC
text:

Addition / Add - An addition entails adding a complete new numbered clause, subclause, table,
figure, or annex. Addition is not meant to include adding select words to the base IEC text.

Modification / Modify - A modification is an altering of the existing base IEC text such as the
addition, replacement or deletion of certain words or the replacement of an entire clause,
subclause, table, figure, or annex of the base IEC text.

Deletion /Delete - A deletion entails complete deletion of an entire numbered clause, subclause,
table, figure, or annex without any replacement text.
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MAY 3, 2022 UL 61 800-5-2 11

FOREWORD

INTERNATIONAL ELECTROTECHNICAL COMMISSION

ADJUSTABLE SPEED ELECTRICAL POWER DRIVE SYSTEMS – Part 5-2: Safety requirements –

Functional

1 ) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising all national

electrotechnical committees (IEC National Committees). The object of IEC is to promote international co-operation on all questions

concerning standardization in the electrical and electronic fields. To this end and in addition to other activities, IEC publishes

International Standards, Technical Specifications, Technical Reports, Publicly Available Specifications (PAS) and Guides (hereafter

referred to as “IEC Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee interested in

the subject dealt with may participate in this preparatory work. International, governmental and non-governmental organizations

l iaising with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for

Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international consensus of

opinion on the relevant subjects since each technical committee has representation from all interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National Committees in that

sense. While all reasonable efforts are made to ensure that the technical content of IEC Publications is accurate, IEC cannot be held

responsible for the way in which they are used or for any misinterpretation by any end user.

4) In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications transparently to the

maximum extent possible in their national and regional publications. Any divergence between any IEC Publication and the

corresponding national or regional publ ication shall be clearly indicated in the latter.

5) IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity assessment services

and, in some areas, access to IEC marks of conformity. IEC is not responsible for any services carried out by independent

certification bodies.

6) All users should ensure that they have the latest edition of this publication.

7) No liabil ity shall attach to IEC or its directors, employees, servants or agents including individual experts and members of its

technical committees and IEC National Committees for any personal injury, property damage or other damage of any nature

whatsoever, whether direct or indirect, or for costs (including legal fees) and expenses arising out of the publication, use of, or

reliance upon, this IEC Publication or any other IEC Publications.

8) Attention is drawn to the Normative references cited in this publication. Use of the referenced publications is indispensable for the

correct application of this publication.

9) Attention is drawn to the possibil ity that some of the elements of this IEC Publication may be the subject of patent rights. IEC shall

not be held responsible for identifying any or all such patent rights.

International Standard IEC 61 800-5-2 has been prepared by subcommittee 22G: Adjustable speed electric

drive systems incorporating semiconductor power converters, of IEC technical committee 22: Power

electronic systems and equipment.

This second edition cancels and replaces the first edition published in 2007. This edition constitutes a

technical revision.

This edition includes the following significant technical changes with respect to the previous edition:

a) rational added in the scope why low demand mode is not covered by this standard

b) definition added for: “category” and “safety function”

c) “Other sub-functions” sorted into “Monitoring sub-functions” and “Output functions”
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1 2 UL 61 800-5-2 MAY 3, 2022

d) deleted “proof test” throughout the document because for PDS(SR) a proof test is not applicable

e) replaced the term “safety function” by “safety sub-function” throughout the document

f) Updated references to IEC 61 508 series Ed.201 0

g) Added the principle rules of ISO 1 3849-1 and reference to tables of ISO 1 3849-2

h) 6.1 .6 Text replaced by Table 2

i) 6.1 .7 Integrated circuits with on-chip redundancy matched to changed requirement in IEC 61 508-2:

201 0, Annex E

j) 6.2.8 Design requirements for thermal immunity of a PDS(SR)

k) 6.2.9 Design requirements for mechanical immunity of a PDS(SR)

l) 6.1 .6 SIL for multiple safety sub-functions within one PDS(SR)

m) 6.1 .7 Integrated circuits with on-chip redundancy

n) 6.2.1 Basic and well-tried safety principles

o) 6.2.2.1 .4 Diagnostic test interval when the hardware fault tolerance is greater than zero

p) 6.2.5.2.7 PDS(SR) parameterization

q) 9 Test requirements

r) 9.3 Electromagnetic (EM) immunity testing

s) 9.4 Thermal immunity testing

t) 9.5 Mechanical immunity testing

u) Annex A Sequential task table

v) Annex D, D.3.1 6, Motion and position feedback sensors updated

w) Annex E Electromagnetic immunity (EM) requirement for PDS(SR)

x) Annex F Estimation of PFDavg value for low demand with given PFH value

The text of this standard is based on the following documents:

FDIS Report on voting

22G/332/FDIS 22G/335/RVD

Full information on the voting for the approval of this standard can be found in the report on voting

indicated in the above table.
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MAY 3, 2022 UL 61 800-5-2 1 3

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of al l parts of the IEC 61 800 series, published under the general title Adjustable speed electric drive

systems, can be found on the IEC website.

The committee has decided that the contents of this publication wil l remain unchanged unti l the stabil ity

date indicated on the IEC website under "http://webstore.iec.ch" in the data related to the specific

publication. At this date, the publication wil l be

• reconfirmed,

• withdrawn,

• replaced by a revised edition, or

• amended.

IMPORTANT – The 'colour inside' logo on the cover page of this publication indicates that it

contains colours which are considered to be useful for the correct understanding of its contents.

Users should therefore print this document using a colour printer.
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INTRODUCTION

As a result of automation, demand for increased production and reduced operator physical effort, control
systems of machinery and plant items play an increasing role in the achievement of overall safety. These
control systems increasingly employ complex electrical/ electronic/programmable electronic devices and
systems.

Prominent amongst these devices and systems are adjustable speed electrical power drive systems
(PDS) that are suitable for use in safety-related applications (PDS(SR)).

Examples of industrial applications are:

• machine tools, robots, production test equipment, test benches;

• papermaking machines, textile production machines, calendars in the rubber industry;

• process lines in plastics, chemicals or metal production, rol l ing-mil ls;

• cement crushing machines, cement kilns, mixers, centrifuges, extrusion machines;

• dri l l ing machines;

• conveyors, materials handling machines, hoisting equipment (cranes, gantries, etc.);

• pumps, fans, etc.

This standard can also be used as a reference for developers using PDS(SR) for other applications.

Users of this standard should be aware that some type C standards for machinery currently refer to
ISO 1 3849-1 for safety-related control systems. In this case, PDS(SR) manufacturers may be requested to
provide further information (e.g. category and performance level PL) to facil itate the integration of a
PDS(SR) into the safety-related control systems of such machinery.

NOTE ”Type C standards” are defined in ISO 1 21 00 as machine safety standards dealing with detailed safety requirements for a
particular machine or group of machines.

There are many situations where control systems that incorporate a PDS(SR) are employed, for example
as part of safety measures that have been provided to achieve risk reduction. A typical case is guard
interlocking in order to exclude personnel from hazards where access to the dangerous area is only
possible when rotating parts have stopped. This part of IEC 61 800 gives a methodology to identify the
contribution made by a PDS(SR) to identified safety sub-functions and to enable the appropriate design of
the PDS(SR) and verification that it meets the required performance.

Measures are given to co-ordinate the safety performance of the PDS(SR) with the intended risk reduction
taking into account the probabil ities and consequences of its random and systematic faults.
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ADJUSTABLE SPEED ELECTRICAL POWER DRIVE SYSTEMS – Part

5-2: Safety requirements – Functional

1 Scope

This part of IEC 61 800, which is a product standard, specifies requirements and makes recommendations

for the design and development, integration and validation of safety related power drive systems

(PDS(SR)) in terms of their functional safety considerations. I t applies to adjustable speed electrical power

drive systems covered by the other parts of the IEC 61 800 series of standards as referred in IEC 61 800-2.

NOTE 1 The term “integration” refers to the PDS(SR) i tself, not to its incorporation into the safety-related application.

NOTE 2 Other parts of IEC 61 800 cover rating specifications, EMC, electrical safety, etc.

This International Standard is applicable where functional safety of a PDS(SR) is claimed and the

PDS(SR) is operating mainly in the high demand or continuous mode (see 3.1 5)

While low demand mode operation is possible for a PDS(SR), this standard concentrates on high demand

and continuous mode. Safety sub-functions implemented for high demand or continuous mode can also

be used in low demand mode. Requirements for low demand mode are given in IEC 61 508 series. Some

guidance for the estimation of average probabil ity of dangerous failure on demand (PFDavg) value is

provided in Annex F.

This part of IEC 61 800 sets out safety-related considerations of PDS(SR)s in terms of the framework of

IEC 61 508, and introduces requirements for PDS(SR)s as subsystems of a safety-related system. I t is

intended to facil itate the realisation of the electrical/ electronic/ programmable electronic (E/E/PE) parts of

a PDS(SR) in relation to the safety performance of safety sub-function(s) of a PDS.

Manufacturers and suppliers of PDS(SR)s by using the normative requirements of this part of IEC 61 800

wil l indicate to users (system integrator, original equipment manufacturer) the safety performance for their

equipment. This wil l facil itate the incorporation of a PDS(SR) into a safety-related control system using the

principles of IEC 61 508, and possibly its specific sector implementations (for example IEC 61 511 ,

IEC 61 51 3, IEC 62061 or ISO 1 3849).

By applying the requirements from this part of the IEC 61 800 series, the corresponding requirements of

IEC 61 508 that are necessary for a PDS(SR) are fulfi l led.

This part of IEC 61 800 does not specify requirements for:

• the hazard and risk analysis of a particular application;

• the identification of safety sub-functions for that application;

• the initial al location of SILs to those safety sub-functions;

• the driven equipment except for interface arrangements;

• secondary hazards (for example from failure in a production or manufacturing process);

• the electrical, thermal and energy safety considerations, which are covered in +IEC 61 800-5-1 ;
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• the PDS(SR) manufacturing process;

• the validity of signals and commands to the PDS(SR).

• security aspects (e.g. cyber security or PDS(SR) security of access)

NOTE 3 The functional safety requirements of a PDS(SR) are dependent on the application, and can be considered as a part of the

overall risk assessment of the installation. Where the supplier of the PDS(SR) is not responsible for the driven equipment, the

installation designer is responsible for the risk assessment, and for specifying the functional and safety integrity requirements of the

PDS(SR).

This part of IEC 61 800 only applies to PDS(SR)s implementing safety sub-functions with a SIL not greater

than SIL 3.

Figure 1 shows the installation and the functional parts of a PDS(SR) that are considered in this part of

IEC 61 800 and shows a logical representation of a PDS(SR) rather than its physical description.

.

.

Figure 1

Installation and functional parts of a PDS(SR)

ULN
ORM.C

OM : C
lick

 to
 vi

ew
 th

e f
ull

 PDF of
 U

L 6
18

00
-5-

2 2
02

2

https://ulnorm.com/api/?name=UL 61800-5-2 2022.pdf


MAY 3, 2022 UL 61 800-5-2 1 9

1 DV.1 D2 Modification to scope by adding the following:

1 DV.1 .1 This document is only applicable to the power conversion and drive control

equipment, servo drives and integral servo drive/motor combinations.

1 DV.1 .2 Only devices connected to line voltages of up to 1 .5 kV a.c. are covered.

1 DV.2 DRModification to scope by adding the following:

This equipment is for use in ordinary locations (unclassified locations) in accordance with

the National Electrical Code, NFPA 70.

1 DV.3 D1 Modification to scope by adding the following:

1 DV.3.1 Requirements with respect to electrical, thermal and energy safety considerations

are covered in the Standard for Adjustable Speed Electrical Power Drive Systems – Part 5-

1 : Safety Requirements – Electrical, Thermal and Energy, UL 61 800-5-1 .

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are

indispensable for its application. For dated references, only the edition cited applies. For undated

references, the latest edition of the referenced document (including any amendments) applies.

IEC 60204-1 , Safety ofmachinery – Electrical equipment ofmachines – Part 1: General requirements

IEC 61 000-2-4:2002, Electromagnetic compatibility (EMC) – Part 2-4: Environment – Compatibility levels

in industrial plants for low-frequency conducted disturbances

IEC 61 000-4-2:2008, Electromagnetic compatibility (EMC) – Part 4-2: Testing and measurement

techniques – Electrostatic discharge immunity test

IEC 61 000-4-3:2006, Electromagnetic compatibility (EMC) – Part 4-3: Testing and measurement

techniques – Radiated, radio-frequency, electromagnetic field immunity test

IEC 61 000-4-3:2006/AMD1 :2007

IEC 61 000-4-3:2006/AMD2:201 0

IEC 61 000-4-4:201 2, Electromagnetic compatibility (EMC) – Part 4-4: Testing and measurement

techniques – Electrical fast transient/burst immunity test

IEC 61 000-4-5:201 4, Electromagnetic compatibility (EMC) – Part 4-5: Testing and measurement

techniques – Surge immunity test

IEC 61 000-4-6:201 3, Electromagnetic compatibility (EMC) – Part 4-6: Testing and measurement

techniques – Immunity to conducted disturbances, induced by radio-frequency fields

IEC 61 000-4-29:2000, Electromagnetic compatibility (EMC) – Part 4-29: Testing and measurement

techniques – Voltage dips, short interruptions and voltage variations on d.c. input power port immunity

tests
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IEC 61 000-4-34:2005, Electromagnetic compatibility (EMC) – Part 4-34: Testing and measurement

techniques – Voltage dips, short interruptions and voltage variations immunity tests for equipment with

input current more than 16 A per phase

IEC 61 000-6-7:201 4, Electromagnetic compatibility (EMC) – Part 6-7: Generic standards – Immunity

requirements for equipment intended to perform functions in a safety-related system (functional safety) in

industrial locations

IEC 61 400-21 :2008, Wind turbines – Part 21: Measurement and assessment of power quality

characteristics ofgrid connectedwind turbines

IEC 61 508-1 :201 0, Functional safety of electrical/electronic/programmable electronic safety-related

systems – Part 1: General requirements

IEC 61 508-2:201 0, Functional safety of electrical/electronic/programmable electronic safety-related

systems – Part 2: Requirements for electrical/electronic/programmable electronic safety-related systems

IEC 61 508-3:201 0, Functional safety of electrical/electronic/programmable electronic safety-related

systems – Part 3: Software requirements

IEC 61 508-6:201 0, Functional safety of electrical/electronic/programmable electronic safety-related

systems – Part 6: Guidelines on the application ofIEC 61508-2 and IEC 61508-3

IEC 61 508-7:201 0, Functional safety of electrical/electronic/programmable electronic safety-related

systems – Part 7: Overview oftechniques and measures

IEC 61 800-1 , Adjustable speed electrical power drive systems – Part 1: General requirements – Rating

specifications for low voltage adjustable speed d.c. powerdrive systems

IEC 61 800-2:201 5, Adjustable speed electrical power drive systems – Part 2: General requirements –

Rating specifications for low voltage adjustable speed a.c. power drive systems

IEC 61 800-3:2004, Adjustable speed electrical power drive systems – Part 3: EMC requirements and

specific test methods

IEC 61 800-3:2004/AMD1 :2011

IEC 61 800-4, Adjustable speed electrical power drive systems – Part 4: General requirements – Rating

specifications for a.c. power drive systems above 1 000 Va.c. and not exceeding 35 kV

IEC 61 800-5-1 :2007, Adjustable speed electrical power drive systems – Part 5-1: Safety requirements –

Electrical, thermal and energy

ISO 1 3849-1 :2006, Safety of machinery – Safety-related parts of control systems – Part 1: General

principles for design

ISO 1 3849-2:201 2, Safety ofmachinery – Safety-related parts ofcontrol systems – Part 2: Validation

2DV.1 D2 Modification by adding the following to 2:

IEC 62061 :2005, Safety of machinery – Functional safety of safety-related electrical,

electronic and programmable electronic control systems
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply. Table 1 shows an

alphabetical l ist of terms and definitions

Table 1
Alphabetical list of terms and definitions

3.1 basic drive module

BDM

3.1 2 hazard 3.23 safety sub-function(s) (of a

PDS(SR))

3.2 category 3.1 3 installation 3.24 safety integrity

3.3 complete drive module

CDM

3.1 4 mission time

TM

3.25 safety integrity level

SIL

3.4 common cause failure 3.1 5 mode of operation 3.26 safety-related system

3.5 dangerous failure 3.1 6 PDS(SR) 3.27 safety requirements

specification

SRS

3.6 diagnostic coverage

DC

3.1 7 average frequency of a

dangerous failure

PFH

3.28 SIL capabil ity

3.7 diagnostic test(s) 3.1 8 Performance Level

PL

3.29 subsystem

3.8 fail safe 3.1 9 safe failure 3.30 systematic failure

3.9 fail safe state

FS

3.20 safe failure fraction

SFF

3.31 systematic safety integrity

3.1 0 fault reaction function 3.21 safe state 3.32 validation

3.1 1 functional safety 3.22 safety function 3.33 verification

NOTE Throughout this International Standard, references to the following definitions are identified by writing them in ital ic script.

3.1

basic drive module

BDM

electronic power converter and related control, connected between an electric supply and a motor

Note 1 to entry: The BDM is capable of transmitting power from the electric supply to the motor and can be capable of transmitting

power from the motor to the electric supply.

Note 2 to entry: The BDM controls some or all of the following aspects of power transmitted to the motor and motor output: current,

frequency, voltage, speed, torque, force.

Note 3 to entry: This note applies to the French language only.

[SOURCE: IEC 61 800-3:2004/AMD1 :2011 , 3.1 .1 ]

3.2

category

classification of the safety-related parts of a PDS(SR) in respect of their resistance to faults and their

subsequent behaviour in the fault condition, and which is achieved by the structural arrangement of the

parts, fault detection and/or by their reliabil ity

[SOURCE: ISO 1 3849-1 , definition 3.1 .2, modified] “control system” replaced by “PDS(SR)”

ULN
ORM.C

OM : C
lick

 to
 vi

ew
 th

e f
ull

 PDF of
 U

L 6
18

00
-5-

2 2
02

2

https://ulnorm.com/api/?name=UL 61800-5-2 2022.pdf
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3.3

complete drive module

CDM

drive module consisting of, but not l imited to, the BDM and extensions such as protection devices,

transformers and auxil iaries, but excluding the motor and the sensors which are mechanically coupled to

the motor shaft

Note 1 to entry: This note applies to the French language only.

[SOURCE: IEC 61 800-3:2004/AMD1 :2011 , 3.1 .2]

3.4

common cause failure

failure, which is the result of one or more events, causing concurrent failures of two or more separate

channels in a multiple channel system, leading to failure of the safety sub-function

[SOURCE: IEC 61 508-4:201 0, 3.6.1 0 modified – “leading to system failure” replaced by “leading to failure

of the safety sub-function”]

3.5

dangerous failure

failure of a component and/or subsystem and/or system that plays a part in implementing the safety sub-

function that:

a) causes a safety sub-function of a PDS(SR) to fail such that the equipment or machinery driven by the

PDS(SR) is put into a hazardous or potential ly hazardous state; or

b) decreases the probabil ity that the safety sub-function operates correctly

[SOURCE: IEC 61 508-4:201 0, 3.6.7, modified – “EUC” replaced by “PDS(SR)”, “when required” deleted]

3.6

diagnostic coverage

DC

fraction of dangerous failures detected by automatic diagnostic tests

Note 1 to entry: This can also be expressed as the ratio of the sum of the detected dangerous failure rates λDD to the sum of the total

dangerous failure rates λD: DC = ΣλDD/ΣλD.

Note 2 to entry: Diagnostic coverage can exist for the whole or parts of a safety-related system. For example, diagnostic coverage

can exist for sensors and/or logic subsystems and/or output subsystem.

Note 3 to entry: This note applies to the French language only.

[SOURCE: IEC 61 508-4:201 0; 3.8.6, modified – “on-l ine” deleted from “online diagnostic tests"]
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3.7

diagnostic test

test intended to detect faults or failures and produce a specified output when a fault or failure is detected

3.8

fail safe

design property of an item which prevents its failures from resulting in dangerous faults

[SOURCE: IEC 60500:1 998, 821 -01 -1 0, modified – “critical” replaced by “dangerous”]

3.9

fail safe state

FS

defined safe state, typically resulting from a failure

Note 1 to entry: Fail safe state (FS) is used in this standard instead of the defined state (DS) of IEC 61 000-6-7.

Note 2 to entry: This note applies to the French language only.

3.1 0

fault reaction function

function that is initiated when a fault or failure within the PDS(SR), which could cause a loss of the safety

sub-function, is detected, and which is intended to maintain the safety of the installation or prevent

hazardous conditions arising at the installation

3.11

functional safety

part of the overall safety relating to the PDS(SR) which depends on the correct functioning of the safety-

related parts of the PDS(SR) and on external risk reduction measures

Note 1 to entry: This standard only considers those aspects in the definition of functional safety that depend on the correct

functioning of the PDS(SR).

[SOURCE: IEC 61 508-4:201 0; 3.1 .1 2, modified – “EUC and the EUC control system” replaced by

“PDS(SR)”; “E/E/PE safety-related systems and other” replaced by “safety-related parts of the PDS(SR)

and on external”]

3.1 2

hazard

potential source of harm

Note 1 to entry: The term includes danger to persons arising within a short time scale (for example, fire and explosion) and also those

that have a long-term effect on a person’s health (for example, release of a toxic substance).

[SOURCE: IEC 60050-351 :201 3, 351 -57-01 , modified note 1 to entry]

3.1 3

installation

PDS(SR), equipment driven by the PDS(SR) and possibly other equipment (see Figure 1 )

Note 1 to entry: The word “installation” is also used in this international standard to denote the process of install ing a PDS(SR). In

these cases, the word “act of install ing” wil l be used in this standard.
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3.1 4

mission time

TM

specified cumulative operating time of the safety-related parts of the PDS(SR) during its overall l ifetime

Note 1 to entry: This note applies to the French language only.

3.1 5

mode of operation

way in which a safety sub-function is intended to be used, with respect to the rate of demands made upon

it, which may be either low demand mode, high demand or continuous mode.

Note 1 to entry: Low demand mode: where the rate of demands for operation made on a safety sub-function is no greater than one

per year.

Note 2 to entry: High demand and continuous mode: where the rate of demands for operation made on a safety sub-function is

greater than one per year.

Note 3 to entry: The low demand mode of operation is not generally considered to be relevant for PDS(SR) applications. Therefore,

in this standard, PDS(SR)s are mainly considered to operate in the high demand mode or continuous mode.

[SOURCE: IEC 61 508-4:201 0; 3.5.1 6, modified – “high demand mode” and continuous mode” combined;

definition reduced to statements of time]

3.1 6

PDS(SR)

adjustable speed electrical power drive system providing safety sub-functions

3.1 7

average frequency of a dangerous failure

PFH

average frequency of a dangerous failure of a PDS(SR) to perform the specified safety sub-function over a

given period of time

Note 1 to entry: In IEC 62061 the abbreviation PFHD is used.

Note 2 to entry: This note applies to the French language only.

[SOURCE: IEC 61 508-4:201 0; 3.6.1 9, modified – “E/E/PE safety-related system” replaced by “PDS(SR)”]

3.1 8

Performance Level

PL

discrete level used to specify the abil ity of safety-related parts of control systems to perform a safety sub-

function under foreseeable conditions

[SOURCE: ISO 1 3849-1 :2006, 3.1 .23, modified – “safety function” replaced by “safety sub-function”]

3.1 9

safe failure

failure of a component and/or subsystem and/or system that plays a part in implementing the safety sub-

function that:

a) results in the spurious operation of the safety sub-function to put the PDS(SR) (or part thereof) into a

safe state or maintain a safe state; or
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b) increases the probabil ity of the spurious operation of the safety sub-function to put the PDS(SR) (or part

thereof) into a safe state or maintain a safe state

[SOURCE: IEC 61 508-4:201 0; 3.6.8 modified – “element” replaced by “component”; “EUC” replaced by

“PDS(SR)”]

3.20

safe failure fraction

SFF

property of a safety related component and subsystems that is defined by the ratio of the sum of the

average failure rates of safe and dangerous detected failures to the sum of safe and all dangerous

failures.

Note 1 to entry: This ratio is represented by the equation: SFF = (ΣλS + ΣλDD)/(ΣλS + ΣλD).

Note 2 to entry: See Annex C of IEC 61 508-2:201 0.

Note 3 to entry: This note applies to the French language only.

[SOURCE: IEC 61 508-4:201 0; 3.6.1 5, modified – “element” replaced by “component and subsystems”]

3.21

safe state

state of the PDS(SR) when safety is achieved

Note 1 to entry: In going from a potential ly hazardous condition to the final safe state, the PDS(SR) can have to go through a number

of intermediate safe states.

[SOURCE: IEC 61 508-4:201 0; 3.1 .1 3, modified – “EUC” replaced by “PDS(SR)”]

3.22

safety function

function to be implemented by a safety-related system or other risk reduction measures, that is intended to

achieve or maintain a safe state for the equipment or machinery driven by the PDS(SR), in respect of a

specific hazardous event.

[IEC 61 508-4:201 0; 3.5.1 , modified – “E/E/PES” deleted, “EUC” replaced by “the equipment or machinery

driven by the PDS(SR)”]

3.23

safety sub-function, <of a PDS(SR)>

function(s) with a specified safety performance, to be implemented in whole or in part by a PDS(SR),

which is(are) intended to maintain the safety of the installation or prevent hazardous conditions arising at

the installation

Note 1 to entry: There are only rare cases where the safety function of the complete application is implemented exclusively within the

PDS(SR). In these cases the safety function is sti l l called a safety sub-function in this standard. (e.g. always active SLS without

external initiation)

3.24

safety integrity

probabil ity of a PDS(SR) satisfactorily performing a required safety sub-function under all stated

conditions within a stated period of time

ULN
ORM.C

OM : C
lick

 to
 vi

ew
 th

e f
ull

 PDF of
 U

L 6
18

00
-5-

2 2
02

2

https://ulnorm.com/api/?name=UL 61800-5-2 2022.pdf


26 UL 61 800-5-2 MAY 3, 2022

Note 1 to entry: The higher the level of safety integrity of the PDS(SR)(s), the lower the probabil ity that the PDS(SR)(s) wil l fai l to

carry out the required safety sub-function.

Note 2 to entry: The safety integrity can be different for each safety sub-function performed by the PDS(SR).

[SOURCE: IEC 61 508-4:201 0; 3.5.4, modified – “E/E/PE safety-related system” replaced by “PDS(SR)”]

3.25

safety integrity level

SIL

discrete level (one out of a possible three) for specifying the safety integrity requirements of a safety sub-

function allocated (in whole or in part) to a PDS(SR)

Note 1 to entry: SIL 3 has the highest level of safety integrity and SIL 1 has the lowest.

Note 2 to entry: SIL 4 is not considered in this standard as it is not relevant to the risk reduction requirements normally associated

with PDS(SR)s. For requirements applicable to SIL 4, see IEC 61 508.

Note 3 to entry: Several methods of writing are used for SILx. Throughout this document SIL × is used

Note 4 to entry: This note applies to the French language only.

[SOURCE: IEC 61 508-4:201 0; 3.5.8, modified – “corresponding to a range of safety integrity values,

where safety integrity level 4 has the highest level of safety integrity and safety integrity level 1 has the

lowest” replaced by “for specifying the safety integrity requirements of a safety sub-function allocated (in

whole or in part) to a PDS(SR)”]

3.26

safety-related system

designated system that both

• implements the required safety functions necessary to achieve or maintain a safe state for the equipment

or machinery driven by the PDS(SR); and

• is intended to achieve, on its own or with other risk reduction measures, the necessary safety integrity for

the required safety functions

[SOURCE: IEC 61 508-4:201 0; 3.4.1 , modified] “EUC” replaced by “equipment or machinery driven by the

PDS(SR)”, “E/E/PES” deleted.

3.27

safety requirements specification

SRS

specification containing all the requirements of the safety sub-functions to be performed by the PDS(SR)

Note 1 to entry: This note applies to the French language only.

3.28

SIL capability

maximum SIL that can be claimed to have been achieved by the design of a PDS(SR) in terms of the

systematic safety integrity and the architectural constraints on hardware safety integrity.

Note 1 to entry: Each of the designated safety sub-functions that a PDS(SR) is intended to perform can be associated with a different

SIL capability.
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Note 2 to entry: SIL capabil ity includes systematic capabil ity, the fulfi l lment of the architectural constraints and the hardware failure

rate or PFH value.

3.29

subsystem

part of the top-level architectural design of a safety-related system, fai lure of which results in failure of a

safety-related function

Note 1 to entry: A PDS(SR) can itself be a subsystem, or be made up from a number of separate subsystems, which when put

together to implement the safety sub-function under consideration. A subsystem can have more than one channel.

Note 2 to entry: Examples of subsystems of a PDS(SR) are encoder, power section, control section (see Figure 1 ).

3.30

systematic failure

failure, related in a deterministic way to a certain cause, which can only be eliminated by a modification of

the design or of the manufacturing process, operational procedures, documentation or other relevant

factors

Note 1 to entry: Examples of causes of systematic failures include human error in:

• the safety requirements specification;

• the design, manufacture, act of install ing, operation of the hardware;

• the design and implementation of the software.

Note 2 to entry: In this standard, failures in a safety-related system are categorized as random hardware failures or systematic

failures.

[SOURCE: IEC 61 508-4:201 0, 3.6.6]

3.31

systematic safety integrity

part of the safety integrity of safety-related systems relating to systematic failures in a dangerous mode of

failure

Note 1 to entry: Systematic safety integrity cannot usual ly be quantified (as distinct from hardware safety integrity which usually can).

[SOURCE: IEC 61 508-4:201 0; 3.5.6]

3.32

validation

confirmation by examination and provision of objective evidence that the particular requirements for a

specific intended use are fulfi l led

Note 1 to entry: Validation is the activity of demonstrating that the PDS(SR), before or after act of instal l ing , meets in all respects the

safety requirements specification.

[SOURCE: IEC 61 508-4:201 0, 3.8.2, modified Note 1 to entry]

3.33

verification

confirmation by examination and provision of objective evidence that the requirements have been fulfi l led

[SOURCE: IEC 61 508-4:201 0, 3.8.1 , modified – removal of Note 1 to entry]
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4 Designated safety sub-functions

4.1 General

This clause describes functions of a PDS(SR) that may be designated as safety-related by the PDS(SR)

supplier. The designated safety sub-functions in this clause are not considered to form an exhaustive l ist.

Details of implementation for basic safety sub-functions, and complex safety sub-functions composed of

more than one basic safety sub-function, have not been provided because of the large number of

possibil ities. In some cases, further safety-related systems external to the PDS(SR) (for example a

mechanical brake) may be necessary to maintain the safety when electrical power is removed.

The technical measures required to implement these functions depend on the required SIL capability

including the required probabil ity of dangerous hardware failure, as indicated in the safety requirement

specification. The technical measures are described in Clause 6.

Each safety sub-function may include safe inputs and/or outputs in order to accomplish necessary

communication with (or activation of) other functions, subsystems or systems (which may or may not be

safety-related).

Some of the safety sub-functions perform monitoring tasks only; some perform safety relevant control or

other actions. Therefore, a distinction shall be made between:

– the reaction on violation of l imits (only relevant for monitoring functions):

the reaction function when a violation of l imits is detected during the correct operation of the safety

sub-function; and

– the fault reaction function (relevant for all safety sub-functions):

the reaction function when diagnostics detect a fault within the safety sub-function.

Both reaction functions shall take into account the possible safe states of the application.

On selecting the appropriate reaction function, it shall be considered that parts of the PDS(SR) may not be

functioning.

Timing requirements for the actions required following detection of a fault are specified in the safety

requirements specification (see 5.5).

The names of the safety sub-functions include the words “safe” or “safely” to indicate that these functions

may be used in a safety-related application on the grounds of a judgement (i.e. risk analysis) of that

specific application, resulting in safety-relevant functions and their integrity to be performed by the

PDS(SR).

NOTE For detailed examples of the PDS(SR) sub-functions specified in this clause see Bibliography (IFA Report 7/201 3e)

4.1 DV.1 DE Modification to 4.1 by adding the following note to the fourth paragraph:

NOTE "Monitoring only" may or may not include a reaction when limits are exceeded or when there is a lack of

communication with other safety system components. Examples of monitoring only (no direct interaction with the

safety function) are listed in 4.2.4.1 3 thru 4.2.5 of sections 4.2.4 and 4.2.5 of the IEC version.
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4.2 Safety sub-functions

4.2.1 General

In most cases the safety functions of the PDS(SR) are a part of the safety functions of an application,

therefore the safety functions of the PDS(SR) are named safety sub-functions in this document. Figure 2

shows an example of a safety function consisting of safety sub-functions:

Subsystem  1

(e.g. :  Door Switch,

Light Curtain)

Subsystem  2

(e.g. :  Safety Relay,

Safety PLC)

Subsystem  3

PDS (SR)

Safety Sub-function  1

(e.g.  safe input signal)

Safety Sub-function  2

(e.g.  safe logic evaluation)

Safety Sub-function  3

(e.g.  Safe Stop 1 )

IEC

su4305

Figure 2

Safety function consisting of safety sub-functions

NOTE For further information regarding safety sub-functions see IFA Report 7/201 3e “Safe drive controls with frequency converters”

(Bibl iography).

4.2.2 Limit values

Where a safety sub-function relies on limit value(s) for any parameter(s), the maximum tolerance(s) for the

l imit value(s) shall be defined.

NOTE Specification of any limit value can take into account possible exceeding of the l imit value in case of violation of the limit. For

example, specification of the position l imit value(s) in 4.2.4.9 can take into account the maximum allowable over travel distance(s).

A particular safety sub-function may have one or more specified l imit values, which can be selected during

operation.
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4.2.3 Stopping functions

4.2.3.1 General

A variety of stopping methods is available for every type of PDS(SR)

The control requirements for initiating the stopping sequence and maintaining a hold mode upon reaching

standsti l l are application-specific. Separate manual operations and connections to control circuits may be

necessary to achieve the desired performance of the stopping functions.

NOTE When applying safety stopping functions for functions l ike prevention of unexpected start-up or emergency stop, relevant

standards can be considered, e. g. IEC 60204-1 , ISO 1 3850, ISO 1 21 00, ISO 1 411 8.

Any particular requirements for stopping performance can be specified by the customers of the PDS(SR)

manufacturer. The following examples of stopping functions are often used in practice.

4.2.3.2 Safe torque off (STO)

This function prevents force-producing power from being provided to the motor

This safety sub-function corresponds to an uncontrolled stop in accordance with stop category 0 of

IEC 60204-1 .

NOTE 1 This safety sub-function can be used where power removal is required to prevent an unexpected start-up according to

ISO 1 411 8.

NOTE 2 In circumstances where external influences (for example, fal l ing of suspended loads) are present, additional measures (for

example, mechanical brakes) can be necessary to prevent any hazard.

NOTE 3 Electronic means and some contactors are not adequate for protection against electric shock.

NOTE 4 While the function is active, a l imited amount of movement is sti l l possible in the event of a failure in the power section of the

PDS(SR)

4.2.3.3 Safe stop 1 (SS1 )

This function is specified as either

a) Safe Stop 1 deceleration controlled

SS1 -d

initiates and controls the motor deceleration rate within selected l imits to stop the motor and

performs the STO function (see 4.2.3.2) when the motor speed is below a specified l imit; or

b) Safe Stop 1 ramp monitored

SS1 -r

initiates and monitors the motor deceleration rate within selected l imits to stop the motor and

performs the STO function when the motor speed is below a specified l imit; or
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c) Safe Stop 1 time controlled

SS1 -t

in itiates the motor deceleration and performs the STO function after an application specific time

delay.

This safety sub-function corresponds to a controlled stop in accordance with stop category 1 of

IEC 60204-1 .

NOTE The controlled stop of SS1 -t can fail undetected, therefore SS1 -t cannot be applied if this failure can cause a dangerous

situation in the final application.

4.2.3.4 Safe stop 2 (SS2)

This function is specified as either

a) Safe Stop 2 deceleration controlled

SS2-d

in itiates and controls the motor deceleration rate within selected l imits to stop the motor and

performs the safe operating stop function (see 4.2.4.1 ) when the motor speed is below a specified

limit; or

b) Safe Stop 2 ramp monitored

SS2-r

in itiates and monitors the motor deceleration rate within selected l imits to stop the motor and

performs the safe operating stop function when the motor speed is below a specified l imit; or

c) Safe Stop 2 time controlled

SS2-t

in itiates the motor deceleration and performs the safe operating stop function after an application

specific time delay.

This safety sub-function SS2 corresponds to a controlled stop in accordance with stop category 2 of

IEC 60204-1 .

NOTE The controlled stop of SS2-t can fail undetected, therefore SS2-t cannot be applied if this failure can cause a dangerous

situation in the final application.

4.2.4 Monitoring functions

4.2.4.1 General

In the following function descriptions “prevents” is written when there is a single l imit only and “keeps” is

written when there is an upper and lower l imit. Otherwise there is no difference in intent.
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4.2.4.2 Safe operating stop (SOS)

This function prevents the motor from deviating more than a defined amount from the stopped position.

The PDS(SR) provides energy to the motor to enable it to resist external forces.

NOTE This description of an operational stop function is based on implementation by means of a PDS(SR) without external (for

example mechanical) brakes.

4.2.4.3 Safely-limited acceleration (SLA)

This function prevents the motor from exceeding the specified acceleration and/or deceleration l imit.

4.2.4.4 Safe acceleration range (SAR)

This function keeps the motor acceleration and/or deceleration within specified l imits.

4.2.4.5 Safely-limited speed (SLS)

This function prevents the motor from exceeding the specified speed limit.

4.2.4.6 Safe speed range (SSR)

This function keeps the motor speed within specified l imits.

4.2.4.7 Safely-limited torque (SLT)

This function prevents the motor from exceeding the specified torque (or force, when a linear motor is

used) l imit.

4.2.4.8 Safe torque range (STR)

This function keeps the motor torque (or force, when a linear motor is used) within the specified l imits.

4.2.4.9 Safely-limited position (SLP)

This function prevents the motor shaft (or mover, when a linear motor is used) from exceeding the

specified position l imit(s).

4.2.4.1 0 Safely-limited increment (SLI)

This function prevents the motor shaft (or mover, when a linear motor is used) from exceeding the

specified l imit of position increment.

NOTE In this function, the PDS(SR) monitors the incremental movements of a motor as follows.

• An input signal (for example start) initiates an incremental movement with a specified maximum travel which is monitored safely.

• After completing the travel required for this increment, the motor is stopped and maintained in this state, as appropriate for the

application.
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4.2.4.11 Safe direction (SDI)

This function prevents the motor shaft from moving more than a defined amount in the unintended

direction.

4.2.4.1 2 Safe motor temperature (SMT)

This function prevents the motor temperature(s) from exceeding a specified upper l imit(s).

NOTE The SMT safety sub-function can be used to protect against over temperature of a motor applied in an explosive atmosphere.

Other risks l ike sparks are not covered by this safety sub-function. For further information, see IEC 60079 series of standards.

General information for the use of PDS(SR) in explosive atmosphere applications is provided in IEC 61 800-2:201 5.

4.2.4.1 3 Safe cam (SCA)

This function provides a safe output signal to indicate whether the motor shaft position is within a specified

range.

4.2.4.1 4 Safe speed monitor (SSM)

This function provides a safe output signal to indicate whether the motor speed is below a specified l imit.

4.2.5 Output functions – Safe brake control (SBC)

This function provides a safe output signal(s) to control an external brake(s).

5 Management of functional safety

5.1 Objective

The first objective of this clause is to specify the responsibil ities for the management of functional safety

and the activities to be carried out by those with assigned responsibil ities.

The second objective of this clause is to present the PDS(SR) development l ifecycle and give an overview

of its phases.

NOTE The organizational measures dealt with in this clause provide for the effective implementation of the technical requirements

and are solely aimed at the achievement and maintenance of functional safety of the PDS(SR) systems. Separate and distinct from

this are the general health and safety measures necessary for the achievement of safety in the workplace.

5.2 Requirements for the management of functional safety

The requirements of Clause 6 of IEC 61 508-1 :201 0 apply.

5.3 PDS(SR) development lifecycle

Figure 3 shows the PDS(SR) development l ifecycle, with cross-references to the relevant sub clauses of

this standard, arranged as phase 1 to phase 8.

NOTE This corresponds to the phases, safety requirement specification (phase 9) and realisation (phase 1 0) of the overall safety

l ifecycle of IEC 61 508-1 :201 0.

Annex A shows this information in the form of a sequential task table.
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.

.

For phase 1 , see 5.4.

(phase 9 – see NOTE)

For phase 2, see 5.5.

(phase 9 – see NOTE)

For phase 3, see 5.6.

(phase 1 0.1 – see NOTE)

For phase 4, see 5.4 e)

(phase 1 0.2 – see NOTE)

For phase 5, see Clause 6

(phase 1 0.3 – see NOTE)

For phase 6, see 6.5

(phase 1 0.4 – see NOTE)

For phase 7, see Clause 7

(phase 1 0.5 – see NOTE)

For phase 8, see Clause 8

(phase 1 0.8 – see NOTE)

NOTE Corresponding phase of overall safety l ifecycle of IEC 61 508-1 :201 0.

Figure 3

PDS(SR) development lifecycle
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5.4 Planning of PDS(SR) functional safetymanagement

A plan shall be generated and updated as necessary throughout the entire development of the PDS(SR). I t

shall define the activities required to satisfy Clauses 5 to 1 0, and specify persons and their competence,

department(s), or organization(s) responsible for completing these activities.

In particular, the plan shall consider or include the following, as appropriate for the complexity of the

PDS(SR).

a) Generation of the safety requirements specification (see 5.5), including factors such as:

– the personnel responsible for generation and maintenance of the safety requirements

specification;

– the choice of methods for the avoidance of mistakes during generation of the safety requirements

specification (see IEC 61 508-2:201 0, Annex B);

– the consideration of requirements from guidelines and standards for specific target applications

of the PDS(SR);

– the personnel responsible for verification of the safety requirements specification;

– the process for changing the safety requirements specification after development has started.

b) Generation of the safety system architecture specification (see 5.6), including factors such as:

– the personnel responsible for generation and maintenance of the safety system architecture

specification;

– the choice of methods for the avoidance of mistakes during generation of the safety system

architecture specification (see IEC 61 508-2:201 0, Annex B);

– the consideration of requirements from guidelines and standards for specific target applications

of the PDS(SR);

– the personnel responsible for verification of the safety system architecture specification;

– the process for changing the safety system architecture specification after development has

started.

c) Design and development of the safety sub-function(s) in the PDS(SR), including (where applicable)

factors such as:

– the personnel responsible for design and development;

– the selection of product development and project management methodologies (see IEC 61 508-

7:201 0, B.1 .1 );

– the consideration of applicable functional safety guidelines and standards for the design of target

application equipment such as process control equipment or machinery which incorporates the

PDS(SR) (e.g. ISO 1 3849-1 and IEC 62061 );

– the project documentation methodology (see IEC 61 508-7:201 0, B.1 .2);

– the application of structured design techniques (see IEC 61 508-7:201 0, B.3.2);

– the application of modularization techniques (see IEC 61 508-7:201 0, B.3.4)
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– the use of computer-based design tools (see IEC 61 508-7:201 0, B.3.5);

– the design verification methodology;

– the design change management (both hardware and software).

d) A verification plan for the safety sub-function(s) including factors such as:

– the personnel responsible for verification;

– the selection of verification strategies, techniques and tools;

– the selection and documentation of verification activities;

– the selection and uti l ization of test equipment;

– the evaluation of verification results gained from verification equipment and from tests.

e) A validation plan for the safety sub-function(s) comprising the following:

– the personnel responsible for validation testing;

– the identification of the relevant modes of operation of the PDS(SR);

– the procedures to be applied to validate that each safety sub-function of the PDS(SR) is correctly

implemented, and the pass/fail criteria for accomplishing the tests;

– the procedures to be applied to validate that each safety sub-function of the PDS(SR) is of the

required safety integrity, and the pass/fail criteria for accomplishing the tests;

– the required environment in which the testing is to take place including all necessary tools and

equipment (also plan which tools and equipment should be calibrated);

– test evaluation procedures (with justifications);

– the test procedures and performance criteria to be applied to validate the specified

electromagnetic immunity l imits;

– the action to be taken in the event of failure to meet any of the acceptance criteria.

f) Planning for safety-related user documentation including:

– the personnel responsible for user documentation;

– a list of significant safety-related information which shall be provided;

– the review process to insure the accuracy of documentation

g) Where assessment is required (see IEC 61 508-1 :201 0, Clause 8), a functional safety assessment plan

providing all information necessary to facil itate an effective assessment and including:

– the scope of the functional safety assessment;

– the organisations involved;

– the resources required;
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– those to perform the functional safety assessment;

– the level of independence of those performing the functional safety assessment;

– the competence of each person involved in the functional safety assessment;

– the outputs from the functional safety assessment;

– how the functional safety assessment relates to, and shall be integrated with, other functional

safety assessments where appropriate;

– the requirement to perform an impact analysis to determine which parts of the assessment are to

be repeated in case of a modification (see also IEC 61 508-1 :201 0, 7.1 6.2)

In establishing the scope of each functional safety assessment, it wil l be necessary to specify the

documents, and their revision status, that are to be used as inputs for each assessment activity.

NOTE The plan can be made by either those responsible for functional safety assessment or those responsible for management of

functional safety, or can be shared between them.

5.5 Safety requirements specification (SRS) for a PDS(SR)

5.5.1 General

A safety requirements specification for a PDS(SR) shall be documented and shall comprise:

– a safety sub-functions requirements specification (see 5.5.2); and

– a safety integrity requirements specification (see 5.5.3).

These shall be expressed and structured in such a way that they are:

– clear, precise, unambiguous, feasible, verifiable, testable and maintainable;

– written to aid the comprehension by those who are likely to uti l ise the information at any stage of the

PDS(SR) safety l ifecycle;

– expressed in natural or formal language and/or logic, sequence or cause and effect diagrams that define

the necessary safety sub-functions with each safety sub-function being individually defined.

For the avoidance of mistakes during the compilation of these specifications, appropriate techniques and

measures shall be applied (see IEC 61 508-2:201 0, Table B.1 ).

The requirements for safety-related hardware and software shall be reviewed to ensure that they are

adequately specified.

5.5.2 Safety sub-functions requirements specification

The safety sub-functions requirements specification shall provide comprehensive detailed requirements

sufficient for the design and development of the PDS(SR).

The safety sub-functions requirements specification shall describe, as appropriate:

a) al l safety sub-functions to be performed;
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b) comprehensive detailed requirements sufficient for the design and development of the PDS(SR)

including all the normative requirements to be fulfi l led;

NOTE Requirements l ike the selected measures of fault avoidance and fault control and the selected measures and techniques for

software design and testing etc. can be included in safety sub-functions requirement specification.

c) the applicable mode ofoperation regarding functional safety;

d) the manner in which the PDS(SR) is intended to achieve or maintain a safe state for intended

applications;

e) the operating modes of the PDS(SR) and its installation – for example setting, start-up, maintenance,

normal intended operation;

f) al l required modes of behaviour of the PDS(SR);

g) the priority of those functions that are simultaneously active and can confl ict with each other;

h) the required action(s) when a violation of l imits is detected during the correct operation of a safety sub-

function (i .e. the reaction on violation of l imits, see 4.1 );

i) the fault reaction function(s) (see 4.1 and 6.3);

j) the maximum fault reaction time to enable the corresponding fault reaction to be performed before a

hazard occurs in intended applications (only required where diagnostic tests are used to achieve the SIL

capability);

k) the maximum response time of each safety-related function (i.e. both safety and fault reaction functions

(see 6.3);

l) the significance of all interactions between hardware and software – where relevant, any required

constraints between the hardware and the software shall be identified and documented;

NOTE Where these interactions are not known before finishing the design, only general constraints can be stated.

m) all means by which the operator interacts with the PDS(SR), that can influence the safety-related

functions (i.e. both safety and fault reaction functions);

n) al l interfaces, necessary for functional safety, between the PDS(SR) and any other systems (either

directly associated within, or outside, the installation).

5.5.3 Safety integrity requirements specification

The safety integrity requirements specification for a PDS(SR) shall contain:

a) for each safety-related function (or group of simultaneously used safety-related functions), SIL

capability (or SIL) and an upper l imit of PFH value.

NOTE 1 SIL capability is relevant if the PDS(SR) is to be considered as a component which implements a safety sub-function in

conjunction with other components.

NOTE 2 In order to accommodate the probabil ity of dangerous failure of other involved components, the probabil ity of dangerous

random hardware failure of the PDS(SR) wil l usually be lower than the target failure measure associated with the SIL allocated to the
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complete safety sub-function. However, it can also be higher, if the PDS(SR) is to be used to implement the safety sub-function in a

redundant configuration with other components.

NOTE 3 Where a PDS(SR) implements a safety sub-function completely within itself, the safety integrity requirements specification

wil l identify a SIL, not a SIL capability.

NOTE 4 Where common hardware is used to implement more than one safety sub-function, and the safety sub-functions are used

simultaneously, the probabil ity of dangerous random hardware failure of the common hardware can be considered only once when

determining the overall probabil ity of dangerous random hardware failure.

NOTE 5 For a multi-axis PDS(SR), where a safety sub-function is required for more than one axis, the probabil ity of dangerous

random hardware failure of common hardware can be considered only once when determining the overall probabil ity of dangerous

random hardware failure.

b) the required mission time;

c) the extremes of all environmental conditions (including electromagnetic) that are l ikely to be

encountered by the PDS(SR) during storage, transport, testing, act of install ing, operation and

maintenance;

NOTE 6 This information can have been obtained in order to satisfy the requirements of IEC 61 800-1 , IEC 61 800-2 or IEC 61 800-4

and in this case need not be documented again.

d) any requirement for increased EM immunity (see 6.2.6);

e) l imiting and constraint conditions for the realisation of PDS(SR) due to the possibil ity of common cause

failures;

f) the quality assurance/quality control measures necessary for management of functional safety (see

IEC 61 508-1 :201 0, Clause 6).

5.6 PDS(SR) safety system architecture specification

5.6.1 General

5.6.1 .1 The objective of the safety system architecture specification is to specify the architectural

decomposition of the PDS(SR) and the requirements for the resulting subsystems and parts of subsystem

(see Annex A).

NOTE 1 The Safety system architecture specification is normally derived from the PDS(SR) safety requirement specification by

decomposing the safety sub-functions and allocating parts of the safety sub-functions to subsystems (for example safety sub-

function logic, input/output circuitry, power supply, software). The representation of the PDS(SR) in form of subsystems describes the

PDS(SR) on an architectural level which allows the specification of the requirements for these subsystems. The requirements can be

included in the safety system architecture specification or kept separate and referenced by the safety system architecture

specification. The subsystems can be further decomposed to parts to satisfy the design and development requirements.

NOTE 2 A more general approach to this kind of specification is given in IEC 61 508-2:201 0 as an E/E/PE system design requirement

specification.

5.6.1 .2 The description of the subsystems and parts and the respective requirements shall be expressed

and structured in such a way that they are:

– clear, precise, unambiguous, feasible, verifiable, testable and maintainable;

– written to aid the comprehension by those who are likely to uti l ise the information at any stage of the

PDS(SR) safety l ifecycle;
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– traceable to the PDS(SR) safety requirements specification.

5.6.2 Requirements for safety system architecture specification

5.6.2.1 The safety system architecture specification shall contain design requirements related to safety

sub-functions and to safety integrity.

5.6.2.2 The safety system architecture specification shall contain details of al l hardware and software

necessary to implement the required safety sub-functions, as specified by the safety sub-functions

requirements specification of the PDS(SR) (see 5.5.2). The architecture shall include, for each safety sub-

function:

a) requirements for the subsystems and parts as appropriate;

b) requirements for the integration of the subsystems and parts to meet the PDS(SR) safety requirement

specification;

c) throughput performance that enables response time requirements to be met;

d) accuracy and stabil ity requirements for measurements and controls;

e) safety-related PDS(SR) and operator interfaces;

f) interfaces between the PDS(SR) and any other systems (either within, or outside, the installation);

g) al l modes of behaviour of the PDS(SR), in particular, failure behaviour and the required response (for

example alarms, automatic shut-down) of the PDS(SR);

h) the significance of all hardware/software interactions and, where relevant, any required constraints

between the hardware and the software;

i) any l imiting and constraint conditions for the PDS(SR) and its associated subsystems, for example

timing constraints or constraints due to the possibil ity of common cause failures;

j) any specific requirements related to the procedures for starting-up and restarting the PDS(SR).

5.6.2.3 The safety system architecture specification shall contain details, relevant to the design, to

achieve the safety integrity level for the safety sub-function, as specified by the PDS(SR) safety integrity

requirements specification (see 5.5.3), including:

a) the architecture of each subsystem required to meet the architectural constraints on the hardware

safety integrity;

b) all relevant reliabil ity modell ing parameters such as the required diagnostic test interval of the hardware

necessary to achieve the target failure measure;

5.6.2.4 The PDS(SR) safety system architecture specification shall be completed in detail as the design

progresses and updated as necessary after modification.

5.6.2.5 For the avoidance of mistakes during the development of the specification for the PDS(SR)

safety system architecture specification, an appropriate group of techniques and measures according to

IEC 61 508-2:201 0, Table B.2 shall be used.
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5.6.2.6 The implications imposed on the architecture by the PDS(SR) safety system architecture

specification shall be considered.

NOTE This can include the consideration of the simplicity of the implementation to achieve the required safety integrity level

(including architectural considerations and apportionment of functional ity to configuration data or to the embedded system).

6 Requirements for design and development of a PDS(SR)

6.1 General requirements

6.1 .1 Change in operational status

Any change in the operational status of a PDS(SR) that can lead to a hazardous situation (for example by

unexpected start-up) shall only be initiated in response to a deliberate action by the operator.

NOTE For example, any failure of a PDS(SR) whilst in a hold state cannot lead to an unexpected start-up of machinery and/or plant

items.

6.1 .2 Design standards

The PDS(SR) shall be designed in accordance with IEC 61 800-5-1 and other applicable parts of the

IEC 61 800 series, l isted in the normative references.

6.1 .2DV D2 Modification of6.1.2 by adding the following:

The PDS(SR) shall be designed in accordance with the Standard for Adjustable Speed

Electrical Power Drive Systems – Part 5-1 : Safety Requirements – Electrical, Thermal and

Energy, UL 61 800-5-1 , and, as necessary, other applicable standards of the IEC 61 800

series.

6.1 .3 Realisation

The PDS(SR) shall be realised in accordance with its safety requirements specification (see 5.5).

6.1 .4 Safety integrity and fault detection

The PDS(SR) shall comply with all of a) to c) as follows:

a) the requirements for hardware safety integrity comprising:

– the architectural constraints on hardware safety integrity (see 6.2.3), and

– the requirements for the PFH value (see 6.2.2 or 6.2.3);

b) the requirements for systematic safety integrity comprising:

– the requirements for the avoidance of failures (see 6.2.5.1 ), and the requirements for the control

of systematic faults (see 6.2.5.2), or

– evidence that components used are ‘proven-in-use’. In this case the components shall fulfi l the

relevant requirements of IEC 61 508-2:201 0

c) the requirements for behaviour on detection of a fault (see 6.3).
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NOTE If PL and category are to be claimed refer to ISO 1 3849-1 :2006, 6.2 additionally.

6.1 .5 Safety and non-safety sub-functions

Where a PDS(SR) is to perform both safety and non-safety sub-functions, then all of its hardware and

software shall be treated as safety-related, unless adequate design measures ensure that the failures of

non-safety sub-functions cannot adversely affect safety sub-functions.

See IEC 61 508-3:201 0, Annex F, for techniques for achieving non-interference between software parts on

a single computer.

6.1 .6 SIL for multiple safety sub-functions within one PDS(SR)

The safety integrity level of one safety sub-function can be different from the others, and the requirements

for design of each safety sub-function are defined as follows.

The requirements for hardware and software shall be determined by the safety integrity level of the safety

sub-function having the highest safety integrity level unless it can be shown that the implementation of the

safety sub-functions of the different safety integrity levels is sufficiently independent.

As an example see Table 2:

Table 2
Example for determining the SIL from hardware and software independence

PDS(SR) implementing two safety sub-functions (Y and Z) with different SIL requirements:

Function Z: SIL Ha / function Y: SIL La

Design type

Evidence of sufficient independence between

safety sub-functions Y and Z

Final SIL requirement for safety sub-function

for hardware for software Z Y

Hardware (HW) and

software (SW) design

Yes Yes SIL H SIL L

No Yes SW: SIL H

HW: SIL H

SW: SIL L

HW: SIL H b

No SIL H SIL H

Yes No SW: SIL H

HW: SIL H

SW: SIL H b

HW: SIL L

Hardware only design Yes
not applicable

SIL H SIL L

No SIL H SIL H b

a with SIL H higher than SIL L

b HW and/or SW separation is not sufficient

Sufficient independence shall be established by showing that the probabil ity of a dependent failure

between the parts implementing safety sub-functions of different integrity levels is sufficiently low in

comparison with the probabil ity of a dangerous failure for the highest safety integrity level associated with

the safety sub-functions involved.

6.1 .7 Integrated circuits with on-chip redundancy

Digital ICs which implement on-chip redundancy with the goal of increasing fault tolerance in a PDS(SR)

shall satisfy all of the special requirements for ICs with on-chip redundancy according to IEC 61 508-

2:201 0, Annex E, in case of duplicated circuitry. Alternatively a justification shall be given that the same

level of independence between different channels is achieved by applying a different set of measures.
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6.1 .8 Software requirements

I f software is used to implement a safety sub-function of the PDS(SR) with a specific SIL or SIL capability

(see 5.5.3), then this software shall be implemented in accordance with the requirements defined by

IEC 61 508-3:201 0 for that specific SIL.

6.1 .9 Design documentation

Besides the documentation of the design and realisation, the PDS(SR) design documentation shall

indicate those techniques and measures used to achieve the SIL capabil ity (for example failure mode and

effects analysis, fault tree analysis).

6.2 PDS(SR) design requirements

6.2.1 Basic and well-tried safety principles

Basic and well-tried safety principles shall be considered where applicable when a category is claimed for

the PDS(SR).

– For electrical and electro-mechanical PDS(SR), these principles correspond to ISO 1 3849-2:201 2,

Table D.1 and Table D.2

– For mechanical parts (e.g. encoders), these principles correspond to ISO 1 3849-2:201 2, Table A.1 and

Table A.2

6.2.2 Requirements for the estimation of the probability of dangerous random hardware failures

per hour (PFH)

6.2.2.1 General requirements

6.2.2.1 .1 PFH for each safety sub-function

The PFH of each safety sub-function (or group of simultaneously activated safety sub-functions) to be

performed by the PDS(SR), estimated according to 6.2.2.1 .2 and Annex B, shall be equal to or less than

the target failure measure (see Table 3) as specified in the safety integrity requirements specification (see

5.5.3).

The PFH value as defined by the SIL refers to a complete safety sub-function. I f a PDS(SR) is intended to

perform only a part of a safety sub-function within a safety related control system then the PFH of the

PDS(SR) should be sufficiently lower than the value defined by the SIL.

The target failure measure, expressed in terms of the PFH, is determined by the SIL of the safety sub-

function (see IEC 61 508-1 :201 0, Table 3), unless there is a requirement in the PDS(SR) safety integrity

requirements specification (see 5.5.3) for the safety sub-function to meet a specific target failure measure,

rather than a specific SIL.
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Table 3
Safety integrity levels: target failure measures for a PDS(SR) safety sub-function

Safety integrity level SIL PFH

3 ≥ 1 0–8 to < 1 0–7

2 ≥ 1 0–7 to < 1 0–6

1 ≥ 1 0–6 to < 1 0–5

NOTE The PFH is sometimes referred to as the frequency of dangerous failures, or dangerous failure rate, in units of dangerous

failures per hour.

The PFH of each safety sub-function (or group of simultaneously activated safety sub-functions) of the

PDS(SR) shall be estimated separately.

NOTE 1 Different safety sub-functions can have common components and/or unique components, resulting in different PFH for each

safety sub-function (or group of simultaneously used safety sub-functions).

NOTE 2 A number of modell ing methods are available and the most appropriate method is a matter for the analyst and wil l depend

on the circumstances. Available methods include:

– fault tree analysis (see IEC 61 025);

– Markov models (see IEC 611 65);

– rel iabil i ty block diagrams (see IEC 61 078);

– parts count (see IEC 61 709:2011 );

– procedure description (see IEC 61 508-6:201 0);

– simplified procedure for estimating PL (see ISO 1 3849-1 :2006, 4.5.4).

See also IEC 60300-3-1 .

NOTE 3 The mean time to restoration (see IEC 60050, 1 92-07-23) that is considered in the reliabi l ity model wil l need to take into

account the diagnostic intervals, the repair time and any other delays prior to restoration, and the mission time.

NOTE 4 Failures due to common cause effects and data communication processes can result from effects other than actual failures

of hardware components (for example decoding errors). However, such failures are considered, for the purposes of this standard, as

random hardware failures (see IEC 61 508-6:2000, Annex D).

NOTE 5 If PL is to be claimed refer to ISO 1 3849-1 :2006, Table 3, additionally.

6.2.2.1 .2 Estimation of PFH

The PFH of each safety sub-function (or group of simultaneously activated safety sub-functions) to be

performed by the PDS(SR), due to random hardware failures shall be estimated using IEC 61 508-2:201 0,

Annex A, taking into account:

a) the architecture of the PDS(SR) as it relates to each safety sub-function under consideration;

b) the estimated failure rate of each subsystem of the PDS(SR) in any modes which would cause a

dangerous failure of the PDS(SR) but which are detected by diagnostic tests;

c) the estimated failure rate of each subsystem of the PDS(SR) in any modes which would cause a

dangerous failure of the PDS(SR) which are undetected by the diagnostic tests;
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d) the susceptibi l ity of the PDS(SR) to common cause failures (see IEC 61 508-6:201 0, Annex D);

e) the diagnostic coverage (DC) of the diagnostic tests (determined according to IEC 61 508-2:201 0,

Annex A and Annex C) and the associated diagnostic test interval, and when establishing the diagnostic

test interval, the intervals between all of the tests which contribute to the diagnostic coverage wil l need to

be considered;

f) the repair times for detected failures;

NOTE 1 The repair time wil l constitute one part of the mean time to restoration (see IEC 60050-1 92:201 5, 1 92-07-23), which wil l also

include the time taken to detect a failure and any time period during which repair is not possible (see Annex B of IEC 61 508-6:201 0

for an example of how the mean time to restoration can be used to calculate the probabil ity of fai lure). For situations where the repair

can only be carried out during a specific period of time, for example while the equipment or machinery driven by the PDS(SR) is shut

down and in a safe state, it is particularly important that ful l account is taken of the time period when no repair can be carried out,

especial ly when this is relatively large.

g) the probabil ity of dangerous failure of any data communication process (see 6.4).

NOTE 2 For information about estimation of the PFDavg value from the PFH value for low demand applications, see Annex F.

6.2.2.1 .3 Failure rate data

Component failure rate data shall be obtained from:

– a recognised source; or

– estimate based upon those Type A components that are considered to be “proven in use” (see

IEC 61 508-2:201 0, 7.4.1 0).

The expected average operating temperature for a component should be used when estimating its failure

rate.

I f site-specific failure data are available, then this is preferred. I f this is not the case, then generic data can

be used.

NOTE 1 Data can be derived from that published in a number of industry sources (see Annex C).

NOTE 2 Although a constant failure rate is assumed by most probabil istic estimation methods, this only applies provided that the

useful l ifetime of components is not exceeded. Beyond their useful l ifetime (i.e. as the probabil ity of failure significantly increases with

time), the results of most probabil istic calculation methods are therefore meaningless. Thus, any probabil istic estimation can include

a specification of the components’ useful l ifetimes. The useful l ifetime is highly dependent on the component itself and its operating

conditions – temperature in particular (for example, electrolytic capacitors can be very sensitive).

NOTE 3 The fault l ists given in Annex D can be used to assist in determination of failure modes.

Any failure rate data used shall have a confidence level of at least 70 %.

6.2.2.1 .4 Diagnostic test interval when the hardware fault tolerance is greater than zero

The diagnostic test interval of any subsystem of the PDS(SR) shall be appropriate to meet the required

PFH (see 6.2.2.1 .1 ).

NOTE 1 For information regarding mathematical impact of diagnostic test interval see Clause B.4.
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NOTE 2 For redundant parts of a PDS(SR) which cannot be tested without disrupting the application in which the PDS(SR) is used

(machine or plant) and where no justifiable technical solution can be implemented, the fol lowing maximum diagnostic test intervals

can be considered as acceptable:

– one test per year for SIL 2, PL d / category 3;

– one test per three months for SIL 3, PL e / category 3;

– one test per day for SIL 3, PL e / category 4.

PL and category according to ISO 1 3849-1 .

6.2.2.1 .5 Diagnostic test interval when the hardware fault tolerance is zero

The diagnostic test interval of any subsystem of a PDS(SR) having a hardware fault tolerance of zero, on

which a safety sub-function is entirely dependent, shall be such that the sum of the diagnostic test interval

and the time to perform the specified action (fault reaction function) to achieve or maintain a safe state is

less than the process safety time.

6.2.2.1 .5DV D2 Modification to add the following informative note:

6.2.2.1 .5DV.1 IEC 61 508-2:201 0 clause 7.4.4.1 .4 provides further guidance regarding

appropriate diagnostic test intervals for subsystems having a fault tolerance of 0.

6.2.3 Architectural constraints

6.2.3.1 Limitations of SIL

In the context of hardware safety integrity, the highest safety integrity level that can be claimed for a safety

sub-function is l imited by the hardware fault tolerance and safe failure fraction of the subsystems of a

PDS(SR) that carry out that safety sub-function. A hardware fault tolerance of N means that N+1 faults

could cause a loss of the safety sub-function. Table 4 and Table 5 specify the highest safety integrity level

that can be claimed for a safety sub-function which uses a subsystem, taking into account the hardware

fault tolerance and safe failure fraction of that subsystem (see IEC 61 508-2:201 0, Annex C). The

requirements of Table 4 or Table 5, whichever is appropriate, shall be applied to each subsystem carrying

out a safety sub-function and hence every part of the PDS(SR); 6.2.3.2.2 and 6.2.3.2.3 specify which one

of Table 4 or Table 5 applies to any particular subsystem. With respect to these requirements,

a) in determining the hardware fault tolerance, no account shall be taken of other measures (such as

diagnostics) that may control the effects of faults;

b) where one fault directly leads to the occurrence of one or more subsequent faults, these are considered

as a single fault;

c) in determining hardware fault tolerance, certain faults may be excluded, provided that the l ikelihood of

them occurring is very low in relation to the safety integrity requirements of the subsystem. Any such fault

exclusions shall be justified and documented (see Clause D.3).

NOTE 1 The architectural constraints have been included in order to achieve a sufficiently robust architecture, taking into account the

level of subsystem complexity. The hardware safety integrity level for the PDS(SR), derived through applying these requirements, is

the maximum that can be claimed even though, in some cases, a higher safety integrity level could theoretically be derived if a solely

mathematical approach had been adopted for the PDS(SR).
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NOTE 2 The fault tolerance requirements can be relaxed while the PDS(SR) is being repaired on-l ine. However, the key parameters

relating to any relaxation must have been previously evaluated (for example, mean time to restoration compared to the probabil ity of

a demand).

NOTE 3 This clause is based on route 1 H of IEC 61 508-2:201 0, 7.4.4; for the requirements related to route 2H see IEC 61 508-2:201 0,

7.4.4.3.

6.2.3.2 Type A and Type B subsystems

6.2.3.2.1 General

(See also IEC 61 508-2:201 0; 7.4.4.1 .2 and 7.4.4.1 .3)

6.2.3.2.2 Type A

A subsystem can be regarded as type A if, for the components required to achieve the safety sub-function,

the following criteria are satisfied:

a) the failure modes of all constituent components are well defined; and

b) the behaviour of the subsystem under fault conditions can be completely determined; and

c) there is sufficient dependable failure data from field experience to show that the claimed failure rates for

detected and undetected dangerous failures are met.

NOTE Annex D lists faults and fault exclusions that can be considered.

6.2.3.2.3 Type B

A subsystem shall be regarded as type B if, for the components required to achieve the safety sub-

function, one or more of the criteria of 6.2.3.2.2 are not satisfied. This means that if at least one of the

components of a subsystem satisfies the conditions for a type B subsystem then the entire subsystem

shall be regarded as type B rather than type A.

NOTE 1 For example, the control section consisting of microcontrollers etc. is considered as a type B subsystem.

NOTE 2 Clause D.3 l ists faults and fault exclusions that can be considered.

6.2.3.3 Architectural constraints

The architectural constraints of either Table 4 or Table 5 shall apply: Table 4 applies for every type A

subsystem forming part of the PDS(SR); Table 5 applies for every type B subsystem forming part of the

PDS(SR).

NOTE For information about type A and type B refer to IEC 61 508-2:201 0, 7.4.4.1 .2 and 7.4.4.1 .3
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Table 4
Maximum allowable safety integrity level for a safety sub-function carried out by a type A safety-

related subsystem

Safe failure fraction a Hardware fault tolerance N (see 6.2.3.1 )

0 1 2

< 60 % SIL 1 SIL 2 SIL 3

60 % to < 90 % SIL 2 SIL 3 SIL 3

90 % to < 99% SIL 3 SIL 3 SIL 3

≥ 99 % SIL 3 SIL 3 SIL 3
a See 6.2.4 for details of how to estimate safe failure fraction.

Table 5
Maximum allowable safety integrity level for a safety sub-function carried out by a type B safety-

related subsystem

Safe failure fraction a Hardware fault tolerance N (see 6.2.3.1 )

0 1 2

< 60 % Not permitted SIL 1 SIL 2

60 % to < 90 % SIL 1 SIL 2 SIL 3

90 % to < 99% SIL 2 SIL 3 SIL 3

≥ 99 % SIL 3 SIL 3 SIL 3
a See 6.2.4 for details of how to estimate safe failure fraction.

Exception:

For a subsystem with a hardware fault tolerance of zero and where fault exclusions have been applied to

faults of electrical or electronic parts that could lead to a dangerous failure, then the maximum SIL that can

be claimed due to architectural constraints of that subsystem is l imited to:

• SIL 3, if Table D.1 , Table D.3, Table D.5, Table D.6, Table D.7 and Table D.8 apply

• SIL 2 in all other cases.

NOTE If category is to be claimed refer to ISO 1 3849-1 :2006, 6.2 additionally.

6.2.4 Estimation of safe failure fraction (SFF)

6.2.4.1 Methods of analysis

To estimate the SFF of a subsystem, an analysis (for example fault tree analysis or failure mode and

effects analysis) shall be performed to determine all relevant faults and their corresponding failure modes.

The probabil ity of each failure mode of the subsystem shall be determined based on the probabil ity of the

associated fault(s).

For calculation of SFF see IEC 61 508-2:201 0, Annex A and Annex C

For PDS(SR) the route 1 H is preferred. Route 2H shall be restricted for PDS(SR) to Type A subsystems.

NOTE This clause is based on route 1 H of IEC 61 508-2:201 0, 7.4.4.2; for the requirements related to route 2H see IEC 61 508-2:201 0,

7.4.4.3.
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Basis of data is given in 6.2.2.1 .3.

NOTE See Annex C for an informative l ist of known sources.

6.2.5 Requirements for systematic safety integrity of a PDS(SR) and PDS(SR) subsystems

6.2.5.1 Requirements for the avoidance of failures

6.2.5.1 .1 General

Techniques and measures shall be used which minimize the introduction of faults during the design and

development of the hardware of the PDS(SR) according to IEC 61 508-2:201 0, table B.2.

Tests, as planned according to 6.2.5.1 .4, shall be performed. See also Clause 9.

NOTE For claiming a PL refer to ISO 1 3849-1 :2006, Annex G.

6.2.5.1 .2 Choice of design methods

In accordance with the required safety integrity level, the design method chosen shall promote:

a) transparency, modularity and other features which minimize complexity and enhance understandabil ity

of the design;

b) clear and precise specification of

– functionality,

– subsystem interfaces,

– sequencing and time-related information,

– concurrency and synchronisation;

c) clear and precise documentation and communication of information;

d) verification and validation.

6.2.5.1 .3 Design measures

The following design measures shall be applied.

a) Proper design of the PDS(SR) and/or subsystems including

– the use of components within manufacturers specifications, for example temperature, loading,

power supply, power rating, and timing parameters;

– the derating of design parameters to improve reliabil ity where necessary to achieve target failure

rates;

– the proper combination and assembly of subsystems, for example cabling, wiring and any

interconnections;

– the use of reviews and inspections for early detection of design defects.
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b) Compatibi l ity:

– use subsystems with compatible operating characteristics.

c) Withstanding specified environmental conditions:

– design the PDS(SR) so that it is capable of safe operation in all specified environments, for

example temperature, humidity, vibration, EM phenomena, pollution degree, overvoltage category,

altitude.

6.2.5.1 .4 Test planning

During the design, the following different types of testing shall be planned as necessary:

a) subsystem testing;

b) integration testing;

c) validation testing;

d) configuration testing (see 7.2).

Documentation of the test planning shall include:

e) types of tests to be performed and procedures to be followed;

f) test environment, tools, configuration and programs;

g) pass/fail criteria.

Where applicable, automatic testing tools and integrated development tools shall be used.

NOTE The integrity of such tools can be demonstrated by specific testing, by an extensive history of satisfactory use or by

independent verification of their output for the particular PDS(SR) that is being designed.

6.2.5.1 .5 Design maintenance requirements

A process for design maintenance and retesting, to ensure the safety integrity of the PDS(SR) remains at

the required level during subsequent design revisions, shall be defined at the design stage.

6.2.5.2 Requirements for the control of systematic faults

6.2.5.2.1 General

NOTE For claiming a PL refer to ISO 1 3849-1 :2006, Annex G.

6.2.5.2.2 Design features

For controll ing systematic faults, the design shall provide features that make the PDS(SR) and its

subsystems tolerant against:

a) residual design faults in the hardware;
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b) environmental stresses according IEC 61 800-2:201 5, Table 6 as applicable for the environment

specified for the PDS(SR);

c) electromagnetic disturbances, see 6.2.6;

d) mistakes made by the operator of the PDS(SR) (see IEC 61 508-2:201 0, Clause A.3 and Table A.1 7);

e) residual design faults in the software (see IEC 61 508-3:201 0, 7.4.3 and associated table);

f) errors and other effects arising from any data communication process (see 6.4).

When application specific integrated circuits (ASICs) are used to implement safety sub-functions in a

PDS(SR), an appropriate group of techniques and measures that are essential to prevent the introduction

of faults during the design and development shall be used. The informative Annex F of IEC 61 508-2:201 0,

provides an example of techniques and measures. The related ASIC development l ifecycle is shown in

IEC 61 508-2:201 0, Figure 3.

6.2.5.2.2DV.1 D2 Modification to add:

Informational note to a), Clause A.3 and Table A.1 6 of IEC 61 508-2:201 0 are methods of

compliance to part a).

6.2.5.2.2DV.2 DE Modification:

Correction to b), the reference to IEC 61 800-2:201 5, Table 6 shall be to IEC 61 800-2:201 5

Table 9.

6.2.5.2.3 Testability and maintainability

Testabil ity and maintainabil ity shall be considered during the design and development activities in order to

facil itate implementation of these properties in the final PDS(SR).

6.2.5.2.4 Human constraints

The design of the PDS(SR) shall take into account human capabil ities and limitations and be suitable for

the actions assigned to operators and maintenance staff. The design of operator interfaces shall follow

good human-factor practice and shall accommodate the likely level of training or awareness of operators.

6.2.5.2.5 Protection against unintentional modification

The PDS(SR) shall incorporate measures to protect (or facil itate protection) against unintentional

modifications to safety-related software, hardware, parameterisation and configuration of the PDS(SR).

NOTE See IEC 61 508-7:201 0, B.4.8.

6.2.5.2.6 Input acknowledgement and operator mistakes

The design of the PDS(SR) shall incorporate input acknowledgement to control operational failures. The

design shall also protect against operator mistakes (related to the safety sub-functions of the PDS(SR))

via plausibil ity checks.
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NOTE See IEC 61 508-7:201 0, B.4.6 and B.4.9.

6.2.5.2.7 PDS(SR) parameterization

Almost all PDS(SR) need configuration parameters which determine the behaviour of safety sub-functions.

The software-based parameterization shall be considered as a safety-related aspect of the PDS(SR)

design to be described in the software safety requirements specification.

Parameterization during act of install ing and maintenance shall be carried out using a dedicated

parameterization tool provided by the supplier of the PDS(SR). This tool shall have its own identification

(name, version, etc.) and shall prevent unauthorized modification, for example, by use of a password.

There are no functional safety requirements to be fulfi l led by this parameterization tool.

A special procedure shall be used for setting the safety-related parameters. This procedure shall include

confirmation of input parameters to the PDS(SR) by

– retrieval, display and check by operator of the modified parameters and

– a verification of the correctness of the parameters in the PDS(SR) by

• a configuration test (see 7.2f) or

• other suitable means defined by the PDS(SR) manufacturer

as well as subsequent documented confirmation of the safety-related parameters, e.g. by a suitably skil led

person and by means of an automatic check by a parameterization tool.

NOTE 1 For reference, see IEC 61 508-3:201 0, 7.4.4.

NOTE 2 This is of particular importance where parameterization is carried out using a device not specifically intended for the purpose

(e.g. personal computer or equivalent).

NOTE 3 For more details on software-based parameterization see ISO 1 3849-1 :2006, 4.6.4. and/or IEC 62061 :201 2, 6.1 1 .2.

6.2.5.2.7DV.1 D2 Modification:

In lieu of a dedicated parameterization tool, protection against unauthorized modification

of safety related parameters may be provided by the PDS(SR).

6.2.5.2.7DV.2 D2 Modification to add:

Informational note – confirmation of the safety-related parameters can be done by either a

suitably skilled person or automatic check by a parameterization tool, or by another

equivalent means.

6.2.5.2.8 Loss of electrical supply

The PDS(SR) shall be specified and designed taking into account the effects of the loss of electrical

supply.
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6.2.6 Design requirements for electromagnetic (EM) immunity of a PDS(SR)

The PDS(SR) shall be designed to have the appropriate EM immunity for operating within the specified or

anticipated electromagnetic environment (first environment or second environment) as classified in

IEC 61 800-3.

The EM immunity test requirements are described in 9.2 and Annex E.

6.2.6DV.1 DE Modification:

Correction, the reference to clause 9.2 should be to 9.3.

6.2.7 Design requirements for thermal immunity of a PDS(SR)

The PDS(SR) shall be designed to have the appropriate thermal immunity for operating within the

specified or anticipated thermal environment as classified in IEC 61 800-2.

The thermal immunity test requirements are described in 9.4.

6.2.8 Design requirements for mechanical immunity of a PDS(SR)

The PDS(SR) shall be designed to have the appropriate mechanical immunity for operating within the

specified or anticipated mechanical environment as classified in IEC 61 800-5-1 and IEC 61 800-2.

The mechanical immunity test requirements are described in 9.5.

6.3 Behaviour on detection of fault

6.3.1 Fault detection

The detection of faults within a PDS(SR) can be performed by diagnostic tests.

When a dangerous fault that can lead to loss of the safety sub-function is detected, a fault reaction

function shall be initiated in order to prevent a hazard. Diagnostics and fault reaction functions shall be

performed within the specified maximum fault reaction time.

6.3.2 Fault tolerance greater than zero

The detection of a dangerous fault (by diagnostic tests or by any other means) in any subsystem which

has a hardware fault tolerance greater than zero shall result in either:

a) a fault reaction function, or

b) the isolation of the faulty part of the subsystem to allow continued safe operation of the machinery

and/or plant items whilst the faulty part is repaired. I f the repair is not completed within the mean time to

restoration (MTTR) assumed in the calculation of the probabil ity of dangerous random hardware failure

(see 6.2.1 ), then a fault reaction function shall be initiated.
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6.3.3 Fault tolerance zero

The detection of a dangerous fault (by diagnostic tests or by any other means) in any subsystem having a

hardware fault tolerance of zero and on which a safety sub-function is entirely dependent shall result in a

fault reaction function.

6.4 Additional requirements for data communications

When data communication is used in the implementation of a safety sub-function within a PDS(SR) then

the probabil ity of undetected failure of the communication process shall be estimated. This probabil ity shall

be taken into account when estimating the PFH of the safety sub-function due to random failures (see

6.2.2.1 .2). This does not cover all data communication within a PDS(SR). For example data

communication within one printed wiring board is not covered by this requirement.

For details see IEC 61 508-2:201 0, 7.4.1 1 .

NOTE Additional information regarding safety communication channels can be found in IEC 61 784-3.

6.4DV D1 Modification to 6.4 by adding the following:

In addition, where the data communication is used to exchange safety related data with

subsystems external to the PDS(SR) the requirements of 6.4 apply to the PDS(SR) together

with the related subsystems.

6.5 PDS(SR) integration and testing requirements

6.5.1 Hardware integration

The PDS(SR) shall be integrated according to its specified design. As part of the integration of all

subsystems and components into the PDS(SR), the PDS(SR) shall be tested according to the specified

integration tests. These tests are specified on the verification plan and shall show that all modules interact

correctly to perform their intended function and not perform unintended functions.

6.5.1 DV D1 Modification to 6.5.1 by adding the following:

In addition to applying the requirements for hardware integration, a PDS(SR) shall comply

with the appropriate requirements: in 6.2.5; type testing in accordance with the Standard

for Adjustable Speed Electrical Power Drive Systems – Part 5-1 : Safety Requirements –

Electrical, Thermal and Energy, UL 61 800-5-1 ; and either the Standard for Adjustable Speed

Electrical Power Drive Systems – Part 1 : General Requirements – Rating Specifications for

Low Voltage Adjustable Speed d.c. Power Drive Systems, NEMA ICS 61 800-1 , the Standard

for Adjustable Speed Electrical Power Drive Systems – Part 2: General Requirements –

Rating Specifications for Low Voltage Adjustable Frequency a.c. Power Drive Systems,

NEMA ICS 61 800-2, or the Standard for Adjustable Speed Electrical Power Drive Systems –

Part 4: General Requirements – Rating Specifications for a.c. Power Drive Systems above 1

000 V a.c. and not Exceeding 35 kV, NEMA ICS 61 800-4, as appropriate.

6.5.2 Software integration

The integration of safety-related software part/module into the PDS(SR) shall be carried out according to

IEC 61 508-3:201 0. I t shall include tests that are specified on the software verification plan to ensure the
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compatibi l ity of the software with the hardware such that the functional and safety performance

requirements are satisfied.

NOTE This does not imply testing of all input combinations. Testing all equivalence classes (see IEC 61 508-7:201 0, B.5.2) can

suffice. Static analysis (see IEC 61 508-7:201 0, B.6.4), dynamic analysis (see IEC 61 508-7:201 0, B.6.5) or failure analysis (see

IEC 61 508-7:201 0, B.6.6) can reduce the number of test cases to an acceptable level.

6.5.3 Modifications during integration

During the integration, any modification or change to the PDS(SR) shall be subject to an impact analysis,

which shall identify all components affected, and additional verification.

6.5.4 Applicable integration tests

The integration test(s) shall be specified in a verification plan. A functional test shall be applied, in which

input data or set values, which adequately characterise the normally expected operation, are given to the

PDS(SR). The safety sub-function is requested (for example, by activation of STO or speed limit violation

for SLS), and its resulting operation is observed and compared with that given by the specification (see

also Clause 9).

6.5.5 Test documentation

During PDS(SR) integration testing, the following shall be documented:

a) the version of the test plan used;

b) the criteria for acceptance of the integration tests;

c) the type and version of the PDS(SR) being tested;

d) the tools and equipment used along with calibration data;

e) the results of each test;

f) any discrepancy between expected and actual results.

7 Information for use

7.1 General

PDS(SR) manufacturers shall provide information for the users in a safety manual. General requirements

of the safety manual are referred to IEC 61 508-2:201 0, Annex D, and IEC 61 508-3:201 0, Annex D. This

clause describes additional requirements for a PDS(SR).

NOTE For claiming a PL refer to ISO 1 3849-1 :2006, Clause 11 .

7.2 Information and instructions for safe application of a PDS(SR)

The following information shall be documented by the manufacturer and made available to the user.

a) A functional specification of each safety sub-function and interface which is available for use in the

implementation of safety sub-functions. This shall comprise:
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– a detailed description of the safety sub-function (including the reaction(s) to a violation of l imits);

– the fault reaction function;

– the response time of each safety-related function and of the associated fault reaction functions;

– the condition(s) (for example, operating mode) in which the safety sub-function is intended to be

active or disabled;

– the priority of those safety sub-function that are simultaneously active and can confl ict with each

other.

b) The safety integrity information for each safety sub-function, including:

– the SIL or SIL capabil ity; (includes systematic capabil ity, see IEC 61 508-2);

– the PFH value for each safety sub-function;

– resulting PFH-value for a group of simultaneously activated safety sub-functions;

– PL and category according to ISO 1 3849-1 when applicable.

c) A definition of the environmental and operating conditions (including electromagnetic) under which the

PDS(SR) is intended to be used (see also IEC 61 800-1 , IEC 61 800-2, IEC 61 800-3, IEC 61 800-4 and

IEC 61 800-5-1 ). This shall take into account storage, transport, act of install ing, commissioning, testing,

operation and maintenance.

NOTE As an example for an EMC related information for use: “Warning: handheld radio transmitters held closer than 20 cm to

PDS(SR) can disturb the safety sub-functions of the PDS(SR)” or similar (see E.2, footnote p)

d) An indication of any constraints on the PDS(SR) for:

– the environment which should be observed in order to maintain the validity of the estimated

failure rates;

– the mission time of the PDS(SR);

– any testing, calibration or maintenance requirements (e.g. l imited number of operations of a

relay);

– any limits on the application of the PDS(SR) which should be observed in order to avoid

systematic failures;

– any information valid hardware and software versions and the combinations permitted for the

safety sub-functions the fact that safety sub-functions cannot prevent any failure of non-safety sub-

functions of the PDS(SR)

NOTE 1 For example, the failure of deceleration initiated by SS1 -t is not prevented.

NOTE 2 For example, while function STO is active, a l imited amount of movement is sti l l possible in the event of failure in

the power section of the PDS(SR)

e) The act of install ing and commissioning guidance (see IEC 61 800-5-1 :2007, Clause 6), including setting

and parameterisation.

f) The requirements for configuration test of safety sub-functions, in cases where the integrity of the means

of configuration of a safety sub-function cannot be ensured (for example, PC configuring tools).
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The configuration test is carried out after the commissioning or modification of a specific application, to

ensure that the used safety sub-functions of the PDS(SR) are configured as intended. In particular, the test

confirms the intended values of the parameters within the PDS(SR). The test is normally carried out and

documented by the party responsible for commissioning the PDS(SR), using test procedures provided by

the PDS(SR) manufacturer.

The configuration test manual shall require at least the following items to be recorded:

– a description of the application including a figure;

– a description of the safety related components (including software versions) that wil l be used in

the application;

– a list of safety sub-functions that wil l be used in the application of the PDS(SR);

– the results of each test of these safety sub-functions, using given test procedures;

– a list of al l safety relevant parameters and their values in the PDS(SR);

– the check sums, date of tests and confirmation by test personnel.

Configuration testing for PDS(SR)s in replicated applications may be carried out as a single type

test of the replicated application, provided that it can be ensured that the safety sub-functions wil l

be configured as intended in all units.

g) The diagnostic tests to be performed either by the user or by parts of an installation that includes a

PDS(SR) (for example, PLC, supervisory controller).

h) PDS(SR) operation and maintenance procedures shall be provided which shall specify the following:

– the routine actions which need to be carried out to maintain the functional safety of the PDS(SR),

including replacement of components with a l imited life (for example cooling fans, batteries, etc.);

– the actions and constraints necessary to prevent an unsafe state and/or reduce the

consequences of a hazardous event;

– the maintenance procedures to be followed when faults or failures occur in the PDS(SR),

including:

• the procedures for fault diagnosis and repair; and

• the procedures for revalidation.

– the tools necessary for maintenance and revalidation, and procedures for maintaining the tools

and equipment;

– the routine actions which need to be carried out to maintain the functional safety of the

application of the PDS(SR), including the compatibi l ity of hardware and software versions and

safety parameters such as PFH and SIL

NOTE The PDS(SR) operation and maintenance procedures can be continuously upgraded following, for example:

– functional safety audits;

– tests on the PDS(SR).
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7.2DV.1 D1 Modifcation:

Reference should be made to NEMA ICS 61 800-1 or NEMA ICS 61 800-2 or NEMA ICS 61 800-

4, and UL 61 800-5-1 .

7.2DV.2 D2 Modification of7.2 by replacing the final sub-clause ofd) with:

– any information regarding valid hardware and software versions and combinations to be

used to enable configuration management of the safety sub-functions in accordance with

Clause 4.

8 Verification and validation

8.1 General

The objective of this subclause is to ensure the compliance with the PDS(SR) development l ifecycle (see

5.3).

NOTE If PL is to be claimed refer to ISO 1 3849-1 and/or ISO 1 3849-2.

8.2 Verification

The objective of the requirements of this clause is to test and evaluate the outputs of a given phase to

ensure correctness and consistency with respect to the products and standards provided as input to that

phase.

The requirements of IEC 61 508-2:201 0, 7.9.2 apply.

8.2DV D2 Modification to 8.2:

Verification of phases only applicable to the PDS(SR) l ifecycle is necessary.

8.3 Validation

The objective of the requirements of this subclause is to validate that the PDS(SR) meets in all respects

the requirements for safety in terms of the required safety sub-functions and safety integrity.

The requirements of IEC 61 508-2:201 0, 7.7.2 apply.

8.3DV D2 Modification to 8.3:

Only the clauses of 7.7.2 of IEC 61 508-2:201 0 that are applicable to the PDS(SR) are

required.

8.4 Documentation

Appropriate documentation concerning PDS(SR) verification and validation shall be produced, according

to the appropriate requirements of 8.2 and 8.3.
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9 Test requirements

9.1 Planning of tests

Testing of the safety sub-functions of the PDS(SR) shall be planned concurrently with each phase of the

development process.

The test plan shall be documented, and shall include a detailed description of:

a) the functional testing of each safety sub-function;

b) the functional testing of each diagnostic function for each safety sub-function; (fault insertion testing);

c) the environmental testing of each safety sub-function for immunity to each of the following

environmental stresses:

1 ) electromagnetic (EM)

2) thermal

3) mechanical (shock & vibration)

d) the acceptance criteria.

Tests may be either “black-box”, where no account is taken of the internal implementation of the safety

sub-function, or “white-box”, where specific knowledge of the implementation is used to determine the test

(for example, fault insertion).

Tests may be waived or replaced by other verification or validation methods if permitted by the relevant

requirements.

NOTE When it is difficult to perform safety sub-function tests on the complete PDS(SR) because of e.g. size, parts of the PDS(SR)

that are considered to be safety-relevant can be tested individually.

9.2 Functional testing

Functional testing of each safety sub-function, including related diagnostics (fault insertion testing), shall

be performed.

9.3 Electromagnetic (EM) immunity testing

9.3.1 General

The performance criterion that shall be applied when performing EM immunity tests on the PDS(SR) is

specified in 9.3.3. This criterion does not apply to the normal (non-safety related) functions of the

equipment.

NOTE Functional electromagnetic compatibi l ity (EMC) of the PDS(SR) is achieved when it complies with the requirements of

IEC 61 800-3.

9.3.1 DV D2 Addition to 9.3.1:

9.3.1 DV.1 First environment and second environment are defined in IEC 61 800-3:2004, 3.2.1

and 3.2.2 respectively.
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9.3.1 DV.2 Annex E contains requirements for electromagnetic immunity and shall be

applied in accordance with 9.3.2 and 9.3.3.

9.3.1 DV.3 The performance criterion does not apply to non-safety related sub-functions of

the PDS(SR) on the basis that analysis has determined that the non-safety related

functions do not interact with the safety related functions.

9.3.2 Intended EM environment

Where the EM environment is not known or not declared by the PDS(SR) manufacturer or the intended

environment is the second environment, the PDS(SR) shall be verified to the immunity requirements given

in the second environment columns of Table E.1 , Table E.2 and Table E.3.

When the environment of the intended use of the PDS(SR) is the first environment, the PDS(SR) shall be

verified to the immunity requirements given in the first environment columns of Table E.1 and Table E.3.

The performance criterion of 9.3.3 shall be applied.

The specified mitigation measures shall be in place during the tests to verify their effectiveness.

9.3.3 Performance criterion (fail safe state – FS)

The following performance criterion shall be satisfied while the PDS(SR) exercises all safety-related

hardware parts during the tests. The behaviour of non-safety related functions of the PDS(SR) are not

considered, unless non-safety related components are used as indicators of the safety sub-functions and

have been verified to be operating properly.

Additionally no hazards shall be introduced by the PDS(SR) when the EM immunity tests are applied.

Safety sub-functions of the PDS(SR):

– do not deviate outside their specified l imits for functional safety (equal to criterion A of IEC 61 800-3), or

– may deviate temporarily or permanently outside their specified l imits for functional safety if the PDS(SR)

reacts to the EM disturbance in such a way that a defined safe state (fail safe state) of the PDS(SR) is

maintained or achieved within the specified maximum fault reaction time.

Permanent degradation of the safety sub-function or destruction of components is permitted provided a

defined safe state shall be maintained or achieved within the specified maximum fault reaction time.

This criterion applies to all EM phenomena relevant to the PDS(SR) in its intended application.

9.4 Thermal immunity testing

9.4.1 General

Thermal immunity testing of each safety sub-function, including related diagnostics, shall be performed.
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9.4.2 Functional thermal test

The test shall be performed according to the temperature rise test of IEC 61 800-5-1 :2007 to determine

that each safety sub-function of the PDS(SR) works properly under the rated temperature operating

conditions.

9.4.2DV.1 D2 Modification:

The test shall be performed according to UL 61 800-5-1 .

9.4.2DV.2 D1 Modification to add:

9.4.2DV.2.1 The functional thermal test shall be conducted at the drives maximum rated

operating temperature and its minimum operating temperature, if the minimum rated

operating temperature is less than 0°C. The test at the minimum operating temperature

requires the PDS(SR) to be in thermal equilibrium state with the minimum operating

temperature rating immediately prior to starting the test. The verification of each safety

sub-function for the test at the minimum operating temperature shall be done immediately

after power has been applied to the PDS(SR) and it has begun to operate. The time from

when the power has been applied and the PDS(SR) has begun to operate shall be the

shortest amount of time possible as allowed by the PDS(SR) safety sub-function.

9.4.2DV.2.2 The performance criterion shall be in accordance with 9.5.4.

9.4.3 Component thermal test

For all components of each safety sub-function, the component manufacturer’s specified maximum

operating temperature shall not be exceeded during the test.

NOTE 1 Testing whether all safety-related components are operated in the specified temperature range when the PDS(SR) is applied

to its specified minimum and maximum ambient temperatures can be performed at a lower temperature than the rated maximum

ambient air temperature of the PDS(SR). The maximum temperatures attained during testing can be corrected to the maximum rated

ambient temperature for the PDS(SR) by adding the difference between the ambient temperature during the test and the maximum

rated ambient temperature for the PDS(SR).

NOTE 2 IEC 61 800-5-1 provides information regarding thermal test methods.

9.4.3DV DE Modification to add:

It shall be verified that the minimum operating temperature of the PDS(SR) is not less than

the minimum operating temperature of any of the components of each safety sub-function.

9.5 Mechanical immunity testing

9.5.1 General

Shock and vibration immunity testing of each safety sub-function, including related diagnostics, shall be

performed.
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9.5.2 Vibration test

Testing shall be performed according to the test conditions of the vibration test of IEC 61 800-5-1 :2007,

except that the PDS(SR) shall be powered and each safety sub-function shall be verified while operating.

9.5.3 Shock test

Testing shall be performed according to the test conditions of the shock test of IEC 61 800-2:201 5, except

that the PDS(SR) shall be powered and each safety sub-function shall be verified while operating.

9.5.4 Performance criterion for mechanical immunity tests (fail safe state – FS)

Safety sub-functions of the PDS(SR):

– do not deviate outside their specified l imits for functional safety, or

– may deviate temporarily or permanently outside their specified l imits for functional safety if the PDS(SR)

reacts to the mechanical disturbance in such a way that a defined safe state (fail safe state) of the

PDS(SR) is maintained or achieved within the specified maximum fault reaction time.

9.5.4DV DE Modification to add:

Clause 9.5.4 also applies to performance criterion for the functional thermal test.

9.6 Test documentation

During PDS(SR) testing for safety sub-functions, the following details shall be documented:

a) the version of the test plan used;

b) the criteria for acceptance of tests;

c) the model and version of the PDS(SR) being tested;

d) the tools and equipment used along with calibration data;

e) the conditions of the test;

f) the test personnel;

g) the detailed results of each test;

h) any discrepancy between expected and actual results;

i) the pass/fail status of the test. I f the test has failed, the mode of failure shall be documented.
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1 0 Modification

1 0.1 Objective

The objective of this clause is to ensure the functional safety of the PDS(SR) is maintained when design

modifications are made after the original design is released for manufacture.

1 0.2 Requirements

1 0.2.1 General

Prior to carrying out any modification activity, procedures shall be planned. Modifications shall be

performed with at least the same level of expertise, automated tools, and planning and management as

the initial development of the PDS(SR). Modification shall be carried out as planned.

1 0.2.2 Modification request

The modification shall be initiated only by the issue of a modification request under the procedures for the

management of functional safety (see Clause 5). The request shall detail the following:

a) the reasons for the modification;

b) the proposed change (both hardware and software).

NOTE For the selection of appropriate techniques to implement the requirements for software modifications, see IEC 61 508-3:201 0,

Table A.8.

1 0.2.3 Impact analysis

An assessment shall be made of the impact of the proposed modification on the functional safety of the

PDS(SR). The assessment shall include an analysis sufficient to determine the breadth and depth to

which a return to appropriate development steps according to 5.2 wil l need to be performed.

1 0.2.4 Authorization

Authorization to carry out the requested modification shall be dependent on the results of the impact

analysis.

1 0.2.5 Documentation

Appropriate documentation shall be established and maintained for each PDS(SR) modification activity.

The documentation shall include:

a) the detailed specification of the modification;

b) the results of the impact analysis;

c) al l approvals for modifications;

d) the test cases for components including revalidation data;

e) the PDS(SR) configuration management history (hardware and software);
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f) the deviation from previous operations and conditions;

g) the necessary modifications to information for use;

h) al l applicable development steps according to 5.2.
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Annex A
(informative)

Sequential task table

According to the lifecycle described in IEC 61 508 the following design procedure is appropriate for
PDS(SR). The order of the necessary development steps is shown in Table A.1 and reference is made to
the appropriate clause or subclause in this standard or in IEC 61 508.

NOTE 1 The lifecycle design and development has been split into “architecture“ and ”design and development“ as it is common
practice in design engineering.

NOTE 2 When third-party certification is desired, contact between the PDS(SR) manufacturer and the certification body can be
established at the start of the design procedure.

Table A.1
Design and development procedure for PDS(SR)

Tasks References

1 General requirements

All relevant documents should be under the control of an
appropriate document control scheme

IEC 61 508-1 :201 0, Clause 5

Software quality management system IEC 61 508-3:201 0, Clause 6

Safety Concept: Phase 3 of PDS(SR) safety l ifecycle (see 4.2 of this
standard)

a) Hardware design on an architectural level, including a) See Clause 5 of this standard

– Block diagrams of safety related hardware IEC 61 508-2:2000, 7.4, Annex A, Tables B.2, B.6
Examples in IEC 61 508-6:2000, Annexes A and D

– User and process interfaces

– Safety relevant signal paths

– Power supply

– Separation of independent channels to achieve fault
tolerance

– Communication l inks between independent channels
to achieve diagnostic coverage

b) Software design on an architectural level, including: b) IEC 61 508-2:2000, 7.2.3.1 (h)
IEC 61 508-3:201 0, 7.2.2.8, 7.2.2.1 0, 7.4.2, 7.4.3,

– description of the functions provided by the safety
related software

Tables A.2, B.1 , B.7, B.9

– interaction with hardware IEC 61 508-7:2000, Table C.1

– state machine diagrams of the intended behaviour of
the software

– user and process interfaces

– fault detection possibil ities and fault reactions

– overview of software structure, for example with block
diagram

– control and storage of safety related data

– version procedures

– used tools, for example compiler, code checker, etc.

Table A.1 Continued on Next Page
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Table A.1 Continued

Tasks References

2 Planning of PDS(SR) functional safetymanagement Phase 1 of PDS (SR) safety l ifecycle (see 5.3 and 5.4 of
this standard)

Generation of a plan which defines the activities required to
satisfy Clauses 5 to 1 0 of this standard and identifies persons,
department(s), or organization(s) responsible for completing
these activities.

See 5.4 of this standard
IEC 61 508-1 :201 0, 6.2
IEC 61 508-3:201 0, 6.2

“Plan shall be updated as necessary throughout the entire
development of the PDS(SR)”

3 Specification of PDS(SR) safety requirements Phase 2 of PDS(SR) safety l ifecycle (see 5.3 and 5.5 of
this standard)

Development of a safety requirements specification (SRS)
including safety sub-functions requirements and safety integrity
requirements

See 5.5 of this standard

IEC 61 508-1 :201 0, 7.5, 7.1 0
IEC 61 508-2:201 0, 7.2, Tables B.1 , B.6
IEC 61 508-2:201 0, 7.4.6 to 7.4.8, Annex A
IEC 61 508-3:201 0, 7.2,Tables A.1 , B.7
IEC 61 508-3:201 0, 7.4.2 to 7.4.4, Tables A.3, B.1
IEC 61 508-7:201 0, Table C.1
IEC 61 508-6:201 0, Annex A
Examples in IEC 61 508-5:201 0

4 Verification of PDS(SR) safety requirements specification

a) Reviews of the safety requirements specification a) See 8.2 of this standard

b) Check by an independent person or department where
required

b) IEC 61 508-2:201 0 and IEC 61 508-3:201 0, 7.9

5 Safety system architecture specification for a PDS(SR) Phase 3 of PDS(SR) safety l ifecycle (see 5.3 and 5.6 of
this standard)

a) Details of hardware and software necessary to
implement safety sub-functions specified by the SRS.
For each safety sub-function, the architecture should
also include:

a) See 5.6 of this standard

• requirements for subsystems and parts of
subsystems as appropriate;

IEC 61 508-2:201 0, 7.4, Annex A

IEC 61 508-3:201 0, 7.4.2, 7.4.3
Examples in IEC 61 508-6:201 0, Annexes A and D• requirements for the integration of the subsystems

and parts to satisfy the SRS;

• throughput performance that enables response time
requirements to be met;

• accuracy and stabil ity requirements for
measurements and controls;

• safety-related operator interfaces;

• other items specified in 5.6.2.2.

b) Details of how the design will achieve the safety
integrity level and required target failure measure for
the safety sub-function including:

b) IEC 61 508-2:201 0, 7.4, Tables 2, 3, Annexes A, C
IEC 61 508-3:201 0, 7.2.2.8, 7.2.2.1 0, 7.4.2, 7.4.3,
Tables A.2, B.1 , B.7, B.9
IEC 61 508-6:201 0, Clause A.2

• architecture of each subsystem required to meet
architectural constraints on hardware safety integrity;

IEC 61 508-7:201 0, Table C.1

• relevant reliabi l ity modell ing parameters such as
required diagnostic test interval of al l hardware
components necessary to achieve the target failure
measure;

• actions taken in the event of a detected dangerous
failure;

Table A.1 Continued on Next Page
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Table A.1 Continued

Tasks References

• how the safety-related hardware wil l achieve
immunity to all required environmental conditions,
including EM, over the entire safety l ifecycle;

• QA/QC measures necessary for safety management.

c) Recommendation
Pre-estimation of the probabil ity of failure of safety sub-
functions due to random hardware failures on a level of
functional block diagrams

c) IEC 61 508-1 :201 0, Table 2
IEC 61 508-2:201 0, 7.4.4, Tables 3, A.1 , Annex C
IEC 61 508-3:201 0, Clause 8, Table A.1 0, B.4
(FMEA)
Examples in IEC 61 508-6:201 0, Annexes C and D

6 Verification of safety system architecture specification

a) Reviews of system architecture a) See 8.2 of this standard

b) Check by independent person or department where
required

b) IEC 61 508-2:201 0 and IEC 61 508-3:201 0, 7.9

7 Validation planning Phase 4 of PDS(SR) safety l ifecycle (see 5.4 d) of this
standard)

a) Detailed planning of the validation of safety related
PDS(SR).

a) See 8.3 of this standard

b) The validation plan should be generated in parallel to
Phase 9.3 Design and Development.

b) IEC 61 508-2:201 0, 7.3, Table B.5
IEC 61 508-3:201 0, 7.3, Tables A.7, B.3, B.5

8 Verification of validation plan

a) Reviews of the validation plan a) See 8.2 of this standard

b) Check by independent person or department where
required

b) IEC 61 508-2:201 0 and IEC 61 508-3:201 0, 7.9

9 Design and development Phase 5 of PDS(SR) safety l ifecycle (see 5.3 of this
standard)

See Clause 6 of this standard

a) Hardware design a) IEC 61 508-2:201 0, 7.4, Annex A, Tables B.2, B.3,
B.6

b) Software design b) IEC 61 508-3:201 0, 7.4.5, 7.4.6, Table A.4

c) Reliabil ity prediction
(calculation of the probabil i ty of failure of safety sub-
functions due to random hardware failures) including:

c) IEC 61 508-1 :201 0, Table 2
IEC 61 508-2:201 0, 7.4.3, 7.4.9, Tables 3, A.1 ,
Annex C
IEC 61 508-3:201 0, Table B.4 (FMEA)
Examples in IEC 61 508-6:201 0, Annexes C and D• type of PDS(SR)

• SFF

• functional block diagram

• reliabil ity model

• data base of the model (device lists)

• PFH estimation

• mission time

• repair interval

1 0 Verification of the design

a) Reviews of the system design a) See 8.2 of this standard

b) Functional tests on module level

c) Check by an independent person or department where
required

c) IEC 61 508-2:201 0, 7.9
IEC 61 508-3:201 0, 7.4.7, 7.4.8, 7.9, Tables A.5, A.9

Table A.1 Continued on Next Page
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Table A.1 Continued

Tasks References

11 PDS(SR) integration Phase 6 of PDS(SR) safety l ifecycle (see 5.3 of this
standard)

Integration and test of the safety related PDS(SR). See 6.5 of this standard

IEC 61 508-2:201 0, 7.5

IEC 61 508-3:201 0, 7.4.8, 7.5

1 2 Verification of integration

Review of HW/SW integration test results and documentation See 8.2 of this standard

IEC 61 508-2:201 0, 7.5, 7.9, Tables B.3, B.6
IEC 61 508-3:201 0, 7.4.3.2 f), 7.4.5.5, 7.4.6.1 , 7.4.7, 7.4.8,
7.5, 7.9, Tables A.5, A.6, A.9

1 3 Act of installing, commissioning and operation (user
documentation)

Phase 7 of PDS(SR) safety l ifecycle (see 5.3 of this
standard)

Develop user documentation describing the PDS(SR) act of
install ing, commissioning, operation and maintenance.

See Clause 7 of this standard

IEC 61 508-2:201 0, 7.6, Table .B.4

1 4 Verification of user documentation

a) Reviews of user documentation describing the PDS(SR)
act of install ing, commissioning, operation and
maintenance.

a) See 8.2 of this standard

b) Check by an independent person or department where
required

b) IEC 61 508-2:201 0, 7.9

1 5 Validation of PDS(SR) Phase 8 of PDS(SR) safety l ifecycle (see 5.3 of this
standard)

a) Provide all necessary information needed for PDS(SR)
validation

a) See 8.3 of this standard

b) Complete software and appropriate documentation

c) Validation tests and procedures according to the validation
plan

c) IEC 61 508-2:201 0, 7.3, 7.7, Tables B.5, B.6
IEC 61 508-3:201 0, 7.7, 7.9, Table A.7

d) Documentation of the results of the validation tests

e) Prepare appropriate documentation for third party
validation where necessary

1 6 PDS(SR) modification procedure

a) Modification request and analysis a) See Clause 1 0 of this standard

b) Appropriate documentation of all modified parts of the
PDS(SR)

b) IEC 61 508-1 :201 0, 7.1 6
IEC 61 508-2:201 0, 7.5.2.5, 7.8
Example in IEC 61 508-1 :201 0, Figure 9

c) Re-verification of modified parts

d) Update of reliabi l ity prediction if modification has an impact
on fault tolerance, probabil ity of dangerous faults,
diagnostic coverage or common cause failure

e) Re-validation of at least the modified parts of the PDS(SR)

f) Software modification f) IEC 61 508-3:201 0, 7.1 .2.9, 7.5.2.6, 7.6.2, 7.8.2,
Table A.8
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Annex B
(informative)

Example for estimation of PFH

B.1 General

This clause describes the estimation of the PFH of an example PDS(SR) with the safety sub-function safe
torque off (STO). All the necessary requirements for, and the internal structural parts of the PDS(SR) are
given to show in detail how the PFH value can be calculated.

B.2 Example PDS(SR) structure

B.2.1 General

The PDS(SR) described in this clause includes the safety sub-function STO, which is triggered by two
redundant digital inputs and gives a single feedback signal through a digital output (see Figure B.1 ).
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.

.

Key

STO-A STO trigger input channel A

STO-B STO trigger input channel B

STO-FB STO feedback output

Figure B.1

Example PDS(SR)
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The example requirements are:

– SIL 2;

– continuous mode ofoperation.

Within the PDS(SR), the safety sub-function STO is implemented together with the non-safety-related
functionality of the PDS(SR) using only a few safety sub-function exclusive components.

Due to the internal single channel power supply, the PDS(SR) is split in two independent subsystems: the
two-channel subsystem A/B and the power supply/voltage monitor subsystem PS/VM (see Figure B.2).

The PFH value of the safety sub-function STO of this example PDS(SR) is calculated as follows:

PFH PFH PFH= +
PDS SR( ) A/B PS/VM

where PFHA/B and PFHPS/VM are the PFH values of subsystem A/B and subsystem PS/VM respectively.
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.

.

Key

STO-A STO trigger input channel A

STO-B STO trigger input channel B

STO-FB STO feedback output

Figure B.2

Subsystems of the PDS(SR)
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B.2.2 Subsystem A/B

The safety sub-function STO is implemented with two channels to achieve the hardware fault tolerance of
1 and is modelled by the subsystem “A/B”, for which an independent PFH value is computed. The
realisation of the subsystem provides the following system properties regarding the safety sub-function:

• type B (complex hardware);

• hardware fault tolerance of 1 (two channel implementation).

The architectural constraints of a type B subsystem (see 6.2.3.3) show that, for SIL 2 and hardware fault
tolerance 1 , the safe failure fraction (SFF) shall be at least 60 %.

B.2.3 Subsystem PS/VM

As the internal power supply (PS) has only a single channel, a voltage monitor (VM) is implemented. The
internal power supply and the voltage monitor are modelled as a separate subsystem “PS/VM”, for which
an independent PFH value is computed. The realisation of the subsystem provides the following system
properties regarding the safety sub-function:

• type B (complex hardware);

• hardware fault tolerance of 0 (single channel implementation).

The architectural constraints of a type B subsystem (see 6.2.3.3) show that, for SIL 2 and hardware fault
tolerance 0, the safe failure fraction (SFF) must be at least 90 %.

B.3 Example PDS(SR) PFH value determination

B.3.1 Subsystem “A/B” (main subsystem)

B.3.1 .1 Function block division

Within the PDS(SR), the subsystem A/B is part of the implementation of the safety sub-function STO and
consists of 2 channels as necessary for the hardware fault tolerance of 1 . Figure B.3 shows the schematic
block diagram of the PDS(SR), highl ighting the parts involved in executing the safety sub-function STO.

In order to calculate the PFH value, the subsystem A/B is further subdivided into function blocks, and the
failure rate of each is determined. Due to the minimal count of components of the digital trigger input
circuitry and the switch off circuitry, each channel is merged in one function block (Block A and B).

Component failures within the power module itself do not cause a loss of the safety sub-function.
Therefore, the power module is not to be included in any subsystem contributing to the PFH value.

B.3.1 .1 DV D2 Modification:

The power module as referenced applies only to a power module in accordance with the
block diagram of Figure B.3. If a power module incorporates any of the parts of the STO in
Blocks A or B then the power module shall be included in the subsystem contributing to
the PFH value.
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.

.

Key

P5: Supply voltage 5V

PI-A(B): Pulse inhibition channel A(B)

DIAG-A(B): Diagnosis signal channel A(B)

RC: Resistor capacitor fi lter

DRV: Output driver

PM: Power module

Figure B.3

Function blocks of subsystem A/B
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B.3.1 .2 Determination of failure rates of function blocks

B.3.1 .2.1 Function block analysis

For each function block, it is necessary to define what kind of failures can be regarded as dangerous
failures. The result gives means to the following FMEA (failure mode effects analysis) of the components
of the function block.

B.3.1 .2.2 Component FMEA

The FMEA of the components of the circuit of the function block determines which components are
regarded as relevant for the safety sub-function and then allocates every failure mode of each safety
relevant component the attribute safe or dangerous using the criteria determined in the function block
analysis of B.3.1 .2.1 . For simple components, if dependable data is not available about the proportion of
safe and dangerous failure modes, a single dangerous failure mode leads to the overall component failure
being considered as dangerous. For complex components, IEC 61 508-6:201 0, Annex C, assumes a 50 %
portion of safe and a 50 % portion of dangerous failure modes.

In addition, the FMEA identifies the proportion of the dangerous failure rate of each component which is
detected by the available diagnosis functionality. For complex components, the portion of detected
dangerous failures can be defined using the tables in IEC 61 508-2:201 0. This proportioning defines the
failure rates λDD (dangerous detected) and λDU (dangerous undetected) of the component.

The total failure rates of the function block (λS, λDD, λDU) are generated by summing up the safe failure
rates, the detectable dangerous failure rates and the undetectable dangerous failure rates of all the safety
related components of the function block.

B.3.1 .2.3 Simplified method of determination of the differentiated failure rates

In complex hardware circuits with high component count, the FMEA on a component by component basis
is not always practical. Therefore, a generally accepted simplified method, fol lowing IEC 61 508-6:201 0,
Annex C, may be selected.

The failure rate of a total function block with complex circuit, calculated as sum of the failure rates of all
components, is divided in a 50 % portion of safe failures and a 50 % portion of dangerous failures. The
portion of detected failures is determined by using the tables of IEC 61 508-2.

NOTE Use of this simpl ified method is more efficient than a detailed analysis but can result in failure rates λS, λDD and λDU less
favorable (i.e. more conservative) than if a detailed analysis is conducted

This method wil l also lead to the failure rates λS, λDD and λDU of the function block.

B.3.1 .3 Safe failure fraction

Using the simplified method shown in B.3.1 .2.3, the failure rates of the function blocks are determined as
follows:

– safe failure proportion of failures of printed board circuits: 50 % (see NOTE).

NOTE The proportion of the dangerous failures of printed board circuits is then also 50 %.

The diagnostic coverage (DC) is estimated by using the tables of IEC 61 508-2:201 0.
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Table B.1
Determination of DC factor of subsystem A/B

Method (IEC 61 508-2:201 0) DC level claim Diagnostic test implementation

Table A.3 Failure detection by on-l ine monitoring 90 % Cyclic test checks redundant channels

Table A.3 Monitored redundancy 99 % / 90 % Cyclic test checks redundant channels

Table A.4 Self-test by software (walking bit) (one
channel)

90 % Self-test of the microprocessor

Table A.6 RAM test “galpat” 90 % Done by the microprocessor

Table A.1 0 Watchdog with separate time base and
time-window (also Table A.1 2)

90 % Watchdog design

Table A.8 Inspection using test patterns 99 % Done by RAM-test

Table A.1 5 Cross monitoring of multiple actuators 99 % Cyclic test monitors both switch off actuators

_ DCA for function block A: 90 % (see Table B.1 );

– DCB for function block B: 90 % (see Table B.1 ).

Failure rates of the circuitry of the function blocks A and B (realistic example values, expressed as failures
in time (FIT), with units 1 0−9/h):

Block A: λA (total failure rate) 450 FIT

λAS (proportion of safe failures) 0,5*450 FIT 225 FIT

λAD (proportion of dangerous failures) 0,5*450 FIT 225 FIT

λADD DCA*λAD 0,9*225 FIT 202,5 FIT

λADU (1 -DCA)*λAD (1 -0,9)*225 FIT 22,5 FIT

Block B: λB (total failure rate) 70 FIT

λBS (proportion of safe failures) 0,5*70 FIT 35 FIT

λBD (proportion of dangerous failures) 0,5*70 FIT 35 FIT

λBDD DCB*λBD 0,9*35 FIT 31 ,5 FIT

λBDU (1 -DCB)*λBD (1 -0,9)*35 FIT 3,5 FIT

The safe failure fraction of subsystem A/B, calculated according to IEC 61 508-2:201 0, Clause C.1 , item h,
is:

SFFA/B = [(λAS + λBS) + (DCA * λAD) + (DCB * λBD)] / [(λAS + λBS) + (λAD + λBD)]

= [(225 + 35) + (0,9 * 225) + (0,9 * 35)] FIT / [(225 + 35) + (225 + 35)T] FIT

= 494 FIT / 520 FIT;

SFFA/B = 95 %;

NOTE The calculation of SFFA/B is shown to demonstrate the principal. Due to the determined test intervals in Table B.1 , SFFA/Bresulting
can be applied (see Clause B.4).

B.3.1 .4 Common cause failure factor βA/B

The common cause failure factor βA/B is estimated by using IEC 61 508-6:201 0, Table D.4.
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= 2 % ;
A/B

B.3.1 .5 Reliability model (Markov)

The reliabil ity model of the subsystem A/B is implemented as a Markov model, the state graph of which is
shown in Figure B.4.

ULN
ORM.C

OM : C
lick

 to
 vi

ew
 th

e f
ull

 PDF of
 U

L 6
18

00
-5-

2 2
02

2

https://ulnorm.com/api/?name=UL 61800-5-2 2022.pdf


78 UL 61 800-5-2 MAY 3, 2022

.

.

Key:

S1 , S2, S3, S4, S5, S6, S8: states of the Markov model

"D": defect

"DD": defect detected

"DU" defect undetected

other terms are explained in the clause above

NOTE 1 The above Markov model Figure B.4 can be regarded as an approximation, as the transition processes corresponding to
diagnostic tests and event triggered repairs, due to their nature, do not comply with the necessary conditions for the Markov
technique in a mathematically strict sense.

NOTE 2 The model shown in Figure B.4 shows the inclusion of diagnostic tests in a detailed manner. Due to the usual magnitude of
failure rates and test rates, the model could be simplified. Normally, it is not significant whether the test rate is 1 /8 h or 1 /1 68 h (see
Table B.2).

NOTE 3 In Figure B.4, min(λBD; λAD) means λBD or λAD, whichever is smaller. Due to the fact that the common cause failure rate, while
increasing the beta factor, can reach only the λ value of the channel with the smaller value the minimum function for calculating the
common cause failure rate is justified.

NOTE 4 The Model assumes continuous mode of operation, i .e. permanent presence of the demand to perform the safety sub-
function. Therefore, any entering to state S8 causes a contribution to PFH and no additional transitions are needed to represent the
occurrence of a demand. Thus the model covers the entire range of possible demand rates. On the other hand, in the present case of
a redundant architecture the assumption of continuous demand does not lead to a significant increase of PFH as compared to high
demand.

Figure B.4

Reliability model (Markov) of subsystem A/B
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The model does not take into account “safe” failures because they have no important influence on the PFH
value. The model assumes that the PDS(SR) is switched off l ine and repaired after detection of a failure.

The common cause failure rate is determined by the factor βA/B and the lower value of the dangerous
failure rates of function block A and B (see Note 3).

NOTE The rate of simultaneous failure of both blocks can never be greater than the lower of both failure rates.

In state S2, the function block A has failed dangerously. Depending on the operation of the diagnostic test,
three possible states can follow:

– S5 follows, if the diagnostic test detects the failure, and the function block is repaired;

– S6 follows, if the diagnostic test does not detect the failure;

– S8 follows if function block B fails before the diagnostic test detects the failure in function block A.

In state S6, the function block A has failed undetected dangerously. S8 follows if block B fails dangerously.

State S8 represents the dangerous situation where the safety sub-function is no longer available and the
test is not effective any longer. Since continuous mode ofoperation is assumed for the PDS(SR), state S8
also represents the “hazardous event” resulting from a dangerously failed PDS(SR) confronted with
demand of the safety sub-function.

B.3.1 .6 PFH value calculation

λ values, DC and β factors are given in B.3.1 .3 and B.3.1 .4:

Additional determinations:

• rTest = 1 /8 h, 1 /24 h, 1 /1 68 h, . . . (diagnostic test rate)

• rRep = 1 /8 h (repair rate)

• TM = 1 0 years or 20 years (mission time)

To determine the PFH value, the time dependent progression of the probabil ity [ pi(t) ] of each state [ Si ] of
the Markov model can be calculated. The starting probabil ity value of all states except state S1 is equal to
zero. The starting probabil ity value of state S1 is equal to one. The calculation can be done up to the
mission time TM.

PFH
T

p t p t p t p t p t p t p t dt=
1

{ min( , ) ( ) + [ ( ) + ( ) + ( )] + [ ( ) + ( ) + ( )]}A B
M

T

A B AD BD AD BD/

0

/ 1 3 4 7 2 5 6

M

Results of calculations for different values of the parameters βA/B, rRep, rTest and TM are shown in Table B.2.
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Table B.2
PFH value calculation results for subsystem A/B

βA/B rRep rTest TM years PFHA/B

2 % 1 /8 h 1 /8 h 1 0 7,67 × 1 0–1 0 /h

2 % 1 /8 h 1 /24 h 1 0 7,68 × 1 0–1 0 /h

2 % 1 /8 h 1 /1 68 h 1 0 7,70 × 1 0–1 0 /h

2 % 1 /8 h 1 /672 h 1 0 7,76 × 1 0–1 0 /h

2 % 1 /8 h 1 /8760 h 1 0 8,76 × 1 0–1 0 /h

2 % 1 /8760 h 1 /8 h 1 0 8,76 × 1 0–1 0 /h

2 % 1 /8 h 1 /8 h 20 8,34 × 1 0–1 0 /h

2 % 1 /8 h 1 /672 h 20 8,43 × 1 0–1 0 /h

3 % 1 /8 h 1 /8 h 20 1 ,1 8 × 1 0–9 /h

5 % 1 /8 h 1 /8 h 20 1 ,88 × 1 0–9 /h

Values in bold characters give the modified value regarding the previous l ine.

The results in Table B.2 show the influence of the test rate, the mission time and the common cause failure
factor regarding the PFH value. The variation of the parameters is given to show the influence of each
parameter to the PFH value. Nevertheless, not al l of the parameter values may be realistic. Regarding the
achievable overall accuracy of a PFH calculation, the PFH value of a complete safety device should be
specified using a mantissa with one decimal place only. Table B.2 provides two decimal places only in
order to demonstrate even low effects of particular parameter variations.

B.3.2 Subsystem “PS/VM”

B.3.2.1 Function block division

For the safety sub-function STO, the subsystem PS/VM comprises one channel with a dedicated monitor.
Figure B.5 shows the subsystem further subdivided into two function blocks which contain the internal
single power supply (PS) and the voltage monitor circuit (VM).
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.

.

Key

P5 supply voltage 5 V

P3V3 supply voltage 3,3 V

Figure B.5

Function blocks of subsystem PS/VM
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B.3.2.2 Failure rates of function blocks

The failure rates of each function block are determined using the methods of B.3.1 .2.

B.3.2.3 Safe failure fraction

Using the simplified method shown in B.3.1 .2.3, the failure rates of the function blocks are determined as
follows:

– safe failure proportion of failures of printed board circuits: 50 % (see Note).

NOTE The proportion of the dangerous failures of printed board circuits is then also 50 %.

The diagnostic coverage (DC) can be estimated by using the tables of IEC 61 508-2:201 0, Annex A.

Table B.3
Determination of DC factor of subsystem A/B

Method (IEC 61 508-2) DC level claim Method implementation

Table A.9 Voltage control (secondary) or power down with
safety shut-off or switch-over to second power unit

High Voltage monitor powers down the
PDS(SR)

– DC for function block PS: 99 % (see Table B.3).

– DC for function block VM: 0 % (no monitor of the voltage monitor available).

Failure rates of the circuitries of the function blocks PS and VM (realistic example values):

Block PS: λPS (total failure rate) 250 FIT

λPSS (proportion of safe failures) 0,5*250 FIT 1 25 FIT

λPSD (proportion of dangerous failures) 0,5*250 FIT 1 25 FIT

λPSDD DCPS*λPSD 0,99*1 25 FIT 1 23,75 FIT

λPSDU (1 -DCPS)*λPSD (0,01 )*1 25 FIT 1 ,25 FIT

Block VM: λVM (total failure rate) 250 FIT

λVMS (proportion of safe failures) 0,5*250 FIT 1 25 FIT

λVMD (proportion of dangerous failures) 0,5*250 FIT 1 25 FIT

The safe failure fraction of subsystem PS/VM is calculated according to IEC 61 508-2:201 0, Clause C.1 ,
item g (see Note):

SFFPS/VM = [λPSS + (λPSD * DCPS)] / λPS

= [1 25 + (1 25 * 0,99)] FIT / 250 FIT

SFFPS/VM = 99,5 %

NOTE The monitor block does not contribute to the SFF but only to the PFH.
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B.3.2.4 Common cause failure factor βPS/VM

The common cause failure factor βPS/VM is estimated by using of IEC 61 508-6:201 0, Table D.4.

= 2 %
PS/VM

B.3.2.5 Reliability model (Markov)

The reliabil ity model of the subsystem PS/VM is implemented as a Markov model the state graph of which
is shown in Figure B.6.
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. 

.  

Key:

S1 , S2, S3, S4: states of the Markov model

"D": defect

"DD": defect detected

"DU" defect undetected

Other terms are explained in Subclause B.3.2

NOTE 1 The above Markov model should be regarded as an approximation, as the transition processes corresponding to diagnostic
tests and event triggered repairs, due to their nature, do not comply with the necessary conditions for the Markov technique in a
mathematically strict sense.

NOTE 2 The voltage monitor provides continuous supervision of the power supply circuit. Therefore, no test rate appears in the
model. Due to the usual magnitude of the failure rates and repair rates, the model could be simplified. The depicted version is
intended for clarity.

Figure B.6

Reliability model (Markov) of subsystem PS/VM

ULN
ORM.C

OM : C
lick

 to
 vi

ew
 th

e f
ull

 PDF of
 U

L 6
18

00
-5-

2 2
02

2

https://ulnorm.com/api/?name=UL 61800-5-2 2022.pdf

