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Preface (UL)

This UL Standard is based on IEC Publication 61800-5-2, second edition (published April 2016),
Adjustable Speed Electrical Power Drive Systems — Part 5-2: Safety Requirements — Functional. IEC
publication 61800-5-2 is copyrighted by the IEC.

These materials are subject to copyright claims of IEC and UL. No part of this publication may be
reproduced in any form, including an electronic retrieval system, without the prior written permission of UL.
All requests pertaining to the Adjustable Speed Electrical Power Drive Systems — Part 5-2: Safety
Requirements — Functional, UL 61800-5-2 Standard should be submitted to UL.

Note — Alth
responsibili

bugh the intended primary application of this Standard is stated in its Scope, it is important to note thatlit
y of the users of the Standard to judge its suitability for their particular purpose.

remains the
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NATIONAL DIFFERENCES

National Differences from the text of International Electrotechnical Commission (IEC) Publication 61800-5-
2, Adjustable Speed Electrical Power Drive Systems — Part 5-2: Safety Requirements — Functional,

copyright

2016, are indicated by notations (differences) and are presented in bold text.

There are five types of National Differences as noted below. The difference type is noted on the first line of
the National Difference in the standard. The standard may not include all types of these National
Differences.

DR -The

se are National Differences based on the national regulatory requirements.

D1 - Thgse are National Differences which are based on basic safety principles and reql.]irements,
eliminatign of which would compromise safety for consumers and users of products.

D2 - Thegse are National Differences from IEC requirements based on existing safety practic

es. These

requireménts reflect national safety practices, where empirical substantiation{(for the IEC qr national

requirem

DC - Thg
particular,

DE - The

Each nati
following
text:

nt) is not available or the text has not been included in the IEC standard.

se are National Differences based on the component standards and will not be deldted until a

component standard is harmonized with the IEC component.standard.
e are National Differences based on editorial comments or corrections.

pnal difference contains a description of what the national difference entails. Typically

one of the

words is used to explain how the text of the national difference is to be applied to thel base IEC

A

figure, or annex. Addition is not meant{@include adding select words to the base IEC texi.

dition / Add - An addition entails addihg a complete new numbered clause, subcla

Ise, table,

Mpdification / Modify - A modification is an altering of the existing base IEC text sych as the
addition, replacement or delétion of certain words or the replacement of an enti
sybclause, table, figure, or annex of the base IEC text.

D
ta

e clause,

letion / Delete - A deletion entails complete deletion of an entire numbered clause, subclause,

ble, figure, or annexiwithout any replacement text.
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FOREWORD

INTERNATIONAL ELECTROTECHNICAL COMMISSION

ADJUSTABLE SPEED ELECTRICAL POWER DRIVE SYSTEMS - Part 5-2: Safety requirements —

Functional

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising all national
electrotechnical committees (IEC National Committees). The object of IEC is to promote international co-operation on all questions
concerning standardization in the electrical and electronic fields. To this end and in addition to other activities, IEC publishes

International Standards, Technical Specifications, Technical Reports, Publicly Available Specifications (PAS) and Guid
referred to 3s “IEC Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee

the subject
liaising wit

2) The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an.international g

opinion on {

3) IEC Pub
sense. Whil
responsible|

4) In order

maximum gxtent possible in their national and regional publications. Any~divergence between any IEC Publica

correspondi

5) IEC itselfldoes not provide any attestation of conformity. Independent.certification bodies provide conformity assessn
and, in sorpe areas, access to IEC marks of conformity. IEC is»not responsible for any services carried out by

certification

6) All users

7) No liabili
technical c
whatsoever,

reliance upgn, this IEC Publication or any othgr IEC Publications.

8) Attention
correct appl|

9) Attention
not be held

Internatiopal:Standard IEC 61800-5-2 has been prepared by subcommittee 22G: Adjustable spe

drive sys

dealt with may participate in this preparatory work. International, governmental and non-governmental

he relevant subjects since each technical committee has representation from all interestedJEC National Con

cations have the form of recommendations for international use and are accepted by IEC National Comm
e all reasonable efforts are made to ensure that the technical content of IEC Rublications is accurate, IEC c3
for the way in which they are used or for any misinterpretation by any end user,

o promote international uniformity, IEC National Committees undertake“to apply IEC Publications transpg

g national or regional publication shall be clearly indicated in the)latter.

bodies.

5hould ensure that they have the latest edition @fthis publication.

ty shall attach to IEC or its directors, ‘employees, servants or agents including individual experts and mq
mmittees and IEC National Committees for any personal injury, property damage or other damage o
whether direct or indirect, or for eosts (including legal fees) and expenses arising out of the publicatio

cation of this publication.

esponsible foridentifying any or all such patent rights.

es (hereafter
interested in
rganizations

the IEC also participate in this preparation. IEC collaborates closely with the International,@rggnization for
Standardizgtion (ISO) in accordance with conditions determined by agreement between the two organizations.

onsensus of
mittees.

ittees in that
nnot be held

rently to the
ion and the

ent services
independent

mbers of its
any nature
h, use of, or

is drawn to the Normative-references cited in this publication. Use of the referenced publications is indisperjsable for the

is drawn to thepossibility that some of the elements of this IEC Publication may be the subject of patent rights. IEC shall

ed electric

tems _incorporating semiconductor power converters, of IEC technical committee }

P2: Power

electronic systems and equipment.

This second edition cancels and replaces the first edition published in 2007. This edition constitutes a

technical

revision.

This edition includes the following significant technical changes with respect to the previous edition:

a) rationa

| added in the scope why low demand mode is not covered by this standard

b) definition added for: “category” and “safety function”

c) “Other

sub-functions” sorted into “Monitoring sub-functions” and “Output functions”
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d) deleted “proof test” throughout the document because for PDS(SR) a proof test is not applicable
e) replaced the term “safety function” by “safety sub-function” throughout the document

f) Updated references to IEC 61508 series Ed.2010

g) Added the principle rules of ISO 13849-1 and reference to tables of ISO 13849-2

h) 6.1.6 Text replaced by Table 2

i) 6.1.7 Integrated circuits with on-chip redundancy matched to changed requirement in IEC|61508-2:
2010, Annex E

j) 6.2.8 Dgsign requirements for thermal immunity of a PDS(SR)

k) 6.2.9 Design requirements for mechanical immunity of a PDS(SR)
1) 6.1.6 SIL for multiple safety sub-functions within one PDS(SR)

m) 6.1.7 Integrated circuits with on-chip redundancy

n) 6.2.1 Basic and well-tried safety principles

0) 6.2.2.1 4 Diagnostic test interval when the hardware faulf'tolerance is greater than zero
p) 6.2.5.2]7 PDS(SR) parameterization

q) 9 Test requirements

r) 9.3 Eledtromagnetic (EM) immunity testing

s) 9.4 Thermal immunity testing

t) 9.5 Mechanical immunity testing

u) Annex A Sequentialtask table

v) Annex D, D.3:16, Motion and position feedback sensors updated

A D

w) Annex EfEtectromagneticimmunity(Ev)requirement for POS{SRY

x) Annex F Estimation of PFDavg value for low demand with given PFH value

The text of this standard is based on the following documents:

FDIS Report on voting
22G/332/FDIS 22G/335/RVD

Full information on the voting for the approval of this standard can be found in the report on voting
indicated in the above table.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 61800 series, published under the general title Adjustable speed electric drive
systems, can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until the stability
date indicated on the IEC website under "http://webstore.iec.ch" in the data related to the specific
publication. At this date, the publication will be

* reconfirmed,

» withdrawn,
* replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside’ logo on the cover page of this publication indicates that it
containg colours which are considered to be useful for the correctunderstanding of its gontents.
Users should therefore print this document using a colour printer.
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INTRO

DUCTION

As a result of automation, demand for increased production and reduced operator physical effort, control
systems of machinery and plant items play an increasing role in the achievement of overall safety. These
control systems increasingly employ complex electrical/ electronic/programmable electronic devices and

systems.

Prominent amongst these devices and systems are adjustable speed electrical power drive systems

(PDS) tha

Examples

t are suitable for use in safety-related applications (PDS(SR)).

of industrial applications are:

* machine

» papermaking machines, textile production machines, calendars in the rubber industry;

* process

» cement crushing machines, cement kilns, mixers, centrifuges, extrusion machines;

« drilling machines;

* conveyd

* pumps,

This stan

Users of

ISO 13849-1 for safety-related control systems. In this case, PDS(SR) manufacturers may be re

provide f
PDS(SR)

NOTE "Typ
particular m|

There are
as part o

interlocking in order.to exclude personnel from hazards where access to the dangerous ar
when rotating parts have stopped. This part of IEC 61800 gives a methodology to iglentify the

possible
contributi
the PDS(

tools, robots, production test equipment, test benches;

lines in plastics, chemicals or metal production, rolling-mills;

rs, materials handling machines, hoisting equipment{cranes, gantries, etc.);
fans, etc.
jard can also be used as a reference for dévelopers using PDS(SR) for other applicatig

this standard should be aware that¢some type C standards for machinery current

irther information (e.g. category”’and performance level PL) to facilitate the integr
into the safety-related contrel'systems of such machinery.

e C standards” are defined in 1ISO 12100 as machine safety standards dealing with detailed safety requir
pchine or group of machines.

many situations where control systems that incorporate a PDS(SR) are employed, fg
f safety measures that have been provided to achieve risk reduction. A typical cas

bn made by a PDS(SR) to identified safety sub-functions and to enable the appropriatg
SR).and verification that it meets the required performance.

ns.

y refer to
quested to
ation of a

bments for a

r example
e is guard
ba is only

design of

Measures are given to co-ordinate the safety performance of the PDS(SR) with the intended risk reduction
taking into account the probabilities and consequences of its random and systematic faults.
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ADJUSTABLE SPEED ELECTRICAL POWER DRIVE SYSTEMS - Part
5-2: Safety requirements — Functional

1 Scope

This part of IEC 61800, which is a product standard, specifies requirements and makes recommendations
for the design and development, integration and validation of safety related power drive systems
(PDS(SR)) in terms of their functional safety considerations. It applies to adjustable speed electrical power

drive systems covered by the other parts of the IEC 61800 series of standards as referred in IEC

NOTE 1 Th

NOTE 2 Ot

This Inte
PDS(SR)

While low
and conti
be used i
guidance
provided

This part
IEC 615(
intended
a PDS(SH

Manufact
will indica
equipmer
principles
IEC 6151

By applyi
IEC 6150

This part

e term “integration” refers to the PDS(SR) itself, not to its incorporation into the safety-related application.

er parts of IEC 61800 cover rating specifications, EMC, electrical safety, etc.

rnational Standard is applicable where functional safety of a PDS(SR) is claime
is operating mainly in the high demand or continuous mode (see 3.15)

demand mode operation is possible for a PDS(SR), this standard concentrates on hig
huous mode. Safety sub-functions implemented for high@emand or continuous mods
h low demand mode. Requirements for low demand made are given in IEC 61508 ser
for the estimation of average probability of dangerous failure on demand (PFD,g
n Annex F.

of IEC 61800 sets out safety-related considerations of PDS(SR)s in terms of the fra
8, and introduces requirements for PDS(SR)s as subsystems of a safety-related sy
fo facilitate the realisation of the electrieal/ electronic/ programmable electronic (E/E/P
R) in relation to the safety performance of safety sub-function(s) of a PDS.

urers and suppliers of PDS(SR)s by using the normative requirements of this part of |
te to users (system integrator, original equipment manufacturer) the safety performan
t. This will facilitate the ineorporation of a PDS(SR) into a safety-related control systen

of IEC 61508, and. possibly its specific sector implementations (for example IE
3, IEC 62061 or ISO“13849).

hg the requirements from this part of the IEC 61800 series, the corresponding requin
8 that are'necessary for a PDS(SR) are fulfilled.

bf IEC 61800 does not specify requirements for:

61800-2.

i and the

h demand
e can also
ies. Some
) value is

mework of
stem. It is
E) parts of

EC 61800
te for their
using the
C 61511,

ements of

» the hazard and risk analysis of a particular application;

« the identification of safety sub-functions for that application;

« the initial allocation of SILs to those safety sub-functions;

« the driven equipment except for interface arrangements;

» secondary hazards (for example from failure in a production or manufacturing process);

» the electrical, thermal and energy safety considerations, which are covered in +IEC 61800-5-1;
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* the PDS(SR) manufacturing process;

« the validity of signals and commands to the PDS(SR).

* security aspects (e.g. cyber security or PDS(SR) security of access)

NOTE 3 The functional safety requirements of a PDS(SR) are dependent on the application, and can be considered as a part of the
overall risk assessment of the installation. Where the supplier of the PDS(SR) is not responsible for the driven equipment, the
installation designer is responsible for the risk assessment, and for specifying the functional and safety integrity requirements of the

PDS(SR).

This part ¢

than SIL 3.

Figure 1
IEC 6180(

Tl

al

sy

f IEC 61800 only applies to PDS(SR)s implementing safety sub-functions with a Siln
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1DV.1 D2 Modification to scope by adding the following:

1DV.1.1 This document is only applicable to the power conversion and drive control

equipment, servo drives and integral servo drive/motor combinations.

1DV.1.2 Only devices connected to line voltages of up to 1.5 kV a.c. are covered.

1DV.2 DR Modification to scope by adding the following:

his equipment is for use in ordinary locations (unclassified locations) in accord
the National Electrical Code, NFPA 70.

1DV.3 D1 Modification to scope by adding the following:

—

PV.3.1 Requirements with respect to electrical, thermal and energy safety consid
re covered in the Standard for Adjustable Speed Electrical Power Drive Systems
t Safety Requirements — Electrical, Thermal and Energy, UL.61800-5-1.

= Q

2 Normgative references

hnce with

lerations
- Part 5-

The follofwing documents, in whole or in part, are normatively referenced in this document and are

indispensable for its application. For dated references, only the edition cited applies. Fo
references, the latest edition of the referenced document (including any amendments) applies.

I undated

IEC 6020¢-1, Safety of machinery — Electrical\€quipment of machines — Part 1: General requirements

IEC 61000-2-4:2002, Electromagnetic.compatibility (EMC) — Part 2-4: Environment — Compatibility levels

in industrial plants for low-frequency. conducted disturbances

IEC 610p0-4-2:2008, Electrémagnetic compatibility (EMC) — Part 4-2: Testing and measurement

techniqugs — Electrostatic disecharge immunity test

IEC 610p0-4-3:2006;.\Electromagnetic compatibility (EMC) — Part 4-3: Testing and me
techniquas — Radiated, radio-frequency, electromagnetic field immunity test

IEC 6100D-4-3:2006/AMD1:2007

IEC 6100D-4-3:2006/AMD2:2010

hsurement

IEC 61000-4-4:2012, Electromagnetic compatibility (EMC) — Part 4-4: Testing and measurement

techniques — Electrical fast transient/burst immunity test

IEC 61000-4-5:2014, Electromagnetic compatibility (EMC) — Part 4-5: Testing and measurement

techniques — Surge immunity test

IEC 61000-4-6:2013, Electromagnetic compatibility (EMC) — Part 4-6: Testing and measurement

techniques — Immunity to conducted disturbances, induced by radio-frequency fields

IEC 61000-4-29:2000, Electromagnetic compatibility (EMC) — Part 4-29: Testing and measurement
techniques — Voltage dips, short interruptions and voltage variations on d.c. input power port immunity

tests
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IEC 61000-4-34:2005, Electromagnetic compatibility (EMC) — Part 4-34: Testing and measurement
techniques — Voltage dips, short interruptions and voltage variations immunity tests for equipment with
input current more than 16 A per phase

IEC 61000-6-7:2014, Electromagnetic compatibility (EMC) — Part 6-7: Generic standards — Immunity
requirements for equipment intended to perform functions in a safety-related system (functional safety) in
industrial locations

IEC 61400-21:2008, Wind turbines — Part 21: Measurement and assessment of power quality
characteristics of grid connected wind turbines

IEC 615(08-1:2010, Functional safety of electrical/electronic/programmable electronic (safety-related
systems — Part 1: General requirements

IEC 615(08-2:2010, Functional safety of electrical/electronic/programmable eleGtronic safdty-related
systems — Part 2: Requirements for electrical/electronic/programmable electronic Safety-related systems

IEC 615(08-3:2010, Functional safety of electrical/electronic/programmable electronic safdty-related
systems - Part 3: Software requirements

IEC 615(08-6:2010, Functional safety of electrical/electronic/pragrammable electronic safdty-related
systems — Part 6: Guidelines on the application of IEC 61508-2 and IEC 61508-3

IEC 615(08-7:2010, Functional safety of electrical/electronic/programmable electronic safdty-related
systems — Part 7: Overview of techniques and measure$

IEC 61800-1, Adjustable speed electrical power drive systems — Part 1: General requirementd — Rating
specificatipns for low voltage adjustable speed @.¢. power drive systems

IEC 6180pD-2:2015, Adjustable speed elettrical power drive systems — Part 2: General requinements —
Rating spgcifications for low voltage adjustable speed a.c. power drive systems

IEC 6180p-3:2004, Adjustable speed electrical power drive systems — Part 3: EMC requirempents and
specific tejst methods
IEC 61800-3:2004/AMD1;20 11

IEC 61800-4, Adjustable speed electrical power drive systems — Part 4. General requirementd — Rating
specificatipns for a-¢~power drive systems above 1 000 V a.c. and not exceeding 35 kV

IEC 61800-5-12007, Adjustable speed electrical power drive systems — Part 5-1: Safety requifements —

Electrical, \thermat-and-enrergy

ISO 13849-1:2006, Safety of machinery — Safety-related parts of control systems — Part 1: General
principles for design

ISO 13849-2:2012, Safety of machinery — Safety-related parts of control systems — Part 2: Validation
2DV.1 D2 Modification by adding the following to 2:

IEC 62061:2005, Safety of machinery — Functional safety of safety-related electrical,
electronic and programmable electronic control systems
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply. Table 1 shows an
alphabetical list of terms and definitions

Table 1
Alphabetical list of terms and definitions

3.1 basic drive module 3.12 hazard 3.23 safety sub-function(s) (of a

BDM PDS(SR))
3.2 cptegory 3.13 installation 3.24 safety integrity
3.3 cpmplete drive module 3.14 mission time 3.25 safety integritylevel

dpm ™ SIL
34 cpmmon cause failure 3.15 mode of operation 3.26 safety-related system
3.5 dhngerous failure 3.16 PDS(SR) 3.27 safety requirements

specification
SRS

3.6 dlagnostic coverage 3.17 average frequency of a 3.28 SIL capability

Oc dangerous failure

PFH
3.7 dlagnostic test(s) 3.18 Performance Level 3.29 subsystem
PL

3.8 fgil safe 3.19 safe failure 3.30 systematic failure
39 Jil safe state 3.20 safe failure fraction 3.31 systematic safety integrity

FS SFF
3.10 fqult reaction function 3.21 safe state 3.32 validation
3.11 fynctional safety 3.22 safety function 3.33 verification

NOTE Thropighout this International Standard, references to the following definitions are identified by writing them in itali¢ script.

3.1
basic drive module
BDM
electroniq power converter and-related control, connected between an electric supply and a motg

-

Note 1 to eftry: The BDM is capable of transmitting power from the electric supply to the motor and can be capable of transmitting
power from the motor to the electric supply.

Note 2 to emtry: The BDM controls some or all of the following aspects of power transmitted to the motor and motor oufput: current,
frequency, Joltagespeed, torque, force.

Note 3 to entry—Fhis-note-appliestotheFrenrchlanguageonty:

[SOURCE: IEC 61800-3:2004/AMD1:2011, 3.1.1]

3.2

category

classification of the safety-related parts of a PDS(SR) in respect of their resistance to faults and their
subsequent behaviour in the fault condition, and which is achieved by the structural arrangement of the
parts, fault detection and/or by their reliability

[SOURCE: ISO 13849-1, definition 3.1.2, modified] “control system” replaced by “PDS(SR)”
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3.3

complete drive module

CDM

drive module consisting of, but not limited to, the BDM and extensions such as protection devices,
transformers and auxiliaries, but excluding the motor and the sensors which are mechanically coupled to
the motor shaft

Note 1 to entry: This note applies to the French language only.

[SOURCE: IEC 61800-3:2004/AMD1:2011, 3.1.2]

3.4
common cause failure
failure, which is the result of one or more events, causing concurrent failures of two, onmore| separate
channels in a multiple channel system, leading to failure of the safety sub-function

[SOURCH: IEC 61508-4:2010, 3.6.10 modified — “leading to system failure” replaced by “leadind to failure
of the safgty sub-function”

3.5
dangerouys failure
failure of § component and/or subsystem and/or system that plays a part in implementing the safety sub-
function that:

a) causes|a safety sub-function of a PDS(SR) to fail suchythat the equipment or machinery drivien by the
PDS(SR) |s put into a hazardous or potentially hazardous state; or

b) decreases the probability that the safety sub-furiction operates correctly
[SOURCH: IEC 61508-4:2010, 3.6.7, modified — “EUC” replaced by “PDS(SR)”, “when required” dleleted]

3.6
diagnostic coverage
DC
fraction of{dangerous failures\detected by automatic diagnostic tests

Note 1 to enjry: This can also be expressed as the ratio of the sum of the detected dangerous failure rates App to the sum of the total
dangerous fgilure rates A52DC = App/ZAp.

Note 2 to enftry: Diagnostic coverage can exist for the whole or parts of a safety-related system. For example, diagnosijic coverage
can exist forrensors and/or logic subsystems and/or output subsystem.

Note 3 to entry: This note applies to the French language only.

[SOURCE: IEC 61508-4:2010; 3.8.6, modified — “on-line” deleted from “online diagnostic tests"]
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3.7
diagnost

ic test

test intended to detect faults or failures and produce a specified output when a fault or failure is detected

3.8
fail safe

design property of an item which prevents its failures from resulting in dangerous faults

[SOURCE: IEC 60500:1998, 821-01-10, modified — “critical” replaced by “dangerous”]

3.9

FS
defined s

Note 1 to en

Note 2 to er]

3.10

fault reac
function t
sub-funct
hazardou

3.11

fail safe ltate

hfe state, typically resulting from a failure
try: Fail safe state (FS) is used in this standard instead of the defined state (DS) of IEC 61000-6-7.

try: This note applies to the French language only.

ttion function

hat is initiated when a fault or failure within the PDS(SR), which could cause a loss of
jon, is detected, and which is intended to maintainythe safety of the installation
s conditions arising at the installation

functional safety
b overall safety relating to the PDS(SR)\which depends on the correct functioning of the safety-

part of th
related pa

Note 1 to
functioning

[SOURCH
“PDS(SR)”;
and on e

3.12
hazard
potential

rts of the PDS(SR) and on external:risk reduction measures

entry: This standard only considers these aspects in the definition of functional safety that depend or
bf the PDS(SR).

F: IEC 61508-4:2010;- 371.12, modified — “EUC and the EUC control system” re
”; “E/E/PE safety-related systems and other” replaced by “safety-related parts of the
ternal”]

source-of harm

the safety
br prevent

the correct

placed by
PDS(SR)

Note 1 to en

that have a long-term effect on a person’s health (for example release of a toxic substance)

[SOURCE: IEC 60050-351:2013, 351-57-01, modified note 1 to entry]

3.13
installation
PDS(SR), equipment driven by the PDS(SR) and possibly other equipment (see Figure 1)

id also those

Note 1 to entry: The word “installation” is also used in this international standard to denote the process of installing a PDS(SR). In
these cases, the word “act of installing” will be used in this standard.
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3.14

mission time

™

specified cumulative operating time of the safety-related parts of the PDS(SR) during its overall lifetime

Note 1 to entry: This note applies to the French language only.

3.15

mode of operation
way in which a safety sub-function is intended to be used, with respect to the rate of demands made upon
it, which may be either low demand mode high demand or continuous mode

Note 1 to enfry: Low demand mode: where the rate of demands for operation made on a safety sub-function is po,dgreafer than one
per year.

Note 2 to entry: High demand and continuous mode: where the rate of demands for operation made‘on a safety sub-function is
greater thanfone per year.

Note 3 to enfry: The low demand mode of operation is not generally considered to be relevant for, PDS(SR) applicationd. Therefore,
in this standard, PDS(SR)s are mainly considered to operate in the high demand mode or continuous mode.

[SOURCH: IEC 61508-4:2010; 3.5.16, modified — “high demand maode” and continuous mode” dombined;
definition reduced to statements of time]

3.16
PDS(SR)
adjustablg speed electrical power drive system providing safety sub-functions

3.17
average frequency of a dangerous failure
PFH
average frequency of a dangerous failure of a PDS(SR) to perform the specified safety sub-function over a
given peripd of time

Note 1 to enfry: In IEC 62061 the abbreviation PFHp, is used.

Note 2 to en{ry: This note applies-te.the French language only.
[SOURCH: IEC 61508+4:2010; 3.6.19, modified — “E/E/PE safety-related system” replaced by “PIDS(SR)"]

3.18
Performarlce Level
PL
discrete level used to specify the ability of safety-related parts of control systems to perform a safety sub-
function under foreseeable conditions

[SOURCE: ISO 13849-1:2006, 3.1.23, modified — “safety function” replaced by “safety sub-function”]

3.19

safe failure

failure of a component and/or subsystem and/or system that plays a part in implementing the safety sub-
function that:

a) results in the spurious operation of the safety sub-function to put the PDS(SR) (or part thereof) into a
safe state or maintain a safe state; or
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b) increases the probability of the spurious operation of the safety sub-function to put the PDS(SR) (or part
thereof) into a safe state or maintain a safe state

[SOURCE: IEC 61508-4:2010; 3.6.8 modified — “element” replaced by “component”; “EUC” replaced by
“PDS(SR)"]

3.20

safe failure fraction

SFF

property of a safety related component and subsystems that is defined by the ratio of the sum of the
average failure—rates—of-safe—and—dangerous—detectedfallures—to—the—sum—ofsafe—and—al—gangerous

failures.

Note 1 to erjtry: This ratio is represented by the equation: SFF = (£Ag + ZApp)/(ZAs + ZAp).
Note 2 to erltry: See Annex C of IEC 61508-2:2010.

Note 3 to erjtry: This note applies to the French language only.
[SOURCE: IEC 61508-4:2010; 3.6.15, modified — “element” replaced by.‘component and subsystems”]

3.21
safe state
state of the PDS(SR) when safety is achieved

Note 1 to entry: In going from a potentially hazardous condition to the final safe state, the PDS(SR) can have to go through a number
of intermedipte safe states.

[SOURCE: IEC 61508-4:2010; 3.1.13, modified>“EUC” replaced by “PDS(SR)’]

3.22
safety fupction
function tp be implemented by a safety-related system or other risk reduction measures, that is iptended to
achieve gr maintain a safe state for the equipment or machinery driven by the PDS(SR), in respect of a
specific hpzardous event.

[IEC 615(08-4:2010; 3.5.1modified — “E/E/PES” deleted, “EUC” replaced by “the equipment or machinery
driven by|the PDS(SR)"]

3.23
safety sub-function, <of a PDS(SR)>
function(s}with—a-spesified-safety perormance—to-be-implementedinwhele—orinpart- by a!/PDS(SR),
which is(are) intended to maintain the safety of the installation or prevent hazardous conditions arising at
the installation

Note 1 to entry: There are only rare cases where the safety function of the complete application is implemented exclusively within the
PDS(SR). In these cases the safety function is still called a safety sub-function in this standard. (e.g. always active SLS without
external initiation)

3.24

safety integrity

probability of a PDS(SR) satisfactorily performing a required safety sub-function under all stated
conditions within a stated period of time
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Note 1 to entry: The higher the level of safety integrity of the PDS(SR)(s), the lower the probability that the PDS(SR)(s) will fail to
carry out the required safety sub-function.

Note 2 to entry: The safety integrity can be different for each safety sub-function performed by the PDS(SR).
[SOURCE: IEC 61508-4:2010; 3.5.4, modified — “E/E/PE safety-related system” replaced by “PDS(SR)’]

3.25

safety integrity level
SIL

discrete level (one out of a possible three) for specifying the safety integrity requirements of a safety sub-
function allocated (in whole or in part) to a PDS(SR)

Note 1 to enfry: SIL 3 has the highest level of safety integrity and SIL 1 has the lowest.

Note 2 to enfry: SIL 4 is not considered in this standard as it is not relevant to the risk reduction requirements normally associated
with PDS(SR)s. For requirements applicable to SIL 4, see IEC 61508.

Note 3 to enfry: Several methods of writing are used for SILx. Throughout this document SIL x is'used

Note 4 to en{ry: This note applies to the French language only.

[SOURCH: IEC 61508-4:2010; 3.5.8, modified — “corresponding t0 a range of safety integrily values,
where safety integrity level 4 has the highest level of safety.integrity and safety integrity level fi has the
lowest” replaced by “for specifying the safety integrity requiréments of a safety sub-function allpcated (in
whole or in part) to a PDS(SR)”]

3.26
safety-related system
designatefl system that both

« implemepts the required safety functions necessary to achieve or maintain a safe state for the gquipment
or machingry driven by the PDS(SR);.and

« is intendgd to achieve, on its ewn or with other risk reduction measures, the necessary safety integrity for
the required safety functions

[SOURCH: IEC 61508-4:2010; 3.4.1, modified] “EUC” replaced by “equipment or machinery driien by the
PDS(SR)’}, “E/E/PES~deleted.

3.27
safety requirements specification
SRS

specification containing all the requirements of the safety sub-functions to be performed by the PDS(SR)

Note 1 to entry: This note applies to the French language only.

3.28

SIL capability

maximum S/L that can be claimed to have been achieved by the design of a PDS(SR) in terms of the
systematic safety integrity and the architectural constraints on hardware safety integrity.

Note 1 to entry: Each of the designated safety sub-functions that a PDS(SR) is intended to perform can be associated with a different
SIL capability.
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Note 2 to entry: SIL capability includes systematic capability, the fulfillment of the architectural constraints and the hardware failure
rate or PFH value.

3.29

subsystem

part of the top-level architectural design of a safety-related system, failure of which results in failure of a
safety-related function

Note 1 to entry: A PDS(SR) can itself be a subsystem, or be made up from a number of separate subsystems, which when put
together to implement the safety sub-function under consideration. A subsystem can have more than one channel.

Note 2 to e ry: Examples ot subsystems of a are encoder, power section, control section (see rigure 1).

3.30
systematic failure
failure, reJated in a deterministic way to a certain cause, which can only be eliminatéd’by a modjfication of
the design or of the manufacturing process, operational procedures, documentation or othgr relevant
factors

Note 1 to erjtry: Examples of causes of systematic failures include human error in:
« the safety fequirements specification;

« the design} manufacture, act of installing, operation of the hardware;

« the design|and implementation of the software.

Note 2 to gntry: In this standard, failures in a safety-related system are categorized as random hardware failures qr systematic
failures.

[SOURCE: IEC 61508-4:2010, 3.6.6]

3.31
systematic safety integrity
part of the safety integrity of safety-related systems relating to systematic failures in a dangeroys mode of
failure

Note 1 to erjtry: Systematic safety integrity cannot usually be quantified (as distinct from hardware safety integrity which yisually can).
[SOURCE: IEC 61508-4:2010; 3.5.6]

3.32
validatioh
confirmation by examination and provision of objective evidence that the particular requirements for a
specific intended use are fulfilled

Note 1 to entry: Validation is the activity of demonstrating that the PDS(SR), before or after act of installing , meets in all respects the
safety requirements specification.

[SOURCE: IEC 61508-4:2010, 3.8.2, modified Note 1 to entry]
3.33
verification

confirmation by examination and provision of objective evidence that the requirements have been fulfilled

[SOURCE: IEC 61508-4:2010, 3.8.1, modified — removal of Note 1 to entry]
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4 Designated safety sub-functions
41 General

This clause describes functions of a PDS(SR) that may be designated as safety-related by the PDS(SR)
supplier. The designated safety sub-functions in this clause are not considered to form an exhaustive list.
Details of implementation for basic safety sub-functions, and complex safety sub-functions composed of
more than one basic safety sub-function, have not been provided because of the large number of
possibilities. In some cases, further safety-related systems external to the PDS(SR) (for example a
mechanical brake) may be necessary to maintain the safety when electrical power is removed.

The techrjical measures required to implement these functions depend on the required SIL/|capability
including the required probability of dangerous hardware failure, as indicated in the safety‘requirement
specificatipn. The technical measures are described in Clause 6.

Each safgty sub-function may include safe inputs and/or outputs in order te~a@ccomplish necessary
communidation with (or activation of) other functions, subsystems or systems-(which may or mpy not be
safety-related).

Some of the safety sub-functions perform monitoring tasks only; some_perform safety relevant control or
other actigns. Therefore, a distinction shall be made between:

— the reacfion on violation of limits (only relevant for monitoring functions):

thg reaction function when a violation of limits is ‘detected during the correct operation of the safety
sup-function; and

— the fault{reaction function (relevant for all safetjsub-functions):
thg reaction function when diagnostics detect a fault within the safety sub-function.
Both reacfion functions shall take intd.account the possible safe states of the application.

On selecting the appropriate reaction function, it shall be considered that parts of the PDS(SR) may not be
functioning.

Timing reguirements) for the actions required following detection of a fault are specified in the safety
requiremeants specification (see 5.5).

The namgs.of,the safety sub-functions include the words “safe” or “safely” to indicate that these|functions
may be used—imasafety-retated—appticatiomonmthegrounds—of e judgement{ie—riskamatysis) of that
specific application, resulting in safety-relevant functions and their integrity to be performed by the
PDS(SR).

NOTE For detailed examples of the PDS(SR) sub-functions specified in this clause see Bibliography (IFA Report 7/2013e)

4.1DV.1 DE Modification to 4.1 by adding the following note to the fourth paragraph:

NOTE "Monitoring only" may or may not include a reaction when limits are exceeded or when there is a lack of
communication with other safety system components. Examples of monitoring only (no direct interaction with the
safety function) are listed in 4.2.4.13 thru 4.2.5 of sections 4.2.4 and 4.2.5 of the IEC version.
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4.2 Safety sub-functions
4.2.1 General

In most cases the safety functions of the PDS(SR) are a part of the safety functions of an application,
therefore the safety functions of the PDS(SR) are named safety sub-functions in this document. Figure 2
shows an example of a safety function consisting of safety sub-functions:

P SR - A " 4
Sarety-Suo=Tarction 1

(e.g.: Door Switch, (e.g. safe input signal)
Light Curtain)
(e ; yg?;zf%;ay Safety Sub-functién-2
’ éafety PLC) ’ (e.g. safe logic-evaluation)
Subsystem 3

Safety Sub-function 3
PDS (SR) (e.g. Safe Stop 1)

IEC

su4B05

Figure 2

Safety function consisting of safety sub-functions

NOTE For flurther information regarding safety sub-functions see IFA Report 7/2013e “Safe drive controls with frequency converters”
(Bibliography).

4.2.2 Lirnit values

Where a safety sub-function relies on limit value(s) for any parameter(s), the maximum tolerance(s) for the
limit value(s) shall be defined.

NOTE Specification of any limit value can take into account possible exceeding of the limit value in case of violation of the limit. For
example, specification of the position limit value(s) in 4.2.4.9 can take into account the maximum allowable over travel distance(s).

A particular safety sub-function may have one or more specified limit values, which can be selected during
operation.
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4.2.3 Stopping functions

4.2.3.1 General

A variety of stopping methods is available for every type of PDS(SR)

The control requirements for initiating the stopping sequence and maintaining a hold mode upon reaching
standstill are application-specific. Separate manual operations and connections to control circuits may be
necessary to achieve the desired performance of the stopping functions.

NOTE Wher =
standards cgn be considered, e. g. IEC 60204-1, ISO 13850, ISO 12100, ISO 14118.

Any partidular requirements for stopping performance can be specified by the customers lof the
manufactyrer. The following examples of stopping functions are often used in practice.

4.2.3.2 $afe torque off (STO)

This funct

This safe
IEC 60204

NOTE 1 Thi
ISO 14118.

on prevents force-producing power from being provided to the motor

'y sub-function corresponds to an uncontrolled stop incaccordance with stop cate
1.

5 safety sub-function can be used where power removal is\required to prevent an unexpected start-up 3

NOTE 2 In grcumstances where external influences (for example, falling of suspended loads) are present, additional m
example, mgchanical brakes) can be necessary to prevent any\hazard.

NOTE 3 Ele

NOTE 4 Wh
PDS(SR)

tronic means and some contactors are not-adequate for protection against electric shock.

e the function is active, a limited anmount of movement is still possible in the event of a failure in the power s

4.2.3.3 $afe stop 1(SS1)

This funct

a) Safe S

on is specified ‘as either

bp 1 degeleration controlled

S§1-d

bp, relevant

PDS(SR)

jory O of

ccording to

pasures (for

pction of the

initiates and controls the motor deceleration rate within selected limits to stop the motor and
performs the STO function (see 4.2.3.2) when the motor speed is below a specified limit; or

b) Safe St

op 1 ramp monitored

SS1-r

initiates and monitors the motor deceleration rate within selected limits to stop the motor and
performs the STO function when the motor speed is below a specified limit; or
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c) Safe Stop 1 time controlled

SS81-t

initiates the motor deceleration and performs the STO function after an application specific time
delay.

This safety sub-function corresponds to a controlled stop in accordance with stop category 1 of
IEC 60204-1.

NOTE The cantrolled stap of SS1-t can fail undetected therefore SS1-t cannot be applied if this failire can cause a dangerous
situation in fhe final application.

4.2.3.4 Bafe stop 2 (SS2)

This function is specified as either

a) Safe Sjop 2 deceleration controlled
S$$2d

initiates and controls the motor deceleration rate within selected limits to stop the motor and
pgrforms the safe operating stop function (see 4.2.4.1)ywhen the motor speed is below a specified
limnit; or

b) Safe Stop 2 ramp monitored

S$2-r

initiates and monitors the motor deceleration rate within selected limits to stop the motor and
pgrforms the safe operating stop function when the motor speed is below a specified limit} or

c) Safe Stop 2 time controlled
S$2-t

initiates the maotor-deceleration and performs the safe operating stop function after an application
specific time-delay.

This safdty sub-function SS2 corresponds to a controlled stop in accordance with stop category 2 of
IEC 6020¢-1

NOTE The controlled stop of SS2-t can fail undetected, therefore SS2-t cannot be applied if this failure can cause a dangerous
situation in the final application.

4.2.4 Monitoring functions

4.2.41 General

In the following function descriptions “prevents” is written when there is a single limit only and “keeps” is
written when there is an upper and lower limit. Otherwise there is no difference in intent.
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4.2.4.2 Safe operating stop (SOS)

This function prevents the motor from deviating more than a defined amount from the stopped position.
The PDS(SR) provides energy to the motor to enable it to resist external forces.

NOTE This description of an operational stop function is based on implementation by means of a PDS(SR) without external (for
example mechanical) brakes.

4.2.4.3 Safely-limited acceleration (SLA)

This functien prn\/nnfe the-motor from nvr\nnding the epnr\ifinrl accelerationandiordecslerationtimit.

4.2.4.4 $Safe acceleration range (SAR)

This functfon keeps the motor acceleration and/or deceleration within specified limits¢
4.24.5 $Safely-limited speed (SLS)

This functfon prevents the motor from exceeding the specified speed limit.

4.2.4.6 $Safe speedrange (SSR)

This functlon keeps the motor speed within specified limits.

4.2.4.7 $Safely-limited torque (SLT)

This funcfjon prevents the motor from exceeding, the specified torque (or force, when a lineaf motor is
used) limi{.

4.2.4.8 $Safe torque range (STR)
This functfon keeps the motor torqae)(or force, when a linear motor is used) within the specified limits.
4.2.4.9 $Safely-limited position (SLP)

This funclion prevents\the motor shaft (or mover, when a linear motor is used) from excegding the
specified position limit(s).

4.2.4.10 [Safely-limited increment (SLI)

This function prevents the motor shaft (or mover, when a linear motor is used) from exceeding the
specified limit of position increment.

NOTE In this function, the PDS(SR) monitors the incremental movements of a motor as follows.
* An input signal (for example start) initiates an incremental movement with a specified maximum travel which is monitored safely.

+ After completing the travel required for this increment, the motor is stopped and maintained in this state, as appropriate for the
application.
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4.2.411 Safe direction (SDI)

This function prevents the motor shaft from moving more than a defined amount in the unintended
direction.

4.2.412 Safe motor temperature (SMT)

This function prevents the motor temperature(s) from exceeding a specified upper limit(s).

NOTE The SMT safety sub-function can be used to protect against over temperature of a motor applied in an explosive atmosphere.
Other risks fike—sparks—are—hot-covered-b is—safoty—sub-function—Forfurther—infermation—seetEC-60040-series—gf standards.
General infgrmation for the use of PDS(SR) in explosive atmosphere applications is provided in IEC 61800-2:2015.

4.2.4.13 | Safe cam (SCA)

This function provides a safe output signal to indicate whether the motor shaft position is within a specified
range.

4.2.4.14 | Safe speed monitor (SSM)
This function provides a safe output signal to indicate whether the métor speed is below a specified limit.
4.2.5 Output functions — Safe brake control (SBC)

This function provides a safe output signal(s) to control an’external brake(s).
5 Management of functional safety

5.1 Objective

The first pbjective of this clause is to specify the responsibilities for the management of functignal safety
and the aftivities to be carried out by.those with assigned responsibilities.

The secopd objective of this¢lause is to present the PDS(SR) development lifecycle and give af overview
of its phasges.

NOTE The prganizational‘measures dealt with in this clause provide for the effective implementation of the technical fequirements
and are solg¢ly aimed at'‘the achievement and maintenance of functional safety of the PDS(SR) systems. Separate and|distinct from
this are the peneral health and safety measures necessary for the achievement of safety in the workplace.

5.2 Requirements for the management of functional safety

The requirements of Clause 6 of IEC 61508-1:2010 apply.
5.3 PDS(SR) development lifecycle

Figure 3 shows the PDS(SR) development lifecycle, with cross-references to the relevant sub clauses of
this standard, arranged as phase 1 to phase 8.

NOTE This corresponds to the phases, safety requirement specification (phase 9) and realisation (phase 10) of the overall safety
lifecycle of IEC 61508-1:2010.

Annex A shows this information in the form of a sequential task table.
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1

PDS(SR) safety requirements and specification

1a 1b
Safety functional Safety integrity
requirements requirements
specification specification

PDS(SR) funtional PDS(SR) design and
safety planning development
including software PDS(SR), inétallation,
comissioning,
Operation, and
maintenance
procedures
PDS(SR) integration
PDS(SR) safety.
validation
su0838 IEC 1225/07
For phase 1, see 5.4. For phase 2, see 5:5. For phase 3, see 5.6. For phase 4, see 5.4 e)
(phase 9 —pee NOTE) (phase 9 — seeNOTE) (phase 10.1 — see NOTE) (phase 10.2 — see NOTE)
For phase $, see Clause 6 For phase 6, see 6.5 For phase 7, see Clause 7 For phase 8, see Clause 8
(phase 10.3 —see NOTE) (phase 10.4 — see NOTE) (phase 10.5 — see NOTE) (phase 10.8 — see NOTE)

NOTE Corregponding phase of overalhsafety lifecycle of IEC 61508-1:2010.

Figure 3
PDS(SR) development lifecycle
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5.4 Planning of PDS(SR) functional safety management

A plan shall be generated and updated as necessary throughout the entire development of the PDS(SR). It
shall define the activities required to satisfy Clauses 5 to 10, and specify persons and their competence,

departme

nt(s), or organization(s) responsible for completing these activities.

In particular, the plan shall consider or include the following, as appropriate for the complexity of the

PDS(SR)

a) Generation of the safety requirements specification (see 5.5), including factors such as:

sp

— the choice of methods for the avoidance of mistakes during generation of thessafety req

sp

of

b) Generation of the safety system architecture specification (see 5.6), including factors such as:

sp

ar

of

— the personnel responsible for verification of the safety system architecture specification

— tthe process for_changing the safety system architecture specification after develogq
started.
c) Design and-development of the safety sub-function(s) in the PDS(SR), including (where 2

factors su

the personnel responsible for generation and maintenance of the safetycyreq
ecification;
ecification (see IEC 61508-2:2010, Annex B);

he consideration of requirements from guidelines and standards fof.specific target a
the PDS(SR);

he personnel responsible for verification of the safety requirements specification;

he process for changing the safety requirements specification after development has s

the personnel responsible for generation-and maintenance of the safety system a
ecification;

the choice of methods for the avoidance of mistakes during generation of the safe
Chitecture specification (see IEC 61508-2:2010, Annex B);

he consideration of requirements from guidelines and standards for specific target a
the PDS(SR);

ch\as:

uirements

uirements

bplications

arted.

chitecture

ty system

pplications

ment has

pplicable)

— the personnel responsible for design and development;

— the selection of product development and project management methodologies (see IEC 61508-
7:2010, B.1.1);

— the consideration of applicable functional safety guidelines and standards for the design of target
application equipment such as process control equipment or machinery which incorporates the
PDS(SR) (e.g. ISO 13849-1 and IEC 62061);

— the project documentation methodology (see IEC 61508-7:2010, B.1.2);

— the application of structured design techniques (see IEC 61508-7:2010, B.3.2);

— the application of modularization techniques (see IEC 61508-7:2010, B.3.4)
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— the use of computer-based design tools (see IEC 61508-7:2010, B.3.5);

— the design verification methodology;

— the design change management (both hardware and software).

d) A verification plan for the safety sub-function(s) including factors such as:

— the personnel responsible for verification;

— the selection of verification strategies, techniques and tools;

—t
—t
—t
e) A valida
—t
—t

—t
im

-1
reg

-t

f) Planning for safety<related user documentation including:

-t

ne selection and documentation of verification activities;
ne selection and utilization of test equipment;

ne evaluation of verification results gained from verification equipment and, from tests.
tion plan for the safety sub-function(s) comprising the following:

ne personnel responsible for validation testing;
ne identification of the relevant modes of operation of the PDS(SR);

ne procedures to be applied to validate that each safety sub-function of the PDS(SR) i
blemented, and the pass/fail criteria for accomplishing the tests;

he procedures to be applied to validate that’each safety sub-function of the PDS(SR
uired safety integrity, and the pass/fail criteria for accomplishing the tests;

he required environment in which the-testing is to take place including all necessary
Lipment (also plan which tools and equipment should be calibrated);

pst evaluation procedures (withjustifications);

the test procedures -and performance criteria to be applied to validate the
ctromagnetic immunity limits;

ne action to be taken in the event of failure to meet any of the acceptance criteria.

ne personnel responsible for user documentation;

— a list of significant safety-related information which shall be provided;

— the review process to insure the accuracy of documentation

correctly

is of the

tools and

specified

g) Where assessment is required (see IEC 61508-1:2010, Clause 8), a functional safety assessment plan
providing all information necessary to facilitate an effective assessment and including:

— the scope of the functional safety assessment;

— the organisations involved;

— the resources required;
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— those to perform the functional safety assessment;

— the level of independence of those performing the functional safety assessment;

— the competence of each person involved in the functional safety assessment;

— the outputs from the functional safety assessment;

— how the functional safety assessment relates to, and shall be integrated with, other functional
safety assessments where appropriate;

he rpqnimmpnf ta pprfnrm an impnr*t nnnlyciq to determine which parts of the assessment are to

be

In establ
documen

NOTE The
functional s

5.5 Safety requirements specification (SRS) for a PDS(SR)

5.5.1 General

A safety 1
— a safety
— a safety
These sh
—clear, p

— written
PDS(SR)

— expresy
the neces

For the a

repeated in case of a modification (see also IEC 61508-1:2010, 7.16.2)

shing the scope of each functional safety assessment, it will be necessary to s
s, and their revision status, that are to be used as inputs for each assessmentiactivity.

plan can be made by either those responsible for functional safety assessment or thoseresponsible for ma
bfety, or can be shared between them.

equirements specification for a PDS(SR) shall be dacumented and shall comprise:
sub-functions requirements specification (see 5.5.2); and

integrity requirements specification (see 5.5.3).

bl be expressed and structured imsuch a way that they are:

ecise, unambiguous, feasible verifiable, testable and maintainable;

to aid the comprehension by those who are likely to utilise the information at any st
safety lifecycle;

ed in natural-or formal language and/or logic, sequence or cause and effect diagrams
sary safely sub-functions with each safety sub-function being individually defined.

voidance of mistakes during the compilation of these specifications, appropriate techr

measureq

pecify the

nagement of

hge of the

hat define

iques and

shall be applied (see IEC 61508-2:2010, Table B.1)

The requirements for safety-related hardware and software shall be reviewed to ensure that they are

adequate

ly specified.

5.5.2 Safety sub-functions requirements specification

The safety sub-functions requirements specification shall provide comprehensive detailed requirements

sufficient

for the design and development of the PDS(SR).

The safety sub-functions requirements specification shall describe, as appropriate:

a) all safety sub-functions to be performed;
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b) comprehensive detailed requirements sufficient for the design and development of the PDS(SR)
including all the normative requirements to be fulfilled;

NOTE Requirements like the selected measures of fault avoidance and fault control and the selected measures and techniques for
software design and testing etc. can be included in safety sub-functions requirement specification.

c) the applicable mode of operation regarding functional safety;

d) the manner in which the PDS(SR) is intended to achieve or maintain a safe state for intended
applications;

e) the opgrating modes of the PDS(SR) and its installation — for example setting, start-up, maiphtenance,
normal intended operation;

f) all requifed modes of behaviour of the PDS(SR);
g) the priority of those functions that are simultaneously active and can conflict with each other;

h) the required action(s) when a violation of limits is detected during the correct operation of a safety sub-
function (ile. the reaction on violation of limits, see 4.1);

i) the faultjreaction function(s) (see 4.1 and 6.3);
j) the maximum fault reaction time to enable the corresponding fault reaction to be performed before a
hazard oceurs in intended applications (only required where diagnostic tests are used to achieve the SIL

capability);

k) the maximum response time of each safety-related function (i.e. both safety and fault reaction|functions
(see 6.3);

[) the significance of all interactions between hardware and software — where relevant, any| required
constraints between the hardware and:'the software shall be identified and documented;

NOTE Wherg these interactions are notknown before finishing the design, only general constraints can be stated.

m) all means by which thé operator interacts with the PDS(SR), that can influence the safety-related
functions (i.e. both safety and fault reaction functions);

n) all inteffaces,~hecessary for functional safety, between the PDS(SR) and any other systems (either
directly agsociated within, or outside, the installation).

5.5.3 Safety integrity requirements specification
The safety integrity requirements specification for a PDS(SR) shall contain:

a) for each safety-related function (or group of simultaneously used safety-related functions), SIL
capability (or SIL) and an upper limit of PFH value.

NOTE 1 SIL capability is relevant if the PDS(SR) is to be considered as a component which implements a safety sub-function in
conjunction with other components.

NOTE 2 In order to accommodate the probability of dangerous failure of other involved components, the probability of dangerous
random hardware failure of the PDS(SR) will usually be lower than the target failure measure associated with the SIL allocated to the
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complete safety sub-function. However, it can also be higher, if the PDS(SR) is to be used to implement the safety sub-function in a
redundant configuration with other components.

NOTE 3 Where a PDS(SR) implements a safety sub-function completely within itself, the safety integrity requirements specification
will identify a SIL, not a SIL capability.

NOTE 4 Where common hardware is used to implement more than one safety sub-function, and the safety sub-functions are used
simultaneously, the probability of dangerous random hardware failure of the common hardware can be considered only once when
determining the overall probability of dangerous random hardware failure.

NOTE 5 For a multi-axis PDS(SR), where a safety sub-function is required for more than one axis, the probability of dangerous
random hardware failure of common hardware can be considered only once when determining the overall probability of dangerous
random harfiware Tamnure.

b) the required mission time;
c) the ektremes of all environmental conditions (including electromagnetic) that are likely to be
encountefed by the PDS(SR) during storage, transport, testing, act of -installing, operption and

maintenahce;

NOTE 6 This information can have been obtained in order to satisfy the requirements of IEC 61800-1, IEC 61800-2 or JEC 61800-4
and in this dase need not be documented again.

d) any requirement for increased EM immunity (see 6.2.6);

e) limitind and constraint conditions for the realisation of PDS(SR) due to the possibility of common cause
failures;

f) the quality assurance/quality control measures‘necessary for management of functional spfety (see
IEC 61508-1:2010, Clause 6).

5.6 PD$(SR) safety system architectufe specification

5.6.1 General

5.6.1.1 ['he objective of the\safety system architecture specification is to specify the arghitectural
decompogkition of the PDS(SR) and the requirements for the resulting subsystems and parts of subsystem
(see Anngx A).

NOTE 1 THe Safety system architecture specification is normally derived from the PDS(SR) safety requirement spgcification by
decomposirlg the safety sub-functions and allocating parts of the safety sub-functions to subsystems (for exampld safety sub-
function logic, input/output circuitry, power supply, software). The representation of the PDS(SR) in form of subsystems describes the
PDS(SR) on an‘architectural level which allows the specification of the requirements for these subsystems. The requirethents can be
included inLthe” safety system architecture specification or kept separate and referenced by the safety systeml| architecture
specification. The subsystems can be further decomposed to parts to satisfy the design and development requirements.

NOTE 2 A more general approach to this kind of specification is given in IEC 61508-2:2010 as an E/E/PE system design requirement
specification.

5.6.1.2 The description of the subsystems and parts and the respective requirements shall be expressed
and structured in such a way that they are:

— clear, precise, unambiguous, feasible, verifiable, testable and maintainable;

— written to aid the comprehension by those who are likely to utilise the information at any stage of the
PDS(SR) safety lifecycle;
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— traceable to the PDS(SR) safety requirements specification.
5.6.2 Requirements for safety system architecture specification

5.6.2.1 The safety system architecture specification shall contain design requirements related to safety
sub-functions and to safety integrity.

5.6.2.2 The safety system architecture specification shall contain details of all hardware and software
necessary to implement the required safety sub-functions, as specified by the safety sub-functions
requirements specification of the PDS(SR) (see 5.5.2). The architecture shall include, for each safety sub-
function:

a) requirements for the subsystems and parts as appropriate;

b) requirenents for the integration of the subsystems and parts to meet the PDS(SR) safety requirement
specificatipn;

c) throughjput performance that enables response time requirements to be mef;
d) accuragy and stability requirements for measurements and controls;

e) safety-related PDS(SR) and operator interfaces;

f) interfacgs between the PDS(SR) and any other systems.(either within, or outside, the installatign);

g) all modes of behaviour of the PDS(SR), in particdlar, failure behaviour and the required resgonse (for
example glarms, automatic shut-down) of the PDS(SR);

h) the significance of all hardware/software “interactions and, where relevant, any required cpnstraints
between the hardware and the software;

i) any limfting and constraint conditions for the PDS(SR) and its associated subsystems, for] example
timing constraints or constraints due to the possibility of common cause failures;

j) any spegific requirements related to the procedures for starting-up and restarting the PDS(SR).

5.6.2.3 The safety/system architecture specification shall contain details, relevant to the design, to
achieve the safefy integrity level for the safety sub-function, as specified by the PDS(SR) safety integrity
requirements.specification (see 5.5.3), including:

a) the architecture of each subsystem required to meet the architectural constraints on the hardware
safety integrity;

b) all relevant reliability modelling parameters such as the required diagnostic test interval of the hardware
necessary to achieve the target failure measure;

5.6.2.4 The PDS(SR) safety system architecture specification shall be completed in detail as the design
progresses and updated as necessary after modification.

5.6.2.5 For the avoidance of mistakes during the development of the specification for the PDS(SR)
safety system architecture specification, an appropriate group of techniques and measures according to
IEC 61508-2:2010, Table B.2 shall be used.
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5.6.2.6 The implications imposed on the architecture by the PDS(SR) safety system architecture
specification shall be considered.

NOTE This can include the consideration of the simplicity of the implementation to achieve the required safety integrity level
(including architectural considerations and apportionment of functionality to configuration data or to the embedded system).

6 Requirements for design and development of a PDS(SR)

6.1 General requirements

6.1.1 Change-in-operationalstatus

Any change in the operational status of a PDS(SR) that can lead to a hazardous situation((fof ekample by
unexpectgd start-up) shall only be initiated in response to a deliberate action by the opgerator.

NOTE For g§xample, any failure of a PDS(SR) whilst in a hold state cannot lead to an unexpected start-up’of machinery| and/or plant
items.

6.1.2 Deésign standards

The PDY(SR) shall be designed in accordance with IEC 61800-5<1 and other applicable parts of the
IEC 6180p series, listed in the normative references.

6/1.2DV D2 Modification of 6.1.2 by adding the following:

he PDS(SR) shall be designed in accordance with the Standard for Adjustable Speed
lectrical Power Drive Systems — Part 5-1: Safety Requirements — Electrical, Thermal and
nergy, UL 61800-5-1, and, as necessary, other applicable standards of the IEC 61800
series.
6.1.3 Realisation
The PDS(SR) shall be realised\in ‘accordance with its safety requirements specification (see 5.5)
6.1.4 Safety integrity and fault detection

The PDS{SR) shall.€omply with all of a) to c) as follows:

a) the requirements for hardware safety integrity comprising:

— the architectural constraints on hardware safety integrity (see 6.2.3), and

— the requirements for the PFH value (see 6.2.2 or 6.2.3);
b) the requirements for systematic safety integrity comprising:

— the requirements for the avoidance of failures (see 6.2.5.1), and the requirements for the control
of systematic faults (see 6.2.5.2), or

— evidence that components used are ‘proven-in-use’. In this case the components shall fulfil the
relevant requirements of IEC 61508-2:2010

c) the requirements for behaviour on detection of a fault (see 6.3).
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NOTE If PL and category are to be claimed refer to ISO 13849-1:2006, 6.2 additionally.
6.1.5 Safety and non-safety sub-functions

Where a PDS(SR) is to perform both safety and non-safety sub-functions, then all of its hardware and
software shall be treated as safety-related, unless adequate design measures ensure that the failures of
non-safety sub-functions cannot adversely affect safety sub-functions.

See IEC 61508-3:2010, Annex F, for techniques for achieving non-interference between software parts on
a single computer.

6.1.6 SIL for multiple safety sub-functions within one PDS(SR)

The safety integrity level of one safety sub-function can be different from the others, and the reqlirements
for design|of each safety sub-function are defined as follows.

The requirements for hardware and software shall be determined by the safetyintegrity level of the safety
sub-functipn having the highest safety integrity level unless it can be shown;that the implementation of the
safety suB-functions of the different safety integrity levels is sufficiently independent.

As an example see Table 2:

Table 2
Example for determining the SIL from hardware and software independence

PDS(SR) implementing two safety sub-functions (Y and Z) with different SIL requirements:
Function Z: SIL\H?/ function Y: SIL L*

Evidence of sufficient independence between Final SIL requirement for safety subjfunction
Design type safety sub-functions Y and Z
for hardware for software y4 Y

Yes Yes SILH SIL|L

No Yes SW: SILH SW: SILL
Hardware (HW) and HW: SILH HW: SILH®
software (SW) design No SILH SILH

Yes No SW: SILH SW: SILH®

HW: SILH HW: §IL L
Hardware gnly design Yes ) SILH SILIL
not applicable
No SILH SILH®

@with SIL H highérthan SIL L
® HW and/dr SW, eparation is not sufficient

Sufficient independence shall be established by showing that the probability of a dependent failure
between the parts implementing safety sub-functions of different integrity levels is sufficiently low in
comparison with the probability of a dangerous failure for the highest safety integrity level associated with
the safety sub-functions involved.

6.1.7 Integrated circuits with on-chip redundancy

Digital ICs which implement on-chip redundancy with the goal of increasing fault tolerance in a PDS(SR)
shall satisfy all of the special requirements for ICs with on-chip redundancy according to IEC 61508-
2:2010, Annex E, in case of duplicated circuitry. Alternatively a justification shall be given that the same
level of independence between different channels is achieved by applying a different set of measures.
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6.1.8 Software requirements

If software is used to implement a safety sub-function of the PDS(SR) with a specific SIL or SIL capability
(see 5.5.3), then this software shall be implemented in accordance with the requirements defined by
IEC 61508-3:2010 for that specific SIL.

6.1.9 Design documentation

Besides the documentation of the design and realisation, the PDS(SR) design documentation shall
indicate those techniques and measures used to achieve the SIL capability (for example failure mode and
effects amatysts; fautttreeamatysis):

6.2 PD$(SR) design requirements
6.2.1 Basic and well-tried safety principles

Basic and well-tried safety principles shall be considered where applicable when’a category is glaimed for
the PDS(BR).

— For elgctrical and electro-mechanical PDS(SR), these principles“correspond to ISO 13849-2:2012,
Table D.1|and Table D.2

— For meghanical parts (e.g. encoders), these principles cofrespond to ISO 13849-2:2012, Table A.1 and
Table A.2

6.2.2 Requirements for the estimation of the probability of dangerous random hardware failures
per hour|(PFH)

6.2.2.1 General requirements
6.2.2.1.1| PFH for each safety sub-function

The PFH| of each safety subfunction (or group of simultaneously activated safety sub-functipns) to be
performedl by the PDS(SR),Jestimated according to 6.2.2.1.2 and Annex B, shall be equal to or less than
the targef failure measure (see Table 3) as specified in the safety integrity requirements specifidation (see
5.5.3).

The PFH|value as defined by the SIL refers to a complete safety sub-function. If a PDS(SR) is intended to
perform gnly_a<part of a safety sub-function within a safety related control system then the AFH of the
PDS(SR)|should be sufficiently lower than the value defined by the SIL.

The target failure measure, expressed in terms of the PFH, is determined by the SIL of the safety sub-
function (see IEC 61508-1:2010, Table 3), unless there is a requirement in the PDS(SR) safety integrity
requirements specification (see 5.5.3) for the safety sub-function to meet a specific target failure measure,
rather than a specific SIL.
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Table 3
Safety integrity levels: target failure measures for a PDS(SR) safety sub-function
Safety integrity level SIL PFH
3 >10®8t0 <107~
2 210" to<107°
1 210%to<107°

NOTE The PFH is sometimes referred to as the frequency of dangerous failures, or dangerous failure rate, in units of dangerous
failures per hour.

The PFH |of each safety sub-function (or group of simultaneously activated safety sub-functiohs) of the
PDS(SR) shall be estimated separately.

NOTE 1 Different safety sub-functions can have common components and/or unique components, resulting ‘in different AFH for each
safety sub-fynction (or group of simultaneously used safety sub-functions).

NOTE 2 A npmber of modelling methods are available and the most appropriate method is a matter.for the analyst and|will depend
on the circumistances. Available methods include:

— fault tree apalysis (see IEC 61025);

— Markov mqdels (see IEC 61165);

— reliability bjock diagrams (see IEC 61078);

— parts couni (see IEC 61709:2011);

— procedure description (see IEC 61508-6:2010);

— simplified grocedure for estimating PL (see ISO 13849:1:2006, 4.5.4).
See also IE( 60300-3-1.

NOTE 3 Thg mean time to restoration (see lEC 60050, 192-07-23) that is considered in the reliability model will need|to take into
account the [iagnostic intervals, the repair time and any other delays prior to restoration, and the mission time.

NOTE 4 Failures due to common cause effects and data communication processes can result from effects other than agtual failures
of hardware fomponents (for,example decoding errors). However, such failures are considered, for the purposes of this $tandard, as
random hardware failures (seelEC 61508-6:2000, Annex D).

NOTE 5 If Pl is to béclaimed refer to ISO 13849-1:2006, Table 3, additionally.

6.2.2.1.2 | Estimation of PFH

The PFH of each safety sub-function (or group of simultaneously activated safety sub-functions) to be
performed by the PDS(SR), due to random hardware failures shall be estimated using IEC 61508-2:2010,
Annex A, taking into account:

a) the architecture of the PDS(SR) as it relates to each safety sub-function under consideration;

b) the estimated failure rate of each subsystem of the PDS(SR) in any modes which would cause a
dangerous failure of the PDS(SR) but which are detected by diagnostic tests;

c) the estimated failure rate of each subsystem of the PDS(SR) in any modes which would cause a
dangerous failure of the PDS(SR) which are undetected by the diagnostic tests;
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d) the susceptibility of the PDS(SR) to common cause failures (see IEC 61508-6:2010, Annex D);

e) the diagnostic coverage (DC) of the diagnostic tests (determined according to IEC 61508-2:2010,
Annex A and Annex C) and the associated diagnostic test interval, and when establishing the diagnostic
test interval, the intervals between all of the tests which contribute to the diagnostic coverage will need to

be consid

ered;

f) the repair times for detected failures;

NOTE 1 The repalr time will constltute one part of the mean time to restoratlon (see IEC 60050 192:2015, 192-07-23), which will also

include the

especially W
g) the pro
NOTE 2 Fo
6.2.2.1.3
Compons
—arecog

— estima
IEC 6150

The expe
rate.

If site-spd
be used.

NOTE 1 Da

NOTE 2 Al
useful lifetin

time), the rgsults of most probabilistic calculation methods are therefore meaningless. Thus, any probabilistic estimatior]

a specificat
conditions

a safe state, it is particularly important that full account is taken of the time period when no repaircan b
hen this is relatively large.

bability of dangerous failure of any data communication process (see 6.4):

information about estimation of the PFD,,4 value from the PFH value for low demand applications, see Anng
Failure rate data

nt failure rate data shall be obtained from:

hised source; or

e based upon those Type A components’that are considered to be “proven in
B8-2:2010, 7.4.10).

cted average operating temperature for a component should be used when estimating

cific failure data are available, then this is preferred. If this is not the case, then generi

a can be derived from that published in a number of industry sources (see Annex C).

hough a constant\failure rate is assumed by most probabilistic estimation methods, this only applies prov|
e of components is not exceeded. Beyond their useful lifetime (i.e. as the probability of failure significantly in

on of thexcomponents’ useful lifetimes. The useful lifetime is highly dependent on the component itself and
temperature in particular (for example, electrolytic capacitors can be very sensitive).

61508-6:2010
re the repair
B(SR) is shut

carried out,

use” (see

its failure

C data can

ded that the
creases with

can include
its operating

NOTE 3 The fault lists given in Annex D can be used to assist in determination of failure modes.

Any failure rate data used shall have a confidence level of at least 70 %.

6.2.2.1.4

Diagnostic test interval when the hardware fault tolerance is greater than zero

The diagnostic test interval of any subsystem of the PDS(SR) shall be appropriate to meet the required

PFH (see

6.2.2.1.1).

NOTE 1 For information regarding mathematical impact of diagnostic test interval see Clause B.4.


https://ulnorm.com/api/?name=UL 61800-5-2 2022.pdf

46 UL 61800-5-2 MAY 3, 2022

NOTE 2 For redundant parts of a PDS(SR) which cannot be tested without disrupting the application in which the PDS(SR) is used
(machine or plant) and where no justifiable technical solution can be implemented, the following maximum diagnostic test intervals

can be considered as acceptable:
—one test per year for SIL 2, PL d / category 3;
— one test per three months for SIL 3, PL e / category 3;

—one test per day for SIL 3, PL e / category 4.

PL and category according to ISO 13849-1.

6.2.2.1.5 | Diagnostic test interval when the hardware fault tolerance is zero

The diagnostic test interval of any subsystem of a PDS(SR) having a hardware fault télerance o
which a safety sub-function is entirely dependent, shall be such that the sum of the @iagnostic te
and the time to perform the specified action (fault reaction function) to achieve of maintain a sa
less than {he process safety time.

6.2.2.1.5DV D2 Modification to add the following informative.note:

6.2.2.1.5DV.1 IEC 61508-2:2010 clause 7.4.4.1.4 provides further guidance regardin
appropriate diagnostic test intervals for subsystems having a fault tolerance of 0.

6.2.3 Arghitectural constraints

6.2.3.1 LUimitations of SIL
In the confext of hardware safety integrity, the highest safety integrity level that can be claimed fqg
sub-functipn is limited by the hardware fault tolerance and safe failure fraction of the subsys
PDS(SR) fthat carry out that safety sub-function. A hardware fault tolerance of N means that )
could cause a loss of the safety sub~function. Table 4 and Table 5 specify the highest safety inte]
that can be claimed for a safety sub-function which uses a subsystem, taking into account the
fault tolernce and safe fajlure fraction of that subsystem (see IEC 61508-2:2010, Annex
requirements of Table 4 or Table 5, whichever is appropriate, shall be applied to each subsysteri
out a safefy sub-function‘and hence every part of the PDS(SR); 6.2.3.2.2 and 6.2.3.2.3 specify |
of Table 4|or Table 5-applies to any particular subsystem. With respect to these requirements,

a) in determining>the hardware fault tolerance, no account shall be taken of other measures
diagnostigs) that may control the effects of faults;

f zero, on
st interval
e state is

r a safety
ems of a
/+1 faults
grity level
hardware

C). The
n carrying
vhich one

(such as

b) where one fault directly leads to the occurrence of one or more subsequent faults, these are considered

as a single fault;

c) in determining hardware fault tolerance, certain faults may be excluded, provided that the likelihood of
them occurring is very low in relation to the safety integrity requirements of the subsystem. Any such fault

exclusions shall be justified and documented (see Clause D.3).

NOTE 1 The architectural constraints have been included in order to achieve a sufficiently robust architecture, taking into

account the

level of subsystem complexity. The hardware safety integrity level for the PDS(SR), derived through applying these requirements, is
the maximum that can be claimed even though, in some cases, a higher safety integrity level could theoretically be derived if a solely

mathematical approach had been adopted for the PDS(SR).


https://ulnorm.com/api/?name=UL 61800-5-2 2022.pdf

MAY 3, 2022 UL 61800-5-2 47

NOTE 2 The fault tolerance requirements can be relaxed while the PDS(SR) is being repaired on-line. However, the key parameters
relating to any relaxation must have been previously evaluated (for example, mean time to restoration compared to the probability of
a demand).

NOTE 3 This clause is based on route 1 of IEC 61508-2:2010, 7.4.4; for the requirements related to route 2, see IEC 61508-2:2010,
7443.

6.2.3.2 Type A and Type B subsystems

6.2.3.2.1 General

(See alsdTEC 61508-2:2010; 744 1.2 and 7.4.4.1.3)
6.2.3.2.2| Type A

A subsysfem can be regarded as type A if, for the components required to achieve the safety sub-function,
the following criteria are satisfied:

a) the failire modes of all constituent components are well defined; and
b) the behaviour of the subsystem under fault conditions can be completely determined; and

c) there ig sufficient dependable failure data from field experience to show that the claimed failure rates for
detected pnd undetected dangerous failures are met.

NOTE Anngx D lists faults and fault exclusions that can be considered.
6.2.3.2.3| Type B

A subsydtem shall be regarded as type Bif, for the components required to achieve the sgfety sub-
function, pne or more of the criteria of 6:2.3.2.2 are not satisfied. This means that if at least pne of the
components of a subsystem satisfies the conditions for a type B subsystem then the entire subsystem
shall be regarded as type B ratherthan type A.

NOTE 1 Fof example, the control section consisting of microcontrollers etc. is considered as a type B subsystem.

NOTE 2 Clguse D.3 lists faults and fault exclusions that can be considered.

6.2.3.3 Architectural constraints

The arch
subsyster
PDS(SR).

tectural constraints of either Table 4 or Table 5 shall apply: Table 4 applies for every type A
+forming-part-oft abte every-typeB-subsystem ing—part of the

aore appeSTOr eveTry tyPe o O0SY winnp

NOTE For information about type A and type B refer to IEC 61508-2:2010, 7.4.4.1.2and 7.4.4.1.3


https://ulnorm.com/api/?name=UL 61800-5-2 2022.pdf

48

UL 61800-5-2

MAY 3, 2022

Table 4

Maximum allowable safety integrity level for a safety sub-function carried out by a type A safety-
related subsystem

Safe failure fraction @

Hardware fault tolerance N (see 6.2.3.1)

0 1 2
<60 % SIL1 SIL2 SIL 3
60 % to <90 % SIL 2 SIL3 SIL 3
90 % to < 99% SIL3 SIL3 SIL3
=99 % SIL3 SIL 3 SIL 3

2 See 6.2.4]for details of how to estimate safe failure fraction.

Table 5

Maximum allowable safety integrity level for a safety sub-function carried outby'a type B safety-
related subsystem

Safe fajlure fraction ?

Hardware fault tolerance N (see'6:2.3.1)

0 1 2
<60 % Not permitted SIL1 SIL2
60 §o to <90 % SILA1 SIL2 SIL3
90 Po to <99% SIL2 SIL 3 SIL3
299 % SIL3 SIL3 SIL3

2 See 6.2.4{for details of how to estimate safe failure fraction.

Exception

For a subgystem with a hardware fault tolerance of zero and where fault exclusions have been

bpplied to

faults of electrical or electronic parts that could lead to a dangerous failure, then the maximum S/ that can
be claimed due to architectural constraints of that subsystem is limited to:

» SIL 3, if Table D.1, Table D.3, Table/D.5, Table D.6, Table D.7 and Table D.8 apply

« SIL 2 in all other cases.

NOTE If catgdgory is to be claimed refer to ISO 13849-1:2006, 6.2 additionally.

6.2.4 Estimation-of safe failure fraction (SFF)

6.2.4.1

Methods of analysis

To estimate the SFF of a subsystem, an analysis (for example fault tree analysis or failure mode and
effects analysis) shall be performed to determine all relevant faults and their corresponding failure modes.
The probability of each failure mode of the subsystem shall be determined based on the probability of the

associated fault(s).

For calculation of SFF see IEC 61508-2:2010, Annex A and Annex C

For PDS(SR) the route 1y is preferred. Route 2, shall be restricted for PDS(SR) to Type A subsystems.

NOTE This clause is based on route 1 of IEC 61508-2:2010, 7.4.4.2; for the requirements related to route 2, see IEC 61508-2:2010,

74.43.
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Basis of data is given in 6.2.2.1.3.

NOTE See Annex C for an informative list of known sources.
6.2.5 Requirements for systematic safety integrity of a PDS(SR) and PDS(SR) subsystems
6.2.5.1 Requirements for the avoidance of failures

6.2.5.1.1 General

Techniqu§sand measures shall be used which minimize the introduction of 1aults during the_design and
development of the hardware of the PDS(SR) according to IEC 61508-2:2010, table B.2.

Tests, as planned according to 6.2.5.1.4, shall be performed. See also Clause 9.

NOTE For daiming a PL refer to ISO 13849-1:2006, Annex G.
6.2.5.1.2| Choice of design methods
In accordance with the required safety integrity level, the design method./chosen shall promote:

a) transparency, modularity and other features which minimize-complexity and enhance understandability
of the desgign;

b) clear apd precise specification of

— functionality,
— pubsystem interfaces,
— $equencing and time-related information,

— goncurrency and synchraénisation;
c) clear apd precise documentation and communication of information;
d) verificgtion and validation.

6.2.5.1.3| Design‘measures

The following design measures shall be applied

a) Proper design of the PDS(SR) and/or subsystems including

— the use of components within manufacturers specifications, for example temperature, loading,
power supply, power rating, and timing parameters;

— the derating of design parameters to improve reliability where necessary to achieve target failure
rates;

— the proper combination and assembly of subsystems, for example cabling, wiring and any
interconnections;

— the use of reviews and inspections for early detection of design defects.
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b) Compatibility:
— use subsystems with compatible operating characteristics.
c) Withstanding specified environmental conditions:

— design the PDS(SR) so that it is capable of safe operation in all specified environments, for
example temperature, humidity, vibration, EM phenomena, pollution degree, overvoltage category,
altitude.

6.2.5.1.4 [Test planning

During thg design, the following different types of testing shall be planned as necessary:
a) subsystem testing;

b) integration testing;

c) validation testing;

d) configufation testing (see 7.2).

Documentation of the test planning shall include:

e) types of tests to be performed and procedures to befollowed;

f) test envlronment, tools, configuration and programs;

g) pass/fa|l criteria.

Where applicable, automatic testingteols and integrated development tools shall be used.

NOTE The |ntegrity of such tools can be demonstrated by specific testing, by an extensive history of satisfactory use or by
independent]verification of their output for the particular PDS(SR) that is being designed.

6.2.5.1.5 | Design maintenance requirements

A processd| for desigh maintenance and retesting, to ensure the safety integrity of the PDS(SR) remains at
the requier level during subsequent design revisions, shall be defined at the design stage.

6.2.5.2 Requirements for the control of systematic faults

6.2.5.2.1 General

NOTE For claiming a PL refer to ISO 13849-1:2006, Annex G.
6.2.5.2.2 Design features

For controlling systematic faults, the design shall provide features that make the PDS(SR) and its
subsystems tolerant against:

a) residual design faults in the hardware;
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b) environmental stresses according IEC 61800-2:2015, Table 6 as applicable for the environment
specified for the PDS(SR);

c) electromagnetic disturbances, see 6.2.6;
d) mistakes made by the operator of the PDS(SR) (see IEC 61508-2:2010, Clause A.3 and Table A.17);
e) residual design faults in the software (see IEC 61508-3:2010, 7.4.3 and associated table);

f) errors and other effects arising from any data communication process (see 6.4).

When application specific integrated circuits (ASICs) are used to implement safety subffungtions in a
PDS(SR)} an appropriate group of techniques and measures that are essential to prevent'the introduction
of faults during the design and development shall be used. The informative Annex F of JEC 61508-2:2010,
provides pn example of techniques and measures. The related ASIC developmentiifecycle i§ shown in
IEC 6150B-2:2010, Figure 3.

6/2.5.2.2DV.1 D2 Modification to add:
Informational note to a), Clause A.3 and Table A.16 of [EC 61508-2:2010 are methods of
compliance to part a).
6/2.5.2.2DV.2 DE Modification:
Qorrection to b), the reference to IEC 64800-2:2015, Table 6 shall be to IEC 618D00-2:2015
Table 9.

6.2.5.2.3| Testability and maintainability

Testability and maintainability shall be considered during the design and development activities jn order to
facilitate implementation of these properties in the final PDS(SR).

6.2.5.2.4| Human constraints

The design of the RDS(SR) shall take into account human capabilities and limitations and be duitable for
the actior:|:s assigned to operators and maintenance staff. The design of operator interfaces shall follow

good hunpan-fastor practice and shall accommodate the likely level of training or awareness of operators.

6.2.5.2.5 Protection against unintentional modification

The PDS(SR) shall incorporate measures to protect (or facilitate protection) against unintentional
modifications to safety-related software, hardware, parameterisation and configuration of the PDS(SR).

NOTE See IEC 61508-7:2010, B.4.8.
6.2.5.2.6 Input acknowledgement and operator mistakes
The design of the PDS(SR) shall incorporate input acknowledgement to control operational failures. The

design shall also protect against operator mistakes (related to the safety sub-functions of the PDS(SR))
via plausibility checks.
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NOTE See IEC 61508-7:2010, B.4.6 and B.4.9.

6.2.5.2.7

PDS(SR) parameterization

Almost all PDS(SR) need configuration parameters which determine the behaviour of safety sub-functions.
The software-based parameterization shall be considered as a safety-related aspect of the PDS(SR)
design to be described in the software safety requirements specification.

Parameterization during act of installing and maintenance shall be carried out using a dedicated
parameterization tool provided by the supplier of the PDS(SR). This tool shall have its own identification

assword.
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no functional safety requirements to be fulfilled by this parameterization tool.

A special procedure shall be used for setting the safety-related parameters. This procedufe shall include

confirmati

— retrieval

— a verification of the correctness of the parameters in the PDS(SR) by

QO

*0

as well as|
person an

NOTE 1 For

NOTE 2 This
(e.g. person

NOTE 3 For

6.

In
of

bn of input parameters to the PDS(SR) by

display and check by operator of the modified parameters and

configuration test (see 7.2f) or

her suitable means defined by the PDS(SR) manufdeturer

subsequent documented confirmation of the safety-related parameters, e.g. by a suita
d by means of an automatic check by a parameterization tool.

Feference, see IEC 61508-3:2010, 7.4.4.

is of particular importance where parameterization is carried out using a device not specifically intended for
| computer or equivalent).

2.5.2.7DV.1 D2 Modification:

lieu of a dedicated parameterization tool, protection against unauthorized mos
safety related parameters may be provided by the PDS(SR).

Imore details on software-based parameterization see ISO 13849-1:2006, 4.6.4. and/or IEC 62061:2012, 6.11.2.

bly skilled

the purpose

Hification

6.

2:5.2.7DV.2 D2 Modification to add:

Informational note — confirmation of the safety-related parameters can be done by either a
suitably skilled person or automatic check by a parameterization tool, or by another
equivalent means.

6.2.5.2.8

Loss of electrical supply

The PDS(SR) shall be specified and designed taking into account the effects of the loss of electrical

supply.


https://ulnorm.com/api/?name=UL 61800-5-2 2022.pdf

MAY 3, 2022 UL 61800-5-2 53

6.2.6 Design requirements for electromagnetic (EM) immunity of a PDS(SR)

The PDS(SR) shall be designed to have the appropriate EM immunity for operating within the specified or
anticipated electromagnetic environment (first environment or second environment) as classified in
IEC 61800-3.

The EM immunity test requirements are described in 9.2 and Annex E.

6.2.6DV.1 DE Modification:

O

orrection, the reference to clause 9.2 should be to 9.3.

6.2.7 Deésign requirements for thermal immunity of a PDS(SR)

The PDJ(SR) shall be designed to have the appropriate thermal immunity~for operating within the
specified jor anticipated thermal environment as classified in IEC 61800-2.

The thermal immunity test requirements are described in 9.4.
6.2.8 Design requirements for mechanical immunity of a PDS(SR)

The PDY(SR) shall be designed to have the appropriate mechanical immunity for operating |within the
specified jor anticipated mechanical environment as classified in IEC 61800-5-1 and IEC 61800-2.

The mechanical immunity test requirements are desctibed in 9.5.

6.3 BeHaviour on detection of fault

6.3.1 Fault detection

The detegtion of faults within a PDS(SR) can be performed by diagnostic tests.

When a fangerous fault that can lead to loss of the safety sub-function is detected, a fauft reaction
function ghall be initiated_in order to prevent a hazard. Diagnostics and fault reaction functionts shall be
performed within the specified maximum fault reaction time.

6.3.2 Fault tolerance greater than zero

The detection of a dangerous fault (hy diagnostic fests or by any ather mpanq) in any subsysterm which
has a hardware fault tolerance greater than zero shall result in either:

a) a fault reaction function, or

b) the isolation of the faulty part of the subsystem to allow continued safe operation of the machinery
and/or plant items whilst the faulty part is repaired. If the repair is not completed within the mean time to
restoration (MTTR) assumed in the calculation of the probability of dangerous random hardware failure
(see 6.2.1), then a fault reaction function shall be initiated.
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6.3.3 Fa

ult tolerance zero

The detection of a dangerous fault (by diagnostic tests or by any other means) in any subsystem having a
hardware fault tolerance of zero and on which a safety sub-function is entirely dependent shall result in a
fault reaction function.

6.4 Add

itional requirements for data communications

When data communication is used in the implementation of a safety sub-function within a PDS(SR) then
the probability of undetected failure of the communication process shall be estimated. This probability shall

be taken
6.2.2.1.2)

TTto—account whermr estimatingthePFHof the—safety sub-furrctiordueto randonT faif;

This does not cover all data communication within a PDS(SR). For exapn

communidation within one printed wiring board is not covered by this requirement.

For detailg see IEC 61508-2:2010, 7.4.11.

NOTE Additi

6.

In

bnal information regarding safety communication channels can be found in IEC 61784=3:

4DV D1 Modification to 6.4 by adding the following:

6.5 PDS(SR) integration and testing requirements

6.5.1 Hardware integration

The PDS

SR) shall be integrated according to its specified design. As part of the integrat

subsystems and components into the-RDS(SR), the PDS(SR) shall be tested according to the
integration) tests. These tests are specified on the verification plan and shall show that all modulg

correctly t

6.

b perform their intended function and not perform unintended functions.

5.1DV D1 Modification to 6.5.1 by adding the following:

Inf additionto-applying the requirements for hardware integration, a PDS(SR) sha
wjth the @ppropriate requirements: in 6.2.5; type testing in accordance with the

ures (see
ple data

addition, where the data communication is used to-exchange safety related ¢ata with
slibsystems external to the PDS(SR) the requirements of 6.4 apply to the PDS(SR)
wjth the related subsystems.

together

jon of all
specified
s interact

| comply
Standard

fdr Adjustable Speed Electrical Power Drive Systems — Part 5-1: Safety Requirgments —
ectrlcal Thermal and Energy, UL 61 800 5-1; and e|ther the Standard for Adjustab

E

le Speed

ations for

Low Voltage Adjustable Speed d.c. Power Drlve Systems NEMA ICS 61800 1, the Standard
for Adjustable Speed Electrical Power Drive Systems — Part 2: General Requirements —
Rating Specifications for Low Voltage Adjustable Frequency a.c. Power Drive Systems,
NEMA ICS 61800-2, or the Standard for Adjustable Speed Electrical Power Drive Systems —
Part 4: General Requirements — Rating Specifications for a.c. Power Drive Systems above 1
000 V a.c. and not Exceeding 35 kV, NEMA ICS 61800-4, as appropriate.

6.5.2 Software integration

The integration of safety-related software part/module into the PDS(SR) shall be carried out according to
IEC 61508-3:2010. It shall include tests that are specified on the software verification plan to ensure the
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compatibility of the software with the hardware such that the functional and safety performance
requirements are satisfied.

NOTE This does not imply testing of all input combinations. Testing all equivalence classes (see IEC 61508-7:2010, B.5.2) can
suffice. Static analysis (see IEC 61508-7:2010, B.6.4), dynamic analysis (see IEC 61508-7:2010, B.6.5) or failure analysis (see
IEC 61508-7:2010, B.6.6) can reduce the number of test cases to an acceptable level.

6.5.3 Modifications during integration

During the integration, any modification or change to the PDS(SR) shall be subject to an impact analysis,
which shall identify all components affected, and additional verification.

6.5.4 Applicable integration tests

The integration test(s) shall be specified in a verification plan. A functional test shall be applied, in which
input data or set values, which adequately characterise the normally expected operation, are given to the
PDS(SR)| The safety sub-function is requested (for example, by activation of STO or speed limjt violation
for SLS),|and its resulting operation is observed and compared with that given by the specifigation (see
also Claupe 9).

6.5.5 Tgst documentation

During PDS(SR) integration testing, the following shall be docdmented:
a) the vergion of the test plan used;

b) the criteria for acceptance of the integration tests;

c) the typge and version of the PDS(SR) beingitested;

d) the tooJs and equipment used along.with calibration data;

e) the resylts of each test;

f) any dis¢repancy between eéxpected and actual results.

7 Information for.use

7.1 Gerneral

PDS(SR)'meanufacturers-shal-provide-information-for-the-users-in-a-safety-manuvat—Generatregquirements
of the safety manual are referred to IEC 61508-2:2010, Annex D, and IEC 61508-3:2010, Annex D. This
clause describes additional requirements for a PDS(SR).

NOTE For claiming a PL refer to ISO 13849-1:2006, Clause 11.

7.2 Information and instructions for safe application of a PDS(SR)

The following information shall be documented by the manufacturer and made available to the user.

a) A functional specification of each safety sub-function and interface which is available for use in the
implementation of safety sub-functions. This shall comprise:
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— a detailed description of the safety sub-function (including the reaction(s) to a violation of limits);
— the fault reaction function;
— the response time of each safety-related function and of the associated fault reaction functions;
— the condition(s) (for example, operating mode) in which the safety sub-function is intended to be
active or disabled;
— the priority of those safety sub-function that are simultaneously active and can conflict with each
other.

b) The safety integrity information for each safety sub-function, including:

—the SIL or SIL capability; (includes systematic capability, see IEC 61508-2);

— the PFH value for each safety sub-function;

— resulting PFH-value for a group of simultaneously activated safety sub-functions;

— HL and category according to ISO 13849-1 when applicable.

c) A definition of the environmental and operating conditions (including electromagnetic) under

PDS(SR)
IEC 6180
operation

And maintenance.

which the

is intended to be used (see also IEC 61800-1, IEC-61800-2, IEC 61800-3, IEC 61800-4 and
D-5-1). This shall take into account storage, transport; act of installing, commissioning, testing,

NOTE As ap example for an EMC related information for use; Warning: handheld radio transmitters held closer thgn 20 cm to
PDS(SR) cap disturb the safety sub-functions of the PDS(SR)” orsimilar (see E.2, footnote p)

d) An indi

¢ation of any constraints on the PDS(SR) for:

the environment which should-be observed in order to maintain the validity of the

failure rates;

— the mission time of the PDS(SR);

pstimated

— any testing, calibration or maintenance requirements (e.g. limited number of operafions of a
relay);

bny limitsy'on the application of the PDS(SR) which should be observed in orde

systematic failures;

functions of the PDS(SR)

NOTE 1 For example, the failure of deceleration initiated by SS1-t is not prevented.

rl to avoid

2] ] itted for the
safety sub- functlons the fact that safety sub- functlons cannot prevent any fallure of non-safety sub-

NOTE 2 For example, while function STO is active, a limited amount of movement is still possible in the event of failure in
the power section of the PDS(SR)

e) The act of installing and commissioning guidance (see IEC 61800-5-1:2007, Clause 6), including setting
and parameterisation.

f) The requirements for configuration test of safety sub-functions, in cases where the integrity of the means
of configuration of a safety sub-function cannot be ensured (for example, PC configuring tools).
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The configuration test is carried out after the commissioning or modification of a specific application, to
ensure that the used safety sub-functions of the PDS(SR) are configured as intended. In particular, the test
confirms the intended values of the parameters within the PDS(SR). The test is normally carried out and
documented by the party responsible for commissioning the PDS(SR), using test procedures provided by
the PDS(SR) manufacturer.

The configuration test manual shall require at least the following items to be recorded:

— a description of the application including a figure;

—a dnar‘ripfinn of the annfy related compaonents (inr*luding software \/prqinne) that will be used in
the application;

— @ list of safety sub-functions that will be used in the application of the PDS(SR);
—t{he results of each test of these safety sub-functions, using given test procedures;
— @ list of all safety relevant parameters and their values in the PDS(SR),

— the check sums, date of tests and confirmation by test personnel.

Clnfiguration testing for PDS(SR)s in replicated applications may be carried out as a gingle type

tept of the replicated application, provided that it can be ensured that the safety sub-furjctions will
bg configured as intended in all units.

g) The diagnostic tests to be performed either by the user or by parts of an installation that |ncludes a
PDS(SR)|(for example, PLC, supervisory controller).

h) PDS(SR) operation and maintenance procedures shall be provided which shall specify the following:

— the routine actions which need to.bé"carried out to maintain the functional safety of the|PDS(SR),
in¢luding replacement of componénts with a limited life (for example cooling fans, batterigs, etc.);

— |the actions and constraints necessary to prevent an unsafe state and/or rgduce the
cdnsequences of a hazardous event;

— [the maintenance procedures to be followed when faults or failures occur in the |[PDS(SR),
in¢luding:

« the{procedures for fault diagnosis and repair; and

«the procedures for revalidation.

iniRg the tools

and equipment;

— the routine actions which need to be carried out to maintain the functional safety of the
application of the PDS(SR), including the compatibility of hardware and software versions and
safety parameters such as PFH and SIL

NOTE The PDS(SR) operation and maintenance procedures can be continuously upgraded following, for example:

— functional safety audits;

— tests on the PDS(SR).
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7.2DV.1 D1 Modifcation:

Reference should be made to NEMA ICS 61800-1 or NEMA ICS 61800-2 or NEMA ICS 61800-
4, and UL 61800-5-1.

7.2DV.2 D2 Modification of 7.2 by replacing the final sub-clause of d) with:

— any information regarding valid hardware and software versions and combinations to be
used to enable configuration management of the safety sub-functions in accordance with
Clause 4.

8 Verifigation and validation
8.1 General

The objective of this subclause is to ensure the compliance with the PDS(SR) development lifegycle (see
5.3).

NOTE If PL is to be claimed refer to ISO 13849-1 and/or ISO 13849-2.

8.2 Verification

The objedtive of the requirements of this clause is to-test and evaluate the outputs of a given|phase to
ensure cofrectness and consistency with respect tothe products and standards provided as input to that
phase.

The requitements of IEC 61508-2:2010, 7.9.2"apply.
8.2DV D2 Modification to 8.2:

Verification of phases only applicable to the PDS(SR) lifecycle is necessary.

8.3 \Validation

The objective of'the requirements of this subclause is to validate that the PDS(SR) meets in all| respects
the requirTments for safety in terms of the required safety sub-functions and safety integrity.

The requirements of IEC 61508-2:2010, 7.7.2 apply.
8.3DV D2 Modification to 8.3:
Only the clauses of 7.7.2 of IEC 61508-2:2010 that are applicable to the PDS(SR) are
required.

8.4 Documentation

Appropriate documentation concerning PDS(SR) verification and validation shall be produced, according
to the appropriate requirements of 8.2 and 8.3.
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9 Test requirements

9.1 Planning of tests

Testing of the safety sub-functions of the PDS(SR) shall be planned concurrently with each phase of the
development process.

The test plan shall be documented, and shall include a detailed description of:

a) the fun

ctional testing of each safety sub-function;

b) the fun

c) the ¢
environm

1)
2)
3)

d) the acq

ctional testing of each diagnostic function for each safety sub-function; (fault insertion't

nvironmental testing of each safety sub-function for immunity to each,of the
ental stresses:

electromagnetic (EM)
thermal

mechanical (shock & vibration)

eptance criteria.

Tests ma

be either “black-box”, where no account is‘taken of the internal implementation of

sub-funcffon, or “white-box”, where specific knowledge’of the implementation is used to determi

(for exa

Tests maly be waived or replaced by other verification or validation methods if permitted by th

requirem

NOTE Whe

le, fault insertion).

nts.

h it is difficult to perform safety sub=function tests on the complete PDS(SR) because of e.g. size, parts of

that are considered to be safety-relevant canbe tested individually.

9.2 Functional testing

Functiong

| testing of.each safety sub-function, including related diagnostics (fault insertion tes

be perforined.

9.3 Eleq

ttromagnetic (EM) immunity testing

psting);

following

the safety
he the test

e relevant

he PDS(SR)

ing), shall

9.3.1 General

The performance criterion that shall be applied when performing EM immunity tests on the PDS(SR) is
specified in 9.3.3. This criterion does not apply to the normal (non-safety related) functions of the
equipment.

NOTE Functional electromagnetic compatibility (EMC) of the PDS(SR) is achieved when it complies with the requirements of
IEC 61800-3.

9

.3.1DV D2 Addition to 9.3.1:

9.3.1DV.1 First environment and second environment are defined in IEC 61800-3:2004, 3.2.1

a

nd 3.2.2 respectively.
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9.3.1DV.2 Annex E contains requirements for electromagnetic immunity and shall be
applied in accordance with 9.3.2 and 9.3.3.

9.3.1DV.3 The performance criterion does not apply to non-safety related sub-functions of
the PDS(SR) on the basis that analysis has determined that the non-safety related
functions do not interact with the safety related functions.

9.3.2 Intended EM environment

Where thé
environme
in the sec

When the
verified to

The perfo

The speci

9.3.3 Performance criterion (fail safe state — FS)

The follov
hardware
considere
have beer

Additional

Safety subp-functions of the PDS(SR):

—donotd

— may de

reacts to the EM distufbance in such a way that a defined safe state (fail safe state) of the PI

maintaine

Permaner

EM environment IS not known or not declared by the PDS[SR) manufacturer or e
nt is the second environment, the PDS(SR) shall be verified to the immunity requiremé
bnd environment columns of Table E.1, Table E.2 and Table E.3.

environment of the intended use of the PDS(SR) is the first environment,{the PDS(SR

intended
nts given

) shall be
e ES.

the immunity requirements given in the first environment columns of Table E.1 and Tab|
mance criterion of 9.3.3 shall be applied.

ied mitigation measures shall be in place during the tests ta verify their effectiveness.

ing performance criterion shall be satisfied while the PDS(SR) exercises all safe
parts during the tests. The behaviour of non-safety related functions of the PDS(SH
1, unless non-safety related components aré-used as indicators of the safety sub-fund
verified to be operating properly.

y no hazards shall be introduced by‘the PDS(SR) when the EM immunity tests are app

bviate outside their specified limits for functional safety (equal to criterion A of IEC 618(

iate temporarily"or-permanently outside their specified limits for functional safety if the

1 or achieyed within the specified maximum fault reaction time.

ty-related
¥) are not
tions and

ed.

0-3), or

PDS(SR)
DS(SR) is

rovided a

t degradation of the safety sub-function or destruction of components is permitted pj

defined s3

fe state shall be maintained or achieved within the specified maximum fault reaction tin|1e.

This criterion applies to all EM phenomena relevant to the PDS(SR) in its intended application.

9.4 Thermal immunity testing

9.4.1 General

Thermal immunity testing of each safety sub-function, including related diagnostics, shall be performed.
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9.4.2 Functional thermal test

The test shall be performed according to the temperature rise test of IEC 61800-5-1:2007 to determine
that each safety sub-function of the PDS(SR) works properly under the rated temperature operating
conditions.

9.4.2DV.1 D2 Modification:

The test shall be performed according to UL 61800-5-1.

914.2DV.2 D1 Modification to add:

914.2DV.2.1 The functional thermal test shall be conducted at the drives maximum rated
perating temperature and its minimum operating temperature, if the minimum rated
perating temperature is less than 0°C. The test at the minimum operating temperature
requires the PDS(SR) to be in thermal equilibrium state with the minimum operating
temperature rating immediately prior to starting the test. The verification of each safety
sub-function for the test at the minimum operating temperature shall be done immediately
after power has been applied to the PDS(SR) and it has begun to operate. The timg from
hen the power has been applied and the PDS(SR) has;begun to operate shall be the
shortest amount of time possible as allowed by the PDS(SR) safety sub-function.

914.2DV.2.2 The performance criterion shall be\in accordance with 9.5.4.

9.4.3 Component thermal test

For all cpmponents of each safety sub-function, the component manufacturer’s specified |maximum
operating|temperature shall not be exceeded during the test.

NOTE 1 Tegting whether all safety-related components are operated in the specified temperature range when the PDS(SR) is applied
to its speciffed minimum and maximum_ ambient temperatures can be performed at a lower temperature than the ratgd maximum
ambient air femperature of the PDS(SR). The maximum temperatures attained during testing can be corrected to the mgximum rated
ambient temperature for the PDS(SR)*by adding the difference between the ambient temperature during the test and the maximum
rated ambignt temperature for the.\PDS(SR).

NOTE 2 IE¢ 61800-5-1 provides information regarding thermal test methods.

9l4.3DV-DE Modification to add:

It-shattbe-verified-that-the minimum-operatingtemperatureof the PDS(SR)isnot'less than

the minimum operating temperature of any of the components of each safety sub-function.

9.5 Mechanical immunity testing
9.5.1 General

Shock and vibration immunity testing of each safety sub-function, including related diagnostics, shall be
performed.
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9.5.2 Vibration test

Testing shall be performed according to the test conditions of the vibration test of IEC 61800-5-1:2007,
except that the PDS(SR) shall be powered and each safety sub-function shall be verified while operating.

9.5.3 Shock test

Testing shall be performed according to the test conditions of the shock test of IEC 61800-2:2015, except
that the PDS(SR) shall be powered and each safety sub-function shall be verified while operating.

9.5.4 Pefformance criterion for mechanical immunity tests (fail safe state — FS)

Safety subp-functions of the PDS(SR):

—donotd

— may dev
reacts to
PDS(SR)

bviate outside their specified limits for functional safety, or

iate temporarily or permanently outside their specified limits for functional safety if the

s maintained or achieved within the specified maximum fault reéagction time.

9.5.4DV DE Modification to add:

C

9.6 Test

ause 9.5.4 also applies to performance criterion/for the functional thermal test.

documentation

During POS(SR) testing for safety sub-functions;’the following details shall be documented:

a) the versgion of the test plan used;

b) the critgria for acceptance of tests;

c) the model and version of(the' PDS(SR) being tested;

d) the tool
e) the con

f) the test

5 and equipment used along with calibration data;

Hitions-af the test;

the mechanical disturbance in such a way that a defined safe~state (fail safe sta

harconnal-
PetrsSoHRer

g) the detailed results of each test;

h) any discrepancy between expected and actual results;

i) the pass/fail status of the test. If the test has failed, the mode of failure shall be documented.

PDS(SR)
e) of the
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10 Modification
10.1 Objective

The objective of this clause is to ensure the functional safety of the PDS(SR) is maintained when design
modifications are made after the original design is released for manufacture.

10.2 Requirements

10.2.1 General

Prior to farrying out any modification activity, procedures shall be planned. Modificationg shall be
performed with at least the same level of expertise, automated tools, and planning andymanagement as
the initial development of the PDS(SR). Modification shall be carried out as planned.

10.2.2 Modification request

The modification shall be initiated only by the issue of a modification requést under the procedufes for the
managenpent of functional safety (see Clause 5). The request shall detail.the following:

a) the regsons for the modification;

b) the praposed change (both hardware and software).

NOTE For the selection of appropriate techniques to implement the requirements for software modifications, see IEC 61508-3:2010,
Table A.8.

10.2.3 Impact analysis

An assessment shall be made of the impact of the proposed modification on the functional safety of the
PDS(SR)} The assessment shall include an analysis sufficient to determine the breadth and depth to
which a return to appropriate development steps according to 5.2 will need to be performed.
10.2.4 Authorization

Authorization to carrysout the requested modification shall be dependent on the results of the impact
analysis.

10.2.5 Documentation

Appropriate documentation shaftbe estabiishedand maintained for each PDS{SR) modification activity.
The documentation shall include:

a) the detailed specification of the modification;

b) the results of the impact analysis;

c) all approvals for modifications;

d) the test cases for components including revalidation data;

e) the PDS(SR) configuration management history (hardware and software);
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f) the deviation from previous operations and conditions;
g) the necessary modifications to information for use;

h) all applicable development steps according to 5.2.
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Annex A

(informative)

Sequential task table

According to the lifecycle described in IEC 61508 the following design procedure is appropriate for
PDS(SR). The order of the necessary development steps is shown in Table A.1 and reference is made to
the appropriate clause or subclause in this standard or in IEC 61508.

NOTE 1 The lifecycle design and development has been split into “architecture” and "design and development” as it is common
practice in design engineering.

NOTE 2 W
established

Table A1

hen third-party certification is desired, contact between the PDS(SR) manufacturer and the certification
at the start of the design procedure.

Design and development procedure for PDS(SR)

pbody can be

Tasks References
1 General requirements
All r¢levant documents should be under the control of an IEC 615081:2010, Clause 5
appfopriate document control scheme
Softvare quality management system IEC/61508-3:2010, Clause 6
Safgty Concept: Phase 3 of PDS(SR) safety lifecycle (see 4.2 df this
standard)
a) |Hardware design on an architectural level, including a) See Clause 5 of this standard

Block diagrams of safety related hardware
User and process interfaces

Safety relevant signal paths

Power supply

Separation of independent channels to achieve fault
tolerance

Communication links‘between independent channels
to achieve diaghostic coverage

Software design on-an architectural level, including:

description of the functions provided by the safety
related software

interaction with hardware

IEC 61508-2:2000, 7.4, Annex A, Tables
Examples in IEC 61508-6:2000, Annexe

b)  IEC 61508-2:2000, 7.2.3.1(h)
IEC 61508-3:2010, 7.2.2.8, 7.2.2.10, 7.4

Tables A.2,B.1,B.7,B.9

IEC 61508-7:2000, Table C.1

B.2, B.6
b Aand D

2,743,

tot o I H T PR Ty B PRpK [ APy AP £
StateTracnmearagramsS o e ienaet ot aviotr Ot

the software
user and process interfaces
fault detection possibilities and fault reactions

overview of software structure, for example with block
diagram

control and storage of safety related data
version procedures

used tools, for example compiler, code checker, etc.

Table A.1 Continued on Next Page
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Table A.1 Continued

Tasks References

Planning of PDS(SR) functional safety management Phase 1 of PDS (SR) safety lifecycle (see 5.3 and 5.4 of
this standard)

Generation of a plan which defines the activities required to
satisfy Clauses 5 to 10 of this standard and identifies persons,
department(s), or organization(s) responsible for completing See 5.4 of this standard
these activities. IEC 61508-1:2010, 6.2
IEC 61508-3:2010, 6.2
“Plan shall be updated as necessary throughout the entire
development of the PDS(SR)”

Spedgification of PDS(SR) safety requirements Phase 2 of PDS(SR) safety lifecycle (see 5.3 and 5.5 of
this standard)

Devdlopment of a safety requirements specification (SRS) See 5.5 of this standard

includling safety sub-functions requirements and safety integrity

IEC 61508-1:2010, 7.5, 7.10

IEC 61508-2:2010, 7.2, Tables B™1, B.6
IEC 61508-2:2010, 7.4.6 to 7478, Annex A
IEC 61508-3:2010, 7.2, Tables'A.1, B.7
IEC 61508-3:2010, 7.4.2(t0 7.4.4, Tables A.3, B.
IEC 61508-7:2010, Fable C.1
IEC 61508-6:2010, Annex A
Examples in IEC 61508-5:2010

requirements

-

Verifjcation of PDS(SR) safety requirements specification

a) [Reviews of the safety requirements specification a) _See 8.2 of this standard
b) [Check by an independent person or department where b)Y,/ IEC 61508-2:2010 and IEC 61508-3:201(, 7.9
required
Safety system architecture specification for a PDS(SR) Phase 3 of PDS(SR) safety lifecycle (see 5.3 and 5.6 of
this standard)
a) |Details of hardware and software necessary to a) See 5.6 of this standard
mplement safety sub-functions specified by the SRS.
Eor each safety sub-function, the architecture should
Iso include:
3 requirements for subsystems and parts of IEC 61508-2:2010, 7.4, Annex A

subsystems as appropriate;
IEC 61508-3:2010,7.4.2,7.4.3
g requirements for the integration of the subsystems Examples in IEC 61508-6:2010, Annexes A andl D

and parts to satisfy the*SRS;

3 throughput performance that enables response time
requirements to'‘be’'met;

3 accuracy.and stability requirements for
measurements and controls;

g safety-related operator interfaces;

3 other items specified in 5.6.2.2.

b) i H H a hi the—sa-fnty h) IEC 64508 '):')n~|n‘ 7_/1’ Tables ')‘ ’2‘ Ann, es A‘ C
integrity level and required target failure measure for IEC 61508-3:2010, 7.2.2.8, 7.2.2.10,7.4.2, 7.4.3,

the safety sub-function including: Tables A.2,B.1,B.7,B.9
IEC 61508-6:2010, Clause A.2

. architecture of each subsystem required to meet IEC 61508-7:2010, Table C.1
architectural constraints on hardware safety integrity;

. relevant reliability modelling parameters such as
required diagnostic test interval of all hardware
components necessary to achieve the target failure
measure;

. actions taken in the event of a detected dangerous
failure;

Table A.1 Continued on Next Page
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Table A.1 Continued
Tasks References
. how the safety-related hardware will achieve
immunity to all required environmental conditions,
including EM, over the entire safety lifecycle;
. QA/QC measures necessary for safety management.
c) Recommendation c) |EC61508-1:2010, Table 2
Pre-estimation of the probability of failure of safety sub- IEC 61508-2:2010, 7.4.4, Tables 3, A.1, Annex C
functions due to random hardware failures on a level of IEC 61508-3:2010, Clause 8, Table A.10, B.4
functional block diagrams (FMEA)
ExamptestEC-64508-6:2646Annexes C and D
6 Verification of safety system architecture specification
a) | Reviews of system architecture a) See 8.2 of this standard
b) | Check by independent person or department where b) IEC 61508-2:2010 and IEC 61508-3:201D, 7.9
required
7 Valiflation planning Phase 4 of PDS(SR) safety lifecycle (see 5.4 d) of this
standard)
a) | Detailed planning of the validation of safety related a) See 8.3 of this'standard
PDS(SR).
b) | The validation plan should be generated in parallel to b) 1EC 61608-2:2010, 7.3, Table B.5
Phase 9.3 Design and Development. IEC 61508-3:2010, 7.3, Tables A.7,B.3, B.5
8 Verification of validation plan
a) | Reviews of the validation plan a) ~ See 8.2 of this standard
b) | Check by independent person or department where b) IEC 61508-2:2010 and IEC 61508-3:201D, 7.9
required
9 Desjgn and development Phase 5 of PDS(SR) safety lifecycle (see 5.3 df this
standard)
See Clause 6 of this standard
a) |Hardware design a) |EC61508-2:2010, 7.4, Annex A, Tables(B.2, B.3,
B.6
b) | Software design b) IEC 61508-3:2010, 7.4.5, 7.4.6, Table A.4
c) | Reliability prediction c) IEC61508-1:2010, Table 2
(calculation of the probability of failure of safety sub- IEC 61508-2:2010, 7.4.3, 7.4.9, Tables 3| A.1,
functions due to random hardware failures) including: Annex C
IEC 61508-3:2010, Table B.4 (FMEA)
+  type of PDS(SR) Examples in IEC 61508-6:2010, Annexe$ C and D
. SFE
. functional block diagram
. reliability model
. data base of the model (device lists)
. PFH estimation
. mission time
. repair interval
10 Verification of the design

a)
b)

c)

Reviews of the system design
Functional tests on module level

Check by an independent person or department where
required

a) See 8.2 of this standard

c) |EC61508-2:2010, 7.9

IEC 61508-3:2010, 7.4.7,7.4.8, 7.9, Tables A.5, A.9

Table A.1 Continued on Next Page
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Table A.1 Continued
Tasks References
1" PDS(SR) integration Phase 6 of PDS(SR) safety lifecycle (see 5.3 of this
standard)
Integration and test of the safety related PDS(SR). See 6.5 of this standard
IEC 61508-2:2010, 7.5
IEC 61508-3:2010, 7.4.8, 7.5
12 Verification of integration
Revi¢Wwof HVW/SYVIntegration est results and documentation | See 8.2 of this standard
IEC 61508-2:2010, 7.5, 7.9, Tables B.3, Bl6
IEC 61508-3:2010, 7.4.3.21), 7.4.5.5,7'4.61, 1.4.7,7.4.8,
7.5,7.9, Tables A5, A6, A9
13 Act ¢f installing, commissioning and operation (user Phase 7 of PDS(SR) safety lifeeycle’(see 5.3 of this
docymentation) standard)
Devdlop user documentation describing the PDS(SR) act of See Clause 7 of this stapdard
installing, issioning, " 4 maint .
installing, commissioning, operation and maintenance IEC 61508-2:2010, 7-6.Table .B.4
14 Veriffcation of user documentation
a) [Reviews of user documentation describing the PDS(SR) a) See 8.2 ofthis standard
act of installing, commissioning, operation and
maintenance.
b) |Check by an independent person or department where b)) NEC 61508-2:2010, 7.9
required
15 Validation of PDS(SR) Phase 8 of PDS(SR) safety lifecycle (see 5.3 of this
standard)
a) [Provide all necessary information needed for PDS(SR) a) See 8.3 of this standard
validation
b) |Complete software and appropriate documentation
c) |Validation tests and procedures accordingto the validation |c) IEC 61508-2:2010, 7.3, 7.7, Tables B.5, B.6
plan IEC 61508-3:2010, 7.7, 7.9, Table A.7
d) |Documentation of the results ofthe‘validation tests
e) [Prepare appropriate documentation for third party
validation where necessary
16 PDS(SR) modification proecedure

a) [Modification reguest and analysis

b) |Appropriatesdocumentation of all modified parts of the
PDS(SR)

c) |Re-verification of modified parts

a) See Clause 10 of this standard

b) IEC 61508-1:2010, 7.16
IEC 61508-2:2010,7.5.2.5,7.8
Example in IEC 61508-1:2010, Figure 9

d) Update of reliability prediction if modification has an impact
on fault tolerance, probability of dangerous faults,
diagnostic coverage or common cause failure

e) Re-validation of at least the modified parts of the PDS(SR)

f)  Software modification

f) IEC 61508-3:2010,7.1.2.9,7.5.2.6,7.6.2,7.8.2,
Table A.8
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Annex B
(informative)

Example for estimation of PFH
B.1 General

This clause describes the estimation of the PFH of an example PDS(SR) with the safety sub-function safe
torque off (STO). All the necessary requirements for, and the internal structural parts of the PDS(SR) are
given to show in detail how the PFH value can be calculated.

B.2 Exdmple PDS(SR) structure
B.2.1 Ggneral

The PDY(SR) described in this clause includes the safety sub-function STO, which is triggered by two
redundant digital inputs and gives a single feedback signal through a digital output.(see Figure B{1).
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PDS(SR))
Control section
Diagnostic functions
STO-A — — Modulation
Communications Torque/speed/position
STO-FB = and
and I/0 control protecti€
sto-B —
Electronic
power supply Sensors
(e.g. 24V d.c)
Mains power | Power section Motor,
su0p40 IEC 122707
Key
STO-A STO trigger input channel A
STO-B STO trigger input channel B
STO-FB STP feedback output

Figure B.1
Example PDS(SR)
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The example requirements are:
- SIL2;
— continuous mode of operation.

Within the PDS(SR), the safety sub-function STO is implemented together with the non-safety-related
functionality of the PDS(SR) using only a few safety sub-function exclusive components.

Due to the internal single channel power supply, the PDS(SR) is split in two independent subsystems: the
two-chanpel subsystem A/B and the power supply/voltage monitor subsystem PS/VM (see Figure B.2).

The PFH|value of the safety sub-function STO of this example PDS(SR) is calculated as follows:

PFHppgsgy = PFHyp+ PFHpgyg

where PAH, s and PFHpgn are the PFH values of subsystem A/B and subsystem PS/VM respegtively.
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PDS(SR)
STO-A -
cTACR Subsystem “A/B”
(STO channel A and B)
STO-B -
Hlectronic Subsystem “PS/VM”
dower supply > (Power supply and
(.g.24V d.c.) voltage monitor)
sp0841 IEC 1228/07
Key
STO-A STO trigger input channel A
STO-B STO trigger input channel B
STO-FB STP feedback output

Figure B.2
Subsystems of the PDS(SR)
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B.2.2 Subsystem A/B

The safety sub-function STO is implemented with two channels to achieve the hardware fault tolerance of

1 and is modelled by the subsystem “A/B”, for which an independent PFH value is computed. The

realisation of the subsystem provides the following system properties regarding the safety sub-function:

* type B (complex hardware);

* hardware fault tolerance of 1 (two channel implementation).

The archi ware fault

tolerance|1, the safe failure fraction (SFF) shall be at least 60 %.

B.2.3 Spubsystem PS/VM

As the internal power supply (PS) has only a single channel, a voltage monitor (VM)Jis implemgnted. The

internal ppwer supply and the voltage monitor are modelled as a separate subsystem “PS/VM”| for which

an indepe¢ndent PFH value is computed. The realisation of the subsystem proyides the following system

propertie$ regarding the safety sub-function:

« type B (¢omplex hardware);

» hardware fault tolerance of 0 (single channel implementation).

The architectural constraints of a type B subsystem (see 8.2.3.3) show that, for SIL 2 and hardware fault

tolerance|0, the safe failure fraction (SFF) must be at least90 %.

B.3 Ex3mple PDS(SR) PFH value determination

B.3.1 Spbsystem “A/B” (main subsystem)

B.3.1.1 |Function block division

Within theé PDS(SR), the subsystem A/B is part of the implementation of the safety sub-function STO and

consists if 2 channels as necéssary for the hardware fault tolerance of 1. Figure B.3 shows the schematic

block diagram of the PDS(SR), highlighting the parts involved in executing the safety sub-function STO.

In order tp calculate the.PFH value, the subsystem A/B is further subdivided into function blockss, and the

failure raje of each /s' determined. Due to the minimal count of components of the digital trigger input

circuitry gnd the switch off circuitry, each channel is merged in one function block (Block A and B).
b-function.

Compongnt failures within the power module itself do not cause a loss of the safety su

Therefor:

B.3.1.1DV D2 Modification:

e.

The power module as referenced applies only to a power module in accordance with the
block diagram of Figure B.3. If a power module incorporates any of the parts of the STO in
Blocks A or B then the power module shall be included in the subsystem contributing to

the PFH value.
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RC: Resistor capacitor filter
DRV: Output driver
PM: Power module
Figure B.3
Function blocks of subsystem A/B
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B.3.1.2 Determination of failure rates of function blocks
B.3.1.2.1 Function block analysis

For each function block, it is necessary to define what kind of failures can be regarded as dangerous
failures. The result gives means to the following FMEA (failure mode effects analysis) of the components
of the function block.

B.3.1.2.2 Component FMEA

The FME&WM&MMMMKMMMH?%S are
regarded|as relevant for the safety sub-function and then allocates every failure mode ofreach safety

relevant gomponent the attribute safe or dangerous using the criteria determined in thefurigtion block
analysis ¢f B.3.1.2.1. For simple components, if dependable data is not available aboutthe proportion of
safe and pangerous failure modes, a single dangerous failure mode leads to the overall component failure
being corlsidered as dangerous. For complex components, IEC 61508-6:2010, Anngx’C, assumes a 50 %
portion ofisafe and a 50 % portion of dangerous failure modes.

In additioh, the FMEA identifies the proportion of the dangerous failure rate*of each component which is
detected |by the available diagnosis functionality. For complex components, the portion of detected
dangeroys failures can be defined using the tables in IEC 61508-2:2090. This proportioning defines the
failure rates App (dangerous detected) and Apy (dangerous undetectéd)of the component.

The totallfailure rates of the function block (As, App, Apy) are’generated by summing up the safe failure
rates, theldetectable dangerous failure rates and the undetectable dangerous failure rates of all|the safety
related cqgmponents of the function block.

B.3.1.2.3| Simplified method of determination of-thé differentiated failure rates

In complgx hardware circuits with high comporent count, the FMEA on a component by compohent basis
is not always practical. Therefore, a generally accepted simplified method, following IEC 615(08-6:2010,
Annex C,|may be selected.

The failure rate of a total function-black with complex circuit, calculated as sum of the failure fates of all
componets, is divided in a 50 %-portion of safe failures and a 50 % portion of dangerous faijures. The
portion ofldetected failures is determined by using the tables of IEC 61508-2.

NOTE Use |of this simplified method is more efficient than a detailed analysis but can result in failure rates Ag, App find Apy less
favorable (ip. more conservative) than if a detailed analysis is conducted

This method will also lead to the failure rates Ag, App and Apy of the function block.

B.3.1.3 [Safefailure fraction

Using the simplified method shown in B.3.1.2.3, the failure rates of the function blocks are determined as
follows:

— safe failure proportion of failures of printed board circuits: 50 % (see NOTE).

NOTE The proportion of the dangerous failures of printed board circuits is then also 50 %.

The diagnostic coverage (DC) is estimated by using the tables of IEC 61508-2:2010.
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L Table B.1
Determination of DC factor of subsystem A/B
Method (IEC 61508-2:2010) DC level claim Diagnostic test implementation
Table A.3 Failure detection by on-line monitoring 90 % Cyclic test checks redundant channels
Table A.3 Monitored redundancy 99 % /90 % Cyclic test checks redundant channels
Table A .4 Self-test by software (walking bit) (one 90 % Self-test of the microprocessor
channel)
Table A.6 RAM test “galpat” 90 % Done by the microprocessor
Table A.10 Watchdog with separate time base and | 90 % Watchdog design
time-windop~(alse-Table-A-12)
Table A.8 Ipspection using test patterns 99 % Done by RAM-test
Table A.15|Cross monitoring of multiple actuators 99 % Cyclic test monitors both switch-off actugtors

_ DC,4 for function block A: 90 % (see Table B.1);
— DCg for function block B: 90 % (see Table B.1).

Failure rafes of the circuitry of the function blocks A and B (realistic example values, expressed gs failures
in time (FI|T), with units 10~%/h):

Block A:| Aa (total failure rate) 450 FIT
Aas (proportion of safe failures) 0,5*450 FIT 225 FIT
Aap (proportion of dangerous failures) 0,5*450 FIT 225 FIT
AaDD DCA*Anp 0,9*225 FIT 202,5FIT
Aapu (1-DCA)*App (1-0,9)*225 FIT 22,5 FIT
Block B:| Ag (total failure rate) 70 FIT
Ass (proportion of safe failures) 0,570 FIT 35FIT
ABD (proportion of dangerous failures) 0,570 FIT 35FIT
ABDD DCg*Agp 0,9*35 FIT 31,5 FIT
ABDU (1-DCg)*Agp (1-0,9)*35 FIT 3,5FIT

The safe failure fraction of subsystem A/B, calculated according to IEC 61508-2:2010, Clause C|1, item h,
is:

SFFpg = [(Aas + Ags) + (DCA * App) + (DCg * Agp)] / [(Aas + Ass) + (Aap + Agp)]
=[(225 + 35) + (0,9 * 225) + (0,9 * 35)] FIT / [(225 + 35) + (225 + 35)T] FIT
=494 FIT /520 FIT;

SFFA/B =95 %,

NOTE The calculation of SFF, is shown to demonstrate the principal. Due to the determined test intervals in Table B.1, SFFpresutting
can be applied (see Clause B.4).

B.3.1.4 Common cause failure factor 8,5

The common cause failure factor B is estimated by using IEC 61508-6:2010, Table D.4.
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Byg =2 %
B.3.1.5 Reliability model (Markov)

The reliability model of the subsystem A/B is implemented as a Markov model, the state graph of which is
shown in Figure B.4.
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above Markov model Figure B.4 can be regarded as an approximation, as the transition processes corrgsponding to

the Markov

NOTE 2 The

failure rates and test rates, the model ;:ould be simplified. Normally, it is not significant whether the tést rate is 1/8 h or 1

Table B.2).

agnitude of
/168 h (see

NOTE 3 In Figure B.4, min(Agp; Aap) means Agp or A,p, whichever is smaller. Due to the fact that the common cause failure rate, while
increasing the beta factor, can reach only the A value of the channel with the smaller value the minimum function for calculating the
common cause failure rate is justified.

NOTE 4 The Model assumes continuous mode of operation, i.e. permanent presence of the demand to perform the safety sub-
function. Therefore, any entering to state S8 causes a contribution to PFH and no additional transitions are needed to represent the
occurrence of a demand. Thus the model covers the entire range of possible demand rates. On the other hand, in the present case of
a redundant architecture the assumption of continuous demand does not lead to a significant increase of PFH as compared to high

demand.

Figure B.4
Reliability model (Markov) of subsystem A/B
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The model does not take into account “safe” failures because they have no important influence on the PFH
value. The model assumes that the PDS(SR) is switched off line and repaired after detection of a failure.

The common cause failure rate is determined by the factor B,g and the lower value of the dangerous
failure rates of function block A and B (see Note 3).

NOTE The rate of simultaneous failure of both blocks can never be greater than the lower of both failure rates.

In state S2, the function block A has failed dangerously. Depending on the operation of the diagnostic test,
three possible states can follow:

— S5 follos, if the diagnostic test detects the failure, and the function block is repaired;
— S6 follopws, if the diagnostic test does not detect the failure;

— S8 follos if function block B fails before the diagnostic test detects the failure in function block|A.

In state Sp, the function block A has failed undetected dangerously. S8 followsfyblock B fails damgerously.

State S8 fepresents the dangerous situation where the safety sub-function is no longer available and the
test is no{ effective any longer. Since continuous mode of operation is‘assumed for the PDS(SR), state S8
also represents the “hazardous event” resulting from a dangerously failed PDS(SR) confronted with
demand ¢f the safety sub-function.

B.3.1.6 |PFH value calculation

Avalues, PC and g factors are given in B.3.1.3 and B.3:1.4:

Additiona] determinations:

* Iest = 1/B h, 1/24 h, 1/168 h,... (diagnostictest rate)
* I'rep = 1/B h (repair rate)

» Tw = 10]years or 20 years (mission time)

To deternpine the PFH valuge, the time dependent progression of the probability [ pi(f) ] of each state [ Si] of
the Markev model canbe calculated. The starting probability value of all states except state S1 |s equal to
zero. The starting prebability value of state S1 is equal to one. The calculation can be done|up to the
mission time Ty,

T,
Pt

PFHyp = By Wi Zyp, App) - P{T) T Zyplp; () T B T po T T Zpplp, ) T P50 T pg (1)1} dt

Results of calculations for different values of the parameters Bajg, rep, ITest @and Ty are shown in Table B.2.
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le B.2
PFH value calculation results for subsystem A/B

Bas I'Rep Frest Ty years PFHpg

2% 1/8 h 1/8h 10 7,67x107'%/h
2% 1/8h 124 h 10 7,68 x107"%/h
2% 1/8h 1/168 h 10 7,70 x 1070 /h
2% 1/8 h 1/672h 10 7,76 x 1070 /h
2% 1/8 h 1/8760 h 10 8,76 x 1071 /h
2% 1/8760 h 1/8 h 10 8,76 x 107'% /h
2|% 1/8h 1/8 h 20 8,34 x 107 /h
2|% 1/8 h 1/672h 20 8,43.x407° /h
3% 1/8 h 1/8 h 20 1,8 x 101° /h
5% 1/8 h 1/8 h 20 1,88 x 101° /h

Values in bpld characters give the modified value regarding the previous line.

The results in Table B.2 show the influence of the test rate, the mission time;and the common cadse failure
factor reggrding the PFH value. The variation of the parameters is given to show the influencg of each
parametet to the PFH value. Nevertheless, not all of the parameter values'may be realistic. Regarding the
achievablé¢ overall accuracy of a PFH calculation, the PFH value of‘a complete safety device Ehould be
specified psing a mantissa with one decimal place only. Table B.2-provides two decimal placg¢s only in
order to démonstrate even low effects of particular parameter variations.

B.3.2 Sygbsystem “PS/VM”
B.3.2.1 Function block division

For the sdfety sub-function STO, the subsysten/PS/VM comprises one channel with a dedicated monitor.
Figure B.% shows the subsystem further subdivided into two function blocks which contain thge internal
single power supply (PS) and the voltage 'manitor circuit (VM).
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Function blocks of subsystem PS/VM
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B.3.2.2 Failure rates of function blocks
The failure rates of each function block are determined using the methods of B.3.1.2.
B.3.2.3 Safe failure fraction

Using the simplified method shown in B.3.1.2.3, the failure rates of the function blocks are determined as
follows:

— safe failure proportion of failures of printed board circuits: 50 % (see Note).

NOTE The proportion of the dangerous failures of printed board circuits is then also 50 %.

The diagnpstic coverage (DC) can be estimated by using the tables of IEC 61508-2:2010; Annex|A.

o Table B.3
Determination of DC factor of subsystem A/IB
Method (IEC 61508-2) DC level claim Method implementation
Table A.9 foltage control (secondary) or power down with High Voltage monitor powers doyn the
safety shuttoff or switch-over to second power unit PDS(SR)

— DC for fginction block PS: 99 % (see Table B.3).
— DC for finction block VM: 0 % (no monitor of the voltage-monitor available).

Failure rates of the circuitries of the function blocks PS and VM (realistic example values):

Block PS: Aps (total failure rate) 250 FIT
Apss (proportion of safe failures) 0,5*250 FIT 125 FIT
Apsp (proportion of dangerous failures) 0,5*250 FIT 125 FIT
ApspD DCps*Apsp 0,99*125 FIT 123,75 FIT
Apspu (1-DCps)*Apsp (0,01)*125 FIT 1,25 FIT
Block VM: A (total failure rate) 250 FIT
Mg (proportion of safe failures) 0,5*250 FIT 125 FIT
Avmb (proportion of dangerous failures) 0,5*250 FIT 125 FIT

The safe failure fraction of subsystem PS/VVM is calculated according to IEC 61508-2:2010, Clause C.1,
item g (see Note):

SFFpsim = [Apss + (Apsp * DCps)]/ Aps

=[125 + (125 * 0,99)] FIT / 250 FIT

SFFPS/VM = 99,5 %

NOTE The monitor block does not contribute to the SFF but only to the PFH.
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B.3.2.4 Common cause failure factor Bpgym

The common cause failure factor Bpsy\ is estimated by using of IEC 61508-6:2010, Table D.4.

Pogrm =2 %0

B.3.2.5 Reliability model (Markov)

The reliability model of the subsystem PS/VM is implemented as a Markov model the state graph of which
is shown in Figure B.6.
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Reliability model (Markov) of subsystem PS/VM
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